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Regulatory Approvals

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.
(Example - use only shielded interface cables when connecting to computer or peripheral
devices).

This device has been tested and meets the FCC RF exposure guidelines.
The maximum SAR value reported is 0.071 w/kg

Channel

The Wireless Channel sets the radio frequency used for communication.
Access Points use a fixed Channel. You can select the Channel used. This allows you to
choose a Channel which provides the least interference and best performance. In the USA
and Canada, 11 channel are available. If using multiple Access Points, it is better if adjacent
Access Points use different Channels to reduce interference.
In "Infrastructure" mode, Wireless Stations normally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest
signal is used. (This can only happen within an ESS.)
If using "Ad-hoc" mode (no Access Point), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channels to see if there
is an existing "Ad-hoc" group they can join.
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Section 1. Introduction

1.1 Overview

This guide explains how to install the following hardware and software on a Microsoft®Windows®based
laptop computer:

. CB801M Client Card Adapter

. CB801M Adapter Driver for Windows XP, 2000, 98SE, or ME

. CB801M Wireless Adapter Configuration Utility

1.2 Installation

The installation procedure includes four main steps:
1. Install the Driver
2. Install the Configuration Utility

1.2.1 Adapter Windows Driver

The Windows XP, 2000, 98SE, or ME driver for the adapter provides the interface between the CB801M and
the desktop or laptop computer.

Section 2. “Driver Installation” gives detailed instructions on how to install the adapter Windows driver.

1.2.2 Adapter Configuration Utility

The Configuration Utility is used to configure the adapter. Section 3. "Configuration Utility Installation"
explains how to install the utility.

1.3 System Requirements

The minimum system requirements for installing and using the adapter are as follows:
. Microsoft Windows XP, 2000, 98SE, or ME Operating System
400 MHz or higher CPU
128 MB of RAM
800 Kbytes of free disk space for installation of the driver and configuration utility
CD-ROM drive
Windows Driver User’s Manual

1.4 Package Contents

The package includes the following items:
TBD



Section 2. Driver Installation

This section explains how to install both the adapter and the CB801MWindows®drivers for the adapter in a
client card slot of a Windows®based (XP, 2000, 98SE, or ME) PC computer.

2.1 Installing the Windows XP Driver

1.  When the computer detects the client card, the Found New Hardware Wizard dialog box is displayed:

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helps you irstall software far;

Ethemet Controller

-:x':}_ If your hardware came with an installation CD
‘=" or floppy dizk. inzert it now.

YWhat do wou want the wizard to do?

{33 Iretall the softwae automatically [Recommended)
(3 Iretall from a list or specific locaton [Advanced)

Click Mest to continue.

[ Mewt > ][ Cancel

2. Make sure your Installation CD already on the CDROM
3. Check the Install the software automatically (Recommended) radio button.
4. Click Next to continue.



5. If the Hardware Installation dialog box displays a warning that the software has not passed Windows
Logo Testing, click Continue Anyway.

Hardware Installation

| E The software you are installng for this hardware:
L
Marvel Libertas 802.11b/g wireless (8335)

haz not paszzed Windows Logo testing to verify its compatibility
with Windows XP. [Tell me why this testing is important.]

Continuing your installation of thiz software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this inztallation now and
contact the hardware vendor for software that has
paszsed Windows Logo testing.

Coninue Anyway J I STOF Installation

6. The Please wait while the wizard installs the software dialog box is displayed:

Found Mew Hardware Wizard
Pleaze wait while the wizard installs the software. . :‘g

@] Marvell Libertas 802.11b/g Wireless [B8335)

mrvB355 sy
To CAWINDOWS S petem3IADRIVERS

(FRRRR RN NNRRRERRRRRR AR ERERE 5

7.  Click Next to continue.
8.  The Completing the Found New Hardware Wizard dialog box is displayed:



Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

Tke wizard has finizhed instaling the software for:

e} tarvell Libertaz 802.110/g Wirelezs [8335)

Clizk Fimizh ta cloge the wizand,

9. Click Finish to complete the installation.

2.2 Installing the Windows 2000 Driver

1.  When the computer detects the Client Card, the Found New Hardware Wizard dialog box is
displayed:

Found New Hardware Wizard

Welcome 1o the Found New
Hardware Wizard

5

Thiz wizard helpz you inztall a device driver for a
hardware device

Tao continue, clics Next.

< Back

Cancel |

2. Check the Install from alist or specific location (Advanced) radio button.
3. Click Next to continue.







4.  The Install Hardware Device Drivers dialog box is displayed:

Found Mew Hardware Wizard F

Install Hardware Device Drivers
& device driver iz a software program that enables a hardware device to wark, with
an operating syztem.

Thiz wizard will complete the installaion for this desice:

@ Ethernet Contraller

& device driver is a software program that makes ahardware device work., Windows
needs driver files for pour new devica, To locate driver files and complete the
inztallation click Mesl.

What do you want the wizard bo do?
% Search for a uitable driver for my device [recommended)

" Dizplay a list of the known divers for this device so that | can choose a specific
driver

< Back I Mt » I Carncel

5. Click the Search for a suitable driver for my device radio button.
6.  Click Next to continue.



7. The Locate Driver Files dialog box is displayed:

Found Mew Hardware Wizard

Locate Driver Files M
YWhee do you want \Windows to search for driver files?

Search for driver files for the following hardware device:

@ Ethernet Controller

The wizard searches for suitable drivers in itz driver database on vour computer and in
arny of the fallowing optional search location s that you zpecify.

T start the zearch, click Mext. [f vau are 22 arching on a floppy disk or CO-ROM drive,
inzert the floppy dizk or CO before cicking Mest.

Optiohal zearch locations:
™ Floppy disk dives
v CO-ROM drives
[ Specify a location
™| Wicrosott wWirdaws U pdate

< Back I Mext = I Cancel

8. Choose CD-ROM drives.

9. Click Next to continue.

10. If the Digital Signature Not Found dialog box displays a warning that the software is not Microsoft
digitally signed, click Yes to continue.

Digital Signature Not Found x|

Tke Microzaft digital signzture affirms that software has
been tested with Windows and that the software 1az not
been altered since it was lested,

The software pou are about to install does not contain a
Mizrozoft digital signature. Therefare, there iz no
guarantee that thiz software works comectly with

W nidows,

Marvell Libertaz 802.1° b/g Wirelezs [B335]

If you waht ko search for Microzoft digitally signed
zo'bware, visit the “Windows Update 'Web =ite at
http:/ fwindowsupdate. microsoft. com to see if one is
available,

Do paw want b continue he installation?

Yes Mo Moie Info




11. The Hardware Install dialog box is displayed indicating that installation is in progress. This process
may take a few minutes.

Found Mew Hardware Wizard

Hardware Install
windows iz inztalling drivers for your new hardware.

12. The Completing the Found New Hardware Wizard dialog box is displayed:



Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

\} b arvell Libertaz 802.11b4g Wireless [3335]

W ndows haz finished installing the zoftware faor this device.

The hardware you inztalled will not work, unkil vou restart
wour computer,

Tc cloze thig wizard, click Finish.

¢ Bach l Finizh I [ancel

13. Click Finish to complete the installation.

2.3 Installing the Windows 98SE Driver

1.  When the computer detects the client card, the first Add New Hardware Wizard dialog box is
displayed:



Add MNew Hardware Wizard

Click Next to continue.

The second Add New Hardware Wizard dialog box is displayed:
Click the Search for the best driver for your device radio button.
Click Next to continue.

ok wn



6.  The next Add New Hardware Wizard dialog box is displayed:

Add New Hardware Wizard |

YWindows will zearch far new drivers inits driver databaze
ot your hard drive, and in any of the following selected
locations. Click Mest ta start the searc,

™ Floppy disk drives
¥ CO-ROM drive
[ Microzaft Windows Update

[ Speciy a locatior:

< Back Mext » Cancel |

7. Check the CD-ROM drive box.

Click Next to continue.
The Copying Files information box is displayed:

©o®

Copying Files..

SoUIce;
Windowss 35 Second Edibion C0-R0M

Diastnation
CHOWINDDWSEAROUTE EXE

10. Click Next to continue.
11. The finalAdd New Hardware Wizard dialog box is displayed:



Add New Hardware Wizard

12. Click Finish to complete the installation.
13. The System Settings Change dialog box is displayed:

System Settingz Change

14. Click Yes to restart the computer.



2.4 Installing the Windows ME Driver

1.

2.
3.

When the computer finds the client card, the Add New Hardware Wizard dialog box is displayed:

Add Mew Hardware Wizard

Windows has Found the following new hardware:

FPCI Ethernet Cantraller

Windows can automatically search for and install zoftware
that suppots wour hardware. IF your hardware came with
inztallation media, inzert it now and click Hest.

What woul you like to do’?
¥ Automatic search for a better driver [Recommended)

" Specify the location of the driver [Advanced]

¢ Bach I Mext > I Cancel

Click the Automatic search for a better driver radio button.

Click Next to continue.

The Copying Files information box is displayed:

Source:

Destination;
Scanning ...

Copying Files__.

Windows Milernium E dition




5.  After the files are copied, the last Add New Hardware Wizard dialog boxis displayed:

Add New Hardware Wizard

Marvell Libertas 8021 1b/g Wireless [8335)

Windows haz finizhed inztaling the new hardware device.

¢ Back

[Canee| |

6. Click Finish to complete the installation.
7. The System Setting Change dialog box is displayed:

Syztem Sethings Change

I-':f) Tofirizh zatfing wp vour new hardware, you must iestart pour computer.
Do you want to restait your computer now?

8.  To complete the installation, click Yes to reboot the system.



Section 3. Configuration Utility Installation

Installing the Configuration Utility

1. Insert the CD-ROM into the drive on your PC.
2. Theinstalation program should start automatically. If it does not, run the SETUP.EXE program.
3. Onthescreen above, click "Next" to start the installation.

i Sercomm Wireless Client Card Configuration Utility - InstallShield Wizard  [X]

Welcome to the InstallShield Wizard for
Sercomm Wireless Client Card Configuration
Utility

The Installshield(R ) Wizard will install Sercomm Wireless Clienk
Zard Configuration Utility on wour computer, To continue, click,
Mext,

WARMIMNG: This program is protected by copyright law and
inkernational treaties,

- Back - Mext> | [ Cancel




4.  Step though the procedure until you see the screen below.

i Sercomm Wireless Client Card Confignration Tiility - InstallShield Wizard [g]

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Sercomm
Wireless Client Card Configuration Ukility, Click Finish to exit
the wizard.

i
([
ful]

5. Click "Finish" to close the installation program.



Section 3. Configuration Utility

3.1 Overview

The CB801M Wireless Adapter Configuration Utility is a Microsoft®Windows®application that allows
configuration and management of the CB801M client cards. The Configuration Utility sets up profiles and
performs other wireless network management tasks. See the Installation Guide for instructions on how to
install the Configuration Utility.

3.1.1 Windows XP Users

For Windows XP, use either the Zero Configuration Utility or the Marvell Configuration Utility to configure
the CB801M wireless adapter cards.

To use the CB801M Configuration Utility:

1. 1. Open the Zero Configuration Utility Window
2. 2. Uncheck the “ Use Windows to configu re my wireless settings” checkbox.

| —
General | Wirsless Metworks | Advanced
[ Use Windows to configure my wireless network: settings

HAvailable networks:

To connect to-an available network, click Configure.

i NDTESTAPT A

i 55T-AP-58

1 Restricted - Employees Cnly v

Prefemed netw

orkcs:

Automatically connect to available networks in the order listed
below:

Leam about sefting up wirsless network -
configuration.

[ oK H Cancel ]

When the CB801M Configuration Utility is opened, the Windows XP Zero Configuration Utility will be
closed automatically by the CB801M Configuration Utility.

Once the user exits the CB801M Configuration Utility, the Windows XP Zero Configuration Utility is restored
to managing the wireless configuration.



3.1.2 Running the Configuration Utility

Once installed, the Configuration Utility is accessed from the Start menu in the following ways:

. Start > SerComm Client Configuration Manager
. Start > Programs > SerComm 802.11g Client > SerComm Client Configuration Manager)

3.1.3 Tray Status Icons

Adapter Unplugged

Different icons in the system tray indicate the status of the wireless connection: .
y Y (Red with “ X" mark)

Hotot| e UMD SN wnem
Not Connected
(Red)
Hotart| Ao YRS | SEON zom
Connected
(Green)
istart| | o0 L M S i Eapn  ziom
3.1.4 Configuration Utility Window
The Configuration Utility window displays the following tabs:
. Network Status — displays the status of the network to which the user is connected. The
Configuration Utility initializes on this page. See “ Network Status Tab” for details.
. Profile Manager — displays the current profiles and allows the user to set attributes for network

type, security options, and protocols, as well as create/modify/delete profiles. See* Profile
Manager Tab” for details.
. Site Survey — shows a list of all of the stations within range of the adapter. See “ Site Survey Tab”
for details.
Statistics — displays the statistics of the current session. See “ Statistics Tab” for details.
Advanced — allows you to set protocol parameters. See “Advanced Tab” for details.
Admin — allows you to import and export profiles. See “Admin Tab” for details.
About — gives the version number for the Configuration Utility. See “About Tab” for details.

The following subsections explain how to use the Configuration Utility.
3.1.5 Auto Link Feature

TBD

3.1.6 WPA Configuration
3.1.6.1 Security Infrastructure Setup

Implementing a security infrastructure to monitor physical access to WLAN networks is more difficult than
monitoring access on wired networks. Unlike wired networks where a physical connection is required,
anyone within range of a wireless Access Point can send and receive frames, as well as listen for frames
being sent.

IEEE 802.11 defines a set of standards and protocols for use in minimizing the security risks on wireless
networks. Two of the security standards are as follows:

. 802.1x — 802.1x authentication provides authenticated access to 802.11 wireless networks and



to wired Ethernet networks. 802.1x minimizes wireless network security risks by providing user
and computer identification, centralized authentication, and encryption services based on the

WEP algorithm. 802.1x supports Extensible Authentication Protocol (EAP). EAP allows the use
of different authentication methods, such as smart cards and certificates.

. Wi-Fi Protected Access (WPA) — WPA is an implementation based on a subset of the 802.11i
standard. WPA provides enhanced security for wireless networks when used with the TKIP and
the Message Integrity Check (MIC) algorithms.

3.1.6.2 WPA Connectivity

The CB801M Configuration Utility currently supports the following Authentication Modes:
. WPA-PSK
. 802.1x EAP/TLS
. 802.1x PEAP See “ Security Tab” for details on configuring security options.



3.2 Network Status Tab

The Network Status tab displays the status of the network. When the Wireless Client Card Configuration
Utility initializes, it displays the Network Status tab:

SerComm Wireless Client Card Configuration Utility

| Wetwork Status | Profile Manager | Site Survey | Statistics | Advanced | Admin | About

Select Profile Signal Strength

3
Link Informeation Intermet Protocol (TCRIR

Reme |Connected | DHCPOpon  [Enable
Network 5510 | brian_ap_atheros | IP Lddress: '1_?53:12_124 i
Netvork IPe: [Infstructure | SubnetMask: (3559552550 |
Wetwork BERID: EIEIEIE?_FEIFEI_?B:E Diefault Gatewsyr: 1?2'313252- =
st w0t T
Link Speed: 54_ EH =

Chanmel 6 {2 437 GHz)
Current Tx Rate: 0 bpz Current Fx Eate: 0 bpz
227 Ebps

11.2 Ebpz
0 bps

[ Radio Off | Alt+F2 ]

3.2.1 Select Profile

The Select Profile window displays the name of the profile in use. Additional information about the profile is
provided in the Profile Manager.

Select one of the profiles previously defined by clicking the down arrow and highlighting a profile from the
pulldown list.

— Select Profile

Profiles are created, modified, and deleted through the Profile Manager.



3.2.2 Link Information

The Link Information section contains the current information about the wireless
connection:

— Link Information

Shatus; IEDnnected
Metwork S50 Ima_l,ll:lal:h
Metwork Tupe: Ilnfrastructure

Metwark BS510: ||:||:| (6 25 B9 RD OB
Sty |WEF'
Link Speed: |54 kbps

. Status — the status of the wireless network connection:
— Card Unplugged — adapter plugged in, but not recognized
See “Troubleshooting” on page 39 for possible solutions.

— Connected — card plugged in and connected to a wireless network
— Not connected — card plugged in, but cannot find a wireless network
See “Troubleshooting” on page 39 for possible solutions.

— No Radio — card plugged in, but the radio is turned off. Uncheck the Radio Off box to turn

the radio on.
. Network SSID —network SSID label (i.e., Network Name). The Network Name is a text string of
up to 32 characters.
. Network Type —type of environment to which you are connected The choices are

Infrastructure mode or Ad Hoc mode.

— Infrastructure Mode: In this mode, wireless clients send and receive information through
APs. When a wireless client communicates with another, it transmits to the AP. The AP
receives the information and rebroadcasts it. Other devices then receive the information.
APs are strategically located within an area to provide optimal coverage for wireless
clients. A large WLAN uses multiple APs to provide coverage over a wide area. APs can
connect to a LAN through a wired Ethernet connection. APs send and receive information
from the LAN through the wired connection.

— Ad Hoc Mode: In this mode, wireless clients send and receive information to other wireless
clients without using an AP. This type of WLAN only contains wireless clients. Us e Ad Hoc
mode to network computers at home or in small office, or to set up a temporary wireless
network for a meeting.

. Network BSSID — Network Basic Service Set Identifier. The BSSID is a 48-bit identity used to
identify a particular BSS within an area. In Infrastructure BSS networks, the BSSID is the MAC
address of the AP. In independent BSS or Ad Hoc networks, the BSSID is generated randomly.

. Security— reports the type and level of security set. The security level is set through the Profile
Setting of the Profile Manager tab. Configure WEP settings also through the Site Survey tab
when connecting to a network.

. Link Speed — connection speed, (i.e., 54 Mbps, 48 Mbps, etc.)



3.2.3 Signal Strength / Wireless Mode Indicator

The color-coded Signal Strength bar displays the signal strength of the last packet received by the adapter:

Signal Strength -

T
4

br means connected to an 802.11b capable AP.

g meens connected to an 802.11g capable AP.

Signal strength is reported as a percentage. A signal in the red indicates a bad connection. A signal in the
green indicates a good connection.

The Wireless Mode indicator shows the data rates the client card operates. There are two modes: 802.11b
and 802.11g (backward compatible to 802.11b).

3.2.4 Internet Protocol (TCP/IP)

The Internet Protocol specifies the format of packets, also called datagrams, and the addressing scheme.
Most networks combine IP with a higher-level protocol called TCP, which establishes a virtual connection

between a destination and a source.

= Irternet Piatocal [TERAR]
DHCP Option: IEnaI:nIE

P Address: |207.135.67.119
SubnetMask:  [355 265 265 128
Default Gateway: iE[I?.'I IEET

The parameters of the Internet Protocol are:

. DHCP Option —Dynamic Host Configuration Protocol. Eith er enabled or disabled.

. IP Address — an identifier for a computer or device on a TCP/IP network. The format of an IP
address is a 32-bit numeric address written as four numbers separated by periods. Each number
can be 0 to 255.

. Subnet Mask — a mask used to determine what subnet an IP address belongs to. An IP address
has two components, the network address and the host address. The first two numbers represent
the Class B network address, and the second two numbers identify a particular host on this
network.

. Default Gateway — the default node on a network that serves as an entrance to another network.
In enterprises, the gateway is the computer that routes the traffic from a workstation to the
outside network that is serving the Web pages. In homes, the gateway is the ISP that connects
the user to the internet.



3.2.5 Actual Throughput Performance

This section of the Network Status tab displays the Current Tx Rate and the Current Rx Rate of the channel
being monitored.

Channel 3 (2,422 GHz)
Currar Tw Fate: 8.3 Kbps Cuarent Bx Rate: 8.3 Kbps

185 Kbos 18.4 Kbpe

9.2 Kbpz
0 bpz

8.2 Kbps
0 bps

N

Note
These are actual throughput diagrams (without the WLAN overhead delivered by the client card).

3.2.6 Radio On/Off Box

Clicking the Radio Off check box turns off the radio. Unchecking the box turns on the radio:

[ Radio Off [Alt+F2]

Another way to turn the radio on or off is to right-click the Configuration Utilityicon in the System Tray and
click Turn Radio Off to turn the radio off. When the radio is off, click Turn Radio On to turn the radio back
on.

You can also use the system hot key Alt+F2 to turn the radio on/off.

Turn Railin o0

When the radio is off, there is no radio activity, and the following property pages are disabled:

. Site Survey
. Statistics
. Advanced



3.3 Profile Manager Tab

Clicking on the Profile Manager tab displays the Profile Manager dialog box. The Profile Manager displays
the profiles available and allows you to create, modify, and delete profiles:

SerComm Wireless Client Card Configuration Utility

Network Stats | Profile Manager | Site Swrvey | Statistics | Advanced | Admin | About |

e e — _ Puofile Setting
AR brian_ap_atheros e = e =
<Diefanlts | Network Info | Secu:ritﬂ Pratocol |_
Do not change sthings

| Apply Profile |

bdowe Up Move Dowen Drelete Create... Hane

[l Radio Off [Alt+F2 ] | ok | | Cancel

Profile List Window

The window on the left side of this tab lists all of the profiles available. Highlighting a profile selects it. If the
Default box is checked, that profile is used in auto-configuration mode when the link is lost. If it is unchecked,
that profile is excluded in auto-configuration. The controls associated with this window are:

. Apply Profile —applies the profile selected. Apply the profile by double-clicking on the desired

profile.
. Move Up / Move Down — move the list up and down in the window. All profiles with the Network
Type set to Infrastructure are displayed before the profiles with the Network Type set to Ad Hoc.
. Delete — deletes a profile
. Create —creates a profile
. Save — saves changes made to a selected profile

Profile Setting The Profile Settings are used to display information about the profile selected in the Profile
Listwindow. The information is divided into three tabs: Network Info, Security, and Protocol.



3.3.1 Network Info Tab

The Profile Manager initially displays the Network Info
tab:

— Profile Setting

Metiwark [nfa I Se-:urit_l,ll F'rl:utu:u:u:ull

Frofile Mame: | <Drafanlts

Metwark 551D |«:.’-'5.N'f S50

M etwark Type: | Infraskictne

Charinel: |.-i'-.uln:- S alant

Lef L

The Network Info tab contains the following fields:

. Profile Name —the profile selected.
. Network SSID — the network SSID label.
. Network Type —the type of environment to which you are connected. The choices are

Infrastructure mode or Ad Hoc mode.
. Channel — the channel being used.



3.3.2 Security Tab

This section describes the Security tab configuration. See Section 2.1.6 "WPA Configuration”

for

information on security infrastructure and WPA connectivity . Clicking the Security tab displays the security

options:

— Profile Setting

Metwork Info Security | F'r:tDu:u:uII

Authentication Mode: IDPEH System j
Encryption Method:

Shared Key

‘wWhRA-FSE

—WEP Key Setting

WhA [B02.1% EAP/TLS)
WES [B02. 1% PEAP)

' Keyd is noteet
- Kep 2z nat zet
£ Keydiz not set
£ Koy d iz nat et

Eantigure WEE Keys

The Security tab contains the following fields:

Authentication Mode — options are Open System, Shared Key, WPAPSK, WPA 802.1x

EAP/TLS, and WPA 802.1x PEAP. To connect to an AP through the Radius Server, the user can

select either WPA 802.1x EAP/TLS or WPA 802.1x PEAP as the Authentication Mode.

Encryption Method — options are TKIP, WEP, or Security Off, depending on the Authentication

Mode.

WEP Key Setting — if WEP Encryption Method is selected, the WEP keys can be configured:

— Profile Setting

Metwark Info - Secunty I F'ru:utuu:u:ull

Authentication Mode: IDpen Spstem j
Encryptior Method: [0

—"WEP Key Sething
% Selert Key 1 as Tranzmit K ey
' Keyp 2 e not set

" Select Key 3 as Tranzsmit key

€ Fep 4z not se!

Configure "WEF Keps




3.3.2.1 Configure WEP Keys

Clicking the Configure WEP Keys button displays the Configure WEP Key dialog
box:

Configure WEP Key 3 |

K.ey Format: I.-'l'-.SI:II Characters j
Key Size |4D-Bit [5 chars) j
Trarzrmit Key Kep talue

s Kep 1 Ixxxxx

ke I

¥ Keu 3 Ixxxxx

£ Fepd I

k. I Cancel

. Key Format - either ASCII characters or hexadecimal digits.

. Key Size— 40-bit or 104-bit:
— 40-bit, 5 character ASCII key size (40-bit, 10 character hexadecimal)
— 104-bit, 13 character ASCII key size (104-bit, 26 character hexadecimal)

. Transmit Keys — there are four transmit keys. The key \alue is displayed in ASCII or hexadecimal,
depending on the format selected. Likewise, the key size shown depends on the key size selected.




3.3.22 WPA-PSK Support in Infrastructure Mode

— Profile Setting

Metwork Info  Security | F'mtclcull

Authentication kMode: Open System j
Encryption Method: | Opeh Spstem
Shared K.e

- WEP Rep Setting——1y/pa (802 14 EAP/TLS)
Wik (802,14 PEAF)

€ Kewd iz noteer
7 Kep 2z notset

€1 Ky 3z ot et
£ Kep 4 notset

Eonfraure WEE Keys

. In Infrastructure Mode, if WPA-PSK is selected as the Authentication Mode, TKIP is automatically

selected as the Encryption Method.
. Enter the network passphrase in the “Passphrase” and “ Confirm” fields.

. WPA-PSK is not supported in Ad-Hoc network mode.

— Profile Setting

Metwark Info. Security | F'r:ul;u:u:u:ull

Authentication Mode: IW:'.E'-.-F'SK j
Encryption Methad: ITMP j

Fazzphrasze |=<=<><=<x

Confirm; |




3.3.2.3 WPA (802.1x EAP/TLS) Support in Infrastructure Mode

To connect to an AP through the Radius Server, the user can select WPA 802.1x EAP/TLS as the
Authentication Mode.

1. In Infrastructure Mode, the user can select TKIP or WEP as the Encryption Method.
2. Click the Configure WPA Radius button to configure security settings.

— Profile Setting

Metwork [nfc  Security | E'ru:utu:uu:u:ull

Autherticetion Mode: IWP'& (502.1x E'.f_-.'p.aTsz

Encryption tsthod: | =
Configure wFd B adius

WPA Radius Configuration

Authentication
Protocal:

|EARITLS Use Cattificate) =

Auith. Method: I

Login Y ame: |tlESt

Pazsword: |

Daman: |

Certificate: |

Wigwy | Browse.. |

ak. I Cancel |




3. Click the Browse button to activate the dialog for selecting a certificate.

x
i~ Perzonal Certificates
|z31er | Subject | Y alid Befaore
WLAN CA test Jun 24, 2005
1] | »]
Wiem | Select I Cancel |

4. Before clicking the OK button to exit the dialog, make sure that the Login Name is entered.

WPA Radius Configuration F

Authentication

Ssbils [EAP/TLS [Use Cartificate) =l

Auth. Method: |

Login Marme: ItESt

Pazzword: I

Diomain: I

Certificate: IWL}'—‘«N Ca

Yiew | Browse... I

Ok | Cancel |




3.3.2.4 WPA (802.1x PEAP) Support in InfragtructureMode

To connect to an AP through the Radius Server, the user can select WPA 802.1x PEAP as the Authentication
Mode. In Infrastructure Mode, the user can then select TKIP or WEP as the Encryption Method.

1. Click on the Configure WPA Radius button toconfigure security settings.
2. Make sure to enter all of the required information.

— Profile Setting

Metwolk Info S ecrity | F'rntcu:u:ull

Authzntication Mode: pr',f_-,' (802 1% PEAP) j
Encrption Method: T

Configure W PaA Badius

WPA Radius Configuration

Authentication
Frotocal;

|Pratected EAR [PEAF |

Auth, Method: |E¢,P3M5-EHAP vz

Login Mame: |test
Pazsword: |testing1 23
Domait: |Malvel[
Certificate: |

Yie | Browse: |

QK. I Cancel |
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3.3.3 Protocol

Set or change protocol information from the Protocol tab.

— Profile Setting

M etwark |nf|:|| Securty  Fratocol

[T Donot change settings

Uze below zettings

Power Save Mods: IEDntinuDus Aocess j
Preamble [802.176]; I'&'Ut':' ;‘
Tranzmit B ate: |.-'1'-.ut|:| j
Fragment Threshold: I2345 il
RTSACTS Threshold: |2345 ﬁ

Do not change settings

If this box is checked, the protocol setting is not changed when the profile is applied.

Use below settings

Some of the protocol settings below can be changed if the Do not change setting box is unchecked:

Power Save Mode — Sets the power mode. Available options are Continuous Access or Max
Power Save. The default is Continuous Access.
Preamble (802.11b) — Sets the Radio Preamble to Auto or Long. This option takes effect

only when attaching to an 802.11b network.

Transmit Rate— The range of the data rate depends on the type of AP that the client card is
connected to. The default setting is Auto Select.

Fragment Threshold — Sets the fragmentation threshold (the size that packets are fragmented
into for transmission). The default setting is 2346.

RTS/CTS Threshold— Sets the packet size at which the AP issues a Request-To-Send (or
Clear-to-Send) frame before sending the packet. The default setting is 2346.

Reset button — Clicking Reset returns the protocol settings to their default values.
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3.4 Site Survey Tab

Clicking on the Site Survey tab displays the Site Survey dialog

box:

SerComm Wireless Client Card Configuration Utility

Wetwork Status [ meﬂBMa.mager ISi-tE-SUI_\-'E}T : Statistics I Sdvanced | Ldmin [ About
Wetworks Filter
[#] Dizplay Peer- To-Feer stations Dizplay 802 11z Acces Points
Display 802.1 La Lccess Points Display 802 11 Access Points
| Network 3210 MAC Address Security CH.  Signal *
| T g pstestl02 00-00-54-FC-14-99  Enable 1 7%
| Ty 3ComP A 00-C0-02-00-00-14  Enable 1 ol
| 7 g defanlt 00-CO0-02-FF-F7-CC  Disable 1 ek
Ty WL-HDD 00-11-2F-C4-3C-D8  Disable 1 154 |
TR e WD 00-09-5B-2C-3D-C4  Disable 1 47% '
T g wireless 00-CO-02-BE-C2-F2  Disable 1 T1%
| TySHANNON 00-CO-02-FF-94-6C  Disable 1 35%
! TR NETGEAR 00-CO0-02-FF-76-3C  Enable 4 A5 % ~
< | >
[ Fltr | [ Refresh |
[ Radio Off [Alt+F21 [ 0K ] [ Cancel

This tab shows a list of all of the peer-to-peer and AP stations within range of the adapter.

3.4.1 Access Point Filter

This section lets you customize which sites are displayed in the Site Survey list window:

Display Peer-To-Peer stations —checking this box displays all of the peer-to-peer stations within
range.

Display 802.11a Access Points — checking this box displays all of the 802.11a APs within range.
Display 802.11g Access Points — checking this box displays all of the 802.11g APs within range.
Display 802.11b Access Points — checking this box displays all of the 802.11b APs within range.
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3.4.2 Site Survey List Window

This window reports information on the Ad Hoc or AP stations detected:

Metwork 51D | MAC Addiess | secwity | cH | Signal =]
802.11b ———(tsunami 00-40-96-55E717  Enabls g | 72%
AP lcon = 4

T ToddaP 32T st 0050-42ACB30F  Disable 1 100%
if'fl'zlg R o Y= 00504302DA0A  Disable 1 5
L @ dinkap 0080CB54A-97  Disable 1 100%
connected ks LSRobatics 00-C0-43-80-13-81 Dizable 1 76X
- 7 g Linksys D005-25F165BE  Disable 1 &%
ot (ijnn_auhm 02FF-76C1-1002  Disable 1 |ex

Th Resticted - Emplovees Only D0-40-96-55-C0-E6 Dizable 3 (14

? Resticted - Emplovess Only  00-40-96-54-6F-D 2 Dizable 31 12% '|

4 k¥

o Network SSID —the network SSID label; i.e., the Network Name. The Network Name is a text

string.

. MAC Address - the MAC address, a hardware address that uniquely identifies each node of a

network.

Security — security enabled or disabled.
CH. — displays the channel used by the detected device.

— anantennaicon with a superscriptb indicates an 802.11b AP.
— anantennaicon with a supers criptg indicates an 802.11g AP.

Signal — displays the signal strength of the detected device as a percentage.
Icons — the following icons may be displayed left of the Network SSID:

— acircle around the antenna icon means the adapter is connected to this network.

— aslashicon indicate an Ad Hoc network.
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3.4.3 Filter Button

Clicking the Filter button displays the Advanced Filter dialog

box:
Advyanced Filter 3 x|
— Metwork 5510 — Metwork BSSID
& Anp 5510 & fny BSSID
" Find metwork with this 5510 ™ Find nietwork with this BSS10:
|IZIL1 IUIZI IEIU IL‘IIZI IDIZI IIZID
— Select Channel
V1ilv2 v3alva W5 WElWT [WE V3 v
T e B
Check All | Clear All |
] I Cancel |
3.4.3.1 Network SSID
* Any SSID — if selected, any SSID is used.
* Find network with this SSID — if selected, the utility searches for the specified SSID.
3.4.3.2 Network BSSID
e Any SSID - if selected, any BSSID is used.
* Find network with this BSSID - if selected, the utility searches for the specified BSSID.
3.4.3.3 Sdect Channd

Allows channels to be checked individually or all checked or all cleared.

Note

Only the checked channels will be used in the site
survey.

3.4.4 Refresh Button

Clicking the Refresh button requests a survey of the wireless networks in the
area.
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3.5 Statistics Tab

Clicking on the Statistics tab displays the statistics of the current connect session:

SerComm Wireless Client Card Configuration Utility

Network Stats | Profile Manager | Site Survey | Statistics | Advanced | Admin | About |
Signal Btrength
100 % A
Tramsmit
Element Data, Element Diata
Total Packet 529 Failed Comnmnt 1]
Ticazt Packet 52a ETE Success ]
Multicast Packet 1] RT3 Failmre ]
Bingle Retries a ACE Error 1]
Multiple Retries 10
Fecetve
Element Data, Element Diata
Total Packet ag05 Diplicate Frame 26
Tdcazt Packet ag05 Eecetved Bearons 3403
ulticast Packet ] Beacon Loss 47
L] Radio Off [ Alt+F2 ] 0K ] [ Cancel

3.5.1 Signal Strength

The color-coded Signal Strength bar displays the signal strength of the last packet received by the adapter.
Signal strength is reported as a percentage. A signal in the red indicates a bad connection. A signal in the
green indicates a good connection.

3.5.2 Transmit Window

The Transmit window displays the information on the packets
sent:
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= Transrit
Element | Data | Element | Data |
Tatal Packet 43A0 Failed Count 13
Unicast Packet 4280 RTS Success 122
Multicast Packet ] RTS Failure i3
Single Retnes 1] ALK, Errar 13
rultiple Retries 0

. Total Packet — reports the total number of packets transmitted.

. Unicast Packet — reports the number of packets transmitted by the adapter that were destine for
a single network node.
. Multicast Packet — reports the number of packets transmitted by the adapter that were destine

for more than one network node.

. Single Retries — reports the number of packets that require one retry before the adapter
received an acknowledgement.

E Note

After the adapter sends a packet, it waits for an acknowledge from the receiving radio to confirm that
the packet was successfully received. If the acknowledge is not received within a specified period of
time, the adapter retransmits the packet.

. Multiple Retries — reports the number of packets that require more than one retry before the
adapter received an acknowledgement.

. Failed Count —reports the number of packets that were not successfully transmitted because
the adapter did not received an acknowledge within the specified period of time.

. RTS Success —reports the number of RTS attempts that were successful.

. RTS Failure — reports the number of RTS attempts that were not successful.

. ACK Error — reports the number of unicast transmit attempts for which no ACK was received.

3.5.3 Receive Window

The Receive window displays the information on the packets received:

i~ Receive
Element | [1ata | Element | [rata I
Tatal Packst B4EE Dhuphcate Frame 21
ricast Packet 5466 Recened Beacons 2434
tulticast Packet 1] Beacon Loss a3

. Total Packet — Reports the total number of packets received.

. Unicast Packet — Reports the number of packets received by the adapter that were destined for
a single nework node.

. Multicast Packet — Reports the number of packets received by the adapter that were destined
for more than one network node.

. Duplicate Frame — Reports the number of duplicate frames received.

. Received Beacons — Reports the number of beacons received after association is established.

. Beacon Loss — Reports the number of missing beacons after association is established.
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3.6 Advanced Tab

Clicking on the Advanced tab displays the Advanced dialog box.

This tab displays the advanced parameters available. The major components of this tab are described in the
sections which follow.

Marvell{R) ¥Wireless Client Card Configuration thlllliy_r_ = II:I|1|

Metwork Status I Frofile Manager I Sile Survc_l,ll Statizhics  Advanced I Admin I Debug I About I

~ Marvell Wireless Card

[Marvel Libeitas 802 11b/y Wielsss (6335) |

 Fraotacol

Power Save Mode: | FEEr Tranzmit Hate: | ko |
Freamble [B02110):  [; ~|  Fragment Threshald |2345 :I

Receive Antenna: Drivvarzity On ;I RTS/CTS Thrashold: 2345

Tranzmit Antenna: |Antenna o .-I

Apply Changes | Drafault |

Mizcellanzous

v Auto connect if ink lozs or no connection I ze checked profiles in <Profile Manager: |
[V Enable Auto Link
I~ Boost Mode

I Radio Off [Alt+F2 ] 0Ok Cancel

3.6.1 CB801M Wireless Card

This window reports the type of CBBO1MWLAN adapter installed.
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3.6.2 Protocol

This section of the Advanced tab sets the Protocol options:

— Protocol

Pawer Save Mode: [ Continuous &cces = | Tiabimi B sto |-‘i"-UtE' :IT
Freamble [802.11b]; |.-’-'-.ut|:| ;I Fragment Threshold: |2345 il

Transmit Antenna: |;m_ter..-:a 2 j RTSACTS Threshald: 7345 |
Receive dntenna: I Diisversity [Both] j

Apply Changes | Default |

. Power Save Mode — Sets the power mode, either:
— Continuous Access
— Max Power Save

. Preamble (802.11b) — Set the radio preamble (takes effect only when attaching to 802.11b networks):
- Auto
- Long

. Transmit Antenna — Transmit Antenna mode is set to Antenna 2

. Receive Antenna — sets the Receive Antenna mode, either:
— Diversity On
— Diversity Off

. Transmit Rate— the range of the data rate depends on the type of AP that the client card is connected
to. The default setting is Auto Select.

. Fragment Threshold - sets the fragmentation threshold (i.e., the size that packets are fragmented into
for transmission). The default setting is 2346.

. RTS/CTS Threshold— set the packet size at which the AP issues a RTS (or CTS) frame before
sending the packet. The default setting is 2346.

The Apply Changes or Default buttons configure the options according to the changes entered or apply the
default values.

3.6.3 Miscellaneous

. Auto connect if link loss or no connection (Use checked profiles in <Profile Manager>) —
Unchecking this box disables the auto-configuration feature. Whenever there is a link loss,
auto-configuration tries to establish a connection according to the checked profiles in the Profile

Manager.

. Enable Auto Link — This option allows the user to enable/disable the Auto Link feature (see “ Auto
Link” )

. Boost Mode — Check the Boost Mode box for performance enhancement.

— Mizzellansous
[+ Auto connect if ink loss o no connechon [Use checked profiles in <Profile Manager: |

¥ Enable &uta Link
[T Boost Mode
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3.7 Admin Tab

Clicking the Admin tab displays the Admin dialog box. This tab allows you to import and export profiles.

SerComm Wireless Client Card Configuration Utility

Network Status | Profils Manager | Site Survey | Statistics | Advanced | Admin | About

Click <Import Profiles: button and select the file from which wou want to tmport the

L 2 P

Import Frofiles

Click <Export Profiles: button and select the file where wou want to save the profiles.
AN profiles shown t <Profile Managers page will be saved to the selected sonrce.

[ Radio Off [Alt+F2 ] ok | | Cancel

3.7.1 Import Profiles

To import a profile:

1. Click the Import Profiles button.
2. Select the path and filename of the profile.
3. Click Open.

3.7.2 Export Profiles

To export a profile:

1. Click the Export Profiles button.
2. Select the path and filename of the profile.
3.  Click Save.

42



3.8 About Tab

Clicking on the About tab displays the About dialog box, as shown in the following
example.

SerComm Wireless Client Card Configuration Utility

MAC Address: 00Co02C1 FFE2
Eegion code; FCC (Mnited States)
Firmweare Yersdon: 30049

NDI? Driver Version: 3.1.0.38 (12-7-2004)

Configuration Tility Verson: 24024 (12-17-20043

[ Radio Off [Alt+F21 oK |

—_—

Cancel
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3.9 Auto Link

TBD

44



Appendix A Specifications

Chipset: Marvell 88W8335
RF Chip: Marvell 88W8010
Bus Type: CardBus
54, 48, 36, 24, 18, 12, 9, and 6 Mbps (802.119g)
Data Rates :
11, 5.5, 2, 1 Mbps (802.11b)
Frequency Band : 2.4GHz 10 2.462GHz
Wireless Medium : DSSS and OFDM
Media Access Protocol:  [cgma/CA
Operating Channels: 1-14(FCC:1-11 ETSI1-13 Japan:1-13)
Operating Range: « Indoors: Up to 328 ft (100 meters)

» Qutdoors: Up to 1312 ft (400 meters)

Receive Sensitivity :

54 Mbps: -70 dBm

48 Mbps: -72 dBm

36 Mbps: -77 dBm
24 Mbps: -80 dBm

802.11g 18 Mbps: -82 dBm

12 Mbps: -85 dBm
9 Mbps: -86 dBm

6 Mbps: -88 dBm

11 Mbps: -86 dBm
5.5 Mbps: -89 dBm
2 Mbps: -91 dBm

802.11b,

1 Mbps: -91 dBm

Wireless Medium: DSSS (Direct Sequence Spread Spectrum)

Media Access Protocol: [CSMA/CA

Transmit Power:

802.119:{14+x2dBm
802.11b:{16¢x2dBm

Security : 64/128-hit WEP
WPA—Wi-Fi Protected Access

Standards Conformance: |\pa certified, IEEE 802.11g, IEEE 802.11b

EMI: FCC, CE
Environmental Range:
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Operating temperature:

0°to 40°C (32° to 104F)

Operating humidity:

0 to 90% non-condensing

System Requirements

Notebook PC must be running Windows 98SE/ME/XP/ 2000
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