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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection

against harmful interference in a residential installation. This equipment generates, uses and can

radiate radio frequency energy and, if not installed and used in accordance with the instructions,

may cause harmful interference to radio communications. However, there is no guarantee that

interference will not occur in a particular installation. If this equipment does cause harmful

interference to radio or television reception, which can be determined by turning the equipment off

and on, the user is encouraged to try to correct the interference by one of the following measures:

@ Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

@ Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

@ Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

For product available in the USA/Canada market, only channel 1~11 can be operated. Selection of
other channels is not possible.

This device and it's antennas(s) must not be co-located or operating in conjunction with any other
antenna or transmitter except in accordance with FCC multi-transmitter product procedures

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

[ == mememy ]
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Warning

FCC Radiation Exposure Statement: This equipment complies with FCC radiation exposure limits
set forth for an uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.

For product available in the USA market, only channel 1~11 can be operated. Selection of other
channels is not possible.

Please install a lightning arrestor to protect the base station from lightning dissipation during
rainstorms. Lightning arrestors are mounted outside the structure and must be grounded by means
of a ground wire to the nearest ground rod or item that is grounded.

Disclaimer

All specifications are subject to changes without prior notice. Handlink Technologies Inc. assumes
no responsibilities for any inaccuracies in this document or for any obligation to update information
in this document. This document is provided for information purposes only. Handlink Technologies
Inc. reserves the right to change, modify, transfer, or otherwise revise this publication without
notice.
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Manual Conventions
Bold type within paragraph text indicates commands, files names,

directory names, paths, output, or returned values.

Bold

Within commands, italics indicate a variable that the user must specify.

Italic ) . o
Titles of manuals or other published documents are also set in italics.

Underline means that you have to pay attention to the words.

Courier The courier font indicates output or display.

Within commands, items enclosed in square brackets are optional
parameters or values that the user can choose to specify or omit.

[]

Within commands, item enclosed in braces are options which the user
must choose from.

{}

| Within commands, the vertical bar separates options.

An ellipsis indicates a repetition of preceding parameter.

> The right angle bracket separates successive menu selection.

NOTE: This message denotes neutral or positive information that calls out important points to
the text. A note provides information that applies only in special cases.

A Caution: Cautions call special attention to hazards that can cause system damage or data
corruption, to a lesser degree than warnings.

él Warnings: Warnings call special attention to hazards that can cause system damage,
data corruption, personal injury, or death.

| i—— ]
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1. Introduction

This manual is to summarize how to perform basic configuration for the Handlink AP-100 AP/CPE
through web-admin interface.

2. AP-100 Model and Firmware Version

This manual is applicable for the following models, hardware and firmware versions:

Product name : AP-100 AP/CPE

Hardware Platform Firmware Version

V1.0 1.2.4.701
Table 1 AP-100 Model

3. New Functions Introduction

This table is the new functions description:

No. New functions Property Module Chapter
description

~N |0 (o B W (DN

Table 2 New Function Introduction

]
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4. Getting Started

4.1.Setup Local Area Connection on Your PC
AP-100 AP/CPE can be connected to your PC in wired mode or in wireless mode. In the following,

wired mode will be introduced. This is because the configurations are similar in wireless mode,
except SSID has to be configured in both AP-100 AP/CPE and PC.

® AP-100 AP/CPE can be connected to your PC directly or by a switch or a hub.

Start Network Configuration on your PC.
For Windows XP user,
1. Click the “Start” menu and choose “Control Panel”.

2. Click “Network Connections”.

B Control Panel [-:_”__D_I[EJ
File Edit Wiew Favorites Tools Help ‘#

Qe - © (T Psearsr [ Fotes [
Address ”B.‘-C;n_tr-ul I;anel_ N -v_| Go Links *
E" Control Panel A & i @ % “ aﬁ i

Accessibility  Add Hardware Add or Administrative  Automatic  Date and Time  Display
@ Switchto Category Yiew Options Remav... Tools Updates
=n . ‘
i v @ & P <
See Also ) ""j ,_43‘ =

Folder Options Fonts Intel(R) GMA  Internal NIC Internet Java Plug-in
% Windows Update Driver for ... Configuration  Options

i

Keyboard Mouse \ NetworyNetworkSetm Phoﬂeard Pawer Options  Prinkers and
Faxes

Q%-;J@z@y@?

Regional and Scanners and  Scheduled Security SigmaTel Sounds and Speech

Language .. Cameras Tasks Center Audia Audio Devices
% - 82 e < O
Taskbar and User Accounts  Windows WWireless EliEs
Start Menu Firewall  Metwork Set...

Figure 4-1 Control Panel in Windows XP
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3. Right-click the “Local Area Connection” and select “Properties”.

s Network Connections
File Edit

@Bad& = \) I_"

View Favorites

Tools Advanced Help

,-\ Search = Folders v

Address | @) Netwark Connections viEdGo ks ¥
| LAN or High-Speed Internet
Network Tasks
™ 1394 Cannection
[&] create anew Disabled, Firewalled Disable
conneckion i 1394 Net n-:sc-ﬁer Status
‘2 Set up a home o small < Repalr
office netwark % \Wireless Network Connection " =
@ Change Windows Disabled, Firewalled Bridge Connections
Firewall settings Tt Intel(R) PROfWireless 334548
@& Disable this netwark cr_ute Hotak
device i
Q, Repair this connection Rename
@l Rename this connection Properties

& View status of this
connection

Change settings of this
conneckion

Other Places

U— Conkrol Panel

& My Network Places
(£} My Documents

9 My Computer

Details 2

Local Area Connection h]

Figure 4-2 Network Connection in Windows XP

4. After clicking “Properties”, you will see the diagram as below.

L Local Area Connection Properties

Gengral | Authentication || Advanced |

Connect uzing:

‘ B IntellR) PRO/100 VE Network Connection |

Thiz connection uses the following items:

5= NWwiLink MetBIOS ”~
. S Compatible Tranzport Prot
(I % Intemet Frotocol (TCP/P) N
e — Evs
< | @
[ Install .. J [ Uningtal ] [ Froperties ]

Dezcnption

Allows pour compuber bo access resources oh a Microzoft
netwark,

Show icon in notification area when connected

[ o

]I_ Cancel J

Figure 4-3 Local Area Connection Properties in Windows XP

5. Mark the “Internet Protocol (TCP/IP)” and click “Properties”.
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6. Type in an “IP address”, for example, 192.168.1.2, which is under the same subnet as the
Default IP Address of AP-100 AP/CPE (10.59.100.1).

7. Using the default “Subnet mask” (default: 255.255.255.0) setting in the first time.
8. Keep the “Default gateway” as “Blank”.
9. Keep the “Preferred DNS server” and “Alternate DNS server” as “Blank” also.

10. Click “OK” when you finish setting and close the Window.

Internet Protocol (TCP/IP) Properties

General I

You can get IP settings assigned automatically If your network supports
this capataity, Otherwise, vou need to ask your network administrator
For the appropriate IP settings,

" Obtain an IP addrass sutomatically
% Use the following IP address: -
IP address: [192.168. 1 . 2

| Subnet mask: | 255 . 255 . 255, o0

Default gabeway: |

£ [ ohtan Do server srdress e omatcaly
¥ Lisa the Following DNS server addresses:

preferred DNS server: |

Albernate DNS server; |

Advanced. .. |

oK cancel |

Figure 4-4 Internet Protocol (TCP/IP) Properties in Windows XP

4.2.Check Access
“ping” utility of Command Prompt is a handy tool to check the access to the AP-100 AP/CPE.

1. Go to the Command Prompt by typing “cmd” in “Run”.
2. Type command:
ping 10.59.100.1

The AP-100 AP/CPE shall respond to your ping request if AP-100 AP/CPE and your PC
have a correct connection.

NOTE: Using the same PC to ping different AP-100 AP/CPE may cause ping failure. This is
because AP-100 AP/CPE has the same default IP address but different MAC addresses. You need
to type command “arp —d” in Command Prompt to clear ARP table on PC before each ping.

4.3. Configuration with Web-Admin
The AP-100 can be accessed through a Web Browser, for example, Internet Explorer (IE).

10 Commercially Confidential



Handlink AP-100
1. Open an IE session and type the IP address of the AP-100 AP/CPE. Example:
http://10.59.100.1 or https://10.59.100.1, where 10.59.100.1 is the AP-100’s IP address.

The default IP Address is 10.59.100.1.

2. A window will pop up, as shown in figure 4-5. Enter the user name and password in
the corresponding fields, which are the same as for the CLI. The default User Name
and Password are shown in Table 3. They are case sensitive.

Firmware version Default User Name Default Password

1.2.4.701 admin admin

Table 3 AP-100 default User Name and Password

Authorization Required
Please enter your username and passwaord.

Username: [admin |

Password: |re |

Figure 4-5 Enter User Name and Password

3. A login page in IE appears, as shown in figure 4-6. A Menu Bar is located on the
top of the IE window. Different functions can be accessed through the menu bar.
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Btk | Reboot AP)

Firmware Versiy|
CPU Load: 0.0}
Uptime: 0]

Download Logs

Status Administration

Configuration

System | Interface | Logs

System Network(switch) More=>=
System Name: MNA Efhcmet
IPv4 DHCP Client: Disabled
Product Name: ~ AP-100
IPv4 192.168.1.20
CPU Usage: 0%
IPv4 Subnet Mask: 255.255.255.0

Memory Usage: 15/28 ME (52%)

IPv4 Default Gateway: 192.168.1.1

Time of Day: Wed Jul 3 19:51:10
2013 IPv4 DNS Server: NA
Uptime: 01h 03min 225 Interfaces(2)
Ethernet
_ MAC: 00:19:be:a0:b2:bg Traffic(Tx/Rx): 2.26MB/594.73KB
Thin AP
""""""""""""""""""""" Speed: 100Mb/s Throughput{Tx/Rx): 0.00/0.00Kbps
Thin AP: OFF
Duplex: Full More==

Radio0{2.4G) - AP (on)

MAC: 00:19:be:80:b2: b4 Traffic{Tx/Rx): 229.72KB/83.05MB
Wireless Mode: 2.4GHz 300Mbps(802.11ng HT404+)  Throughput{Tx/Rx): 0.00/0.00Kbps
Channel: 2437MHz({Channel 6) Mores>

Transmit Power: 20 dBm

Noise Level: -98 dBm

Figure 4-6 Web-admin Login Page

4.4. Interface Introduction
AP-100 interface is separated to 5 levels: Level 1 menu, Level 2 menu, Interface selection, Level 3
menu and Configuration options

|Language Options, Reboot AP & Logout

Level 1 menu
Level 2 menu

Radio0(2.4G Interface selection

Radio0(2.4G) Setting
===l Il |Systemlnfo|

Country Code: |RGW

\OPU Load: 0.20, 0.06, 0.01
Uptime: 01h 03min 59
(Changes: 0

Download Logs | Alarms: 0

| Status | configuration | Administration [] Tools 1 About ]
Wireless

i Network | Thin AP

System

A

A

Wireless Mode: [Z.4GHz 300Mbps(802 11ng HT40+)

Radio Frequency: [2437MHz(Channel 6)
Transmit Power: |2(|
Clients: [54 | (169 : - -
Disable HT20/HT40 Auto Switch: [ ] ‘\IC:On.ﬁguratl on Optlons I

\ Enable Inter-WLAN User Isolation: [ ] j

[Submit |
Figure 4-7 AP-100 Webpage
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4.5.Logout from AP-100 Interface
On the right top corner of AP-100 Web interface, click “Logout” button to logout from AP-100.

On the other side, you can directly close AP-100 webpage to logout from AP-100.

LOgOUt HilEdhY | Reboot AP Ii Léoul

Firmware Version: 1.2.4.701
CPU Load: 0.14, 0.13, 0.10
Uptime: 00h 15min 01s

Figure 4-8 Logout

5. System Status

AP-100 Status function gives System information, interface information, Log.

You can select [Status > [System fto check AP-100 basic information and real-time status.

¢ | RebootAP | Logout

Firmwsare Version: 1.2.4.701
CPU Load: 0.00, 0.02, 0.00
Uptime: 01h 08min 00s

Administration

Status Configuration

Interface : Logs

System

System Network({switch) More=>
System Mame: NA Ethemet
IPv4 DHCP Client: Disabled
Product Name:  AP-100
IPv4 Add 192.168.1.20
CPU Usage: 0%
IPv4 Subnet Mask: 255.255.255.0

Memory Usage: 1428 ME (51%)

IPv4 Default Gateway: 192.168.1.1

Time of Day: Wed Jul 3 19:55:48
2013 IPv4 DN5 Server: NA
Uptime: 01h 08min 00s Interfaces(2)
Ethernet
R MAC: 00:19:be:al:b2:b4 Traffic({Tx/Rx): 2.50MB/565.90KB
Thin AP
----------------------------------- Speed: 100Mb/s Throughput{Tx/Rxl:  0.00{0.00Kbps
Thin AP: OFF
Duplex: Full More==
Auto-negotiation: ON

Radio0(2.4G) - AP {on)

MAC: 00:19:be:80:b2:b4 Traffic{Tx/Rx): 241.87KB/87.27MB
Wireless Mode: 2.4GHz 300Mbps(802.11ng HT404+)  Throughput{Tx/Rx): 0.00/0.00Kbps
Channel: 2437MHz(Channel 6) More==

Transmit Power: 20 dBm

Noise Level: -98 dBm

Figure 5-1 System Information

Following information can be found from *“System” function:

...................
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Thin AP
Show the status of thin AP function (On/Off).

Network (Switch/Gateway)
It shows the status and information of network. It is switch mode as default.

Interfaces (2)
Ethernet

It shows the status and information of Ethernet including Mac address, Traffic (Tx/Rx), Speed,
Throughput (Tx/Rx), Duplex and Auto-negotiation. If click the “More>>", more detail information
will be shown.

Radio (2.4G)

It shows AP-100 Radio0 interface information including Mac address, Traffic (Tx/Rx), Wireless
Mode, Throughput (Tx/Rx), Channel, Transmit Power and Noise Level. If click the “More>>",
more detail information will be shown. As default, the 2.4G radio is on.

5.1.Interface

You can select [Status| -> [Interface| to check interface information which includes radio0 (2.4GHz)
and Ethernet information.

]
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Administration

Status
: Interface :

Configuration

Logs

System

Radio0(2.4G) - Ethemet

| status | | | | [wan] |

Mode: AP
Radio Enable: (ON
MAC Address: 00:19:be:80:b2:b4
Superwifi Status: QFF
Country Code: ROW
Radio Channel: 2437MHz{Channel &)
Tranzmit Power: 20 dBm

Wireless Mode: 2 4GHz 300Mbps(802.11ng HT40+)

Figure 5-2 Interface Status

5.1.1. 2.4G Interface Status

By selecting [Status -> [Interfacel> Radio0(2.4G)| you can find 2.4G interface (radio0) information
which includes following 5 parts: Status, Statistic, Channel Usage, WLAN and Association List.

5.1.1.1. Status
Please select [Status -> [Interfacel-> [Radio0(2.4G)| -> [Status| to check radio0 status, the webpage
provides radio0 Mode, Radio Enable/Disable, MAC Address, Superwifi Status, Country Code,
Radio Channel, Transmit Power and Wireless Mode.

Biffdy | RebootAP | Logout

Firmware Varsion: 1.2.4.701
CPU Load: 0.19, 0.14, 0.13
Uptime: 00h 17min 05s
Changes: 0

Download Logs | Alarms: 0

Status Administration

| Interface

Configuration

System

Logs

Radio0(2.4G) - Ethemnet

| status || I | [wan ||

Mode: AP
Radio Enable: QN
MAC Address: (0:19:be:80:b2:b4
Superwifi Status: QFF
Country Code: ROW
Radio Channel: 2437MHz(Channel 6)
Transmit Power: 20 dBm

Wireless Mode:  2.4GHz 300Mbps(802.11ng HT40+)

Figure 5-3 Interface Status

e
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5.1.1.2. Statistic

Please select [Status -> |Interface-> |radio0(2.4G) -> [Statistic to check radio0 statistics
information which includes radio0 Tx and Rx Packets, Tx and Rx Packet Rate, Total traffic,
Throughput.

fab+X | RebootAP | Logout
Firmware Version: 1.2.4.701

CPU Load: 0.15, 0.14, 0.13

Uptime: 00h 17min 05s

Changes: 0
Download Logs | Alsems: 0

Configuration Administration

System | Interface Logs

RadioD(2.4G) - Ethemet

[ | sttt | | [wan ||
™ RX
Packets 0.00K 0.03K
Packet Rate 0.00Kpps 0.00Kpps
Total Traffic 0.00KE 5.53KB
Throughput 0.00Kbps 0.00Kbps

Figure 5-4 Interface Statistic

5.1.1.3. Channel Usage

Please select [Status |-> |Interface-> |Radio0(2.4G)| -> |Channel Usage to check radio0 channel

usage information including: state, Tx Frame (%) , Rx Frame (%) , Busy State (%) , Noise Floor
(dBm) , CTLO, CTL1, EXTO, EXT1, Interference Mitigation Offset(0-50dB) and Traffic

Distribution.
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i |

Htbg¥ | RebootAP | Logout

Firmuare Version: 1.2.4.701
CPU Load: 01,19, 0.14, 0.13
Uptime: 00h 17min 05s
Changes: 0

Download Loos | Alarms: 0

Status I Configuration I Administration I

System Interface Logs

Radio0(2.4G) - Ethemet
[ status | | || channet usage | [ ]| |

Traffic Distribution: View

Channel Usage List
Noise Interference
% (Avg) Ro%o (Avg) Busy% (Avg) Fioor CT0 CTN1 EXT0  EXTL Mitigation
(dBm) Offset{0-50dB)
[ owmiow | [ 25%@3% | [ 30%(@E% | -98 -98 -8 -98 -a8 |

Figure 5-5 Channel Usage

"0-50" dB.

The traffic distribution statistics will be shown by clicking “View” on the channel usage page.

Traffic Distribution Statistics

Traffic Distribution reset statistics

Rate #Tx TxBytes TaBytes% #Hx RxBytes RxBytes%

Control Frame i 0 o 0 [ w |

Data Frame 0 o o 0 [ ew |

Management Frame 660 204600 1938 150567

1M 0 0 ] 0 [ o |

2M 0 0 0 0 [ o% ]

5.5M 0 0 0 0 [

1M 0 0 ] 0 [ o |

&M 660 204600 978 76557

9M 0 0 ] 0 L o |

12M 0 0 ] 0 [ o |

18M 0 0 0 0 [ o% ]

24M 0 0 ] 0 [ o |

36M 0 0 ] 0 [ o |

48M 0 0 0 0 [ o ]

54M 0 0 ] 0 [ % |

MCS0 0 0 ] 0 [ o |

MCs1 0 0 0 0 L m ]

Mcs2 0 0 ] 0 [ % |

MCS3 0 o ] 0 [ % |

MCs4 K = e = [ ]

rran " & @ A [ % |

meaR & 0 0 0 [ o |

MCs7 0 o 0 0 L m ]

MCs8 0 0 0 0 [ % |

MCs9 0 o ] 0 [ % |

MCS10 0 0 0 0 [ ]

MCs11 0 0 0 0 [ % |

MCs12 0 0 0 0 [ % |
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MC513 0 0 0 0
MC514 0 0 0 0
MC515 ] 0 0 0
MC516 ] 0 0 0
MC517 0 0 ] 0
MC518 0 0 0 0
MC519 0 0 0 0
MC520 0 0 0 0
MC521 ] 0 0 0
MC522 ] 0 0 0
MC523 ] 0 0 0
Total 660 204600 - 978 76557

Figure 5-6 Traffic Distribution Statistics

Mt

CTLG : Chain 0 Noise Floor of the Control Channel (i.e the operating channel for HT20 case)

CTLZX : Chain 1 Noise Floor of the Control Channel (i.e the operating channel for HT20 case)

EXTO : Chain 0 Noise Floor of the Extension Channel (i.e the +/- channel of the HT40 case)

_________

EXT1 : Chain 1 Noise Floor of the Extension Channel (i.e the +/- channel of the HT40 case)

5.1.1.4. WLAN

Please select [Status -> |Interface-

> Radio0(2.4G)| -> WLAN| to check radio0 wireless network

information including: Device ID WLAN ID, SSID, MAC Address, Auth Mode, Unicast Cipher,
Multicast Cipher, Num of Station, Throughput (TX/RX) , Download/Upload Byte, State.

When you enable a WLAN, you can find its relevant information in “State”.

Bifpdy | RebootAP | Logout

Firmware Version: 1.2.4.701
CPU Load: 0.19, 0.14, 0.13
Uptime: 00h 17min 055
Changes: 0

Administration

Configuration

System | Interface | Logs

Radio0(2.4G) - Ethemet

['staus] | I | [ wan |
Device WLAN Auth Unicast Multicast Num of Throughput
D D S5ID MAC Address Mod Cipher Cipher  Stati (Tx/Rx) Traffio[Tx/Rx) State
Radio0 O  HLNet  00:19:be:80:b2:b4 open none none ] 0.00Kbps/0.00kbps 0.00KB/0.00KB Enabled

Figure 5-7 WLAN Information

Download Logs | Alamms: 0
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5.1.1.5. Association List

Please select [Status ->| Interface-> [radio0| -> |Association List| to get associated client information
including: Total Client Association, Client Association Histogram, STA 1D, Mac Address, WLAN
ID, SNR, Download/Bytes, Upload/Bytes, Download Rate/kbps, Upload Rate/kbps.

| %X | RebootAP | Logout
|

Firmware Version: 1.2.4.701
CPU Load: 0.43, 0.43, 0.22
Uptime: O1h 41min 445

Changes: 0
Download Logs | Alarms: 0

Configuration Administration

System | Interface | Logs

Radio0(2.4G)  Ethernet

| | | | | ‘ | | | Association List

Update Time: Wed Jul 3 20:30:23 2013
Total Client Association: 1

Client Association Histogram: \ijew Histogram

First 50 stations are listed, for more information, please dick Search
. e Throughput STA Data Rate STA
STAID MAC Address IP Address. WLAN ID SNR(dB) (Tx/Rx) Traffic STA{Tx/Rx) (Tx/Rx)
0-1 98:fc:11:c5:a%:c2 10.61.61.252 0 T 5.80Kbps/0.00Kbps 22.85KBf0.00KB 6Mbps/0Mbps Lb

Figure 5-8 Association List
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_____________

-bCIick this icon, below prompt will pop up. If choice the yes, the associated client will be
disconnected and added into rogue station list.

Dizeonnect station”98:fc:ll:e5:as:c2”, and it will be added to rogue station list.

5.1.2. Ethernet Interface

Please select [Status| -> [Interface]> |[Ethernet to check Ethernet interface information including
Status and Statistic.

5.1.2.1. Status

Please select [Status -> |Interface-> [Ethernet| -> Status| to check Ethernet interface status which
includes Ethernet MAC Address, Speed, Duplex, Auto-negotiation and Link Detected.
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Configuration Administration
Interface | Logs

Status

System

Radio{2.4G) - Ethernet
Status

MAC Address: 00:19:be:al:ch:48
Speed: 100Mb/s
Duplex: Full
Auto-negotiation: N
Link Detected: ‘Yes

Figure 5-9 Ethernet Interface State

5.1.2.2. Statistic
Please select [Status -> |Interfaces> |[Ethernet] -> Statistic| to check Ethernet statistic information
including Ethernet Tx & Rx Packets, Tx & Rx Packet Rate, Total Traffic and Throughput.

Status I Configuration I Administration I Tools I About

System : Interface : Logs
Radiol(2.4G) - Ethernet
Statistic
™ RX
Packets 20.09K 15.65K
Packet Rate 0.00Kpps 0.00Kpps
Total Traffic 11.25MB 1.93MB
Throughput 0.00Kbps 0.00Kbps

Figure 5-10 Ethernet Interface Statistic
Commercially Confidential
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5.1.3. Logs

In order to realize easier monitoring and diagnosis, AP-100 provides log function. Selecting
-> , you will find 3 sub-items below: SysLog, Panic Log, and Alarm Logs.

5.1.3.1. System Log
The system log gives AP-100 system information like: software, hardware, system configuration,
and self-checking result. Please select [Status| -> [Logs |-> [Syslog to check system log:

Status Configuration Administration
System | Interface | Logs

Syslog - Paniclog - Alarm Log

System Logs
File HName Download

|;| syslog.0.0z
|| syslog

Figure 5-11 System Log

: The name of log files, you can click it to open the log file.
: Download log file. Please click the green downward arrow to download the log file.

Click |File Name-> [Syslog, and you will find the log page below:

]
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Configuration Administration

Syslog - Paniclog - Alamm log

Jul 1B:06:11 kernel: syslogi<5» ping gateway 192.168. failed

4 1.1
Jul 4 18:07:11 kernel: syslogl<5> ping gateway 192.168.1.1 failed £
Jul 4 18:08:11 kernel: syslogl<S5> ping gateway 192.168.1.1 failed
Jul 4 18:09:11 kernel: syalog@<S> ping gateway 192.168.1.1 failed
Jul 4 1B:10:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B:11:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B:12:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 18:13:11 kernel: syslogB<5> ping gateway 192.168.1.1 failed
Jul 4 1B:14:11 kernel: syslogB@<5> ping gateway 192.168.1.1 failed
Jul 4 18:15:11 kernel: syalog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B:16:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B:17:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B8:18:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 18:19:11 kernel: syslog@<G> ping gateway 192.168.1.1 failed
Jul 4 1B:20:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 18:21:11 kernel: sy3slog@<G> ping gateway 192.168.1.1 failed
Jul 4 1B:22:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B:23:11 kernel: syslog@«<S> ping gateway 192.168.1.1 failed
Jul 4 18:24:11 kernel: syalog@<5> ping gateway 192.168.1.1 failed
Jul 4 18:25:11 kernel: syslogB«<G> ping gaveway 192.168.1.1 failed
Jul 4 1B:26:11 kernel: syslogB<5> ping gacteway 192.168.1.1 failed
Jul 4 1B8:27:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B:28:11 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B:29:11 kernel: syslogB<5> ping gateway 192.168.1.1 failed
Jul 4 18:30:03 kernel: syslogB<0> drop caches: MemFree:11612->11596 kB, Cached:3756->3548 kB
Jul 4 1B:30:12 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 1B:31:12 kernel: syslogB<5> ping gateway 192.168.1.1 failed
Jul 4 1B:32:12 kernel: syslog@<5> ping gateway 192.168.1.1 failed
Jul 4 18:33:12 kernel: syslog@«<S> ping gateway 192.168.1.1 failed
Jul 4 18:34:12 kernel: syslog@<S> ping gateway 192.168.1.1 failed v
JE% 4 18:35:12 kernel: svaloof<5> ving gatewav 192.168.1.1 failed >

Figure 5-12 System Log “Download and Back’ Button

Please click Download fto download the system log file and click at the end of log to come
back the previous page:

5.1.3.2. Panic Log

Panic Log is a self-generated log when the system finds some internal errors and need to reboot
itself.
Please select [Status |-> |Logs| -> [Panic Log to go to Panic log page:

]
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Status
System : Interface | Logs

Configuration

Syslog - Paniclog - Alarm Log
Panic Logs
File Name Download Delete

Figure 5-13 Panic Logs

: The name of Panic log files, you can click it to open the log file.

: Download Panic log file. Please click the green downward arrow to download the log
file.

: Delete Panic log file.

5.1.3.3. Alarm Log
Please select [Statug -> |Logs| -> |Alarm Log| to go to alarm log page.

Status Configuration
System | Interface : Logs

Syslog - Paniclog - Alarm Log
Alarm Logs
File Name Download

Figure 5-14 Alarm Logs

: The name of log files, you can click it to open the log file.

Download : Download log file. Please click the green downward arrow to download the log file.

e
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6. System Configuration

6.1. AP-100 Configuration Procedures

1 Users need to click button to store the changed settings.

Hit

Tools About

Configuration Administration
ystem | Metwork | Wireless | Thin AP

Radio0(2.4G)

Radio0(2.4G) Setting

| General | | ]| 1K=
Enable Radio:

Radio Mode: |Ap v |

Country Code: [ROW v]

Wireless Mode: [2 4GHz 130Mbps(802.11ng HT20) ||

Radio Frequency: [2437MHz{Channel 6) v]
Transmit Power: |2[] v |
Maximum Clients: |54 |[1—64)

Enable Inter-WLAN User Isolation: []

Submit | JHelp

Figure 6-1 Submit Change

2 On the right top corner, there is an \Unsaved Changesl button; you can click it to check

submitted items.

E# | RebootAP | Logout

Finmiware Version: 1.2.4.701
CPU Load: 0.10, 0.04, 0.01

imag: 17h S6min Sis
Unsaved Changes: 7 ||| Save & Apply
. wde | Almms: 0

Configuration Administration

| Wireless |

Status

Thin AP

Metwork

System

Figure 6-2 Unsaved Change

3 Please click Unsaved Changes| button to check changed setting detail information.

e
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]
Biffdy | RebootAP | Logout

Firmware Version: 1.2.4.701

OPU Load: 0.10, 0.04, 0.01

: 17h 58min 23s

Unsaved Cha: =7 Save & Apply
oad | Alrms: 0

Configuration Administration

Configuration / Changes
Legend:
l:‘ Section added Option changed Option removed

wireless.device radio0

wireless.device radic0.channel=auto
wireless.device radic0.rate 11lm=0
wireless.device radic0.rate 1m=0
wireless.device radioc0.rate Zm=0
wireless.device radio0.rate 5 Sm=0
wireless.device radic0.transmit power=17
wireless. dEVlCE:I‘BdiOU o wireles:a:modFllanonly

Figure 6-3 Unsaved Change Detail

4 Click [Save&Apply| button to perform all submitted changes:

Bt | RebootAP | Logout
Finmware Yersion: 1.2.4.701

CPU Load: 0.02, 0.03, 0.00

Uptime: 18] s

Download Logs

Status I Configuration I Administration I Tools I About

Configuration [/ Apply -
Applying changes Click

% Waiting for router... Save&App|y

The following changes have been committed:

Legend:
I:l Section added Option changed Option removed

wireless.device radio0

wireless.device radioc0.channel=auto
wireless.device radicO.rate l1lm=0
wireless.device radicO.rate_lm=0
wireless.device radicl0.rate Zm=0
wireless.device radicO.rate 5 5Sm=0
wireless.device radic0.transmit power=17
wireless. device:radioo -wWire ]_ess:mcnde=11anon1y

Figure 6-4 Save and Apply Changes

5 You will find “The following changes have been committed”

About

Statistics

Configuration Administration Tools

Configuration / Apply

I1119 following changes have been committed: I

Legend:
I:‘ Section added D Section removed Option changed Option remaved

wireless.interface radioc0
wireless.interface radiol

[

-vap_enable=1

Figure 6-5 Changes have been committed

e
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6 The whole committing changes progress, it is no need to reboot AP-100.

6.2.Basic Configuration
6.2.1. Basic System Configuration

System configuration web includes two parts: System Info setting and NTP Setting.

NTP is a network time protocol for the AP-100 to synchronize the system time. NTP is Enable by
default. If NTP is needed, IP address of the NTP server must be added and AP-100 will synchronize
with the NTP server. It is useful to maintain the network and make sure all APs are using the same
system time by setting the same NTP server.

Please select |Configuration| -> [System| to configure System Info Setting and NTP setting.

Administration

Thin AP

Status

Configuration

Wireless |

System Metwork

Basic System Setting
System Info Setting NTP Setting
System Name:
e | | Enable NTP:
System NE ID: | |

IP Address Type: @ 1pva () IPv6

System Location: | |

NTP Server IP: [ pool.ntp.org |_|

NTP Polling Interval: [600 |

NTP Time Zone: |AsiafHong Kong il

Daylight Saving Time: [ ]
[ submit | Help

Figure 6-6 NTP Setting

Network setting web page, refer to section 6.3).

NTP Server IP.:  NTP server IP address, please click “12” to add new NTP server IP address.

NTP Polling Interval : By default, it is 600s
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Procedures :

1 Select|Configuration]->System|, to go to system setting page.

2  Type in the system information if it is needed.

7 Click [Submif
8 Click [save&Apply| to commit changes.

6.2.2. Network Configuration

Please select |Configuration| -> Network] to go to Network configuration page.

6.2.2.1. General Network Configuration

Please select [Configuration |> Network| -> (Generall and start to configure general settings.

]
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Status Configuration Administration
System | Metwork | Wireless | Thin AP

General - VIAN - DHCP - PotForward -  Safe Mode
General Network Setting
Network Setting WAN/LAN Interface Assignment
Network Setting: [Switch Mode [v] Ethemet: @ waN O LAN
Enable IPv6: (] Radio0(5G): O wanN @ Lan
Enable NAT Mode: [V]
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: [Static [~] LANIP Address: 192 [ [168 | [0 L[ [
IPva Address: [192 . [168 - [1 | 222 LANIP Address Mask: D55 |55 |.p55 | [0 |

IPv4 Default Gateway: [1g92 | 168 |_i1 |_|1

|
IPv4 SubnetMask: 255 |. 255 L[255 |.[o |
|

IPv4 DN5 Server: | &2
WAN Setting(IPv6) Ethemnet Setting
Internet Connection Type: | Siafic !l Ethernet Mode: [guto i|
IPvE Address: | |iLl
IPvE Default Gateway: | |
IPvG DN5 Server: | |,"_|
STP Setting

Enable STP Mode: [ |

Submit | Help

Figure 6-7 Network Setting
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address translations and all IP traffic will be passed from the wireless clients to the DS (Ethernet)
port or wireless bridge (802.11a radio) without any modification. If NAT Mode is set to "Enabled"
then the AP will perform network address translations on all traffic being passed from the wireless
clients to the DS ( Ethernet) port or wireless bridge (802.11a radio). The NAT will translate IP
traffic address's between the wireless client subnet and the DS subnet.

]
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6.2.1.1.1. Network Setting

® Switch Mode

General - VIAN - DHCP - PortForwerd - Safe Mode
General Network Setting
Network Setting WAN/LAN Interface Assignment
Network Setting: [Swiich Mode [v] Ethemnet: ® wan O Lan
Enable IPv6: [ Radiod{24G): O WAN @ LaN
Enable NAT Mode:
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: [Stalic ~] LANIPAddress: 199 |.fiea Lo |} |
IPvd Address: [192  |.[168 |.[1 22| LAN IP Address Mask: D55 | pss  [[p55 | |
IPv4 Subnet Mask: D55 | 255 |.255 || |
IPv4 Default Gateway: 102  |.[168 .1 |.[1 |
IPv4 DNS Server: | |.J
WAN Setting(IPv6) Ethernet Setting
Internet Connection Type:  Static E Ethemnet Mode: [guto |l|
STP Setting

Enable STP Mode: [ |

Figure 6-8 Network Mode

In switch mode, AP-100 works as a switch to deliver data between Ethernet interface and wireless
interfaces.

Configuration procedures :

->)

1 Select|Configuration->Networkl->Generall to go to configuration page.

2 Network Setting: Switch Mode.

3 Click [Submit
4  Click |Save&Apply| to apply changes.
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® Gateway Mode

Status

System ;

Configuration Administration
Network | i Thin AP

Wireless

General - VIAN - DHCP - PortForward - Safe Mode
General Network Setting
Network Setting WAN/LAN Interface Assignment
[ﬁetwksmtim: [Gateway Mode .vl] Ethernet: ® WAN () LAN
Enable IPvE: [ ] Radio0(24G): ) WAN (® LAN
Enable NAT Mode:
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: [Stafic v] LANIP Address: 92 [.[168 | [0 lH |

IPv4 Address: [192 |.[168 .[i .22 LANIP Address Mask: D55 |.255 |[255 |p |

IPv4 SubnetMask: D55 |.[255 |55 |0 |

IPv4 Default Gateway: 102 L [168 | [1 l-f |
IPv4 DNS Server: | |__]
WAN Setting(IPvt) Ethernet Setting
Intemnet Connection Type:  Static V] Ethernet Mode: [auto [v]
STP Setting

Enable STP Mode: [ |

Figure 6-9 Network Mode

In Gateway mode, the AP-100 acts as a gateway. The Local IP Address and Local IP Address Mask
information must be provided to specify the IP address used to communicate to the wireless client
locally (i.e. IP address for 2.4GHz radio interface). The AP-100 would use another IP address to
communicate to the outside network (i.e. IP address for Ethernet interface). If a wireless client
sends a packet to the outside network, the packet would send to the AP-100 with its local IP address
in the local network. Then, the AP-100 will pass this packet to the outside network (Ethernet) using
its remote IP address.

Configuration procedures :

1 Select|Configuration->Networkl->Generall to go to configuration page.

Click Submit,
Click to apply changes.

e N ]
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@ Warnings - When the Network mode as Gateway mode the VLAN will not be used and it
would not be used for the 2.4G Radio.

6.2.1.1.2. WAN Setting (IPv4)

In switch mode and Gateway mode, there are 2 types: Static IP or DHCP client

Configuration Administration

General - VIAN - DHCP - PortForward - Safe Mode
General Network Setting

Network Setting WAN/LAN Interface Assignment
Network Setting: [Swilch Mode [v] Ethemet @& wan (O LAN
Enable IPvé: [ ] Radio0(24G): O wan @ Lan
Enable NAT Mode: [/
WAN Setting(IPv4) LAN Setting(IPv4)
I Internet Connection Type: Lsta_l!c v ] l LANIP Address: 102 [ 162 L0 | |
IPv4 Address: [102 |.[168 .1 .22 | LAN IP Address Mask: D55 |.p55 | p55 |Lp |
IPv4 SubnetMask: D55 | p55 255 |0 |
IPv4 Default Gateway: |12 |.[168 .1 |.[ |
IPv4 DNS Server: | |.J
WAN Setting(IPv6) Ethernet Setting
Internet Connection Type:  Static ] Ethemet Mode: [auto [v]
STP Setting

Enable STP Mode: [ |

Figure 6-10 Internet Connection Type

Procedures :

1  Select Configuration->Network-->General

2 Internet Connection Type : choose Static or DHCP
3 Click

4 Click to apply.
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® Static IP (IPv4)

Users need manually configure AP-100 IP address, subnet mask, gateway address and DNS server
IP address:

Configuration Administration

General - VIAN - DHCP - PortForward - Safe Mode
General Network Setting
Network Setting WAN/LAN Interface Assignment
Network Setting: [Switch Mode [v] Ethernet: @ wan (O LAN
Enable IPve: [ ] Radio0(24G): O WAN @ AN
Enable MAT Mode: [
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: [Static V] LANIP Address: [jo2  |.[162 L[D .| |
IPv4 Address: [192  |.[168 |1 22| LAN IP Address Mask: D55 |.pss [ [p55 | |
IPv4 Subnet Mask: p5s | iz55 L.255 |0 |
IPv4 Default Gateway: [192  |.[168 .1 |1 |
IPv4 DNS Server: | 2]
WAN Setting(IPv6) Ethernet Setting
Internet Connection Type:  Static E Ethemnet Mode: [auto |l|
STP Setting

Enable STP Mode: [ |

Figure 6-11 Static IP

Procedures :

1 Select|Configuration->Networkl->General|

7 Click [Submit
8 Click Save&Apply| to apply

® DHCP (IPv4)
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AP-100 will get IP from DHCP server

General - VIAN - DHCP - PortForward - Safe Mode

General Network Setting

Network Setting WAN/LAN Interface Assignment
Network Setting: [Switch Mode [v] Ethernet: @ WaN O LAN
Enable IPv6: [ | Radiod(24G): O WAN ® LAN

Enable NAT Mode:

WAN Setting(IPv4) LAN Setting{IPv4)
Internet Connection Type: [DHCP [~] LANIP Address: [{07  |.[166 Lo [H |
LAN IP Address Mask: E55 |- l255 |_!255 L h] |
WAN Setting(IPv6) Ethemnet Setting
Internet Connection Type: Static E Ethernet Mode: |ﬂut0 |l|
STP Setting

Enable STP Mode: [ |

Figure 6-12 DHCP Client
Procedures :

1  Select Configuration->Network-->General

___________________________________

3 Click [Submit]
4 Click Save&Apply to apply

6.2.1.1.3. WAN/LAN Interface Assignment

This option will be available to be edit while the Gateway mode is selected in the network setting.
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Configuration Administration

General VLAN DHCP Port Forward Safe Mode
General Network Setting
Network Setting WAN/LAN Interface Assignment
Network Setting: [Gateway Mode [v] Ethemnet: (& WAN () LAN
Enable IPv6: [ ] Radio0{24G): () WAN ® LAN
Enable NAT Mode:
WAN Setting(IPv4) LAN Setting(IPv4)
Intenet Connection Type: [Stalic ~] LANIP Address: [192 |.[168 |jo |1 |
IPve Address: [192 |.[168 |-[1 .22 LANIP Address Mask: Dss  |.pss 255 Lp |
IPv4 SubnetMask: prs |55 D55 |0
IPv4 Default Gateway: 102 |.[168 |1 | |1
IPv4 DNS Server: | |.J
WAN Setting(IPv6) Ethemnet Setting
Internet Connection Type:  Static i‘ Ethernet Mode: |auto .ﬂ
STP Setting

Enable STP Mode: [ |

Submit

Help

Figure 6-13 WAN/LAN Interface Assignment

address translations and all IP traffic will be passed from the wireless clients to the DS (Ethernet)

port or wireless bridge (802.11a radio) without any modification. If NAT Mode is set to "Enabled"

then the AP will perform network address translations on all traffic being passed from the wireless
clients to the DS ( Ethernet) port or wireless bridge (802.11a radio). The NAT will translate IP

traffic address's between the wireless client subnet and the DS subnet

6.2.1.1.4. LAN Setting (IPv4)

6.2.1.1.5. Ethernet Mode

In switch mode and Gateway mode, there are 2 types: Auto and Manual

1) Auto

36 Commercially Confid

ential



Handlink AP-100

AP-100 Ethernet port duplex and speed will be auto

General - VLAN - HCP - PortForward -  Safe Mode
General Network Setting

Network Setting WAN/LAN Interface Assignment
Network Setting: [Swiich Mode ~] Ethemet: @ wan O LAN
Enable IPvé: [ ] Radio0(5G): O WAN @ AN

Enable NAT Mode: [

WAN Setting(IPv4) LAN Setting(IPv4)
Intemnet Connection Type: |§ta|jc M LAN IP Address: W_ Wl- |9—|_ |1—|
IPv4 Address: [192 |.[168 |1 .22 LANIP Address Mask: D5 |.ps5 |55 |jp |

IPv4 Subnet Mask: 355 |.lg§5 .255 l.lo
IPv4 Default Gateway: 102 | [168 | [1 -1

IPv4 DNS Server: [ ||j
WAN Setting(IPv6) Ethernet Setting
Internet Connection Type:  Static E [ Ethernet Mode: [auto M ]

STP Setting

Enable STP Mode: [ |

Figure 6-14 Ethernet Mode

2) Manual
AP-100 Ethernet port will be manual, and the Ethernet Duplex and Speed will be selected by
Full/Half, 100Mbps/10Mbps.

e
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i |

Status

Configuration
Metwork | Wireless | Thin AP

System

General - VLAN - HCP - PortForward -  Safe Mode

General Network Setting

Network Setting WAN/LAN Interface Assignment
Network Setting: [Swiich Mode [~] Ethemet: ® wan O Lan
Enable IPv6: [ ] Radio0{5G): ) WAN ® LAN

Enable NAT Mode: [V

WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: [Stafic [~] LANIPAddress: [199 [.[168 L0 [f |
TR e ——— LANIP Address Mask: [55 |.p55  L[5s  Lp |
IPv4 SubnetMask: D55 |.255 |.255 |0 |
IPv4 Default Gateway: [102  |.[168 |.[1 |- [ |
IPv4 DNS Server: | &
WAN Setting(IPv6) Ethernet Setting
Internet Connection Type:  Static [] frerarrere ]
Ethernet Duplex: [T00Mbps_Full [v]
STP Setting 10Mbps_Half
10Mbps_Full
Enable STP Mode: [ | 100Mbps_Half
100Mbps_Full
| Submit | Help

Figure 6-15 Ethernet Mode

6.2.2.2. VLAN
Select Configuration| -> [Network| -> VLAN | to access to VLAN configuration page.

Status

Configuration

Netwerk | Wireless | Thin AP

Systemn

General - WVLAM - DHCP - PortForward - Safe Mode

VLAN Configuration

Enable VLAN: W]

Mative VLAMN Tagging: |:|

Native VLAN Tagld: [i | (1-4054)

Management VLAN Tagld: i | (1-4024)

Submit | Help

Figure 6-16 VLAN Setting

By default, AP-100 VLAN setting is disabled.

_______________________________
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Procedures :

1  Select|Configuration->Network->\VLAN|

7 Click Bubmi
8  Click [Save&Applyl to apply

6.2.2.3. DHCP Server

Select Configuration| -> [Network| -> DHCP Server to access to DHCP configuration page. And
there are two options, Disable and DHCP Server.

General - VLAN - DHCP - PortForward - Safe Mode

DHCP Server Setting

[ DHCP Server: |[)a_b[g Ml

]
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General - VLAN - DHCP - PortForward - Safe Mode
DHCP Server Setting
| ovcr sener EEE——] |

Pool ID Start IP End IP Default Lease Time Enable Detail

1 0.0.0.0 0.0.0.0 86400 Mo =

2 0.0.0.0 0.0.0.0 B6400 No [

3 0.0.0.0 0.0.0.0 B&400 No =

4 0.0.0.0 0.0.0.0 B6400 No E|
| Submit | Help

Figure 6-17 DHCP Server

If the DHCP Server Mode is set to Server, then the AP-100 will act as a DHCP server for allocation
of IP address to the wireless client associated. The following procedures show the allocation of the
IP address, subnets mask, gateway and DNS information. And edit the Pool ID 1.

General - VLAN - CP - PoriForward -  Safe Mode

Address Pool Setting

Enable Pool: ]

PoolID: 1
StartIP Address: ) L [o - Lo |
End IP Address: [p L o - o L o |
ons 1= Lo b [ |
owsz o Lp lp tb |
ows: o Lp b LB |
Default Lease Time: BB4|}D |
@ (s0-60420
| Back to Poals List @| Help

Figure 6-18 DHCP Server
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6.2.2.4. Port Forwarding

Select Configuration| -> [Network| -> |Port Forwarding| to access Port forwarding configuration
page to set the mapping relation for local IP, Local Port and Global Port.

Please note that Port forwarding service only works at gateway mode.

Administration

General - VILAN - DHOP - PortForward - 5Safe Mode
Port Forward

1] Local IP Local Port Type Global Port Enable Detail
1 0.0.0.0 0 TCP & UDP ] No |
2 0.0.0.0 ] TCP & UDP ] No =
3 0.0.0.0 1] TCP & UDP 0 No i
4 0.0.0.0 1] TCP & UDP 0 No &
5 0.0.0.0 1] TCP & UDP 0 No F
6 0.0.0.0 1] TCP & UDP 0 No &
7 0.0.0.0 1] TCP & UDP 1] No [F]
8 0.0.0.0 1] TCP & UDP 0 No F
9 0.0.0.0 ] TCP & UDP 0 No [F
10 0.0.0.0 ] TCP & UDP ] No I
11 0.0.0.0 1] TCP & UDP 0 No F
12 0.0.0.0 1] TCP & UDP 0 No @
13 0.0.0.0 1] TCP & UDP 0 No F
14 0.0.0.0 1] TCP & UDP ] No -
15 0.0.0.0 1] TCP & UDP 0 No £
16 0.0.0.0 1] TCP & UDP ] No P
17 0.0.0.0 1] TCP & UDP ] No F
18 0.0.0.0 1] TCP & UDP 0 No IF
19 0.0.0.0 i] TCP & UDP 0 No Fi
20 0.0.0.0 1] TCP & UDP 0 No F

[i}]
=]
o
B
=

Figure 6-19 Port Forwarding-01
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Configuration

i Wireless | Thin AP

General - VIAN - DHCP - PortForwarmd - Safe Mode
Port Forward Setting
Enahbla: E
o: 1
Local IP Address: | Lo e Lo |

Local Port: [f |

Protocol Type: [TCP & UDP [~]

Global Port: [ |

Description:

Back to Port Forward List | | Submit | Help

Figure 6-20 Port Forwarding-02

the added firewall entries are saved in system configuration file and only the enabled port
forwarding entries will be active.

which is connected to the internal network. The specified port will be accessible from the external
network.

Point/Bridge based device which will accept and forward the connections from the external network
to the host connected to the internal network.

forwarding entry. Few words about the particular port forwarding entry purpose are saved there
usually.

6.2.2.5. Safe Mode

Select [Configuration| -> [Network| -> [Safe Mode| to access Safe Mode configuration page.
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Status Configuration
i Metwork | Wirsless | Thin AP

System

General - VIAN - DHCP - PortForward - SafeMode
Safe Mode Setting
Enable Safe Mode: [
Ping Host1: [ L o |- fo LB |
Ping Host2: | Lo l lo Lo |
Ping Host 3: [ Lo |- o [ |
Fing Interval: [{0 | (3-305)

I Suhmi‘tl Help

Figure 6-21 STP Setting

Procedures:
1  Select [Configuration->Network->Sate Mode

5 Click [Submit
6 Click [Save&Applyi to apply

6.2.3. Wireless

Select [Configuration| -> Wireless| to access wireless network configuration page. There is 1
interfaces, RadioO (2.4G).

]
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-

Tools About

Radio0(2.4G) Setting

Enable Radio:

Radic Mode: |,a.\|:l v |

Country Code: |ROW v|

Wireless Mode: [2 4GHz 130Mbps(802.11ng HT20) ||

Radio Frequency: [2437MHz(Channel 6) v]
Transmit Power: |20 v |
Maximum Clients: [54 |(1-64)

Enable Inter-WLAN User Isolation: []

Figure 6-22 2.4G Radio Setting

6.2.3.1. 2.4G Radio

Select [Configuration| -> Wireless| -> [Radio0 (2.4G)| to change 2.4G radio setting. You can
configure the items below: General, WLAN, Advanced, QoS, and WEP.

6.2.3.1.1. 2.4G General Configuration

Select [Configuration| -> Wireless| -> [Radio0 (2.4G) |-> (General| to access 2.4G general

configuration page:
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i |

Tools About

Status Configuration Administration
System | Network | Wireless | Thin AP

Radio0(2.4G)

Radio0(2.4G) Setting

| General | [ || IEE3
Enable Radio:

Radio Mode: |,.-_\p v |

Country Code: |ROW v|

Wireless Mode: [2 4GHz 130Mbps(802.11ng HT20) ||

Radio Frequency: | 2437MHz(Channel 6) v]
Transmit Power: |2[] v |
Maximum Clients: [54 |(1-64)

Enable Inter-WLAN User Isolation: []

Figure 6-23 2.4G Radio Parameters

and HT20.

Procedures:
Select (Configuration->Wireless |->Radio0 (2.4G)->General

1 Enable Radio : Select to enable 2.4G Radio

2 Radio Mode: Select to AP mode

3 Country Code: Select your country code
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4  Wireless Mode Select wireless mode

5 Transmit Power: Set transmit power

7 Click [Submit
8  Click Save&Apply to apply

6.2.3.1.2. 2.4G WLAN

Select |Configuration| -> Wireless -> Radio0 (2.4G) |-> WLAN| to access to 2.4G radio WLAN

setting page:

Status Configuration Administration

! Nebwork | Thin AP

Wireless |

System
System

Radio0(2.4G
Radio0{5G) Setting
| | [ woan || | ['gos | [ wee]
WLAN Configuration
WLAN Station
Enable Max : VLAN Pass- Awth L i 3
SSID 2 Isolation Access Traffic Right Uplink/Downlink Uplink/ Downlink Detail
WLAN Clients Through/ID Mode = ’ 7
Superwifi Network 0
Mo o [P AGEES =00 e
S . pm—— = 3 O | —)—(
Supenwifi Network 1
i open |Full Access I U More...
o e 2 rm— 3 O | ——
Superwifi Network 2
" o s T <1k e
e 2 T— 5 | 5
Oa i open [FOVAGES Rl 00 More.
[ Hide T [ pass through | V] oy
Superwifi Network 4
= open [Full Access i 0 e
e 2 S 5 A o =
Superwifi Network 5 .
Os e open |Full Access ~ |(0 0 More...
g 2 r— 3 RN | ——
e stwork 6 | ;7 —) 1 sgan [N ARR 3 O —
D Hide S5ID I:l Pass through | _I T
4 = i, S 2 O |
[ Hide 551D E [ pass through | _]
i_Euhmi'l_| Help

Figure 6-24 WLAN Setting

AP-100 2.4G radio supports maximum 8 WLANSs, and they can be configured separately.
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Station Uplink/Downlink Control :  This option control the uplink and downlink speed for the

stations which associate to this WLAN.

1. WLAN X (0-7) WLAN Setting

Select [Configuration| -> Wireless -> Radio0 (2.4G) |-> WLAN|to click “More...” behind the
WLAN, and then select WLAN General|

]
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i |

Configuration

i Network | Wireless | Thin AP

LU e Y Y

M MDA~ COoNAN A M O st
Radio0(2.4G):WLANO Setting
WLAN General | | | | | | | |

Enable WLAN: /]

VLAN Pass Through: D

VLAN Tagld: [f | (1-4034)

Hide SSID: [ ]

SSID:  [Superwifi Metwork 0 |

Enable Intra-WLAN User Isolation: /]

Allow DHCP Snooping Trusted Port: O

Access Traffic Right: |F||| Access il

Max Clients: |54 | (1-64)

Station Association Reguirement

Value Range
Minimum signal for association | {0-100dE, 0:Disable)
Disconnect Signal Threshold B ] (0-100dB)
Disconnect Packet Threshold  fl0 | (1-256)
Back to WLAN List Submit | Help

Figure 6-25 WLAN General Setting

Station Association Requirement
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\Back to WLAN Lisd : Go back to previous page

Procedures :

1. Select Configuration| -> Wireless| -> |[Radio0 (2.4G) -> WLAN to click “More...” behind
the WLAN, and then select WLAN General|.

8. Click[Submit
9. Click Save&Apply to apply

2. WLAN X (0-7) Security

AP-100 2.4GHz supports Open, Shared Key, WPA, WPA-PSK, WPA2, WPA2-PSK, WAPI,
WAPI-PSK authentication mode, and Disabled, WEP, AES, TKIP, SMS4 cipher mode.

Select [Configuration| -> Wireless| -> |Radio0 (2.4G)-> WLAN to edit “More...” WLAN, and then
select WLAN Security| to access to security configuration page.

]
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Status Configuration

System { Metwork | Wireless | Thin AP

Radio0(2.4G
Radio0(2.4G):WLANO Setting
|| wan securey | | | [ass]| |
Authentication Mode: [Open [~]
Cipher Mode: [Disabled [+v]
Access Control List: [Enabled - Default Allow [v]
ACL Input Method: ® Manual Input O File
Denied MAC Address: | |.:'J
Back to WLAN List | | Submit | Help
Figure 6-26 WLAN Security Setting
1) Open

After selecting Open, you can select Disabled or WEP:

About

Tools

Administration Statistics

Thin AP

Configuration

¢ Metwork |

Wireless |

RadioD(2.46) -
Radio0(2.4G):WLANO Setting
| | | wian security | [ oo | | | TR
Authentication Mode: | Open El
Cipher Mode:  [Disabled -] Help
Access Control List:  [Enabled - Default Allow =] SSID:
Denied MAC Address: | |iﬂ Default setting is 'Superwifi Network

X', where X' corresponds to the
WLAN ID. The SSID can be up to 32
characters long.

Figure 6-27 Open & No Security

Open & No security procedures :

1. Select |Configuration -> Wireless -> Radio0 (2.4G)-> WLAN| to edit “More...” WLAN, and
then select WLAN Security| to access to security configuration page

___________________

4.  Click [Submif
5. Click|Save&Apply (o apply
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Open — WEP Procedures :

1. Select|Configuration -> Wireless ->

IRadio0 (2.4G)-> WLAN to edit “More...” WLAN, and

then select WLAN Security| to access to security configuration page

5. Click [Submit
6. Click[SaveaApply Jto apply

Configuration

1 i Metwork | Wireless | Thin AP

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

el [

Authentication Mode:
Cipher Mode:
Default WEP Key:
Access Control List:

ACL Input Method:

Denied MAC Address:

Back to WLAN List

[Open [+]
[wer [v]

[ | (1-9)
[Enabled - Default Allow [v]

® Manual Input O File

| -

|_;uhmit i Help

Figure 6-28 Open & WEP
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2) Shared Key

Radio0(2.4G):WLANO Setting

|| wuan securiy | | | [os]| |
Authentication Mode: [Shared [v]
Cipher Mode: |WEp il
Default WEP Key: [f | (-4
Access Control List: [Enabled - Default Allow [v]
ACL Input Method: (@ Manual Input O File
Denied MAC Address: | ]
| Back to WLAN List | Submit | Help

Figure 6-29 Shared Key

Shared key Procedures :

-> Wireless -> Radio0 (2.4G)-> WLAN to edit “More...” WLAN, and
then select WLAN Securityl to access to security configuration page

1. Select|Configuration

2. ‘Authentication Mode choose Shared

5. Click [Submit]
6. Click [SavegaApply] to apply

3) WPA/WPA2

WPA/WPAZ2 can be enabled by selecting WPA, WPAZ2 for Authentication Mode. The AES and
TKIP are the two available options for Ciper mode.

e
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Status Configuration Administration

£ Thin AP

Wireless

¢ Mebwork

System

Radio0(2.4G
Radio0(2.4G):WLANO Setting
||WLANSecurit1f|| || || |
Authentication Mode: [WPA [v]
Cipher Mode: [AES+TKIP [v]
Group Key Update Interval: [36400 | =)
RADIUS Retry Timeout  [300 |
@ (065535 1)
IP Address Type: (®11pyd () IPvE
RADIUS Server: | . b Lo Lo |
RADIUS Port [1312 |
RADIUS Secret: | Im|
_Show
@ ength{1-128)
Secondary RADIUS Server: |[] ] L I|] L |{] |
Secondary RADIUS Port [1812 |
Secondary RADIUS Secret: | Im|
_ Show
7] ength{1-128)
Access Control List [Enabled - Default Allow [v]
ACL Input Method: () Manual Input ) File
Denied MAC Address: | el
Back to WLAN List | Submit | Help
Figure 6-30 WPA/WPA2

WPA/WPAZ2 Procedures :
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1. Select (Configuration| -> Wireless -> [Radio0 (2.4G)-> WLAN to edit “More...” WLAN, and
then select WLAN Security| to access to security configuration page

...............................

8. Secondary Radius Port set Secondary Radius server port (optional)

9. Secondary Radius Secret set Secondary Radius server secret (optional)

10. Click [Submit]
11. Click [Save&Apply| to apply

4) WPA-PSK/WPA2-PSK

WPA-PSK can be enabled by selecting WPA-PSK, WPA2-PSK for Authentication Mode. The AES
and TKIP are the two available options for Cipher Mode.

Status

Systern | Metwork | Wirdess | Thin AP

Radio0(2.4G)

Radio0(2.4G):WLANOD Setting

| | [ wan securty | | [ |

Authentication Mode: |WPA,_PSK il
=

Cipher Mode: | AES+TKIP

Group Key Update Interval:  [56400 | (=)

Pass Phrase: | | O
Show
@ (s-54)

Access Control List: |Ena|;|ed - Default Allow il

ACL Input Method: ® Manual Input ) File

Denied MAC Address: | &2

ey | -
| Back to WLAN List | Submit | Help

Figure 6-31 WPA-PSK/WPA2-PSK
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WPA-PSK/WPAZ2-PSK Procedures :

1. Select|Configuration| -> Wireless -> |[Radio0 (2.4G) | > WLAN]to edit “More...” WLAN, and
then select WWLAN Securityl to access to security configuration page

__________________

6. Click[Submit
7. Click [Save&Apply to apply

5) ACL Configurations
AP-100 supports ACL ( Access Control List) , it bases on MAC address filter.

Configuration

i Metwork | Wiraless | Thin AP

Radio0(2.4G)
Radio0(2.4G):WLANO Setting
||WLANSeu.|rib,'|| || || |

Authentication Mode: [Open [v]

Cipher Mode: [Disabled [v]

Access Control List: [Enabled - Default Allow [v]

ACL Input Method: ® Manual Input ) File

Denied MAC Address: | ]

Figure 6-32 ACL-Disable

]
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Configuration

| Mebwork | Wireless | Thin AP

Radio0(2.4G
Radio0(2.4G):WLANO Setting
| | wean security | | | [@es ]| |

Authentication Mode: [Dpen [+]

Cipher Mode: [Disabled [+~]

Access Control List: |Enai:|ed - Default Deny :il

ACL Input Method: ® Manual Input O File
Allowed MAC Address: | |.'_|
' Back to WLAN List |_Su;rt_ Help

Figure 6-33 ACL-Deny MAC Address

Configuration
k | Wireless | Thin AP

Radio0(2.4G):WLANO Setting

=l =11 |
Authentication Mode: |[}pe|‘| {i]
——CienzcMogds, [Oisabied ]
Access Control List: [Enabled - Default Allow [v]
ACL Input Method: ® Manual Input O File
Penied MAC Address: | |:]
Back to WLAN List @ Help

Figure 6-34 ACL-Allow MAC Address
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ACL Procedures :

-> Wireless -> Radio0 (2.4G) |-> WLAN to edit “More...” WLAN, and
then select WILAN Security| to access to security configuration page

1. Select Configuration

2. :Access Control List choose the control mode.

5. Click [Submit
6. Click [SavegApply] to apply

Configuration Administration
rk | Wireless | Thin AP

Radio0(2.4G):WLANO Setting

||WLAN5equity'|| || || |
Authentication Mode: [Open
Cipher Mode: |nigah|a:|
Acgess Control List: [Enabled - Default Deny
ACL Input Method: ® Manual Input ) File
Allowed MAC Address:  [11:22:33.44:55:66 [l
Back to WLAN List Submit | Help

Figure 6-35 ACL-Add Denied MAC Address

Status Configuration Administration
System ! Metwork | Wireless | Thin AP

Radio0(2.4G
Radio0(2.4G):WLANO Setting
| wan securit | | JESY |
Authentication Mode: [Open
Cipher Mode: |[)isahh:|
Access Control List: [Enabled - Default Allow
ACL Input Method: ® Manual Input O File
Denied MAC Address: [11-22:33.44-55.66 [
Back to WLAN List Help

Figure 6-36 ACL-Add Allowed MAC Address
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3. WLAN X (0-7) Rogue Station List

Select |Configuration| -> Wireless

->|Radio0 (2.4G) |-> WLAN to edit “More...” WLAN, and
then select |Rogue Station List to access to Rogue Station List configuration page

Configuration

jork | Wirsless @ Thin AP

Radio0(2.4G):WLANO Setting
| | | | | Rogue Station List | | | |

Rogue Station:  [11.27:33:44:55:66

Back to WLAN List

Submit | Help
Figure 6-37 Rogue Station List

4. WLAN X (0-7) QoS

Select [Configuration| -> Wireless -> [Radio0 (2.4G)
then select to access to QoS configuration page

> WLAN to edit “More...” WLAN, and

]
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Configuration Administration

Wirgless | Thin AP

Radio0(2.4G)
Radio0(2.4G):WLANO Setting
|| | | | qes ||
Enable DSCP-to-WMM Mapping: ]
DSCP
{0-63,cznnct be in the same value)

BestEffort (BE) 4 |

Badkground{BK) [18 |

Video{VT) [ao |

Voice(V0) e |

WLAN(Cient-side) WMM Parameters
CWMIN CWMAX ATFS ™HOP A
(0-15) (0-15) (0-15) (0-192)
BestEffort (BE) [ | B | [ | o ] O
Badground(BK) 7 | [0 | [ | B | O
Video{VT) ] | B | B | (o ] O
Voice(v0) 2 | B | | | [50s ] O
Radio{AP-side) WMM Parameters
CWMIN CWIMAX AIFS THOP NOACK

BastEffort (BE) 5 7 i 4096 i}

Background(BK) 5 0 7 o o

Video{VT) 3 4 1 008 (]

Voice(V0) 2 3 i 1504 o

Back to WLAN List Help

Figure 6-38 WLAN QoS
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WLAN X QoS configuration procedures :

1. Select [Configuration| -> Wireless -> [Radio0 (2.4G) |- > WLAN to edit “More...” WLAN, and
then select to access to QoS configuration page

5. Click [Submit
6. Click Save&Apply to apply

5. WLAN X (0-7) Bandwidth Control

Configuration
: Wireless : Thin AP

Radio0(2.4G):WLANO Setting
| I I | [ 2+ || Bandwidth control |

Based On WLAN Based On Station
{0-1000000 Kbps, 0: Disable) (0-1000000 Kbps, 0: Disablz)
Uplink o | o |
Dowmlink ] | [ |
Back to WLAN List [ Submit | Help

Figure 6-39 WLAN Bandwidth Control

WLAN X bandwidth control procedures :

1. Select Configuration| -> Wireless -> [Radio0 (2.4G) | > WLAN to edit “More...”WLAN, and
then select [Bandwidth Control| to access to Bandwidth Control configuration page

4. Click [Submit]
5. Click [Save&Apply to apply

60 Commercially Confidential



Handlink AP-100

6.2.3.1.3. 2.4G Advanced Configuration

Select [Configuration| -> Wireless| -> [Radio0 (2.4G) |-> |Advanced| to access to Advanced

configuration page

Conlfiguration Administration
| Wireless | Thin aF

Toolks

Siaftus

i Mebwork

Radio0(2.4G
Radio0(2.4G) Setting
| | [0 ] advanced | [ 2o [0 ]
Advanced Setting Data Rate Setting
amPoU: [F Data Rats: [best [Mbps)
AMPDU Limit:  [54 | 1-64) Dats Rate Sstting:
Amsou: A Mbps: (8 Enable ) Disshle
Max Tx streams: [3 2mbps: (8 Enable ) Dissble
Max Rx streams: [3 5.5Mbps: (8 Enable () Disable
Beacon intorvat: (703 | 1iMbpe: () Enable ) Disable
& rap-3500) embpa: () Enable O Disable
ore: i | smbps: (8 Enable O Disable
@ o) 12Mbps: (%) Enable O Disable
Fragmentation Thrashold: Eqﬂ — | 18MBps: @) Ensble () Dissble
Protaction Mode: [CTS-only 4mops: (&) Enable () Dissble
D — 3embpe: (8 Enable O Disable
48Mbps: (&) Enable (O Dissble
RTSCTS Threshold: [2348 |
-y SaMbpe: () Enable () Disable
Distance: |3 | Multicest Data Rate: |rnn [Mixas)
@
IGMP Snocping:  [Disable
Murticast Trafmic: [
Enzbls Optimization Mode: [
optimization Mode: [Default
AirFi Setting
ANFIMode: [ |
AIFILevel: [Level|

=
Figure 6-40 Radio Advanced Setting

AP-100 provides advanced parameter setting, it would change AP-100 performance. Default
setting is recommended.

Advance Setting
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____________

time between AP-100 BTS beacon transmissions for each supported BSS, with each BSS using the
same beacon interval. The beacon interval can be configured between 20 and 1000 ms.

how often the beacon contains a traffic indicator map (TIM). The TIM alerts clients in sleep state to
stay awake long enough to receive their data frames. The value range is from 1 to 255.

bytes, determines whether data packets will be fragmented and at what size. Frames that are smaller
than the specified fragmentation threshold value will not be fragmented. Frames that are larger than
the fragmentation threshold will be fragmented into smaller packets and transmitted a piece at a
time instead of all at once. The setting must be within the range of 256 to 2346 bytes. It is
recommended to use the default value or only minor reductions of this default value.

on and prior to the transmission of an 802.11g frame, the AP sends out a CTS frame (also known as
CTS-to-Self) to set the NAV in all the clients so that they will not transmit during the time period of
the subsequent data packet from the AP. If set to "RTS-CTS" then the AP sends a RTS frame, waits
for the clients CTS frame and then sends the data packet. Setting "RTS-CTS" will allow more
robust operation, but at the expense of additional overheads.

without modification. If a frame is larger than the RTS/CTS threshold, then two frames will be sent
by the AP. The first frame is an RTS (request to send) frame. After the RTS frame is sent, the AP
listens for the corresponding CTS from the target client. Upon reception of the CTS, the AP then
sends the data frame. There are trade-offs when considering what value you should set for the
RTS/CTS threshold. Smaller values will cause RTS to be sent more often, increasing overheads.
However, the more often RTS packets are sent, the sooner the system can recover from collisions. It
is recommended to use the default value or only minor reductions of this default value. The value
range is from 0 to 2347.

Snooping implementation on AP is a little bit different than that of standard Layer 2 Switch.
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Each Virtual AP (VAP) port is similar to a Layer 2 switch port. With IGMP Snooping enabled in
the AP, clients associated to a VAP will only receive multicast packets if there is at least one client
joined the multicast group in that VAP. Unlike ordinary IGMP Snooping implementation, where

Layer 2 switch converts multicast to unicast and delivers them to devices registered with the
multicast group, AP should simply send out the multicast packets from the VAP which has at least
one client joined the multicast group. This is done because the wireless media is a broadcast media.
It does not need to be sent multiple times when there are more than one registered clients.

When IGMP Snooping is turned on, multicast packets should be dropped at the VAP exit if there is
no client from the VAP who has joined the corresponding multicast group.

The IGMP snooping forwarding table (port and multicast MAC address mapping table) should
support aging mechanism to age out the entry which has no multicast traffic for a period of time
(120 seconds in AP-100).

The default setting of the IGMP Snooping is “Disabled”.

capacity.
Data Rate Setting

AP-100 supports “Multicast Traffic Data Rate Setting” to transmit all multicast traffic of the 2.4G
interface at the configured multicast data rate. The multicast data rate must be set to any of the basic
data rates. Default setting is 1 Mbps.

AirFi Setting

level | is recommended.

Advanced configuration procedures :

1. Select|Configuration|->Wireless->Radio0(2.4G)}->|Advanced|
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5. Beacon Interval set beacon interval

6. Distance set target area distance

7. 1GMP Snooping choose IGMP snooping mode if need

8. Multicast Traffic allow or block multicast traffic

9. ‘Multicast Data Rate set multicast data rate

10. Click [Submit]
11. Click Save&Apply| to apply

@ Warnings - The default setting for advance is recommended.

6.2.3.1.4. 2.4G Wireless QoS Configuration

Radio0(2.4G)
Radio0(2.4G) Setting
[General | [kt | | [ Taes | [7]
Radio(AP-side) WMM Parameters
CWMIN CWMAX AIFS TXOP HOACK
(0-15) (0-15) (0-15) [0-8192)
BestEffort (BE) [ | [ | [ | [so%s | a
Background(BK) [5 | [ | F | b | O
Video(VI) E | [& | [ | poos | a
Voice(V0) 2 | B | [ | [1504 | O

Figure 6-41 2.4G Radio QoS Parameters

QoS parameters configuration procedures :

1. Select Configuration->Wireless->Radio0(2.4G)->QoS

2. Set values for this Priority-WMM table

3. Click[Submit
4. Click Save&Applylto apply
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6.2.3.1.5. 2.4G WEP Key

m | Metwork | Wireless | Thin AP

Radio0(2.4G)
Radio0(2.4G) Setting
| | | wan | | IEEIEE
Key Entry Method: () fiscii Text  ® Hexadedimal
WEF Key 1: | Im
Show
WEF Key 2: | I
Show
WEP Key 2: | ||:|
Show
WEP Key 4: | ||:|
Show
Help
Figure 6-42 2.4G Radio WEP Key
Procedures :

1. Select Configuration->Wireless->Radio0(2.4G)->WEP|

3. Input key phrase in related WEP Key

4. Click [Submit
5. Click [Save&Apply| to apply
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6.2.4. Thin AP Configuration

Thin AP Configuration

Enable Thin AP: [ ]

Primary AC Address: [0.0.0.0

AP Mame: |

|
Secondary AC Address: [0.0.0.0 |
|
|

AP Location: |

AC debug level: ||]

Managed Radio: [ Radio0(5G)

Figure 6-43 Thin AP Configurations

Thin AP : : Enable or disable Thin AP mode
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7. Administration Configuration

7.1. Administration General Setting

Please select Administration |-> [User Admin to change login and password.

The user account : admin. Default username is : admin, default password is : admin.

Web Admin | SHMP | Certificate | Frmware Update Factory Default Backup | Restore i License

Status
User Admin

User Admin

UserMame: admin

Password: | |

Confirm Password: | |

Figure 7-1 General Administration

Procedures :

-> IGeneral

1. Select/Administration

4. Click [Submit
5. Click[Save&Apply| to apply
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7.2.\Web Admin

User Admin | Web Admin | 5 e | Famnware Update | Fachory Default | Badap | Re

e | Customization | License

Web Adminisiration

WEB Setting System Log Setting

Auto Refresh Interval: [70 v@ Enabie Syslog: ]

Server IP Address: h] Lh] L'n Hn |

Severity: [Informational [~]

Figure 7-2 WEB Administration

WEB Setting

______________________________

Information and Debug.
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7.3.SNMP Setting

Statuc Configuration Administration Todls

User Admin ;| Web Admin : SNMP : Certificate | Famware Updste : y Dief i we | Customizabion | License

SNMP Configuration

Enable SNMP: []

Read Community: [public |

Wirite Community: |,|..“..". | 0
Show

Trap Host ID Trap Host Trap Port Trap Community Enable Detail

1 0.0.0.0 162 public No Fi|

2 0.0.0.0 162 public No (=

3 0.0.0.0 162 public No (

4 0.0.0.0 162 public No 7|
Submit | Help

Figure 7-3 SNMP Configuration

Press 2} : To edit Trap Host

]
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Status Configuration

b Admin | SNMP

¢ Customization | License

Certificate | Farmware Update | Factory Default | Badkup | Re

Usar Admin

Enable Trap: [#]
Trap HostID: 1

Trap Host: | -0 -l -0 |

Trap Port: [162 |

Trap Community:  [public |

Back fo Trap Host List

Figure 7-4 SNMP Trap Host

7.4.Certificate Management

About

Statistics

Administration
Certificate

Certificate Management

Http Cert File: Browse' |No file selected.
Http Key File: Browse' |No file selected.

MITICBTICCAW4CCQUCOnFEw4ItsNTANBokghkiGwiBAQUFADBHMQswCQYDVQQGEWID
TJELMAKGARIUEBwwCQ04xDTALBgNVEBAoMBEFXUL QxDTALBgNVBASMBEFXULO=xDTAL
BoNVBAMMBE FXU1 QwHhcHMTExM A 4MDYwMzM2WncHM I EXMi AIMDYwMzM2 Wi BHMOsw
COYDVQOGEWwJDT JELMAKGAIUEBwwCQO4xDTALB /BRoMBEFXUIQxDTALE
BEFXULQxDTALBgHNV BEQADgYORMIGIACGE
hFSWEeyXEnME40BCbIVED
EkkwnrIGeS50+5J08tF9zmZig
KXijAgMBRAEWDQYJE D woll
+z66XCTWkIgtSeefyXggale
DRGBS ADwESell ¥

gucddvmtHtclC4grWuagBl, Jx40T7IgHTz0
RAQEFBQADGYEABohsAZdBeZavLtZ1PJPbVHcey
BelhJ3d2be0TEeguPREBmyNnFiXzxbpU/ k3Zpe

vCyVgI+ghDkSWXZPsGmYgLlLatadUHWDb

S JzZPOEATmMyVT 9KPuVU3IYZd03 Z JT0Gs0498ENKIVI twB+n4c]

jvkidPLRfcSmagrnCHES 1 moRdaRs45ceK0yEn+8zgoWZF4owIDAQRAR
LoGBAMHgLzoXZLebenKnos/ pg93TFMN4dcAT3n9Z znGEVIXUZ
O0d0mZFezNIQNERMwE1 BCV3IvAfKezk3ferOwgJRp AmIFH3CP 1
dIslVB24kalkUzoHadNXiRFo9eQHQR4GYH5e 9 DXAVLRDWYJWnAKEASJezT5+b51Bs

Figure 7-5 Certificate Management

Procedures :

1. Press |Administration| -> Certificate|
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7.5.Firmware Update

Go to |Administration |-> [Firmware Update| to update the firmware of AP-100 :

Tools
Firmware Update |

Configuration Administration

n i SNMP | Certificate !

Firmware Update

Flash Firmware

Upload an Firmware image file to reflash the device:

Browse®* |No file selected.

® Keep all settings ) Keep Network Address settings only (O Full Factory Reset

Figure 7-6 Firmware Upgrade

@ Caution: Do not interrupt the process of firmware update. Please maintain network
connection and power supply. AP-100 will not function properly if interruption happened during
firmware update.

Procedures:

1. Go to jAministration| -> [Firmware Update]

2. Press Browse|, select the firmware.

’
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Status Configuration

Genernal | Web Admin | SNMP !

Administration

Certific: | Firmware Update | Factory Default | Backup /Restore | Customization

Firmware Update

r A
- & Ch File to Upload
Flash Firmware | & ChooseFieto Uploa S5
-~ «| .. » Firmware v | 43 || Search Firmware P |
Upload an Firmware imai @\-} | — | | |

=- [ @

Organize = Mew folder B==

Firmware image:
|——Q— =
* Name Date modified Type

-0 Favorites
2 Keep configuration file Bl Desktop A2n_1.2.4.602_2013-06-21 2013/6/28 10:34 BIN File

4 Downloads L i-UpIoad image

2| Recent Places

4 Libraries
@ Documents
J? Music
il Personal
[ Pictures

EE videos

=il Wark

- 4 [ | +

File name: - [AllFiles () -

[ open | [ cance |

Figure 7-7 Select Firmware File

current configuration after update.

Upload Image to start firmware update

4. AP-100 will run the checksum on the firmware, once it validate the firmware, press proceed to
continue,

Status AP-100_1.2.4.701_2013-07-03.bin

Genemnal : \

Firmware Update :

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed" below to start the flash procedure.

Flash Firmware

» Checksum: biZcsfz363d17827be33345f 520023
* Size: 9.31 MB

Figure 7-9 Press “Proceed”

5. You will find following notification:

] ]
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i |

About

Backup / Restore i

Statistics
Factory Defaulk

Status Administration

Configuration
Web Admin | SNMP !

Customization |

Genernal Certificate | Syslog | Firmware Update :

Firmware Update

Flash Firmware

The system is flashing now.

DO NOT FOWER OFF THE DEVICE!

Wait a few minutes until you try to reconnect. It might be necessary to renew the address of your computer to reach the device again, depending on
your settings.

Firmware upgrade start...

B W] CIL set: usyslog info —-» Firmware update start (keep configuration files)
Saving config files...

Disabling process monitor...

Switching to ramdisk...

Performing system upgrade...

Figure 7-10 Progress of firmware update

6. AP-100 will reboot and load the Main page after firmware update.

7. Login with username and password, check the firmware version on the top right corner or go to
the “About” page.

Changes: 0
Downicad Logs | Manms: 0

AP-100 Super WiFi Base Station

Product Information

Product Name: AP-100

Software Version
Version: 1.2.4.701
MIB: 1.1

Company Information
Company Name: Handlink Technologies Inc.

ical Support: i ink.com.tw
Web Site: http://www.handlink.com.tw

Figure 7-11 Information after firmware update

7.6.Reset Back to Factory Default Via User Interface

Under [Administration] -> [Factory Defauld, user can reset the AP-100 back to Factory Default
Configuration.

e
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Status:

Liser Admin :

Configuration Administration

Web Admin | SNMP | Certificate | Femware Updste ;| Fadtory Default | Backup /[ Restore | Customizabion | License

Restore to Factory Default

Restore to Factory Default |

¥ Keep Network Address settings

All Settings would be reset to factory defaults.
Waming: If the checkbox is unchecked, Web and Telnet connections with the current IP address will be lost once the default settings

are applied.

Figure 7-12 Restore to Factory Default

Procedures:

IReset to Factory Defauld : Press this button to reset AP-100 to Factory Default Configuration.

configuration to factory default. If this option is not selected, the IP address of AP-100 will be set
back to default IP address: 10.59.100.1.
Once restore to factory default configuration, user can login to the AP-100 with the following

information:
AP-100 default IP address : 10.59.100.1

Username : admin
Password : admin

7.7.Backup/Restore
AP-100 supports Backup/Restore > Press |Administration| -> Backup/Restore| to open the

configuration interface
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i |

About

Factory Default :

Tools

| Firmware Update |

Configuration Administration
web Admin | SHMP |

Status

User Admin

Customization | License

Certifi Backup / Restore !

Admin Backup/Restore

Backup Configuration File
* Create backup

Restore Configuration File

* Upload Backup Archive:

Browse* |Ne file selected.

Figure 7-13 AP-100 Backup/Restore

Procedures :

1. Select /Administration->Backup/Restore]

2. Press Create backup and save it.

About

Default !

Tools
| Firmware Update | Fa

Administration
Web Admin { SNMP | Certifica

Status

User Admin

Configuration

Customization | License

Backup / Restore :

Admin Backup/Restore

Backup Configuration File
® Create backup

Restore Configuration File

* Upload Backup Archive:

Browse'* |No file selected.

Figure 7-14 AP-100 Backup

press |Restore backup) to start restore.
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Administration

| Firmware

Upd

Admin Backup/Restore

| Backup / Restore |

- -
B, kup/Re fort & Choose File to Upload u
QQ |- Desktop » v |4 | | Search Desktop )
Here you can backup an e — S — R
Organize « New folder B~ [ @
= Create backup ) . - TPS512-005_revl.2_U1_Quick_Setup_ o
W Favorites B Guide_Driver_Only_1.0.0.9_Malay_...
BaCKU? Archive: Bl Desktop Microsoft Word 97 - 2003 Decum...
4 Downloads L U1_driver_v1.0.0.9_20120731.exe
5| Recent Places Setup.exe igesmm backup
_ Macrovision Corporation
4 Libraries Ul_Quick_Setup_Guide_for 1.0.0.9_
B o . 1 20120731 doc
ocuments — | Microsoft Word 97 - 2003 Docum...
Aﬁ Music . .
Ul_Quick_Setup_Guide_for 1.0.0.9_
il Personal || 20120731.pef i
|| Pictures - H Adobe Acrobat Document |i|
B videos Ul_USB_Key_Quick_Setup_Guide_fo
£ Wark < 21 ¢ 10,09 20120721.doe -
File name: | ~| [AllFiles () -
[ Open ] ’ Cancel ]

Figure 7-15

Select the Backup File

Configuration

Web Admin

Administration Tools

g : Fin

Certificate

S

vare Update :

About

Factory Default | Backup / Restore |

mization

Admin Backup/Restore

Arlb lying changes
< Reading snmpd...

Backup / Restore

Here you can backup and restore your router configuration and - if possible - reset the router to the default settings.

» Create backup

Backup Archive:

Browse -

L. . |

Restare backup

Figure 7-16 Press ““Restore backup™ to start restore
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8. Tools

AP-100 provides useful tools > this enable the user to have better radio planning.

8.1.Channel Scan
Through the channel scan tool of AP-100 - user is able to know the status of 2.4GHz channels

around the AP-100, this provides useful information to the user on how to configure AP-100 and
radio planning.

Press on [Toolg -> [Channel Scan| to open the channel scan.

Press [Tools -> Channel Scan to start the channel scan.

Siatus
Channel Scan | Diagnosis | Watchdog

Radio0(2.4G)
Channel Scan
s
Duration: [100
@ (100-1000)ms

Scan Status:  Ready

Figure 8-1 Channel Scan

Details of 2.4G channel scan :

means scan finished.

Procedures :

1. In the main menu, select [Toolg -> [Channel Scan|

2. Press

77 Commercially Confidential



Handlink AP-100

3. Wait until the scan status change to “Success”. The scanning will take approximately 20
seconds

Stabus

Diagnosis | Watchdog

Radio0(2.4G

Channel Scan

st s

Duration: hl]l]
@ (100-1000)ms

Scan Status: Sycress

Scan Time:  Thu Jul 4 07:19:05 2013

Channel Scan Result

Channel Usage Info | | | | |
CH 1 2 3 4 5 6 7 8 9 10 11 12 13 14
Noise Floor -98 -08 -98 -98 -a7 -96 -97 -96 -96 -95 -95 -95 -95 -96

Noise Floor (CTD) -98 -93 -98 -98 -97 -96 -97 -96 -96 -85 -96 -85 -85 -96
Noise Floor (CT1) -94 -85 -95 -95 -85 -95 -95 -94 -95 -95 -94 -95 -94 -96

Noise Floor (EXO0) 0 0 i] 0 0 -06 0 0 0 0 0 0 0 0
Noise Floor (EX1) 0 0 0 0 0 -05 0 0 0 0 0 0 0 0
Busy % 51 21 39 28 32 89 35 24 25 34 91 21 18 15
#BSS 6 0 ] 0 0 10 0 1 0 0 6 0 0 0

Figure 8-2 2.4G Channel Usage

From the Channel Scan Result » press on [Channel Usage Info| user will see the condition of 2.4G
channel around AP-100.Overall BBS Info :
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Status
Channel Scan |

Diagnosis | Watchdog

RadioD{2.4G
Channel Scan
s s
jon:  [100
@ (100-1000)ms
Scan Status:  Syccess
Scan Time: Thu Jul 4 07:19:05 2013
Channel Scan Result
| | overall BS5 Info | | |
SSID BSSID Auth Mode Cipher Channel Rate{Kbps) SHR(dB)
leaguer11l 1c:fa:68:fd:56:fa wpa2-psk aes 149 450000 Y
i
46
555 00:0b:6b: 7e:79:97 apen nane 149 130000 o
. 23
CITYUSRL 00:23:89:34:92:c0 wpa-psk thip 153 54000
CITYUSRI-WPA 00:23:89:34:92:c1 wpa thip 153 54000 B
i
. 24
CITYUICB 00:23:89:34:92:¢2 wpa-psk thip 153 54000

Figure 8-3 2.4G BSS Info

In Channel Scan Result, press Overall BSS Info[for 2.4G BSS Info, it shows information of BSSID
around AP-100. BSS Info :
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Status:

Dizgnosis | Watchd og

Radio0(2.4G)
Channel Scan
st e
Duration: [{00
© (100-1000)ms
Scan Status:  Success
Scan Time:  Thu Jul 4 07:19:05 2013
Channel Scan Result
I || ess 1ofo |
SSID BSSID Auth Mode Cipher Channel Rate(Kbps) SNR(dB)

leaguerill 1c:fa:68:fd:56:fa wpaZ-psk aes 1449 450000 .,?
555 00:0b:6b: 7e:79:97 open none 149 130000 4_‘6
CITYUSRL 00:23:89:34:92:c0 wpa-psk tkip 153 54000 u23
CITYUSRI-WPA 00:23:89:34:92:c1 wpa thip 153 54000 23
CITYUCB 00:23:89:34:92:c2 wpa-psk thip 153 54000 HH

Figure 8-4 BSS information
In Channel Scan Result, press BSS Info jand it shows information of BSSID from AP-100.

Base on AP-100 2.4G Channel Scan Result > user can select 2.4G channel with lower noise floor,
less busy and less SSID as the channel for AP-100’s SSID.

.&Caution ~During the process of channel scan, all WiFi clients associated to AP-100 via 2.4G
channel will be drop for approximately 15-20 seconds.

8.2.Diagnosis

Press [Tools| -> [Diagnosig to start the diagnosis.

8.2.1. Ping to Host

Press [Tools -> |Diagnosis| -> [Ping| to start the ping.
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Configuration
Ping - Traceroute
Ping Test
Ping IP Address/Host Name: |

[%] {example wisny.domsin. com)

Packet Count: [4 |
B (110000

Packet Size: [55 |
U:'.j--;.--. 10Etes)
Output [

Fo results returned

Figure 8-5 Ping to Host

8.2.2. Traceroute to Host

Press [Toolg -> [Diagnosig -> [Traceroute to start the trace.
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Channel Scan Diagnosis Watchdeg

Ping - Traceroule

Traceroute Test

Destination IP Address/Host Name: |

7] {esxample winwr.domain.com)

Enable Resolve IP addresses: |:|

Timeout: [3 | {1-1005)
Pings Per TTL: [3 | (1-100)
Maximum TTL: [30 | (1-100)
Output

o results returned

Figure 8-6 Traceroute
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8.3.Watchdog

-> Watchdog| to start the watchdog. Watchdog is for periodic reboot setting and
periodic upload log setting.

Periodic reboot function can make the unit reboot in the specified time while it is enabled.

Periodic upload log function can make the unit upload the log to the ftp server in the specified time
while it is enabled.

Press [Tools

Status

Dizgnosis | Watchdog

Channel Scan

Watchdog

Periodic Reboot: [+

Random Delay: [

Schedule Mode: [ sun [ Mon [ Tues [Jwed [ Thur
Ori Osar

Periodic Mode: |-[_| |{Da‘y's:l

[ ODays, 0 means Periedic mode disabled.

Periodic Upload Log:

FTP Server User Mame:

FTP Server Password:
Show

FTP Server IP Address: [o Lo l-[o L fo |

[+
Random Delay: []

I

I

FTP Server Port |21 |

Schedule Mode: [sun [Imon [ Tues U wed [ Ther
i Osar

Periodic Mode: [0 | (D=ps)

B o ODays, 0 means Pericdic mode disablad.

Figure 8-7 Watchdog Setting
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9. AP-100 Information

The “About” in the web layout shows product information

Administration Tools

Status Configuration

Product Version

AP-100 Super WiFi Base Station

Product Information
Product Name: AP-100

Software Version

Version: 1.2.4.701
MiB: 1.1

Company Information
Company Name: Handlink Technologies Inc.

Technical Support: handlinksupport@handlink.com.tw
Web Site: http://www.handlink.com.tw

Figure 9-1 AP-100**About™

Details of AP-100 Information :

e
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