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1. Product Overview

1.1 Introduction

DWR (Dedicated WIFI Router), a special WiFi broadband router, not only it can be used as a
regular router but also make 3JTech WIFI cameras Plug-and-Play. With our proprietary wifiDHCP
technology, the WIFI cameras will get the SSID and WEP key automatically from the DWR via
Ethernet connection. The SSID and WEP key are randomly assigned upon the hardware reset of
DWR.
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1.2 Features

¢ As VPN client or pass-through.
e Offer 3JTech’s Wifi camera to be Plug-and-Play wifi cameras.

1.3 Package Contents

— 1 x DWR Router

— 1 x CD with Quick Installation Guide and User’s Manual
— 1 x RJ45 Ethernet Cable

— 1 x Power Adapter

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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2. Physical Description

The following information contains the physical description of DWR. This includes the functions and
the locations of each connector and indicator. This information provides useful reference when
installing the product. Please familiarize yourself with DWR.

2.1 Panels

2.1.1 Front and Rear Panels

For more related description, please refer to the Section 2.2 and Section 2.2.1.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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2.1.2 Bottom Panel

For more detailed description, please refer to the Section 2.2 and Section 2.2.2.

2.2 lllustration

No. in
Figures

Name on DWR

Description

Remark

1 WAN Port

For the access of Internet

Refer to section 2.2.1 for front
and real panels information.

LAN1~LAN 4 Port

Network Connectors

To connect to the device and
Ethernet port via RJ45 cable

Refer to section 2.2.1 for front
and real panels information.

3 wifi ANT SMA

To connect with the wifi

Refer to section 2.2.1 for front

Connector antenna and real panels information.
. Power Supply To connect with DWR and Refer to sectlonl2.2.1 for front
Connector the power adapter and real panels information.
5 LEDs To display the status of Refer.to. section 2.2.3 for LED
DWR description on the front panel.
To reset DWR to its factory | Refer to section 2.2.2 for bottom
6 Reset Button

defaults

panel information.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)

7




http://www.3jtech.com.tw 3JTEGH

http://www.pnpipcameras.com
DWR User’s Guide

2.2.1 Front and Rear Panel Information

WAN Port

Offer the access of Internet.

LAN1~LAN 4 Port Network Connectors

DWR is designed for 10/100Mbps Ethernet networks. DWR connects to the network via category 5

cable.

wifi ANT SMA Connector

Support WEP and WPA modes for wireless access.

Power Supply Connector

Plug the power adapter. The specifications of DWR’s power adapter are as follows:
B Input: 100 ~ 240V AC, 50/60Hz
B Output: 12V DC/ 1.5A

LEDs

Include the LEDs of POWER, WLAN (Wireless LAN), WAN Link and LAN Link.

2.2.2 Bottom Panel Information

Reset Button
Support the hardware reset function.

2.2.3 LED Description on the Front Panel

Power LED Wireless LAN

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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LED Color Status
POWER Green |Lit when +12V DC power is on and working.
) Lit when device is normal.
WLAN(Wireless LAN) | Green o
Flash when any traffic is present.
Lit when connection with remote device is good.
WAN Link Green |Flash when any traffic is present.
Off when cable connection is not good.
Lit when connection with remote device is good.
LAN Link Green |Flash when any traffic is present.

Off when cable connection is not good.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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3. Installation

3.1 Hardware Installation

Step 1: Place DWR to the best optimum transmission location. The best transmission location for
your DWR is usually at the geographic center of your wireless network, with line of sign
to all of your mobile stations.

Step 2: Connect DWR to your wired network. Connect the Ethernet WAN interface of DWR by
category 5 Ethernet cable to your switch/ hub/ xDSL modem or cable modem. A
straight-through Ethernet cable with appropriate cable length is needed.

Step 3: Supply DC power to DWR. Use only the AC/DC power adapter supplied with DWR; it
may occur damage by using a different type of power adapter.

3.2 Software Installation

There is no software drivers, patches or utilities installation needed, but only the configuration
settings. Please refer to this chapter which will instruct you how to configure and manage DWR
through the web user interface it supports. With this facility, you can easily access and monitor
through any one LAN port of DWR.

oNOTE:

It will take about 55 seconds to complete the boot up sequence after powering on DWR.

3.2.1 Software Configuration

In DWR, it supports a simple user management function to configure the system. The DWR is
delivered with the following factory default parameters on the Ethernet LAN interfaces.

Default IP Address: 192.168.8.1
Default IP subnet mask: 255.255.255.0

WEB login User Name: cameras

WEB login Password: cameras

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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3.2.2 Prepare your PC for DWR Configuration

B For OS of Microsoft Windows 95/ 98/ Me:
1. Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

oNOTE:

Windows Me users may not see the Network control panel. If so, select View all Control
Panel options on the left side of the window.

2.  Move mouse and double-click the right button on Network icon. The Network window will
appear.

3. Check the installed list of Network Components. If TCP/IP is not installed, click the Add
button to install it; otherwise go to step 6.

4. Select Protocol in the Network Component Type dialog box and click Add button.

5. Select TCP/IP in Microsoft of Select Network Protocol dialog box then click OK button to
install the TCP/IP protocol, it may need the Microsoft Windows CD to complete the
installation. Close and go back to Network dialog box after the TCP/IP installation.

6. Select TCP/IP and click the Properties button on the Network dialog box.

7.  Select Specify an IP address and type in values as following example.

v IP Address: 192.168.8.1, any IP address within 192.168.8.1 to 192.168.8.253 is
good to connect the Wireless LAN Access Point.
v' IP Subnet Mask: 255.255.255.0
8. Click OK and reboot your PC after completing the IP parameter settings.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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W For OS of Microsoft Windows 2000, XP:

1.

8.

Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.
Move mouse and double-click the right button on Network and Dial-up Connections icon.
Move mouse and double-click the Local Area Connection icon. The Local Area Connection
window will appear. Click Properties button in the Local Area Connection window.
Check the installed list of Network Components. If TCP/IP is not installed, click the Add
button to install it; otherwise go to step 6.
Select Protocol in the Network Component Type dialog box and click Add button.
Select TCP/IP in Microsoft of Select Network Protocol dialog box then click OK button to
install the TCP/IP protocol, it may need the Microsoft Windows CD to complete the
installation. Close and go back to Network dialog box after the TCP/IP installation.
Select TCP/IP and click the Properties button on the Network dialog box.
Select Specify an IP address and type in values as following example.

v'IP Address: 192.168.8.1, any IP address within 192.168.8.1 to 192.168.8.253 is

good to connect the Wireless LAN Access Point.

v' IP Subnet Mask: 255.255.255.0

Click OK to complete the IP parameter settings.

B For OS of Microsoft Windows NT:

1.

Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.
Move mouse and double-click the right button on Network icon. The Network window will
appear. Click Protocol tab from the Network window.
Check the installed list of Network Protocol window. If TCP/IP is not installed, click the Add
button to install it; otherwise go to step 6.
Select Protocol in the Network Component Type dialog box and click Add button.
Select TCP/IP in Microsoft of Select Network Protocol dialog box then click OK button to
install the TCP/IP protocol, it may need the Microsoft Windows CD to complete the
installation. Close and go back to Network dialog box after the TCP/IP installation.
Select TCP/IP and click the Properties button on the Network dialog box.
Select Specify an IP address and type in values as following example.

v'IP Address: 192.168.8.1, any IP address within 192.168.8.1 to 192.168.8.253 is

good to connect the Wireless LAN Access Point.

v' IP Subnet Mask: 255.255.255.0

Click OK to complete the IP parameter settings.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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3.2.3 Connect to DWR

After DWR has been connected to your PC via the network cable, please initiate a web browser, i.e.
Microsoft Internet Explore and enter http://192.168.8.1 on the URL to login DWR. Then, input the
default user name as well as the password, and click the OK button. The setup page for DWR will be
displayed once the login process is successful.

As the figure below shows, for example, left section is the whole list of sub functions while each of
main functions, including Setup Wizard, Operation Mode, Wireless, TCP/IP Settings, Firewall,
Management and Logout is selected.

WLAN Access Point

Operation Mode

Won can setop different modes to LAN and WLAN interface for NAT and bridging function,

In this mode, the device is supposed 0 comnect o intemet via ADSTAZakle
Modemn, The MAT is enabled and FCs in LA pors share the same [P to [SP
thromgh WAN port, The connection type cin ke setop in WAM page by vsing
PPFOE, DHCF client, PPTP client or static [P,

o Gateway:

" Bridee: In this mode, all ethemet ports and wireless infedface are bridged tosether and
’ WAT function is disabled. Al the W AN related fonction and firewall ame not

supported,

" Wircless ISP In this mode, all ethemet pocts are bridged together and the wirless clisnt will
comnert to ISF arress point, The MAT is enabled and PCs in ethemet pods
share the samne [P 4o ISP theouzgh wireless LAN, Yo mnst set the wircless o
client raode first and connect o the ISP AP in Site-Surwey page, The
comnestion type can be setop in WAN page by wsing PFPOE, DHCF client,
FPTP client or static IP.

Aprly Change | Re.setl

Fig. 3-1

3.2.4 Management and Configuration on DWR

3.2.4.1 Status

This page shows the current status and some basic settings of the device, includes system, wireless,
Ethernet LAN and WAN configuration information.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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Access Point Status

This page shows the coment stahs and somme basic settings of the deviee,

¥3tem
Uptime
Fimware Version

‘

Wireless Confignration

Odasr 1T he Sl s
1.5

Mode AF
Band 24 GHz (B+3)
SSID W VYgH3I OhoFR PR
Channel Humber 11
Encryption WEF édhits
BESSID O e 00:00:10
Associated Clients 1]
TCP/P Configuration
Attain IP Frotocol Fixed [F
IP Address 152,168.8.1
Subnet Mask 25525532550
Default Gateway 152,168.8.1
DHCF Servexr Enahled
MAC Address O e 00:00:10
Attain IP Protocol DHCE
IF Address Bl 56,193,383
Subnet Mask 255255255128
Default Gateway Bl 26193120
Fig. 3-2
Item Description
System
Uptime It shows the duration since DWR is powered on.

Firmware version

It shows the firmware version of DWR.

Wireless Configuration

Mode It shows wireless operation mode.
Band It shows the current wireless operating frequency.
SSID It shows the SSID of this DWR.

The SSID is the unique name of DWR and shared
among its service area, so all devices attempts to join
the same wireless network can identify it.

Channel Number

It shows the wireless channel connected currently.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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Encryption It shows the status of encryption function.
BSSID It shows the BSSID address of DWR. BSSID is a
six-byte address.

Associated Clients It shows the number of connected clients (or stations,

PCs).
TCP/IP Configuration
Attain IP Protocol It shows type of connection.
IP Address It shows the IP address of LAN interfaces of DWR.
Subnet Mask It shows the IP subnet mask of LAN interfaces of DWR.
Default Gateway It shows the default gateway setting for LAN interfaces
outgoing data packets.
DHCP Server It shows the DHCP server is enabled or not.
MAC Address It shows the MAC address of LAN interfaces of DWR.
WAN Configuration
Attain IP Protocol It shows how DWR gets the IP address. The IP address

can be set manually to a fixed one or set dynamically by
DHCP server or attain IP by PPPoE / PPTP connection.

IP Address It shows the IP address of WAN interface of DWR.

Subnet Mask It shows the IP subnet mask of WAN interface of DWR.

Default Gateway It shows the default gateway setting for WAN interface
outgoing data packets.

MAC Address It shows the MAC address of WAN interface of DWR.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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3.2.4.2 Setup Wizard

This page guides you to configure DWR for the first time. Please press Next to continue.

Operation Mode

WIAN Access Point

Setup Wizard

The setop wizaed will suide wou o confizure ancess point for first time, Flease follow the setop wizard

step by StEp.

Welcome to Setnp Wizard.

The Wizard will guide you the throngh following steps. Begin by clicking on Next.

1. Setp Operation Mode
2. Choose your Time Zone
3. Setop LAN Inferface
4, Setop WAN Iterface
Mexts= |
Fig. 3-3

This page followed by Setup Wizard page to define the operation mode.

1. Operation Mode

Yom can setop different modes o LAY and WLAN interface fior MAT and bridging fonction,

% Gateway:

" Bridge:

T Wireless ISP-

Inn this mede, the device is supposed o connect to infemet wia ADSLA ke
Modermn, The MAT is enabled and PCs in four LAN ports share the same [F o
ISF thromgh WAM port, The connection type cin be setop in WAN moge by
using FFPOE, DHCF client, FFTF client ¢r static IP,

In this rode, all ethemet ports and wireless infediace are bridged together and,
MAT fonction is disabled, ALl the W AN related fonction and firewall are not

supponted,

In this mode, all ethemet ports are hridged together and the wireless client will
commect 1 ISP aceess point, The NAT 13 enabled and PCs in ethemet ports
share the samme IF 40 ISP through wirsless LA, Yon must set the wirless o
client mode first and connerct #0 the ISF AP in Site-Survey page, The
commection type cin be setnp in WAN page by nsing FFFOE, DHCF client,
FFTF client or static IP.

Cancel | <<Back | Ne:{t:b:sl

Fig. 3-4
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Time Zone Setting
This page is used to enable and configure NTP client.

2. Time Zone Setting

on cam toadntain the systemn time by synchronizing with 2 poblic e seever over the Intemet,

" Enable NTP client update

Time Zone Select : | (G T+08:00 Taigei =]
NTP server : [[925 4T - North Amedca |7

Cancel ==Back Mewt==

Fig. 3-5

LAN Interface Setup

This page is used to configure local area network IP address and subnet mask.

3. LAN Interface Setup

This page is nsed 4o configme the pammoeters for local ams netarork which comnects to the LAM port of
your Access Point, Here von may change the seting for [P addresss, subnet mask, DHCE, et

IP Address: Ilgl.lﬁﬁ.ﬂ.l
Subnet Mask: |255 2552550

Caner] <=Back Mext==

Fig. 3-6

WAN Interface Setup

This page is us

ed to configure WAN access type.

4, WAN Interface Setup

This page is used 0 oonfigurs the parameters for ntemet netarock which connects o the WA port of
vonr Acress Point, Here wou ray change the aocess methaod o static IP, DHCF, FFFoE or FETE by
click the itern value of W AN Access type,

WAN Access Type:

Cancel | <Back | Finisha:ll

Fig. 3-7
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3.2.4.3 Operation Mode

This page is used to configure which mode that DWR will act.

WILAN Access Point

Operation Mode

o can setp diffierent medes o LAN and WLAM interface for NAT and brldging function.

In this mode, the device is supposed. to comnect 0 intemet via ADSLACake
Meodem, The MAT is enabled and PCs in LAN ports share the same [P o ISP
throngh WAN port, The connertion type can be setop in WAN mage by using
FFPOE, DHCP client, PETF client or static TP,

& Gateway:

C Bridge: In this mode, all ethemet ports and wireless interface are bridged together and
’ NAT fonction &= disabled, All the W AN related function and firewall ae not

suppcrted,

O Wireless [Sp- I this mode, all ethemet ports ave tuidged together and the wireless client will
commect b IS access point, The AT is enabled and P25 in ethemet pocts
share the same [P to [SF thromgh wisless LAM, You mmat set the wirsless to
cliemt raode first and connect to the ISP AP in Site-Swrvey page. The
commection e can be setp in W AN page by using FPPOE, DHCF client,
PPTF client o static [P

Apply Change | Raset|

Fig. 3-8

Item Description

Gateway Traditional gateway configuration. It always
connects Internet via ADSL/Cable Modem. LAN
interface, WAN interface, Wireless interface, NAT
and Firewall modules are applied to this mode.
Bridge Each interface (LAN, WAN and Wireless) regards as
bridge. NAT, Firewall and all router’s functions are
not supported.

Wireless ISP Switch Wireless interface to WAN port and all
Ethernet ports in bridge mode. Wireless interface
can do all router’s functions.

Apply Changes Click the Apply Changes button to complete the
new configuration setting.
Reset Click the Reset button to abort change and recover

the previous configuration setting.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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3.2.4.4 Wireless - Basic Settings

This page is used to configure the parameters for wireless LAN clients that may connect to your
DWR. Here you may change wireless encryption settings as well as wireless network parameters.

WILAN Access Point

Wireless Basic Settings

This page is wsed o configne the pasmeters for wirdess LAM clients which may connect 0 oo
Arcess Point, Here won moay change wirsless encryption settings as well as wirsless network paramnsters,

" Disable Wireless LAN Interface

Band: |2.f1 GHz (B+3) vI
Mode: IAP vI
Network Type: Ih]frasu-uctu.re vI
S8ID: |1 EvPEW 830rglIFAF
WEF Eey: |’?5’?8d’?3fb’?

Channel Number: 11 =

Associated Clients- Sher Sective Clients

I”  Enable Mac Clone (Single Ethernet Client)

[ ApplyChangss | Reost|
Fig. 3-9

ltem Description

Disable Wireless LAN|Click on to disable the wireless LAN data

Interface transmission.

Band Click to select 2.4GHz(B) / 2.4GHz(G) /
2.4GHz(B+G).

Mode Click to select the WLAN AP / Client / WDS /
AP+WDS wireless mode.

Network Type Support Inferstructure mode in wireless network
connection. In this mode, the device can connect to
DWR.

SSID It is the wireless network name. The SSID can be 32
bytes long.

WEP Key 64Bit encryption algorithm.

Channel Number Select the wireless communication channel from the
pull-down menu.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
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Associated Clients  |Click the Show Active Clients button to open Active
Wireless Client Table that shows the MAC address,
transmit-packet, receive-packet and
transmission-rate for each associated wireless

client.
Enable Mac Clone |Take Laptop NIC MAC address as wireless client
(Single Ethernet MAC address. [Client Mode only]
Client)
Apply Changes Click the Apply Changes button to complete the
new configuration setting.
Reset Click the Reset button to abort change and recover

the previous configuration setting.

3.2.4.5 Wireless - Advanced Settings

These settings are only for more technically advanced users who have a sufficient knowledge about
wireless LAN. These settings should not be changed unless you know what effect the changes will
have on your DWR.

WILAN Access Point

Wireless Advanced Settings

These setings are cnly for more echnically advanced wsers whe have a sufficient knowled ge about
wireless LAN, These settings should not ke changed unless wou know what effert the changes will have

om your Aceess Foint,
Authentication Type: O Open Systern. © Shared ey At
Fragment Threshold: |2346 (256-2346)

Beacon Interval: IlCO (01034 )

Data Rate: I!—'&uto vl

Preamble Type: @ Long Preamble  © Short Prearable

Broadcast SSID: @ Enabled  © Disakled

IAPP: @ Enabled € Disabled

802.11 g Protection: & Enabled  © Disabled

WHM: C Engbled @ Disabled

RF Qutput Power: &0 Csg Case Clos Cig

Turbo Mode: & ane O Always O OfF
Mode: "Always" may have compatibility issue, "Aute” will only work
with DWR Series produet,

Apply Changes | Rﬂsetl

Fig. 3-10
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Item Description

Authentication Type |Click to select the authentication type in Open
System, Shared Key or Auto selection.
Fragment Threshold |Set the data packet fragmentation threshold, value
can be written between 256 and 2346 bytes.

RTS Threshold Set the RTS Threshold, value can be written
between 0 and 2347 bytes.

Beacon Interval Set the Beacon Interval, value can be written
between 20 and 1024 ms.

Data Rate Select the transmission data rate from the pull-down
menu. Data rate can be auto-select, 11M, 5.5M, 2M
or 1Mbps.

Preamble Type Click to select the Long Preamble or Short

Preamble support on the wireless data packet
transmission.

Broadcast SSID Click to enable or disable the SSID broadcast
function.

IAPP Click to enable or disable the IAPP function.

802.11g Protection  |Protect 802.11b user.

WMM Click Enabled/Disabled to init WMM feature.

RF Output Power To adjust transmission power level.

Turbo Mode Click to Enable/Disable turbo mode. (Only apply to
the application of DWR to DWR).

Apply Changes Click the Apply Changes button to complete the

new configuration setting.

Reset Click the Reset button to abort change and recover
the previous configuration setting.
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3.2.4.6 Wireless - Access Control

If you enable wireless access control, only those clients whose wireless MAC addresses are in the
access control list will be able to connect to your Access Point. When this option is enabled, no
wireless clients will be able to connect if the list contains no entries.

WILAN Access Point

Wireless Access Control

If v cheose 'Blowed Listed |, only those clients whese wircless MAC addresses ae in the access
comteod st will ke akle to commect w0 wour Access Point, When Deny Listed' 15 selected, these wircless
clients on the list will not be able o connect the Access Point,

Wireless Access Control Mode: | Allow Listed =

MAC Address: I Comment: I

Apply Changes | Resetl

Current Access Control List:

Q0027281 :86:01 ST-1 Il
00:00:55:66:66:50 ST-2 Il
DelseSeiecd | DelesAll | Reset|
Fig. 3-11
ltem Description
Wireless Access Click the Disable, Allow Listed or Deny Listed of
Control Mode drop down menu choose wireless access control
mode.

This is a security control function; only those clients
registered in the access control list can link to this

DWR.
MAC Address Fill in the MAC address of client to register this DWR
access capability.
Comment Fill in the comment tag for the registered client.
Apply Changes Click the Apply Changes button to register the

client to new configuration setting.

Reset Click the Reset button to abort change and recover
the previous configuration setting.
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Current Access It shows the registered clients that are allowed to

Control List link to this DWR.

Delete Selected Click to delete the selected clients that will be
access right removed from this DWR.

Delete All Click to delete all the registered clients from the
access allowed list.

Reset Click the Reset button to abort change and recover
the previous configuration setting.

3.2.4.7 WDS Settings

Wireless Distribution System uses wireless media to communicate with other APs, like the Ethernet
does. To do this, you must set these APs in the same channel and set MAC address of other AP that
you want to communicate with in the table and then enable the WDS.

oNOTE: WDS / AP + WDS mode must be selected in Wireless Basic Settings if you would like to enable the

function of WDS settings.
WILAN Access Point
WDS Settings

Wireless Distibution Systern vies wireless media 0 corrmunicats with other APs, like the Bthemet
does, To do this, you rmust set these AFs in the same channel and set MAC address of other AFs which
wem Want 10 comanmicate with in the table and then enable the WDS,

¥ Enable WDS
Add WDS AP:  MAC Address | Comment |
Apply Changes | Eeset | Set Seruity | Show Statistics |

Current WDS AP List:

O002:72:81 8600 AP-1 il
0002:72:31:86:00 AP-2 Il

Delete Selected | DeleheA]ll Rasetl

Fig. 3-12
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ltem Description

Enable WDS Click the checkbox to enable wireless distribution
system function.

MAC Address Fill in the MAC address of AP to register the wireless
distribution system access capability.

Comment Fill in the comment tag for the registered AP.

Apply Changes Click the Apply Changes button to register the AP
to new configuration setting.

Reset Click the Reset button to abort change and recover
the previous configuration setting.

Set Security Click button to configure wireless security like

WEP(64bits), WEP(128bits), WPA(TKIP),
WPA2(AES) or None

Show Statistics It shows the TX, RX packets, rate statistics

Delete Selected Click to delete the selected clients that will be
removed from the wireless distribution system.

Delete All Click to delete all the registered APs from the
wireless distribution system allowed list.

Reset Click the Reset button to abort change and recover

the previous configuration setting.

3.2.4.8 Site Survey

This page is used to view or configure other APs near yours.

WILAN Access Point

Wireless Site Survey

This page provides tool to scan the wireless network, I any Aocess Point or IBSS is found, swon conld
chocse o oonmert it rannally when client mode is enabled,

|IN11[BLkaqu4ghq |03:09:b5:31:3?:04 |11(B+G)| AP | WEF | 100
|ﬂdrian |C0:C@:b5:ab:o:l:ee |11(B+G)| AP | WEP | G5
Refreshl omnest
B Logout |
Fig. 3-13
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Item Description
SSID It shows the SSID of AP.
BSSID It shows BSSID of AP.
Channel It show the current channel of AP occupied.
Type It show which type AP acts.
Encrypt It shows the encryption status.
Signal It shows the power level of current AP.
Refresh Click the Refresh button to re-scan site survey on
the screen.
Connect Click the Connect button to establish connection.

3.2.4.9 LAN Interface Setup

This page is used to configure the parameters for local area network that connects to the LAN ports
of your DWR. Here you may change the setting for IP address, subnet mask, DHCP, etc.

WIAN Access Point

LAN Interface Setup

This page 1s vsed o oonfigure the pasmeters for local area network which connects to the LAN port of
vonr Aocess Point, Here you may change the seting for [P addresss, subnet mask, DHCF, etc.,

IP Address: [foziessl

Subnet Mask: 2553550

Default Gateway: peso

DHCP: [Server 7]

DHCP Client Range:  [I921688.100 - [[92.168.6.200 Showr Client |
Domain Mame:

802.1d Spanning Tree:  [Disabied =]

Clone MAC Address:  [000000000000

Apply Changes | Rasetl

Fig. 3-14
Item Description
IP Address Fill in the IP address of LAN interfaces of this WLAN
Access Point.
Subnet Mask Fill in the subnet mask of LAN interfaces of this
WLAN Access Point.
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Default Gateway Fill in the default gateway for LAN interfaces out
going data packets.
DHCP Click to select Disabled, Client or Server in

different operation mode of wireless Access Point.
DHCP Client Range [Fill in the start IP address and end IP address to
allocate a range of IP addresses; client with DHCP

function set will be assigned an IP address from the
range.

Show Client Click to open the Active DHCP Client Table window
that shows the active clients with their assigned IP
address, MAC address and time expired
information. [Server mode only]

Domain Name Assign Domain Name and dispatch to DHCP clients.
It is optional field.

802.1d Spanning Select to enable or disable the IEEE 802.1d

Tree Spanning Tree function from the pull-down menu.

Clone MAC Address |Fill in the MAC address that is the MAC address to
be cloned.

Apply Changes Click the Apply Changes button to complete the

new configuration setting.

Reset Click the Reset button to abort change and recover
the previous configuration setting.
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3.2.4.10 WAN Interface Setup

This page is used to configure the parameters for wide area network that connects to the WAN port

of your DWR. Here you may change the access method to Static IP, DHCP, PPPoE or PPTP by
clicking the item value of WAN Access Type.

Static IP

WLAN Access Point

WAN Interface Setup

This page is used 1o configune the parammetes for Intemet network Which connects 10 the WAN port of vour Aocess
Foint, Here won may change the access method o static [P, DHCFE, FFPoE or FFTF by click the item value of
WAN Aoress type,

WAN Access Type:

IP Address: |1?2.1.1.1
Subnet Mask: |255 2552550
Default Gateway: |1?2.1 1254

MTU Size: 1500 (1400-1 500 biytes)
DNS 1: I—
DNS 2: I—
DNS 3: —
Clone MAC Address:  [D00O0000 |
" Enable uPNP
" Enable Ping Access on WAN
" Enable Web Server Access on WAN
¥ Enable IPsec pass through on VPN connection

<

Enable PPTP pass through on VPN connection
Enable L2TF pass through on VPN connection

<l

Fig. 3-15

Item Description

Static IP Click to select Static IP support on WAN interface.
There are IP address, subnet mask and default
gateway settings need to be done.

IP Address If you select the Static IP support on WAN interface,
fill in the IP address for it.

Subnet Mask If you select the Static IP support on WAN interface,
fill in the subnet mask for it.

Default Gateway If you select the Static IP support on WAN interface,

fill in the default gateway for WAN interface out
going data packets.
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MTU Size Fill in the mtu size of MTU Size. The default value is
1400.

DNS 1 Fill in the IP address of Domain Name Server 1.

DNS 2 Fill in the IP address of Domain Name Server 2.

DNS 3 Fill in the IP address of Domain Name Server 3.

Clone MAC Address

Fill in the MAC address that is the MAC address to
be cloned.

Enable uPNP

Click the checkbox to enable uPNP function.

Enable Ping Access
on WAN

Click the checkbox to enable Ping Access on WAN
function.

Enable Web Server
Access on WAN

Click the checkbox to enable web configuration from
WAN side.

Enable IPsec pass
through on VPN
connection

Click the checkbox to enable IPSec packet pass
through.

Enable PPTP pass
through on VPN
connection

Click the checkbox to enable PPTP packet pass
through.

Enable L2TP pass
through on VPN

Click the checkbox to enable L2TP packet pass
through.

connection

Apply Changes Click the Apply Changes button to complete the
new configuration setting.

Reset Click the Reset button to abort change and recover

the previous configuration setting.
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DHCP Client

WILAN Access Point

WAN Interface Setup

This page 15 vsed to configure the parameters for Intemet netword which connects to the WAN port of vour Aocess
Point, Here wou may change the access method to static [P, DHCE, PFPoE cr PPTF by click the itern value of
WAN Access type,

WAN Access Type: [DHCP Chent]id
Host Name: I

' Attain DNS Automatically
& Set DNS Manually

DNS 1: 7
DNS 2: —
DNS 3: |—
Clone MAC Address:  [00000000000 |

Enable nPNP

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

UL I i

Fig. 3-16
Item Description

DHCP Client Click to select DHCP support on WAN interface for
IP address assigned automatically from a DHCP
server.

Host Name Fill in the host name of Host Name. The default
value is empty.

MTU Size Fill in the mtu size of MTU Size. The default value is
1400.

Attain DNS Click to select getting DNS address for DHCP

Automatically support. Please select Set DNS Manually if the
DHCP support is selected.

Set DNS Manually  |Click to select getting DNS address for DHCP
support.

DNS 1 Fill in the IP address of Domain Name Server 1.

DNS 2 Fill in the IP address of Domain Name Server 2.

DNS 3 Fill in the IP address of Domain Name Server 3.
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PPPOE

Clone MAC Address

Fill in the MAC address that is the MAC address to
be cloned.

Enable uPNP

Click the checkbox to enable uPNP function.

Enable Ping Access
on WAN

Click the checkbox to enable Ping Access on WAN
function.

Enable Web Server
Access on WAN

Click the checkbox to enable web configuration from
WAN side.

Enable IPsec pass
through on VPN
connection

Click the checkbox to enable IPSec packet pass
through.

Enable PPTP pass
through on VPN
connection

Click the checkbox to enable PPTP packet pass
through.

Enable L2TP pass
through on VPN

Click the checkbox to enable L2TP packet pass
through.

connection

Apply Changes Click the Apply Changes button to complete the
new configuration setting.

Reset Click the Reset button to abort change and recover

the previous configuration setting.

WLAN Access Point

WAN Interface Setup

This page is vsed to configure the prraroeters for Intemet network which connects to the W AN port of your Access
Point, Here vom may change the aness method o static I, DHCP, PEPoE or FFTE by click the itern value of
W AN Access type.

WAN Access Tyve: gl =]

User Name: I—

Password: I—

Service Name: |—

Comnection Type:  [Contimons 5] | it | | Do |
Idle Time: F (1000 minutes)

MTU Size: 1452 {1360 1497 Lytes)

& Attain DNS Automatically
' Set DNS Manually

DNS 1:

DNS 2:

DHS 3:
Clone MAC Address:
" Enable uPNP

hle Ping Arress o

Fig. 3-17
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Item Description

PPPoE Click to select PPPoE support on WAN interface.
There are user name, password, connection type
and idle time settings need to be done.

User Name If you select the PPPoE support on WAN interface,
fill in the user name and password to login the
PPPoOE server.

Password If you select the PPPoE support on WAN interface,
fill in the user name and password to login the
PPPOE server.

Service Name Fill in the service name of Service Name. The
default value is empty.
Connection Type Select the connection type from pull-down menu.

There are Continuous, Connect on Demand and
Manual three types to select.

m Continuous connection type means to setup the
connection through PPPOE protocol whenever this
DWR is powered on.

m Connect on Demand connection type means to
setup the connection through PPPoE protocol
whenever you send the data packets out through the
WAN interface; there are a watchdog implemented
to close the PPPoOE connection while there are no
data sent out longer than the idle time set.

B Manual connection type means to setup the
connection through the PPPoE protocol by clicking
the Connect button manually, and clicking the
Disconnect button manually.

Idle Time If you select the PPPoE and Connect on Demand
connection type, fill in the idle time for
auto-disconnect function. Value can be between 1
and 1000 minutes.

MTU Size Fill in the mtu size of MTU Size. The default value is
1400.

Attain DNS Click to select getting DNS address for PPPoE

Automatically support. Please select Set DNS Manually if the

PPPOE support is selected.
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Set DNS Manually  |Click to select getting DNS address for Static IP

support.
DNS 1 Fill in the IP address of Domain Name Server 1.
DNS 2 Fill in the IP address of Domain Name Server 2.
DNS 3 Fill in the IP address of Domain Name Server 3.
Clone MAC Address |Fill in the MAC address that is the MAC address to
be cloned.
Enable uPNP Click the checkbox to enable uPNP function.
Enable Ping Access |Click the checkbox to enable Ping Access on WAN
on WAN function.

Enable Web Server |Click the checkbox to enable web configuration from
Access on WAN WAN side.
Enable IPsec pass |Click the checkbox to enable IPSec packet pass

through on VPN through.

connection

Enable PPTP pass |Click the checkbox to enable PPTP packet pass
through on VPN through.

connection

Enable L2TP pass |Click the checkbox to enable L2TP packet pass
through on VPN through.

connection

Apply Changes Click the Apply Changes button to complete the

new configuration setting.

Reset Click the Reset button to abort change and recover
the previous configuration setting.
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PPTP

WILAN Access Point
WAN Interface Setup

This pageis vsed o configure the parameters for ntemet netwod which connects 1o the W AN port of wour Access
FPoint, Here vou. may change the ancess method to static [P, DHCF, FEFoE or FFTF by click the itern value of
W AN Access type,

WAN Access Type:  [TRiialN =

IP Address: [z ]
Submet Mask: pEasssss
Server IP Address: i ]

User Name: I—
Password: |—

MTU Size: 480 f1ao0-1e60 ytes

T Request MPPE Encryption

& Attain DNS Automatically
" Set DNS Manually

DNS 1: [
DNS 2: |—
DNS 3: 7
Clone MAC Address:  [0O0000000000 |
Fig. 3-18
Item Description
PPTP Allow user to make a tunnel with remote site directly

to secure the data transmission among the
connection. User can use embedded PPTP client
supported by this router to make a VPN connection.

IP Address If you select the PPTP support on WAN interface, fill
in the IP address for it.
Subnet Mask If you select the PPTP support on WAN interface, fill

in the subnet mask for it.

Server IP Address Enter the IP address of the PPTP Server.

User Name If you select the PPTP support on WAN interface, fill
in the user name and password to login the PPTP
server.

Password If you select the PPTP support on WAN interface, fill
in the user name and password to login the PPTP
server.

MTU Size Fill in the mtu size of MTU Size. The default value is
1400.
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Request MPPE Click the checkbox to enable request MPPE

Encryption encryption.

Attain DNS Click to select getting DNS address for PPTP

Automatically support. Please select Set DNS Manually if the
PPTP support is selected.

Set DNS Manually  |Click to select getting DNS address for PPTP
support.

DNS 1 Fill in the IP address of Domain Name Server 1.

DNS 2 Fill in the IP address of Domain Name Server 2.

DNS 3 Fill in the IP address of Domain Name Server 3.

Clone MAC Address |Fill in the MAC address that is the MAC address to
be cloned.

Enable uPNP Click the checkbox to enable uPNP function.

Enable Ping Access |Click the checkbox to enable Ping Access on WAN

on WAN function.

Enable Web Server |Click the checkbox to enable web configuration from

Access on WAN WAN side.

Enable IPsec pass |Click the checkbox to enable IPSec packet pass

through on VPN through.

connection

Enable PPTP pass |Click the checkbox to enable PPTP packet pass

through on VPN through.

connection

Enable L2TP pass  |Click the checkbox to enable L2TP packet pass

through on VPN through.

connection

Apply Changes Click the Apply Changes button to complete the
new configuration setting.

Reset Click the Reset button to abort change and recover
the previous configuration setting.
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3.2.4.11 Firewall - Port Filtering

Entries in this table are used to restrict certain types of data packets from your local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local
network.

WLAN Access Point

Port Hiltering

tion Mode

Entries in this table are nsed to mstrict cerkin types of data packets from vour local network to Intemet
thromgh the Gatewray, e of such filters can be helpful in secuing or estdoting our local netwod:,

¥ Enable Port Filtering
PortRange:| - Protocol: [0 =] Comment: |

Apply Changes | Rasetl

Current Filter Table:

.~ PortRamgee  Proocol  Commemt  Select
021 r

TCF+UDF FIF

Deleh:Selacta:ll DeleleA]ll Resetl

Fig. 3-19

Item Description

Enable Port Filtering |Click to enable the port filtering security function.

Port Range To restrict data transmission from the local network
on certain ports, fill in the range of start-port and
end-port, and the protocol, also put your comments

on it.

Protocol The Protocol can be TCP, UDP or Both.

Comment Comment let you know about the reason to restrict
data from the ports.

Apply Changes Click the Apply Changes button to register the ports
to port filtering list.

Reset Click the Reset button to abort change and recover
the previous configuration setting.

Delete Selected Click to delete the selected port range that will be
removed from the port-filtering list.

Delete All Click to delete all the registered entries from the

port-filtering list.

Reset Click the Reset button to abort change and recover
the previous configuration setting.
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3.2.4.12 Firewall - IP Filtering

Entries in this table are used to restrict certain types of data packets from your local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local
network.

WILAN Access Point
IP Hiltering

Entries in this table are nsed o mestict certain types of data packets fromn wour local network to Intemet
theomgh the Gateway, Use of such filters can be helpfiol in seruing or restdcting your local netwodz,

¥ Enable IP Filtering

Loal IP Address: | Protocol: |F%" =] Comment: |

Apply Changes | Resetl

Current Filter Table:
 Local P Address  Protocol  Comment  Select
192.168.8.201 TCE+UDF ST-1 I
192.168.8.202 TCP ST-2 -
Delete Selected | DelebaA]ll Rasf:tl
Fig. 3-20
Item Description

Enable IP Filtering  |Click to enable the IP filtering security function.
Local IP Address To restrict data transmission from local network on

certain IP addresses, fill in the IP address and the
protocol, also put your comments on it.

Protocol The Protocol can be TCP, UDP or Both.

Comment Comment let you know about the reason to restrict
data from the IP address.

Apply Changes Click the Apply Changes button to register the IP
address to IP filtering list.

Reset Click the Reset button to abort change and recover
the previous configuration setting.

Delete Selected Click to delete the selected IP address that will be
removed from the IP-filtering list.

Delete All Click to delete all the registered entries from the
IP-filtering list.

Reset Click the Reset button to abort change and recover

the previous configuration setting.
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3.2.4.13 Firewall - MAC Filtering

Entries in this table are used to restrict certain types of data packets from your local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local
network.

WLAN Access Point

MAC Filtering

Entries in this fable are vsed t0 retrict cerain types of data packets fromn Your local networds o Intemet
through the Gateway, Use of such filiers can be helpful in securing or restricting your local network,

B Por Filtering ¥/ Enable MAC Filtering
IP Filtering MACAdd:ess:l— Comment:l—
Apply Changss | Reset |
Current Filter Table:
| MACAddess | Commeat  Select
0002720008150 ST-1 Il
0002 72:00:81 91 ST-2 -
Delere Selecied. | DeloreAll | Reset|
Fig. 3-21
Item Description

Enable MAC Filtering |Click to enable the MAC filtering security function.

MAC Address To restrict data transmission from local network on
certain MAC addresses, fill in the MAC address and
your comments on it.

Comment Comment let you know about the reason to restrict
data from the MAC address.

Apply Changes Click the Apply Changes button to register the MAC
address to MAC filtering list.

Reset Click the Reset button to abort change and recover
the previous configuration setting.

Delete Selected Click to delete the selected MAC address that will be
removed from the MAC-filtering list.

Delete All Click to delete all the registered entries from the
MAC-filtering list.

Reset Click the Reset button to abort change and recover
the previous configuration setting.
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3.2.4.14 Firewall - Port Forwarding

Entries in this table allow you to automatically redirect common network services to a specific
machine behind the NAT firewall. These settings are only necessary if you wish to host some sort of

server like a web server or mail server on the private local network behind your Gateway's NAT
firewall.

WLAN Access Point
Port Forwarding

Entries in this taklz allow son t0 autoratically ediect cornmen netiork serices 10 4 specific maching behind the
NAT fireweall, These settings are only necessary if vou wish o host some sort of server like a web server or mmail
server on the peivate local netaronk behind your Gateveay's MAT firewall

¥ Enable Port Forwarding

IPAdd:ess:I Protoool:lWPoﬂRange:l_—l_Commmtl

Apply Changes | Raset|

B Logout
Current Port Forwarding Table:
 Local IP Address ~ Protocol ~ PortRange  Comment
192.168.8.201 TCP+UUDF 2021 FTP r
Deleie Selected | Delewall | Reset |
Fig. 3-22
Item Description
Enable Port Click to enable the Port Forwarding security
Forwarding function.
IP Address To forward data packets coming from WAN to a

specific IP address that hosted in local network
behind the NAT firewall, fill in the IP address,
protocol, port range and your comments.

Protocol The Protocol can be TCP, UDP or Both.

Port Range The Port Range for data transmission.

Comment Comment let you know about the reason to allow
data packets forward to the IP address and port
number.

Apply Changes Click the Apply Changes button to register the IP
address and port number to Port forwarding list.

Reset Click the Reset button to abort change and recover

the previous configuration setting.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
38



http://www.3jtech.com.tw 3JTEGH

http://www.pnpipcameras.com
DWR User’s Guide

Delete Selected Click to delete the selected IP address and port
number that will be removed from the
port-forwarding list.

Delete All Click to delete all the registered entries from the
port-forwarding list.

Reset Click the Reset button to abort change and recover
the previous configuration setting.

3.2.4.15 Firewall — URL Filtering

URL Filtering is used to restrict users to access specific websites in internet.

WLAN Access Point
URL Filtering

URL filter i nsed to deny LAM vsers from accessing the intemet, Block those TRLs which contain

leeyrwonds listed below,
B ¥ Enable URL Filtering
= ' URL Address: |
= Apply Changes | Raet|
B omz
: Logout Current Filter Table:
DeleSelcsd | Deledll | Reset|
Fig. 3-23
Item Description
Enable URL Filtering |Click to enable the URL Filtering function.
URL Address Add one URL address.
Apply Changes Click the Apply Changes button to save settings.
Reset Click the Reset button to abort change and recover
the previous configuration setting.
Delete Selected Click to delete the selected URL address that will be
removed from the URL Filtering list.
Delete All Click to delete all the registered entries from the
URL Filtering list.
Reset Click the Reset button to abort change and recover
the previous configuration setting.

Copyright of 3JTech Co., Ltd. (also doing business as A3J Engineering Inc.)
39



http://www.3jtech.com.tw 3JTEGH

http://www.pnpipcameras.com
DWR User’s Guide

3.2.4.16 Firewall - DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to
its local private network. Typically, the DMZ host contains devices accessible to Internet traffic, such
as Web (HTTP) servers, FTP servers, SMTP (e-mail) servers and DNS servers.

WILAN Access Point

DMZ

& Dernilitarized Zone 1s vsed o provide Intemet services without sacoificing unanthorized access to it
Toval peivate netwonks, Typirally, the DMZ host contiins devices accessible to Intemet taffin, suchas
Web (HTTF ) servers, FTP sexvvers, SMTF (e-mail) servers and DNS servers,

M Enable DMZ
DMZ Host IP Address: IW
[ ApplyChangss | Reset|
Fig. 3-24
Item Description
Enable DMZ Click to enable the DMZ function.

DMZ Host IP Address|To support DMZ in your firewall design, fill in the IP
address of DMZ host that can be access from the
WAN interface.

Apply Changes Click the Apply Changes button to register the IP
address of DMZ host.
Reset Click the Reset button to abort change and recover

the previous configuration setting.
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3.2.4.17 Management - Statistics

This page shows the packet counters for transmission and reception regarding to wireless, Ethernet
LAN and Ethernet WAN networks.

WLAN Access Point

Statistics
Operation Made This page shows the packet cownters for tamsmission and reception reganding o Wirsless and Bhemet
networks,
3 |SmrPa:Rrs |1161
Wireless LAN -
|R.:mvm‘Pa:krzs |239532
|SmrPac:Rm |5’?33
Ethernet LAN i
|Eemvm‘Pa:kr:s |5813
[Seoz Packess 5225
Ethernet WAN E
|E.:mvm‘Pa:kw |35303
Refiesh |
Fig. 3-25
Item Description
Wireless LAN It shows the statistic count of sent packets on the
Sent Packets wireless LAN interface.
Wireless LAN It shows the statistic count of received packets on
Received Packets [the wireless LAN interface.
Ethernet LAN It shows the statistic count of sent packets on the
Sent Packets Ethernet LAN interface.
Ethernet LAN It shows the statistic count of received packets on
Received Packets [the Ethernet LAN interface.
Ethernet WAN It shows the statistic count of sent packets on the
Sent Packets Ethernet WAN interface.
Ethernet WAN It shows the statistic count of received packets on
Received Packets |the Ethernet WAN interface.
Refresh Click the refresh the statistic counters on the screen.
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3JTECR

3.2.4.18 Management - DDNS

This page is used to configure Dynamic DNS service to have DNS with dynamic IP address.

WILAN Access Point

Dynamic DNS Setting

Dvmarnic DS is a service, that provides von with 2 valid, unchanging, intemet dormain narne (an UEL)

10 go with that (possikly everchanging) [P-addeess,

"' Enable DDNS

Service Provider - [DonlE =

Domain Name : |host.dyndm.org

User Name/Email: |

Password/Eey: |

Hager
Foy TZ0, your cap have a 30 days free trral Sere or mangee yorr TZ0 acconnt o copirof pane!
For DyslDNS, yow can creaie yvour DvaDINE avonst dere

Apply Change | Raset|
Fig. 3-26
Item Description
Enable DDNS Click the checkbox to enable DDNS service.

Service Provider

Click the drop down menu to pickup the right
provider.

Domain Name

To configure the Domain Name.

User Name/Email

Configure User Name, Email.

Password/Key Configure Password, Key.

Apply Change Click the Apply Changes button to save the enable
DDNS service.

Reset Click the Reset button to abort change and recover

the previous configuration setting.
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3.2.4.19 Management - Time Zone Setting
This page is used to configure NTP client to get current time.
WELAN Access Point

Time Zone Setting

o cam oaintain the svstemn tiroe by s yncheonizing with & poblic time server cver the Intemet,

Current Time : ¥  Mon [l Day[l HP Ma[® sl

Time Zone Select - | (GMT+08:00) Taipei =]

NTP sexver - = |192.5.41.41-Noru1mm =]

f"| Manual [P Setting)
Appl}fqlangel Resetl Refreshl

Fig. 3-27
Item Description

Current Time It shows the current time.

Time Zone Select Click the time zone in your country.

Enable NTP client Click the checkbox to enable NTP client update.

update

NTP Server Click select default or input NTP server IP address.

Apply Change Click the Apply Changes button to save and enable
NTP client service.

Reset Click the Reset button to abort change and recover
the previous configuration setting.

Refresh Click the refresh the current time shown on the
screen.
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3.2.4.20 Management — Denial-of-Service

This page is used to enable and setup protection to prevent attack by hacker’s program. It provides
more security for users.

WILAN Access Point

Denial of Service

A& "denial-of-service” (Dol attack 1s characterized by an explicit aterapt by hackess o prevent legitivaate nsers of a

service from using that service,

[T Enable DoS Prevention
[” Whole System Flood: SYN |0 Packets/Second
[T Whole System Flood: FIN |0 Packets/Second
” Whole System Flood: UDP |0 Packets/Second
[T Whole System Flood: ICMP |0 Packets/Second
™ Per-Source IP Flood: SYN |0 Packets/Second
™ Per-Source IP Flood: FIN |0 Packets/Second
T Per-Source IP Flood: UDP |0 Packets/Second
7' Per-Source IP Flood: ICMP |0 Packets/Second
I© TCPADP FortScan ILow | Sensitivity
T ICMP Smurf
7 IP Land
I IP Spoof
[T IP TearDrop
I PingOfDeath
|l

Fig. 3-28
ltem Description
Enable DoS Click the checkbox to enable DoS prevention
Prevention function.

Whole System Flood |[Enable and set up prevention in details.
/ Per-Source IP

Flood...

Select ALL Click the checkbox to enable all prevention items.
Clear ALL Click the checkbox to disable all prevention items.
Apply Changes Click the Apply Changes button to save above

settings.
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3.2.4.21 Management - Log

This page is used to configure the remote log server and show the current log.

WILAN Access Point

System Log

This page can be used to set remote log servier and show the svstem log,

' Enable Log
¥ system all [T wireless ™ DoS
I Enable Remote Log Log Server IP Address: |

Oday 00:41:16 device wlan0 left promiscuous mode ;I
Odaw 00:41:16 bel: port 1{ethl) entering disabled state
Odaw 00:41:164 device eth0 left promiscuous mode

Oday 00:41:16 device eth0 entered promiscuous mode

Odaw 00:41:14 eth0:phy 15 8305

Odaw 00:41:164 device wlanl entered promiscuous mode

Oday 00:41:16 br0: port 2(wland) entering listening state
Odaw 00:41:14 be0: port 1{ethl) entering listening state
Odaw 00:41:14 be0: port 2{wlanl) entering learning state
Oday 00:41:16 br0: port 2{wland) entering forwarding state
Odaw 00:41:14 br0: topology change detected, propagating
Odaw 00:41:16 be0: port 1{ethl) entering learning state
Oday 00:41:16 br0: port 1{ethl) entering forwarding state
Odaw 00:41:14 br0: topology change detected, propagating

Ll

s o |

Fig. 3-29

Item Description
Enable Log Click the checkbox to enable log.
System all Show all log of DWR.
Wireless Only show wireless log.
DoS Only show Denial-of-Service log.
Enable Remote Log |Click the checkbox to enable remote log service.
Log Server IP Input the remote log IP address.
Address
Apply Changes Click the Apply Changes button to save above

settings.

Refresh Click the refresh the log shown on the screen.
Clear Clear log display screen.
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3.2.4.22 Management - Upgrade Firmware

This page allows you upgrade the Access Point firmware to new version. Please note, do not power
off the device during the upload because it may crash the system.

WILAN Access Point

Upgrade Firmware

This page allows wou upgrade the Access Point fimoware to new version, Please note, do not power of T
the device during the npload becanse it may crash the systern.

Select File: I Brﬂwse---l
| pes|

Fig. 3-30

Item Description

Select File Click the Browse... button to select the new version
of web firmware image file.

Upload Click the Upload button to update the selected web
firmware image to DWR.

Reset Click the Reset button to abort change and recover
the previous configuration setting.

3.2.4.23 Management - Save/ Reload Settings

This page allows you save current settings to a file or reload the settings from the file that was saved
previously. Besides, you could reset the current configuration to factory default.

WILAN Access Point

Save/Reload Settings

This page allows you save current setings w0 a file or reload the settings from the file which was saved
previcusly, Besides, you oould reset the curent configuration to factory default,

Save Settings to File: Save, .,

Load Settings from File: I Brclwse---l Upgload |

Reset Settings to Default: Reset |

Fig. 3-31
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Item Description

Save Settings to File |Click the Save button to download the configuration
parameters to your personal computer.

Load Settings from  |Click the Browse... button to select the
File configuration files then click the Upload button to
update the selected configuration to DWR.

Reset Settings to Click the Reset button to reset the configuration
Default parameter to factory defaults.

3.2.4.24 Management - Password Setup

This page is used to set the account to access the web server of Access Point. Empty user name
and password will disable the protection.

WILAN Access Point

Password Setup

This page is nsed to set the acoount #9 access the web server of Access Point, Bropty nser narne and
pasaword will disable the profection,

User Name: |

New Password: I
Confirmed Password: I

Lipply Changes | R&etl

Fig. 3-32
Item Description
User Name Fill in the user name for web management login
control.
New Password Fill in the password for web management login
control.

Confirmed Password |Because the password input is invisible, so please
fill in the password again for confirmation purpose.

Apply Changes Clear the User Name and Password fields to
empty, means to apply no web management login
control. Click the Apply Changes button to
complete the new configuration setting.

Reset Click the Reset button to abort change and recover
the previous configuration setting.
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3.2.4.25 Logout

This page is used to logout web management page. This item will be activated next time you login
after you define user account and password.

WLAN Access Point

Logout

This page 15 nsed to logout,

Do vou want to logout ?

Apply Change |

Fig. 3-33

WILAN Access Point

Change setting successfully!

M

Fig. 3-34
Item Description
Apply Change Click the Apply Change button, Then click OK
button to logout.
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Appendix A - FCC Caution

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and

used in accordance with the instructions, may cause harmful interference to radio

communications. However, there is no guarantee that interference will not occur in a particular

installation. If this equipment does cause harmful interference to radio or television reception,

which can be determined by turning the equipment off and on, the user is encouraged to try to

correct the interference by one of the following measures:

. Reorient or relocate the receiving antenna.

. Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

. Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure continued compliance, any changes or modifications not expressly
approved by the party responsible for compliance could void the user's authority to operate this
equipment. (Example - use only shielded interface cables when connecting to computer or
peripheral devices).

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and (2) This device must accept any
interference received, including interference that may cause undesired operation.

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

The antennas used for this transmitter must be installed to provide a separation distance of at
least 20 cm from all persons and must not be co-located or operating in conjunction with any other
antenna or transmitter,

Copynight of 3JTech Co., Ltd. (also doing business as A3] Engineering Inc )
49



	Revision History
	Table of Contents
	Chapter 1. Product Overview
	1.1 Introduction
	1.2 Features
	1.3 Package Contents

	Chapter 2. Physical Description
	2.1 Panels
	2.1.1 Front and Rear Panels
	2.1.2 Bottom Panel

	2.2 Illustration
	2.2.1 Front and Rear Panel Information
	WAN Port
	LAN1~LAN 4 Port Network Connectors
	wifi ANT SMA Connector
	Power Supply Connector
	LEDs

	2.2.2 Bottom Panel Information
	Reset Button

	2.2.3 LED Description on the Front Panel


	Chapter 3. Installation
	3.1 Hardware Installation
	3.2 Software Installation
	3.2.1 Software Configuration
	3.2.2 Prepare your PC for DWR Configuration
	3.2.3 Connect to DWR
	3.2.4 Management and Configuration on DWR
	3.2.4.1 Status
	3.2.4.2 Setup Wizard
	Operation Mode
	Time Zone Setting
	LAN Interface Setup
	WAN Interface Setup

	3.2.4.3 Operation Mode
	3.2.4.4 Wireless - Basic Settings
	3.2.4.5 Wireless - Advanced Settings
	3.2.4.6 Wireless - Access Control
	3.2.4.7 WDS Settings
	3.2.4.8 Site Survey
	3.2.4.9 LAN Interface Setup
	3.2.4.10 WAN Interface Setup
	Static IP
	DHCP Client
	PPPoE
	PPTP

	3.2.4.11 Firewall - Port Filtering
	3.2.4.12 Firewall - IP Filtering
	3.2.4.13 Firewall - MAC Filtering
	3.2.4.14 Firewall - Port Forwarding
	3.2.4.15 Firewall – URL Filtering
	3.2.4.16 Firewall - DMZ
	3.2.4.17 Management - Statistics
	3.2.4.18 Management - DDNS
	3.2.4.19 Management - Time Zone Setting
	3.2.4.20 Management – Denial-of-Service
	3.2.4.21 Management - Log
	3.2.4.22 Management - Upgrade Firmware
	3.2.4.23 Management - Save/ Reload Settings
	3.2.4.24 Management - Password Setup
	3.2.4.25 Logout



	Appendix A – FCC Caution

