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INFORMATION TO USER

Federal Communications Commission Statement

This product has been tested and complies with the specifications for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. The antenna used for this transmitter
must be installed to provide a separation distance of least 20 centimeters from all persons and
must operate in conjunction with other antenna or transmitters. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used according to the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which is found by turning the equipment off and on,
the user is encouraged to try to correct the interference by one or more of the following measures:

<> Reorient or relocate the receiving antenna

< Increase the separation between the equipment or device

<> Connect the equipment to an outlet other than receiver’s

<> Consult a dealer or an experienced radio/TV technician for assistance

Notice: The Part 15 radio device operates on a non-interference basis with other devices operating
at this frequency. Any change or modification not expressly approved by the party responsible
could void the warranty.

Regulatory
The wireless LAN Card must be installed and used in strict accordance with the manufacturer’s
instructions. This device complies with the following radio frequency and safety standards.

USA - Federal Communications Commission (FCC)

This device complies with Part 15 of FCC Rules. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference

2. This device must accept any interference that may cause undesired operation

Europe - R&TTE Directive

This device complies with the specifications listed below:

XIETS 300-826 General EMC requirements for Radio equipment
XIETS 300-328 Technical requirements for Radio equipment
XIEN60950 Safety requirements for Radio equipment

EU Countries not intended for use

The ETSI version of this device is intended for home and office use in Austria, Belgium,
Denmark, Finland, France (with Frequency channel restrictions). Germany, Greece, Ireland, Italy,
Luxembourg, Netherlands, Portugal, Spain, Sweden and United Kingdom.

The ETSI version of this device is also authorized for use in EFTA member states Iceland,
Liechtenstein, Norway and Switzerland.
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Section 1. Introduction

1.1 The WaveBuddy WLAN Access Point

The WaveBuddy WLAN Access Point (WaveBuddy-AP) is a long-range, high performance LAN
product, which provides Access Point services to a 2.4 GHz RF network and bridges to an
Ethernet backbone.

This document describes the steps required for the initial set up of the AP IP Address, the AP
configuration, and the firmware upgrade procedure. The description includes the implementation
of the above steps through Ethernet, USB and any current Web Browser, i.e., Internet Explorer 5x,
Netscape Navigator 4x or above.

1.2 Package Contents

Please make sure that your received the following with:

¢ One WaveBuddy Access Point

¢ One Software Tools CD (Drivers and User Guide on CD)
¢ One USB cable

¢ One Ethernet cable (crossover)

¢ One power adapter

1.3 System Requirements

For configuration through USB:
¢ Operating System: Windows 98se/Me/2000/XP
¢ Desktop PC or notebook PC with USB port

For configuration through Ethernet:
¢ Operating System: Windows 95/98/98se/Me/2000/XP, Windows® NT 4.0
¢ Desktop PC or notebook PC connected on a LAN

1.4 Features
1.4.1 Firmware Features

The IEEE 802.11b firmware implementation for the WaveBuddy-AP supports:
— High data rate 11/5.5/2/1 Mbps

— Auto Rate fallback

— Basic Rate Set

— Distributed Coordination Function

- CSMA/CA

— Backoff Procedure

— NAYV Management

— ACK Procedure




— Retransmission of unacknowledged frames
— RTS/CTS Handshake

— Duplicate Detection and Recovery

— Beacon Generation

— Probe Response

— Fragmentation and Reassembly

— Wired Equivalent Privacy Algorithm (WEP 64, 128 bits)

— Authentication Algorithm (Open System, Shared Key)
— Power Management
— Association, Re-association and Disassociation
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— Support for 802.1x in AP mode (Tested only with Microsoft Internet Authentication Servers

using EAP-TLS)

1.4.2 Bridging Functions

The following bridging functions are supported:
— Automatic Learning Process

— Filtering Database

— Forwarding Process

—IP Filtering

— Authorized Table

— Aging Function

— Protocol Filtering

1.4.3 Management

For Bridge Management, WaveBuddy-AP supports:

— SNMP (Wireless MIB, traps, firmware upgrade)

— USB (DFU-configuration, firmware upgrade)

—WEB Server for Configuration and Upgrade purposes
— Set IP Session (ARP/Ping)

— DHCP client

— Default Gateway

1.4.4 Roaming

Roaming functions supported:
— Among APs on the same subnet
— Preferred AP (only on WaveBuddy Bridge)

1.4.5 Operation Modes

Operation Modes supported:
— Access Point

— Access Point Client

— Wireless Bridge

— Wireless Repeater

1.5 Network Interface

WaveBuddy-AP supports 10 Mbps network interface.
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Section 2. Network Configuration and
Planning

2.1 Wireless LAN Basic

The WLANS support legacy Ethernet LAN network configuration options as defined by the IEEE
802.11b standards committee. The wireless LAN card/adapter can be configured as:

¢ Ad-Hoc for departmental or SOHO LANs
¢ Infrastructure for enterprise LANs
¢ LAN-Interconnection for point-to-point link as campus backbone

2.2 Network Topology

An Ad-Hoc wireless LAN is a group of computers shown in Fig2.1, each equipped with one
WLAN card/adapter, connected as an independent wireless LAN. Computers in a specific
Ad-Hoc wireless LAN must be configured to share the same radio channel.

Desktop with USB WLAN Adapter

book with PCMCIA WLAN Card

—\_____\_\_\_\-\_H—/_ =
Notebook with PCMCIA WLAN Card

Fig 2-1 Ad-Hoc Wireless LAN

The card/adapter provides access to a wired LAN for wireless workstations. An integrated
wireless and wired LAN is called an infrastructure configuration shown in Fig 2.1. A group of
WLAN PC users and an Access Point compose a Basic Service Set (BSS). Each WLAN PC in a
BSS can talk to any computer in the wired LAN infrastructure via the Access Point.
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Fig 2-2 Infrastructure Wireless LAN

An infrastructure configuration extends the accessibility of a WLAN equipped PC to a wired
LAN, and doubles the effective wireless transmission range for 2 WLANs PCs. Since the Access
Point is able to forward data within its BSS, the effective transmission range in an infrastructure
LAN is double shown in Fig 2.3.

Fig 2-3 The effective transmission range

The use of a unique ID in a BSS is essential. All WLAN equipped PCs configured without
roaming options in independent BSS must be configured with a BSS ID corresponding to the
Access Point used in the BSS. Check your Access Point for its BSS ID or use the Access Point
Utility program to determine the BSS ID. The infrastructure wireless LAN configuration is
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appropriate for enterprise-scale wireless access to a central database, or as a wireless application
for mobile users.

Access Point 1

Notebook I

BSS1

Fig 2-4 Roaming in an Extended Service Set (ESS)

Infrastructure mode also supports roaming capabilities for mobile users. More than one BSS can
be configured as an Extended Service Set (ESS) shown in Fig 2.4. The continuous network
allows users to roam freely within an ESS. All WLAN PCs and Access Point within one ESS
must be configured with the same ESS ID.

Before enabling an ESS with roaming capability, it is recommended to select a feasible radio
channel and optimum Access Point position. Proper Access Point positioning combined with a
clear radio signal will greatly enhance performance.
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Section 3. Installation Overview

This section provides a quick step-by-step guide on how to install your WaveBuddy WLAN
Access Point. Please follow the steps described below.

1. Power on the computer.

2. Install the drivers and application:

Step 1. Insert the given Installation CD into your CD-ROM driver. Unless you have
deactivated the autorun feature of the window, the screen shown as below should
appear automatically. If this screen doesn’t appear automatically, you can access
the installation by clicking the Autorun button and choosing Run. In the
drop-down box provided type D:\Autorun.exe (where D: is the letter of your
CD-ROM drive). Alternately, double-click “My Computer” and double-click the
Autorun.exe icon in the folder that appears or browse to your CD-ROM drive
and go to D:\WLAN Access Point\AP Utility\ and click on the Setup.exe.

11Wavwe Technology Inc.

Freedam '.

WILAN Access Point

Install AP Utility

Quick Installation Guide
FREEDOM, MOBILITY, EASE OF LigE

!EEL UU‘a’n l: R

USB Drivers 1 Install 11Wave 802.11bh WLAN Access Point.

Skip Animate

Step 2. Click the “Imstall AP Utility” button to start the driver and application
installation process.
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Step 3. Follow the installation instructions from the InstallShield Wizard by pressing the
“Next” button.

Welcome to the InstallShield Wizard for ‘WaveBuddy 'WLAN Access Point Utilities

The InstallShieldR YWizard will install ‘W aveBuddy WLAN fccess Point Utites on your computer,
To continue, click MNext.

Fress the PAGE DOWM key to zee the rest of the agreement.

License Agreement for 1TWAVE WaveBuddy WLAN Accese Paint -

Thiz iz a legal agreement between 11WAYE Technalogy Ine. ["1TWAWE"] and you,
I you dao nat agree with the termns of this Agreement,

pramptly return the unopened diskette package and the accompanying

itemns to 11WANE for a full refund. In return far acquiring a license to use

the Wireless LAN software, related documentation and hardware peripherals
["Software"), pou agree ta the fallawing terms and conditions.

Section 1. Grant of License. 11W2VE grants pou a limited,
non-exclusive nontransferable license: [a] to use the Software on one
computer for internal purposes only, and [b] to make one copy of the
Software salely for backup purposes. ou must attach this License
Agreement ta the backup copy which remains the sole praperty of 11%/2%E.

Section 2. Proprietary Rights. 11%/AVE retains full rights. title,
and awnership including all copyrights and ather intellectual praperty rights
in and tao the Software. “You agree to take all reasonable steps to prevent LI

Do wou accept all the terms of the preceding License Agreement? If pou zelect Mo, the zetup will
cloze. Toinstal 'waveBuddy 'WwLAN Access Point Utiities, pou must accept this agreement
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Step 4. Give the destination path where the application will be installed. To set the path
of your choice, select “Browse” and click “Next”.

Setup will install 'wWaveBuddy WLAM Access Point Utilities in the following folder

Toinztall to this folder click Mest. To install to 5 different folder, click Browse and select another
falder

Diestination Folder
’78 4 AT T avew aveBuddy WLAN Access Point W

Step 5. Select a program folder and then select “Next”.

Setup will add program icons to the Program Folder listed below. ‘r'ou may twpe a new folder name,
or zelect one from the existing folders list. Click Mext to continue.

PFrogram Folders:

Existing Folders:

Dr.epe 2002

Free GHLU Toolkit

Indigo Raose Carporation
InstallShield

Micriosoft ebdbedded Yisual Tools
Microsoft Dffice

Microsoft Yisual Studio 6.0
PCALISA

PowerTCP

Real

Trend Micro PC-cillin 2003 LI
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“wiaveBuddy WLAM Access Point Utiities Setup iz perfarming the requested operations

Installing

C:A A W avetiw/aveB uddy WLAN Access PointhSMMPhelp.hlp

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed W aveBuddy WLAM Access Point Utilties. Click
Firigh to exit the wizard.

Step 6. Finish the installation. If prompted for reboot, select “Yes”.

3. Connect and operate the Access Point
— Adjust the Access Point antennas.

— Connect the Ethernet cable from the wired 10/100 Ethernet LAN to the Ethernet connector on
the Access Point. (Make sure to do this before you apply power to the Access Point).
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LAN

Ethernet cable

Access Point

Note: When you connect the Ethernet cable from the wired 10/100 Ethernet network card of
PC to the Ethernet connector on the Access Point, you must use crossover Ethernet

cable.
Aecess Point -
." .

Ethernet cable =

(crossover)

— Connect the power supply adapter by inserting the power pack connector into the power
receptacle on the back of the Access Point.

— Read the MAC address from the label on the bottom of the Access Point (for example:
00-0B-10-02-00-1C).

— From your system administrator obtain:
The ESSID for your radio network.
If not connected to a DHCP server, a unique IP address for the Access Point. If the Access
Point is not on the same subnet as your PC, a default gateway address and subnet mask.

Note: The “Add New Hardware Wizard” automatically loads the Drivers when the USB
cable connects to the Wireless-AP.

4. Associate an IP address with the Access Point

— If you are connected to a DHCP server and the DHCP Client button on the Access Point is
enabled, the server will automatically assign an IP address when you connect the Access
Point to your network. You must identify the assigned address by using the Find Access Point
option in the SNMP Configuration Utility (SNMP Manager).

— If you are not connected to a DHCP server and the AP is on the same subnet as your PC, you
can use the ARP/Ping commands to assign an IP Address to the AP. The default IP address of
the WaveBuddy-AP is 192.168.98.11 with a Subnet Mask of 255.255.255.0.

Note: More detailed information is available in this User Guide, Section 4: “Setting the IP
Address of the Access Point”.
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Section 4. Setting the IP Address of the
Access Point

The first step in using the WaveBuddy-AP is to set its IP Address. The default IP address of the
WaveBuddy-AP is 192.168.98.11 with a Subnet Mask of 255.255.255.0. This procedure can be
done through the Ethernet/Wireless port by using a combination of ARP/Ping commands and the
SNMP Configuration Utility application (SNMP Manager), or by using the network DHCP server.
It also can be done through the USB port by using the DFU Utility application (AP Utility)

4.1 Using the Ethernet Port/Wireless Port

You can set the AP [P Address using the ARP/Ping commands or by using the network DHCP
server.

4.1.1 Using ARP/Ping commands

In order to set the AP IP Address you first need to know the AP MAC Address (the MAC
Address of the AP is indicated on the back of the AP board). Follow the steps below to give the
AP a temporary IP Address at the beginning (Step A) and then save the IP Address through the
SNMP Configuration Utility application (SNMP Manager)(Step B).

Step A:

1. Connect an Ethernet station and the AP on the same subnet. The simplest way to accomplish
that is to connect the AP and the Ethernet station to the same hub. You need to check if the
station IP Address and the Subnet mask are configured properly. Also, the new IP Address
for the AP must correspond to the Subnet mask.

2. Open an MS-DOS Prompt window and enter a static route in the ARP table for the new IP
Address you want to assign. Use the ARP -s command to do that:
ARP -s “new-IP-Address” "AP-MAC-Address"
For example: ARP -s 192.168.98.33 00-0B-10-02-00-1C
3. Ping the AP, using its new IP Address.
For example: ping 192.168.98.33

If you get a ping reply, then the IP Address has been temporarily set. In order to set it
permanently you need to proceed to Step B without powering off the AP.

Step B:
1. Open the SNMP Configuration Utility application (SNMP Manager).

2. Connect to the AP by selecting the “Connect to Access Point” option under the “File” menu.
Type the IP Address of the AP (which has been temporarily set in Step A) in the panel which
appears, type “public” at the Community field, select “Administrator” in the Authority
combo-box and then press OK. The AP Configuration application will inform you that the AP
has been found and that all the configuration values have been successfully retrieved.

1
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3. Select the Setup | Bridge | IP Configuration. Type the IP Address of Step A in the
configuration window that appears. Confirm the validity of the other values (MAC Address
and IP Mask), and select the Primary Port that determines the AP’s MAC Address and IP
Address and press “OK”.

4. Save the configuration by selecting File | Download Changes. The IP Address of the AP has
now been set permanently.

4.1.2 DHCEP client

If DHCP client is enabled, the IP Address field displays the IP Address that was dynamically
assigned to the AP by the network DHCP server. The IP Mask field displays the IP Mask utilized
by the network DHCP server. Select the Primary Port, which is the interface that determines the
DHCEP server, and press “OK”. If the network server failed to give an IP Address to the AP, then
the AP IP Address is the default one.

4.2 Using the USB Port

This procedure requires the use of the DFU Utility application (AP Utility) that can be used only
through the USB port. When you connect the WaveBuddy-AP to the USB port for the very first
time, the operating system will automatically detect the device since the driver has been already
installed during the installation process.

Plug the USB cable to the WaveBuddy-AP USB port. Run the DFU Utility application and select
the “Configuration” button (Figure 4-1).

S5 AF Utility X
—Code Download
Firmurare
Diownload |
— Tilities Informaton
Firmware Verson I 02206
Confignation |
AP THility Version I 0056
Comynands
Reset AP | -
i || WaveBuddy
I

Figure 4-1. DFU Utility application (AP Utility)
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In the window that appears, press the “Get” button if you want to view the current IP Address
(Figure 4-2). If you want to set a new IP Address, first select the parameter “Eth IP_Address”,
then press the “Modify” button and then type the new IP Address that appears in the window.
Press the “Set” button for the changes to take effect.

x|
Identifier | Value |«
MAC Address 00-00-aa-cc-aa-cc
Begulatory Domatn ET:I
Eth_IF_tddress 19216898 11
Eth_SnhMazk 2552552550
Wirel Mac_Address 00-00-aa-cc-aa-cc
Wire] ESEID 11 Waye_ AP
EszLen a
AutnRateFallBack Dizable
Wire] Chanmel 1
Wire] Fragmentation Threshold 2346
Wire] Wire] EteThreshold 2340
WEF tpe 128-bit WEP
WEP Eey Kevl
Eevtd 1 1122334455
Keybd 2 0000 0000 00
Kewbd 3 0000 0000 00
Eevtd 4 0000 0000 00
Kewl2d | (000 0000 00 00 00 00000000 ...
Eevldd 2 (000 0000 00 00 00 00000000 ...
Kevldd 3 (000 0000 00 00 00 00000000 ... badifyr
Eeviid 4 (000 0000 00 00 00 00000000 ...
Preamble Long
AuthenticationTwpe Both Tvpe
LecesPointtame WaveBuddy-MIE ot
CperationalFateSet 1145 5521 Mbps
BeaconPeriod 100
DTIM 2
Ltenma Diiversity
Crperational Mode Aroess Point
Teer Cormmundty public
Teer Arcess: READ ONLY Exit
Ad mindstrator Comrmomnity public
Adydnistrator Secess: RELTWWERITE
Cratewan [P Address oooo
IF Filtering Dizable
Dhep Clisnt Dizable
Primary Port Ethemet b
Authorization Algorithm Dizable
BNMP Traps Enable
Preferred BESID 000 00 00 00 00
ZEID Broadcasting Enable
Zend Back Broadcast Enable Enable
Forward Broadcast Enable Enable
Configuration Port Both Ports
Send Back Unicast Enable Enable WaveBud dy
Internationsl Eoaming Enable Enable
202 .1x Enable Dizable
Broadcast Kew Period 0
Berver [P Address 19216398 1
Herver mecret ANEMOE ;I

Figure 4-2. Bridge Configuration
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Section 5. Access Point Configuration

The WaveBuddy-AP configuration can be done either through the Ethernet/Wireless port by
using the SNMP Configuration Utility (SNMP Manager) application and Web Browser, or
through the USB port by using the DFU Utility application (AP Utility).

5.1 Using the SNMP Configuration Utility application

Before using the SNMP Configuration Utility (SNMP Manager) application for configuring the
WaveBuddy-AP, verify that the WaveBuddy-AP’s IP Address has been set following the
procedure described in the Section 4 “Setting the IP Address of the Access Point”. The default IP
address of the WaveBuddy-AP is 192.168.98.11 with a Subnet Mask of 255.255.255.0.

5.1.1 Connecting to the Access Point

On the window task bar, choose Start | Programs | WaveBuddy WLAN Access Point Utilities |
SNMP Configuration Utility to open the application.

File menu: The File Menu contains the following options:

B Connect to Access Point - Using this option you can directly connect with the AP. First,
type its IP Address in the panel that appears (Figure 5-1). Then, type the appropriate
password in the Community field (see Section 5.1.2 * Setup menu * Authorization
option. The default password is "public"). Finally, you have to select either User or
Administrator Authority in the Authority combo-box. User Authority allows you to
view but not to set or save changes to the AP Configuration, while Administrator
Authority allows you to either view or set changes to the AP Configuration. Press
“OK” to finish.

IP Address |1 92.168.98.33
Community Iﬁ‘ﬂ-m

Autharity Administrator 'I

Cancel |

Figure 5-1. Connecting to the Access Point
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B Find Access Point - This option allows you to find and connect with an AP without the
necessity of knowing its IP Address. Choose this option in order to find the APs
available for connection (Figure 5-2). Select one of the available APs and press
“Connect”. Figure 5-1 appears indicating the IP Address of the selected AP and
prompting you to select Authority and to write the appropriate password at the
community field. Then press “OK”.

Available Access Pointz EI

Wame | 1P ddiess |
80211 AF (Ver. 022 06) Wavebuddy-MIZ 192 163 08 33

Cancel |

Figure 5-2. Find the available Access Points

In case of a successful connection to the AP, the following window appears (Figure
5-3). Press “OK”.

SNMPmanager x|

found

@ BO2.11 AP (Wer. 0.2.2 06) WaveBuddy-MI3

Figure 5-3. Access Point found

In case of an unsuccessful connection you receive the following message (Figure 5-4):

SNMPmanager x|

& A ceesz Point not found

Figure 5-4. Access Point not found

If the above error message appears, you need to check if the AP has the desired IP

15



11Wave Technology Inc

Address and is connected to the network. In order to check the validity of the IP
Address you need to ping the AP.

B Firmware Upgrade — Please refer to Section 6 “Access Point Firmware Upgrade” for
more details.

B Exit - Terminates the application.

Help menu: Provides on-line help about the application.

5.1.2 Configuring the Access Point

When the connection has been successfully established, you will get a message in the left bottom
corner indicating as “Get Configuration done” and on the right bottom corner as the “IP Address”
of the connected AP.

File menu: The file menu contains the following enabled options:
B Close Connection AP - Terminates the connection with the AP.

B Download Changes - When all the desired values of the parameters have been set you
are able to download the changes (save the changes) to the AP by selecting this option.

B Refresh - Renews the display.

B Options - Defines the polling interval according to which the AP Configuration polls the
AP in order to update the statistics and the Associated Stations List.

B Exit - Terminates the connection with the AP and exits the application.

Setup menu: As soon as the connection has been established, you are able to start
viewing or setting the AP parameters. Under the “Setup” menu, there are the following
submenus (Figure 5-5):

B Bridge - Under the “Bridge” submenu, there are two options:

IP Configuration: By choosing this option the window of Figure 5-5 appears. The “IP
Address” and “IP Mask” can be modified through “IP Configuration”, if DHCP client is
not enabled. If DHCP client is enabled the IP Address field displays the IP Address that
was dynamically assigned to the AP by the network DHCP server and the IP Mask field
displays the IP Mask utilized by the network DHCP server.

Additionally you have to select the Primary Port, which is the interface that determines
the DHCP server. Also, you can select which port (Ethernet Port and/or Wireless Port)
will be used for the AP configuration.

16



11Wave Technology Inc

If you make any changes, you need to select “Download Changes” under the “File” menu
in order to save them.

Table 5-1. Bridge IP Configuration Parameters
Parameters Description

MAC Address  |[Unique 48-bit, hard-coded Media Access Control
address known as the station identifier.

IP Address Network-assigned Internet Protocol address of the
Access Point.

IP Mask Four sets of three digits that divide a network into
subnetworks.

&% Aceess Fo F Ma o

File | Betup Commands Info Traps Wetwork Window Help
Exid g r IFC tion -
Wireless LAN ’ , \

B e MAC Address |00 00 &L EBCD FF
Authorization
IF Addes 192 168. 98 . 33

1P Mask I 355,255,255, 0

- 0.0.0.0

=0l x|

[~ 1F Filtering [~ DHCP Enable

[w Broadeast Forwarding Prinsy Port
[v Send Back Broadcast [ ¢ Ethernet = Wieless ‘

[v Send Back Unicast Configuration Fart

|v Ethernet v Wireless
0K I Canicel

Caneel I

|Get Privacy Configuration done. [192.168.98.33 y
Figure 5-5. Bridge IP Configuration and Filter Options

Filtering: Under this window you can set the filtering options that the AP will use
(Figure 5-5).

IP Filtering: Only the IP protocol packets will pass through the WLAN and any other
protocol will be filtered out.

Broadcast Forwarding: The AP should not forward broadcast traffic to the air.

Send Back Broadcast: The AP should not send back to the air broadcast traffic
received from the air.

Send Back Unicast: The AP should not send back to the air unicast traffic received
from the air.

B Wireless LAN - Under this submenu the following three options are available (Figure
5-6).
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=10l x|

Ciptinins
Ciperational Settings
Luthorized Mae Addresses

v Enable SNMP Trapz
Anthorization

|Get Configuration done 1192.168.98.33 i
Figure 5-6. Access Point SNMP Wireless LAN menu and submenu

Privacy Options: By choosing this option you may download the encryption key values
using the Wireless Equivalent Privacy (WEP) Option Window (Figure 5-7). Write the
values and press “Set” to download (WEP key is write-only, so it is not possible to
retrieve the key values). There are four 5 Hex digit encryption keys available if you select
64bit WEP and there are four 13 Hex digit encryption keys available if you select 128bit
WEP. The key is enabled only if you select it in the “Default key” option. Enable the
WEP (Wired Equivalent Privacy) option in order to activate WEP encryption for
transmissions between the stations and the AP. WEP is an authentication algorithm that
protects authorized Wireless LAN users against eavesdropping.

=101 x|
Kevl IDD 0000 00 00 00 00 00 00 00 00 00 00
KevZ IDD 0000 00 00 00 00 00 00 00 00 00 00
Key 2 IDD 0000 00 00 00 00 00 00 00 00 00 00
Kev4 |EID 00 00 00 00 00 00 00 00 00 00 0000
Defanlt ke Im

WEF
" Enable 64 " Enable 128 {+ Dizble ‘

Advanced ... |

Clozz

Figure 5-7. Wireless Privacy Option Window
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Notes: The Authentication type must be the same on the Wireless Station and on the
AP. All shared keys on the Wireless Station must be the same as those on the
AP with which the client station is associated.

If you press the Advanced button on Figure 5-7, the following four options are
available (Figure 5-8).

Advanced Wireless Privacy Options x|

502.1x Enable | Disable =l
Eroadeast Key Period. |0

Server [P Address I .17 . 254 0121

Server Becret I

set

Figure 5-8. Advanced Wireless Privacy Options

4 802.1X Enable: Enable, Disable, Mixed Environment.
When using Enable, then it is activated the 802.1X support of the AP and the stations
that will try to connect to this AP must support 802.1X as well.
When using Disable, then the AP does not support 802.1X and then the default keys
are used for the encryption/decryption of the packets.
When using Mixed Environment, then you can have APs or stations that support
802.1X and APs or stations that do not support 802.1X. For the Aps or the stations
that do not support 802.1X must use Shared Key Authentication in order to connect
to this AP. If Open System authentication algorithm is used then the communication
would not be possible.

¢ Broadcast Key Period: Set the time in seconds for the broadcast key renewal.
¢ Server IP Address: Set the [P address of the Radius Server.

¢ Server Secret: Set the password used between the AP and the Radius Server.

Operational settings: Using this option you can either view or modify the Wireless LAN
parameters of the AP (Figure 5-9). These parameters are described below:
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Aeces: Point Name | WaveBuddy-MIS
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" Shared Key + Long Preamhle
(v BEoth Auto Bate r
Fall Back
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Cancel |

Figure 5-9. Wireless Operational Settings

ESSID: It is an ASCII string up to 32 characters used to identify a WLAN that
prevents the unintentional merging of two co-located WLANs. The ESSID value
must be the same in all stations and AP in the extended WLAN. Select the ESSID to
be used.

SSID Broadcasting: When checked the AP broadcasts the ESSID to the stations, if
not checked then the stations must know the AP ESSID in advance.

Channel: There are 14 channels available. The channels differ from country to
country. Select the channel to be used.

Fragmentation Threshold: The size at which packets will be fragmented. Choose a
setting within a range of 256 to 2346 bytes.

RTS Threshold: Minimum packet size to require an RTS (Request To Send). For
packets smaller than this threshold, an RTS is not sent and the packet is transmitted
directly to the WLAN. This is the option for the RTS Threshold activation.

Authentication Type: Select Open System, Shared Key, or Both
Open System: With this setting any station in the WLAN can associate with an AP
and receive and transmit data (null authentication).
Shared Key: With this setting only stations using a shared key encryption identified
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by the AP are allowed to associate with it.
Both: With this setting stations communicate with the AP either with or without
data encryption.

Preamble Type (Short/Long): Preamble is the first subfield of PPDU, which is the
appropriate frame format for transmission to PHY (Physical layer). There are two
options, Short Preamble and Long Preamble. The Short Preamble option improves
throughput performance.

Rate: By default the unit adaptively selects the highest possible rate for transmission.
Select the basic rates to be used among the following options 1/2/5.5/11 Mbps.

Auto Rate Fall Back: When this is enabled the transmission rate is the optimum rate.
In case of obstacles or interference, the system will automatically fall back.

Beacon Period: Set the Beacon Period parameter, which specifies the duration
between Beacon packets (milliseconds). The range for the Beacon Period is between
the range 20-1000 with a typical value of 100.

DTIM: The value of this field is already set and cannot be modified Determines at
which interval the AP will send its broadcast traffic. Default value is 2 Beacons.

International Roaming: Enabled/Disabled International Roaming, which moving
seamlessly from one AP coverage area to another with no loss in connectivity.

Regulatory Domain: The value of this field is already set and cannot be modified.
If you press the Advanced button on Figure 5-9 the following four operational modes

are available (Figure 5-10). For each mode you can either view or modify the
Wireless LAN parameters of the Wireless Operational Settings window.

Operational Mode X

{+ Lccess Point

[T Prefemed Bas
™ Access Point Clisnt I

" Wireless Brid ze Bemmote MAC Address
% Eoint to Eoint |

) Point o MuliiPoint

[T Prefered Bos
" Wireless Repeater I

Cancel |

Figure 5-10. Operational Modes

& Access Point: This mode provides access from Wireless Stations to Wired LANs
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and from Wired LANs to Wireless Stations. Furthermore, Wireless Stations within
the range of the AP device may communicate with each other via the AP.

¢ Access Point Client: This mode allows the connection of one or more remote
LANs with a central LAN, creating thus an extended single virtual LAN (Figure
5-11). In this way, any station of the Remote LAN can successfully communicate
with any station of the central LAN, as if all of them belonged to the same physical
LAN. Wireless Stations can’t be associated with AP Clients. The AP conducts the
designated traffic to the appropriate Wired or Wireless Station.

Preferred BSS: It is enabled if you select the Access Point Client option. BSS
corresponds to the MAC Address of the desired Wireless device (“Access Point”
mode) that you want to link.

Remote LAN Central LAN
i
L ]

ke

i AP i
i—:um — Client | &= — t”m
L Y]
| ]

Figure 5-11. Access Point Client environment

¢ Wireless Bridge: This mode (Figure 5-12) enables a wireless connection between
two or more Wired LANs. Two types of connections are possible:

Point to Point: The Wireless Bridge can communicate with a specific Remote

MAC Address.

— Remote MAC Address: It is enabled if you select Point-to-Point option. It
corresponds to the MAC Address of the Wireless Bridge of the Remote LAN.

Point to Multipoint: The Wireless Bridge can communicate with any Wireless
Bridge available in the same channel. When the Authorization Algorithm (see the
next menu - Authorized MAC Address), is enabled, the Wireless Bridge can
communicate with any Wireless Bridge whose MAC Address exists in the
Authorization Table.

Femote LAl

Central LAT1 JL%
e
. g -y
T =Y
L

L R
L

% B \ — =3 .:;;1; 2

Figure 5-12. Wireless Bridge environment
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¢ Wireless Repeater: This mode is used in order to increase the coverage area of an
ESS (Figure 5-13). The Wireless Repeater starts acting as an AP after it has
associated itself with another AP (Parent AP). From that point on, STAs can get
associated to it and the user can configure the device with the utilities available
(SNMP Manager, AP Utility).

The Wireless Repeater can be configured with the AP Configuration through the
wireless STAs associated to it or the PCs in the Wired LAN behind the Parent AP.

PC1
N
I~ T
1
@ wireless pc2 [
Repeater I S S ‘!"T‘-E

Figure 5-13. Wireless Repeater Mode

Authorized MAC Address - For security reasons the AP has the ability to associate with
authorized MAC Addresses stations, if the Authorization Table option is enabled (Figure
5-14). Thus, under the Authorized MAC Address option you may press the following
buttons.

Anthorized Mac Add il

Wo | Mar Addres |
00-0B-10-00-01-01
00-0B-10-00-01-02
00-0B-10-00-01-03
00-0B-10-00-01-04
00-0B-10-00-01-05
00-0B-10-00-01-06
00-0B-10-00-01-07
00-0B-10-00-01-08
00-0B-10-00-01-09

0 00-0B-10-00-01-04

=00 00 = O b e b B

Anthorization Table
¥ Ensble

™ Allow Mode
f* Deny Mode

Bave |

Cloze

Figure 5-14. Authorized MAC Addresses
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The “Load file” button is for loading a file with the MAC Addresses that can be
associated with the AP (Authorized MAC Addresses).

The txt file must have one MAC address at a line and with the following format:
000B1002001C not 00-0B-10-02-00-1C or 00 0B 10 02 00 1C.

The “Download” button in order to download the Authorized MAC Address to the AP.
The “Get” button in order to get from the AP the Authorized MAC Addresses.

If the “Authorization Table Enable” is enabled, the AP allows any authorized stations
to get associated to it.
Allow Mode: Only allow stations with MAC listed below to authenticate with the AP.
Deny Mode: Only deny stations with MAC listed below to authenticate with the AP.
Save: Pressing this button will save all the changes to the AP.

B Enable SNMP traps - Using this option you can either enable or disable SNMP traps,
which are messages displayed in the right bottom corner of the main window indicating
that an action related to the AP took place. Permitted messages are:

Trap Reassociation: This trap message is sent when a Station’s reassociation request is
received from the AP - Bridge.

Trap Association: Indicates the reception of an association request packet and the
sender Station's successful association with the Wireless Bridge.

Trap Disassociation: This trap message is sent when a disassociation notification
packet is received from a station.

Trap Reset: This trap message is sent when the AP resets.

Trap Setting IP Address with Ping: This trap message is sent when the AP-Bridge IP
Address is set with the transmission of a ping message.

Trap Start Up: This trap message is sent when the AP starts up.
B Authorization - Using this option (Figure 5-15) the Administrator can change the

passwords used in the community field of the “Connect to AP” window (Figure 5-1)
for the User and the Administrator Authority.
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Figure 5-15. Authority Configuration window

Commands menu: Under this menu there are two options.

B Reset Device - You can reset the AP. This action takes place after a user makes
configuration changes in order to initiate the changes.

B Restore Defaults - You can restore the factory default values of the AP.

Info menu: This menu lets you view Wireless and Ethernet statistics.

B Wireless statistics - This option reports the statistics concerning the unit’s Wireless
activity (Figure 5-16).

=101

Recedved Packets Tronsmitted Packets
Total Bytes [B858 | TotalBys [ET
Total Packets I Total Packets [T
ParketCRCEmors  [I || PacketCRCEmmrs [0

Mnicast Transmitted Packets ID nicast Received Packets
Broadcast Transmitted Packets  [110 Broadcast Recetved Packets
Multicast Transmitted Packets ID Multicazt Recedved Packets

|Get Known BSSs done. [192.168.98.33 4
Figure 5-16. Wireless Statistics and Ethernet Statistics
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The meaning of each field name is given in the following table.

Table 5-2. Wireless Statistics

Field Description
Unicast Transmitted Packets The number of unicast packets successfully
transmitted

Broadcast Transmitted Packets | The number of broadcast packets transmitted
Multicast Transmitted Packets  |The number of multicast packets transmitted

Unicast Received Packets The number of wunicast packets that were
successfully received

Broadcast Received The number of broadcast packets that were
successfully received

Multicast Received The number of multicast packets that were

successfully received

B Ethernet statistics - This option reports the statistics concerning the unit’s Ethernet port
activity (Figure 5-16).

The meaning of each field name is given in the following table.

Table 5-3. Ethernet Statistics

Field |Description

Received Packets:

Total Bytes The number of bytes in the frames that were received
Total Packets Total number of received packets

Packet CRC Errors The number of packets with CRC Errors

Transmitted Packets:

Total Bytes The number of bytes in the frames that were transmitted
Total Packets Total number of transmitted packets

Packet CRC Errors The number of packets with CRC Errors

Traps menu: Provides information for trap messages

B View Record - You can see additional information for every Trap Message (Figure
5-17).
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Traps

Trap recedved @ 9:27:23 from host 192,168 98 33
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|Get Known BSSs done. [192.168.98.33 4
Figure 5-17. Trap Record

Network menu: Provides information about the Network.

B Associated Stations - Using this option you can view the MAC Addresses of the
Associated stations with the AP (Figure 5-18).

d Stations — =1l

| Mac Address |
1 00-0B-10-00-01-04

Figure 5-18. Associated Stations

B KnownBSSs - Using this option you can view the features (SSID, MAC address, etc.) of
the adjacent AP (Figure 5-19).
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1<Trap Received> | /

Figure 5-19. KnownBSSs Window

Window menu: Under this menu there are the following options

B Cascade - All opened windows are arranged on the desktop in a cascade fashion.

B Tile - All open windows are visible on the desktop.

Help menu: Provides on line help about the application.

5.1.3 Reset the AP by manual

If User forgot User password or User WLAN Access Point has locked up. User can reset it to
factory defaults by performing the following steps:

Wait for about 5 seconds. Release the Push Button. Then the Access Point will restart with

1. Power off the WLAN Access Point.
2. Push in the reset button located on the back of the WLAN Access Point.
3. While holding in the button, apply power to the AP.
4. The Access Point will start to load the default settings.
5.
the factory default settings.
5.2 Using Web Browser

Before using Web Browser for configuring the WaveBuddy-AP, verify that the WaveBuddy-AP’s
IP Address has been set following the procedure described in the Section 4 “Setting the IP
Address of the Access Point”. You need to assign your computer a Static IP address within the
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same range as the WaveBuddy-AP’s IP address for the purpose of configuration of the
WaveBuddy-AP. The default IP address of the WaveBuddy-AP is 192.168.98.11 with a Subnet
Mask of 255.255.255.0.

5.2.1 Connecting the WaveBuddy-AP To Your Network

Open your Web browser and type http://192.168.98.11 into the URL address box. Then press
the Enter or Return key and it will link to login page. Type the appropriate password in the
Password field. (The default password is “public”). Then press “Submit” linking to the
configuration menu.

——
—
11w ave

[~

_

Figure 5-20. WaveBuddy AP Login

AP Settings: Provides information and setting about the LAN.

B LAN Settings - You can either view or modify IP configuration and Filtering options in
this page (Figure 5-21). For more details referring to Section 5.1.2 <+ Setup Menu
Bridge). Then, press “Submit” to change your modify, and it will link to the message
page to show you that your changes have been saved. Once you modify any setting of
AP, you must re-login into AP Configuration Menu by pressing “Back to Main Page”
(Figure 5-22).
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LAN SETTINGS

LAN Settings

. MAC Address [00-00-8a-bb-cd-as
Operational

Settings IP Address 192.168.96.11

Mode
0 el [=s.285.2550
Privacy Options .
Authorization list Gateway 0000

DHCP Enable [~

LAN/WLAN Statistics 1P Filtering I ] Broadcast Forwarding &

Send Back Broadcast send Back Unicast v

. . Primary Port: Ethernet @ Wireless ®
Associated Stations

Site Surve Configuration Port m

Reset

Restore Defaults
Change Password
Firmware Upgrade

Figure 5-21. LAN Setting

LAN Settings

Operational
Settings
Mode
. . Your Changes Have Been Saved.
Privacy Options
Authorization list

= . i -
LAN/WLAN Statistics Back Ta Main Page.

Associated Stations

Site Survei

Reset

Restore Defaults
Change Password
Firmware Upgrade

Figure 5-22.

Wireless LAN: Provides information and setting about the Wireless LAN parameters.

B QOperational Settings - In this page you can either view or modify the Wireless LAN
parameters of the AP (Figure 5-23). You can refer to Section 5.1.2 + Setup menu ¢
Wireless LAN + Operational Settings for more detailed descriptions. Press “Submit”
to save your changes, and then press "Back to Main page” to re-login Configuration
Menu.
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WLAN OPERATIONAL SETTINGS

G,Waveéu&d

LAN Settings Access Point Name WaveBuddy_MIS
ESSID 11 Wawe AR

Operational Channel

Settings )
e Regulatory Domain ETSI

Autorate FallBack o
Privacy Options

Authorization list Preamble Type Long Preamble >

Authentication Type

LAN/WLAN Statistics Fragmentation Threshold

RTS Threshold

Associated Stations

Site Surve: RufTx Antenna

Beacon Period

Reset DTIM
Restore Defaults
GChange Password 551D Broadcasting
Firmware Upgrade

International Roaming

Rates: 1 Mb/sec 2 Mb/sec 5.5 Mb/sec 11 Mbfsec

Figure 5-23. WLAN Operational Settings

B QOperational Mode - You can either view or modify the Wireless LAN parameters of
the Wireless Operational Settings window for each mode in this page(Figure
5-24).Refer to Section 5.1.2 * Setup menu < Wireless LAN <+ Operational
Settings for more detailed descriptions. Press “Submit” to save your changes, and then
press “Back to Main page” to re-login Configuration Menu. When you press “SITE
SURVEY?™, it will link to the Site Survey page (Refer to Section 5.2.1 <+ Network
Site Survey, Figure 5-29).

Q,Waveéu&d

LAN Settings

WLAN OPERATIONAL MODE

Operational

Settings L LT N 1 0-010-00-00-00-00
Mode
Remote MAC  SENTENGRNVUANY)
Address

Privacy Options
Authorization list

L LT N 23R 1 0-010-00-00-00-00

LAN/WLAN Statistics

Associated Stations

Site Surve
SITE SURVEY

Reset
Restore Defaults

Change Password
Firmware Upgrade

Figure 5-24. WLAN Operational Mode
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B Privacy Options - By choosing this option you may modify the encryption key values
using the Wireless Equivalent Privacy (WEP) Options page (Figure 5-25). Write the
values and press “Submit” to change (WEP key is write-only, so it is not possible to
retrieve the key values). There are four 5 Hex digit encryption keys available if you
select 64bit WEP and there are four 13 Hex digit encryption keys available if you select
128bit WEP. The key is enabled only if you select it in the “Default key” option.
Enable the WEP (Wired Equivalent Privacy) option in order to activate WEP
encryption for transmissions between the stations and the AP. WEP is an authentication

algorithm that protects authorized Wireless LAN users against eavesdropping.

‘ WaveBt;ad

LAN Settings

WLAN PRIVACY OPTIONS

WEP Options
Operational

Settings Key 1 1111111111
Mode
Key 2 2222222222
Privacy Options
Authorization list Key 3 3333333333
Key 4 4444444444
Default Key WEP Enable 64 =

Associated Stations 802.1x Options

Site Surve
802.1x Enable Mixed Ervironment »

LAN/WLAN Statistics

Reset Refresh Period
Restore Defaults

GChange Password Server 1P Address 192.168.98.1
Firmware Upgrade

Figure 5-25. WLAN Privacy Options

For more detailed descriptions of 802.1X Options, you can refer to Section 5.1.2
Setup menu « Wireless LAN « Privacy Options.

B Authorization List - For security reasons the AP has the ability to associate with
authorized MAC Addresses stations, if the Authorization Table option is enabled. If the
“Authorization Table” is enabled, the AP allows any authorized stations to get
associated to it. And you can select Allow or Deny mode with MAC listed below to

access device (Figure 5-26).
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AUTHORIZATION LIST

LAN Settings

Operational
Settings
Mode

Privacy Options
Authorization list

LAN/WLAMN Statistics

Associated Stations
Site Surve

Reset

Restore Defaults |1-1EI i

Change Password
Firmware Upgrade
Authorization Table: Disable & Enable

© Only deny PCs with MAC listed below to access device
& Only allow PCs with MAC listed below to access device

_submit |
Figure 5-26. Authorization List

Statistics: Provides information about the LAN/WLAN Statistics.

— LAN/WLAN Statistics - This page lets you view Ethernet and Wireless statistics
(Figure 5-27). You can refer to Table 5-2 and Table 5-3 for the meaning of each field
name.

(.Waveéu&d

LAN Settings

STATISTICS

Received Packets Transmitted Packets

Operational
Settings

Mode Total Bytes 52786 Total Bytes

Total Packets Total Packets

Privacy Options

Authorization list Packet CRC Errors Packet CRC Errors

Broadcast Packets Broadcast Packets

Associated Stations Multicast Packets Multicast Packets

Site Surve

LAN/WLAN Statistics Unicast Packets _ Unicast Packets

Reset
Restore Defaults

Ghange Password
Firmware Upgrade

Figure 5-27. Statistics

33



11Wave Technology Inc

Network: Provides information about the Network.

B Associated Stations - In this page you can view the MAC Addresses of the Associated
stations with the AP (Figure 5-28).

(WaveBu&d

LAN Settings

Operational _
Settings

Mode

ASSOCIATED STATIONS

Privacy Options
Authorization list

LAN/WLAN Statistics

Associated Stations
Site Surve

Reset

Restore Defaults
Ghange Password
Firmware Upgrade

Figure 5-28. Associated Stations

B Site Survey — In this page, you can view the features (SSID, MAC address, etc.) of the
adjacent AP. You also can select operational mode in this page. ( Refer to Section
5.1.2 « Setup menu < Wireless LAN < Operational Settings for more detailed
descriptions.).

SITE SURVEY

LAN Settings

Operational
Settings
Mode

Privacy Options
Authorization list

Connect as: |Access Point Client

LAN/WLAN Statistics -

Associated Stations
Site Surve

Reset

Restore Defaults
Ghange Password
Firmware Upgrade

Figure 5-29. Site Survey
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Commands:

B Reset - You can reset the AP. This action takes place after a user makes configuration
changes in order to initiate the changes.

B Restore Defaults - You can restore the factory default values of the AP.

B Change Password — You can change the default password to a new password (Figure
5-30).

e.WaveBu&d

LAN Settings

CHANGE PASSWORD

Operational Enter Old Password:

Settings
Mode Enter New Password:

Privacy Options Renter New Password:
Authorization list

LAN/WLAN Statistics

Associated Stations
Site Surve

Reset

Restore Defaults
Ghange Password
Firmware Upgrade

Figure 5-30. Change Password

B Firmware Upgrade — Refer to Section 6.2.

Help: Provides on line help about the application (Figure 5-31).
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liwave Web Site.
Eirware Upgrade.

LAN Settings.
Operational Mode.
Authorization List.

Associated Stations.

Operational Settings.
Privacy Options.
LAN/WLAN Statistics.
Site Survey.

Site Surve Reset / Restore Defaults. Change Password.

Eirware Upgrade.
Reset
Restore Defaults

Change Password
Firmware Upgrade

Figure 5-31. Help

5.3 Using the DFU Utility application

This procedure requires the use of the DFU Ultility application (AP Utility) that can be used only
through the USB port. When you connect the WaveBuddy-AP to the USB port for the very first
time, the operating system will automatically detect the device since the driver has already been
installed during the installation process.

If you want to view or change the WaveBuddy-AP parameters you have to plug the USB cable to
the AP USB port and then run the AP Ultility and select the “Configuration” button (Figure
5-32).

J BF Utility x|
—Code Download
Firmweare
Download |
— Utilities Information
Firmware Version I 02.2.06
Configuration. |
AP Ttility Version I 0056
Commands
Reset 4P | _
s || WaveBuddy
|

Figure 5-32. DFU Utility application (AP Utility)
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Under the window (Figure 5-33) that appears, you may press the following buttons:

The “Get” button in order to view the current parameters of the AP (Figure 5-33).

The “Modify” button in order to set new values to the pre-selected parameters.

The “Set” button to download any changes to the AP.
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Keybd 2 0000 0000 00
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Kewl2d | (000 0000 00 00 00 00000000 ...
Kevl2d 2 (000 0000 00 00 00 00000000 ...
Eevl2B 3 (000 0000 00 00 00 00000000 ... bad ifar
Kevl2d 4 (000 0000 00 00 00 00000000 ...
Preamble Long
LuthenticationTwpe Both Twpe
LecesPointtame WaveBuddy-MIE et
OperationalFatelet 1145 54210 Mbps
BeaconPerind 100
DTIM 2
Ltenma Diiversity
Cperational Mode Access Point
Teer Cormmundty public
Teer Access: READ ONLY Exit
Ad indstrator Commuomnity public
Administrator Aecess: READWWERITE
Crateway [P Address oooo
IF Filtering Dizable
Dhep Clisnt Dizable
Primary Port Ethermnet T
Authorization Algorithm Dizable
ANMP Traps Enshble
Preferred BESID 000 00 00 00 00
EEID Broadcasting Enable
Zend Back Broadcast Ensble Ensble g—
Forward Broadcast Enable Ensble “,35 ----- —
Configuration Past Both Poxts W
Send Eiack Unicast Ensbls Ensble WaveBuddy
International Eoaming Enable Enable
802.1x Enable Dizable
Broadcast Kew Period 0
Bereer [P Address 192163598 .1
Berver Secret ANEMOS ;I

Figure 5-33. Bridge Configuration
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The parameters shown in Figure 5-33 are described below:

MAC Address: (Read Only) The MAC Address of the AP. Unique 48-bit, hard-coded Media
Access Control address known as the station identifier.

Regulatory Domain: (Read Only) You need to select the Regulation Domain among the
following options, FCC, ETSI, SPAIN, DOC, FRANCE, MKK, and MKK1.

Eth_IP_Address: The IP Address of the AP. Network-assigned Internet Protocol address of the
AP.

Eth_SubMask: The Ethernet station and the AP must be on the same subnet. The I[P Address for
the AP must correspond to the Subnet Mask. Subnet Mask consists of four sets of three digits that
divide a network into subnetworks.

Wirel MAC_Address: (Read Only) Specifies the BSSID and must be the same with the
Ethernet MAC Address.

Wirel ESSID: Select the ESSID to be used. The ESSID (up to 32 printable ASCII characters) of
the unit is a string used to identify a WLAN. The ID prevents the unintentional merging of two
co-located WLAN:S.

EssLen: (Read Only) The length of the ESSID (number of characters).

AutoRateFallBack: Select Enable or Disable. When this is enabled the transmission rate is the
optimum rate. In case of obstacles or interference, the system will automatically fall back.

Wirel_Channel: Select the channel to be used. The channels differ from country to country.
There are 14 channels available.

Wirel Fragmentation Threshold: The size at which packets will be fragmented. Choose a
setting within a range of 256 to 2346 bytes. This is the option for the Fragmentation Threshold
activation.

Wirel Rts Threshold: Minimum packet size to require an RTS (Request To Send). For packets
smaller than this threshold, an RTS is not sent and the packet is transmitted directly to the WLAN.
This is the option for the RTS Threshold activation.

WEP type: The Wired Equivalent Privacy Algorithm (64 or 128 bits).

WEP Key: The WEP Key if the WEP option is enabled in order to activate WEP encryption for
transmissions between the stations and the AP.

WEP Keys 64/128 #1 - #4: The default key that will be used. May be edited only if WEP type is
64 bits or 128 bits.

Preamble Type: Select Short or Long Preamble Type. Preamble is the first subfield of PPDU,
which is the appropriate frame format for transmission to PHY (Physical layer). There are two
options, Short Preamble and Long Preamble. The Short Preamble option improves throughput
performance.
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Authentication Type: Select Open System or Shared Key Authentication Type.
Open System: With this setting any station in the WLAN can associate with an AP and
receive and transmit data (null authentication).

— Shared Key: With this setting only stations using a Shared Key encryption identified by the
AP are allowed to associate with it.

— Both: With this setting stations communicate with or without data encryption.

AccessPointName: Type the AP’s name.

Operational Rate Set: By default the unit adaptively selects the highest possible rate for
transmission. In case of obstacles or interference, the system will step down. Select the basic rates
to be used among the following options: 1/2 Mbps, 1/2/5.5/11 Mbps.

Beacon Period: Set the Beacon Period parameter, which specifies the duration between Beacon
packets (milliseconds). The range for the Beacon Period is between the range 20-1000 with a
typical value of 100.

DTIM: (Read Only) Set the DTIM period. Determines at which interval the AP will send its
broadcast traffic. Default value is 2 Beacons.

Antenna: Set the Antenna among the following options Left, Right or Diversity, to determine
which antennas are used for reception and transmission.

Operational Mode: Set one of the following operational modes for the AP.

— Access Point

— Access Point Client

— Wireless Bridge (Wireless Bridge can be used in Point to Point or Point to Multipoint
configurations)

—  Wireless Repeater

For more information on each mode of operation see paragraph 5.1.3, Configuring the AP.

User Community: Indicates the user’s password. The default password is “public”

User Access: Indicates the user’s access rights. The user can read but not set or change the AP’s
parameters.

Administrator Community: Indicates the administrator’s password. The default password is
“public”.

Administrator Access: Indicates the Administrator’s access rights. The administrator can read
and also set or save changes to the AP’s parameters.

Gateway IP Address: Network Gateway

IP Filtering: Enable/Disable the possibility to allow only IP protocol packets to pass through the
WLAN and any other protocol packets filtered out.

DHCP client: Enable/Disable automatic IP Address assignment by the DHCP server

Primary Port: The interface that determines the DHCP server (Ethernet Port/Wireless Port).
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Authorization Algorithm: Enable/Disable the association with authorized MAC Addresses
stations.

SNMP traps: Enabled/Disabled SNMP traps, which are the messages indicating the actions
related to the AP that have taken place. Preferred BSSID: Remote MAC Address for connection,
in AP Client or Wireless Bridge Operational modes.

Preferred BSSID: It is enabled only if you select the Access Point Client option. BSSID
corresponds to the MAC Address of the desired Wireless device (“Access Point” mode) that you
want to link.

SSID Broadcasting: When checked the AP broadcasts the ESSID to the stations, if not checked
then the stations must know the AP ESSID in advance.

Send Back Broadcast Enable: The AP should not send back to the air broadcast traffic received
from the air.

Forward Broadcast Enable: The AP should not forward broadcast traffic to the air.

Configuration Port: You can select which port (Ethernet Port and/or Wireless Port) will be used
for the AP configuration.

Send Back Unicast Enable: The AP should not send back to the air unicast traffic received from
the air.

International Roaming Enable: Enabled/Disabled International Roaming, which moving
seamlessly from one AP coverage area to another with no loss in connectivity.

802.1X Enable: Enable, Disable, Mixed Environment.

When using Enable, then it is activated the 802.1X support of the AP and the stations that will try
to connect to this AP must support 802.1X as well.

When using Disable, then the AP does not support 802.1X and then the default keys are used for
the encryption/decryption of the packets.

When using Mixed Environment, then you can have APs or stations that support 802.1X and APs
or stations that do not support 802.1X. For the APs or the stations that do not support 802.1X
must use Shared Key Authentication in order to connect to this AP. If Open System
authentication algorithm is used then the communication would not be possible.

Broadcast Key Period: Set the time in seconds for the broadcast key renewal.
Server IP Address: Set the IP address of the Radius Server.

Server Secret: Set the password used between the AP and the Radius Server.
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Section 6. Access Point Firmware Upgrade

The WaveBuddy-AP firmware upgrade can be done either through the Ethernet port/Wireless
port by using the SNMP Configuration Utility (SNMP Manager) application, and any current
Web Browser, or through the USB port by using the DFU Utility application (AP Utility).

6.1 Using the SNMP Configuration Utility application

Before using the SNMP Configuration Utility for upgrading the firmware of the WaveBuddy-AP,
verify that the AP IP Address has been set-up following the procedure described in the section
“Setting the IP Address of the Access Point” (Section 4).

On the window task bar, choose Start | Programs | WaveBuddy WLAN Access Point Utilities|
SNMP Configuration Utility to open the application. Choose File | Firmware Upgrade, the
following window (Figure 6-1) appears.

Firmyeare Up x|

IF Lddress |

Filename |

Download File |

Figure 6-1. Firmware Upgrade

Type the IP Address of the AP in the first edit box of the panel. Then, browse for the appropriate
file (e.g. bridge.rom) by pressing the “Browse (three dots)” button. Finally press the “download”
button to download the firmware (Figure 6-2).

Firmyeare Up x|

IP Addres | 192.168.95 33

Filemame | Z:Mbrid e rom

Download File |

Figure 6-2. The IP Address, browse for the file bridge.rom and download
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The Firmware download procedure will be completed successfully if a message in the left bottom
corner appears as “Firmware download has been completed”. If you receive the message “Timed
Out”, in the left bottom corner, during the “firmware download” procedure, you need to check if
the AP is powered on and if it has a valid IP Address. In order to check the validity of the IP
Address you must ping the AP. If you receive the message “Flash Programming in progress”
during the firmware download procedure you should not power off the AP. In order to close the
application, press the "Exit" button.

Note: If the download procedure has not been completed successfully you must try again, but
before starting the download you need to confirm that you are using the correct firmware
file.

6.2 Using Web Browser

Open your Web browser and type http://192.168.98.11 into the URL address box. Then press
the Enter or Return key. You need to assign your computer a Static IP address within the same
range as the WaveBuddy-AP’s IP address for the purpose of configuration of the WaveBuddy-AP.
The default IP address of the WaveBuddy-AP is 192.168.98.11 with a Subnet Mask of
255.255.255.0.

Press Commands > Firmware Upgrade of the left window, it will link to firmware upgrade page,
then browse for the appropriate file (e.g. bridge.rom) by pressing the “Browse...” button. Finally
press the “Upgrade” button to download the firmware. (Figure 6-3)

Q,Waveéu&d

LAN Settings

FIRMWARE UPGRADE

UPLCAD FILE

C:\bridge. rom

Operational
Settings
Mode

Privacy Options
Authorization list

LAN/WLAN Statistics

Associated Stations
Site Surve

Reset
Restore Defaults

Change Password
Firmware Upgrade

Figure 6-3. Firmware Upgrade

6.3 Using the DFU Utility application

First of all you have to plug the USB cable and then run the DFU Ultility application (AP Utility).
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5 LF Utility X
—Code Dowinload,
Firnvasare
IC:".hIiJ:lge.mm |
Diownload |
— Utilities Information
Fimeare Verdon I 02206
Configuration. |
AP Tility ¥ersion I no05a
Command s
Reset AP |
e || WaveBuddy
|

Figure 6-4. DFU Utility application

In Figure 6-4 select the appropriate file bridge.rom, by pressing the “Browse (three dots)” button.
Finally press the “Download” button. Please keep in mind that this process needs some time to
complete. When the DFU completes successfully a window appears indicating the status of the
download (DFU succeeded, DFU failed) (Figure 6-5, Figure 6-6).

x|
T ]
pUEEES it & DFU STCCEEDED
Firmwa
Contfigtation |
N o
0K
Corumand s
Reset AP |

s | | WaveBuddy

Figure 6-5. DFU succeeded
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Figure 6 6. DFU failed
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Appendix A

15.21

CAUTION: Any changes or modifications not expressly approved
by the party responsible for compliance could void the user’'s
authority to operate the equipment.

Prohibition of co-location
This device and its antenna(s) must not be co-located or operating
in conjunction with any other antenna or transmitter.

15.105 Federal Communications _Commission _ (FCC)
Requirements, Part 15
This equipment has been tested and found to comply with the limits
for a class B digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against
harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the
following measures:
---Reorient or relocate the receiving antenna.
---Increase the separation between the equipment and receiver.
---Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected.
---Consult the dealer or an experienced radio/TV technician for
help.
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Caution Statement of the FCC Radio Frequency Exposure

This Wireless LAN radio device has been evaluated under FCC Bulletin
OET 65C and found

compliant to the requirements as set forth in CFR 47 Sections 2.1091,
2.1093, and

15.247(b)(4) addressing RF Exposure from radio frequency devices. The
radiation output

power of this Wireless LAN device is far below the FCC radio frequency
exposure limits.

Nevertheless, this device shall be used in such a manner that the potential
for human contact

during normal operation—as a mobile device but use in a body-worn way is
strictly

prohibit. When using this device, a certain separation distance between
antenna and nearby

persons has to be kept to ensure RF exposure compliance.

Regulatory information / Disclaimers

Installation and use of this Wireless LAN device must be in strict
accordance with the instructions included in the user documentation
provided with the product. Any changes or modifications (including the
antennas) made to this device that are not expressly approved by the
manufacturer may void the user’s authority to operate the equipment. The
manufacturer is not responsible for any radio or television interference
caused by unauthorized modification of this device, or the substitution of
the connecting cables and equipment other than manufacturer specified. It
is the responsibility of the user to correct any interference caused by such
unauthorized modification, substitution or attachment. Manufacturer and its
authorized resellers or distributors will assume no liability for any damage
or violation of government regulations arising from failing to comply with
these guidelines.

MPE Statement (Safety Information)

Your device contains a low power transmitter. When device is transmitted it
sends out Radio

Frequency (RF) signal.

Safety Information

CAUTION: To maintain compliance with FCC’s RF exposure guidelines,
this equipment should be installed and operated with minimum distance 20
cm between the radiator and your body. Use on the supplied antenna.
Unauthorized antenna, modification, or attachments could damage the
transmitter and may violate FCC regulations.
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Appendix B: Glossary

A

Access Point - An internetworking device that seamlessly connects wired and wireless networks
together.

Ad-Hoc Mode - A client setting that provides independent peer to peer connectivity in a wireless
LAN. An alterative setup is where PCs communicate with each other through an access point.

B
Bandwidth - The transmission capacity of a given facility, in terms of how much data the facility
can transmit in a fixed amount of time; expressed in bits per second (bps).

Bit - A binary digit. The value - 0 or 1-used in the binary numbering system. Also, the smallest
form of data.

BSS - Stands for Basic Service Set. An Access Point associated with several stations.

D
Default Gateway - The routing device used to forward all traffic that is not addressed to a station
within the local subnet.

DHCP server and client - DHCP stands for Dynamic Host Configuration Protocol. This protocol
is designed to automatically load parameters for the TCP/IP network, including the IP address,
host name, domain name, netmask, default gateway, and name server address. The machine that
provides this service is called the DHCP server, and its client computers are called DHCP clients.
If client computers support DHCP, a TCP/IP configuration is not needed on each client computer.

Diversity Antennas - An intelligent system of two antennas that continually senses incoming
radio signals and automatically selects the antenna best positioned to receive it.

Domain - A subnetwork comprised of a group of clients and servers under the control of one
security database. Dividing LANs into domains improves performance and security.

Driver - A workstation or server software module that provides an interface between a network
interface card and the upper-layer protocol software running in the computer; it is designed for a
specific NIC, and is installed during the initial installation of a network compatible client or
server operating system.

DSSS (Direct-Sequencing Spread-Spectrum) - DSSS operate over the radio airwaves in the
unlicensed ISM band (industrial, scientific, medical). DSSS uses a radio transmitter to spread data
packets over a fixed range of frequency band.

E

Encryption - A security method that applies a specific algorithm to data in order to alter the
data's appearance and prevent other devices from reading the information.
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Ethernet - The most widely used LAN access method that is defined by the IEEE 802.3 standard.
Ethernet is normally a shared media LAN meaning all devices on the network segment share total
bandwidth. Ethernet networks operate at 10Mbp using CSMA/CD to run over 10Base T cables.

ESS - Stands for Extended Service Set. More than one BSS can be configured as an Extended
Service Set. An ESS basically a roaming domain.

F
Firmware - Program that is inserted into programmable read-only memory (programmable
read-only memory), thus becoming a permanent part of a computing device.

Fragmentation Threshold Value - Indicates how much of the network resources is devoted to
recovering packet errors. The value should remain at its default setting of 2,432. If you
experience high packet error rates, you can decrease this value but it will likely decrease overall
network performance. Only minor modifications of this value are recommended.

Fragmentation - Breaking a packet into smaller units when transmitting over a network medium
that cannot support the original size of the packet.

1
IEEE - The Institute of Electrical and Electronics Engineers.

IEEE 802.11 - The IEEE standard that specifies a carrier sense media access control and physical
layer specifications for 1 and 2 megabit per second wireless LANS.

IEEE 802.11b - The IEEE standard that specifies a carrier sense media access control and
physical layer specifications for 5.5 and 11 megabit per second wireless LANSs.

IEEE 802.3 - The IEEE standard that specifies carrier sense media access control and physical
layer specifications for Ethernet LANS.

Infrastructure Mode - A client setting providing connectivity to an Access Point. As compared
to Ad-Hoc Mode where PCs communicate directly with each other clients set in infrastructure
Mode all pass data through a central Access Point. The Access Point not only mediates Wireless
network traffic in the immediate neighborhood but also provides communication with the wired
network.

IP Address - An IP address is a 32-bit number that identifies each sender & receiver of
information that is sent across the Internet. An IP address has two parts: the identifier of a
particular network on the Internet and one identifier of a particular device (which can be a server
or a workstation within that network).

IRQ - Interrupt ReQuest, A hardware interrupt on a PC. There are 16 IRQ lines used to signal the
CPU that peripheral event has started or terminated. In most cases, two devices cannot use the
same line.

ISM band - The FCC and their counterparts outside of the U.S. have set aside bandwidth for
unlicensed use in the ISM (Industrial, Scientific and Medical) band. Spectrum in the vicinity of
2.4 GHz, in particular, is being made available worldwide. This presents a truly revolutionary
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opportunity to place convenient high-speed wireless capabilities in the hands of users around the
globe.

L

LAN - A local area network (LAN) is a group of computers and associated devices that share a
common communications line and typically share the resources of a single processor or server
within a small geographic area (for example, within an office building).

M
MAC Address - 12-digit hexadecimal number that identifies a networking product on the
network.

Mbps (Megabits per second) - One million bits per second; unit of measurement for data
transmission.

N
Network - A system that transmits any combination of voice, video and/or data between users.

Node - A network junction or connection point, typically a computer or work station.

o

Open System - [s when the sender and the recipient do not share a secret key. Each party
generates its own key-pair and asks the receiver to accept the (usually randomly) generated key.
Once accepted, this key is used for a short time only; then a new key is generated and agreed
upon.

P

Packet - A unit of data routed between an origin and a destination in a network.

PCMCIA - Personal Computer Memory Card International Association, which develops
standards for PC cards, formerly known as PCMCIA cards, are available in three types which are
about the same length and width as credit cards, but range in thickness from 3.3mm(Type 1),
5.0mm(Type II), to 10.5mm(Type III). These cards can be used for many functions, including
memory storage, as landline modems and as wireless LAN.

Plug and Play - The ability of a computer system to configure expansion boards and other
devices automatically without requiring the user to turn off the system during installation.

R

Roaming - The ability to use a wireless device and be able to move from one access point's range
to another without losing the connection.

RTS/CTS Threshold Value - Should remain at its default setting of 2,347. A preamble is a
signal used to synchronize the transmission timing between two or more systems. A series of
transmission pulses is sent before the data to indicate that “someone is about transmit data.” This
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ensures that systems receiving the information correctly when the data transmission starts.

S

Shared Key - Is when both the sender and recipient share a secret key. Both units use this key for
an extended length of time, sometimes indefinitely. Any eavesdropper that discovers the key may
decipher all packets until the key is changed.

Signal Strength - The signal level indicates the strength of the signal as received at the wireless
network interface.

SNMP (Simple Network Management Protocol) - A standard network protocol that can be used
to manage networks locally, or worldwide via the Internet.

SSID (Service Set Identifier) - Is the unique name shared among all points in a wireless network.
The SSID must be identical for all points in the network. It is case sensitive and must not exceed
32 characters.

Static IP Address - A permanent IP address that is assigned to a node in an IP or a TCP/IP
network.

Subnet - A subnet is a logical sub-division of a Local Area Network that has been divided by
means of routers or gateways. A subnet may include multiple LAN segments. Each subnet is
identified by the Subnet Mask.

T

TCP/IP (Transmission Control Protocol/Internet Protocol) - The basic communication language
or protocol of the Internet. It can also be used as a communications protocol in a private network
(either an intranet or an extranet). When you are set up with direct access to the Internet, your
computer is provided with a copy of the TCP/IP program just as every other computer that you
may send messages to or get information from also has a copy of TCP/IP.

Throughput - The amount of data moved successfully from one place to another in a given time
period.

Tx Rate - Transmission Rate.

w

WEP (Wired Equivalent Privacy) - The optional cryptographic confidentiality algorithm
specified by IEEE 802.11 used to provide data confidentiality that is subjectively equivalent to
the confidentiality of a wired LAN medium that does not employ cryptographic techniques to
enhance privacy.

Windows workgroup - A Windows workgroup can consist of either wireless or wired network
connections or a combination of the two. Usually a Windows workgroup consists of members
who are related because of a shared function, e.g. members of the same department. For a
Windows workgroup it is not relevant where the workgroup participants are located, since the
members of a Windows workgroup are identified by their workgroup name only.
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WaveBuddy WLAN Access Point

Quick Installation Guide & Configuration

§ Package Contents

Please make sure that your received the following with:

¢ One WaveBuddy WLAN Access Point (WaveBuddy-AP)
¢ One Software Tools CD (Drivers and User Guide on CD)
¢ One USB cable

¢ One Ethernet cable (crossover)

¢ One power adapter

§ System Requirements

For configuration through USB:
¢ Operating System: Windows 98/98se/Me/2000/XP
¢ Desktop PC or notebook PC with USB port

For configuration through Ethernet:
¢ Operating System: Windows 95/98/98se/Me/2000/XP, Windows® NT 4.0
¢ Desktop PC or notebook PC connected on a LAN

§ Installation Overview

This section provides a quick step-by-step guide on how to install your WaveBuddy-AP.
Please follow the steps described below and refer to the User Guide for more details.

1. Power on the computer.

2. Install the drivers and application:

Step 1. Insert the given Installation CD into your CD-ROM driver. Unless you have
deactivated the autorun feature of the window, the screen shown as below
should appear automatically. If this screen doesn’t appear automatically, you
can access the installation by clicking the Autorun button and choosing Run.
In the drop-down box provided type D:\Autorun.exe (where D: is the letter
of your CD-ROM drive). Alternately, double-click “My Computer” and
double-click the Autorun.exe icon in the folder that appears or browse your
CD-ROM drive and go to D:\WLAN Access Point\AP Utility\ and click on
the Setup.exe.
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11Wawve Technology Inc.

Freedom
WLAN Access Point

Install AP Utility

Quick Installation Guide

Install 11Wave 802.11h WLAN Access Point.

Step 2. Click the “Install AP Utility” button to start the driver and utility installation
process.

Step 3. Follow the installation instructions from the InstallShield Wizard by pressing
the “Next” button.

Welcome to the InstallS hield Wizard for WaveBuddy WLAN Access Point Utilities

The InstallshieldR ‘wizard will install W aveBuddp WLAN Access Paint Utilities on vour computer.
To continue, click Mext.
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Fress the PAGE DOWN key to zee the rest of the agreement.

License Agreement far 11%AVE ‘W aveB uddy WLAN Access Paint -

Thiz iz a legal agreement between 11WAWE Technology Inc. 1 1WAVE") and you.
If you da nat agree with the terms of this Agreement,

pramptly return the unopened diskette package and the accomparnying

iterng ko 11%WAWE for a full refund. |n return for acquining a license to use

the ‘Wireless LAN software, related documentation and hardware peripherals
["Saftware'). you agree to the following terms and conditions.

Section 1. Grant of License. 11WAWE grants you a limited,
non-exclusive nontransferable icense: [a) ta use the Software an ane
computer for internal purposes only, and [b) to make ane copy of the
Saftware salely for backup purposes. You must attach this License
Agreement to the backup copy which remains the sole property of 11WAVE.

Section 2. Proprietary Rights. 11'WAYE retaing full rights, title,
and ownership including all copyrights and other intellectual property rights
in and to the Software. You agree to take all reazonable steps to prevent ﬂ

Do pou accept all the terms of the preceding License Agreement? 1f you select Mo, the setup wil
cloze. Tainstall WaveBuddy 'WLAN Access Point Utilities, you must accept this agreement

Step 4. Give the destination path where the utility will be installed. To set the path of
your choice, select “Browse” and click “Next”.

Setup will install W aveBuddy WLAN Access Point Utilties in the following folder.

Toinstall to this folder, click Nest. To install to a different folder, click Browse and select another
falder.

Destination Folder
’7&\...\1 Twfavelw aveBuddy WLAN Access Point W
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Step 5. Select a program folder and then select “Next”.

Setup wil add program icons to the Program Folder listed below. “You may tvpe & new falder name,
or zelect one from the existing folders list. Clhck Mest to continue.

Frogram Folders:

E mizting Falders:

Indigo Roze Corporation

ImstallS hield

Microsoft eMbedded Yisual Tools
Microsoft Office

Microsoft Visual Studio £.0
PCALSA

PawerTCP

4
Trend Micro PC-cilin 2003 j

‘waveBuddy WLAN Access Point Utlities Setup iz perfarming the requested operations.

Instaling

Ch A TwWavew aveBuddy 'WLAN Access Point\SNMPhelp.hip
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InstallShield Wizard Complete

The InstallShield ‘Wizard has successfully installed WaveBuddy "WLAN Access Paint Utlities. Click
Finizh to exit the wizard.

Step 6. “Finish” the installation. If prompted for reboot, select “Yes”.

rd Refer to Section 4 and 6 of the User Guide for more details on setting
the IP address of the WaveBuddy-AP and configuration respectively.
Section 6 of the User Guide provides all the instructions on how to
upgrade the firmware of the WaveBuddy-AP.

§ Quick Configuration Using Web Browser

1.

Connect the power adapter to the receptor at the back panel of the WaveBuddy-AP and
then plug the other end of the power adapter to a wall outlet or power strip. The Power
LED will turn ON to indicate proper operation.

Using a Cross-Over Ethernet cable to connect the WaveBuddy-AP to the computer. The
Link LED light will illuminate to indicate a proper Ethernet connection.

You need to assign your computer a Static IP address within the same range as the
WaveBuddy-AP’s IP address for the purpose of configuration of the WaveBuddy-AP.
The default IP address of the WaveBuddy-AP is 192.168.98.11 with a Subnet Mask of
255.255.255.0.

Open your Web browser and type_http://192.168.98.11 into the URL address box. Then
press the Enter or Return key and it will link to login page. Type the appropriate
password in the Password field. (The default password is “public”). Then press “Submit”
linking to the configuration menu.
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AP Settings: Provides information and setting about the LAN.

— LAN Settings - You can either view or modify IP configuration and Filtering
options. For more details referring to WaveBuddy WLAN Access Point User Guide
Section 5.1.2 e Setup Menu e Bridge.

G.WaveBuéd

LAN Settings

" MAC Address 00-00-aa-bb-cd-aa

Operational
Settings IP Address 192.168.98.11
Mode

IP Mask 265.255.255.0
Privacy Options S
Authorization list LR pooo

r

IP Filtering | Broadcast Forwarding V|

LAN SETTINGS

DHCP Enable

LAN/WLAN Statistics
Send Back Broadcast 4 Send Back Unicast v

Primary Port: Ethernet O Wireless #

Associated Stations
Site Surve Configuration Port m

Reset
Restore Defaults

GChange Password
Firmware Upgrade

Then, press “Submit” to change your modify, and it will link to the message page
to show you that your changes have been saved. Note: Once you modify any setting
of WaveBuddy-AP, you must re-login by pressing “Back to Main Page”.
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LAN Settings

Operational
Settings
Mode

Your Changes Have Been Saved.

Privacy Options
Authorization list

P i g =
LAN/WLAN Statistics Back To Main Page

Associated Stations

Site Suruei

Reset
Restore Defaults
Change Password

Wireless LAN: Provides information and setting about the Wireless LAN
parameters.

— Operational Settings - In this page you can either view or modify the Wireless
LAN parameters of the WaveBuddy-AP. You can refer to WaveBuddy WLAN
Access Point User Guide Section 5.1.2 e Setup Menu e Wireless LAN e Operational
Settings for more detailed descriptions. Press “Submit” to save your changes, and
then press ”Back to Main page” to re-login Configuration Menu.

( .Waveéudd WLAN OPERATIONAL SETTINGS

LAN Settings Access Point Name WaveBuddy_MIS
ESSID 1Wave_AP
Operational Channel M

Settings :
Mode Regulatory Domain

Autorate FallBack
Privacy Options

Authorization list Preamble Type Long Preamble =

Authentication Type

LAN/WLAN Statistics Fragmentation Threshold

RTS Threshold
Associated Stations

Site Surve RxfTx Antenna

Beacon Period

Reset DTIM
Restore Defaults
Change Password SSID Broadcasting

Firmware Upgrade
International Roaming

Rates: 1 Mb/sec 2 Mb/sec 5.5Mb/sec 11 Mb/sec
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— Operational Mode - You can either view or modify the Wireless LAN parameters
of the Wireless Operational Settings window for each mode in this page. Refer to
WaveBuddy WLAN Access Point User Guide Section 5.1.2 e Setup Menu e
Wireless LAN e Operational Settings for more detailed descriptions. Press
“Submit” to save your changes, and then press "Back to Mail page” to re-login
Configuration Menu. When you press “SITE SURVEY?”, it will link to the Site
Survey page (Refer to WaveBuddy WLAN Access Point User Guide Section 5.2.1
e Network e Site Survey).

G_Waveéuéd

LAN Settings

WLAN OPERATIONAL MODE

Operational

Settings L=t LD = -1 11-(10-00-00-00-00
Mo
oHE Remote MAC 00-00-00-00-00-00
Address | et

Privacy Options
Authorization list

Prefered BSS  [IIRENCNNENERVNRNN)

LAN/WLAN Statistics

Associated Stations

Site Surve
SITE SUEVEY

Reset

Restore Defaults
Change Password
Firmware Upgrade

— Privacy Options - By choosing this option you may modify the encryption key
values using the Wireless Equivalent Privacy (WEP) Options page. Write the
values and press “Submit” to change (WEP key is write-only, so it is not possible
to retrieve the key values). There are four 5 Hex digit encryption keys available if
you select 64bit WEP and there are four 13 Hex digit encryption keys available if
you select 128bit WEP. The key is enabled only if you select it in the “Default key”
option. Enable the WEP option in order to activate WEP encryption for
transmissions between the stations and the AP. WEP is an authentication algorithm
that protects authorized Wireless LAN users against eavesdropping.
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WLAN PRIVACY OPTIONS

LAN Settings

WEP Options
Operational

Settings Key 1 111111111
Made
Key 2 2222222222
Privacy Options
Authorization list Key 3 3333333333
Key 4 4444444444
Default Key WEP Enahls 64~

LAN/WLAN Statistics

Associated Stations
Site Surve

802.1x% Enable Mixed Environment =
Reset Refresh Period o |
Restore Defaults

Ghange Password Server IP Address 192.166.95.1
Firmware Upgrade

For more detailed descriptions of 802.1x Options, you can refer to WaveBuddy
WLAN Access Point User Guide Section 5.1.2 e Setup Menu e Wireless LAN e
Privacy Options.

— Authorization List - For security reasons the AP has the ability to associate with
authorized MAC Addresses stations. You can select Allow or Deny mode with
MAC listed below to access device, if the “Authorization Table” is enabled.

F\ * AUTHORIZATION LIST
WaveBudd

000B0012001C
000BO0120010
operational

Settings

Made 00DE0012001F

Privacy Options
Authorization list

LAN Settings

LAN/WLAN Statistics

Associated Stations

Restore Defaults 1~10 =

Change Password

Authorization Table: Disable @ Enable ©

© only deny PCs with MAC listed below to access device
& only allow PCs with MAC listed below to access device

Statistics: Provides information about the LAN/WLAN Statistics.



11Wave Technology Inc.

— LAN/WLAN Statistics - This page lets you view Ethernet and Wireless statistics.
You can refer to WaveBuddy WLAN Access Point User Guide > Table 5-2 and
Table 5-3 for the meaning of each field name.

STATISTICS

LAN Settings

Received Packets Transmitted Packets
Operational

Settings
Mode Total Bytes Total Bytes
Total Packets Total Packets
Privacy Options
Authorization list Packet CRC Errors Packet CRC Errors

LAN/WLAN Statistics Unicast Packets Unicast Packets
Broadcast Packets Broadcast Packets

Associated Stations Multicast Packets Multicast Packets
Site Surve!

Reset
Restore Defaults
Change Password

Network: Provides information about the Network.

— Associated Stations - In this page you can view the MAC Addresses of the
Associated stations with the AP.

ASSOCIATED STATIONS

LAN Settings

Operationsl _
Settings
Mode

Privacy Options
Authorization list

LAN/WLAN Statistics

Associated Stations
Site Surve!

Reset
Restore Defaults
Change Password

— Site Survey — In this page, you can view the features (SSID, MAC address, ..., etc.)
of the adjacent AP. You also can select operational mode in this page. (Refer to
WaveBuddy WLAN Access Point User Guide Section 5.1.2 e Setup Menu e
Wireless LAN e Operational Settings for more detailed descriptions.).
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SITE SURVEY

LAN Settings

Operational
Settings
Mode

Privacy Options
Authorization list

Connect as: |Access Paint Client

LAN/WLAN Statistics -

Associated Stations
Site Surve!

Reset

Restore Defaults
Change Password
Firmware Upgrade

Commands:

— Reset - You can reset the AP. This action takes place after a user makes
configuration changes in order to initiate the changes.

— Restore Defaults - You can restore the factory default values of the AP.

— Change Password —You can change the default password.

GWaveBuéd_

LAN Settings

CHANGE PASSWORD

Operational Enter Old Password:
Settings
Mode Enter New Password:

Privacy Options Renter New Password:

Authorization list

LAN/WLAN Statistics

Associated Stations
Site Surve!

Reset
Restore Defaults

Change Password
Firmware Upgrade

— Firmware Upgrade — Refer to WaveBuddy WLAN Access Point User Guide
Section 6.2.
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Help: Provides on line help about the application.

LAN Settings

Operational
Settings 1liwave Web Site.

Mode Firware Upgrade.

Privacy Options
Authorization list

LAN Settings. Operational Settings.

Operational Mode. Privacy Options.

Authorization List. LAN/WLAN Statistics.

Associated Stations Associated Stations. Site Survey.

Site Surve Reset / Restore Defaults. Change Password.
Eirware Upgrade.

LAN/WLAN Statistics

Reset
Restore Defaults
GChange Password






