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Chapter 1 - Product Overview

Features

Supports IEEE802.11n and IEEE802.11b/g
With support for current Wireless-N, Wireless-G, and Wireless-B standards, the AirStation can transfer
data to and from all standard 2.4 GHz wireless clients.

Dual speed mode
Dual speed mode makes wireless transmission faster by using 2 channels, allowing 300 Mbps data
transmission.

Support AOSS and WPS
Both AOSS (AirStation One-touch Secure System) and WPS (Wi-Fi Protected Setup) are supported.
These automatic connection standards make connection with compatible wireless devices easier.

Security Features
The AirStation is equipped with following security features:
« AOSS
« WPS
« WPA-PSK (TKIP/AES)
« WPA2-PSK(TKIP/AES)
« WPA/WPA2 mixed PSK
WEP(128/64bit)
« Privacy Separator
MAC address access restriction
+ Deny Any Connection/SSID stealth feature
« Setting screen with password
« Firewall feature with easy rules

Automatic Channel Selection
Monitors wireless interference and automatically assigns the clearest, best channel.

Roaming
You can use multiple AirStations to cover a large area. Wireless clients can automatically switch
AirStations for the best signal.
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Chapter 1 Product Overview

Initialization
To restore settings back to the factory defaults, hold down the Reset button on the bottom of the
unit.

Browser Based Administration
This unit can be easily configured from a web browser on your computer.

MovieEngine
MovieEngine uses QoS to optimise your network for mutimedia streaming. This can reduce jumps,
distorted audio, and dropped frames while watching streamed video.

NAS (Network Attached Storage)
Attach a USB hard drive to the AirStation and share it on the network as a NAS. All connected clients
can access it.

Gigabit Ethernet
This unit supports Gigabit Ethernet, allowing transmission rates of up to a billion bits per second.

Air Navigator CD Requirements

The AirStation wireless router and access point works with most wired and wireless devices.
However, the automatic installation program on the CD requires a connected Windows 7, Vista or
XP computer to run. If you use the AirStation with a different operating system, you will have to
configure your network settings manually from a browser window.

300 Mbps High Speed Mode

300 Mbps is the link speed when using Wireless-N mode. It represents actual wireless data speeds,
including overhead. Because the overhead is not available for user data transfer, usable wireless
throughput will be substantially slower.
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Chapter 1 Product Overview

Package Contents

The following items are included in your AirStation package. If any of the items are missing, please
contact your vender.

¢ WBIMR-HP-G300H........iieeeeieeieeinsesissesssesissessssssssssssesssessssssssssssssssssssssessssessssssssesssssssssssssessass 1
+ Detachable @NteNNQ........o et ssssesssessessssesssessssessssesssessssessssssssessase 2
¢ AC QUAPTEN ettt st st s s ssss bbb st s b b s s s ase s b s sss st sasnsens 1
« Stand for vertical/horizontal/wall-MouNtiNg........cc.cenensnssssissississessesssessnes 1
 SCrews for Wall-MOUNTING ...t ssssssss s sasssssssssssssssssssssssnns 2
¢ LAN CADIE ottt sttt bbb ans 1
¢ AN NAVIGATOE CD ittt ettt s ssssssssssssssssssssessessassssssassssses 1
¢ QUICK SETUP GUIE ...ttt sttt tss s e ssssssas s sssssessessessessessssassasssssassassasens 1
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Chapter 1 Product Overview

Hardware Overview

Front Panel LEDs / Back Panel

1 AOSSButton

To initiate AOSS, hold down this button until the Security LED flashes (about 1 second). Then,
push or click the AOSS button on your wireless client device to complete the connection. Both
devices must be powered on for this to work.

2 Power LED
On (Green) : The AC adapter is connected.
Off (Green) : The AC adapter is not connected.

Shows AirStation status.

2 blinks (Red) " : Flash ROM error.

3 blinks (Red) ™ : Wired Ethernet LAN error.
4 blinks (Red) " : Wireless LAN error.

5 blinks (Red) ™' : Network error.
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Chapter 1 Product Overview

9 blinks (Red) ":  System error.

Continuously Updating firmware, saving settings, or initializing settings.

blinking (Red)

*1 Turn off AirStation first, wait for a few seconds, then turn it back on.

*2 If the Power LED keeps blinking, do not turn off the AirStation nor unplug its power
cable.

3 Security LED (Amber)
Indicates security status.

Off : AQOSS or Encryption is not set.

On: AOSS/WPS activated; accessed to exchange security keys.
Encryption has been set.

2 blinks: The unit is waiting for an AOSS or WPS security key.

Blinking : AOSS/WPS error; failed to exchange security keys.

Note : The Security LED is lit if an encryption key has been set.

4 Wireless LED (Green)

Indicates wireless LAN status.
On: Wireless LAN is transmitting.
Off: Wireless LAN is not active.

5 DSLLED (Green)
Indicates DSL status.
On: The DSL port is connected.

6 Internet LED
Indicates Internet status.

On (Green) : Connected to Internet
Blinking (Green) :  Communicating over Internet
On (Red) : Not connected to Internet

Off : Operating in bridge mode

7 Movie Engine LED (Blue)
Indicates Movie Engine status.
On: Movie Engine functionality is enabled.
Off : Movie Engine functionality is disabled.

8 Movie Engine Switch
Switches the movie engine function between enabled and disabled.
On: Movie Engine functionality is enabled.
Off : Movie Engine functionality is disabled.
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Chapter 1 Product Overview

9 DCConnector
Connect the included AC adapter here.

10 LAN Port
Connect your computer, hub, or other Ethernet devices to these ports. This switching hub
supports 10 Mbps, 100 Mbps, and 1000 Mbps connections.

11 LANLED (Green)
On: An Ethernet device is connected.
Blinking : An Ethernet device is communicating.

12 USB Eject Button
To dismount a USB hard drive, hold down this button until the USB LED flashes (about 3
seconds). The USB drive can then be unplugged safely.

13 USB LED (Green)

On: The USB disk is connected.
Blinking : The USB disk can be removed.
Off : The USB disk is not connected.

Note : Never disconnect the USB disk or turn off the unit, while the USB LED lights up.

14 USB Port

Connect the USB drive.
Note : Refer to the technical restriction on page 129.

15 DSL Port
Connect your ADSL line to this port.

Top

i

16 Antenna connector Screw on the antennas here.

o

e\
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Chapter 1 Product Overview

Bottom

[ITE==

Il

17 Reset Button To reset all settings, hold down this button until the Power LED comes on
(about 3 seconds). Power must be on.

Right Side

N 18 Note: The right side of the unit may become
— hot. Please be careful not to place

U anything next to it that could be

Ol P damaged by heat.

18 Factory Default Settings  This sticker shows the AirStation’s SSID, default encryption
key, and WPS PIN code. By default, encryption is disabled for
AirStations sold in Asia Pacific.
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Chapter 2 - Placing Your AirStation

Antenna Placement

The antennas are included in the package. Screw the antennas clockwise to install.

Vertical Placement

If the AirStation is to be placed vertically, attach the stand as shown.

® ¥ B C

@

\
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Chapter 2 Placing Your AirStation

Horizontal Placement

When installing the AirStation horizontally, be sure to attach the stand for enabling heat dissipation.

Attach the stand as shown in the figure.

Install horizontally.

®@ ®» 7 ® C
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Chapter 2 Placing Your AirStation

Wall-Mounting

1 To wall-mount the AirStation, attach
- the stand to the wall with the two
screws (included).
8.6cm
(~3.4 inches)

2 Snap the center of the AirStation to the stand as shown.
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Chapter 3 - Installation

Automatic Setup

The AirNavigator CD can step you through installing your AirStation. To step through the setup

program, insert the CD into your Windows 7/Vista/XP PC and follow the instructions on the screen.
If your computer uses a different operating system, use manual setup instead.

Note: . To use a wireless client in Windows 7 or Vista, perform setup using the AirNavigator CD to automatically
generate a profile for wirelessly connecting to the AirStation. After setup is complete, once the LAN
cable is removed, you can connect from your wireless client to the AirStation.

- Before performing setup, make the settings to enable the wireless client of the computer.

Manual Setup

To configure your AirStation manually, follow the procedure below.

1 Power off your computers and networking equipment.

2 Connect your computer to one of the LAN ports on the rear of the AirStation with the
supplied Ethernet network cable.

WBMR-HP-G300H User Manual 15



Chapter 3 Installation

3 Connection for the AirStation to the ADSL line varies by country and region. Typically it
involves a microfilter or a microfilter with built-in splitter to allow simultaneous use of ADSL
service and telephone service on the same telephone line. Please read the following steps
carefully and select the appropriate method.

- If your telephone service and ADSL service are on the same telephone line, ADSL microfilters are needed
for each telephone and device, such as answering machine, fax machine, and caller ID display. Additional
splitters may be used to separate telephone lines for telephone and Router.

Note: Do not connect the ADSL microfilter between the wall jack and the Router—this will prevent ADSL
service from reaching the modem.

- If your telephone service and ADSL service are on the same telephone line and you are using an ADSL
microfilter with built-in splitter, connect the splitter to the telephone wall jack providing ADSL service. Then,
connect the telephone cord from the ADSL microfilter RJ11 port generally labelled ‘DSL to the gray RJ11
port labelled ‘DSL line’ on the back of your Router. Connect the telephony device to the other port on the
ADSL splitter commonly labelled ‘Phone’

Note: An RJ11 telephone cord is supplied. When inserting an RJ11 plug, be sure the tab on the plug clicks
into position correctly.

- If you have a dedicated ADSL service telephone line with an RJ11 wall jack, simply connect a telephone cord
from the wall jack to the DSL port on the back of the AirStation.

- If you have an RJ45 wall jack for your ADSL service, connect an RJ45-to-RJ11 converter to the wall jack. Then

connect one end of the telephone cord to the converter and the other end to the DSL port on the back of
the AirStation.

4 Connect your computer to one of the AirStation’s LAN ports with the LAN cable.

AirStation
1) connect
: 2) connect OFF
computer
LAN cable
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Chapter 3 Installation

5 Turn on the AirStation, wait one minute, and then turn on your computer.

1) Connect the power supply AirStation

power outlet ‘ H.

computer

6 Once your computer has booted, the AirStation’s LEDs should be lit as described below:

POWER Green light on.

WIRELESS Green light on or blinking.

DSL Green light on or off depending on your network.
INTERNET Green light on.

LAN Green light on or blinking.

For LED locations, refer to chapter 1.

7 Launch a web browser. If the [home] setup screen is displayed, setup is complete.
If a user name and password screen is displayed, enter [root] (in lower case) for the user

name, leave the password blank, and click [OK]. Step through the wizard to complete setup.

You've completed initial setup of your AirStation. Refer to Chapter 4 for advanced settings.

WBMR-HP-G300H User Manual
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Chapter 3 Installation

Gathering Information

Most DSL providers require PPPoE or PPPoA details to log in to your connection. You must call your
ISP’s Technical Support number to obtain the following information:

Username : This is the Username that is used to log onto your ADSL service provider’s network. It is
commonly in the form — user@isp.com.

Password: This is the Password that is used, in conjunction with the Username above, to log on to
your ADSL service provider’s network.

Connection Protocol : This is the method that your ADSL service provider uses to send and receive
data between the Internet and your computer.

VPI: This is the Virtual Path Identifier (VPI). It is used in conjunction with the Virtual Channel
Identifier (VCI) below, to identify the data path between your ADSL service provider’s network
and your computer.

VCI: This is the Virtual Channel Identifier (VCI). It is used in conjunction with the VPl above to
identify the data path between your ADSL service provider’s network and your computer.

Note: This information should be stored and kept to hand as it will be required to enable you to establish
an internet connection.

The table below is a quick reference guide for configuring your ADSL Internet connection. You may
try the settings for the ISPs shown.

Country Encapsulation VPI/VCI Multi plexing ISPs

France RFC2516 PPPoE 8/35 LLC Various
RFC2516 PPPoE 8/67 LLC
RFC2364 PPPoA 8/35 VC

Germany RFC2516 PPPoE 1/32 LLC T-Online, Various
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Chapter 3 Installation

Country Encapsulation VPI/VCI Multi plexing ISPs
Holland RFC1483 Bridged 0/35 LLC BBNed, XS4all Versatel, DHCP
0/32 Baby XL, Tiscali. (start/Surf/
0/34 Family/Live)
RFC2364 PPPoA 8/48 VC KPN, Hetnet, HCCNet, Tiscali (lite/
Basis/Plus), Wanadoo
RFC2364 PPPoA 0/32 VC Versatel PPP, Zonnet
RFC2516 PPPoE 8/35 LLC Various
Belgium RFC2364 PPPoA 8/35 LLC Belgacom, Tiscali, Scarlet
Lreland RFC2516 PPPoE 8/35 LLC Eircom, BT, Digiweb,
Irish Broadband
Italy RFC2516 PPPoE 8/35 VC TIN
Spain RFC2516 PPPoE 8/32 LLC Telefonica
Sweden RFC1483 Bridged 3/35 LLC Telia
UK RFC2364 PPPoA 0/38 VC BT, Freeserve, Tiscali, AOL

WBMR-HP-G300H User Manual
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Chapter 4 - Configuration

The web-based configuration tool lets you change advanced settings for the AirStation. Don't
change these settings unless you know what you're doing.

How to Access the Web-Based Configuration Utility

To configure the AirStation’s advanced settings manually, log in to the web-based configuration
utility as shown below.

1
2

Launch a web browser.

P

Enter the AirStation’s LAN-side IP address in the

‘€ Blank Page - Windows Internet Explorer
address field, and press the [Enter] key.

L:,,!"'\.,:/" |E 192.168.11.1
{3 allp [@Blank Page

Note: - The AirStation’s default LAN-side IP address is 192.168.11.1.
- If you changed the IP address of the AirStation, then use the new IP address.

Connect to 192,168.11.1 [T |3l
When this screen appears, enter [root]
(in lower case) for the user name and the

password that you set during initial setup.

The server 192.168.11.1 at AirStation requires a username ClICk [OK]
and password.

R

Watning: This server is reguesting that your username and .
password be sent in an insecure manner (basic authentication Note: - By default, the password is blank (not set).

Lt 2238 Sl + If you forget your password, hold down
the Reset button (page 11) to initialize all

Lser narne: £ root - . '
settings. The password will then be blank.
B seeseees Note that all other settings will also revert to
[ Remember my password their default values.
oK { [ Cancel
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Chapter 4 Configuration

e I RCRIE I This is the configuration utility,

4 O Interne
[Wizards & Overview Logout . . .
—\ where most AirStation settings

Basic Settings

** Run the Internet Connection Wizard (Easy
Setup;

=% WWireless 5510 & Channel(11n300 Mbps
hlode:

= Wireless Encryption (WEP/TKIPIAES

Internet

MODE Information
Router Mode OR

Internet Information

RFC1483 Bridged+Obtain IP
Automatically->No Internet cable
Conngction Status Stopping

Check Connection | [ Refresh |
“ Internet Games (Fort Forwarding
= Windows Live (MSN) Messenger WIRELESS
 Wireless Multicast Rate IEEE 802.11n/g/b ( Auto / 6ch )
Other TBED BUFFALO-112217

=i Lpdate AirStation Firrmware
= Initialize AirStation

Authentication  WPAWPAZ mikedmode - PSK
Encryption TKIPIAES mixedmode

WPE Setup

ECO Mode
Status Disable Schedule feature

Utilities
Network Service List
Download Manager

Language

Wizards & Overview
Wizards for [Easy Setup] are on
he left

An overview of your AirStation's
system information is displayed on
tight

Basic Settings

Run Iternet Connection Wizard
{Easy Setup)

This Wizard scans yaur Internet
connection and connects to the
Internet. Most cable modems will
connect automatically when the
Internet Connection Wizard s run
DSL modems may reguire PPPoE
information to connect to the
Internet. IMyour connection requires
& password of other PPPOE
information, have it ready! ¥our ISP
can provide this infarmation iryou
dan'thave it

Wireless SSID & Channel(11n300
Mbps Mode)

This Wizard lets you set an SSID
(network name} and chose a
witeless channel far your network

Wireless Encryption
(WEP/TKIP/AES)

This Wizard lets you choose the
fype of encryption (WEPITKIPIAES)
10 USE 0N YOur wireless Network.

Internet

Internet Games (Port Forwarding)

This Wizard |ets you set a Static
NAT to play Internet Games.

\WindowsL (MSN) Messenaer /
~

can be configured.

Help is always displayed on
the right side of each screen.
Refer to the Help screens for
more information on using the
configuration utility.

WBMR-HP-G300H User Manual
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Chapter 4 Configuration

Configuration Utility Menus in Router Mode

The menu structure for the AirStation in router mode is as follows. Please refer to the pages listed at
right for explanations of each item.

Main screen Descriptions Page

Internet/LAN

ADSL Configure DSL port and settings. Page 28

DDNS DNS settings. Page 31

VPN Server VPN server settings. Page 33

LAN LAN side port configuration. Page 35

DHCP Lease DHCP lease settings. Page 37

NAT Network address translation settings, used to connect LAN side devices | Page 38
to the Internet.

Route Configure the AirStation’s IP communication route. Page 39

Wireless Config

WPS WPS settings and status. Page 40

AQSS AOSS (AirStation One-touch Secure System) settings and status. Page 41

Basic Configure basic wireless settings. Page 43

Advanced Configure advanced wireless settings. Page 47

WMM Set priorities for Wireless Multimedia Extensions (Wi-Fi Multimedia). Page 48

MAC Filter Limit access to specific devices. Page 50

Multicast Control Configure limits on sending unnecessary multicast packets to the Page 51
wireless LAN port.

Security

Firewall Protect your computer from outside intruders. Page 52

IP Filter IP filters for packets passing through the LAN side and the Internet side. | Page 54

VPN Configure IPv6 passthrough, PPPoE passthrough, and PPTP passthrough. | Page 55

Passthrough

LAN Config

Port Forwarding Configure port translation and exceptions for games and other Page 56
programs.

DMZ Configure a destination to transfer communication packets without a Page 58
LAN side destination.

UPnP Configure UPnP (Universal Plug and Play). Page 59

QoS Configure priority for packets that require a guaranteed data flow. Page 60

Movie Engine Configure options for the Movie Engine feature. Page 62

WBMR-HP-G300H User Manual 22




Chapter 4 Configuration

NAS
Disk management | View the status and configure of attached USB disks. Page 64
Shared Folder Set the USB disk to use as shared folders. Page 66
User Management | Configure users to access shared folders. Page 68
Shared Service Configure shared folder access. Page 69
Web Access Configure Web Access. Page 70
Media Server Configure a Media Server. Page 72
BitTorrent Configure a BitTorrent client. Page 73
Admin Config
Name Configure the AirStation’s name. Page 75
Password Configure the AirStation’s login password for access to the configuration | Page 76
utility.
Time/Date Configure the AirStation’s internal clock. Page 77
NTP Configure the AirStation to synchronize with an NTP server to Page 78
automatically set the AirStation’s internal clock.

ECO Configure the AirStation’s ECO Mode. Page 79
Network-USB Configure Network-USB from this screen. Page 81
Access Configure access restrictions to the AirStation’s configuration screens. Page 82
Log Configure a syslog server to manage the AirStation’s logs. Page 83
Save/Restore Save or restore the AirStation’s configuration from a configuration file. Page 84
Initialize/Restart Initialize the AirStation or reboot it. Page 85
Update Update the AirStation’s firmware. Page 86
Diagnostic
System Info View current system information for the AirStation. Page 87
Logs Check the AirStation’s logs. Page 89
Packet Info View all packets transferred by the AirStation. Page 90
Client Monitor View all devices currently connected to the AirStation. Page 91
Ping Test the AirStation’s connection to other devices on the network. Page 92
DSL Connection View DSL Connection for the AirStation. Page 93
Logout
Click this to log out of the AirStation’s configuration screens.
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Configuration Utility Menus in Bridge Mode

The menu structure in bridge mode is as follows. Please refer to the pages listed at right for

explanations of each item.

automatically set the AirStation’s internal clock.

Main screen Descriptions Page
LAN Config
ADSL Configure DSL port and settings. Page 28
LAN LAN side port configuration. Page 35
Route Configure the AirStation’s IP communication route. Page 39
Wireless Config
WPS WPS settings and status. Page 40
AQOSS AOQSS (AirStation One-touch Secure System) settings and status. Page 41
Basic Configure basic wireless settings. Page 43
Advanced Configure advanced wireless settings. Page 47
WMM Set priorities for Wireless Multimedia Extensions (Wi-Fi Multimedia). Page 48
MAC Filter Limit access to specific devices. Page 50
Multicast Control Configure limits on sending unnecessary multicast packets to the Page 51
wireless LAN port.
QoS
Movie Engine Configure options for the Movie Engine feature. Page 62
NAS
Disk management | View the status and configure of attached USB disks. Page 64
Shared Folder Set the USB disk to use as shared folders. Page 66
User Management | Configure users to access shared folders. Page 68
Shared Service Configure shared folder access. Page 69
Web Access Configure Web Access. Page 70
Media Server Configure a Media Server. Page 72
BitTorrent Configure a BitTorrent client. Page 73
Admin Config
Name Configure the AirStation’s name. Page 75
Password Configure the AirStation’s login password for access to the configuration | Page 76
utility.
Time/Date Configure the AirStation’s internal clock. Page 77
NTP Configure the AirStation to synchronize with an NTP server to Page 78

WBMR-HP-G300H User Manual
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Chapter 4 Configuration

ECO Configure the AirStation’s ECO Mode. Page 79
Network-USB Configure Network-USB from this screen. Page 81
Access Configure access restrictions to the AirStation’s configuration screens. Page 82
Log Configure a syslog server to manage the AirStation’s logs. Page 83
Save/Restore Save or restore the AirStation’s configuration from a configuration file. Page 84
Initialize/Restart Initialize the AirStation or reboot it. Page 85
Update Update the AirStation’s firmware. Page 86
Diagnostic
System Info View current system information for the AirStation. Page 87
Logs Check the AirStation’s logs. Page 89
Packet Info View all packets transferred by the AirStation. Page 90
Client Monitor View all devices currently connected to the AirStation. Page 91
Ping Test the AirStation’s connection to other devices on the network. Page 92
Logout
Click this to log out of the AirStation’s configuration screens.
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Chapter 4 Configuration

Setup

Setup is the home page of the configuration utility. You can verify settings and the status of the

AirStation here.

Setup Interne

Wizards & Overview

Easy Setup

Basic Settings

** Runthe Internet Connection YWizard (Easy
Setup)

=i Wireless S8ID & Channel{11n300 Mbps
hadel

= Wireless Encryption (WEPITKIPAES)

Internet

“* |nternet Garmes (Port Forwarding
i Windows Live (MSM) Messenger
= Wireless Multicast Rate

Other

= Update AirStation Firmware
** |nitialize AirStation

MODE Information
Router Mode O

Internet Information

RFC1483 Bridge d+Obtain IP
Automatically->No Internet cable
Connection Status Stopping

Release Rerew

[ Check Connection ] [ Refresh ]

WIRELESS

S50 BUFFALO-112217
Authentication  WPAVYPAZ mixedmode - PS5k

Encryptian TKIPIAES mixedmode
W
QB 105 setup
@ WS Setup
ECO Mode

Status Disable Schedule feature

Utilities
[ Metwork Service List ]
[ Download Manager ]
Language
[Auto v| [Apply ]

1-2010 BUFFALD

Wireless Config LAN Config Admin Config

Logout

Wizards & Overview

Wizards for [Easy Setup] are an
the left.

An overview of your AirStation's
systern infarmation is displayed on
the right.

Basic Settings

Run Internet Connection Wizard
{Easy Setup)

This Wizard scans your Internet
connection and connects to the
Internet. Mast cable modems will
cannect automatically when the
Internet Connection ¥Wizard is run.
[5SL modems may reguire PPPoE
infarmation ta connect ta the
Internet. If your connection requires
a password or ather PPFoE
information, have it ready! Your ISP
can pravide this infarmation if you
don't have it.

Wireless SSID & Channel{11n300
Mbps Mode)

This Wizard lets you set an S5ID
inetwork name) and chose a
wireless channel for your netwark.

Wireless Encryption
(WEP THKIP/AES)

This Wizard lets you choose the
type of encryption MWEPITEIPAES)
to use onyourwireless netwark.

Internet

Internet Games (Port Forwarding)
This Wizard lets you set a Static
AT to play Internet Games.

Windows Live (MSN) Messenger

il flizard |o A=l uF=1al =]

.

Parameter

Meaning

Internet/LAN (LAN Config)

Wireless Config

Security

LAN Config

Displays the configuration screen for the Internet port and LAN

ports.

Click this button to display the configuration screen for wireless

settings.

Click this button to display the configuration screen for security.

Click this button to display the configuration screen to open ports

for games and applications.
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Parameter Meaning

NAS Click this button to display the configuration screen for NAS
settings.

Admin Config Click this button to display the configuration screen for
administration settings.

Diagnostic Click this button to display the status of the AirStation.

Easy Setup Enables you to easily configure the AirStation’s network settings

Internet Information
WIRELESS

AOSS Setup

WPS Setup

ECO Mode

Network Service List

Media Server
Download List
Language

Logout

automatically.

Displays WAN-side system information for the AirStation.
Displays the current wireless settings.

Click this button to display the AOSS configuration screen.
Click this button to display the WPS configuration screen.
Displays the status of the ECO mode.

Displays the list of the network devices for which information is
provided from the network on the LAN-side.

Displays the status of the media server.
Displays the list of BitTorrent files downloading.
Enables you to select the language you use.

Log out from the configuration screen of the AirStation. If the
AirStation does not communicate for 5 minutes, it will log out
automatically.
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Internet/LAN (LAN Config)

ADSL

The ADSL (Asymmetric Digital Subscriber Line) settings are made here. For details on the settings,

refer to the documentation provided by your ADSL provider.

LA e P e R R——
| Ittt s oo ot bl il

ADSL DDNS| VPN Server| LAN| DHCP Lease | NAT| Route | Logout
A

Connection Type ———

Encapsulation | RFC1483 Bridged + Caonfigure ADSL{Asymmetric

Digital Subscriber Ling). Configure
i settings on this screen based on
IP Settings the information provided by
Provider.

(& Obtain an IP Address Autarmatically{DHCFY .
Connection Type

O Use this IP Address

P Address | | Encapsulation L
Configure the communicatian

Subnet Mask method of ADSL. Select from the
following 5 patterns.

Default Gateway | | RFC1483 Bridgad

RFC1483 Routed

primary | | RFC3b4 PPPoA
o
Address of DS MName Server i
Secundarﬂ | Bridge Mode Only
IP Settings
Optional Settings(required by some I15Ps)
Configure this when selectin
Host Name | | RFC14G3 Bridged of RFC1483
Routed.
Domain Name | |
Ohbtain an IP Address
MTLU Aute vl | Automatically(DHCP)/Use this IP
Address
. Select |P Address on thelnternet
DSL Settings side, subnet mask, Gateway and

autornatic or manual configuration

Modulation | Multimode v/ ErDNL:IS. Eselectin IRFCh 483
outed, the iterm will not he

dizplayed and you have to

VC Settings configure manually.
Multiplexing ®LLc Owe IP Address

Configure |P Address on
QoS Type Qnaé or INTERNET}Slde of

tafi

Subnet Mask

SCk Rate I:lmS Snalen:tftAheSsuhnet rmask on Internet
) side of Alrstation
Auto Detect O Enable (& Disable The default value is 255 255 255.0.
Wi EiEL Pl{Range 0~253) Default Gateway
Cl (Range 0~G5535) Specify |P_Address of Gateway.

» SetDNE server Address

Apply specified by Provider,

# Enter |P Address by using
O O R R

farmat. v
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Parameter

Meaning

Encapsulation

Obtain an IP Address
Automatically(DHCP)/Use this IP
Address

IP Address

Subnet Mask

Default Gateway

Address of DNS Name Server

Service Name

User Name

Password

Connect on Demand/Keep Alive

Host Name

Set the ADSL communication method.

This option is displayed when RFC1483 Bridged is selected in the
Encapsulation field.

Select whether the IP address, subnet mask, gateway, and DNS are
obtained automatically or manually.

Set the IP address of the AirStation.

Set the Internet subnet mask of the AirStation.

Set the DNS server address specified by the provider.
Set the DNS server address specified by the provider.

Set the service name specified by the provider in 64 or less single-
byte alphanumeric characters.

Set the user name (PPP login name) specified by the provider in 64
or less single-byte alphanumeric characters and symbols.

If the name specified by the provider contains an @ mark, the
characters after the @ mark cannot be omitted when entering the
User Name.

Set the password specified by the provider in 64 or less single-byte
alphanumeric characters and symbols.

Select the Connect on Demand or Keep Alive.

When Connect on Demand is selected, the AirStation is
automatically connected to the server only when communication is
performed. The connection is disconnected if the communication is
not performed for a preset time (disconnect time).

Set the disconnect time in the range from 1 to 9999 minutes.

When Keep Alive is selected, the AirStation issues an LCP echo
request to the server periodically at preset time intervals, and

the response received from the server is used to confirm that
communication is enabled.

If no response from the server is received, the AirStation assumes
that the line is disconnected, and it disconnects the connection.
Set the Keep Alive time interval in the range from 20 to 180
seconds.

Set the host name that is sent to the server when acquiring the IP
address from the Internet.

WBMR-HP-G300H User Manual

29



Chapter 4 Configuration

Parameter

Meaning

Domain Name

MTU

Modulation

Multiplexing

QoS Type

PCR Rate

SCR Rate

Auto Detect

Virtual Circuit

Set the domain name.

Set the MTU (Maximum Transmission Unit) that is used in
communication.

Select from Auto or Manual. When set to Manual, the available
range is set from 576 to 1500 bytes.

Set the modulation system used in ADSL communication.

Set the encapsulation system for VC multiplexing.

Select from LLC (Logical Link Control Encapsulation) which can
handle multiple protocols or VC (Circuit Circuit) for a single
protocol.

Set the QoS (Quality of Service).
Select from the three service categories (UBR, CBR, VBR) where the
QoS is guaranteed in the band.

Set the PCR (Peak Cell Rate) when CBR or VBR is selected for QoS
Type. The network upper limit transfer speed is set in the range
from 1 to 65534 cps.

Set the SCR (Sustainable Cell Rate) when CBR or VBR is selected
for QoS Type. The network sustainable transfer speed is set in the
range from 1 to 65534 cps.

Set to VPI (Virtual Path Identification) or VCI (Virtual Channel
Identification) of the virtual circuit when Disable is selected for
Auto Detect.

Set automatic detection of the virtual circuit.
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DDNS (Router Mode only)

Configure Dynamic DNS settings. Many settings are only available when the appropriate Dynamic

DNS service is enabled.

m Internet/LAN LULEEEER# 141l LAN Config m Admin Config

ADSL|[DDNS VPN Server| LAM| DHCP Lease | NAT| Route | Logout

Dynamic DNS Service

Current Dynamic DNS Information

e

Dynamic DNS Settings

Dynamic DNS Setup.

Before configuring this settings,

E]ou need to sign up for a dynamic
NS service pravider.

Dynamic DNS Service

Select a dynamic DMS service
rovider.
ou can select "DynDMS" ar

Internet Side [P Address Mo [P Address was acquired TFO"
Domain Mame Disahled o DynDMNE
Status Disabled » TI0

The following values are different
depending on your dynamic DS
service provider. v

(CY2000-2010 BUFFALD IMC. All rights resered.

Parameter

Meaning

Dynamic DNS Service

User Name

Password

Host Name

Email Address

TZO Key

Domain Name

Select a provider (DynDNS or TZO) for Dynamic DNS.

Enter the Dynamic DNS user name. You may enter up to 64
alphanumerical characters and symbols.

Enter the Dynamic DNS password. You may enter up to 64
alphanumerical characters and symbols.

Enter the Dynamic DNS host name. You may enter up to 255
alphanumerical characters, hyphens, and periods.

Enter the email address which is registered to the Dynamic DNS
service. You may enter up to 64 alphanumerical characters and
symbols.

Enter the TZO Key which is registered to the Dynamic DNS service.
You may enter up to 64 alphanumerical characters and symbols.

Enter the domain name which is registered to the Dynamic DNS
service. You may enter up to 255 alphanumerical characters,
hyphens, and periods.
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Parameter

Meaning

IP Address Update Period

Internet Side IP Address

Domain Name

Status

Specifies the period to notify the dynamic DNS service provider of
the current IP address. For DynDNS, set it between 0 and 35 days.
For TZO, set it between 0 and 99 days. If 0 (zero) days is set, no
periodic update is performed.

The WAN-side IP address of the AirStation’s Internet port. This
address is sent to the dynamic DNS service provider.

The domain name assigned by the dynamic DNS Service provider.

The AirStation can be accessed from the Internet using this domain

name.

Display the status of dynamic DNS service.
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VPN server (Router Mode Only)
Configure the VPN server.

O T T T e T
Lp Internet/LAN 55 Co

ADSL| DDNS |[VPN Server LAN| DHCP Lease| NAT| Route | Logout
- ~

VPN Server Settings
The LAN side IP address is set to 192 168.11.1.

Therefore, a PC connected to BUFFALQ's router may be unable to By using the PPTF serer function
access to the PC on the LAN. g‘.'SSFU.SS'h#E to set tha Jih

The LAN side IP address and DHCP IP address pool should be changed. LKthEEnnarwntdgwgtgg%aglie%t?
ALt Input [ Generate Fecommendead IP Address ] Note

IF Address  [182.168.11.1 no. 47 and no 1723 TCP port

filtering, then this function may not
Subnet Mask [ 2652552650 v wiork correctly.

Also, be aware that if a router on

| Ifusing GRE protocal {protocol

LAN Side IP Address

DHCP Server Function Enable the Internet side has these
protocals blocked, then this 3
DHCP IP Address Pool [192.168.11.2 fiar up 1o |64 Address(es) function eannot he used.
. Auto Input
PPTP Server Function []Enable Click this button to generate a
L random IP address with a small
Authorization Type passibility of averlapping with IP

addresses of other Buftalo routers.

[Advanced Settings] LAN Side IP Address

At Configure the AirStation's LAN [P
Server IP Address Address. The default is

Manual | | T92.168.11.1. If you want ta

connect the AirStation to an

At existing LAN, specify a unigue,
Client IP Address unused |P_Address fram the LAN's

Manual | |farup to 5 address(es) range of IP addresses.

LAM IP address of the AirStation Subnet Mask
DNS Server IP Address Manual | | Select the AirStation's LAN side

; Subnet Mask. The default is
Do Mot Specify 265,255 2560, If you want to

connect the AirStation to an
| existing LAN, specify a unique,
unused |P Address from the LAN's
MTLMED walue | | range of IP addresses.

Apply DHCP Server Function

Enable the DHCP Server here. The
default is enabled. If there is
another DHCP server on the
getwhnlrkd, onehD||—|PCF' SEner musLhe
. Isabled ar the ranges must be
PPTP User List changed to avoid conflicts caused
b{'nverlapping DHCP scopes. If
DHCP Server is enabled, confirm
: DHCP P Address Pool doesn't
Mo registered users overlap existing [P Addresses in

the LAN segment.
| Edit PPTP User List

WINS Server IP Address |

User Marme Connection Condition 1P Address Operation

DHCP IP Address Pool

This determines the IP_Address

range frorn which [P addresses will
be distributed to DHCP clients

hoth wired and wiraless). Enter b

£/

O00-2010 BUFFALD IMC. Al ric
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Parameter

Meaning

Auto Input
LAN Side IP Address

DHCP Server

DHCP IP Address Pool

PPTP Server

Authorization Type

Server IP Address

Client IP Address

DNS Server IP Address

WINS Server IP Address

[Edit User Information]

User Name

Password

Method of Acquiring IP Address

PPTP User List

Click to generate a random IP address.
Set a LAN side IP address and subnet mask.

Enable or disable the DHCP server, which assigns IP addresses
automatically.

Configure the range of IP addresses to be assigned by the DHCP
server and IP addresses to be excluded from that range. Values
from 0-253 may be entered.

Enable to use a PPTP server.
Select the authentication method for PPTP connection.
Select the server IP address.
Select the IP address range.

Set the DNS server IP address for the DHCP server to issue to
clients.

Set the WINS server IP address for the DHCP server to issue to
clients.

Click to edit user information.

Enter the user name to connect to the PPTP server. You may enter
up to 16 alphanumerical characters and symbols.

Enter the password to connect to the PPTP server. You may enter
up to 16 alphanumerical characters and symbols.

Select the method to be used to assign the IP address is assigned to
the PPTP client.

Displays the PPTP connection user information.
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LAN
Configure LAN-side settings.

Internet/LAN

ADSL| DDNS| VPN Server|[LAN DHCP Lease| NAT| Route |

Logout

£

LAN Side Ethernet Settings

IP Address

192.168.11.1 |

LAN Side IP Address

DHCP Server Function  [¥] Enable

Subnet Mask | 266 286 2560 v

Caonfigure the AirStation's LAN [P
Address, Subnet Mask, and Incal DHCP
Server si settlngs here. Unless you're a
networking EJJEI‘T the default settings are
recommende

1192.168.11.2

|ﬁ3ruptc||(5‘1 Iﬂ.ddress(es)

OHCP IP Address Pool

Mote

Excluded [P Addresses:l

| Ifyou hawve an existing LAR, the AirStation's

configuration must be changed to connect

LAN Side IP Address 1P Address |

to it. Please refer to here to set up your
| AirStation on an existing network.

(For IP Unnumbered)  subnet Mask

DHCP Server Settings [Advanced Settings]

Addvanced Settings Dizplay

8 |oure)

® AirStation's IP Address
{192 168.11.1)

Lease Period

LAN Side IP Address

Caonfigure the AirStation's LAN [P
Address The default is 192 168,111 If
yau want to cannect the AirStation to an
existing LAN, specify a unigue, unused |P
Address from the LAN's range of IP
addresses.

Subnet Mask
Select the AirStation's LAN side Subnet

Default Gateway ) ooocified ip Address

Mazk. The default is 255255 255 0. f you
wiant to connect the AirStation to an

() Do Mot Specify

® AirStation's IP Address
192.168.11.1)
i Specified |IP Address

existing LAN, specify a unigue, unused |P
Address from the LAN's range of P
addresses.

DHCP Server Function

DMS Servers Primary:

Enable the DHCF Server here, The default
is enabled. If there is another DHCP server

Secondary:

on the netwark, one DHCP server must be
disabled or the IP ranges must be

(" Do Mot Specify

0 Assigned IP Address
{nane)

changed to avoid conflicts caused by
overlapping DHCP scopes. If DHCP Server
is enabled, confirm DHCP IP Address
Pool doesn't averlap existing IE

WINS Server O specified IP Address |

Addresses in the LAM segment.

(& Do Mot Specify

Assigned Domain Mame
® g

(nonel
Dormain Name

() Do Mot Specify

DHCP IP Address Pool

This determines the |P Address range
frarn which IP addresses will be
distributed to DHCP clients (hoth wired

¥ Specified Domain Marme

and wireless). Enter the starting IP

address and the number of connections to
be allowed. The default start address is
192.168.11.2 and the default number of
addresses is 64, The Starting IP address
must be on the same subnet as the
AlrStatlun s& LAM 5||:|e IF' Address g, if

000-2010 BUFFALD IMC. All rights re

Parameter

Meaning

LAN Side IP Address

By default, the LAN side IP address is 192.168.11.1 with subnet
mask 255.255.255.0. You may change it here.
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Parameter

Meaning

DHCP Server Function

DHCP IP Address Pool

LAN Side IP Address
(For IP Unnumbered)

Advanced Settings

Lease Period

Default Gateway

DNS Servers

* Router Mode only

WINS Server
* Router Mode only

Domain Name
* Router Mode only

Default Gateway
*Bridge Mode only

DNS Server Address
*Bridge Mode only

Enable or disable the DHCP server, which assigns LAN-side IP
addresses automatically.

Configure the range of IP addresses to be assigned by the DHCP
server and IP addresses to be excluded from that range. Values
from 0-253 may be entered.

Set an IP unnumbered LAN side IP address.
Note: A PC with a normal LAN side IP address and a PC with an IP
Unnumbered IP address cannot communicate each other.

Check [Display] to display DHCP server advanced settings options.

Set the effective period of an IP address assigned by the DHCP
server. Up to 999 hours may be entered.

Set the default gateway IP address for the DHCP server to issue to
clients.

Set the DNS server IP address for the DHCP server to issue to
clients.

Set the WINS server IP address for the DHCP server to issue to
clients.

Set the domain name for the DHCP server to issue to clients. You
may enter up to 127 alphanumerical characters, hyphens, and
periods.

Set the default gateway IP address.

Set the DNS server IP address.
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DHCP Lease (Router Mode only)
Configure DHCP Exceptions.

m Internet/LAN RUULE EEER 11| LAN Config m Admin Config

ADSL| DDNS| VPN Server| LAN |[DHCP Lease NAT| Route Logout
.
DHCP Lease Settings ¥
Add Client Information
Add manual IdF' i’:lddress P
assignment, delete automatic
P Addiress | | Address assignment or set
autamatic assignment to manual
MAC Address | | Manual assignment —
Assign an [P address to specified
dd MALC address manually.
- LIp to 200 devices can be
registered far manual assignment.
Current DHCF Client Information Add/Edit Client information
[P Address WAC Address Lease Perind Status Customize This area is for adding or editing
192168.11.2(% 00:11:09:94:F5:B9 474645 Auto Manual Assignment line.
. . . . L IP Address
{*) The IP Address of the client that is configuring this AirStation is
(192.168.11.2) Enter an IF address for manual
assignment. ;
Inhuedg?afault is blank in append
The current |P address is 3

(C32000-2010 BUFFALD IMC, All rights reserned.

Parameter Meaning

IP Address Enter an IP address to lease manually. The IP address should be
from the same subnet as the DHCP scope, but not be within the
range that DHCP is assigning to other devices.

MAC Address Enter the MAC address which identifies the client.

Current DHCP Client Information Displays information for current leases. An IP address which is
leased automatically can be changed to be leased manually by
clicking [Manual Assignment].
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NAT (Router Mode only)

Configure network address translation settings. This enables LAN-side devices to communicate with
the Internet.

m InternetiLAN LUlEEEERS s ] LAN Config Admin Config

ADSL| DDNS| VPN Server| LAN| DHCP Lease |[NAT Route | Logout
E
Network Address Translation
Settings
Address Translation [v¥]Enable b
Log Output of Deleted Packets  [[]Enable Configure address translation to
connect the Internet side to the
Internet.
Apply
Address Translation 2

2000-2010 BLUIFFALC INC Al rights recerved.

Parameter Meaning

Address Translation Enable to use Network Address Translation.

Log Output of Deleted Packets Enable to log deleted packets (such as errors) during address
translation.
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Route

Configure the AirStation’s IP communication route.

m InternetiLAN (e LAN Config Admin Config

ADSL| DDNS| VPN Server| LAN| DHCP Lease | MAT|[Route Logout

L
Routing Information i

Add a Route
Configure Bouting Information.
- I Address |
Destination Address SubnetMask| 255 285 222 |
ubnet as . . . v
Add/Edit a Route —
Gateway | |
. This area is for adding or editing a
Mt ine
Destination Address
Specify the destination IP address
ar netwnrk address.
If you're enterlng an P address as
destination, s n}( [Host
: . 255 255, 255 or the subnet
Routing Information rask. In case mjenterln a
tweork add d t t
Destination Address  Subnet Mask Gateway Metric  Operation 2;;;%;, tﬁe JEEED?E ESSFL”SS'SQd
Routing Configuration is not Registered subnet mask.

Gateway w

000-2010 BUFFALD IMC. All rights

Parameter

Meaning

Destination Address
Gateway

Metric

Routing Information

Adds a destination IP address and subnet mask to a routing table.
Adds a gateway address to a routing table.

The metric is the maximum number of router hops a packet may
take on the way to its destination address. Values between 1 and 15
may be entered. The default value is 15.

Manual entries will appear here after being added.
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Wireless Config

WPS
WPS Status and Settings.

| setup | nterettaN PUEECCELI] security | LANConfig | NAS | Admin Canfi | Disgnostic
WPS AOSS I EL I e ol LI ERE e enl MAC Filter | Multicast Control| Logout

WS [¥]enakle
External Registrar enahle

AirStation PIN - 12345670 Generate PIM

Enrolee PN [ [[0K]

WPS Security Information

WPS status configured

351D BLFFALO-112217 use an External Registrar.
11nig/b Security WPAMIPAZ mixedmode - PSK TKIPIAES mixedmaode tThh:x}iggsieg'ggu‘;‘{thhjCiﬂf;";ﬁneéfi%f]
frorm the Registrar is called
Enrallee.

Encryption key 1234567890123

£

WPS({WiFi Protected Setup)

WPS L

Configuring WHS
WPS s WiFi Protected Setup
which corresponds to Windows
Connect Mow-MET (WCH-NET).
WES is also known as the YWi-Fi
Slmgle Configuration Protocal,
function can safely and
easily distribute wireless security
infarmatian form an access paint
AirStation) to the WS clients.
he WPS device which registers
wireless security infarmation is
called Registrar.
The AirStation has an internal
Registrar built-in it, but can also

Parameter

Meaning

WPS

External Registrar

AirStation PIN

Enrollee PIN

WPS status

Enable to use WPS automatic configuration.

Enable to accept the external configure requests from other WPS
devices.
Note: External configure requests will not be accepted if AOSS is in use.

Displays the PIN code of the AirStation. Clicking [Generate PIN]
will generate a new PIN code. This code can be entered into other
wireless devices that support WPS.

Enter the PIN code for the other wireless device and click [OK].

Displays [configured] if all available wireless bands are
configured. Displays [unconfigured] if at least one wireless band is
unconfigured.
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AOSS
AQSS Status and Settings.

W | Confi

Lp ireless Config

mm g m.m.l“mm
aoss EEOTEEEYE ol [ e ol Ry n VIAC Filter| Multicast Control| Logout

AOSS Settings

Encryption Type of Exclusive SSI0 for WEP  802.11nigib | Disabled v
802.11n/gib | Enabled v
802.11n/gib | Disabled »

a02.11nigih Enahle

Encryption level expansion function
Dedicated WEP 551D isolation
Allow WEP for Gamne Console Only

ADSS Button on the AirStation Unit Enable

Current Encryption Information 802 11nfg/b

ENCHYRUON o paicaES (ow in use)

Type

SSID [BUFFALO-112217-1

EQ;W“D” [41a880aa07 db42b7166ca7 4i4b11 ddb? 3245056 c458bebd27 4baafba34iBa67
ENCOYRUON o apa2-PSK-mixed (Now in use)

Type

SSID [BUFFALO-112217

Encryption

ey [1234567800123

Encryption Type WEP128
5510 |BUFFALO-11221?-3

5B965106B0501928C525626886
JCABCADS4Z2ZBE7F16406BAD7DF
1047 F16350A5C277 DDESAGAT 49
CO96E734ESF CASBTEF1D78A1E4

(Sending Key)

Encryption key

Encryption Type WEPE4

551D BUFFALO-112217-4
BA1ADZZ27 B4 (Sending Key)
= —_— 13706F0A3D
nc 1017 KE!
o Y 54B67BEE4E
G230AB4789

AOSS Client Information

Client A P Connection
nformatign MAC Address  Encryption Type Wireless Sefting
WLFUC- A rraanpgg WEPBAWER 28

e DOADTROZOFEL o DT e e uee BOZA i Allow

| Edit AOSS Client Infarmation |

-
AOSS (AirStation One-Touch
Secure System)

AOSE is Buffalo's unigue
technalogy far quickly formln% a
secure wireless connection, You
can see AOQSS's configuration and
status fram this screen.

@[Stan AQSS] button 0

Click this button to start ADSS.
The AODSS button on top of the
router works the same as this
button. Refer to How to use AQSS
for more details.

[Disable AOSS] button

This button appears when ADSS is
enabled. C|ICE this button to
disable AOSS. Connections to
wireless clients will be terminated,
AQSS Information removed, and
Encryption Tépe reset to its default
value, AES. Current Encryption
Information will also be removed.
YWireless Setting and Wireless
Security are enabled in Advanced
Settings when AOSS is disabled.

How to use AOSS

How to use ADSS:

{1)First

Fower on or reboot the AirStation
and awireless client that supparts

055,
{2)Press AOSS uttons
After reboating, press bath
product's AQSS buttons, the
router's first, then the client's. The
AirStation and the wireless client
will exchange security information
to set up the most secure
encryption type automatically and
are ready to communicate.

Note:

* Oncethe ADSS button is
pressed, other operations can't
he started until AQSS is
finished. Ifthe AirStation can't
find a wireless client after three
minutes, the AirStation's status
returns to its previous state.

= Upto 24 wireless clients may
be connected through AOQSS.

By default, AQSS is functional
hut does not initiate a
connection unless started
manually by pushing the AQSS
button, either here ar on the top
ofthe router.

Lse AirStation's System
Infarmation page to manually
canfigure a wireless client that
doesn't support AQSS.

» Whenwireless security is
configured, it's security
information is succeeded.

In the following cases, the setting
of wireless security is not
succeeded and AOSS returns
errar.

= Any hlankis contained in 551D

» WPA-PSK is input with
‘hexadecimal 64 characters'.

= Any hlankis contained in WPA-
PSK.
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Parameter

Meaning

Encryption Type of Exclusive SSID for
WEP

Encryption level expansion function

Dedicated WEP SSID isolation

Allow WEP for Game Console Only

AOSS Button on the AirStation Unit

Current Encryption Information
* AOSS Connection only

[Random]

[KEY base]

[Reset]

AOSS Client Information*
* AOSS Connection only

Initiates AOSS automatic wireless configuration. Click this, then
press or click the AOSS button on your AOSS-compatible wireless
client. Repeat for additional AOSS clients.

Click this button to disconnect AOSS connections.
Note: If AOSS connections are disconnected, the SSID and encryption keys
will be restored to their most recent settings before using AOSS.

You may allow a separate SSID specifically for WEP connections. If
[disabled] is selected, then clients will not be able to connect with
WEP.

Expands security method from TKIP to WPA/WPA2-PSK-mixed
mode.

Set a separate SSID and network segment specifically for WEP
connections. Devices connected with WEP will not be able

to communicate with devices connected using AES/TKIP. All
connected devices will be able to communicate with the internet.

When enabled, the AirStation allows wireless devices to connect
with 64 or 128 bit WEP.

Uncheck to disable the physical AOSS button on the AirStation.

Displays the encryption type, SSID, an encryption key configured
by AOSS.

Click to enter random values for SSID, encryption key, and other
settings.

Click to return the SSID, encryption key, and other wirelesss settings
to the values on the case sticker.

Click to return the SSID, encryption key, and other wireless settings
to their previous values.

Displays AOSS clients connected to the AirStation and information
of the devices which are wirelessly communicated.
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Basic
The screen to configure a basic wireless settings.

R Y el Advanced(11n./g-b) [ WMM(11ng-b) I8 F|Iter| Multicast Control | Logout

"

Basic Wireless Setting (11n/g/b)

Wireless Radio [“] Enable
You can set basic conf]quratlon -

Wireless Channel | Auato Channel » | iCurrent Channel: &) infarmation for your wireless LAN
manually here. If encryption is not
N used, communication will be
300 Mops Made o0 {20z bt established just by this basic
Extension Channel : setup. Encryption’is highly

recornmended, however.

Broadcast 3510 [] e
Wireless Radio

[ Allow muttiple 35105 | Un-checking ‘Enable” wil disable
wireless LAN functionality. When
digabled, all wireless functionality,

Separate feature Oluse including broadcasting, is halted.
. . Default value is enabled.
(® Use AjirStation's MAC address(BUFFALD-112217)
551D .
O Enter :l Wireless Channel
. o - You may specify a channel
Wireless authentication |WF'AJ\-'VF'A2 mixedmode - PSK V| {frequency band) for your wireless
communication. If there are other
Wireless encryption |TKIF'IAES mixedmode V| wireless clients near the
AirStation, you may get
WPA-PSIK (Pre-Shared Key): |uuuu..... | interfersnce. Change to a different
{and preferably non-overlapping)
Fekey int - ) channel in this case. Available
BrEY INterval . minutes channels vary with which wireless

standard you're using. 11nfo/b

Apply Auto, 1-13 (default : Auto)

300 Mbps Mode 2

Parameter Meaning

Wireless Radio Determines whether to allow wireless communication. If this is
unchecked, then no wireless connections will be allowed.

Wireless Channel Sets a channel (a range of frequencies) used for wireless
connections. With Auto Channel selected, the AirStation will
automatically use the best available channel.

300Mbps Mode 300 Mbps mode uses twice the normal frequency range, 40
MHz instead of 20 MHz. In uncongested areas this can increase
performance. To use 300 Mbps mode, set the Bandwidth to 40 MHz
and choose an Extension Channel.
Note: If using Auto Channel for the wireless channel, then the Extension
Channel is set automatically.
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Parameter

Meaning

Broadcast SSID

[Allow multiple SSIDs]
[Use Single SSID]

SSID1

SSID2
SSID3

Separate feature

SSID

Wireless authentication

If [Allow] is checked, then the AirStation will respond to SSID
searches from wireless devices by broadcasting its SSID. If [Allow] is
unchecked, then the AirStation ignores SSID searches from wireless
devices.

Clicking [Allow multiple SSIDs] will enable Multi Security, allowing

the use of multiple SSIDs, each with different wireless security

settings. Clicking [Use Single SSID] will disable the Multi Security

function. The AirStation will then allow one SSID and one type of

wireless security.

Note: When using Multi Security, you need to enable at least one of the
following: SSID1, SSID2, or SSID3.

Multi Security SSID1 can use WPA-PSK-TKIP or WPA/WPA2-Mixed for
wireless security.

Multi Security SSID2 can use WPA-PSK-AES for wireless security.
Multi Security SSID3 can use WEP for wireless security.

When [Separate] is enabled, wireless devices connected to the
AirStation can communicate only with the Internet side, not with
each other.

Set SSID using 1-32 alphanumeric characters.

Specifies an authentication method used when connecting to a
wireless device.
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Parameter

Meaning

Wireless encryption

WPA-PSK (Pre-Shared Key)

Rekey interval

You may use any of the following types of encryption:

No encryption
Data is transmitted without encryption. Avoid this option since
any communication may be intercepted.
[No encryption] can be selected only when [No authentication] is
selected for Wireless authentication.

WEP
WEP is a common encryption method supported by most
devices. Use an encryption key to communicate with a wireless
device.
WEP can only be selected when [No authentication] is selected
for Wireless authentication.

TKIP
TKIP is an encryption method which is more secure than WEP, but
slower. Use an pre-shared-key to communicate with a wireless
device.
TKIP can be selected only when WPA-PSK or WPA2-PSK is selected
for Wireless authentication.

AES
AES is more secure than TKIP, and faster. Use a pre-shared-key to
communicate with a wireless device.
AES can be selected only when WPA-PSK or WPA2-PSK is selected
for Wireless authentication.

TKIP/AES mixed mode
TKIP/AES mixed mode allows both TKIP and AES authentication
and communication.
TKIP/AES mixed mode can be selected only when WPA/WPA2
mixed mode - PSK is selected for Wireless authentication.

A pre-shared key or passphrase is the [password] for your wireless
connections. There are two different formats for a pre-shared key.
Use 8 to 63 alphanumeric characters (case-sensitive) for a [character]
(ASCII) passphrase, or use 64 digits using 0 to 9 and a to f (not case-
sensitive) for a [hexadecimal] passphrase..

Set the update interval for the encryption key between 0 and 1440
(minutes).
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Parameter

Meaning

Set up WEP encryption key

A WEP encryption key (passphrase) may have any of four different
formats. A [character] (ASCII) passphrase may use either 5 or 13
alphanumeric characters (case-sensitive). A [hexadecimal] passphrase
may use either 10 or 26 digits using 0 to 9 and a to f (not case-sensitive).
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Advanced

Configure advanced wireless settings.

m I G EELWE Wireless Config LAN Config Admin Config

WPS | AOSS Advanced(11n-9-b) [IIIEEEYC ol MAC Filter| Multicast Control| Logout

Aut v
uticast Rate

s

Advanced Wireless Settings
{11n/g/b)

Game devices compatible mode Specify Advanced Wireless

DTIM Periad

Privacy Separator  [JEnable

Settings.

Multicast Rate

You can select 1,2, 5.58,6,9, 11,
12,18, 24, 36, 48, 54Mbps or
Auto.

Default Walue is "Auto”.

(Ch2000-2010 BUFFALD IMNC. All rights reserved.

Parameter

Meaning

Multicast Rate

DTIM Period

Privacy Separator

Set the communication speed of multi-cast packets.

Set the beacon responding interval (1 -255) for which the AirStation
responds to a wireless device. This setting is effective only when
power management is enabled for the wireless device.

If enabled, the Privacy Separator blocks communication between
wireless devices connected to the AirStation. Wireless devices will
be able to connect to the Internet but not with each other. Devices
that are connected to the AirStation with wired connections will
still be able to connect to wireless devices normally.
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WMM

Set priorities for specific communications.

m L] Wireless Config LAN Config Admin Config

WPS | AOSS YT IR el | WMM{11n-g-b) MAC Filter| Multicast Control| Logout

.

WMM Settings (11n/g/b)

WMM-EDCA Parameters o i i
Prioritized AirStation
Priari Parameter communication for specific
by transactions. This settings
For AR For STA provides some real time
cammunication, which can help

Ciimin |15 ||15 | improve the quallty of %OIF ar
Chna |1023 ||1023 | other streaming protocols,
AC_BIILow! e 7 |7 |
THOP Limit: |D | 0 | WMM-EDCA Parameters
Admission Control; Dizsable
It is usually not necessary to
ForAp 700 B change this value.
ChYrnin: |15 ||15 |
ChYrmas |63 ||1023 | ;:mnw " L d (Highest)B
e priarity is ranke ighes
Al_BE(Narmal) AIFSH: |3 ||3 | (High4 (F:lurmal {Low)1 for
. each packet. -
THOP Limit o o | . )
Admission Control; Dizsable Bl A L
4 CWmin, CWmax
FarAP Far 5TA The maximum and minimum value
CWrmin: |? ||? | far the contention window. The
contention window is used to
CWWmax |15 ||15 | cun_t&nlthe frar{]e cn_JIIiISEiEEEljz 1
; avoidance system in A1,
Al _VitHigh) AIFSN: £ |2 | Yalues that can be inputted: i-
| | | 32767,
THOP Lirnit: 94 94
o - AIFSN
Admission Contral: Disable v
12an'e Intetr\dralrafthe ?.endinlg tfr(amel.l Thte
Far AP For STA unit defines a time-slot (similar to
. or o the window value of Cimin,
CWrmin: |3 ||3 | CiWWmax). Lowervalues define a
higher priority as the back-off
CWWmax |7 ||? | algutr]ith.m sttrilrtéa ?a{léer. Walues that
AC_WDiHighest) ; can e inputted: 1-13.
AIFSN: k |2 | -
THOP Lirnit 47 |47 | 1:'3? '-“';" " o
o : g tirne far the gqueue to obtain
Admission Contral; Disable send priority. The minimum value

is 32ms. Large values can send

mare frames at a time. However,
Apply latency rmay increase.

Qnly one frame is transferred at

the time when the TAOP Limitis 0.«

2010 BUFFALCH M
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Parameter Meaning

WMM-EDCA Parameters You don't usually need to change these settings. Using the default
settings is recommended.

Priority
The following priorities may be applied to individual
transmission packets: (Highest) 8, (High) 4, (Normal) 2, and
(Low) 1. From the queue, these packets are processed in order of
priority.

CWmin, CWmax
The maximum and minimum value of the contention window.
The contention window is used in the frame collision avoidance
structure performed in IEEE802.11, and generally, the smaller the
value in the window, the higher the probability that the queue
obtains the right to send.

AIFSN
The interval to send frames. The unit of the AIFSN is a slot, just as
the window defined by CWmin and CWmax is. The smaller the
interval of sending frames, the faster the algorithm can restart.
As a result, the priority of the queue is higher.

TXOP Limit
The period of time that the queue can use after obtaining the
right to send. The unit is 32 ms. The longer this time, the more
frames can be sent per right to send. However, the queue may
interfere with other packet transmissions. If TXOP Limit is set to 0
(zero), only one frame can be sent per right to send.

Admission Control
Restricts new frames from interfering with a previous queue. New
packets are prioritized lower until a queue of them is collected. As
the new queue accumulates more packets, its priority increases.
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MAC Filter

Restrict access to specific wireless devices.

m [l Clga LSRR Wireless Config LAN Config Admin Config

WPS | AOSS I UL TR el LR an] | MAC Filter Multicast Control| Logout

Enforce MAC Filtering [ Enahble

Registration List

MAC Address Connection Status
Mo Registered MAC Addresses

Edit Registration List

s

Wireless MAC Filtering

Wireless connections to the
AlrStation can be limited to
specific client MAC addresses to
enhance security against
unwanted network wisitars., When
enabled, only wireless client
adapters with registered MAC
addresses will be allowed to
connect to the AirStation. The
wireless MAC filter is ignored while
ADSS is in use.

Enforce MAC Filtering

Check Enable to use MAC
filtering. Then, only wireless clients  w

0-2010 BUFEALD [N, All rights resenved.

Parameter

Meaning

Enforce MAC Filtering

Registration List

[Edit Registration List]

MAC Addresses to be Registered

List of all clients that are associated
with this AirStation

Enable to restrict wireless connections to devices with registered
MAC addresses.

Displays the MAC addresses of registered devices which are
permitted to connect wirelessly.

Click to add a wireless device to the list of permitted devices.

Enter a MAC address of a wireless device to permit to connect to
the AirStation. Click [Register] to add that MAC address to the list.

Display the list of all MAC addresses of wireless devices connected
to the AirStation.
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Multicast Control

Configure restrictions on unnecessary multicast packets sent to the wireless LAN port.

m gl i EUWE Wireless Config LAN Config Admin Config

wrs | aoss | CEETEEE e an] EX e e el LR el MAC Filter |[ Multicast Control Logout

Eas
Multicast Control i
; This setting controls multicast

Sregig [ Enable packet transfer to wireless LAN
fulticast Aging Time Sac, P

Snooping
Apply Snooping obseres multicast

caontrol packets like IGMP to

control unnecessary packet (¥

(Cy2000-2010 BUFFALD M, All rights

Parameter Meaning

Snooping If enabled, snooping supervises multicast administrative packets
such as IGMP and restricts unnecessary multicast transfers to wired
or wireless ports.

Multicast Aging Time Set the time to hold the data from multicast snooping in the range
of 1 to 3600 (seconds). Enter a value bigger than the IGMP/MLD
query interval.
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Security (Router Mode only)

Firewall (Router Mode only)

Configure the AirStation’s firewall.

m Internet/LAN |Wireless Config gE1-31[{|s"A LAN Config Admin Config

[Firewall IP Filter| VPN Pass Through| Logout

-
Firewall N

Log Output Enabil
J P ClEak Lirnits the type of packets allowed

to pass between the Intemet and
LAN. Wwhen packets reach the

Enable Basic Fules Mumber of Packets Airstation, the firewall evaluates
o } } the packets and forwards packets
F Frohibit MBT and Microsof-05 Routing o that don't match any filter to their
_ destination. The Firewall blacks
Reject IDENT Reguests 0 unnecessary packets from the
} Internet side and prevents leaking
Block Ping from Internet 0 secure information fram the LAN
side.
Apply Log Output

Checking this box will record b

Parameter Meaning

Log Output Enable to output a log of firewall activity.

Basic Rules Enable to use any of the quick filters. Preconfigured quick filters
include:

Prohibit NBT and Microsoft-DS Routing
When this is enabled, you cannot use the Microsoft network
feature from the Internet side to the LAN side and from the LAN
side to the Internet.
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Parameter

Meaning

Reject IDENT Requests
Enabling this option will answer IDENT requests from the Internet
side with corresponding rejection packets. Enable this option if
you experienced slower transfer speed for network application
such as sending mail, using ftp or displaying on browser. If
you have configured transfer of IDENT requests to the LAN
side computer in the address translation settings (DMZ or TCP
port:113), then that setting has higher priority, and overrides this
setting.

Block Ping from Internet
If this is enabled, the AirStation will not respond to pings from the
Internet side.
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IP Filter (Router Mode only)
Edit IP filters.

m Internet/LAN | Wireless Config JEE=LI=01411Y LAN Config m Admin Config

Firewall [|IP Filter VPN Pass Through Logout

L

IP Filter Settings

Lirnits the type of packets allowed
Log Output  [JEnable }_?&Rlass between the Internet and

Apply The maximum number of rules is

32

Ifthe packet meets one of the
maonitoring conditions (see below)
befare it is routed, the specified
action will be taken. If multiple

Add IP Address Based Filter conditions (see below) are met, the
appropriate action will be
Cperation | lgnored v petforrmed once the packet meets
2 the condition.
Direction Internet—LAN
Log Output
IP Address  source Address:| — Destination: Checking this box will record [P
filtering infarmation to a log.
Oni Operation is enabled, log output is
disabled.
O ICMP The default is Dizabled.

Protocal O Manual Protocol Number::

TCP Part Manual Setting V|sgecmcatign method
Fort Number:| |

2dd Aule mnlas area is for adding or editing a

Operation

Select the action to be performed
. . on packets that.
IP Filter Information meﬂt filter criteria

Add/Edit IP Address Based
Filter

® TCPUDP

Ignored
) I Source Address ; S%Dp the packet and do not route
Operation Direction Dy A6 EsE Frotocol Count Customize it
Rejected

The IF Filter has nat been canfigured yet Return the rejected packet to the
paint of arigin.
Accepted b

Parameter Meaning

Log Output If enabled, IP filter activity is saved to a log.

Operation Specify how to process target packets.

Direction Specify the transmission direction of target packets.

IP Address Specify the sender's IP address and receiver's IP address of the

target packets.
Protocol Select a protocol for target transmission packet.

IP Filter Information Display the list of IP filters which have been registered.
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VPN Pass Through (Router Mode only)
Configure IPv6 pass through, PPPoE pass through, and PPTP pass through.

m Internet/LAN |Wireless Config E{1-10[;;:"l LAN Config Admin Config

Firewall| IP Filter|[VPN Pass Through Logout
el
VPN Pass Through ¥
Specify %¥PMN Pass Through L4
IPv6 Pass Through [JEnable settings.
PPPCE Path Through
gl ClEnabis IPv Pass Through
PPTF Pass Through [Vl Enable Select whether to use |P+6 Pass-
through for address translation.
Apply The default setting is disabled.
Note: v

(C2000-2010 BUFFALO IMC. All rights reserved.

Parameter Meaning
IPv6 Pass Through Enable to use IPv6 Pass Through for address translation.
PPPoE Pass Through Enable to use PPPoE bridge. Using PPPoE bridge lets you

automatically obtain an IP address from your provider using the
PPPoE protocol from your computer connected to the LAN side
because all PPPoE packets can pass through between the Internet
and LAN.

PPTP Pass Through Enable to use the PPTP Pass Through for address translation.
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LAN Config (QoS)

Port Forwarding (Router Mode only)

Configure port translation.

| | [ m—
i i s st i A COR o i i

Port Forwarding DMZ| UPnP| QoS | Movie Enging | Logout

s
Port Forwarding Settings 1

Add Port Forwardin
g Although the AirStation perfarms

Address Translation only for
Group Graup Name:| communication which is started u
- — fram the LAM side |, certain
|A|r8tat|0n 5 Internet |P Address V| applications, such as netwark

| | games, require that you allow
Manual IF Address: comrmunications from the Internet

Internet Side IP Address

side wia (Static MAT). Edit the rules
Oall I for cammunicating from outside the
internal network to the LAN side
ClcMe I network device(Static NAT)
carefully, consulting your internet
Protocal O Manual Fratocol Number:l:l game's documentation as

o necessary. Up to 32 rules can be
TCP Part Manual Setup v|S acification tethod registered.

®TCPIUDP
Fort Number:| |

LAMN Side [P Address |192.168.11.2 | Add/Edit Port Forwarding

LAMN Side Port TCRIUDP Port: You can add new port farwarding

infarmation and edit existing
information.

Group

You can give a name g_l_nup name)

to configured Static MATs and give
Port Forwarding Registration Information multiple Static MNATS one name
%nd manarge them together.
Internet Side IP Address  Protocol : ¥ giving names to graups, you
Sroup LAN Side [P Address LAN Side Port Customize ggngg?:hle] ar [Dlsahlei]each
Fort Forwarding has not been setup yvet To Edd a M rule to

existing group, select the group
from the drop-down box and
T Tt LW |

{010 BUFFALD [N

Parameter Meaning

Group Specify a group name for a new rule to belong to. Select [New
Group] and enter the new group name in the Group Name
field to create a new group. A group name can include up to 16
alphanumeric letters.

Internet Side IP Address Enter the Internet side IP address (before translation) for the port
translation table entry.
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Parameter

Meaning

Protocol

LAN Side IP Address

LAN Side Port

Port Forwarding Registration
Information

Select the Internet side protocol (before translation) for the port
translation table entry.

Enter the LAN side IP address (after translation) for the port
translation table entry.

Select the LAN side (after translation) port number (1 - 65535) for
the port translation table entry.

Shows current entries in the port translation table.
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DMZ (Router Mode only)

Configure a destination to transfer communication packets without a LAN side destination to.

m Internet/LAN (Wireless Config LAN Config m Admin Config

Port Forwarding |[DMZ UPhP| ©oS| Movie Engine | Logout

E)

DMZ Settings

IP Address of DMZ | | IP Address of DMZ

{*) The IP Address of the client that is configuring this AirStation is 8pemf3|((the address of a LAN side
192.168.11.2] netwark device to which rejected
[ communication packets are to be
o] transferred. YWhen an P address is
entered for the DMZ, it becomes
possible to access the device at
-l dnnre LT 1] [ 11F

(C32000-2010 BUFFALD IMC. All rights resenved.

Parameter Meaning

IP Address of DMZ Enter the IP address of the destination to which packets which are
not routed by a port translation table are forwarded.
Note: RIP protocol packets (UDP port number 520) will not be
forwarded.
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UPnP (Router Mode only)
Configure UPnP (Universal Plug and Play).

| Setup |InternetiLAN |Wireless Config LAN Config Admin Config

Port Forwarding | DMZ|[UPRP ©o%| Movie Engine |

Logout

UPnP Settings

[ [

UPAP [ Enable

Setting up the internat gateway
function of UPnP: On a PC which
Apply supports UPnP (WindowskP, etc)),
The AirStation is autamatically
BCO0 e [ AN 32 an

(Ch2000-2010 BUFFALO IMC. All rights reserved.

Parameter Meaning

UPnP Enable or disable Universal Plug and Play (UPnP) functionality.
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QoS (Router Mode only)

Configure the priority of packets sent to the Internet.

m Internet/LAN | Wireless Config LAN Config Admin Config

Port Forwarding | DMZ| UPnP|[QoS Movie Engine | Logout

o~

QoS Setting

Q05 far transmission to the Internet Enable
2 QoS is a technology to use the bandwidth
on the network maore effectively.
When two orhmore [f{acke_t?1I arri\};e at the
i same tirme, the packet with higher priority
R eecaleny 1000 S is processed first. This can be used to
give priorty to communications that
Mo, Enable application name protocol  destination port  priarity {?&UHE real time processing, such as

1 O |voP | {uDP v | | lhigh v

QoS for transmission to the Internet

2 O |55h | |TCF' v| |22 | |medium v| If checked, this gives priority to packets
being transmitted to the Internet. When

3 J |te|net | |TCF' v| |23 | | rmediurm v| enalﬂqed, you will be able to add four levels
of increased prionty for specific

¢ O i | [1cr ] 21 | [low v %@pgggﬁﬁhis i dizabled

5 O | | |TCP v| | | ||°W v| Uplink Bandwidth

. O | | |TCF' v| | | |I0w v| apecifyttpetﬁar}d;-vidthtt.rar&e};ferred fram

is uniit to the Internet in kbps.

7 0 | | |TCF' v| | | |Iow v| ZEFBFESF u?llnk bandwidth should be
If a bandwidth value larger than the real

8 0O | | |TCF' V| | | ||DW V| line speed is entered, the uplink
band\é\tldth will be limited by the line

Apply ﬁpaegrhaller handwidth value is entered,

the maximurm line speed cannot be used.

Parameter Meaning

QoS for transmission to the Internet ~ Determine whether or not to prioritize packets sent to the Internet.
Check this box to enable QoS.

Upload bandwidth Specify the upstream bandwidth in kbps from the AirStation to the
internet side. Set the actual value for the upstream bandwidth.

Enable Enable or disable this entry.

application name Enter an application name. Names may use up to 32 alpha
numerical characters, double or single tick marks (™), quotation
marks (“), and semicolons (;).

protocol Select either TCP or UDP.
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Parameter

Meaning

destination Port

priority

Specify a destination port with the value of 1 - 65535. If this field is
empty, a random port is selected.

Select high, medium or low. If packets do not qualify for classification
as a type on the list, then their priority is treated as a level between
medium and low.
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Movie Engine

Configure Movie Engine options.

ot i | irarmatlt AN hwivaloce Famfin] Sarr i, | B ac A Core | Diceeario |
| Sep | Internetl AN (Wireless Gonfig) Security Regliee gy NAS |Admin Conflg | Diaghostic |

Port Forwarding | DMZ| UPnP | ©o05s|[Movie Engine

* This setting is enabled when the "Movie Engine® switch on the
main unit is set to "ON".

hovie Engine switch status  On

Packet Control Setting

IPvwE Pass Through
Multicast Rate

[¥]uze

11 Mbps v

Snooping Function Use

30 lseconds

W (priarity) hd
I Limit

Maxirmum Rwin Size I:lbytes

Multicast Control Ading Tirme
Change Priarity

Size Limnit
TCP Rwin Size Limit

Wireless Priority Control Rules

Mo, MAC Address [P address Protocol Port Mumber  Priority
Wireless priority contral rules not registered.

[ Editing of Priority Contral Rules ]

Transmission Rate Limit
Priority
BackGraund |N0 Limnits

Transmission Rate Mumber of Fetries

v| | No Limits v |

BestEffort |N0 Limits Vl |N0 Lirnits V|
Woice |ND Lirmnits Vl |ND Limits V|
Yiden |ND Limits V| |ND Limits V|

000-2010 BUFFALD INC. All rights re

|

Logout

L
Movie Engine A

Details the configuration options for
the Mavie Engine feature.

When Mavie Engine switch is ON
position, this router optimizes
packet transfer of video or audio
data.

This page configures video or audio
data processing in specific when
Movie Engine switch is OM
position.

Movie Engine Status

Display the status (ON/OFF) of the
Movie Engine switch on the main
unit. The Maovie engine feature is
enabled when the switch is ORN.

Packet Control Setting

IPvi Pass Through

Enable IPv5 Pass Through when
the Mavie Engine switch is ON.
The router transfers IPvE packets
between the Internet and LAN.
The factory default setting is
_LEnabIed].

This function is only enabled
when the AirStation is in Router
mode.

Multicast Rate

Configure Multicast Control when
the Movie Engine switch is OM.
The factary default setting is [11
Mbps].

Multicast Control

Multicast contral setting when the
Movie Engine switch is ON.

Snooping Function

Enable the Multicast Snooping
function.

Checking Use when the Movie
Engine switch is OM will force
Multicast contral.

The factory default setting is [J=e].

Aging Time

The Aging Time for Multicast

Snooping feature. This setting

range is 1-3600 secands.

The factory default setting is [300 ~
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Parameter

Meaning

Movie Engine switch status
IPv6 Pass Through
Multicast Rate

Multicast Control

TCP Rwin Size Limit

Wireless Priority Control Rules

Transmission Rate Limit

Number of Retries

Display the status of the Movie Engine switch.
Set to enable the IPv6 Pass Through.

Select the rate of the Multicast Control.

Set the Multicast Control setting to on.

Configure TCP packets Rwin size limitation to pass AirStation’s
wireless LAN.

Display the list of rules controls the priority pass through of packets
in the AirStation wireless LAN.

Select the transmission limit to prevent transmission rate fall down.

Select limit number of retries.
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NAS

Disk management

View the status of and configure attached USB hard disks.

mmmmm NAS W.lm

Logout

Disk Management Shared Folder| User Management| Shared Service |

Web Access | Media Server| BitTorrent]

USEB Disk Information

Device Disk Assignment  Partition Infarmation
Partitian
BLIFFALD ClipDri i Format FAT
IpDrve | DiskT » Status Mounted

| Remuove Apply

Usedifvailablei®) 26,116 7 G06,864 (5%)

Operate

[ Refresh ] [ Re-recognize USE devices ]

[Advanced Settings]

Automatic UsE Disk Assignment COuse
FAT format file name character code | North America (CP437) |
Cuse

HDD power-saving function

HODD stop timeMinutes

Disk Management

Displays the status of attached
USE disks and allows you to
manage these disks. Information
for up to four connected USE disks
i5 displayed. If the USE dizks have
multiple partitions, then the
infarmatian for the first four
Egmtmns will be displayed.

indows compatible primary
partitions and extended partitions
are recognized.
The possible operations are format
and remove USE disk.
Dlgléfle checking is executed with
a PC.

Caution

If several drives ar one drive with
multiple partition is connected, the
drive might not he detected
properly. Please connect one drive
with single partition.

Device

Display detecting USE disk
identification.

Caution

The device infarmation is acguired
from USE disk. It might be different
from product narme.

.Y

000-2010 BUFFALD IMC. All rights re

Parameter Meaning

Device

when [Remove] in the Device column is clicked.

Disk Assignment

Displays information for attached USB disks. Disks are removed

A disk number will be automatically assigned to the disk or you can

choose a number. Select a disk number, or select [Do not assign],
and then click [Apply] to assign a disk number.

Partition Information

Displays the partition information for the selected USB disk. Click

[Format] to format the disk. Note: formatting a disk will erase all

information from it.
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Parameter

Meaning

Re-recognize USB devices

Automatic USB Disk Assignment

FAT format file name character code
HDD power-saving function

HDD stop time

Click this to re-scan for connected USB disks.

Check [Use] to automatically select an attached USB hard disk. The
entire drive will be used as the shared folder. To configure your disk
and share manually, uncheck [Use].

[Use] is selected by default.

Select the file name character code used for FAT formatting.
Set the HDD power saving function.

Select a time duration after which to stop the HDD.
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Shared Folder
Configure a USB hard disk for use with shared folders.

S D
mwwmw Al Admin Config | Diagnostic |
Disk Management|[Shared Folder User Management| Shared Service | Logout

Web Access | Media Server| BitTorrent]

~
Shared Folder Management
Settings
Add new shared folder

shared Folder Narme | || (Enter manually) V| Shared Folder Name

Shared Folder Description Falder names displayed when
P | | sharing folders. Up to 18 8-bit

Disk Select Disk Partition Area Forrmat Used/Available(se) characters can he input.
" . » Characters from warious countries
Partition Area @  Diskl/Partition1  FAT 26,120/ 506,864 (5%) and the symbaols " and "_" can be
. used in addition to 5-bit
Disclosed to [winMacos(Samba)  [web Access [ Media Server [ BitTorrent alphanumetic characters. Mumbers
and symbols cannot be input as
| Mo Limits(ReadArite) v| the first character. The maximum
number of characters that can be
Readhirite Read-only Mo access |nput is limited to the maximum
bytes that can be accepted under  —
ACCESS Limnits F-8 encoding.
MNumbers and symbols cannat be
used as the first character.
Warning;
Flease do not change the name of
an exlstmg? shared folder. The
existing falder name will change to
WYeh ACCESS [¥] access Limits the new name, however, the
original folder name will remain as
a non-shared folder.
If characters from several
languages are used, they may
become corrupt when changing
language settings
Upto 16 share folder narmes can
Shared Folder Registration Information he registered.

Mo. Shared Folder Wame Shared Folder Information Cperation You may select a folder that can
be re%stered as a shared folder on

Disk Partition Area Diskl Paitiond the U= disk from the drop-down
o list. When[ﬂmm folder] |s selected
Shared Falder Description the whaole USE disk will b
' configured as a shared fall:ler and
WinMacOS(Samoa) will be named as fallows:
- disk¥_pt¥ (3 disk number,
1 Music Readiirite Edit Fflgamtlon number). hThlshsharedcl
older name cannot be change
Jahn The I:Iell‘iaL]lIt setting is [Enter
manually].

Dizclosed ta
Access Limits Limits

Read-only
Mike, Robin Shared Folder Description

Folder description displayed when
sharing folders. Up to 75 8-bit
characters can be input.
Characters from various countries,

< | 3 8-bit spaces and the symbals "- w

WWeh Arcess Access Limits

2010 BLIFFALC I

WBMR-HP-G300H User Manual 66



Chapter 4 Configuration

Parameter

Meaning

Shared Folder Name*

Shared Folder Description*®

Disk Partition Area*

Disclosed to*

Access Limits

Web Access

Shared Folder Registration
Information*

Enter a name for the shared folder. Up to 18 alphanumeric
characters, space, hyphens (-), and underscores (_) may be used.

Enter a description of the shared folder (optional). Up to 75
alphanumeric characters, space, hyphens (-), and underscores (_)
may be used.

Displays the partition area, format type, and the capacity of the USB
disk.

Check the functionality that you want to support. Win/Mac OS
(Samba NAS), Web Access, Media Server, and/or BitTorrent may be
checked. Only one folder may be chosen for either Media Server or
BitTorrent functionality.

If access limits are enabled, use the arrows to move highlighted
users between the columns for [Read/Write], [Read-only] or [No
access] privileges.

You may also select to enforce access limits on users accessing
through Web Access by checking the Access Limits checkbox.
Users will have the same access levels as assigned above. If Access
Limits is not checked, then all users accessing the shared folder via
Web Access will have [Read only] access..

Displays information about the shared folder.

*These parameters are displayed when [Automatic USB Disk Assignment] (page 65) is not set to [Usel:

The following settings are used for [Shared Folder] when [Disk Management] is activated.

« All folders: [Access Limits] settings in effect.
« Shared Folder/ Web Access: All folders are shared.
- Media Server/BitTorrent: The first folder is shared.
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User Management

This screen lets you add users to the access list with the ability to access shared folders.
[ et | it e atl AR W le o o reFn] @arr e |1 AR i ]

mmmmm NAS Wm
sk Management| Shared Folder |[User Management Shared Service Logout

Web Access | Media Server| BitTorrent|

Ead
User Management b |

The maximurm number of users
that can be registered is 16.

Add User
User Name
UUser Mame | | Set the user names that will have
access to shared folders. From 1
| | tohED B-hit alphanume:'jlc .
characters an can be
Password } used. Symbaols cannot be used as
| |(c0nﬂrmat|0n) the first character.

User Description

Passworid

Set the password necessary to
access shared folders. From 1 to
2D B-bit alphanumeru: characters
"and " " can be used. "-" cannot
he used as the first character For

Current Users Windows 995E, 98 and 95, up to
14 B-bit alphanumeric characters
Mo. User Mame User Description Operation can be used. For Mac OS5, up to
S eight 3-bit alphanumeric characters
guest Built-in account for guest access to the system - can be used. There is a possibility

z that shared folders will becorme
1 Johin office inaccessible.

2 Mike horme User Description

' : Set user description. Up to 75 B-bit
3 Robin guestroom characters can he |nput

Characters frorm various cnuntrles
-bit spaces, and the syrbaols "

2010 BUFFALC [MC, Al righ
Parameter Meaning
User Name Enter the name of a user to be given access to the shared folder.

Up to 20 alphanumeric characters, space, hyphens (-), and
underscores (_) may be used for each user. Up to 16 users may be
entered.

Password Enter the user’s password. Use of the same password that
they use to log into their computer is recommended. Up to 20
alphanumeric characters, space, hyphens (-), and underscores
(L) may be used. For Windows 98SE/98/95 users, up to 14
alphanumeric characters may be used. Mac OS users may use up

to 8 alphanumeric characters. If you enter a longer password than

your users can use, then they will not be able to access the share.

User Description Describe the user (optional). Up to 75 alphanumeric characters,
space, hyphens (-), and underscores (_) may be used.

Current Users Lists current users, including [guest]. [guest] is a built-in account
that cannot be changed or deleted.
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Shared Service

Assign AirStation and workgroup names to access shared folders.

m Internet/LAN |Wireless Config LAN Config G Admin Config

Disk Management| Shared Folder| User Management|[Shared Service

Logout

Web Access| Media Server| BitTorrent]

.S
Shared Services ¥

Shared Folder

Shared Folder [l Enanle
This DEFtiDn allows you to make a
AlrStation MName |APDDDS?F11221? | USB disk awailable on your local
network. The default setting is
AjrStation Description | | Enabled. 1
Y if to shared
Warkgroup Mame WORKGROUP foldbye o Shi i AEEess T Share
Example
Windows Client Language |Nur1h America (CP437) V| WI192.168.11.1

[Shared Service]

Shared Service Enabled

(I\iaddress of the AirStation)
WA PO,

[(AirStation Mame in 15 characters
or less)

AirStation Name

Sets the AirStation Name. Same
as [Admin Config -é'Name] -
LAirStatinn Mame] Becomes a

ost name that can be used as a
shared semice. Because host
narmes are limited to 15 b’

A000-2010 BUFFALO IMC. All rights resamed.

Parameter

Meaning

Shared Folder

AirStation name

AirStation Description

Workgroup name

Windows Client Language

Shared Service

Enable to make a USB disk available on your local network.

Rename your AirStation if desired. Up to 15 alphanumeric
characters, space, and hyphens (-), may be used. The AirStation
name is also used as the host name that will be used with the
shared service. The shared service may not be available you use
over 15 alphanumeric characters in your AirStation’s name.

Describe the AirStation (optional). Up to 48 alphanumeric
characters, space, hyphens (-), and underscores (_) may be used.

Enter your workgroup name. Up to 15 alphanumeric characters,
space, hyphens (-), underscores (_) and period (.) may be used.

Select the language to be used by the Windows client.

Displays the status of the USB disk that is to be used with the
shared service.
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Web Access

The screen to set to use the Web Access function.

m Internet/LAN | Wireless Config LAN Config NAS Admin Config

Disk Management| Shared Folder| User Management| Shared Service | Logout
[Web Access Media Server| BitTorrent]

R

Web Access

Wel ACCESS Enahle Web Access
Set whether or not to use the Web

Web Access Display Language | English Access function. The default

setting is enabled. If set to

HTTPS/S5L Encryption CJEnahkle disabled, then shared folders are
not made public.
Webh Access External Port Web Access Display Language
PortNurnber (0251 | -
Set the language used to d|sEIay
|Use BuffaloMAS. com registration function hd Ehe?ca\jfteibs?-CECnZE[ii}EL_'PCt'UnS' Uz
DS Service Host Mame BuffalolAS.com name |buffalo_name

HTTPS/SSL Encryption

Set whether or not to use SSL
encryption for safer transfers (Lses

Apply hitps instead of http). The default

setting is "Mot used.”

BuffalobAS cam key  |buffalo_key

Web Access External Port

Configure the external port for the
[Web Access Status] Wyeh Access interface. The default
ggtﬂtlﬂng is [Auto] and the value is

Webh Access Cannot be used (Mo Web access designation in the shared falder settings.)
External Port Status  Registered Auto
BuffaloMAS com Registering Configure port number for Wekh

Access automatically. Under
Router Mode OR, this port is used
[1F 4l =]

Parameter Meaning

Web Access Check [Enable] to use Web Access.

Web Access Display Language Set the language to be used with Web Access.

HTTPS/SSL Encryption Check [Enable] to use SSL encryption for protected data transfer.
Web Access External Port Automatically sets the external port used for Web access. To select

the port manually, select [Manual].
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Parameter

Meaning

DNS Service Host Name

Web Access

External Port Status

BuffaloNAS.com

Sets the DNS Service Host Name when the Web access function

is activated. Select [Use BuffaloNAS.com registration function]

to use the Web access function easily. You'll have to configure

a [BuffaloNAS.com name] and [BuffaloNAS.com key] to use
BuffaloNAS.com. Up to 3-20 alphanumeric characters, space,
hyphens (-), underscores (_) and period (.), may be used in the
BuffaloNAS.com name. Up to 3-20 alphanumeric characters, space,
hyphens (-), underscores (_) and period (.), may be used in the
BuffaloNAS.com key.

Note: The registered name is deleted from the server if the AirStation is
disconnected from power, even for a moment.

Displays the status of web access.
Display the status of the external port.

Display the status of BuffaloNAS.com.
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Media Server

Media Server settings.

m Internet/LAN |Wireless Config LAN Config [I:%-38 Admin Config

Disk Management| Shared Folder| User Management| Shared Service | Logout
Web Access |[Media Server BitTorrent

Media Server Enahle

Media Server

Media Server

Selects whether or not to use the
Media Serer function. The default

is disabled.
[Status] [Status]
Status  Cannot he used (Mo Media Server designation in the shared folder settings.) Status

[ Refresh ] [ Update Database

Displays the Media Server status.
[f this cannot be used, check the
status of the USEB disk.

(C12000-2010 BUFFALO INC. All rights resemved.

s

Parameter

Meaning

Media Server

Status

Enable to use the media server.

Displays the status of the media server.
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BitTorrent

Configure the BitTorrent client.

m Internet/LAN | Wireless Cunﬁ LAN Config [NCIB Admin Config

Disk Management| Shared Folder| User Management| Shared Service | Logout
Web Access | Media Server[[BitTorrent

B

BitTorrent

BitTorrent Function Enahle BitTorrent Function
Allows you to enableddisable the

Auto A BitTorrent function. The default

External Port Mumber setting is disabled.
Port Mumber You can get downloaded BitTorrent
files via shared folder or Web

Access function. Please configure
the folder setting from "Disclosed
to" of "Shared Folder” page.
. Downloaded files are stored in
[Advanced Settings] bittorrent folder on the USE disk.
Autarnatic USB Disk Assignment

Enahle is set to [Use] :
{Ibltturrem

disk1_pt
Bandwidth Restriction MW axirmum Download Speed | 1000 KBis Autornatic USB Disk Assignment
is et to [Do not use] : shared
taximurm Upload Speed kBis folder name/bittorrent
if you use BitTaorrent, transmission
anhl quality may be degraded or the
response of the configuration
screen may becarme slow.

[ Download Manager ] [ Delete BitTorrent information ]

Caution

Bit Tarrent can be only used when
®FSis used as a format on LSHE
drive.

[BitTorrent Status]
External Port Number

Specify the external port b
BitTorrent External Port Status  Disable ng%ﬁ{ U,,Sn?_"ﬁfg%E?E?unr}ETAE{D]

and the value is [S002].

BitTorrent Status Cannot be used (Mo BitTorrent designation in the shared folder settings.)

2010 BUFFALD IMC. All rinhts re

Parameter Meaning

BitTorrent Function Enable to use the BitTorrent client. If the BitTorrent client is
enabled, overall communication performance may decrease
and the reactions to setting screens slow down. If that happens,
reformat the USB disk with XFS. This may reverse the performance
slowdown.

External Port Number Select the external port number.
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Parameter

Meaning

Bandwidth Restriction

[Download Manager]

[Delete BitTorrent information]

BitTorrent Status

BitTorrent External Port Status

Set a bandwidth limit for BitTorrent.

Displays the BitTorrent download manager screen. Add a torrent
and then click [Add] to download the file(s).

Deletes all files, including the torrent files and files which are
currently downloading. The downloaded file is not deleted.

Display the status of the BitTorrent client.

Display the external port status of the BitTorrent client.

Access here to download the latest BitTorrent client for PC.

http://www.bittorrent.com/
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Admin Config

Name

Configure basic AirStation’s settings.

m Internet/LAN |Wireless Config LAN Config m Admin Config

Name Password| Time/Date| NTP| ECO| MNetwork-USB | Access| Log| Save/Restore| Logout

Initialize/Restart| Update |

Y
AirStation Name ¥

Alrstation Mame |AF'EIDE|3?F11221?

| AirStation Name e

List Network Services Enahle

This can be used to assign a
specific descriptive name for the
AirStation.

The Airstation name may be up to
4 alphanumeric characters in w

212000-2010 BUFFALD IMC. All rights reserved.

Parameter

Meaning

AirStation Name

List Network Services

Enter a name for the AirStation. Names may include up to 64
alphanumeric characters and hyphens (-).

Enable or disable this item to display the computers and devices on

your network with their supported services.
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Password

Configure the password to log in to the AirStation’s configuration screen.

m Internet/LAN |Wireless Config LAN Config m Admin Config

Mame |[Password Time/Date | NTP| ECO| Network-USB| Access| Log| Save/Restore | Logout
Initialize/Restart| Update |
Y
AirStation Administrator E
Password
Administrator Name roat ifixed) e
P ’ | | Administrator name
rinistratar Passwor i
This is the user name used to log
| |(Cunﬂrm) into the AjrStation's configuration
screens. It cannot be changed
Apply fram 'root”.
Administrater password b

(Ch2000-2010 BUFFALG MG, Al rights

Parameter Meaning

Administrator Name The Administrator name is used to log in to the AirStation’s
configuration utility. This name is fixed as [root].

Administrator Password The password is required to log in. It may contain up to 8
alphanumeric characters and underscores (_).
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Time/Date

Configure the AirStation’s internal clock.

| Setup | InternetiL AN |Wireless Config LAN Config | Nas JYapem®

Mame | Password |[Time/Date NTP| ECO| Metwork-USB| Access| Log| Save/Restore | Logout
Initialize/Restart| Update |

E
Time/Date ]
An NTP time server is configured
Set the AirStation's internal clock.  —
Local Date |2|j1D |Year|1 |Mnnth|1 |Da5t Set the internal clock manually.
Lacal Time |0 Hour[32  |inute52  |seconds Note:
The AirStation's internal clock is
Tirme Zaong | (GMT+00:00) Greenwich Mean Time, London v| resetto its default sefting .
wheneaver poweer is lost because it
doesn't have a hattery.
[Apply ] [ Refresh ] [ Get Current Time from your PC | Haowever, the Air3tation may be
configured to adjust its clock
autornatically even when rebooted

Parameter Meaning

Local Date You may manually set the date of the AirStation’s internal clock.
Local Time You may manually set the time of the AirStation’s internal clock.
Time Zone Specify the time zone (offset of Greenwich Mean Time) of the

AirStation’s internal clock.
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NTP

Configure an NTP server to automatically synchronise the AirStation’s internal clock.

Internet/LAN |Wireless Config LAN Config m Admin Config
Name | Password | Time/Date |[NTP ECO| Network-USB| Access| Log| Save/Restore | Logout

Initialize/Restart| Update |

MTP Functionality Enable

.

NTP

If an NTP server is configured, the

Airstation will access the specified

NTP Server ntp jst. mfzed ad jp
Update Interval huurs

MTP server and adjust its internal
clock to conform with the MTP
semer's time. NTP is an acronym
of Metwork Time Protocol. An f)\(JTF'
semver distributes accurate time to
netwiork devices.

Parameter

Meaning

NTP Functionality

NTP Server

Update Interval

Enable to use an NTP server. The default is Enabled.

Enter the name of the NTP server as a host name, host name with
domain name, or IP address. Up to 255 alphanumeric characters,
hyphens (-), and underscores (_) may be used. The default is [time.
nist.gov].

How often will the AirStation check the NTP server for the correct
time? Intervals of 1 - 24 hours may be set. The default is 24 hours.
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ECO

Configure Eco mode from this screen.

Name | Password | Time/Date | NTP|[ECO Network-USB| Access| Log| Save/Restore |

| NAs LRl Diegnostic |

Logout

Initialize/Restart| Update |

Schedule feature [ Enable

Weekly schedule

o024 jos o (o 12 (14 |(1e |1 2000 |22
Sun
hdon
Tue
Wed
Thu
Fri
Sat
tormal [l Sieep User Define
Operational Mode | Normal |
Start time Q.00 »
Register schedule  Endtime 0:30 v
Sun Mon  Tue Wed Thu Fri  Sat

The day of week
I [ [ /P R [ P |

User Define Mode Settings

LED off A
User Define Mode  Wired LAN ECO (Slow operation) V|
Wireless LAN | Off A4

2010 BUFFALD |

E.

ECO

Configure ECO Mode. Enabling
ECO Mode will put it in energy
save operation according to
Weekly schedule.

Schedule feature

Selecting "Enable” will enable
ECO hMode and change the
operation mode according to
YWeekly schedule.

The default is disabled.

Mote:

» The Operational Maode is
changed even during
communicating at the time set
in the weekly schedule. Please
note that communication may
he disconnectad in such a
case.

ADSS does notwark during
EC 0O mode ifthe Operational
Mode is not"normal”.

Frassing and holding AQSS
huttan on the main unit while
the Operational Made is not
Marmal can tempararily recover
itto "Marmal”.

Weekly schedule

Register YWeekly schedule. If you
want to change the Operational
Mode you have registered,
overwtite a period of time you want
to change in the new Operational
Made.

Register schedule
Operational Mode

Selectthe Operational Mode.
The default value is "Marmal”.

Normal
Does not perform energy saving
operation.

Sleep

Ferfarm following the energy
saving operation.

*Turn off LED

* Stop wired LAN

* Stop wireless LAM
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Parameter

Meaning

Schedule feature

Weekly schedule

Register schedule

User Define Mode

Enable to schedule Eco mode.

Note: If Schedule is enabled, AOSS will only function while the
AirStation is in Normal Operating Mode.

Graphically displays the configured schedule.

Configure operational mode for time periods in the weekly
schedule. If User Defined mode is chosen, configure it below.

Individual power saving elements may be configured individually
for User Defined mode.

WBMR-HP-G300H User Manual

80



Chapter 4 Configuration

Network-USB

Configure Network-USB from this screen.

m Internet/LAN (Wireless Config EL Rl MRV LR Admin Config

Name | Password | Time/Date | NTP| ECO |[Metwork-USB Access| Log| Save/Restore| Logout
Initialize/Restart| Update |

Ea)
Network-USB i
Metwark-USHE v
Enable Metwark-LISE is the function to w
Use multifunction Printer  [#] Enakle share a USB device connected to
Airstation from multiple computers
on wirediwireless LAF\J
Apply When you want to reduce effect to
MAS feature or performance and
AR Y OL 00 MO wWANL L0 STdre due b’

(C12000-2010 BUFFALC INC. All rights reserved.

Parameter Meaning

Network-USB This is a function for sharing USB devices connected to the
AirStation from multiple computers on a wired or wireless LAN.
Set this to Disable to reduce the impact on the NAS and other
functions, reduce the effect on performance, or if you do not want
to share for security reasons.

Use multifunction Printer This function uses a multifunction printer supporting mass storage
classes as a printer. If you want to use as a NAS function instead of a

printer, set this to Disable.
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Access

Restrict access to the AirStation’s settings screens.

m Internet/LAN (Wireless Config EL Rl MRV LR Admin Config

Name | Password| Time/Date | NTP| ECO| Metwork-USB |[Access Log| Save/Restore] Logout

Initialize/Restart| Update |

Log Output  [JEnakle

Enable Management ACCess
il FProhibit configuration from wireless LAMN
Fl FProhibit configuration from wired LAMN

Internet Side Remote Access Setting

Enahle Management Access

Fl FPermit configuration from wired Internet

Ea)
Management Access b

You may prohibit management of
the AirStation in specific
circumstances. Enabling any of

Mumber of Packets these limitations will prevent B
changes being made to the
a AirStation's settings from PCs that
meet the listed limitation criteria.
o Mote that checking all of these

boxes at once will make it very
difficult to make future changes to
the AirStation's settings.

Log Output

Checking this box will record
"Management Access" infarmation
to a log. Logging is disabled by
default.

Parameter

Meaning

Log Output

Prohibit configuration from wireless
LAN

Prohibit configuration from wired
LAN

Permit configuration from wired
Internet

Permitted IP address

Permitted Port

Enabling outputs a log of changes to access settings.

If enabled, prevents access to settings screens from wirelessly
connected devices (only wired devices may configure).

If enabled, prevents access to settings screens from wired devices
(only wirelessly connected devices may configure).

If enabled, allows access to settings screens from network devices
on the WAN (Internet) side.

Displayed only if Internet side configuration is enabled. Enter the
IP address of a device that is permitted to configure the AirStation
remotely from the WAN (Internet) side.

Displayed only if Internet side configuration is enabled. Set a port
number (1 - 65535) to configure the AirStation from the WAN
(Internet) side.
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Log

Transfer the AirStation’s logs to a syslog server.

Internet/LAN |Wireless Config LAN Config Admin Config

Name | Password| Time/Date | NTP| ECO| Network-USB | Access|[Log Save/Restore | Logout
Initialize/Restart| Update |

A

Syslog Setup

Log Transfer Enahl
J CIEREE Syslog transfers the AirStation's

log information to a syslog semer,

Syslog Server | |

[¥] ~ddress Translation IP Filter Log Transfer
; ; Checking [Enable] will instruct the
v v ! f .
Flrewalll [¥]PPFoE Cliert Fr i e et g
Dynamic DS DHCP Client information to a deslng sarver. The
Transfer Logs [ DHCF Server Mlaoss default is disabled.
[¥]\ireless Client [¥] authentication Syslog Server
Setting Changes gystern Boot Specify the name of your Syslog
MTF Client [#]inired Link Server by host name, host name

with damain or |P Address.
Alphanumeric characters, hyphen

[Apply ] [ Select All ] [ Clear All ] -"and daot ' may be used.
The Syslog Serer Name can't
start or end with a hyphen - or dot =+

Parameter Meaning
Log Transfer Enable to send logs to a syslog server.
Syslog Server Identify the syslog server by host name, host name with domain

name, or IP address. You may enter up to 255 alphanumeric
characters, hyphens (-), and underscores (_).

Transfer Logs Choose which logs will be transferred to the syslog server.
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Save/Restore

Save AirStation settings as a file, and restore from them later.

Internet/LAN |Wireless Config LAN Config Admin Config

Name | Password| Time/Date | NTP| ECO| Network-USB | Access| Log|[Save/Restore Logout
Initialize/Restart]| Update |

Eed
Save/Restore AirStation ¥
Settings

Save = )
SEVE Current settings

[J Encryptthe configuration file with a pagsword Save Current Settings

Once you've got your AirStation
set up the way you want it, you
maﬁ save the current confiquration
of the AirStation to a file on the PC
Backup ﬂ|E| H Browse.. | that you're using for configuration.

Festore Configuration from Backup File Note:

[ Enter passward Thie AirStation will not e able to
restare configurations from the
save file in the following -

Parameter Meaning

Save current settings Clicking [Save] will save the current configuration of the AirStation

to afile. If the [Encrypt the configuration file with a password]
option is checked, then the configuration file will be password
protected with the current Administrator Password.

Restore Configuration from Backup Restore the configuration of the AirStation from a saved

File configuration file by clicking the [Browse...] button, navigating to

the configuration file, and then clicking Restore. If the configuration

file was password protected, then put a check next to [To restore

from the file you need the password], enter the password, and click

[Open].

WBMR-HP-G300H User Manual

84



Chapter 4 Configuration

Initialize/Restart

Initialize or restart the AirStation.

m Internet/LAN |Wireless Config LAN Config Admin Config

Name | Password | Time/Date | NTP| ECO| Network-USB| Access| Log| Save/Restore | Logout
[Initialize/Restart Update

E
Initialize/Restart i

This rebaoots your AirStation.

This reboots your AirStation.

Settings affected:

Thisg will restore your AirStation to the factory default settings. ggfgtjﬂinr%y” resettne clock to

Initialize Initialize Mow

(C2000-2010 BUFFALD M. Al rights reserved.

Parameter Meaning
Restart Click [Restart Now] to restart the AirStation.
Initialize Click [Initialize Now] to initialize and restart the AirStation.
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Update

Update the AirStation’s firmware.

m Internet/LAN |Wireless Config LAN Config m Admin Config

Name | Password | Time/Date | NTP| ECO| Network-USB| Access| Log| Save/Restore | Logout

Initialize/Restart || Update

~
Firmware Update |
Firrmiare
WErsion BRI EHTA BE 1. Update the AirStation's firmare.
Undate Method () Specify Local File Firmware Version
P O Auto Update Onling Displays the firmware version of
the AirStation.
Firrmare
File Marme | [(Browse. ] Update Method
Flease select firmmare update
Update Firrnware ] methad.
*Get updated firmware files from our website: Specify Local File
Update the firmware with a file
Download Service stared on the local PC.
Auto Update Online hd

(C2000-2010 BUFFALD IMC. All rights resemed.

Parameter Meaning
Firmware Version Displays the current firmware version of the AirStation.
Update method Specify Local File

Updates the firmware stored on your computer.

Auto Update Online

Automatically updates the latest firmware that is available online.

Firmware File Name Click [Browse...] to specify a firmware file and click [Update
Firmware.] You don’t need to specify the firmare lodcation if
selecting [Auto Update Online].

WBMR-HP-G300H User Manual

86



Chapter 4 Configuration

Diagnostic

System Info

View system information for the AirStation.

Model JST)

Alrstation Mame APOOOITFI12217
Operational Mode Router Mode OR
kovie Engine Status — OR

mMethod of Aguiring IP Address

Mame ofthe connection

Internet Connection Status

Qperation
Wifired Link
MAC Address

IP Address

Subnet Mask
DHCF Server
MAC Address

Wifireless Status
521D
Authentication
Encryption
Wireless(802.11n/g/) Broadeast 521D
Frivacy Separatar
Wiireless Channel
300 Mbps Mode
MAC Address

USAH disk

WEBMR-HP-G300H Yer.1.74 (R1.60/B2010/09/08 21:00:16

IP Automatically
Default Connection
Stopped

Release H Renew ]

Mot connected

182168111
2686.255.255.0
Enahled
O0:03FF:A1:2217

Enahled
BUFFALD-112217

WePANYPAZ mixedmode - PEK
TKIFIAES mixedmaode

Enahle
Disahle
B (Auto)
20 MHz
Q003 7F11:247

Connected

Shared Folder Function Lise

MAS Wieh Access

Media Server function
BitTorrent Function

ECO Mode Status

Jse
Jse
Jse

Dizable Schedule feature

010 BUFFALC

RFC1483 Bridged +0btain

T NG T T R N
| Setup|IntemetiLAN |Wirsless Config| Security | LAN Config | NAS | Admin Config Iy

System Info Logs | Packet Info| Client Monitor| Ping| DSL Connection |

Logout

Y
System Information i

Display the Airstation's main
settings.

Model

Displays the model name and
firrmwweare version of the AlrStation.

AirStation Name

Displays the AirStation's host
narme.

Operational Mode

Displays the current mode of
operatian.

Movie Engine Status

Displays the status of the Wovie
Engine switch.

Internet

AirStation's INTERMET port side
infarmation.

Method of Acquiring IP Address
Acquiring a Internet IP address.

Name of the Connection

The name of the PPPoE
connection specified in the
configuration.

Connection Status

Displays the current Internet side
status.

Operational Mode

The Operational Mode will show it
any DHCF or PPPOE configuratian
is active. fDHCP is in use, the
followwing commands can be
executed.

# [Release] . Releasesthe IP
address assigned by the
OHCFP Server.

& [Renew]  Renews the IP
address from the DHCP
Server.
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Parameter

Meaning

Model

AirStation Name
Operational Mode
Movie Engine Status
Internet

LAN

Wireless

NAS

ECO Mode

Displays the product name of the AirStation and the firmware
version.

Displays the AirStation Name.

Displays the current operational mode of the AirStation.
Displays the current Movie Engine Status.

Displays the information about the Internet port.
Displays the information about the LAN port.

Displays the wireless status.

Displays the information about USB disk.

Display current ECO Mode status.
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Logs

The AirStation’s logs are recorded here.

m Internet/LAN (Wireless Config LAN Config m Admin Config galt:tsLE (=

System Info |[Logs Packet Info| Client Monitor| Ping| DSL Connection | Logout
Y Y
| Logs ¥

[¥] Address Translation [+ P Filter . : : .
) ) Display log infarmation recorded in
Firewall PPFOE Client the AirStation. o
Dynarmic DN DHCP Client — The oldest information is
. : oversritten by new logs.
Display log info DHCP Server [Flaoss
[V wiireless Client [¥] &uthentication Display log info
Setting Changes Systern Boot Select the types of infarmation that
; ) ; should be logged by the AirStation.
NTF Client [l wired Link The default is All. The fallowing
iterns can be selected:
| Display | [ Select All | Clear Al | « Address Translation
# |P Filter
Logs « Firewall{lncludes discarded [P
Masguerade packets)

| Sawetoils logfle g | * PPPoE Client{Internet side)
Date Time Type Log Content « Dynamic DNS{Internet side)

} } & DHCP Client (Internet side)
2010001701 00:39:52 DHCFPS Reguest incoming from buffaloden: 7 « DHCP Server{L&N side)
201000101 003841 DHCPS Reguestincaming from huffaladen: 7y il .

£

000-2010 BUFFALC IR, Al rights ¢

AOSS

Parameter

Meaning

Display log info

Logs

Choose the types of logs to display.

Displays the log information recorded in the AirStation.
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Packet Info

View packet transfer information.

m Internet/LAN |Wireless Config LAN Config m o] Diagnostic

system Info | Logs |[PacketInfo Client Monitor| Ping| DSL Connection | Logout
w

Sent Pecelved Packet Traffic Information

Interface = BE = BE
arms frars arms rars The total numbers of packets sent
Wired LAMN A74a8 I f049 ] an?I rece}vi]ved by the Aidr_Stating, as
t

wirgless LAN (802.11n/g/b) 5212 0 0 0 e 1 S

[Refresh] button

Cizplayed packet information
ety evwed with ent informa

s

Parameter Meaning

Sent Displays the number of packets sent to the Internet side of
Ethernet, the LAN side of the Ethernet, and the LAN side of the
wireless connection.

Received Displays the number of packets received from the Internet side
of Ethernet, the LAN side of the Ethernet, and the LAN side of the
wireless connection.
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Client Monitor

This screen shows devices that are connected to the AirStation.

m Internet’LAN |Wireless Config LAN Config Pl Diagnostic

system Info | Logs | Packet Info || Client Monitor Ping| DSL Connection | Logout

M
Client Monitor =

Lease [P communication  Wireless
MAC AJOrESS 4 idress  HOSIMAME petng Authentication  S02 11N Displays the LAN sida clients
i PCs) that are accessing the
00:11:09:94:F5:B9 - - Wired S.\irstatign_
The following information is
displayed:

{(C12000-2010 BUFFALO ING. All rights resened.

Parameter Meaning

Client Monitor Displays information ( MAC address, lease IP address, host name,
communication method, wireless authentication and 802.11n) for
devices that are connected to the AirStation.
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Ping

A Ping test checks whether the AirStation can communicate with a specific network device.

m Internet/LAN (Wireless Config LAN Config m Admin Config galt:tsLE (=

system Info | Logs | Packet Info | Client Monitor |[Ping DSL Connection | Logout

3

Ping

Destination Address |

Result

Destination Mot Entered
Result Mot Executed

A Ping test can be perfarmed from
the AirStation. With a ping test,
you can determine whether the
AirStation can communicate with a
specific netwark device.

Destination Address

Enter the network IP address that
%tnu want to ping; e.g.
92.168.11.3 or
wewewr buffalotech com. w

000-2010 BUFFALO IMNC. All rights resered.

Parameter

Meaning

Destination Address

Enter an IP address or a host name of the device for which you
try to verify the connection, and click [Execute]. The result will be
displayed in the [Result] field.
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DSL Connection (Router Mode only)

View DSL Connection for the AirStation.

i ‘ y /AN €arfl | Nas|admin carng RIS
System Info | LogsI Packet InfoI Client Mnnitorl Ping || DSL Connection Logout

DSL Status

D5L Status

D51 Modulation Mode

D5L Path Mode
Downstream Rate

Upstream Rate

Downstrearn hargin
Upstrearm hargin
Downstrearm Line Attenuation
Upstrearm Line Attenuation
Downstream Transmit Power
Upstrearm Transmit Power

P¥C Connection

Encapsulation
Multiplexing
Q0s

PCR Rate
SCR Rate
Altodetect
WPl

W C]

Enahble

PYC status

DSL Connection

SILENT DSL Status

SILEMT [fa DEL link has been established,
technical information about it is

Fast shown here.

PVC Connection

This section reflects settings in the
Internet Connection Type and %C
settings sections of the
Internet/LAN setup panel. See that
panel’s Help page for detailed
descriptions.

Also shown here is PVE Status.
This can be shown as

000-2010 BUFFALD IMC. All rights r

Parameter

Meaning

DSL Status

PCV Connection

If a DSL link has been established, technical information about it is
shown here.

This section reflects settings in the Internet Connection Type and
VC settings sections of the Internet/LAN setup panel. See that
panel’s Help page for detailed descriptions.

WBMR-HP-G300H User Manual

93
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Automatic Secure Setup (AOSS/WPS)

AOSS and WPS are systems which enable you to automatically configure wireless LAN settings. Just
pressing the buttons will connect wireless devices and complete security settings. Easily connect to
any wireless devices, computers, or game machines which support AOSS or WPS.

— AOSS (AirStation One-Touch Secure System) was developed by Buffalo Technology. WPS
®) was created by the Wi-Fi Alliance.

@

AirStation PC or

Game console
(AOSS Devices)

« Before using AOSS or WPS to connect to a Buffalo wireless client, install Client Manager software
from the included AirNavigator CD. Consult your wireless client’s documentation for more
information.

« Buffalo’s Client Manager software can be used with the wireless LAN devices built into your
computer. However, it is not guaranteed to work with all wireless LAN devices available. Some
wireless clients may require manual setup.
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Windows 7/Vista (Client Manager V)

If you are using Windows 7/Vista, use the included Client Manager V software to connect wirelessly

with AOSS/WPS.

1 Click the icon jh in the system tray.

2 BUEEALD When the screen at left is displayed, click [Create
) Profile].
Client Manager ¥ Ver 1.3.7

BUFFALD

YyLI-LIC

Profile [ {Disconnected) v]

Transmission Speed  ---

Create Profile
Signal Strength
: | TX Advanced

3 If the User Account Control screen opens, click [Yes] or [Continue].
4 Click the [WPS AOSS] button.

@ 8 Create profile

Perform setup of wireless connection to the AirStation

‘Wireless Adapter [BUFFALO WLI-UC-G300M

Selectthe Setup Method

Autarmatic Secure Setup

Perfarm connection and security configuration automatically

Advanced Setup

Select a Network Mame (SSI0) or enter the 5510,
then connect manually.
Otherwise connect with WPS-PIN method.

Option (Expert onky) clientmanagery ver.1.37 [FIUIFEALO

Follow any instructions displayed on the screen. When the Security LED on the front of the
AirStation stops flashing and is lit steadily, the connection is complete.
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Windows XP (Client Manager 3)
If you are using Windows XP, use Client Manager 3 to connect wirelessly with AOSS/WPS.

1 Right click on the "?T icon in the system tray, and select [Profile].

2 RUFFALD
— M\ status Q\ Scan . El  Profiles e
Create profile and display priority level. Haip .
Profile Name = Click the [WPS AOSS] button.
)

Follow any instructions displayed on the screen. When the Security LED on the front of the
AirStation stops flashing and is lit steadily, the connection is complete.

Other Devices (e.g. Game Console)

If you are using a game machine which supports AOSS or WPS, refer to that device’s manual to
initiate AOSS/WPS. When instructed, hold down the AOSS button on the AirStation for 1 second.

When the Security LED stops blinking and is lit steadily, the connection is complete.
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Manual Setup

You can also connect to the AirStation without installing Client Manager V or Client Manager 3 by
using the utility built-in to Windows. The procedure varies depending on which version of Windows
you are using.

Note:

- If the AirNavigator CD is used to perform setup when making the initial settings of AirStation, the
wireless connection settings for the AirStation are completed during the Setup process. As a result, you
do not need to make the settings below. After setup is complete, once the LAN cable is removed, you
can connect from your wireless client to the AirStation.

- Before performing setup, make the settings to enable the wireless client of the computer.

Windows 7 (WLAN AutoConfig)

With Windows 7, use WLAN AutoConfig to connect to the AirStation.

1

Click on the network icon in the system tray.

Select the target AirStation’s name and click
[Connect]. If you will be connecting to this
device in the future, checking [Connect
automatically] is recommended.

Currently connected to:

|"h Metwork
b Internet access

Wireless Metwork Connection -

m

manual_G _I.ﬂﬂ_
Connect automatically
WAP-G oM

0018E76A1EGE L

001D07230E9F9 Mame: 0015E76A1EGE
Signal Strength: Fair
Open Network and secyrity Type: WPA2-PSK

Radio Type: 80211n
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3 [ connect to a Network 3] Enter the encryption key and click [OK].

Type the network security key

Security key:
[T Hide characters
) You can alse connect by pushing the
". v butten on the router.

v

Windows Vista (WLAN AutoConfig)

With Vista, use WLAN AutoConfig to connect to the AirStation.

1 Right click on the wireless network icon in the system tray.

2 Click [Connect to a network].

3 ] == &a| When the screen at left is displayed, select the
(B Comedtoznchet network to connect to and click [Connect].

Select a network to connect to

&' 001073899104 Security-enabled network -ﬁ!ﬂ ‘:‘
&' 001073299104 Security-enabled network -ﬁ!ﬂ

Connect Cancel
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If the screen below is displayed, click [| want to enter the network key or passphrase instead].

Otherwise, go to step 4.

@ Q_-\ Connect to a network

Press the configuration button on your access paint

Press the configuration button on the
access point before continuing.

7

b

[ can't find the configuration button,
[ want to enter the network key or passphrase instead

@ % Connect to a network

Enter the PIN for BUFFALO INC. WHR-G300N on 001D73B991D4

You can find this PIN displayed on the BUFFALD INC, WHR -G300N.

PIN:

Dglzplay characters

Idon't have the PIN,
[ want to enter the network key or passphrase instead
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4 o i=l= &8 Enter the encryption key and click [Connect].

Type the network security key or passphrase for 001D73B991D4

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

n_m;’ If you have a USB flash drive with network settings for 001D73B991D4, insert it now.

Step through the wizard to finish configuration. If the Set Network Location screen is displayed,
select [Home], [Work], or [Public location] depending where you're using the AirStation.
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Windows XP (Wireless Zero Configuration)

Windows XP includes a built-in utility to connect to your AirStation.

Note: If Client Manager 3 is installed on your computer, Wireless Zero Configuration is disabled. Uninstall Client
Manager 3 to use Wireless Zero Configuration, or just use Client Manager 3 to connect to the AirStation.

1 Right click on the wireless network icon ﬂ displayed in the system tray.

2 Click [View Available Wireless Networks].

3 A B Select the network to connect to and click
Network Tasks Choose a wireless network [Con neCt]
& Refresh network st Click an item in the list below ko connect to a wireless network in range of to get more
information,
=] el K (o)) 001D73B991D4 |
B e ot ol afte « ‘ )
]
Related Tasks o
i) Learn about wireless
O et
e e (eﬁu Airstation
G5 Change advanced ¢ security-enabled wireless netwark wlll
settings
v
4 Wireless Network Connection E3] Enter the encryption key (twice) and click
[Connect].

The network '001073699104' requires a network key (also called a WEP key or WPa ke,
A network key helps prevent unknown intruders From connecting to this network,

Type the key, and then dlick Connect.

Metwork key: | |

Connect l [ Cancel ]

Follow the instructions displayed on the screen to finish configuration.
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Mac OS X (AirPort)

Use AirPort in the Mac OS X to connect to the AirStation.

1 o H . e}
Refer to the label on the side of the AirStation, and
— make a note of the SSID and KEY printed on the
= label.
o J{L_I|
2 g L ¢ (=P (99%) 927 Q | Click the “._" icon in the top
AirPort: Off section of the screen, and select
Turn AirPort On [Turn Airport On].
Open Network Preferences...
3 ol D (=D (99%) 931 Q
AirPort: On ﬁ: Click the value that matches the
Turn Airport O SSID that was noted in step 1.
No network selected
BUFFALO-010175 a8 =
BUFFALO-6400A5 =
BUFFALO-XXXXXX a=
Join Other Network...
Create Network...
Open Network Preferences...
4
Enter the value for the KEY that was
The network “BUFFALO-XXXXXX" requires a . .
" WPA password. noted in step 1 into the Password
entry box, insert a check mark into
Password: |-""-"--"- | [Remember this network], and click
[ ] Show password [OK].
E Remember this network
( Cancel ) {'——ﬁl(—'—-a

Follow the instructions displayed on the screen to finish configuration.
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Cannot connect to the Internet over wired connection.

« Make sure that your AirStation is plugged in!

Check that the status LEDs of your AirStation are lit as below:

Power Green lightis ON

DSL Green light is ON or OFF (depending on your environment)
Internet  Green light is ON or flashing

Make sure that your computer is set to [Obtain an IP address automatically]. (see appendix D)

Refer to the documentation provided by your provider, and make the correct ADSL settings.

« Restart your AirStation.

Cannot access the web-based configuration utility.

+ See chapter 4 for instructions to open the AirStation’s configuration utility.

« Enter the correct user name and password to login to the configuration screen. The factory
defaults are [root] (in lower case) for the user name and a blank password (enter nothing). If you
changed the password, enter the new password that you set.

« Verify that your web browser is not set to use proxies.

 Make sure that your computer is configured to [Obtain an IP Address Automatically]. (see appendix
D)

« Restart your AirStation.
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Cannot connect to the network wirelessly.

« Configure your wireless client with the same SSID, encryption type, and encryption key as set
on the AirStation.
The factory defaults are:

SSID - BUFFALO-XXXXXX (the last 6 digits of the AirStation’s MAC address)

Encryption Type - WPA/WPA2 mixed mode - PSK (Connect with either WPA-PSK TKIP or
WPA2-PSK AES).

Encryption Key - Printed on the label of the AirStation.

Note: Encryption is disabled by default in Asia Pacific.

« Place your AirStation and wireless devices 2 - 10 feet apart.

« Restart your AirStation.

You forgot AirStation’s SSID, Encryption Key, or
Password.

Hold down the Reset button on the base of your AirStation for 3 seconds to initialize its settings. All
settings, including your password, SSID, and encryption key will be initialized to their defaults. The
factory defaults are:

SSID - BUFFALO-XXXXXX (the last 6 digits of the AirStation’s MAC address)

Encryption Type - WPA/WPA2 mixed mode - PSK (Connect with either WPA-PSK TKIP or
WPA2-PSK AES).

Encryption Key - Printed on the label of the AirStation.

(Encryption is disabled by default for Asia Pacific AirStations.)

The link speed is slower than 300 Mbps (Maximum
link speed is only 144 Mbps).

By default, the AirStation’s 300 Mbps mode is not enabled. You may enable it with the following
procedure:

1. Open the configuration utility (chapter 4).
2. Click [Wireless SSID & Channel (11n 300 Mbps Mode)] in Easy Setup.
3. Change the value in [300Mbps Mode] - [Band Width] to 40 MHz and click [Apply].

If you still cannot connect at 300 Mbps, check the settings of your wireless client device.
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Other Tips

Issue:
| reset my wireless router to factory settings and forgot how to log in to the configuration utility.

Answer:

Open your browser and enter 192.168.11.1 as the browser address and hit Enter. You will be
prompted to log in. Enter the user name as root and the password box is left empty (no password).
Click [OK] to complete the login and the option to reset your password will be available on the first

page.

Issue:
How do | forward ports on my wireless router for my gaming console?

Answer:

Log in to the router's configuration utility. From the home page, go to the Internet Game/ Port
Mapping section. Enter the port that needs to be forwarded, and the IP address of the gaming
console.

Issue:
How do | enable or modify security encryption settings on the wireless router?

Answer:

Log in to the configuration utility with your browser. Go to the Wireless Config tab and then select
the Security tab. Buffalo recommends WPA for wireless encryption. The passphrase/key should be at
least 8 characters in length.

Issue:
How do | change my wireless router's broadcasted network name (SSID)?

Answer:

Log in to the configuration utility. Go to the Wireless Config tab and then select the Basic tab if
necessary. Find the settings area for SSID. Select the [Use] radio button and enter the name you
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wish to use for your network in the text field provided. Click [Apply] to save the settings. Once the
wireless router has rebooted, you will need to manually select the new network name for all wireless
devices and enter your encryption key if necessary.

Issue:
What can | do if my wireless connection drops randomly or seems slow?

Answer:

There are many environmental factors that may cause this. First, ensure the issue is not range
related by moving the wireless router and the client device closer together. If the connection drops
continue, then range is probably not the issue.

Other 2.4 GHz devices such as microwaves, other wireless networks, and 2.4 GHz wireless phones
may impact performance. Try a different wireless channel for your wireless router. Log in to the
wireless router with your browser. Click on the Wireless Config tab and then the Basic tab. Wireless
channels from 1 - 11 may be selected. Try the Auto-Channel option if available. Otherwise, manually
select an alternate channel and click [Apply].

Issue:
Where can | download the latest drivers, firmware and instructions for my Buffalo wireless products?

Answer:

The latest drivers and firmware are available online at
www.buffalotech.com
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Appendix A - Specifications

Wireless LAN Interface

Standard Compliance

IEEE802.11b / IEEE802.11g / IEEE802.11n

Transmission Method

Direct Sequence Spread Spectrum (DSSS), OFDM, MIMO

Frequency Range

2,412 - 2,462 MHz (Channels 1-11)

Transmission Rate

802.11b/g:
54,48,36,24,18,12,9,6,11,5.5,2, 1 Mbps
802.11n
20 MHz BW
(LongGl) 130,117,104, 78,52, 39, 26, 13Mbps (2 stream)
65,58.5,52,39, 26, 19.5, 13, 6.5Mbps (1 stream)
(ShortGl) 130, 115.5,86.6,57.7,43.3, 28.8, 14.4Mbps (2 stream)
65,72.2,57.8,43.3,28.9,21.7, 14.4,6.5Mbps (1 stream)
40 MHz BW
(LongGl) 270,243,216, 162,108, 81, 54, 27Mbps (2 stream)
135,121.5,108, 61, 54, 40.5, 27, 13.5Mbps (1 stream)
(ShortGl) 300, 270, 240, 180, 120, 90, 60, 30Mbps (2 stream)
150, 135,120, 90, 60, 45, 30, 15Mbps (1 stream)

Access Mode

Infrastructure Mode

Security

Standard Compliance

AOSS, WPA2-PSK (TKIP/AES), WPA/WPA2 mixed PSK, WPA-PSK (TKIP/AES),
128/64bit WEP, Mac Address Filter

Wired LAN Interface

IEEE802.3u (100BASE-TX), IEEE802.3 (10BASE-T)

Transmission Rate

10/100/ 1000 Mbps

Transmission Encoding

1000BASE-T 4DPAM5, 100BASE-TX 4B5B/MLT-3, TOBASE-T Manchester Cording

Access Method

CSMA/CD

Speed and Flow Control

10/100/1000 Mbps, Auto Sensing, Auto MDIX

Number of LAN Ports

4

LAN Port Connector

RJ-45

DSL Interface

Standard Compliance ADSL2+
Number of DSL Ports 1
DSL Port Connector RJ-11
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Appendix A Specifications

USB Interface

Interface USB 2.0
Connector Type Type A (plug)
Compliance 5.0V 500 mA (MAX 1000 mA)
other
Power Supply External AC 100-240 V Universal, 50/60 Hz
Power Consumption About 12.0 W (Max)
Dimensions 165 mm x 158 mm x 35 mm (6.5 x 6.2 x 1.3 in.) (not including the stand)
Weight 3309 (11.6 0z.) (not including the stand)
Operating Environment | 0-40 °C (32-104 °F), 10-85 % (non-condensing)
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Appendix B - Default Configuration Settings

Feature Parameter Default Setting
ADSL Encapsulation RFC1483 Bridged
IP Settings Obtain an IP Address Automatically (DHCP)
Host Name none
Domain Name none
MTU Auto
Modulation Multimode
Multiplexing LLC
QoS Type UBR
PCR Rate 0 cps
SCR Rate 0cps
Auto Detect Disabled
Virtual Circuit 0 VPI
35VCl
DDNS Dynamic DNS Service Disabled
(Router Mode only) | ¢, rent Dynamic DNS none
Information

VPN Server
(Router Mode only)

LAN Side IP Address

192.168.11.1(255.255.255.0)

DHCP Server Function

Enabled

DHCP IP Address Pool

192.168.11.2 for up to 64 Address(es)

PPTP Server Function

Disabled

Authorization Type

MS-CHAPv2 (40/128-bit Encryption)

Server I[P Address

Auto

Client IP Address Auto
DNS Server IP Address LAN IP address of the AirStation
WINS Server IP Address none
MTU/MRU value none
PPTP User List none
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Feature Parameter Default Setting
LAN LAN Side IP Address 192.168.11.1
DHCP Server Function Enabled
(Router Mode only)
DHCP IP Address Pool 192.168.11.2 for up to 64 Addresses
(Router Mode only)
LAN Side IP Address none
(IP Unnumbered)
(Router Mode only)
Lease Period 48Hours
(Router Mode only)
Default Gateway AirStation's IP Address
(Router Mode only)
DNS Servers AirStation's IP Address
(Router Mode only)
WINZ Server Do Not Specify
(Router Mode only)
Domain Name Assigned Domain Name
(Router Mode only)
Default Gateway none
(Bridge Mode only)
DNS Server Address none
(Bridge Mode only)
DHCP Lease Current DHCP Client Information none
(Router Mode only)
NAT Address Translation Enabled
(RouterMode only) 1) o4 Output of Deleted Packets Disabled
Route Routing Information none
WPS WPS Enabled
External Registrar Enabled

AirStation PIN

An 8-digit random value
(Printed on the label of the AirStation)

WPS Security Information

WPS status: configured or unconfigured

SSID: BUFFALO-XXXXXX (the last 6 digits
of the AirStation’s MAC address)

Security: WPA/WPA2 mixedmode - PSK

TKIP/AES mixedmode or none
Encryption key: A 13-digit random value or
disabled. (Printed on the label
of the AirStation. Encryption is
disabled by default settings on
AirStation for Asia Pacific.)
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Feature Parameter Default Setting
AOSS Encryption Type of Exclusive SSID | none
for WEP
Encryption level expansion Enabled
function
Dedicated WEP SSID isolation Disabled
Allow WEP for Game Console Only | Disabled
AOSS Button on the AirStation Enabled
Unit
Basic Wireless Radio Enabled
Wireless Channel Auto Channel
300Mbps Mode Band Width: 20MHz
Extension Channel: -
Broadcast SSID Allow
Separate feature not used
SSID Use AirStation's MAC address
Wireless authentication WPA/WPA2 mixedmode - PSK, or no authentication
Wireless encryption TKIP/AES mixedmode, or no encryption
WPA-PSK (Pre-Shared Key) A 13-digit random value or disabled
(Printed on the label of the AirStation. Encryption
is disabled in default settings on AirStation for Asia
Pacific.)
Rekey interval 60 minutes
Advanced Multicast Rate Auto
DTIM Period 1
Privacy Separator Disabled
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Feature Parameter Default Setting
WMM WMM-EDCA Parameters For AP For STA
(Priority AC_BK (Low) ) CWmin 15 15
CWmax 1023 1023
AIFSN 7 7
TXOP Limit 0 0
Admission Control | - Disabled
WMM-EDCA Parameters For AP For STA
(Priority AC_BE (Normal)) CWmin 15 15
CWmax 63 1023
AIFSN 3 3
TXOP Limit 0 0
Admission Control |- Disabled
WMM-EDCA Parameters For AP For STA
(Priority AC_VI (High) ) CWmin 7 7
CWmax 15 15
AIFSN 1 2
TXOP Limit 94 94
Admission Control | —- Disabled
WMM-EDCA Parameters For AP For STA
(Priority AC_VO (Highest) ) CWmin 3 3
CWmax 7 7
AIFSN 1 2
TXOP Limit 47 47
Admission Control | - Disabled
MAC Filter Enforce MAC Filter Disabled
Registration List none
Multicast Snooping Enabled
Control Multicast Aging Time 300 Sec.
Firewall Log Output Disabled
(RouterMode only) | g qic Rules Prohibit NBT and Microsoft-DS Routing  Disabled
Reject IDENT Requests Enabled
Block Ping from Internet Enabled
IP Filter Log Output Disabled
(Router Mode only) | |p ilter Information none
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Feature Parameter Default Setting
VPN Pass IPv6 Pass Through Disabled
Through PPPoE Pass Through Disabled
(Router Mode only)
PPTP Pass Through Enabled
Port Forwarding | Port Forwarding Registration none
(Router Mode only) | Information
DMz IP Address of DMZ none
(Router Mode only)
UPnP UPnP Enabled
(Router Mode only)
QoS QoS for transmission to the Disabled
(Router Mode only) | Internet
Movie Engine Movie Engine switch status OFF
IPv6 Pass Through Use
Multicast Rate 11 Mbps

Multicast Control

Snooping Function Use

Aging Time Seconds 300 Seconds
Change Priority VI (priority)
TCP Rwin Size Limit Size Limit No limit

Maximum Rwin Size 65536 bytes

Wireless Priority Control Rules none

Transmission Rate Limit No Limits
Disk Automatic USB Disk Assignment Use
Management FAT format file name character North America (CP437)

code

HDD power-saving function Not used

HDD stop time 10 Minutes

Shared Folder Access Limits No Limits (Read/Write)

Web Access

Use Access Limits

User Current Users guest
Management
Shared Service | Shared Folder Enabled

AirStation Name

AP + AirStation’s MAC Address

AirStation Description

none

Workgroup Name WORKGROUP
Windows Client Language North America (CP437)
Shared Service none
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Feature
Web Access

Parameter Default Setting

Web Access Disabled

Web Access Display Language English

HTTPS/SSL Encryption Disabled

Web Access External Port Auto (Port Number:9000)

DNS Service Host Name

Use BuffaloNAS.com registration function

Web Access status none
Media Server Media Server Disabled
Status none
BitTorrent BitTorrent Function Disabled
External Port Number Auto (Port Number: 9002)
Bandwidth Restriction Enabled
Maximum Download Speed 1000 kB/s
Maximum Upload Speed 200 kB/s
BitTorrent Status none
Name AirStation Name AP + AirStation's MAC Address
List Network Services Enabled
Password Administrator Name root (fixed)
Administrator Password none
Time/Date Local Date 2010 Year 1 Month 1 Day
Local Time 0 Hour 0 Minute 0 Seconds
Time Zone (GMT+00:00) Greenwich Mean Time, London
NTP NTP Functionality Enabled
NTP Server time.nist.gov
Update Interval 24 hours
ECO schedule Feature Disabled
Register schedule Operational Mode: Normal
Start time: 0:00
End time: 0:30
The day of week: none
User Define Mode LED: Off
Wired LAN: ECO (Slow operation)
Wireless LAN: Off
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Feature Parameter Default Setting
Network-USB Network-USB Enabled
Use multifunction Printer Enabled
Access Log Output Disable
Limitation Item Prohibit configuration from wireless LAN Disabled
Prohibit configuration from wired LAN  Disabled
Permit configuration from wired Internet Disabled
Log Log Transfer Disabled

Syslog Server

none

Transfer Logs

Router Mode:
Address Translation, IP Filter, Firewall, PPPoE
Client, Dynamic DNS, DHCP Client, DHCP Server,
AOSS, Wireless Client, Authentication, Setting
Changes, System Boot, NTP Client, and Wired Link
Bridge Mode:
IP Filter, DHCP Client, AOSS, Wireless Client,
Authentication, Setting Changes, System Boot,
NTP Client, and Wired Link
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Appendix C - Network-USB Navigator

Network-USB Navigator is compatible only with printers and multifunction printers (all-in-one

devices with a printer, scanner, and memory card reader). It cannot be used with any other type of
USB devices.

Initial Setup for Windows Users

1 Insert the AirNavigator CD into your computer.

The setup wizard will launch automatically. If not, open the CD and click on the [ASSetWiz.
exe] in the “win” folder.

2 | BurFaLo
-ri Installation =3 Settings j‘.':::; Finish Cl Ic k [I n Sta I I N etWO r k_ U S B

Navigator].

»

Select your language

DPlease select your language and press Start
the [Start] button to begin setup.

English j [Producl Components

Install Wireless Client Driver and
Application

’InstaﬂNemork—USBNmﬁgmor I
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3 | Burrato =

Click [Next].

Py
. ¥ Install Network-USB
“®" Navigator

Network-USB Navigator is compatible only
with printers and multifunction printers
(all-in-one devices with a printer, scanner,
and memory card reader).

It cannot be used with any other type of USB
devices.

Click Next to continue.

4 Metwork-USB Mavigator Installer @

Welcome to the Network-USB Navigator .
Installer Click [Next].

This wizard helps you install Metweork-USB Mavigator on your PC,

Befcore installaticn, please clese any running programs.
To begin installation, click [Next].

< Back i Mext > Cancel

5 Metwork-USE Mavigator Installer

User License Agreement
Please read the agreement below. J

In crder to read the entire license agreement, use the [Page Down] key. C|ICk [YeS].

SOFTWARE LICEMNSE AGREEMENT

»

IMPORTANMT--- READ CAREFULLY: By installing this software, you agree to be legally
bound by the terms of this Software License Agreement.

If you do not agree to the terms of this Agreement, promptly close the installation
program.

Do you accept all the terms of the preceding agreement?
In crder to use Metwork-USB Mavigator it is necessary that you accept this agreement.

< Back ]L Yes ] [ Ne
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6

Metwork-USB Mavigator Installer

Choose Install Location
Choose the folder in which to install Metwerk-USE Mavigator.

Setup will install Metwork-USB Mavigator in the following folder, To install in a different
folder, click [Browse] and select another folder, Click [Mext] to continue,

Destinaticn Folder

C\Program Files\BUFFALO\Device server

Browse...

Cancel

Metwork-USB Mavigator Installer

Select Start Menu Folder
Select a folder to place the program's shorteut,

Setup will create a shortcut to Metwork-USE Navigater in the following Start Menu folder, If
you would like to select a different folder, enter 2 new group name or select from the list,
Group Mame

BUFFALO\Metwork-USE

Existing Groups
CyberLink DVD Suite
F-Secure Client Security

< Back Cancel

Metwork-USB Mavigator Installer

Starting Installation
Preparation for program installation is complete,

Click on [Start] to begin installation.

If you want to reset Netwerk-USE Mavigator to factory defaults, or want to make changes to
this installaticn, click on [Back]. If you click [Cancel], the wizard will be closed.

< Back | Start | [ Cancel

Click [Next].

Click [Next].

Click [Start].
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* Installation on Windows XP (SP2 or later)

Network-USB Navipator Installer,

<? When using this application, it needs to be added to the exceptions list of the Windows Firewall,
‘-—'/ Do you want ko add this application to the exceptions list?

* Installation on Windows 7/Vista

<] Windows Security @
Would you like to install this device software?

. . MName: BUFFALO INC. Systern devices
L,»L._\ Publisher: BUFFALO INC.

| Install |[ Den't Install I

Always trust software from "BUFFALO INC."

@f‘ You should enly install driver software from publishers you trust, How can
decide which device software is safe to install?

Network-USE Mavigator Installer

% When using this applicaticn, it needs to be added to the exceptions list

¥/ of the Windows firewall.

R
Do you want to add this application to the exceptions list?

Click [Yes] when this screen is shown.

Click [Install] when this screen is shown.

Click [Yes] when this screen is shown.
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9 Metwork-USB Mavigator Installer

Auto Connect Default Setting
Configure the aute connect setting for newly discovered USE devices,

Sel.ect operation when the Network.-USB ur?it detects USE devices. 1 You can SeIeCt the behaVIOY
This settings can be changed after installation. Of thiS product When a USB
device is detected. Select the

Automatic Connection

@cC ting detected USE devi tomatically. This setting is led if only . . .
coo::;euctelrgzc; r:cé;ﬁork_ucsg L|Icneitlau omatica is setting is recommended if only one connection behaV|Or SUIted to
Manual Cennecticn your usage enV|ronment.

-, Each computer chooses connecting USB devices when it is detected by Network-USB
~ unit. This setting is recermmended when multiple computers want to share cne USB
device by Network-USB unit.

2 Click [Next].

Cancel

10 Click [Finish] when the “Network-USB Navigator Install Complete” screen is shown.

The Network-USB Navigator installation is complete.
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Initial Setup for Macintosh Users

Insert the Air Navigator CD.

Double-click the CD-ROM icon which is mounted on the desktop, then double-click the Mac

folder.

Double-Click [USB-Navigator] > [Cosetup.app].

‘e Install Device Server

& Introduction
® License

[ ] Destinatior{SeIe'
@ Installation Tvp?'
® Installation 57

® Summary

Welcome to the Device Server Installer

You will be guided through the steps necessary to
install this software.

8006

( : Y
Go Back ( Continue )

' Install Device Server

Software License Agreement

& Introduction

["English R4

@ License
® DestinationdSeled
@ Installation Tvp?'
@ Installation 5

® Summary

v

(" Print... ) [ Save.. )

IMPORTANT--- READ CAREFULLY: By installing this software, you
agree to be legally bound by the terms of this Software License
Agreement.

If you do not agree to the terms of this Agreement, promptly close the
installation program.

SOFTWARE LICENSE AGREEMENT [
|

SOFTWARE LICENSE

1. GRANT OF LICENSE

1.1 The software contained in the packet(s) (The Software) is hereby
licensed to you nonexclusively pursuant to the terms and conditions
of this Agreement.

2. INTELLECTUAL PROPERTY RIGHT

2.1 The Software is protected by copyright and other intellectual

property laws and international treaty provisions.

2.2 The Software is licensed, not sold, and all intellectual property

rights in the Software belong to the original licensor(s) of the %
Software.

( GoBack ) [ Continue )

A

Click [Continue].

Click [Continue].
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6

To continue installing the software you must agree to the terms .
of the software license agreement. Click [Agree]-

Click Agree to continue or click Disagree to cancel the installation
and quit the Installer.

(sagres ) (Aorse )

7 aneo '« Install Device Server
Select a Destination
Select the disk where you want to install the Device Server CIICk [Contlnue]-
© Introduction software.

@ License

& Destinatio

® Installation Ty

® Installagion 57 Macintosh HD
236.3 GB free
® Summary 240.72 GB total

“"““1”"].""1‘

4 % | Installing this software requires 3.1 MB of space.

||ll11||lll||||||u||'
1

4

p

( Go Back ) ( Continue )

#
8 8006 w Install Device Server
Standard Install on “Macintosh HD” .
Click [Install].
© Introduction
@ License This will take 3.1 MB of space on your computer.
© Destination Si Click Install to perform a standard installation of
e Installatl;n Ty this software on the disk "Macintosh HD".
® Installatibn 7
® Summary
y unuu‘mll-'"i‘
g ==
b 1
CGosack ) (imetil )
A
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9

“ Type your password to allow Installer to make
& gy changes. Input your name and password.
1§
Mame: BBS

Password:  sesssss

» Details Click [OK].
® (_ Cancel :I E oK ﬂ
1 0 . . When this software finishes installing, you
I | MuSt restart your computer. Are you sure Click [Continue Installation].
: ~ | Yyou want to install the software now?
-

C Cancel ) (Cuntinue Installation j

1 1 ano ‘w Install Device Server

The installation was completed successfully.

© Installation Tygh I

© Installation The installation was successful.

@ Summary

Click [Restart].

& Introduction
@ License .
e Destinauo‘ Sel

gy
lllll g | L : The software was installed.

Click Restart to finish installing the software.

Go Back f Restart )

A
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12 Network-USB Navigator 1 During the first program
launch only, the screen at
E 4} This sevings can e changed atr mslaton. left will appear before the
— main program screen is
Automatic Connection displayed. From here, yOU
@ Connecting detected USE device automatically. This setting is recommended if only one .
computer uses Network-USE unit. can Select the behaV|Or Of
Manual Connection thiS prOdUCt When a USB
— Each computer chooses connecting USB devices when it is detected by Network-USB unit.
= This setting is recommended when multiple computers want to share one USE device by device iS detected' Select
Network-USE unit. X A
the connection behavior
[ OK ) .
— suited to your usage

environment.

2 Click [OK].

The Network-USB Navigator installation is complete.

Opening the Network-USB User Manual

1 Launch Network-USB Navigator.

There are two ways to launch the program.

Windows Users

9

a) Click the task tray icon &J .

b) From the Start menu, click [(All) Programs]-[BUFFALO]-[Network-USB Navigator]-[Network-
USB Navigator].

Macintosh Users

@
a) Click the Dock icon &J .
b) Click [Macintosh HD]-[Applications]-[BUFFALO]-[Device Server]-[Network-USB Navigator].
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2 & Network-USB Novigator [E=2|EER ==
| Network-USB e = [y P29 ; ;
&? : I Click ? T, then click [Manual
‘ Name ~ Type Status Host Name Model Name | £ About Network-USB Navigator ‘ Page],

3 Network-USB User Manual will open.

How to use the Network-USB

To configure Network-USB, refer to the “Network-USB User Manual”.
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Appendix D - TCP/IP Settings

Windows 7

To configure TCP/IP in Windows 7, follow the procedure below.

1 Click [Start] > [Control Panel] > [Network and Internet].

2 Click [Network and Sharing Center].

3 Click [Change Adapter Settings] on the left side menu.

4 Right click on [Local Area Connection], then click [Properties].

5 If the User Account Control screen opens, click [Yes] or [Continuel].
6 Select [Internet Protocol Version 4 (TCP/IPv4)] then click [Properties].

7 Select [Obtain an IP address automatically] and [Obtain DNS server address automatically],
then click [OK].

8 Click[OK].
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Windows Vista

To configure TCP/IP in Windows Vista, follow the procedure below.

1 Click [Start] > [Settings] > [Control Panel].

2 Click [Network and Sharing Center].

3 Click [Manage network connections] on the left side menu.

4 Right click on [Local Area Connection], then click [Properties].

5 If the User Account Control screen opens, click [Yes] or [Continuel].
6 Select [Internet Protocol Version 4 (TCP/IPv4)] then click [Properties].

7 Select [Obtain an IP address automatically] and [Obtain DNS server address automatically],
then click [OK].

8 Click [Closel].
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Windows XP

To configure TCP/IP in Windows XP, follow the procedure below.

1 Click [Start] > [Settings] > [Control Panel].

2 Double click [Network].

3 Right click on [Local Area Connection], then click [Properties].
4 Select [Internet Protocol (TCP/IP)], then click [Properties].

5 Select [Obtain an IP address automatically] and [Obtain DNS server address
automatically], and then click [OK].

6 Click [Closel].
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Mac OS X

To configure TCP/IP in Mac OS X, follow the procedure below.

1 Click [Apple menu] > [System Preferences...].

2 Click [Network].

3 Click [Ethernet].

4 Select [Using DHCP] in the Configure IPv4 field, and click [Apply].

5 Close the window.
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Appendix E - Restoring the Default Configura-

tion

CEIIES

With the AirStation powered on, hold
down this button for 3 seconds to return
it to factory default settings.
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Appendix F - Shared Folders and the USB Port

There are several restrictions on using the AirStation’s USB port:
« Bus powered hard drives are not supported. Always use the hard drive’s AC adapter.

« When using full-byte characters (such as Japanese), keep folder and file names within 80
characters. You may not be able to copy a folder or a file whose name length is more than 80
characters.

*You cannot set attributes (hidden or read-only) to folders or files on the AirStatoin.
+ When using access restrictions, you can register up to 16 users for the AirStation.

« Please note that you are not allowed to use any of the following words as a user or group name:
adm, administrator, all, bin, daemon, disk, ftp, guest, halt, hdusers, kmen, Ip, mail, man, news,
nobody, nogroup, none, operator, root, shadow, shutdown, sshd, sync, sys, ttyusers, utmp, uucp,
WWW.

« Please note that you are not allowed to use any of the following words as a shared folder name:
global, homes, printers, bittorrent, disk1_pt1, disk1_pt2, disk1_pt3, disk1_pt4, disk2_pt1, disk2_pt2,
disk2_pt3, disk2_pt4, disk3_pt1, disk3_pt2, disk3_pt3, disk3_pt4, disk4_pt1, disk4_pt2, disk4_pt3,
disk4_pt4.

- If shared folder names, work group names and file names contain any of the following characters,
you may not access data or manipulate files on the AirStation properly. In such a case, use a different
character.

- If a file created on a Macintosh contains any of the following characters, it will not be displayed
correctly under Windows OS. Also, you cannot copy or properly display a file when connecting via
SMB from Mac OS X if it contains any of these characters:

1/ \=+<>;:", | *

« Cancelling or aborting a file copy may leave the file incomplete, and you may no longer be able
to delete the incomplete file. This can also happen during a power outage or if the LAN cable is
suddenly disconnected. If it happens, restart the AirStation, delete the file, and try copying the file
again.

+ Use the same user name and password for the AirStation as the user’s Windows login. If they are
different, the user may not be able to access shared folders with access restrictions on the AirStation.

« Date and Time stamps stored on the USB hard disk may be updated by the OS accessing the
AirStation. File creation or access dates may not be maintained.

« If you display and check the size of hard drives on the browser, it shows a bigger value than when
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Appendix F Technical Detail of the USB port

you see it in Windows’ drive properties.

- If you have logged in using a “guest” account from Windows 7, Vista, XP or 2000, access restrictions
may not work properly. A“guest”account already exists on the AirStation by factory default.

« If you access a shared folder from a Macintosh computer, additional Mac OS X information files may
be automatically generated. Do not delete these files from a Windows computer. Otherwise, you
may no longer be able to access folders from a Macintosh.

« Device types that can be connected to the AirStation’s USB connector are; a USB hard disk, USB
memory, or a USB card reader. Card readers with 5 or more slots are not supported. USB devices
such as a digital cameras, CD/DVD drives, USB hubs, mice, or keyboards are not supported.

« Encrypted USB hard drives are not supported.

+ Only one single drive may be connected to the AirStation’s USB port at a time. Drives
manufactured by other companies besides Buffalo Technology are not supported.

« If your hard disk has an auto power mode switch, move the switch to “manual” or“on”. Leaving the
switch set to “auto” may result in unpredictable behavior.

+ Up to 4 partitions can be recognized on a USB hard disk.

- Available file systems for USB hard disks are FAT12, FAT16, FAT32, and XFS.
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Appendix G - Regulatory Compliance Informa-
tion

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

+ Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

Any changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

Important Note - FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for uncontrolled equipment.
This equipment should be installed and operated with minimum distance 20cm between the
radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

The availability of some specific channels and/or operational frequency bands are country
dependent and are firmware programmed at the factory to match the intended destination. The
firmware setting is not accessible by the end user.
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Europe — EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive 1999/5/EC. The
following test methods have been applied in order to prove presumption of conformity with the
essential requirements of the R&TTE Directive 1999/5/EC:

EN60950-1: 2006
Safety of Information Technology Equipment

EN 50385: 2002

Product standard to demonstrate the compliance of radio base stations and fixed terminal stations
for wireless telecommunication systems with the basic restrictions or the reference levels related to
human exposure to radio frequency electromagnetic fields (110MHz - 40 GHz) - General public

EN 300 328V1.7.1 (2006-10)

Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband transmission systems;
Data transmission equipment operating in the 2,4 GHz ISM band and using wide band modulation
techniques; Harmonized EN covering essential requirements under article 3.2 of the R&TTE Directive

EN 301 489-1V1.8.1 (2008-04)
Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic Compatibility
(EMC) standard for radio equipment and services; Part 1: Common technical requirements

EN 301 489-17V2.1.1 (2009-05)

Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic Compatibility
(EMC) standard for radio equipment and services; Part 17: Specific conditions for 2,4 GHz wideband
transmission systems, 5 GHz high performance RLAN equipment and 5,8GHz Broadband Data
Transmitting Systems.

This device is a 2.4 GHz wideband transmission system (transceiver), intended for use in all EU
member states and EFTA countries, except in France and Italy where restrictive use applies.

In Italy the end-user should apply for a license at the national spectrum authorities in order to
obtain authorization to use the device for setting up outdoor radio links and/or for supplying public
access to telecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some areas the
RF output power may be limited to 10 mW EIRP in the frequency range of 2454 — 2483.5 MHz. For

detailed information the end-user should contact the national spectrum authority in France.
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C€ 0560 ©

Cesky[Czech]
Buffalo Technology Inc. timto prohlasuje, Ze tento AirStation WBMR-HP-G300H je ve shodé se
zakladnimi pozadavky a dalSimi pfislusnymi ustanovenimi smérnice 1999/5/ES.

Dansk[Danish]
Undertegnede Buffalo Technology Inc. erklzerer herved, at falgende udstyr AirStation WBMR-HP-
G300H overholder de vaesentlige krav og gvrige relevante krav i direktiv 1999/5/EF.

Deutsch[German]

Hiermit erklart Buffalo Technology Inc. dass sich das Gerat AirStation WBMR-HP-G300H in
Ubereinstimmung mit den grundlegenden Anforderungen und den tbrigen einschlagigen
Bestimmungen der Richtlinie 1999/5/EG befindet.

Eesti[Estonian]

Kaesolevaga kinnitab Buffalo Technology Inc. seadme AirStation WBMR-HP-G300H vastavust
direktiivi 1999/5/EU péhinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele
satetele.

English
Hereby, Buffalo Technology Inc. declares that this AirStation WBMR-HP-G300H is in compliance with
the essential requirements and other relevant provisions of Directive 1999/5/EC.

Espanol[Spanish]

Por medio de la presente Buffalo Technology Inc. declara que el AirStation WBMR-HP-G300H cumple
con los requisitos esenciales y cualesquiera otras disposiciones aplicables o exigibles de la Directiva
1999/5/CE.

EANviIkn[Greek]

ME THN MAPOYZA Buffalo Technology Inc. AHAQNEI OTI AirStation WBMR-HP-G300H
SYMMOPOQNETAI MPOZ TIZ OYZIQAEIX AMAITHZEIZ KAITIZ AOIMEX IXETIKEX AIATAZEIX THX
OAHTIAZ 1999/5/EK.

Francais[French]

Par la présente Buffalo Technology Inc. déclare que I'appareil AirStation WBMR-HP-G300H est
conforme aux exigences essentielles et aux autres dispositions pertinentes de la directive 1999/5/
CE.

Italianol[ltalian]
Con la presente Buffalo Technology Inc. dichiara che questo AirStation WBMR-HP-G300H & conforme
ai requisiti essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.
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Latviski[Latvian]
Ar 3o Buffalo Technology Inc. deklare, ka AirStation WBMR-HP-G300H atbilst Direktivas 1999/5/EK
batiskajam prasibam un citiem ar to saistitajiem noteikumiem.

Lietuviy[Lithuanian]
Siuo Buffalo Technology Inc. deklaruoja, kad 3is AirStation WBMR-HP-G300H atitinka esminius
reikalavimus ir kitas 1999/5/EB Direktyvos nuostatas.

Nederlands[Dutch]
Hierbij verklaart Buffalo Technology Inc. dat het toestel AirStation WBMR-HP-G300H in overeenstemming
is met de essenti€le eisen en de andere relevante bepalingen van richtlijn 1999/5/EG.

Malti[Maltese]
Hawnhekk, Buffalo Technology Inc., jiddikjara li dan AirStation WBMR-HP-G300H jikkonforma mal-
htigijiet essenzjali u ma provvedimenti ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Magyar[Hungarian]
Alulirott, Buffalo Technology Inc. nyilatkozom, hogy a AirStation WBMR-HP-G300H megfelel a
vonatkozo alapvetd kovetelményeknek és az 1999/5/EC iranyelv egyéb elbirasainak.

Polski[Polish]
Niniejszym, Buffalo Technology Inc., deklaruje, ze AirStation WBMR-HP-G300H spetnia wymagania
zasadnicze oraz stosowne postanowienia zawarte Dyrektywie 1999/5/EC.

Portugués[Portuguese]
Buffalo Technology Inc. declara que este AirStation WBMR-HP-G300H estd conforme com os
requisitos essenciais e outras disposi¢cdes da Directiva 1999/5/CE.

Slovensko[Slovenian]
Buffalo Technology Inc. izjavlja, da je ta AirStation WBMR-HP-G300H v skladu z bistvenimi zahtevami
in ostalimi relevantnimi dolo¢ili direktive 1999/5/ES.

Slovensky[Slovak]
Buffalo Technology Inc. tymto vyhlasuje, ze AirStation WBMR-HP-G300H spina zakladné poziadavky
a vietky prislusné ustanovenia Smernice 1999/5/ES.

Suomi[Finnish]
Buffalo Technology Inc. vakuuttaa taten etta AirStation WBMR-HP-G300H tyyppinen laite on
direktiivin 1999/5/EY oleellisten vaatimusten ja sita koskevien direktiivin muiden ehtojen mukainen.

Svensk[Swedish]

Harmed intygar Buffalo Technology Inc. att denna AirStation WBMR-HP-G300H star |
Overensstammelse med de vasentliga egenskapskrav och dvriga relevanta bestammelser som
framgar av direktiv 1999/5/EG.
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Safety

This equipment is designed with the utmost care for the safety of those who install and use it.
However, special attention must be paid to the dangers of electric shock and static electricity when
working with electrical equipment. All guidelines of this manual and of the computer manufacturer
must therefore be allowed at all times to ensure the safe use of the equipment.

FCC Part 68 Statement

This equipment complies with Part 68 of FCC Rules and the requirements adopted by the ACTA..

On the bass unit of this equipment is a label that contains, among other information, a product
identifier in the format US: ACYDLO1BAR7516VW. If requested, this number must be provided to the
telephone company. The REN for this product is part of the product identifier that has the format US:
ACYDLO1BAR7516VW. The digits represented by 01 are the REN without a decimal point.

The REN is useful to determine the quantity of devices you may connect to your telephone line and
still have those devices ring when your telephone number is called. In most, but not all areas, the
sum of the REN of all devices connected to one line should not exceed five (5.0). To be certain of
the number of devices you may connect to your line, as determined by the REN, you should contact
your local telephone company to determine the maximum REN for your calling area.

If your equipment causes harm to the telephone network, the telephone company may discontinue
your service temporarily. If possible, they will notify you in advance. If advance notice is not
practical, you will be notified as soon as possible. You will be informed of your right to file a
complaint with the FCC. Your telephone company may make changes in its facilities, equipment,
operations or procedures that could affect the proper functioning of your equipment. If they do, you
will be notified in advance to give you an opportunity to maintain uninterrupted telephone service.
If you experience trouble with this telephone equipment, please contact the following address and
phone number for information on obtaining service or repairs:

The telephone company may ask that you disconnect this equipment from the network until the
problem has been corrected or until you are sure that the equipment is not malfunctioning.

This equipment may not be used on coin service provided by the telephone company. Connection
to party lines is subject to state tariffs.

Buffalo Technology (USA) Inc.
11100 Metric Boulevard, Suite 750, Austin, TX 78758 USA
TEL:1-800-688-7466
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« The equipment that you have purchased has required the extraction and use of natural resources
for its production.

+ The equipment may contain hazardous substances that could impact health and the environment.

« In order to avoid the dissemination of those substances in our environment and to diminish the
pressure on the natural resources, we encourage you to use the appropriate take-back systems.

+ The take-back systems will reuse or recycle most of the materials of your end life equipment in a
sound way.

+ The crossed-out wheeled bin symbol invites you to use those systems.

hid

« If you need more information on the collection, reuse and recycling systems, please contact your
local or regional waste administration.
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The source code for Buffalo products that use GPL code is available at http.//opensource.buffalo.jp/ .
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Appendix J - Warranty Information

Buffalo Technology (Buffalo Inc.) products come with a two-year limited warranty from the date of
purchase. Buffalo Technology (Buffalo Inc.) warrants to the original purchaser the product; good
operating condition for the warranty period. This warranty does not include non-Buffalo Technology
(Buffalo Inc.) installed components. If the Buffalo product malfunctions during the warranty period,
Buffalo Technology/(Buffalo Inc.) will, replace the unit, provided the unit has not been subjected

to misuse, abuse, or non-Buffalo Technology/(Buffalo Inc.) authorized alteration, modifications or
repair.

All expressed and implied warranties for the Buffalo Technology (Buffalo Inc) product line including,
but not limited to, the warranties of merchantability and fitness of a particular purpose are limited in
duration to the above period.

Under no circumstances shall Buffalo Technology/(Buffalo Inc.) be liable in any way to the user
for damages, including any lost profits, lost savings or other incidental or consequential damages
arising out of the use of, or inability to use the Buffalo products.

In no event shall Buffalo Technology/(Buffalo Inc.) liability exceed the price paid for the product
from direct, indirect, special, incidental, or consequential damages resulting from the use of the
product, its accompanying software, or its documentation. Buffalo Technology (Buffalo Inc.) does
not offer refunds for any product.

@ 2003-2010 Buffalo Technology (Buffalo, Inc.)
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