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WX-5525R Dual Band AP Router

| ntroduction

Thank you for purchasing your WX-5525G Dual Band Wireless AP Router.

This user guide will assist you with the installation procedure.

The package you have received should contain the following items:

WX-5525G Dual Band Wireless AP Router

User Guide

Power Supply / Cord

Ethernet Cable

Note: if anything is missing, please contact your vendor
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Safety Notification

Your Wireless AP Router should be placed in a safe and secure location. To ensure proper
operation, please keep the unit away from water and other damaging elements.

» Please read the user manual thoroughly before you install the device.

» Thedevice should only be repaired by authorized and qualified personnel.

» Please do not try to open or repair the device yourself.

= Do not place the device in adamp or humid location, i.e. a bathroom.

» The device should be placed in a sheltered and non-dlip location within a temperature
range of +5 to +40 Celsius degree.

» Please do not expose the device to direct sunlight or other heat sources. The housing
and electronic components may be damaged by direct sunlight or heat sources.
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Hardware I nstallation

Front Pand
The front panel provides LED’ s for device status. Refer to the following
table for the meaning of each feature.

LED STATUS Description
Off No Power
Red On |1. Power on 2. Reset to default 3. Firmware upgrade (first 1 minute)
PWR/STAT
Red Blink |1. System up 2. Power on 3. Firmware upgrade
Off no Ethernet link detected
LAN Green On |10/100Mbps Fast Ethernet link detected. No activity.
Green Blink |Indicates datatraffic on the 10/100 Mbps LAN
WAN Orange On |10Mbps Ethernet link detected. No activity.
Orange Blink |Indicates data traffic on the 10 Mbps WAN.
G Y ellow Blink |Indicates the device is linking or active data through wireless links
Rear Panel

The rear panel features4 LAN ports, 1 WAN port and Reset button.
Refer to the following table for the meaning of each feature.

Power Used to connect to the power outlet. Only use the power adapter

(DC5v) provided with the device. Use of an unauthorized power adapter
may cause damage to your device and violate your warranty.

Reset Press the Reset Button for approximately ten seconds, all
configurations will set to factory default settings.

LAN The RJ-45 Ethernet ports used to connect your PC, hub, switch or
Ethernet network.

WAN The RJ-45 Ethernet port labeled WAN is used to connect your AP

Router to your XDSL or Cable modem.
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WX-5525G AP Router Default Settings

The default settings are shown following.

User Name admin
Password admin

AP Router IPAddress 192.168.1.1

AP Router Subnet Mask 255.255.255.0
RF ESSID Wireless Router
11b RF Channel 6

RF Roaming Enabled
Encryption Disabled
DHCPclient Enabled
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Web M anagement Settings

START -UP & LOGIN
In order to configure the WX-5525G Wireless AP Router, please use your web
browser (Microsoft Internet Explorer or Netscape) and manually input 192.168.1.1 into the
address box (as shown below) and press Enter key.

| BRE HKEED BRO EHEEW
| +=t-=-= -0 & Quea
| @) [&] 192 168 1 1

% 4B TS 2| x|
SE L EHE 2 TR -
ik 192.168.1.1
HiE 116 Wirelezs Eouter
EREEED  [sdnn
EREE Iwm:q
I s EEEE R AEEE R )
N B |

In order to configure the WX-5525G Wireless AP Router, please input the user-name
into the User Name box. Enter the password into the Passwor d box and press the OK
button. The default username is admin, and the default password isadmin

Once you have logged-in as administrator, it is a good idea to change the
administrator password to ensure a secure connection to the Wireless AP.
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MAKE CORRECT NETWORK SETTINGS OF YOUR COMPUTER
To change the configuration, use Internet Explorer (IE) or Netscape Communicator to

connect the WEB management 192.168.1.1

Setup
This screen contains all of the Router's basic setup functions. Most users will be able to use
the Router's default settings without making any changes. Click the Apply button to save

your changes.

Serufy| System | DWCP | GWNP satis el ROV

Setup The Sstup screen lete wou configurs the basic Imamet, LAY, and wireless setlings. For
further information, please see the User Guide or click the Help button.

(AT L e 1.4.3.9, MacT, 2003
QTG LR | (G T-08:00) Pacific Time (US4 & Canada) j

W Autornatically sdjust clock for daylighl saving changes

Intermet MAC Aaldress: 00:90;41:2 e 1460

Histl Hame: | Hosl and Domain $#lings may be required by your ISP

Domain Name: |

(WL T | Autornatic Configuration - DHCF =] Salect the type of connection you hawe to the Internat

MAC Addresss 0:90:47:7 p: 14657
1P A dr pss: |'.‘32 |1I5-3 . II. |] This iz the IP sddrezs and Subnel Mask of
Subnet Mask: JEEREFR d 1ha Router as it is sean by your local redwork

Wireless: MAC Addresss 00904 0:72:06:11

Moile: |M|=E|:l "I

j 4 (sHz» Choemain: |I-f.'L. 'l

=+ Teo211g Channel: |"I "'l

: e S5 |'ﬂran11g 5510 Arnadcast: |Enabe 'I

WEP: ™ Epable * Disable Edit YWER Seltings |

Apply | Cancel | Help |

Most users will be able to configure the AP Router and get it working properly using the
settings on this screen. Some Internet Service Providers (ISPs) will require that you enter
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specific information, such as User Name, Password, [P Address, Default Gateway Address,

or DNS IPAddress. This information can be obtained from your ISP, if required.

Host Name: Thisentry is necessary for some |SPs and can be provided by them.
Domain Name: Thisentry is necessary for some | SPs and can be provided by them.
Configuration Type: The Router supports four connection types:

Automatic Configuration - DHCP

Static IP

PPPOE (Point-to-Point Protocol over Ethernet)

PPT P (Point-to-Point Tunneling Protocol)

These types can be selected from the drop-down menu next to Internet Connection. The
information required and available features will differ depending on what kind of
connection type you select.

Some descriptions of thisinformation are included here:
+ Internet |P Addressand Subnet Mask

Thisisthe Router's IP Address and Subnet Mask as seen by externa users on the
Internet (including your ISP). If your Internet connection requires astatic IP
address, then your ISP will provide you with a Static IP Address and Subnet Mask.

+ Default Gateway

Y our ISP will provide you with the Gateway |P Address.
+ DNS (Domain Name Server) IP Address

Your ISP will provide you with at least one DNS IP Address.
+ User Name and Password

Enter the User Name and Passwor d you use when logging onto your ISP through
a PPPoE or PPTP connection.

« Connect on Demand

Y ou can configure the Router to disconnect your Internet connection after a
specified period of inactivity (Max Idle Time). If your Internet connection has been
terminated due to inactivity, Connect on Demand enables the Router to
automatically re-establish your connection as soon as you attempt to access the
Internet again. If you wish to activate Connect on Demand, click the radio button.
If you want your Internet connection to remain active at all times, enter 0 in the
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Max Idle Timefield. Otherwise, enter the number of minutes you want to have

elapsed before your Internet connection terminates.
+ Keep Alive Option

This option keeps you connected to the Internet indefinitely, even when your
connection sitsidle. To use this option, click the radio button next to Keep Alive.
The default Redial Period is 30 seconds (in other words, the Router will check the
Internet connection every 30 seconds).

IP Address and Subnet Mask: Thisisthe Router's IP Address and Subnet Mask as seen
ontheinternal LAN. The default valueis 192.168.1.1 for |P Address and 255.255.255.0
for Subnet Mask.

Wireless:
2.4GHz Settings

Wireless; MAC Address: 00-90:4B-22-06:11

Made: Mized -

f} ! {-;H,"' Domain: m

e BOENg Channal: m

SSID: flaning S5ID Broadeast: |Ensble ¥]
WEP: © Emable & Disable Edit WEP Settings |

B2, 110 Wireless

Apply | Cancel | Help |

M ode: The default setting is Mixed.
If you have Wireless-G and 802.11b devices in your network, then keep the default setting, Mixed. If
you have only Wireless-G devices, select G-Only. If you want to disable wireless networking, select

Disable.

Channel: The default setting is 6.
Select the appropriate channel from the list provided to correspond with your network settings,
between 1 and 11 (in North America). All devices in your wireless network must use the same

channel in order to function correctly.
Channd: Select the appropriate channel from the list provided to correspond with your

network settings. Y ou shall assign a different channel for each AP to avoid signa
interference.
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SSID: The service set identifier ( SSID ) or network name. It is case sensitive and must not

exceed 32 characters, which may be any keyboard character. Y ou shall have selected the
same SSID for all the APs that will be communicating with mobile wirel ess stations.

WEP: Make surethat all wireless devices on your network are using the same encryption
level and key. WEP keys must consist of the letters "A" through "F" and the
numbers "0" through "9."

2 4 GHZ Make sure that all wireless devices on your 2.4GHz network are
. Bﬂ?.ﬂg using the same encryption level and key. WEP keys must consist
of the letters "A" through "F" and the numbers "0" through "9".

802.110 Wireless
Default Transmit Key: JEONSTEE G B ST SRV
LR |64 bits/10 hex digits = |

Passphrase: | Senerate |

Key 1:
Key 2:
Key 3:
Key 4:

Apply | Cancel Help

Click Apply to save your settings.
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Security

The Secunly acreen allings you Lo change the Howters secury sellings. 1L s strongly
recommended thal you change 1he factory defaul password of the Rouler, whach is admis
All users who fry to access the Router's web-based utilty or Setup 'Wizard will be: prompled
[ar 1he Roular's passwond

securnty

Fouter Passeoord: [Erdar Mes Pas s

[Rs-eriter to Confimn)

i e R H & IPSac & LFTP  PPTP
LELR L T Prowy [ Java [ ActiveX [ Cookies

] P |D"E-='|3l|3 ""| OME Host P Addrese: 192, 168 .1, |

Block WAN Hegquesi: |I:I"|E|IJIE "'|

Apply | Cancel | Help ]

Passwor d:
Changing the password for the AP Router is as easy as typing the password into the New

Password field. Then, type it again into the Re-enter to confirm.
Click the Apply button to save the setting.

Use the default password when you first open the configuration pages, after you have
configured these settings, you should set a new password for the Router (using the
Password screen). Thiswill increase security, protecting the Router from unauthorized
changes.

VPN Pass-Through: Virtual Private Networking (VPN) is typically used for work-related networking.
For VPN tunnels, the Router supports IPSec Pass-Through, L2TP Pass-Through, and PPTP Pass-
Through.

« |IPSec - Internet Protocol Security (IPSec) is a suite of protocols used to implement secure
exchange of packets at the IP layer. To allow IPSec tunnels to pass through the Router,
IPSec Pass-Through is enabled by default. To disable IPSec Pass-Through, uncheck the
box next to IPSec.

e L2TP - Layer 2 Tunneling Protocol is a protocol used to tunnel Point-to-Point Protocol (PPP)
over the Internet. To allow L2TP tunnels to pass through the Router, L2TP Pass-Through is

enabled by default. To disable L2TP Pass-Through, uncheck the box next to L2TP.
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¢ PPTP - Point-to-Point Tunneling Protocol is the method used to enable VPN sessions to a

Windows NT 4.0 or 2000 server. To allow PPTP tunnels to pass through the Router, PPTP
Pass-Through is enabled by default. To disable PPTP Pass-Through, uncheck the box next
to PPTP.

Web Filters: Using the Web Filters feature, you may enable up to four different filters.

¢ Proxy - Use of WAN proxy servers may compromise network security. Denying Proxy will
disable access to any WAN proxy servers. To enable proxy filtering, click the box next to
Proxy.

e Java - Java is a programming language for websites. If you deny Java, you run the risk of
not having access to Internet sites created using this programming language. To enable
Java filtering, click the box next to Java.

« ActiveX - ActiveX is a programming language for websites. If you deny ActiveX, you run the
risk of not having access to Internet sites created using this programming language. To
enable ActiveX filtering, click the box next to ActiveX.

e Cookies - A cookie is data stored on your PC and used by Internet sites when you interact

with them. To enable cookie filtering, click the box next to Cookies.

DMZ: The default setting is Disable.

The DMZ hosting feature allows one local user to be exposed to the Internet for use of a special-
purpose service such as Internet gaming or videoconferencing. DMZ hosting forwards all the ports
at the same time to one PC. The Port Forwarding feature is more secure because it only opens the
ports you want to have opened, while DMZ hosting opens all the ports of one computer, exposing

the computer so the Internet can see it.

Any PC whose port is being forwarded must have its DHCP client function disabled and should have
a new static IP address assigned to it because its IP address may change when using the DHCP

function.

1. To expose one PC, select Enable.
2. Enter the computer's IP address in the DMZ Host IP Address field.
3. Click the Apply button.

Block WAN Request: The default setting is Enable.
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By enabling the Block WAN Request feature, you can prevent your network from being "pinged," or
detected, by other Internet users. The Block WAN Request feature also reinforces your network
security by hiding your network ports. Both functions of the Block WAN Request feature make it
more difficult for outside users to work their way into your network. This feature is enabled by default.

Select Disable to disable this feature.

System

TRy Gemewy “ohcr | e St Hep  (REVENEE

The Spstan screen B8 you enable 3 wanety of the Houters general fesiures, Inim rés1orng
factory defaulis to enabling &5 logging capabilty

system

Restore Defaults: SN RO T
CAUTION: Any seitings you have saved will be Inst when the defaul seitings are resiomd

Firmware Upgrade: EEEUGCED | wehsile Firmweare: 1.4 3.9, har 07 2005

Multicast Pas=-Throwgh: |Enn|:-c- -I
MAC Cloning: |E'-=..atls ""I MAC Address: [00 [0 [oo [oo . [oo [oo

Remote Mlanagement: Disable =) Pad Mumbar |uu3-.|

MTL: |-'1ul-'1 *| Size: |1400
Loy |I:.I|=_,.al:.ls TI

Apgly | cancel | Hep |

Restore Factory Defaults: Click the Y es button to reset all configuration settings to
factory default values. Note: Any settings you have saved will be lost when the default
settings are restored. Click the No button to disable the Restore Factory Defaults feature.
Click the Apply button to save the setting.
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Firmware upgrade:

; Upgrade Firnyware - Microsoft Intermet Explorer - | O | ﬂ
-
Upgrade Firmware
File Path: | =
Lpgrade | Cancel | Help |
Warning: Upgrading firmware may take a few minutes.Please don't
turn off or reset router.
[~

User may download the latest firmware from your vendor’ s website and storeit in local
drive.
Find the firmware from local drive and press the Upgr ade button.

Multicast Pass-Through: The default setting is Disable.

IP Multicasting occurs when a single data transmission is sent to multiple recipients at the same
time. Using the Multicast Pass-Through feature, the Router allows IP multicast packets to be
forwarded to the appropriate computers. Keep the default setting, Enable, to support the feature, or

select Disable to disable it.

MAC Cloning: The Router's MAC address is a 12-digit code assigned to a unique piece of
hardware for identification. Some ISPs require that you register the MAC address of your network
card/adapter, which was connected to your cable or DSL modem during installation. If your ISP
requires MAC address registration, find your adapter's MAC address by following the instructions

for your PC’s operating system.

For Windows 98 and Millennium:

1. Click the Start button, and select Run.

2. Type winipcfg in the field provided, and press the OK key.
3. Select the Ethernet adapter you are using.
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4. Click More Info.

5.  Write down your adapter's MAC address.

For Windows 2000 and XP:

1. Click the Start button, and select Run.

2. Type cmd in the field provided, and press the OK key.

3.  Atthe command prompt, run ipconfig /all, and look at your adapter’s physical address.

4. Write down your adapter's MAC address.

To clone your network adapter's MAC address onto the Router and avoid calling your ISP to change

the registered MAC address, follow these instructions:

1. Select Enable.
2.  Enter your adapter's MAC address in the MAC Address field.

3. Click the Apply button.

To disable MAC address cloning, keep the default setting, Disable
Remote Management: The default setting is Disable.

This feature allows you to manage your Router from a remote location, via the Internet. To disable
this feature, keep the default setting, Disable. To enable this feature, select Enable, and use the
specified port (default is 8080) on your PC to remotely manage the Router. You must also change
the Router’s default password to one of your own, if you haven't already. A unique password will

increase security.

To remotely manage the Router, enter http://xxx.xxx.xxx.xxx:8080 (the x's represent the Router's
Internet IP address, and 8080 represents the specified port) in your web browser's Address field.
You will be asked for the Router's password. After successfully entering the password, you will be

able to access the Router's web-based utility.

Note: If the Remote Management feature is enabled, anyone who knows the Router's Internet IP

address and password will be able to alter the Router's settings.
MTU: The default setting is Auto.

MTU is the Maximum Transmission Unit. It specifies the largest packet size permitted for Internet
transmission. Keep the default setting, Auto, to have the Router select the best MTU for your
Internet connection. To specify a MTU size, select Manual, and enter the value desired (default is

1400). You should leave this value in the 1200 to 1500 range.
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Log: The default setting is Disable.

The Router can keep logs of all incoming or outgoing traffic for your Internet connection. This

feature is disabled by default. To keep activity logs, select Enable.

To keep a permanent record of activity logs as a file on your PC's hard drive, Logviewer software

must be used. This software is downloadable from the website, www.nobrand.com. In the Send Log

to field, enter the fixed IP address of the PC running the Logviewer software. The Router will send

updated logs to that PC.

To see a temporary log of the Router's most recent incoming traffic, click the Incoming Access Log
button. To see a temporary log of the Router's most recent outgoing traffic, click the Outgoing

Access Log button.

DHCP

"Ban Gezuwy “Bymem T Swtes  hep  (REVEREE

Thee DIFGE &g meen Slows you 1o configure the getlings for (e Rowter's Dwnamic Hosl
Configuration Prodocol (DHCP) saver function. & DHCP semver aulomatically assigre an (P
address to @ach computer on your retwark. The Router can be used &5 & DHCP serar for
wour nelwork. I vou already haee a DHCP sereer for your neteeark, then disable the DHCP
Dt fealune

DHLF Sensar: |I:l'|-3L|E "'|
Snanting [P Address: BEL S [ R N |1I:II:I
Maximum Humber of [F1

DHCP Usprs:
Client Lease Time: |EE LG ke
Siatic DNS 1 DS CEEE RN G
2 NI CE [ (O
el [0 [0 [
(OGRS [0 o [0 o
Currenthy Assignaed: CHCP Chanls Takla |

Apply | Cancal | Help |

The DHCP screen alows you to configure the settings for the Router's Dynamic Host
Configuration Protocol (DHCP) server function. The Router can be used as a DHCP server
for your network. A DHCP server automatically assigns an |P address to each computer on
your network. If you choose to enable the Router's DHCP server option, you must
configure your entire network PCs to connect to a DHCP server, the Router.
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If you disable the Router's DHCP server function, you must configure the IP Address,
Subnet Mask, and DNS for each network computer (note that each IP Address must be
unigue).

DHCP Server: Click the Enable radio button to enable the Router's DHCP server option.
If you already have a DHCP server on your network or you do not want a
DHCP server, then click the Disable radio button.

Starting I P Address: Enter anumerical value for the DHCP server to start with when
issuing |P addresses. Because the Router's default 1P addressis 192.168.1.1,
the Starting IP Address must be 192.168.1.2 or greater, but smaller than
192.168.1.253. The default Starting IP Addressis 192.168.1.100.

Maximum Number of DHCP Users: Enter the maximum number of PCsthat you want
the DHCP server to assign IP addresses to. The absolute maximum is 253 -
possible if 192.168.1.100 is your starting IP address. The default is 51.

Client Lease Time: The Client Lease Time is the amount of time a network user will be
allowed connection to the Router with their current dynamic IP address.
Enter the amount of time, in minutes, that the user will be "leased" this

dynamic IP address. The default is O minutes, which means one day.

Static DNS 1-3: The Domain Name System (DNS) is how the Internet translates domain
or website names into Internet addresses or URLS. Y our ISP will provide
you with at least one DNS Server IP Address. If you wish to utilize another,
enter that IP Addressin one of these fields. Y ou can enter up to three DNS
Server |P Addresses here. The Router will utilize these for quicker accessto
functioning DNS servers.

WINS: The Windows Internet Naming Service (WINS) manages each PC’sinteraction
with the Internet. If you use aWINS server, enter that server’s IP Address
here. Otherwise, leave this blank.

Currently Assigned: Click the DHCP Clients Table button to see alist of PCs assigned
IP addresses by the Router. For each PC, the list shows the client hostname,
MAC address, |P address, and the amount of DHCP client |ease time | eft.
Click the Refresh button to display the most current information.

Click Apply to save your settings.

Wireless Broadband Anywhere 17



WX-5525R Dual Band AP Router

SNMP

The SNMP screen allows you to customize the Simple Network Management Protocol (SNMP)

settings for the Router and two SNMP Communities

SNNP The SHMF screan alles you o customize Tha Smple Network Management Protocol
[EMMF) setlings for the Router and two SHMF Communities

SHMPwc: |I:I|53L|h- "l

Agply | cCancel | Help |

Satus

This screen displays the Wireless Router's current status and settings. This information is read-only.

This page will auto re-flash every 10 seconds to keep most update information.

The Satws screen displays the Router's currend status and cordgurstion. This information is
read-anly

Status

(AT E TR TS TR 1.4.3.9, Mac 07, 2003
TR ToH Tha Jan 1 00:34-40 1550
Hoest Hamig:
Drormain Name:
MAC Auldress: DEIAE28 1467

I 1. 165 1.1
| Subnetblask  Eaeba

Enabls

MAC faldress: DEDDAB2206:11
L D
24GHz G H
M =
St TN TR -

Internet MAC Address: DD-O0-40-2e:14:68
TN LTI 2otomatc Caonfiguration - DHCF
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DHCP Release | DHCP Renow

Refiesh | Halp |

Host Name: The Host Name is the name of the Router. This entry is necessary for some
ISPs.
Domain Name: The Domain Name is the name of the Router's domain. Thisentry is
necessary for some I1SPs.

DHCP Release: Click the DHCP Release button to delete the Router's current Internet |P
address.
DHCP Renew: Click the DHCP Renew button to get a new Internet IP address for the
Router.
Click the Refresh button to refresh the Router's status and settings.

Advanced Wireless

The Advanced Wireless screen allows you to customize data transmission settings and
access the 802.1x Configuration screen. In most cases, the advanced settings on this screen
should remain at their default values.

The advanced wireless settings should be left at their default values. Improper configuration may

result in poor network performance.

Click Apply to save your settings.
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“Fiters | it Routisg | OONS | T |
Advanced The Advanced Winskss soreen alows you lo customize data taremisson seltings. Inmos
WirEIERE cases, he advanced seltings on this screen should remain a their defaull values

Wineless BUALC Filvers: |E|*:-:|I.|It' "'|

2 4 GHz
* ¥ 802119

B2 110 Wingless

Aumhentication Type: |ﬂ-.-.r.u 'l (Diefaull Aulo]
Transmil Rate: |-‘u.r.u "’| (Diefzull: Aufo)
Beacon |mntendal: Ir [Defaull. 100, Mlliseconds, Ranga. 1 - B5535)
CRE [ [Defaul 3, Range: 1- 255)
RTS Threshold: [JEENg [Default: 2345, Range: 0 - 2346)
Rl C306  (Defauit 2368, Range: 256 - 2385)
AP Mode; QECEF:TRR= ST
Wireless Bridge: s |

Apply | Cancel | Halp |

Beacon Interval: The Beacon Interval value indicates the frequency interval of the beacon.
Enter a value between 20 and 1000. A beacon is a packet broadcast by
the Router to synchronize the wireless network. The default valueis 100.

DTIM Interval: Thisvalue, between 1 and 16384, indicates the interval of the Delivery
Traffic Indication Message (DTIM). A DTIM field isa countdown field
informing clients of the next window for listening to broadcast and
multicast messages. When the Router has buffered broadcast or multicast
messages for associated clients, it sends the next DTIM withaDTIM
Interval value. Its clients hear the beacons and awaken to receive the
broadcast and multicast messages. The default valueis 1.

RTS Threshold: Should you encounter inconsistent data flow, only minor modifications
of the default value, 2347, are recommended. If anetwork packet is
smaller than the preset RTS threshold size, the RTS/CTS mechanism will
not be enabled. The Router sends Request to Send (RTS) framesto a
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particular receiving station and negotiates the sending of a data frame.

After receiving an RTS, the wireless station responds with a Clear to
Send (CTS) frame to acknowledge the right to begin transmission. The
RTS Threshold value should remain at its default value of 2347.

Fragmentation Threshold: This value specifies the maximum size for a packet before
datais fragmented into multiple packets. If you experience a high packet
error rate, you may dlightly increase the Fragmentation Threshold.
Setting the Fragmentation Threshold too low may result in poor network
performance. Only minor modifications of this value are recommended.
In most cases, it should remain at its default value of 2346.

Transmission Rate: The rate of data transmission should be set depending on the speed of
your wireless network. Y ou can select from arange of transmission
Speeds, or you can select Auto to have the Router automatically use the
fastest possible data rate and enable the Auto-Fallback feature. Auto-
Fallback will negotiate the best possible connection speed between the
Router and awireless client. The default setting is Auto.

Filters

The Filters screen allows you to block specific internal users from accessing the Internet.
Y ou can set up filters by using MAC addresses, |P addresses, or network port numbers (or
arange of ports).
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Internet Fiers enable you to prevend certain PCs on your network from accessing your kvlarmat
Filter conneclion

Internet Access Palicy: |' (-1 'l-| Lt | Surnmary

Enter Policy Hamae: |

Policy Type: |Irrnr"|nl Accass j

= Deny
 Allow

it List |

F Ewryday T Sun T bon T Twe T Wed T The T Fn T Sa
# 24 Hours ™ From | "'| | '| | 1 '|Tu | "'| | '| | ‘I
|Nnm=~ 'l ||]_—|_
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The Internet Filter screen allows you to block or allow specific kinds of Internet usage. You can set

up Internet access policies for specific PCs and set up filters by using network port numbers.

Internet Access Policy: This feature allows you to customize up to 15 different Internet Access
Policies for particular PCs, which are identified by their IP or MAC addresses. For each policy's

designated PCs, the Router can do one or more of the following:

« block or allow Internet access or inbound traffic during the days and time periods specified
* block designated services
« block websites with specific URL addresses

« block websites that use specific keywords in their URL addresses.

To create or edit a policy, follow these instructions:

1. Select the policy's number (1-15) in the drop-down menu.
2. Enter a name in the Enter Policy Name field.

3. Select Internet Access or Inbound Traffic from the Policy Type drop-down
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box, depending on the kind of access you want to control. Select Internet

Access to control your network PCs' access to the Internet. Select Inbound

Traffic to control Internet PCs' access to your local area network.

Note: The screen's settings will vary depending on which Policy Type you
select.

4. Select Deny or Allow, depending on how you want to control access for specific PCs.
5.  Click the Edit List button next to PCs or Internet PCs.

a. Onthe List of PCs or List of Internet PCs screen, specify PCs by IP address or MAC
address. Enter the appropriate IP addresses into the IP fields. If you have a range of IP
addresses to filter, complete the appropriate IP Range fields. Enter the appropriate MAC
addresses into the MAC fields.

b. Click the Apply button to save your changes. Click the Cancel button to cancel your
unsaved changes. Click the Close button to return to the Internet Filter screen.

6. Setthe days when access will be filtered. Keep the default setting, Everyday, or select the
appropriate days of the week.
7. Setthe time when access will be filtered. Keep the default setting, 24 Hours, or check the box

next to From and use the drop-down boxes to designate a specific time period.

Note: Access for thelisted PCswill be controlled during the selected days
and times. Any blocked services or websiteswill be blocked at all times.

8. Inthe Blocking Services drop-down boxes, select the services you want to block (the default
setting is None). In the Blocking Services fields, the range of ports for this service will appear. If
you want to change the range of ports, enter the new numbers in the Blocking Services fields, or
edit the service's settings (see below).

To add a service or edit a service's settings, follow these instructions:
a. Click the Add Service button.
b. To create a new service, enter the name of the service in the Service Name field. To
edit a service's settings, select the service from the box on the right of the screen.
c. From the Protocol drop-down menu, select the protocol type for this service: ICMP,
UDP, TCP, or UDP & TCP.
d. Inthe Port Range fields, enter the range of ports for this service.
e. To add a service, click the Add button. To edit the settings for a service, click the

Modify button.

f.  To delete a service, select the service from the box on the right of the screen. Click
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the Delete button.

g. Click the Apply button to save your changes. Click the Cancel button to undo your

changes. Click the Close button to close the Add Service window.

9. If you want to block websites with specific URL addresses, enter each URL address in a
Website Blocking by URL Address field. You can enter up to four URL addresses. (This feature
is not available if you chose Inbound Traffic for the Policy Type.)

10. If you want to block websites that use specific keywords as part of their URL addresses, enter
each keyword in a Website Blocking by Keyword field. You can enter up to six keywords. (This
feature is not available if you chose Inbound Traffic for the Policy Type.)

11. Click the Apply button to save your settings for an Internet Access Policy. Click the Cancel
button to cancel your unsaved changes.

12. To create or edit additional policies, repeat steps 1-11.

Check all the settings and click Apply to save them.

Port Forwarding

The Port Range Forwarding screen sets up public services on your network, such as web
servers, ftp servers, e-mail servers, or other specialized Internet applications. (Specialized
Internet applications are any applications that use Internet access to perform functions such
as videoconferencing or online gaming. Some Internet applications may not require any
forwarding.)

When users send this type of request to your network viathe Internet, the Router will
forward those requests to the appropriate PC. Any PC whose port is being forwarded must
have its DHCP client function disabled and must have a new static |P address assigned to
it because its IP address may change when using the DHCP function.

Click Apply to save your settings.
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Customized Applications. Enter the name of the public service or other Internet
application in the field provided.

External Port: Enter the numbers of the External Ports (the port numbers seen by users on
the Internet).

TCP Protocol: Click this checkbox if the application requires TCP.

UDP Protocol: Click this checkbox if the application requires UDP.

IP Address. Enter the I P Address of the PC running the application.

Enable: Click the Enable checkbox to enable port forwarding for the application.

The following table gives the typical port forwarding settings for common Internet

applications.
Applications External Port |TCP Protocol ubP
Protocol

FTP 21 3

Telnet 23 3

SMTP 25 3
DNS 53 3

TFTP 69 3

Finger 79 3

HTTP 80 3

POP3 110 3

NNTP 119 3

SNMP 161 W
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Routing

On the Routing screen, you can set the routing mode of the Router. Gateway modeis
recommended for most users.

i
J
i
i
‘

F!uuting Cn fhis scraen, configure the muting mode and setfings for the Routar, Gatesay mode is

recormnmiended for most wvsers

Dperating Mode: (L IR

Static Aouting: [ 1SS rl {Sederl Rouie Entry) Dwelede This Entry
Enter Howte Hame:

Destination IP Address: | RN BN CRN
Subnet Mask: G I_ il
Caalenmtay: o I_ I_ I_

Interace; WK R |

Show Routing Table |

Apply |  Cancel | Help |

To set up routing:

1

Choose the correct working mode. Select Gateway if the Router is hosting your
network's connection to the Internet (recommended for most users). Select Router
if the Router exists on a network with other routers.

If you selected the Gateway mode, click the Apply button. If you selected the
Router mode, proceed to step3.

For Dynamic Routing, select Enable from the drop-down box if you want the
Router to automatically adjust to physical changesin the network's layout. The
Router determines the network packets' route based on the fewest number of hops
between the source and the destination. Select Disable to disable the Dynamic
Routing feature for data transmissions.

To set up a static route between the Router and another network, select a number
from the Static Routing drop-down list. (A static route is a pre-determined pathway
that network information must travel to reach a specific host or network.)

Enter the following data:
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« Destination | P Address - The Destination IP Address is the address of the

remote network or host to which you want to assign a static route.

+ Subnet Mask - The Subnet Mask determines which portion of an IP
addressis the network portion, and which portion is the host portion.

+ Default Gateway - Thisisthe IP address of the gateway device that allows
for contact between the Router and the remote network or host.
Depending on where the Destination IP Address is located, select LAN & Wireless or

Internet (WAN) from the Interface drop-down menu.

6. To cance your changes, click the Cancel button. To save your changes, click the
Apply button.
To delete a static route entry:

1. From the Satic Routing drop-down list, select the entry number of the static
route.

2. Click the Delete This Entry button.

3. To cancel adeletion, click the Cancel button. To save adeletion, click the
Apply button.

Show Routing Table

Click the Show Routing Table button to view all of the valid route entriesin use. The
Destination LAN |P address, Subnet Mask, Gateway, and Interface will be displayed for
each entry. Click the Refresh button to refresh the data displayed.

+ Destination LAN IP - The Destination LAN IP is the address of the
remote network or host to which you want to assign a static route.

+ Subnet Mask - The Subnet Mask determines which portion of an IP
addressis the network portion, and which portion is the host
portion.

« Gateway - Thisisthe IP address of the gateway device that allows for
contact between the Router and the remote network or host.

« Interface - Thisinterface tells you whether your network is on the
internal LAN, the WAN (Internet), or Loopback (a dummy network
in which one PC acts like a network - necessary for certain software
programs).

DDNS
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The Dynamic Domain Name System (DDNS) feature lets you assign afixed domain name

to adynamic Internet |P address. It is useful when you are hosting your own website, FTP
server, or other server behind the Router. Select which DDNS Service provider you want

to use, DynDNS.org or TZO.com
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DynDNS.org:
DDNS Service: To disable DDNS Service, keep the default setting, Disable. To enable DDNS

Service using DynDNS.org, follow these instructions:

1. Onthe DDNS screen, select DynDNS.org from the DDNS Service Provider drop-down menu.
2. Sign up for DynDNS service at www.dyndns.org (you can click the link on the DDNS screen).
Write down your account information.
3.  Complete the User Name, Password, and Host Name fields.
4. Click the Apply button to save your changes. Click the Cancel button to cancel unsaved
changes.
Internet IP Address: The Router's current Internet IP Address is displayed here.

Status: The status of the DDNS service connection is displayed here.
TZ0O.com

DDNS Service: To disable DDNS Service, keep the default setting, Disable. To enable DDNS

Service using TZO.com, follow these instructions:

1. Onthe DDNS screen, select TZO.com from the DDNS Service Provider drop-down menu.

2. Sign up for a free, 30-day trial of TZO service at .tzo.com, or order TZO service at
www.tzo.com/order.html (you can click the appropriate link on the DDNS screen). Write down
your account information.

3. Complete the Email Address, TZO Password Key, and Domain Name fields.

4.  Click the Apply button to save your changes. Click the Cancel button to cancel unsaved

changes.
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Internet IP Address: The Router's current Internet IP Address is displayed here.

Status. The status of the DDNS service connection is displayed here.

Troubleshooting

Basic Functions

Note: If you are using a cable or DSL modem and are experiencing problems connecting
to the Internet, follow these steps:

=

Power off your cable or DSL modem, PC, and the Router.

N

Power on your modem and wait afew minutes until the modem has established a
connection with your ISP.

w

Power on the Router.

>

Power on your PC and attempt to connect to the Internet.

For most users, the Router's default values should be satisfactory. Some users may need to
enter additional information in order to connect to the Internet through their ISP or
broadband (cable or DSL) carrier. For example, some cable providers require a specific
MAC address for connection to the Internet. To learn more about this, click the System tab
and then the M AC Cloning tab.

My WirelessAP Router will not turn on. No LED’slight up.
Cause:

»= The power is not connected.

Resolution:

= Connect the power adapter to your AP and plug it into the power outlet.

Note: Only use the power adapter provided with your AP. Using any other adapter may
damage your SOHO AP Router.

L AN Connection Problems
| can’t access my AP Router.

Wireless Broadband Anywhere 29



WX-5525R Dual Band AP Router
Cause:

»= Theunit is not powered on.
= Thereisnot anetwork connection.
» The computer you are using does not have a compatible |P Address.

Resolution:

= Make sure your APis powered on.

= Make sure that your computer has a compatible IP Address. Be sure that the IP Address
used on your computer is set to the same subnet as the AP. For example, if the APis
set to 192.168.5.2, change the IP address of your computer to 192.168.5.15 or another
unique IP Address that corresponds to the 192.168.5.X subnet.

Use the Reset button located on the rear of the AP Router to revert to the default
settings.

| can’t connect to other computerson my LAN.
Cause:

» ThelPAddresses of the computers are not set correctly.
= Network cables are not connected properly.

»  Windows network settings are not set correctly.

Resolution:

» Make sure that each computer has a unique IPAddress. If using DHCP through the AP
Router, makes sure that each computer is enable DHCP function and restart the
computer.

» Makesurethat theLink LED ison. If itisnot, try adifferent network cable.

= Check each computer for correct network settings.

Wireless Troubleshooting

| can’t accessthe WirelessAP Router from a wireless network card
Cause:

= Qut of range.

» |P Addressisnot set correctly.
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Resolution:

» Make sure that the Mode, SSID, Channel and encryption settings are set the same on
each wireless adapter.

= Make surethat your computer iswithin range and free from any strong el ectrical
devices that may cause interference.

= Check your IPAddress to make sure that it is compatible with the Wireless AP Router.

Technical Specifications

Standards:
|EEE 802.3 10BASE-T Ethernet
|[EEE 802.3u 10/100BASE-TX Fast Ethernet
|[EEE 802.11a
|[EEE 802.11b

Protocols Supported:
TCP/ IP
IPX
UDP
DHCP Client
DHCP Server
M anagement:
Web-Based
Ports:
LAN: 10BASE-T/100BASE-TX Fast Ethernet
WAN: 10BASE-T Ethernet

Wireless AP Specifications

General Wireless Specifications:
802.11g WirelessLAN

Access Point Frequency Band:
5GHz (subject to local regulation)

Access Point Number of Channel:
11g:
USA & Canada: 11 (1- 11)
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Most European: 13 (1-13)

France . 4(10-13)
Japan : 14(1-14)

Access Point Data Rate:
11g:
54 Mbps
48 Mbps
36 Mbps
24 Mbps
18 Mbps
12 Mbps
9 Mbps
6 Mbps

Data encryption:
64/128 bit WEP

Power Specifications:
DC power supply
Input: DC 100-250 50-60 Hz 1A

Output: 5V DC 2A
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one of the following measures:
- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that

to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure continued compliance. Any changes or modifications
not expressly approved by the party responsible for compliance could void the
user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC RF Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 20 centimeters between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.
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R&TTE Compliance Statement

This equipment complies with all the requirements of the DIRECTIVE 1999/5/EC
OF THE EUROPEAN PARLIAMENT AND THE COUNCIL of 9 March 1999 on
radio equipment and telecommunication terminal Equipment and the mutual
recognition of their conformity (R&TTE).

The R&TTE Directive repeals and replaces in the directive 98/13/EEC
(Telecommunications Terminal Equipment and Satellite Earth Station Equipment)
As of April 8, 2000 .

Safety

This equipment is designed with the utmost care for the safety of those who install
and use it. However, special attention must be paid to the dangers of electric shock
and static electricity when working with electrical equipment. All guidelines of this
manual and of the computer manufacturer must therefore be allowed at all times to
ensure the safe use of the equipment.

EU Countries intended for use

The ETSI version of this device is intended for home and office use in Austria,
Belgium, Denmark, Finland, France (with Frequency channel restrictions),
Germany, Greece, Ireland, Italy, Luxembourg, The Netherlands, Portugal, Spain,

Sweden and United Kingdom.

The ETSI version of this device is also authorized for use in EFTA member states
Iceland, Liechtenstein, Norway and Switzerland.

EU Countries Not intended for use

None.

Potential restrictive use
France: Only channels 10,11,12, and13
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