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Chapter 1: Introduction

Introduction to your Router

Welcome to the VolP/ 802.11g ADSL2+ Firewall Router. The router is an “all-in-one” ADSL router,
combining an ADSL modem, ADSL router and Ethernet network switch functionalities, providing
everything you need to get the machines on your network connected to the Internet over your
ADSL broadband connection. With features such as an ADSL Quick-Start wizard and DHCP Server,
you can be online in no time at all and with a minimum of fuss and configuration, catering for first-
time users to the guru requiring advanced features and control over their Internet connection and
network.

Features
< Express Internet Access

The router complies with ADSL worldwide standards. It supports downstream rate up to 12/24
Mbps with ADSL2/2+, 8Mbps with ADSL. Users enjoy not only high-speed ADSL services but also
broadband multimedia applications such as interactive gaming, video streaming and real-time audio
much easier and faster than ever. It is compliant with Multi-Mode standard (ANSI T1.413, Issue 2;
G.dmt (ITU G.992.1); G.lite (ITU G.992.2); G.hs (ITU G994.1); G.dmt.bis (ITU G.992.3); G.dmt.bis.
plus (ITU G.992.5)).

&  802.11g Wireless AP with WPA Support

With integrated 802.11g Wireless Access Point in the router, the device offers a quick and easy
access among wired network, wireless network and broadband connection (ADSL) with single
device simplicity, and as a result, mobility to the users. In addition to 54 Mbps 802.11g data rate,

it also interoperates backward with existing 802.11b equipment. The Wireless Protected Access
(WPA-PSK and WPA2-PSK) and Wireless Encryption Protocol (WEP) supported features enhance
the security level of data protection and access control via Wireless LAN.

& Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built in with automatic switching between MDI and
MDI-X for 10Base-T and 100Base-TX ports. An Ethernet straight or crossover cable can be used
directly for auto detection.

& Multi-Protocol to Establish a Connection

It supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483 encapsulation
overATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a
connection with the ISP. The product also supports VC-based and LLC-based multiplexing.

&«  Quick Installation Wizard



It supports a WEB GUI page to install this device quickly. With this wizard, end users can enter the
information easily which they get from their ISP, then surf the Internet immediately.

<  Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and PCs
from many different vendors. It makes network simple and affordable for users. UPnP architecture
leverages TCP/IP and the Web to enable seamless proximity networking in addition to control and
data transfer among networked devices. With this feature enabled, users can now connect to Net
meeting or MSN Messenger seamlessly.

&  Network Address Translation (NAT)

Allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateway (ALG) are supported such as
web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.

&  SOHO Firewall Security with DoS and SPI

Along with the built-in NAT natural firewall feature, the router also provides advanced hacker pattern-
filtering protection. It can automatically detect and block Denial of Service (DoS) attacks. The router
is built with Stateful Packet Inspection (SPI) to determine if a data packet is allowed through the
firewall to the private LAN.

<  Domain Name System (DNS) Relay

It provides an easy way to map the domain name (a friendly name for users such as www.yahoo.
com) and IP address. When a local machine sets its DNS server with this router’s IP address, every
DNS conversion request packet from the PC to this router will be forwarded to the real DNS in the
outside network.

<  Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname. This
dynamic IP address is the WAN IP address. For example, to use the service, you must first apply
for an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers are
supported.

<  Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority by
the router, ensuring important data like gaming packets, customer information, or management
information move through the router ay lightning speed, even under heavy load. The QoS features
are configurable by source IP address, destination |IP address, protocol, and port. You can throttle
the speed at which different types of outgoing data pass through the router, to ensure P2P users
don’t saturate upload bandwidth, or office browsing doesn’t bring client web serving to a halt. In
addition, or alternatively, you can simply change the priority of different types of upload data and let
the router sort out the actual speeds.



< Virtual Server (“port forwarding”)

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to the specific local computer
to handle it. For example, a user can assign a PC in the LAN acting as a WEB server inside and
expose it to the outside network. Outside users can browse inside web servers directly while it is
protected by NAT. A DMZ host setting is also provided to a local computer exposed to the outside
network, Internet.

&  Rich Packet Filtering

Not only filters the packet based on IP address, but also based on Port numbers. It will filter packets
from and to the Internet, and also provides a higher level of security control.

<  Dynamic Host Configuration Protocol (DHCP) Client and Server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider (ISP)
automatically. In the LAN site, the DHCP server can allocate a range of client IP addresses and
distribute them including IP address, subnet mask as well as DNS IP address to local computers. It
provides an easy way to manage the local IP network.

<  Static and RIP1/2 Routing

It has routing capability and supports easy static routing table or RIP1/2 routing protocol.

&  Simple Network Management Protocol (SNMP)

It is an easy way to remotely manage the router via SNMP.

& Web based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with on-
line help. It also supports remote management capability for remote users to configure and manage
this product.

<  Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.

< Rich Management Interfaces

It supports flexible management interfaces with local console port, LAN port, and WAN port. Users
can use terminal applications through the console port to configure and manage the device, or
Telnet, WEB GUI, and SNMP through LAN or WAN ports to configure and manage the device.
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Chapter 2: Installing the Router

Important note for using this router

{

®

Warning

Do not use this router in a high humidity or high temperature
environment.

Do not apply the same power source for this router to other types of
equipments.

= Do not open or repair the case yourself. If the device becomes too

hot, turn it off immediately and have it repaired at a qualified service
center.

Avoid using this product and all its accessories outdoor.

h,

N\

Attention

Place the router on a stable surface.

Only use the power adapter that comes with the package. Using a
different voltage rating power adapter may damage the router.

Package Contents

&

&

&=

VolP/802.11g ADSL2+ Firewall Router

CD-ROM containing the online manual
RJ-11 ADSL/telephone Cable

Ethernet (RJ-45) Cable

RJ-45 to RD-232 Console kit

Switching Power Adapter (12VDC, 1.0A)

One 2dBi detachable antenna

Quick Start Guide

Splitter / Micro-filter (option)




Device Description

The Front LEDs

» @ 00000

J—-—-—I L i i =_==|_E==L\
— ETEN —
km" 1 @ 2 4 Wiewisas Y Ume VoP DSL mm‘J l\
‘ Hie=—=tm = EE—F——
LED Meaning

Lit when power is ON. Lit red means system failure. Restart the device

1 | Power or contact Billion for support.

Lit when one of LAN ports is connected to an Ethernet device.

Lit green when the speed of transmission hits 100Mbps; Lit orange
when the speed of transmission hits 10Mbps.

Blink when data is being Transmitted / Received.

Ethernet port
2 11X — 4X
(RJ-45 connector)

Lit green when a wireless connection is established.

3 | Wireless Flash when the device is sending/receiving data.

4 | Phone Lit green when the phone is off hook.
Line Lit when the inbound and outbound calls are transmitted through
5 | (Router with LINE g
PSTN.
port only)
6 |VoIP Lit when the SIP Registration is OK.
Green for Phone.
7 | psL Lit Green when the device is successfully connected to an ADSL

DSLAM. (“line synch”).

Lit red when WAN port fails to get IP address.
Lit green when WAN port gets IP address successfully.

8 | Internet




The Rear Ports
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” ﬂ? Erl Ethernet # 4 can be used as a console port. You need a special console tool which is

-

included in the package to connect with the LAN.

Port

Meaning

Antenna
(Wireless Router only)

Connect the detachable antenna to this port.

DSL

Connect this port to the ADSL/telephone network with the RJ-
11 cable (telephone) provided.

Line
(Router with LINE port only)

Connect this port to the telephone jack on the wall with RJ-11
cable.

Phone
1X
(RJ-11 connector)

Connect this port to an analog phone set with RJ-11 cable.

Ethernet

1X —4X
(RJ-45 connector)

Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of
the LAN ports when connecting to a PC or an office/home
network of 10Mbps or 100Mbps.

Caution: Port 4 can be either a LAN or Console port at a
time but not both.

WPS

Push WPS button to trigger Wi-Fi Protected Setup function.

RESET

To be sure the device is being turned on press RESET button
for:

1-3 seconds: quick reset the device.

6 seconds and above, power off, power on the device: restore
to factory default settings. (Cannot login to the router or forgot
your Username/Password. Press the button for more than 6
seconds).

Caution: After pressing the RESET button for more than
6 seconds, to be sure you power cycle the device again.

Power

Connect it with the supplied power adapter.

Power Switch

Power ON/OFF switch




Cabling

One of the most common causes of problem is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are lit. If they are not, verify if you are using the proper cables.

Make sure that all devices (e.g. telephones, fax machines, analogue modems) connected to the same
telephone line as your router have a line filter connected between them and the wall outlet (unless
you are using a Central Splitter or Central Filter installed by a qualified and licensed electrician),
and that all line filters are correctly installed in a right way. If line filter is not installed and connected
properly, it may cause problem to your ADSL connection or may result in frequent disconnections.



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 98/NT/2000/XP/Me/Vista,
etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

g 3

” ﬁf f.' Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation,




Connecting Your Router

1. Connect this router to a LAN (Local Area Network) and the ADSL/telephone (ADSL) net
work.

2. Power on the device.
3. Make sure the Power LED lit steadily and that the LAN LED is lit.

4. Connect your router to the telephone jack on the wall with RJ-11 cable.

[harrat Cable




Network Configuration

Configuring PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

3. When the Network and Sharing
Center window pops up, select and
click on Manage network connec-
tions on the left window column.

4. Select the Local Area Connection,
and right click the icon to select
Properties.

r Pocmmenty
: Pecbarm

B o
& Bpparrty Cnesgad
'_-' S

Mebwoe i andd Sharing Cenier

N @
THSHL: WL Irbwrran
1Tk ot |

By - Mot g e Sl

e W CLATEREy ROE 3RRe] RS BD Ry e

D re—ma B iy b etk

‘ Organize ~ go Views - Disablethis network device” | Dtagnos

Status Connectivity Metwork Cate

Dial-up (2) -
| g Metwork Extender L"-h Standalone Metwork Extende
= Disconnected -....";& Disconnected

{3 Network Extender S5LVPN A... 5..»‘ ISDN WAN Device
LAM or High-5peed Internet (1)
%‘ Local Area Connection
- N e L bl 1 |
® &7 In Disahle

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties
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5. Select Internet Protocol Version 4 ’I'“m;ffrea o— mW@g
(TCP/IPv4) then click Properties.
MNetwarking

Connect using:
EI" Imtel(R} B25660M Gigabit Network Connection

I This connection uses the following items:

i % Cligrt for Microsoft Networks

Bl 305 Packet Scheduler

g Filz and Printer Sharing for Microseft Networks

4. |mtemet Protocol Version 6 (TCP/IPvE)

2l intemet Frotocol Version 4 (TCP/1Pvé) |

2. link-Layer Topology Discovery Mapper [/0 Driver
b |ink-Layer Topology Discovery Responder

[ Install... ] Lininstall 1 Propetties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwonks.

6. Inthe TCP/IPv4 properties window,
select the Obtain an IP address au-
tomatically and Obtain DNS Server General | Alternate Configuration |
address automatically radio but-

Internet Protocol Version 4 (TCP/IPvd) Properties M

You can get IF settings assigned automatically if your network supports

tons. Then click OK to exit the set- this capability. Otherwise, you need to ask your network administrator
tlng for the appropriate IP settings.
7. Click OK again in the Local Area @) Obtain an IP address automatically
Connection Properties window to (7) Use the following IP address:
apply the new configuration. P address:
Subnet mask:

Default gateway:

(@) Obtain DMNS server address autormatically
(1 Use the following DMS server addresses:

Preferred DMS server:

Alternate DNS server!

| |

L J
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Configuring PC in Windows XP

1. Go to Start > Control Panel (in Classic
View). In the Control Panel, double-click
on Network Connections

Eft vow Feetes Poom irislp

D O Y e v [

At | O Cpntral Parml

rﬂq:.-.
| L 5
e
= © =

Pl wnl Pl sl G s ad
LTS [ e

-

2. Double-click Local Area Connection.

3. In the Local Area Connection Status

window, click Properties. [Garetl | Buppan)
‘Hlnu; el bl
ki s Lo i
& e 10 O i bpa
A Uiy
Sad E;_L Ie——
Frar bt i a | [ 1]

4. Select Internet Protocol (TCP/IP) and
click Properties.

[ R EETRR A T S B RS EE e e e

| T |
Popmi g &l Moy vk @ el el fre i @ Eis
- bl # bem Bl Hedimsibos
- Fian awwd Priwdes Sibumany fom e ansjndi (i seceh o
- Chof Pack el o feak ge
=
[ seai ] . T
1 b s
T mmcrmmrames Uil d St o P Wi i
R RIS e Ll T e B o e
mrTenEn ¥

N L e |

5. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.

) T, TP sarven ahibass st o

T e S g LT rerrer mrbdew e

]

= AT = |
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Configuring PC in Windows 2000

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.
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Configuring PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Configuration
tab.

2. Select TCP/IP > NE2000 Compatible,
or the name of your Network Interface
Card (NIC) in your PC.

3. Select the Obtain an IP address auto-
matically radio button.

4. Then select the DNS Configuration tab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.
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Configuring PC in Windows NT4.0

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Protocols tab.

2. Select TCP/IP Protocol and click Prop-
erties.

3. Select the Obtain an IP address from

a DHCP server radio button and click | ohs | wiks Addac | Resiea]
OK.
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

B Username: admin
= Password: admin

If you ever forget the login password, please press the reset button for more than & seconds to restore
the factory default setting

Attention

The default username and password are “admin” and “admin” respectively.

Device LAN IP settings
P |IP Address: 192.168.1.254
B Subnet Mask: 255.255.255.0
ISP setting in WAN site
= PPPoOE

DHCP server

» DHCP server is enabled.
B Start IP Address: 192.168.1.100
= |IP pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in
the tale.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE function is
DHCP server function I1E(r)18t|)lpeddd tGhna\?\ll?AdNto arl:tom?ticall}[/. get
addresses continuin e port configuration
> addresses for_ from 192.168 1.100 through from the ISP.
192.168.1.199

16



Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP
(Fixed IP Address) or PPPoE.

Gather the information as illustrated in the following table and keep it for reference.

VPINCI, VC / LLC-based multiplexing, Username, Password, Service
PPPoE(RFC2516) | Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPI/NCI, VC / LLC-based multiplexing, Username, Password and
PPPoA(RFC2364) | Domain Name System (DNS) IP address (it can be automatically
assigned by your ISP when you connect or be set manually).

VPINCI, VC / LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

MPoA(RFC1483/
RFC2684)

VPI/VCI, VC / LLC-based multiplexing, IP address, Subnet mask,
IPOA(RFC1577) Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

Pure Bridge VPI/NVCI, VC / LLC-based multiplexing to use Bridged Mode.

17



Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254,
and click “Go”, a user name and password window prompt will appear. The default username and
password are “admin” and “admin” respectively. (See Figure 3.14)

Connect to 192.168.1 .25*

i

Webadmin
User narme: |ﬂ admin vl
Password: | - |

[ ]Remember my password

[ Ok ][ Cancel ]

Figure 3.14: User name & Password Prompt Window

Congratulations! You are now successfully logon to the VolP/ 802.11g ADSL2+ Firewall
Router!

18



Chapter 4: Configuration

At the configuration homepage, the left navigation column provides you the link to each configuration
page. The category of each configuration page is listed as below.

& Status

ADSL Status
ARP Table
DHCP Table
Routing Tabe
NAT Sessions
UPnP Portmap
VolP Status
VolP Call Log
Event Log
Error Log
Diagnostic

&  Quick Start

< Configuration

LAN

WAN

System
Firewall

VolP

QoS

Virtual Server
Wake on LAN
Time Schedule
Advanced

&  Language (provides user interface in English and French languages)

19



Status
ADSL Status

This section displays the ADSL overall status, which shows a number of helpful information such

as DSP firmware version.

I Status Qﬁ\‘
i r

T ADSL Status

Parameters

DSP Firmware Yersion E.25.41.55 4
Connected false
Operational Mode Ihactive
Annex Type

Lipstream 0
Downstream ]

Elapsed Time

SKR Marginipstreanm)
SHR MarginDownstream)
Line Attenuationilpstrean

Line Attenuation{Downstrean)

CRC ErrorsiUpstrean) 0
CRC ErrorsiDownstrean 0
Latencyilpstream)
LatencyiDownstream)

DSP Firmware Version: DSP code version

Connected : To show if the ADSL line has already been connected.

Operational Mode: To show the state when user select “AUTO” on connect mode.

Annex Type: It is related to transmission rate, including Annex A and B.
Upstream: Upstream rate.

Downstream: Downstream rate.

Elapsed Time: It means the running time of ADSL.

SNR Margin (Upstream): This is noise margin in upstream.

SNR Margin (Downstream): This is noise margin in downstream.

Line Attenuation (Upstream): This is attenuation of signal in upstream.

Line Attenuation (Downstream): This is attenuation of signal in downstream.
CRC Errors (Upstream): This is CRC error in upstream.

CRC Errors (Downstream): This is CRC error in downstream.

20



ARP Table

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’s Firewall
— MAC Address Filter function. See the Firewall section of this manual for more information on this
feature.

o PO

= ANP Tabie

WWiredd

P addass MED B35 E Inletasd Shabic
107 1681 100 o 0550 719360 iplsn na
Wiarednas

H Addrids [T T

IP Address: A list of IP addresses of devices on your LAN (Local Area Network).

MAC Address: The MAC (Media Access Control) addresses for each device on your LAN.
Interface: The interface name (on the router) that this IP Address connects to.

Static: Static status of the ARP table entry:

® “no” for dynamically-generated ARP table entries.
® “yes” for static ARP table entries added by the user.
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DHCP Table

= DHCP Tl
Ty
| ] - | ]

Leased: The DHCP assigned IP addresses information.

Expired: The expired IP addresses information.

Permanent: The fixed host mapping information.

Leased Table

Leased [able
IF &3an55 LA A 0ndEE Chient HESE M

158 T8 100 (MY, 05 2 P 1o 2 JaL e

IP Address: The IP address that assigned to client.
MAC Address: The MAC address of client.
Client Host Name: The Host Name (Computer Name) of client.

Expiry: The current lease time of client.
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Routing Table

* Hcareg T otee
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Routing Tabl

Valid: It indicates a successful routing status.
Destination: The IP address of the destination network.

Netmask: The destination Netmask address.

T

Lasl

Gatewayl/Interface: The IP address of the gateway or existing interface that this route will use.

Cost: The number of hops counted as the cost of the route.

RIP Routing Tabl

Destination: The IP address of the destination network.

Netmask: The destination Netmask address.

Gateway: The IP address of the gateway that this route will use.

Cost: The number of hops counted as the cost of the route.
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NAT Sessions

This section lists all current NAT sessions between interface of types external (WAN) and internal
(LAN).

foos u: N

"HAT S&tuinin
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UPnP Portmap

The section lists all port-mapping established using UPnP (Universal Plug and Play. See Advanced
section of this manual for more details on UPnP and the router’s UPnP configuration options.

jane W N

TUPnP Portmap

UPnP Portmap Tahle

Mame Frotocal External Fort Redirect Fort IP Address Durationisy
itern 2 17 26279 26275 172172177 Alwiays 0n
itern3 ] 26279 26279 172172177 Alviays 0N
itern4 17 109497 10997 17217.21.87 Alwiays 0n
iterns ] 10997 10997 17217.21.87 Alviays 0N
iterme 17 45564 45564 17217.21.76 Alwiays 0n
itern7 ] 48564 48564 17217.21.76 Alviays 0N
iterns 17 13038 13039 1¥217.21.98 Alwiays 0n
iternd ] 13038 13039 17217.21.98 Alviays 0N
itern0 17 33568 33568 1¥217.21.80 Alwiays 0n
itern ] 33568 33568 17217.21.80 Alviays 0N
itern10 17 51869 51869 1721721160 Alwiays 0n
itern11 ] 51869 51869 1721721160 Aliays 0N
itern 2 17 23978 23978 17217.21.88 Alwiays On
itern1 3 ] 23978 23978 17217.21.88 Aliays 0N
itern 4 17 1606 1606 1721721196 Alwiays On
itern15 ] 1606 1606 1721721196 Alviays 0N
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VoIP Status

J .

TVolP Status

Phone Port

Index Phane Mumber Lizer DomainiRealm Display Mame Registered
1 Unknowen

VoIP Call Log

Jo VUS|
*VolP Call Log

Phone Port 1
Dialed Calls List

Index Date & Time Phaone Mumber Start Time End Time Curation

Recenred Calls List

[ndex Date & Time Phaone Mumber Start Time End Time Dration

Missed Calls List

[ndex Date & Time Phone Mumber Start Time End Time Ciuration
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Event Log

This page displays the router’s Event Log entries. Major events are logged to this window, such
as when the router’s ADSL connection is disconnected, as well as Firewall events when you have
enabled Intrusion or Blocking Logging in the Configuration — Firewall section of the interface.
Please see the Firewall section of this manual for more details on how to enable Firewall logging.

Ih-nl---. Lﬂ .

=Evendl Lisg

Eridim log ballor hegd -ccccecsanas
Jag 01 00:00:00 bome gatewiy: ipielecsnd: [THPO}Etast IFSEC Inltielise

Jag O 00:00:00 boww.gntevey: ipaed ccon: [[INFOIDiasr IFIEC Initialice [ens
Fag O] 00:00:11 Bome. gateowny: in-nose: Changed iplam 19 addeess to 191,088 [ 254
Tam O O0:00:21 Bews.gatowiy: 1n-neee: Redeat THMP comsisliy bo [aciary dedauld
TILRTT

[ Retesh || Conar |

Error Log

Any errors encountered by the router (e.g. invalid names given to entries) are logged to this
window.

o oy .

Thrrwm Loy
ERpop Lisi) (BATTES A7 0F 580 oihile Sihc# LFET 7 einoad
Wihan Process Eme Liosg
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Diagnostic

It tests the connection to computer(s) which is connected to the LAN ports and also the WAN Internet
connection. If PING www.google.com is shown FAIL and the rest is PASS, you ought to check your
PC’s DNS setting is correct.

I JRIEL i ‘-...&- .

= Dogroplic

LAR Conmistiion

Teshng Ememel LaM connacian FASS
Tadling Vrsbsaa LAN tanneclion PSS
iR o hon

Tasing A00L Eyneed ohgantn PLEG
Teshng Wil connecion FRSS
Pinig Primany Domain Hame Server Fass
PG Wi gasms pam PASS
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Quick Start

1. Click Quick Start. If your ADSL line is not ready, you need to check your ADSL line has been
set or not.

I-;-;-_L-l::: L% .

= AN AT VAN o] ] o}
ADSL Line la Mot Ready. PFlease Check your ADSL Line and walt for a whila.
[__umeiswialesssemng |

2. If your ADSL line is ready, the screen appears ADSL Line is Ready. Choose Auto radio button
and click Apply. It will automatically scan the recommended mode for you. Manually mode
makes you to set the ADSL line by manual. (If you choose Manually, you will directly go to step
5.)

oo o

ol LT RS T T
ADEL Line |s Ready.

AgEq BERn & ais ) Wanus

£20

o NE

= WAN Pon WA
ADSL Line s Ready.
G EARMmR

Fligse mad jor 3 e

3. Thelist below has different mode applied for your choice. Choose 0/33/PPPoE(Recommended)
and click Apply.

I ian 1“‘& .

=fpnn Coam

1 MAZFFFOE

i HAEHF TR0 SHATLLY Brisged

4. Please enter “Username” and “Password” as supplied by your ISP (Internet Service Provider)
and click Apply to continue.
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I Cuick Start

* WAN Port
WAN Connection
Frofile Fort

Frotocol
YR CI
Username
Fassword
Service Mame
Auth. Protocol
MTLI

IF Address

Chtain DMS automatically
Frimary DRSSecondan DMNES

[ADSL v |

| FFRFoE { RFZ2516, PPF over Ethernet)

L ECR

| |
| |
| |

| Chapauto) |

1492 |

0.0.0.0 |
('0.0.0.0' means 'Obtain an IP address automatically?

[¥] Enahble

Profile Port: Select the connection mode. There is ADSL.

Protocol: Select the protocol mode. The default mode is PPPoE.
VPI/VCI: Enter the VPI and VCI information provided by your ISP.

Username: Enter the username provided by your ISP.

Password: Enter the password provided by your ISP.

Service Name: This item is for identification purposes. If it is required, your ISP provides you the

information.

Authentication Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific

headers) that IP will attempt to send through the interface.

IP Address: Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address

from your ISP.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox

to obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS
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5. Configure the Wireless LAN setting.

oo -

T Wrplpss M oF NWhRrdess

Faramatera

WAk Barvine < Erable L0 Dissgis
eSSl wlan-ap

EESID Brogscast =) Enable 3 Disable
Rstiguiaion Chamain H AmaiCE

Channal IG charnal 1 (3813 GHT W

Cecurity Parameters

Eesuiy Llods Fisiabls T,

WLAN Service: Default setting is set to Enable. If you want to use wireless, both 802.11g and
802.11b device in your network, you can select Enable.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security propose, change to a unique ID name to the AP which is already built-in to the
router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure your
wireless clients have exactly the ESSID as the device, in order to get connected to your network.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enable.

® Enable: When Enable is selected, you can allow anybody with a wireless client to be able to
locate the Access Point (AP) of your router.

® Disable: Select Disable if you do not want broadcast your ESSID. When select Disable, no
one will be able to locate the Access Point (AP) of your router.

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the ID channel that you would like to use.

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The
default mode of wireless security is Disable.

6. Set up VolP.

30



I Quick Start \ ‘\-&_ .

*MolP  (WAR = Wireless = VolP)

SIP [ ]Enahle Region

Setting for Phone Port 1

SIF Service Provider | Manual VI Phone Mumber | | Usernarme | |

Fassword | | Display Mame | |

Eegistrarﬂddress{nr | Llser . | |Dutbnund P ooy | |
ostname) Domain/Realm Address

¢! Caution' The Yol P configuration will taite effect onle when yow aoois the changes, savie configuration and restatt the
device.

[P«pply] [ Cancel ]

SIP: To use VolIP SIP as VolP call signaling protocol. Default is set to Disable.

Region: This selection is a drop-down box, which allows user to select the country for which the
VolIP device must work. When a country is selected, the country parameters are automatically
loaded.

SIP Service Provider: This section allows you to select the service provider. When the selection
is done, respective parameters below are automatically displayed.

Phone Number: This parameter holds the registration ID of the user within the VoIP SIP registrar.

Username: If the username is same as the Phone Number, leave it blank. Otherwise, fill in the
space with your username given by your VolP provider.

Password: This parameter holds the password used for authentication within VolP SIP registrar.

Display Name: This parameter will be appeared on the Caller ID.

Remark:
For products available in the USA/Canada market, only channel 1~11 can be operated.
Selection of other channels is not possible.
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7. Wait for the configuration.

foms s W

- R (A 41 Ll 34
Save confguration.
Save configuration to FLASH. Please wait for & seconds

= WAAN B Bl s \ahrelans
Process finished

SUCCOSE,

The Guick Start process is finlshed. Your device has been succesafully configured,

8. When ADSL is synchronic, it will appear “check”.

J At

T Device Information *Port Status

Model Marme BiFAC T401VGPR4 Ethernet o

Host Mame » haorme.gateway ADSL » b4

Systermn Up-Time 1 day, 0 hour Wireless » '

Current TIMe v gyn 04 .Jan 1970 - 00:21:41 Phone Port 1 ®

Hardware Version Solos-W ADSL-MAGNOS w100

Software Version 5.53.55.ds8

MAC Address 00:04:ED: 222222

* WAN

Port Protocol YPINCI Connection IP Address Subnet Mask Default Gateway Primary DHNS
ADSL PPPoE 8 r3g  xDELlineis not synchronized 0.0.0.0 0.0.0.0 Mone
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your ADSL router.

LAN, WAN, System, Firewall, VolP, QoS, Virtual Server, Wake on LAN, Time Schedule and
Advanced

The function of each configuration sub-item is described in the following sections.
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LAN - Local Area Network

Here are the items within the LAN section: Bridge Interface, Ethernet, IP Alias, Ethernet Client
Filter, Wireless, Wireless Security, Wireless Client / MAC Address Filter, WPS, Port Setting
and DHCP Server.

Bridge Interface

I:.-':.. Ation 1“1% .

 Endge inbeRacn
Paramates
Bricj Ietaifioe LA Podt

b <|P1 =2 [Fra =P
wiarnenl Py P2 0Py pa
ETwmell =2 [-3] 3 i
winarniesl BT P2 P3 pa
Dveal & M BTl

Hanagement Intedaog 15 alenl

| Appay |

You can setup member ports for each VLAN group under Bridge Interface section. From the example,
two VLAN groups need to be created.

Ethernet: P1 (Port 1)
Ethernet1: P2, P3 and P4 (Port 2, 3, 4). Uncheck P2, P3, P4 from Ethernet VLAN port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged in
this order.

Bridge Interface VLAN Port (Always starts with)
ethernet P1/P2/P3/P4

ethernet1 P2/ P3/P4

ethernet2 P3 /P4

ethernet3 P4

Management Interface: To specify which VLAN group has possibility to do device management,
like doing web management.

Note: NAT/NAPT can be applied to management interface only.
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Ethernet

= E Ihasnidf

Frimary IF &ddress

P Addiass 182 %] 1 et}
Sutrat Llagk 55 255 155

RIF Claewvr O fed L R vl maticast

Prim IP Addr
IP Address: The default IP on this router.

Subnet Mask: The default subnet mask on this router.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

IP Alias

This function creates multiple virtual IP interfaces on this router. It helps to connect two or more local
networks to the ISP or remote node. In this case, an internal router is not required.

- uE .

*IF Alas
Paraminers
P Sdcdrans Mabmasi Securily Infarface
rhama -
[fe3) [Esticem ]
Ed# IF kddress Eubnal Mazk Security inkerzce Digsatn

IP Address: Specify an IP address on this virtual interface.
SubNetmask: Specify a subnet mask on this virtual interface.
Security Interface: Specify the firewall setting on this virtual interface.

Internal: The network is behind NAT. All traffic will do network address translation when sending
out to Internet if NAT is enabled.

External: There is no NAT on this IP interface and connected to the Internet directly. Mostly it will
be used when providing multiple public IP addresses by ISP. In this case, you can use public IP
address in local network which gateway IP address point to the IP address on this interface.

DMZ: Specify this network to DMZ area. There is no NAT on this interface.
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Ethernet Client Filter

The Ethernet Client Filter supports up to 16 Ethernet network machines that helps you to manage
your network control to accept traffic from specific authorized machines or can restrict unwanted
machine(s) to access your LAN.

There are no pre-define Ethernet MAC address filter rules; you can add the filter rules to meet your
requirements.

T Lt Ol Piles

Iilermeg IDdas

Emhamal Cign Fiser 5 Chiable ) Mowsd ) Mocked
WAL &ddeens Ligi NOIEE &

[MASL0 Sograad Sodrmal e oeor aor e xrar]

Sy

Ethernet Client Filter: Default setting is set Disable.

® Allowed: check to authorize Sé)ecific device accessing your LAN by insert the MAC Address
in the space provided or click the Candidate button. Make sure your PC’s MAC is listed.

@® Blocked: check to prevent unwanted device accessing your LAN by insert the MAC Address
in the space provided or click the Candidate button. Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in
hexadecimal characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Semicolon ( : ) must be included.

Candidates: automatically detects devices connected to the router through the Ethernet. .

Click the Candidate button to access the Active PC in LAN window.

ff' Active FC in LAN - Windowsz Intermet Explorer |Z||E|[z|
£ | hitp:#192.168.1 254 tatnsmactable. himl b

Active PCin LAN

IP Address MAC Address
[1192.168.1.12 00:05:5d:71:92:69

Active PC in LAN: Active PC in LAN displays a list of individual Ethernet device’s IP Address &
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MAC Address which connecting to the router.

You can easily by checking the box next to the IP address to be blocked or allowed. Then, Add to
insert to the Ethernet Client Filter table. The maximum Ethernet client is 16.

37



Wireless
I Configuration

TWireless
Parameters

WLAN Service
Mode

ESSID

ESSID Broadcast
Regulation Domain
Channel ID

Ty PowerLevel
Caonnected

AP MAC address

AP Firmmnare Yersion
Wireless Distribution System (WDS)
WDS Service

® Enahle O Disahle

| Channel 1 (2.412 GHz) |+ |

1127 {127

frue
00:04:ed: 222223

217.33.0

JEnable & Disable

1.FPeer'WD5s MAC address

|
\00:00:00:00:00:00 |
|
I

2. Peer'WDS MAC address

3.Peer WDS MAC address 00:00:00:00:00:00

4 Peer'™DS MAC address !EIEI:EIEI:EIEI:EIEI:EIEI:IZIEI

[Applﬁ;] [Cancel ]

Parameters

WLAN Service: Default setting is set to Enable. If you do not have any wireless, both 802.11g
and 802.11b, device in your network, select Disable.

Mode: The default setting is 802.11b+g (Mixed mode). If you do not know or have both 11g and
11b devices in your network, then keep the default in mixed mode. From the drop-down manual,
you can select 802.11g if you have only 11g card. If you have only 11b card, then select 802.11b.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security purpose, change the default wlan-ap to a unique ID name to the AP already
built-in to the router’s wireless interface. It is case sensitive and must not excess 32 characters.
Make sure your wireless clients have exactly the ESSID as the device, in order to get connected to
your network.

Note: It is case sensitive and must not excess 32 characters.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless
client searches for a network, router can then be discovered and recognized. Default setting is
Enabled.

® Disable: If you do not want broadcast your ESSID. Any client uses “any” wireless setting can-
not discover the Access Point (AP) of your router.
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® Enable: Any client that using the “any” setting can discover the Access Point (AP).

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the wireless connection ID channel that you would like to use.

Note: Wireless performance may degrade if select ID channel is already being occupied by
other AP(s).

TX PowerLevel: Itis a function that enhances the wireless transmitting signal strength. User
may adjust this power level from minimum 1 up to maximum 127.

Note: The Power Level maybe different in each access network user premises environment
and choose the most suitable level for your network.

Connected: Representing in true or false. That it is the connection status between the system
and the build-in wireless card.

AP MAC Address: It is a unique hardware address of the Access Point.

AP Firmware Version: The Access Point firmware version.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other access
point. It is easy to be installed simply to define peer’s MAC address of the connected AP. WDS takes
advantages of cost saving and flexibility which no extra wireless client device is required to bridge
between two access points and extending an existing wired or wireless infrastructure network to
create a larger network. It can connect up to 4 wireless APs for extending cover range at the same
time.

In addition, WDS enhances its link connection security in WEP mode, WEP key encryption must be
the same for both access points.

WDS Service: The default setting is Disable. Check Enable radio button to activate this
function.

1. Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that your
peer’s AP must include your MAC address in order to acknowledge and communicate with
each other.

2. Peer WDS MAC Address: It is the second associated AP’s MAC Address.
3. Peer WDS MAC Address: It is the third associated AP’s MAC Address.

4. Peer WDS MAC Address: It is the fourth associated AP’s MAC Address.
Note: For MAC Address, Semicolon ( : ) must be included.
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Wireless Security

You can disable or enable with WPA or WEP for protecting wireless network.
The default mode of wireless security is disabled.

— aE

“Wireess Tecily
DnrsmEIars

Seouity Made Dus-atia L

| Apply | | Canced |
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WPA-PSK /| WPA2-PSK /| WEP
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Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The
default mode of wireless security is Disable.

WPA Algorithms: There are two types of the WPA-PSK, WPA-PSK and WPA2-PSK. The WPA-
PSK adapts the TKIP (Temporal Key Integrity Protocol) encrypted algorithms, which incorporates
Message Integrity Code (MIC) to provide protection against hackers. The WPA2-PSK adapts
CCMP (Cipher Block Chaining Message Authentication Code Protocol) of the AES (Advanced
Encryption Security) algorithms.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 600 seconds.

WEP

oo TS

T EHuns Secority

Paramiters

Bty hldidd NeR -

WEF Alithind Sal on AR 2 R AT,

WWEF Enfrspliad SWERAL T EREs Hae -
Pagsphrase | Genprais |

Défa Usad WEP Ké 1 a i

Ky 1 00000000040

Ky 2 000000

Hry 3 000003000

Ky 4 00400000

HINT: Inpul 1 hesddeomal Sgnis (0-8. &) in &

|ur-r-l. | Cancai |

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. If you require high
security for transmissions, there are two options to select from: Open System, Share key.

WEP Encryption: To prevent unauthorized wireless stations from accessing data transmitted over
the network, the router offers highly secure data encryption, known as WEP. If you require high
security for transmissions, there are two alternatives to select from: WEP 64 and WEP 128. WEP
128 will offer increased security over WEP 64.
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Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format is in HEX style, 10 and 26 HEX codes are required for WEP64
and WEP128 respectively.
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Wireless Client /| MAC Address Filter

The MAC Address supports up to 16 wireless network machines and helps you manage your network
control to accept traffic from specific authorized machines or to restrict unwanted machine(s) to
access your LAN.

There are no pre-define MAC Address filter rules; you can add the filter rules to meet your
requirements.

I- e Wi Lmrl .

Pl el Clem | MAC Nililess Pl

Fibtepiong Fraos
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Wireless Client Filter: Default setting is set to Disable.

® Allowed: To authorize specific device accessing your LAN by insert the MAC Address in the
space provided or click the Candidate button. Make sure your PC’s MAC is listed.

® Blocked: To prevent unwanted device accessing the LAN by insert the MAC Address in the
space provided or click the Candidate button. Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in
hexadecimal characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Semicolon ( : ) must be included.

Candidates: It automatically detects devices connected to the router through the Wireless
feature.

Click the Candidate button to access the Associated Wireless Client window.

7 hitp://192.168.1.254 - Associated ... [2 |[51/[X]

Associated Wireless Clients

(] o0:18:de:04:9d e
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Associate Wireless Client: Displays a list of individual wireless device’s MAC Address that currently
connects to the router.

You can easily by checking the box next to the MAC address to be blocked or allowed. Then, Add to
insert to the Wireless Client (MAC Address) Filter table. The maximum Wireless client is 16.

WPS

WPS feature is follow Wi-Fi Alliance WPS standard and it easily set up security-enabled Wi- Fi
networks in the home and small office environment. It is reduced by half the user steps to

configure a network and supports two methods that are familiar to most consumers to configure a
network and enable security.

- n

WPS

Parameters

Role ) Registrar () Enrallee
WiPS PIM 90932489

Enrallee's PIM | |

[Start] [ Cancel ]
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Port Setting

This section allows you to configure the settings for the router’s Ethernet ports to solve some

of the compatibility problems that may be encountered while connecting to the Internet, as well

allowing users to tweak the performance of their network.

I Configuration

*Port Setting
Parameters

Fortl Connection Type
Fort2 Connection Type
Fort3 Connection Type
Fortd Connection Type

IPvd TS Priarity Control
Set High FPriority TOS

I Allto b |
Auto v
| Auto |
! Allto b |

() Enable &) Disable

\ 4

[e3[ez Ce1 Cleo [sa [Cas [la7 a6 [ls5 C154 (530052 Cls1 Clao 14948
Cla7 a6 (a5 44 [az a2 a1 Clan C3aCzs Car O3 Clas 3433032
a1 Oz0 0029028 CerC2e 25 24 C2aC22 021 COzo Cl1aC1s 17 Clis

Flis Flis Flea Pl Pl PaPle Pl e FleFleFl s Fls Fl2Fl 2 Fl1 Fla

Port # Connection Type: There are Six options to choose from: Auto, disable, 10M half-duplex,
10M full-duplex, 100M half-duplex, 100M full-duplex and Disable. Sometimes, there are Ethernet

compatibility problems with legacy Ethernet devices, and you can configure different types to

solve compatibility issues. The default is Auto, which users should keep unless there are specific

problems with PCs not being able to access your LAN.

IPv4 TOS priority Control (Advanced users): TOS, Type of Services, is the 2" octet of an IP
packet. Bits 6-7 of this octet are reserved and bit 0-5 are used to specify the priority of the packet.

This feature uses bits 0-5 to classify the packet’s priority. If the packet is high priority, it will flow
first and will not be constrained by the Rate Limit. Therefore, when this feature is enabled, the

router’s Ethernet switch will check the 2" octet of each IP packet. If the value in the TOS field
matches the checked values in the table (0 to 63), this packet will be treated as high priority.
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DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router’s DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.
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To disable the router’s DHCP Server, check Disabled and click Next, then click Apply. When the
DHCP Server is disabled you will need to manually assign a fixed IP address to each PCs on your
network, and set the default gateway for each PCs to the IP address of the router (by default this is
192.168.1.254).

To configure the router’s DHCP Server, check DHCP Server and click Next. You can then configure
parameters of the DHCP Server including the IP pool (starting IP address and ending IP address to
be allocated to PCs on your network), lease time for each assigned IP address (the period of time
the IP address assigned will be valid), DNS IP address and the gateway IP address. These details
are sent to the DHCP client (i.e. your PC) when it requests an |IP address from the DHCP server.
Click Apply to enable this function. If you check “Use Router as a DNS Server”, the ADSL Router will
perform the domain name lookup, find the IP address from the outside network automatically and
forward it back to the requesting PC in the LAN (your Local Area Network).

If you check DHCP Relay Agent and click Next, then you will have to enter the IP address of the
DHCP server which will assign an IP address back to the DHCP client in the LAN. Use this function
only if advised to do so by your network administrator or ISP.

Click Apply to enable this function.
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WAN - Wide Area Network

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP and the
Internet. Here are the items within the WAN section: WAN Profile and ADSL Mode.

WAN Profile
PPPoE Connection

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

I Configuration l ‘% .

TWAN Connection
PPPoE Routed
Prafile Port |ADSL |

Protocol | PPPoE ( RFC2516, PPF over Ethernet) v|

Descrigtion |[PPPOE WAN Link | PRIV s {38 | aTMClass  |UBR v
Lsername | | Password | |Sewice Mame | |
NAT Enable IP (0.0.0.0: Auta) |0.0.0.0 | Auth. Protocal | Chap(Auto) v |
Connection | Always On w i Idle Timeout _III 'min.:gj. hTLI W

RIF Ll ripvt O RIPv2 [ RIP w2 Multicast TCP MSS Clamp [¥]Enable

g?&uﬂng Clenaple |00 J:foo J:fo0 oo fJoo Jifoo |

gﬂtgm [+] sutomatic Pritnary I 1.0.0.0 | Secondary | 1.0.0.0

|add|| EditDelete |

Edit Mame Description Creator WP Wi Delete
=) weanlink FPPoE WAR Link Factory Defaults ] 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply
‘username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information. Maximum input is 15 alphanumeric characters.
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NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.
Connection:

@® Always on: If you want the router to establish a PPPoA session when starting up and to auto-
matically re-establish the PPPoA session when disconnected by the ISP.

® Connect on Demand: If you want to establish a PPPoA session only when there is a packet
Iretques’ftl)ng access to the Internet (i.e. when a program on your computer attempts to access the
nternet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

® Detail: You can define the destination port and packet type (TCP/UDP) without checking by
timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS
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PPPoA Connection

Jrooorse n:

TWaAN Connection
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Desctiption PPPos Routed e E 135 | ATMClass  [UBR |
Lsernarme | | Fassward | |

NAT [“] Enable IP (0.0.0.0: Auto) |0.0.0.0 | Auth. Protocal | Chap(Auto) v |
Connection !Always on V| ldle Timeout .III—_. minis) ML W
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|add|| EditDelete |
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Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your
ISP.

ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing the single IP address. If users on your LAN have
public IP addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.
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Connection:

® Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.

® Connect on Demand: If you want to establish a PPPoA session only when there is a
acket requesting access to the Internet (i.e. when a program on your computer attempts
o access the Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the
line for a predetermined period of time.

Detail: You can define the destination port and packet type (TCP/UDP) without checking
by timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.
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MPoA Connection
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Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

Encap. mode: Choose whether you want the packets in WAN interface as bridged packet or
routed packet.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IP (0.0.0.0:Auto): Specify an IP address allowed to logon and access the router’s web server.

Note: IP 0.0.0.0 indicates all users who are connected to this router are allowed to logon the
device and modify data.

Netmask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128.
Type the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.
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MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.
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IPoA Routed Connection

' onfguration i 'II'!'é .

=TWAN Commsc oy

i, Rowned
Profils Pon E0VS], ae

Frobasal IFas | RFCASTT Classic P snd ARP soar ATL W

Desemphen IFs raighed PG 133 ATM Clasg pi=] a
HAT [FlEnakia LS 1E13]

¥ (0.0.0,0 &) (T Festmas) 2000 R

R Cl&e o O eiea2 O AP v uusicast TOP LSS Clwmre [FiEname
Dipdsin DS [F] sfemisne Prifmary G oy

B Harmg Destrpliog Craaior bl Wil Delets
{s CEL L FRrPel WAl Link Cedick St i3 13

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IP (0.0.0.0:Auto): Specify an IP address allowed to logon and access the router’s web server.

Note: IP 0.0.0.0 indicates all users who are connected to this router are allowed to logon the
device and modify data.

Netmask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128. Type
the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.
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Pure Bridge

Configur ation i‘% !

TWWAN Connection
RFC 1483 Bridoed
ProflePort | ADSL + |

Protocol ;uli'ure Elnridge ~ |

Description  |RFC 1483 bridged mod  YPINC] E {35 | ATMClass |UBR v |

Encap. Method ELLCEIridged w Arceptable Frame Type |accepta|l v| Filter Type IAII v.

|add|| Edit/Delete

Edit Marme Description Creator WP WiC| Delete
O weanlink PPPoE WAr Link Factory Defaults ] 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for this connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

Encap. method: Select the encapsulation format, this is provided by your ISP.

Acceptable Frame Type: Specify which kind of traffic goes through this connection, all traffic or
only VLAN tagged.

Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoE types of ethernet packets through the port.

54



ADSL Mode

I Configuration l‘\é— -

TADSL Mode

Parameters

Connect Mode Al v
Modulation | G.DmtBisPlusAuts v |
Frofile Type |Wr

Activate Line true v

Cading Gain i@

T Attenuation |WEIYJ

Elapsed Time

[Apply] [ Cancel ]

Connect Mode: This mode will automatically detect your ADSL line code, ADSL2+, ADSL2,
AnnexM2 and AnnexM2+, ADSL, All. Please keep the factory setting unless ADSL is detected as
the symptom of synchronization problem.

Modulation: It will automatically detect capability of your ADSL line mode. Please keep the
factory setting unless ADSL is detected as the symptom of synchronization problem.

Profile Type: Please keep the factory settings unless ADSL is detected as the symptom of low link
rate or unstable problems. You may need to change the profile setting to reach the best ADSL line
rate, it depends on the different DSLAM and location.

Activate Line: Aborting (false) your ADSL line and making it active (true) again for taking effect
with setting of Connect Mode.

Coding Gain: It reduces router’s transmit power which will effect to router’s downstream
performance. Higher the gain will increase the downstream rate but it sometimes causes unstable
ADSL line. The configurable ADSL coding gain is from 0 dB to 7dB, or automatic.

Tx Attenuation: It is the ADSL transmission power that the modem is using. The lower the power
the better performance in router’s upstream. Configurable value is between 0~12.

Elapsed Time: It means the running time of ADSL.
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System

Here are the items within the System section: Time Zone, Remote Access, Firmware Upgrade,
Backup/Restore, Restart and User Management.

Time Zone
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The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the current time from an SNTP server outside your network. Choose your
local time zone, click Enable and click the Apply button. After a successful connection to the Internet,
the router will retrieve the correct local time from the SNTP server you have specified. If you prefer
to specify an SNTP server other than those in the list, simply enter its IP address as shown above.
Your ISP may provide an SNTP server for you to use.

Daylight Saving is also known as Summer Time Period. Many places in the world adapt it during
summer time to move one hour of daylight from morning to the evening in local standard time. Check
Enable box to set your local time.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the
load on your specified SNTP server you should keep the poll interval as high as possible — at the
absolute minimum every few hours or even days.
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Remote Access

I- ETETE T li'lll-.':l .

kisapile Aceans
WO FTLT TAIWERd AF Iy (ead Pl 0 A In i Slierdrsdann atiani of nhis araarb disde s

Allra Al L T 20 mindes [0 migdns Aliwed dhsdys )

| Enabin

To temporarily permit remote administration of the router (i.e. from outside your LAN), select a time
period the router will permit remote access for and click Enable. You may change other configuration

options for the web administration interface using Device Management options in the Advanced
section of the GUI.

If you wish to permanently enable remote access, choose a time period of 0 minute.

Firmware Upgrade

Iilumiuul ation l“‘\g .

FRirmware Upgrade

You may upgrade the system software on your network device

Mew Firmware Image [ Browse..

Your router’s “firmware” is the software that allows it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software it runs. Over time

this software may be improved and revised, and your router allows you to upgrade the software it
runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to
your PC. Once the correct file is selected, click Upgrade to update the firmware in your router.

DO NOT power down the router or interrupt the firmware upgrading while
it is still in process. Improper operation could damage the router.
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Backup / Restore
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| Restore |

These functions allow you to save and backup your router’s current settings to a file on your PC, or
to restore a previously saved backup. This is useful if you wish to experiment with different settings,
knowing that you have a backup handy in the case of any mistakes. It is advisable to backup your
router’s settings before making any significant changes to your router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also change the
name of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore settings files that have
been generated by the Backup function, and that were created when using the current version of the
router’s firmware. Settings files saved to your PC should not be manually edited in any way.

After selecting the settings file you wish to use, pressing Restore will load those settings into the
router.
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Restart Router

Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).
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If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings.

You may also reset your router to factory settings by holding the small Reset pinhole button more
than 6 seconds on the back of your router.

Caution: After pressing the RESET button for more than 6 seconds, to be sure you power
cycle the device again.
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User Management
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In order to prevent unauthorized access to your router’s configuration interface, it requires all users
to login with a password. You can set up multiple user accounts, each with their own password.

You are able to Edit existing users and Add new users who are able to access the device’s configuration
interface. Once you have clicked on Edit, you are shown the following options:
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You can change the user’s password, whether their account is active and valid, as well as add a
comment to each user account. Click Edit/Delete button to save your revise. You cannot delete
the default admin account, if you do you will be log out. However, you can delete any other created
accounts by clicking Delete when editing the user. You are strongly advised to change the password
on the default “admin” account when you receive your router, and any time you reset your configuration
to Factory Defaults.
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When you create a user account, check Valid box and fill in the respective information for User,

Comment, Password and Confirm Password in the blanks provided. Then click the Add button to
add your new user account.

Iq arlligam Al 1‘_"& .

* Uhnar Managemant
Comr s Dafied e s

valid  Lsae Camment Fasswioad Canfiem Passward
F"‘I TiFsl TSt (TET Y T

[aga] [ Eaniceies |

Ean Walid (T Comment Daletn
) Brii ] Ceifaull agmin wsdr

To delete a user account, click on the Delete radio button on the right column of the account
you wish to delete and then click the Edit/Delete button on the top to confirm your deletion.
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Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet acces

S

from your LAN, as well as helping to prevent attacks from hackers. Besides, when using NAT, the

router acts as a “natural” Internet firewall, as all PCs on your LAN will use private IP addresses
that cannot be directly accessed from the Internet.
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Firewall & Filter

Firewall: Prevent outsiders from accessing your local network. The router provides three leve
of security support:

Is

-

”0??' When using Virtual Servers your PCs will be exposed to the degree
r
E specified in your Virtual Server settings provided the ports specified are
opened in your firewall packet filter settings.
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NAT natural firewall: This masks LAN users’ IP addresses which are invisible to users on the

Internet, thus making it more difficult for a hacker to target a machine on your network. This natural

firewall is turned on when NAT function is enabled.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules to
prevent unauthorized computers or applications to access your local network from the Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent and log malicious attacks.
Access Control: Prevent access from PCs on your local network.

Firewall Security and Policy (General Settings): Outbound direction of Packet Filter rules to
prevent unauthorized computers or applications from accessing the Internet.

URL Filter: To block PCs on your local network from unwanted websites.
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Listed are the items under the Firewall section: General Settings, Packet Filter, Intrusion Detection,
URL Filter, IM/P2P Blocking and Firewall Log.

General Settings

You can choose not to enable Firewall and still able to access to URL Filter and IM/P2P Blocking or
enable the Firewall using preset filter rules and modify the port filter rules as required. The Packet
Filter is used to filter packets based-on Applications (Port) or IP addresses.
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There are four options when you enable the Firewall, they are:

@® All blocked/User-defined: no pre- deflned ort or address filter rules by default, meaning that
all inbound (Internet to LAN) and outbound ( to Internet) packets will be blocked. Users have
to add their own filter rules for further access to the Internet.

® High/Medium/Low security level: the predefined port filter rules for High, Medium and Low
security are displayed in Port Filters of Packet Filter.

Select either High, Medium or Low security level to enable the Firewall. The only difference between
these three security levels is the preset port filter rules in the Packet Filter. Firewall functionality is
the same for all levels; it is only the list of preset port filters that changes between each setting. For
more detailed on level of preset port filter information, refer to Table 1: Predefined Port Filter.

If you choose of the preset security levels and add custom filters, this level of filter rules will be saved
even and do not need to re-configure the rules again if you disable or switch to other firewall level.

The “Block WAN Request” is a stand-alone function and not relate to whether security enable or
disable. Mostly it is for preventing any scan tools from WAN site by hacker.
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SIP ALG: You can choose to enable or disable SIP ALG by clicking on the radio buttons.
FTP ALG: You can choose to enable or disable FTP ALG by clicking on the radio buttons.

'
” ﬁf £, Any remote user attempting to perform this action may result in blocking all accesses to
configure and manage the device from the Internet.
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Packet Filter

This function is only available when the Firewall is enabled and one of these four security levels is
chosen (All blocked, High, Medium and Low). The preset port filter rules in the Packet Filter must

modify accordingly to the level of Firewall, which is selected. See Table1: Predefined Port Filter for
more detail information.
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I Configuration o .
k E

T Packet Filter

Parameters

Rule Mame Helper == | —-Select- w

Time Schedule Alwiays On w

Source [P Addressies) |0.0.0.0 Metrmask 10.0.0.0

Destination IP Address(es) 0.0.0.0 Metrmask 0.0.0.0

Type TCFP L Protocal Mumber

Source Port 0 - 65535

Destination Port o - B8535

Inbound Allowy  w

Cuthound Allowy w

. ) Source P f Metmask Source portis) Inbound
Edit Rule Mame Time Schedule e Frotocol — Delete
Destination 1P § Metmask Drestination port(s) Cuthound
. : nooofso0oo 0 ~B5535 Block
& mei_http  Always On TCF L
B 00000000 a0 -~ a0 All oty i
. ) 0o0o0fso000 0 ~B5535 Block
3 mei_msnicp  Always On TCF )
- 0.000s0000 1863 ~ 1863 All oy
- ) 0oo0fso00o0 0 ~B5535 Block
@ mei_dns  Alwvays On LIDP )
- 0.0o00s0000 A3 ~53 Allony -
. ) 0ooo0so000 0 ~B5535 Block
& mei_tdns  Alwvays On TCP &
- 0.000s0000 83 ~63 Allowy -
. : noooso0oo 0 ~B5535 Block
& mei_ftp Abways On TCF L
B 00000000 21~ 21 All oty i
. : 0o0o0fso000 0 ~B5535 Block
& mei_tnet  Alwvays On TCF )
B 0.000s0000 23 ~23 All oy
: 000070000 0 ~E5535 Block _
&) mei_smtp  Always On TCF i
B 000070000 25 ~ 25 Allorwy B
: 000050000 0 ~B5535 Block -
Y mei_popd  Always On TCF £
0o0ooso0oo 110 ~110 Allony

: 0o0o0s0000 0 ~B5535 Block -
) mei_nntp  Always On TCF L
B 00000000 118 ~119 Aoty B
: 00o00s0000 0 ~B5535 All oty -
= mei_rav  Abvays On LIDF )
B 00000000 TO70~7070 Aoty B
. 000070000 PaliA, Block _
&) mei_icmp  Always On [ZMP i
B 000070000 Pl Allorwy B
: 000050000 0 ~B5535 Block -
) mei_h323  Always On TCF i
B 0o0ooso0oo 1720 ~1720 Allony B
: 0o0o0s0000 0 ~B5535 Block -
) mei_t120  Always On TCF L
B 00000000 1503 ~ 1503 Aoty B
; 00o00s0000 0 ~B5535 Block -
= mei_ssh  Always On TCF )
B 00000000 22~ 22 Aoty B
i 000070000 0 ~EB5535 Block _
&) mei_sntp  Ahwvays On LICP i
B 000070000 123 ~123 Allorwy B
: 000050000 0 ~B5535 Block -
) mei_https Abways On TCF i
B 0o0ooso0oo 443 ~ 443 Allony B
: 0o0o0s0000 0 ~B5535 Block -
) mei_httpp Always On TCF L

0.0.0.0/0.0.0.0 a080 ~ 8050 Allowy



Example: Predefined Port Filters Rules

The predefined port filter rules for High, Medium and Low security levels are listed. See Table 1.

Note: Firewall — All Blocked/User-defined, you must define and create the port filter rules
yourself. No predefined rule is being preconfigured.

Table 1:
Brodefined noon | Firewall - Low |Firewall - Medium| Firewall - High
Port Filter |Protocol
Start | End |Inbound |Outbound|Inbound |Outbound |Inbound |Outbound
Abpbplication
HTTP(80) | TCP®B)| 80 | 80 | NO | YES NO YES NO | YES
DNS (53) |UDP(17)| 53 | 53 | NO | YES NO YES NO | YES
DNS (53) | TcP®)| 53 | 53| NO | YES | NO | VYES NO | YES
FTP(21) TCP(6) | 21 21 NO YES NO YES NO NO
Telnet(23) | TCP®6) | 23 | 23 | NO | YES NO YES NO NO
SMTP(25) |TCP®6)| 25 | 25 | NO | YES NO YES NO YES
POP3(110) | TCP(6) | 110 | 110 | NO | YES NO YES NO | YES
NEWS(NNTP)
(Network = | 1p6) 1419 {119 NO | YES | NO | YES NO NO
News Transfer
Protocol)
RealAudio/
RealVideo |UDP(17)|7070(7070| YES YES YES YES NO NO

(7070)

PING ICMP(1)| N/A | N/A NO YES NO YES NO YES
H.323(1720) | TCP(6) (1720|1720 YES YES NO YES NO NO
T.120(1503) | TCP(6) [1503[1503| YES | YES | NO YES NO NO

SSH(22) TCP(6) | 22 | 22 NO YES NO YES NO NO
NTP /SNTP |UDP(17)| 123 | 123 NO YES NO YES NO YES
HTTP/HTTP
Proxy (8080) TCP(6) | 8080|8080 NO YES NO NO NO NO
HTTPS(443) | TCP(6) | 443 | 443 NO YES NO YES N/A N/A
ICQ (5190) | TCP(6) |5190|5190| YES | YES | N/A N/A N/A N/A
MSN (1863) | TCP(6) [1863|1863| YES YES N/A N/A N/A N/A
MSN (7001) |UDP(17){7001|7001| YES YES N/A N/A N/A N/A
MS(I\QJSQ(E)I)NO TCP(6) |{9000 (9000 NO YES N/A N/A N/A N/A
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Inbound: Internet to LAN
Outbound: LAN to Internet
YES: Allowed

NO: Blocked

N/A: Not Applicable

Packet Filter — Add TCP/UDP Filter
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Rule Name Helper: Users-define description to identify this entry or click “Select” drop-down
menu to select existing predefined rules. The maximum name length is 32 characters.

Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or

block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range

you wish to allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive
the Address-Filter rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP Address
and use a Host Subnet Mask of “255.255.255.255".

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP.
Protocol Number: Insert the port number.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option
be configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Add button to apply your changes.
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Packet Filter — Add Raw IP Filter

Go to “Type” drop-down menu, select “Use Protocol Number”.
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Rule Name Helper: Users-define description to identify this entry or choosing “Select” drop-down
menu to select existing predefined rules.

Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range
you wish to allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive
the Address-Filter rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP
Address and use a Host Subnet Mask of “255.255.255.255".

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP.
Protocol Number: Insert the port number, i.e. GRE 47.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option
be configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click the Add button to apply your changes.

Example: Configuring your firewall to allow a publicly accessible web server on your LAN

The predefined port filter rule for HTTP (TCP port 80) is the same no matter whether the firewall is
set to a high, medium or low security level. To setup a web server located on the local network when
the firewall is enabled, you have to configure the Port Filters setting for HTTP.
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As you can see from the diagram below, when the firewall is enabled with one of the three presets
(Low/Medium/High), inbound HTTP access is not allowed which means remote access through
HTTP to your router is not allowed.

Note: Inbound indicates accessing from Internet to LAN and Outbound is from LAN to the

Internet.
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Configuring Packet Filter:

1. Click Packet Filters. You will then be presented with the predefined port filter rules screen (in
this case for the low security level), shown below:

Note: You may click Edit the predefined rule instead of Delete it. This is an example to show
to how you add a filter on your own.
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2. Choose the radio button you want to delete the existing HTTP rule. Click Edit/Delete button to
delete the existing HTTP rule.

I Configuration [“‘\cl' !

TPacket Filter

Parameters
Rule Name Helper |lei_http [ <= |-Belect- v |
Time Schedule [Always On |
Source IP Address(es) 0.0.0.0 ] MNetmask 0.0.0.0 |
Destination [P Addressies) :IZI_IZIIZI_D_ | Metrmask IIZIIZI_IZI_IZI_ |
Type [TcP | Protocol Mumber [ I
Source Port 0 |_|gs53s |
Destination Port a0 BED |
Inbound IEII::n:k v'!
Outhound Allow v
Add Editf Delete
: ; Source P/ Metmask. Source port(s) Inbound :
Edit Rule Name Time Schedule o Frotocol e Delete
Destination P f Netrmask Destination port{s) Outhound

; 000070000 0~ F5535 Block =,

= lei_http Always On TCP )
ooooso0000 80 ~ 80 All oy

; oooo/0000 0 ~f5535 Black .
O lei_dns Always On §n]=] @
P 0o0o0o0/0000 3 ~ 43 Aldl oy

3. Input the Rule Name, Time Schedule, Source/Destination IP, Type, Source/Destination Port,
Inbound and Outbound.
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Example:

Application: Cindy HTTP

Time Schedule: Always On

Source / Destination IP Address(es): 0.0.0.0 (I do not wish to active the address-filter, instead |
use the port-filter)

Type: TCP (Please refer to Table1: Predefined Port Filter)

Source Port: 0-65535 (I allow all ports to connect with the application))

Redirect Port: 80-80 (This is Port defined for HTTP)

Inbound / Outbound: Allow

Ii.‘.nnfiuul ation 3 “5[‘ .

k Packet Filter %

Parameters

Fule Mame Helper g_-Cinu:I\,r_HﬁP _. <<__.--Select-- i v..

Time Schedule :_-Alwa}_r_s an _' ¥

Source IP Address(es) 0.0.0.0 MNetmask 0.0.00
Destination IP Address(es) [0.0.0.0 Netmask 0non
Type TCF' _v__ FProtocol Mumber -
Source Fart o |-|6s538

Destination Port EIZI EIZI

Inkound _lAI!.q_\.fv_“ v

Duthound -__Allnw v-:

Add Editr Delete
Source [P | Metmask Source port(s) Inbound

Rule Mame Time Schedule e Protocol o
Diestination |P f Metmask Diestination port(s) Ciuthound

1. The new port filter rule for HTTP is shown below:

. 00000000 0~BEa535 All oy
O Cindy_HTTP  Abways On TCFR O

0.0.0.0/0.00.0 80 ~ g0 All O

2. Configure your Virtual Server (“port forwarding”) settings so that incoming HTTP requests on
port 80 will be forwarded to the PC running your web server:

Note: For how to configure the HTTP in Virtual Server, go to Add Virtual Server in Virtual
Server section for more details.
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Intrusion Detection

Ii.‘.mﬂisjul ation i “‘\c{ .

TIntrusion Detection

Parameters

Intrusion Detectian () Enahle @& Disahle
ictitn Protection Block Duration EDD _. zsecunds
Scan Attack Block Duration 86400 |seconds
DOS Attack Block Duration 1800 |seconds
Maximum TGP Open Handshaking Count 1DD l:persecnnd
Maximurm Ping Count 15 ":per second
Maximurn ICMP Count 100 |persecond

[ ClearBlacklist |

The router’s Intrusion Detection System (IDS) is used to detect hacker attacks and intrusion attempts
from the Internet. If the IDS function of the firewall is enabled, inbound packets are filtered and
blocked depending on whether they are detected as possible hacker attacks, intrusion attempts or
other connections that the router determines to be suspicious.

Blacklist: If the router detects a possible attack, the source IP or destination IP address will be
added to the Blacklist. Any further attempts using this IP address will be blocked for the time period
specified as the Block Duration. The default setting for this function is false (disabled). Some attack
types are denied immediately without using the Blacklist function, such as Land attack and Echo/
CharGen scan.

Intrusion Detection: If enabled, IDS will block Smurf attack attempts. Default is false.

Block Duration:

® Victim Protection Block Duration: This is the duration for blocking Smurf attacks. Default
value is 600 seconds.

® Scan Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Scan attack. Scan attack types include X’mas scan, IMAP SYN/FIN scan and similar attempts.
Default value is 86400 seconds.

® DoS Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Denial of Service (DoS) attack. Possible DoS attacks this attempts to block include Ascend Kill and
WinNuke. Default value is 1800 seconds.

Max TCP Open Handshaking Count: This is a threshold value to decide whether a SYN Flood
attempt is occurring or not. Default value is 100 TCP SYN per seconds.

Max PING Count: This is a threshold value to decide whether an ICMP Echo Storm is occurring or
not. Default value is 15 ICMP Echo Requests (PING) per second.

Max ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not. Default
value is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event Log. It
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cannot protect against such attacks.

Table 2: Hacker attack types recognized by the IDS

Intrusion Name |Detect Parameter|Blacklist W22 i .BIOCk 2l Show Log
Duration Packet
Ascend Kill Ascend Kill data | SrcIP DoS Yes Yes
TCP Port
WinNuke 135, Src IP DoS Yes Yes
137~139, Flag:
URG
ICMP type 8 -
Smurf Des IP is Dst IP Vietim Yes Yes
Protection
broadcast
Land attack SrclP = DstIP Yes Yes
Echo/CharGen UDP Echo Port Yes Yes
Scan and CharGen Port
Echo Scan UDP Dst Port = Src IP Scan Yes Yes
Echo(7)
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X’mas Tree Scan | TCP Flag: X’mas | Src IP Scan Yes Yes
TCP Flag: SYN/
FIN DstPort:
IMAP IMAP(143)
SYN/FIN Scan SrcPort: 0 or Src 1P Scan Yes Yes
65535
TCP,
No Existing
SYN/FINIRST/ACK session And Scan| SrcIP Scan Yes Yes
Scan
Hosts more than
five.
TCP
No Existing
session
Net Bus Scan DstPort = Net Bus SrclP Scan Yes Yes
12345,123486,
3456
UDP, DstPort
Back Orifice Scan = Orifice Port SrclP Scan Yes Yes
(31337)
Max TCP Open
Handshaking
DL leE Count (Default Yes
100 c/sec)
Max ICMP Count
ICMP Flood (Default 100 c/ Yes

sec)
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Max PING Count

[l asie (Default 15 c/sec) Yes

Src IP: Source IP

Src Port: Source Port
Dst Port: Destination Port
Dst IP: Destination IP
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URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.abcde.com or http://
www.example.com) filter rules allow you to prevent users on your network from accessing particular
websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to meet

your requirements.

I Configuration i “'\t‘! .

*URL Filter

Configuration

IURL Filtering () Enahle (&) Disakle
Block Made | Always On v |
keyvwords Filtering ] Enahle Details »

[ Enable Details *

[ Disable all WEB traffic except for Trusted Domains
[ ] Block Java Applet

[] Block surfing by IP address

Damains Filtering

Restrict LIRL Features

| Apply | | cancel | Evception List

Enable/Disable: To enable or disable URL Filter feature.

Block Mode: A list of the modes that you can choose to check the URL filter rules. The default is
set to Always On.

® Disabled: No action will be performed by the Block Mode.

t? dAIways On: Action is enabled. URL filter rules will be monitoring and checking at all hours of
e day.

@® TimeSlot1 ~ TimeSlot16: It is self-defined time period. You may specify the time period to
check the URL filter rules, i.e. during working hours. For setup and detail, refer to Time Schedule

section.

Keywords Filtering: Allows blocking by specific keywords within a particular URL rather than having
to specify a complete URL (e.g. to block any image called “advertisement.gif’). When enabled, your
specified keywords list will be checked to see if any keywords are present in URLs accessed to
determine if the connection attempt should be blocked. Please note that the URL filter blocks web
browser (HTTP) connection attempts using port 80 only.

For example, if the URL is http://www.abc.com/abcde.html, it will be dropped as the keyword
“abcde” occurs in the URL.
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Domains Filtering: This function checks the whole URL not the IP address, in URLs accessed
against your list of domains to block or allow. If it is matched, the URL request will be sent (Trusted)

or dropped (Forbidden). For this function to be activated, both check-boxes must be checked. Here
is the checking procedure:

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection attempt
is sent to the remote web server.

2. If not, check if it is listed in the forbidden list. If yes, then the connection attempt will be
dropped.

3. If the packet does not match either of the above two items, it is sent to the remote web server.

4. Please be note that the completed URL, “www” + domain name shall be specified. For example
to block traffic to www.google.com.au, enter “www.google” or “www.google.com”

In the example below, the URL request for www.abc.com will be sent to the remote web server
because it is listed in the trusted list, whilst the URL request for www.google or www.google.com
will be dropped, because www.google is in the forbidden list.
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Example:

Andy wishes to disable all WEB traffic except for ones listed in the trusted domain, which would
prevent Bobby from accessing other web sites. Andy selects both functions in the Domain Filtering
and thinks that it will stop Bobby. But Bobby knows this function, Domain Filtering, ONLY disables
all WEB traffic except for Trusted Domain, BUT not its IP address. If this is the situation, Block
surfing by IP address function can be handy and helpful to Andy. Now, Andy can prevent Bobby
from accessing other sites.

Restrict URL Features: This function enhances the restriction to your URL rules.

® Block Java Applet: This function can block Web content that includes the Java Applet. It is to
prevent someone who wants to damage your system via standard HTTP protocol.

® Block surfing by IP address: Preventin? someone who uses the |IP address as URL for skip-
ping Domains Filtering function. Activates only and if Domain Filtering enabled.
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IM / P2P Blocking

IM, short for Instant Message, is required to use client program software that allows users to
communicate, in exchanging text message, with other IM users in real time over the Internet. A
P2P application, known as Peer-to-peer, is group of computer users who share file to specific
groups of people across the Internet. Both Instant Message and Peer-to-peer applications make
communication faster and easier but your network can become increasingly insecure at the same
time. Billion’s IM and P2P blocking helps users to restrict LAN PCs to access to the commonly used
IM, Yahoo and MSN, and P2P, BitTorrent and eDonkey, applications over the Internet.
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Instant Message Blocking: The default is set to Disabled.

® Disabled: Instant Message blocking is not triggered. No action will be performed.
® Always On: Action is enabled.

® TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time pe-
riodtj[o trigger the blocking, i.e. during working hours. For setup and detail, refer to Time Schedule
section.

Yahoo/MSN Messenger: Check the box to block either or both Yahoo or/and MSN Messenger.
To be sure you enabled the Instant Message Blocking first.

® Peer to Peer Blocking: The default is set to Disabled.
@® Disabled: Instant Message blocking is not triggered. No action will be performed.
® Always On: Action is enabled.

TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time period to
trigger the blocking, i.e. during working hours. For setup and detail, refer to Time Schedule section.

BitTorrent / eDonkey: Check the box to block either or both Bit Torrent or/and eDonkey. To be
sure you enabled the Peer to Peer Blocking first.
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Firewall Log
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Firewall Log display log information of any unexpected action with your firewall settings.

Check the Enable box to activate the logs.

Log information can be seen in the Status — Event Log after enabling.
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VoIP - Voice over Internet Protocol

VolIP enables telephone calls through existing Internet connection instead of going through the
PSTN (Public Switched Telephone Network). It is not only cost-effective, especially for a long
distance telephone charges, but also toll-quality voice calls over the Internet.

P

@ After completing VolP configuration, remember to apply the changes. SAVE CONFIG
and restart to activate your VolP.

Attention

L o

Here are the items within the VolP section: SIP Device Parameters, SIP Accounts, Phone Port,
PSTN Dial Plan, VoIP Dial Plan, Call Features, Speed Dial and Ring &Tone.
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SIP Device Parameters

This section provides easy setup for your VoIP service. Phone port 1 and 2 can be registered to
different SIP Service Provider.
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IP Device Parameter
SIP: To use VolIP SIP as VolIP call signaling protocol. Default is set to Disable.

Silence Suppression (VAD): Voice Activation Detection (VAD) prevents transmitting the nature
silence to consume the bandwidth. It is also known as Silence Suppression which is a software
application that ensures the bandwidth is reserved only when voice activity is activated. Default is
set to Enable.

Echo Cancellation: G.168 echo canceller is an ITU-T standard. It is used for isolating the echo
while you are on the phone. This helps you not to hear much of your own voice reflecting on the
phone while you talk. Default is set to Enable.

RTP Port: Provide the based value from the media (RTP) ports that are assigned for various
endpoints and the different call sessions that may exist within an end-point. (Range from 5100 to
65535, default value is 5100)

Region: This selection is a drop-down box, which allows user to select the country for which the
VolP device must work. When a country is selected, the country parameters are automatically
loaded.

Voice QoS, DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in
the ToS byte. DSCP Marking allows users to assign specific application traffic to be executed in
priority by the next Router based on the DSCP value. See Table 4. The DSCP Mapping Table:

Note: To be sure the router(s) in the backbones network have the capability in executing and
checking the DSCP through-out the QoS network.
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Advanced — Parameters
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VolIP through IP Interface: IP Interface decides where to send/receive the voip traffic; it includes:
ipwan and iplan. Easy way to select the interface is to check the location of the SIP server. If

it locates some where in the Internet then select ipwan. If the VoIP SIP server is on the local
Network then select iplan.

Voice Frame Size: Frame size is available from 10ms to 60ms. Frame size meaning how many
milliseconds the Voice packets will be queued and sent out. It is ideal to have the same frame
size in both of Caller and Receiver.

Dial Plan Priority: Define the priority between VolP and PSTN dial plan.

PSTN Auto-fallback: Whenever VolP SIP responses error and error code matching with the
codes in the Edit section, the VoiP calls will automatically fallback to PSTN. In the other word, the
call will be called via the PSTN when VoIP SIP returns an error code.

Click the Edit to add or remove the responses code. To be sure the code is separated by a
comma (,).

For more information about SIP responses codes, please check HeT€* to link to http://voip-info.
org/wiki/view/sip+response+codes where you can get to know the meaning of each error code.

T.38 Fax Relay: It allows the transfer of facsimile documents in real-time between two standard
Group 3 facsimile terminals over the Internet or other networks using IP protocols. It will only
function when both sites are support this feature and enabled.

Advanced — PSTN Environment Adjustment

PSTN Environment Adjustment options will help you to adjust the onhook and offhook voltage
detection values for your environment. You should use these if the default values are incorrect
and result in PSTN calls not being detected properly, e.g. calls being terminated within 5 seconds
of being answered. The actual levels are determined by your environment including the number
and type of telephones used.
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Note: ONHOOK means hung up.
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To take your phone OFFHOOK, lift the receiver then press Hook/Flash until you hear your normal
PSTN dialtone, not your VolIP dialtone. Wait several seconds and then press Check Level.

You should check the OFFHOOK value for each telephone you have connected to this device.

Set the OFFHOOK voltage to the lowest setting registered for all your telephones, e.g. if your
telephones return values of 4, 5 and 7 then you should set your OFFHOOK voltage to 4.

Note: The detected values will not automatically be set by the Check Level function; you
must enter the lowest level detected after testing all your telephones.
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SIP Accounts

This section reflects and contains basic settings for the VolP module from selected provider in the
Wizard section. Fail to provide correct information will halt making calls out to the Internet.
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Profile Name: User-defined name is for identifying the Profile.
Registrar Address (or Hostname): Indicate the VoIP SIP registrar IP address.

Registrar Port: Specify the port of the VolP SIP registrar on which it will listen for register
requests from VoIP device.

Expire: Expire time for the registration message sending.
User Domain/Realm: Set different domain name for the VolP SIP proxy server.

Outbound Proxy Address: Indicate the VoIP SIP outbound proxy server IP address. This
parameter is very useful when VolP device is behind a NAT.

Outbound Proxy Port: Specify the port of the VolP SIP outbound proxy on which it will listen for
messages.

Phone Number: This parameter holds the registration ID of the user within the VolP SIP registrar.
Username: Same as Phone Number.

Password: This parameter holds the password used for authentication within VolP SIP registrar.
Display Name: This parameter will be appeared on the Caller ID.

Direct in Dial: Select the ringing port when getting an incoming VolIP call.
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Phone Port

This section displays status and allows you to edit the account information of your Phones. Click
Edit to update your phone information.
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Select Profile: It allows you to select a desired VolP provider whom is not defined already in the
SIP Service Provider. You may manually setup the SIP accounts by entering VolP SIP information
to User-defined Profile. See below for details.

*69 (Return Call): Dial *69 to return the last missed call. It is only available for VoIP call(s).

*20 (Do not Disturb ON): Dial *20 to set the No Disturb on. Your phone will not ring if someone
calls.

*80 (Do not Disturb OFF): Dial *80 to set the No Disturb off. Your will be able to hear ring tone
when someone calls.

*90x (Blind Call Transfer): Dial *90 + phone-number to translate a call to a third party. This
feature is enabled by default.

x# Speed Dial (x:2..9): Refer to Phone Port section in the Web GUI. Set up your Speed Dial
phone book first before accessing the Speed Dial feature. It is enabled by default.

## Redial: Press ## to redial the latest number you dialed. This feature is enabled by default.

*74<x><number>#: Use your phone key pad to insert a phone number to the Speed Dial phone
book. Or you can update your Speed Dial phone number manually. Refer to the Phone Port
section in the Web GUI for details.

*67 Anonymous Call: Hide the own phone number for each call and it will not be displayed on the
remote site. It is only applied to the next call when you enter this control character. The detailed
operation procedure is “Off Hook -> *67 -> On Hook -> Off Hook -> Dial”. This feature is disabled
by default.

87



Phone Number + #: This is the fast dial which you can dial out a phone number immediately
without waiting.

Note: Refer to Special Dial Code section in this Manual for more details.

Codec Preference

Codec is known as Coder-Decoder used for data signal conversion. Set the priority of voice
compression; Priority 1 owns the top priority.

G.729: It is used to encoder and decoder voice information into a single packet which reduces the
bandwidth consumption.

G.711u-LAW: It is a basic non-compressed encoder and decoder technique. p-LAW uses pulse
code modulation (PCM) encoder and decoder to convert 14-bit linear sample.

G.711A-LAW: ltis a basic non-compressed encoder and decoder technique. A-LAW uses pulse
code modulation (PCM) encoder and decoder to convert 13-bit linear sample.

G.726-32: It is used to encoder and decoder voice information into a single packet which reduces
the bandwidth consumption. Currently only supports bit rate with 32Kbps.

DTMF Method: The Inband, RFC 2833 and SIP INFO (RFC 2976) are supported.
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Volume control helps you to adjust the voice quality of telephone to the best comfortable listening
level.

(131

Press “-, the minus sign, to reduce either microphone or/both speaker’s level of your telephone.

Press “+“, the plus sign, to increase either microphone or/both speaker’s level of your telephone.
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PSTN Dial Plan (Router with LINE port only)

This section enables you to configure “VolP with PSTN switching” on your system. You can define
a range of dial plans to make regular call from VolP switching to PSTN line. Prefix numbers is
essential key to make a distinguishing between VolP and Regular phone call. If actual numbers
dialed matches with prefix number defined in this dial plan, the dialed number will be routed to the
PSTN to make a regular call. Otherwise, the number will be routed to the VolP networks.

Reminder! In order to utilize this feature, you must have registered and connected to your
SIP Server first.
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Prefix: Specify number(s) for switching to a PSTN call.
Number of Digits: Specify the total number of digits wish to dial out. Maximum digit number is 15.
Action: Specify a dialing method you wish to make PSTN call(s).

@® Dial with Prefix: The dialed number with prefix will be sent call through the PSTN.

Note: The actual dialed number of valid digits length requires matching in the Number of
Digits filed.

® Dial without Prefix: The dialed number will be sent call through the PSTN without prefix.

Note: The actual dialed number of valid digits length requires matching in the Number of
Digits filed.
® Dial at Timeout: The dialed number will be sent call through the PSTN with the prefix when
timeout starts. This timeout activates when no more digits are dialed in a specific duration.

Note: The actual dialed number of valid digits length MUST NOT exceed in the Number of
Digits filed.
@® Dial at Timeout no Prefix: The dialed number will be sent call through the PSTN without

Prefix when timeout starts. This timeout activates when no more digits are dialed in a specific dura-
ion.

Note: The actual dialed number of valid digits length MUST NOT exceed in the Number of
Digits filed.
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@ Phone port 1 & 2 will automatically reply to PSTN line when:
= Power is down

Internet service fail, i.e. lost of WAN IP address
SIP option is disabled. See VolP General Settings section.
Calls match with rule(s) defined in the PSTN Digit Plan.
SIP service is not accessible. This exclude when:

= User manually disable Registration

= User insert a wrong authentication usemamse or password

= User dials a wrong SIP number, only and if the PSTN

= auto-fallback function is not enabled. See VolP General

Settings / Advance for more information.

Attention
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PSTN Dial Plan Examples:

1. Dial with Prefix
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If you dial 01223 707070, number 01223707070 will be dialed out via FXO to make a regular phone

call.

2. Dial without Prefix
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If you dial 9102, the number 102 will only be dialed out via FXO port to make a regular phone call.

3. Dial at Timeout
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If you only dial 01223 7070 and no more numbers, after the timeout activates, 012237070 will be
dialed to make a regular call via FXO port.
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Even though 7070 (only 4 digits) does not match with number of digits 6 defined in the filed, 7070
is still a valid phone number since it has not exceeded 6 digits.

4. Dial at Timeout no Prefix
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If you only dial 97070 and no more numbers, after the timeout activates, 7070 will be dialed
without prefix to make a regular call via FXO port.

Even though 7070 (only 4 digits) does not match with number of digits 6 defined in the filed, 7070
is still a valid phone number since it has not exceed 6 digits.

92



VolIP Dial Plan

This section helps you to make a telephony number dialed as making a regular call via VoIP.
You no longer need to memorize a long dial string of number for making a VolIP call. Go to
Configuration > VolP > VolIP Dial Plan > Edit.
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A listed of special dial feature comes handy when you have a miss call or need to transfer a call to
a third party. Details please refer to the section Special dial codes below.

*69 (Return Call): Dial *69 to return the last missed call. It is only available for VoIP call(s).

*20 (Do not Disturb ON): Dial *20 to set the No Disturb on. Your phone will not ring if someone
calls.

*80 (Do not Disturb OFF): Dial *80 to set the No Disturb off. Your will be able to hear ring tone
when someone calls.

*90x (Blind Call Transfer): Dial *90 + phone-number to translate a call to a third party. This
feature is enabled by default.

x# Speed Dial (x:2..9): Refer to Phone Port section in the Web GUI. Set up your Speed Dial
phone book first before accessing the Speed Dial feature. It is enabled by default.

## Redial: Press ## to redial the latest number you dialed. This feature is enabled by default.

*74<x><number>#: Use your phone key pad to insert a phone number to the Speed Dial phone
book. Or you can update your Speed Dial phone number manually. Refer to the Phone Port
section in the Web GUI for details.

*67 Anonymous Call: Hide the own phone number for each call and it will not be displayed on the
remote site. It is only applied to the next call when you enter this control character. The detailed
operation procedure is “Off Hook -> *67 -> On Hook -> Off Hook -> Dial”. This feature is disabled
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by default.

Phone Number + #: This is the fast dial which you can dial out a phone number immediately
without waiting.

Note: Refer to Special Dial Code section in this Manual for more details.

Test: It is a tool to help to identify the call number is being properly being processed prior to
making an actual call.

Click Apply to apply the settings.
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Dial Plan Rules List

Click the Add button to create and define a VolIP dial-plan rule(s).
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Prepend xxx unconditionally: xxx number is appended unconditionally to the front of the dialing

number when making a call. Prefix can also be included with any number and/or character such as
+ " #.

Note: For special service with +, *, #, you may need to check with your VoIP or Local Telephone
Service Provider for information.

If Prefix is xxx, delete it: Prefix xxx is removed from the dialing numbers before making a call.

If Prefix is xxx, replace with: Prefix xxx is appended to the front of the dialing numbers when
making a call.

No prefix: No prefix is appended to the front of the dialing numbers. It is set as in default settings.

Main Digit Sequence: The call(s) can be called out via SIP or PSTN or ENUM.
x: Any numeric number between 0 and 9.
. ( period ): Repeat numeric number(s) between 0 and 9.

* (asterisk sign): It is normal character **’ on phone key pad. Please check if special service(s) is
provided by your VolP Service Provider or your Local Telephone Service Provider.

# (pound sign): It is normal character ‘# on phone key pad. Please check if it is provided by your
VolIP Service Provider or Local Telephone Service Provider for special service(s).
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<@ Current Profile>: Referring to the VolP account registered on the VolP Wizard for Port 1 / 2.

<@ PSTN>: Meaning making call(s) via the PSTN line.

<@ENUM?>: Meaning making a VolP SIP direct call via E.164 number (“ENUM”) to an ENUM

callee.

Electronic Number (ENUM) uses the DNS (Domain Network System) based technology to map
between a traditional phone number (PSTN) to an Internet addresses/ SIP URL. The ENUM
number must be registered via a public ENUM site or your VoIP Service Provider.

<@ SlIPgateway>: It is used for the Intelligent Call Routing feature where you need to set up
your SIP account on the VolP User-defined Profiles link on the VolP Wizard page. Go to the VolP
Wizard in this manual for more information.

Dial-Plan Examples:

Description

Any digit number between 0 and 9 in variable length. Maximum

For example: [124]x.

X lengthis 16.
oo Any 3 digit number only between 0 and 9. Total length is 3.
Note: No period is needed (.)
XXX Any number between 0 and 9 with variable length but no shorter
: than 3 digits. Maximum length is 16.
123x. Any number (0-9) starting with 123. Maximum length is 16.
[x...x]x.

Any number (0-9) starting with 1 or 2 or 4. Maximum length is
16.

[x-x]x.
For example: [1-3]x.

Any number (0-9) starting with number 1 to 3. Maximum length is
16.

X[X-X]X.
For example: 9[4-6]8x.

Any number (0-9) starting with 9, the second number between
4-6, and third number 8. Maximum length is 16.

Special Dial Plan
Examples:

Description

Starting with ** sign’ + any two digit numbers + any number (0-9)

XX in variable length. Maximum length is 16.

Starting with ** sign’ + any 2 digit numbers between 0 and 9. Total

*yX length including the * is 3.
Note: No period is needed (.)

T Starting with “** sign’ + any two digit numbers between 0 + any

' number (0-9) in variable length. Maximum length is 16.
Hyx Starting with ‘# sign’ + any digit number (0-9) in variable length
: but no shorter than 1 digits. Maximum length is 16.
H oy Starting with ‘## sign’ + any two digit numbers + * sign’ + any

number (0-9) in variable length. Maximum length is 16.

Intelligent Call Routing Example:

VolIP Gateway let you use 3 VolP/SIP providers at the same time. VolP/SIP providers are
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localcheap.com, longdischeap.com and mobilecheap.com. Each provider has its price for
different type of calls and | can set the following rule for each providers.

1. Phone 1: For Local calls: | use localcheap.com that charges $0.01 per minute to all local calls. |
set a dial rule, <:03>[123]x.T, on my phone port 1.
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Localcheap.com is the default VoIP provider | set on phone port 1. When | call out any number
start with 1 or 2 or 3 and plus rest of the phone number for local call, 03 is always prepended in
front of these number. If 23295 are dialed, 03-2-32935 is the actual phone number called out via

localcheap.com provider.

2. Phone 2: For Mobile calls: | use mobilecheap.com that charges $0.25 per minute to all local calls.
| set a dial rule, <123:09>39x.T, on my phone port 2.
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Mobilecheap.com is the default VoIP provider | set on phone port 2. When | call out 123-39-45678
for a mobile call, 123 is replaced with 09. Therefore, 09-39-45678 is the actual phone number

called out via Mobilecheap.com provider.

The Intelligent Call Gateway not only saves time from changing VolIP settings to different provider
to make call get routed to specific gateway(s) automatically but also taking advantage of different

call rate.
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Call Feature
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Ring & Tone

This section allows advanced user to change the existing or newly defined parameters for the
various ring tones (dial tone, busy tone, answer tone and etc.)
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I Configur ation

¥Ring & Tone Configuration
Country Specific Ring & Tone
Region LISA V|
Ring Parameters
on1 Of1 On2 Of2 On3 Of3
Ring Cadence (in ms) 2000 | [4000| [0 [Jo | jo |[o |
Tone Parameters
Harrmonica Harrnanica Cadence
Freq.1 Power1 Freg. 2 Power? Onil off 1 Fepeat1 On2 Of2 Fepeat 2
Dial Tone 350 |13 | [#440 [|43 | J1o0o|lo |4 | [@ [|jo ||o |
Ringhack Tone 440 ||-19 | (480 [|1@ | |2000|(s000||1 | [0 |jo |[o |
Busy Tone laso | |24 | |20 ||24 | |s00 [[s00 |1 | [0 |0 ||o |
Aletting Tone l440 |13 | [0 ||o | |2000|[1000¢ |1 | |[s00 ||1o00C1 |
Answer Tone l4s0 |13 | [0 [|o | jtoocfjo ||t | o o |[o |
Calling Card "Bong” Tane los1 ||20 | [razz |20 | J30 |[o |}1 | [0 |jo || |
Call Waiting Tane 420 |30 | [0 [Jo | [#00 |Jo [t | [@ [|lo |lo |
Confirm Tane 350 ||-13 | [440 ||43 | J1o0 [[100 {3 | [0 |lo ||o |
Etror Tone loas ||-20 | (137020 | (ss0 |[[1 ||t | [a7e ||t ||t |
Intercept Tone 440 ||-24 | [620 [|-24 | j2s0 [0 [+ | [@ |jo ||o |
Message Waiting Tone 1350 | |12 | 440 ||z | |100 [[100 |15 | [10o0|f0 |1 |
Metwark Busy Tone 430 ||-24 | [620 [|-24 | |2s0 |[2s0 |1 | [0 |jo ||o |
Network Congestion Tone 430 ||-24 | [620 [|-24 | |250 |[2s0 [|1 | [0 |jo |[o |
Off Hoak Warning Tone l1ao0||-4 | |2oe0|{4 | J1o0 [[100 ||1 | [0 |jo |lo |
Preemption Tane l420 |13 | [0 [|o | Jtooo|lo ||+ | [@ |jo |[o |
Prampt Tane loas1 ||20 | [raz7 |20 | |30 [[o |}r | [30 |jo || |
Reorder Tone l430 ||-24 | (620 [|-24 | |2s0 |[2s0 [[1 | [o |jo ||o |
Reorder Warning Tone hsoo||20 | [0 |[|o | |s00 |[1s00d |1 | [0 |jo |[o |
Ringback on Connection Tone (440 | |19 | (480 | |19 | (2000 (3000 |1 | (2000 | 3000 |1 |
Silence Tane o [lo | {o [jo |jo flo [jo | [@ [|jo |[[o |
Stutter Dial Tane 350 | |13 | [440 ||43 | |100 [[100 |{3 | [100 |[100 ||1 |
[Apph_.r] [ Cancel ]
Country Specific Ring & Tone

Region: Select a country ring-tone, from the drop-down list, where you are located. This VolP
router provides default parameter of ring tones according to different countries. The ring-tone
parameters are automatically displayed after entering a specific country. If your country is not in
the list, you may manually create ring-tone parameters.
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Ring Parameters

Ring Cadence (in ms): Ring cadence is defined by three fields, Frequency: On Time1, Off Time1,
On Time2, Off Time2 and On Time3, Off Time3. Frequency is specified in Hertz. Time is given in
milliseconds.

Tone Parameters

You may need to check with your local telephone service provider for such information. Also, it is
recommended that this option be configured by advanced user unless you are instructed to do so.

Click Apply to apply the settings.
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QoS - Quality of Service

QoS function helps you to control your network traffic for each application from LAN (Ethernet
and/or Wireless) to WAN (Internet). It facilitates you to control the different quality and speed of
through put for each application when the system is running with full loading of upstream.

Here are the items within the QoS section: Prioritization, Outbound IP Throttling & Inbound IP
Throttling (bandwidth management).

Prioritization
There are three priority settings to be provided in the Router:
@® High
® Normal (The default is normal priority for all of traffic without setting)

® Low

And the balances of utilization for each priority are High (60%), Normal (30%) and Low (10%).

To delete the application, you can choose Delete option and then click Edit/Delete.
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Name: User-define description to identify this new policy/application.
Time Schedule: Scheduling your prioritization policy.

Priority: The priority given to each policy/application. Its default setting is set to High; you may
adjust this setting to fit your policy/application.

Protocol: The name of supported protocol.
Source IP Address Range: The source IP address or range of packets to be monitored.

Source Port: The source port of packets to be monitored.
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Destination IP Address Range: The destination IP address or range of packets to be monitored.

Destination Port: The destination port of packets to be monitored.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to assign specific application traffic to be executed in priority by the
next Router based on the DSCP value. See Table 4 for DSCP Mapping Table.

Note: To be sure the router(s) in the backbones network have the capability in executing and
checking the DSCP through-out the QoS network.

Table 4: DSCP Mapping Table

DSCP Maiiini Table i

Disabled None
Best Effort Best Effort (000000)
Premium Express Forwarding (101110)
Gold service (L) Class 1, Gold (001010)
Gold service (M) Class 1, Silver (001100)
Gold service (H) Class 1, Bronze (001110)
Silver service (L) Class 2, Gold (010010)
Silver service (M) Class 2, Silver (010100)
Silver service (H) Class 2, Bronze (010110)
Bronze service (L) Class 3, Gold (011010)
Bronze service (M) Class 3, Silver (011100)
Bronze service (H) Class 3, Bronze (011110)

Outbound IP Throttling (LAN to WAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.
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Name: User-define description to identify this new policy/name.

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more information.
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Protocol: The name of supported protocol.

Rate Limit: To limit the speed of outbound traffic

Source IP Address Range: The source |IP address or range of packets to be monitored.

Source Port(s): The source port of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.

Destination Port(s): The destination port of packets to be monitored.
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Inbound IP Throttling (WAN to LAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.
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Name: User-define description to identify this new policy/application.

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more
information.

Protocol: The name of supported protocol.

Rate Limit: To limit the speed of for inbound traffic.

Source IP Address Range: The source |IP address or range of packets to be monitored.

Source Port(s): The source port of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.

Destination Port(s): The destination port of packets to be monitored.
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Example: QoS for your Network
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Information and Settings
Upstream: 928 kbps

Downstream: 8 Mbps

VoIP User :192.168.1.1

Normal Users :192.168.1.2~192.168.1.5
Restricted User: 192.168.1.100
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Mission-critical application

Mostly the VPN connection is mission-critical application for doing data exchange between head
and branch office.
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The mission-critical application must be sent out smoothly without any dropping. Set priority as
high level for preventing any other applications to saturate the bandwidth.

Voice application

Voice is latency-sensitive application. Most VoIP devices are use SIP protocol and the port number

will be assigned by SIP module automatically. Better to use fixed |P address for catching VolP
packets as high priority.
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Above settings will help to improve quality of your VoIP service when traffic is full loading.

Restricted Application

Some of companies will setup FTP server for customer downloading or home user sharing their
files by using FTP.
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With above settings that help to limit utilization of upstream of FTP. Time schedule also help you to

only limit utilization at daytime.

Advanced setting by using IP throttling

With IP throttling you can specify more detail for allocating bandwidth; even the applications are

located in the same level.

Upstream: 928kbps (29*32kbps)
Mission-critical Application: 192kbps (6*32kbps)
Voice Application: 128kbps (4*32kbps)
Restricted Application: 160kbps (5*32kbps)
Other Applications: 448kbps (14*32kbps)
6+4+14+5=29, 29*32kbps=928kbps
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Sometime your customers or friends may upload their files to your FTP server and that will
saturate your downstream bandwidth. The settings below help you to limit bandwidth for the

restricted application.
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Virtual Server (known as Port Forwarding)

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that
are pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are
referred to as “well-known ports”. Servers follow the well-known port assignments so clients can
locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications
and P2P file-sharing applications) and are using NAT (Network Address Translation), then you will
usually need to configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use port forwarding
if you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your
PCs. Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such
as Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network
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Add Virtual Server

Because NAT can act as a “natural” Internet firewall, your router protects your network from being
accessed by outside users when using NAT, as all incoming connection attempts will point to your
router unless you specifically create Virtual Server entries to forward those ports to a PC on your
network.

When your router needs to allow outside users to access internal servers, e.g. a web server, FTP
server, Email server or game server, the router can act as a “virtual server”. You can set up a local
server with a specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21),
Telnet (port 23), SMTP (port 25), or POP3 (port 110), When an incoming access request to the
router for a specified port is received, it will be forwarded to the corresponding internal server.
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Application: Users-define description to identify this entry or click the Application drop-down menu
to select an existing predefined rules.

Select: 20 predefined rules are available. Application, Protocol and External/Redirect Ports will
be filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the port
number to be used, you will also need to specify the protocol used. The protocol used is
determined by the particular application. Most applications will use TCP or UDP.

Time Schedule: User-defined time period to enable your virtual server. You may specify a time
schedule or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to
Time Schedule section

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server
application. The Select List lists all existing PCs connecting to the network. You may assign a PC
with IP address and MAC from this list.
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Example:

If you like to remote accessing your Router through the Web/HTTP at all time, you would need to
enable port number 80 (Web/HTTP) and map to Router’s IP Address. Then all incoming HTTP
requests from you (Remote side) will be forwarded to the Router with IP address of 192.168.1.254.
Since port number 80 has already been predefined, next to the Application click Helper. A list of
predefined rules window will pop and select HTTP_Sever.

Application: HTTP_Sever
Time Schedule: Always On
Protocol: tcp

External Port: 80-80
Redirect Port: 80-80

IP Address: 192.168.1.254
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Add: Click it to apply your settings.
Edit/Delete: Click it to edit or delete this virtual server application.

- s

Using Port Forwarding does have implications, as outside users will be able to connect to

” GTE.‘ the PCs on your network. For this reason, you are adviced to use specific Virtual Server
entries just for the port your application requires instead of using DMZ. Doing so will result
in all connections from WAN to attempt to access the public IP your DMZ specifies.

If you have enabled the NAT option in the WAN-ISP section, the virtual server
function will hence become invalid. If the DHCP server option is enabled, you have
@ to be very careful in assigning IP addresses of the virtual server in order to avoid
confiict. The easiest way to configure the virtual server is manually assign a static IP
Attention address that does not fall into the range of IP addresses which is to be assigned by
the DHCP server to each virtual server PC. You can configure the virtual server IP
address but it must be in the same subnet as the router.
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Edit DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal
IP address as the DMZ Host, all incoming packets will be checked by the Firewall and NAT
algorithms then passed to the DMZ host, when a packet received does not use a port number
used by any other Virtual Server entries.

Cautious: This Local computer exposing to the Internet may face varies of security risks.

Go to Configuration > Virtual Server > Edit DMZ Host
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® Enabled: It activates your DMZ function.
® Disabled: As set in default setting, it disables the DMZ function.

Internal IP Address: Give a static IP address to the DMZ Host when Enabled radio button is
checked. Be aware that this IP will be exposed to the WAN/Internet.

The Select List lists all existing PCs connecting to the network. You may assign a PC with IP
address and MAC from this list.

Select the Apply button to apply your changes.
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Edit One-to-One NAT (Network Address Translation)

One-to-One NAT maps a specific private/local IP address to a global/public IP address.

If you have multiple public/WAN IP addresses from you ISP, you are eligible for One-to-One NAT
to utilize these IP addresses.

Go to Configuration > Virtual Server > Edit One-to-one NAT
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NAT Type: Select desired NAT type. As set in default setting, it disables the One-to-One NAT
function.

Global IP Address:

® Subnet: The subnet of the public/WAN IP_address given by your ISP. Ifdyour ISP has pro-
vided this information, you may insert it here. Otherwise, use IP Range method.

® IP Range: The IP address range of your public/WAN IP addresses. For example, IP:
192.168.1.1, end IP: 192.168.1.10

Select the Apply button to apply your changes.

Check [__Cnedo-one NATTable |t create a new One-to-One NAT rule:
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Application: Users-defined description to identify this entry or click select drop-down menu to
select existing predefined rules.

Select: 20 predefined rules are available. Application, Protocol and External/Redirect Ports will
be filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the port
number to be used, you will also need to specify the protocol used. The protocol used is
determined by the particular application. Most applications will use TCP or UDP;

Time Schedule: User-defined time period to enable your virtual server. You may specify a time
schedule or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to
Time Schedule section

Global IP: Define a public/ WAN IP address for this Application to use. This Global IP address
must be defined in the Global IP Address.

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server
application. The Select List lists all existing PCs connecting to the network. You may assign a PC
with IP address and MAC from this list.

Select the Add button to apply your changes.
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Example: List of some well-known and registered port numbers.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment
of unique parameter values for Internet protocols. Port numbers range from 0 to 65535, but only
ports numbers 0 to 1023 are reserved for privileged services and are designated as “well-known
ports” (Please refer to Table 5). The registered ports are numbered from 1024 through 49151.
The remaining ports, referred to as dynamic or private ports, are numbered from 49152 through
65535.

For further information, please see IANA’'s website at http://www.iana.org/assignments/port-
numbers

For help on determining which private port numbers are used by common applications on this list,

please see the FAQs (Frequently Asked Questions) at http://www.billion.com

Table 5: Well-known and registered Ports

Port Number Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP Telnet
25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UbP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol) / SNTP (Simple Network
Time Protocol)
161 TCP SNMP
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UDP RealAudio
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Wake on LAN

Wake on LAN (WOL, sometimes Wol) is an Ethernet computer networking standard that allows a
computer to be turned on or woken up remotely by a network message.
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Select : Select MAC address of the computer that you want to wake up or turn on remotely.

Add: After selecting, click Add then you can perform the Wake-up action.

Edit/Delete: Click to edit or delete the selected MAC address.

Ready: “Yes® indicating the remote computer is ready for your waking up.
“‘No“ indicating the machine is not ready for your waking up.

Delete: Delete the selected MAC address.

Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet
connection. In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to
restrict or allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time
clock on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an
SNTP server from the Internet. Refer to Time Zone for details. You router time should correspond
with your local time. If the time is not set correctly, your Time Schedule will not function properly.
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Name: A user-define description to identify this time portfolio.

Day in a week: The default is set from Sunday through Saturday. You may specify the days for the
schedule to be applied.
Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.

End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the schedule.
Select the Apply button to apply your changes.
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Configuration of Time Schedule

Edit a Time Slot

1. Choose any Time Slot (ID 1 to ID 16) to edit, click Edit radio button.
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Note: Watch it carefully, the days you have selected will present in capital letter. Lower case
letter shows the day(s) is not selected, and no rule will apply on this day(s).

2. A detailed setting of this Time Slot will be shown.
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ID: This is the index of the time slot.

Name: A user-define description to identify this time portfolio.
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Day in a week: The default is set from Monday through Friday. You may specify the days for the

schedule to be applied.

Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.

End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the schedule.

Choose Edit radio button and click Edit/Delete button to apply your changes.
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Delete a Time Slot

Select the Delete radio button of the selected Time Slot under the Time Slot section, and click the
Edit/Delete button to confirm the deletion of the selected Time profile, i.e. erase the Day and back to
default setting of Start Time / End Time.
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of
the more advanced features of the router. Users who do not understand the features should not
attempt to reconfigure their router, unless advised to do so by support staff.

Here are the items within the Advanced section: Static Route, Static ARP, Dynamic DNS,
Device Management, IGMP and VLAN Bridge.

Static Route

Go to Configuration > Advanced > Static Route

T ue

™ Stabic Hoiling
Srasc Roiling

Lieshnafion Hatmasa Galeaa lmiertace W 8l |1

add|| EdaiDeiete |

Eoin Ak Dezinatan Fagtmasi Gradewayinieriace Diniraa
0a0o 3080 0 000V ipwan (i

Destination: This is the destination subnet IP address.

Netmask: Subnet mask of the destination |IP addresses based on above destination subnet IP.
Gateway: This is the gateway IP address to which packets are to be forwarded.

Interface: Select the interface through which packets are to be forwarded.

Cost: This is the same meaning as Hop. This should usually be left at 1.
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Static ARP
Go to Configuration > Advanced > Static ARP

1'.'.|||u1|||u alinn iﬂ

= Slalic AFP

Faramirlers

P AOEEE MAC AddreEE

Ta]

Edi I Rddress MAD AadcEES Dalite

IP Address: Fill in the IP address of the host computer that is sending the data packet.

MAC Address: Fill in the MAC address of the computer that the incoming data packets are to
be forwarded.

Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname,
allowing users whose ISP does not assign them a static IP address to use a domain name.
This is especially useful for hosting servers via your ADSL connection, so that anyone
wishing to connect to you may use your domain name, rather than having to use your
dynamic IP address, which changes from time to time. This dynamic IP address is the WAN
IP address of the router, which is assigned to you by your ISP.

I [T TR i“lllnrq
& [rrenmie TS
Parmmaare
Lrgnidaniind CeE. | Enable (%) Caable
Crenaemic DG Barver e Fes 00 (demamich

e at Cl1Enatss
Diomain Marme
UsEmama

Fasswang

Fariad 25 D) ™

{ Mgty | | Cansol |

You will first need to register and establish an account with the Dynamic DNS provider
using their website, for example http://www.dyndns.org/

There are more than 5 DDNS services supported.
Dynamic DNS:
® Disable: Check to disable the Dynamic DNS function.
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® Enable: Check to enable the Dynamic DNS function. The following fields will be
activated and required.

Dynamic DNS Server: Select the DDNS service you have established an
account with.

Domain Name, Username and Password: Enter your registered domain name and your
username and password for this service.

Period: Set the time period between updates, for the Router to exchange information with the
DDNS server. In addition to updating periodically as per your settings, the router will
perform an update when your dynamic IP address changes.
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Device Management

The Device Management advanced configuration settings allow you to control your router’s

security options and device monitoring features.

I Configuration

\ 4

¥ Device Management
Device Host Name

Host Marme

Embedded Weh Server
*HTTF Fort

mManagement IP Address
Management IF Metmask
Management IP Address(
mManagement IP Metmask(2)
Expire to auto-logout
Universal Plug and Play (UPnP)
UPnP

*UPnF FPort

SHMP Access Control
SHMP

SHMP V1 and W2

Read Community

Wirite Community

Trap Caommunity

SHMP V'3

Llzername

Access Right

|hnme.gatewaﬁ; |

|EIII (80 is default HTTF port)

('0.0.0.0'means Amd

|
0.0.0.0 |
|

|
255 255 265255 |
|

1180 seconds

() Enahle O Disable
2300 |

(®)Enable (O Disakle

public | P Address  |0.0.0.0
|pasawnrd | IF Address EEI.IZI.EI.EI
i | P Address |
| | Fassword |
@ Read O Readirite IP Address |

*This setting will become affective affer ol savie to fiash and restart the routar,

* When vou enable remote aocess, please disabliedenablie the remote aocess fo Lpdate the HTTR port,

Device Host Name

Host Name: Assign it a name.

(The Host Name cannot be used with one word only. There are two words
should be connected with a *.’ at least.

Example:

Host Name: homegateway ==> Incorrect
Host Name: home.gateway or my.home.gateway ==> Correct)

Embedded Web Server ( 2 Management IP Accounts)
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HTTP Port: This is the port number the router’s embedded web server (for web-based
configuration) will use. The default value is the standard HTTP port, 80. Users may
specify an alternative if, for example, they are running a web server on a PC within their
LAN.

Management IP Address: You may specify an IP address allowed to logon and access
the router’s web server. Setting the IP address to 0.0.0.0 will disable IP address
restrictions, allowing users to login from any IP address.

Expire to auto-logout: Specify a time frame for the system to auto-logout the user’s
configuration Session.

For Example: User A changes HTTP port number to 100, specifies their own IP
address of 192.168.1.55, and sets the logout time to be 100 seconds. The router
will only allow User A access from the IP address 192.168.1.55 to logon to the
Web GUI by typing: http://192.168.1.254:100 in their web browser. After 100
seconds, the device will automatically logout User A.

niversal Pl nd PI PnP

UPNP offers peer-to-peer network connectivity for PCs and other network devices,
along with control and data transfer between devices. UPnP offers many advantages
for users running NAT routers through UPnP NAT Traversal, and on supported systems
makes tasks such as port forwarding much easier by letting the application control the
required settings, removing the need for the user to control advanced configuration of
their device.

Both the user’s Operating System and the relevant application must support UPnP in
addition to the router. Windows XP and Windows Me natively support UPnP (when the
component is installed), and Windows 98 users may install the Internet Connection Sharing
client from Windows XP in order to support UPnP. Windows 2000 does not support UPnP.

® Disable: Check to disable the router’'s UPnP functionality.
® Enable: Check to enable the router's UPnP functionality.

UPnNP Port: Its default setting is 2800. It is highly recommended for users to use this port
value. If this value conflicts with other ports already being used you may wish to change the
port.

NMP A ntrol

Software on a PC within the LAN is required in order to utilize this function — Simple
Network Management Protocol.

Enable: Select Enable to allow management access from remote side (mostly from internet).

SNMP V1 and V2:

Read Community: Specify a name to be identified as the Read Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be able
to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP
address. This community string will be checked against the string entered in the
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configuration file. Once the string name is matched, users from this IP address will be able
to view and modify the data.

Trap Community: Specify a name to be identified as the Trap Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be sent
SNMP Traps.

SNMP V3:

Specify a name and password for authentication. And define the access right from
identified |IP address. Once the authentication has succeeded, users from this IP address
will be able to view and modify the data.

SNMP Version: SNMPv2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the
SNMPV2 security. The “c” comes from the fact that SNMPv2c uses the SNMPv1 community
string paradigm for “security”, but is widely accepted as the SNMPv2 standard.

SNMPV3 is a strong authentication mechanism, authorization with fine granularity for remote
monitoring.

Traps supported: Cold Start, Authentication Failure.

The following MIBs are supported:

From RFC 1213 (MIB-l) From RFC 1472 (PPP/Security MIB)
System group

System group PPP security group

Interface group

Address Translation group From RFC 1473 (PPP/IP MIB)
IP group PPP IP group
ICMP Group From RFC 1474 (PPP/Bridge MIB)
TCP group PPP Bridge group
UDP group
EGP (not applicable) From RFC 1573 (IfMIB)
Transmission ifMIBODbjects group
SNMP group

From RFC 1695 (atmMIB)
From RFC 1650 (EtherLike-MIB) atmMIBObjects

dot3stats
From RFC 1493 (Bridge MIB)
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From RFC 1907 (SNMPv2)

dot1 dBase group
dot1 dTp group

dot1 dStp group (if configured as spanning tree)

From RFC 1471 (PPP/LCP MIB)

pppLink group

pppLgr group (not applicable)
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IGMP

IGMP, known as Internet Group Management Protocol, is used to management hosts from
multicast group.

I- it M iﬂ -

LE[E
Fom e e s
1GMP Farwanding # Ensble ) Disable

IGNF Snaaping {JEnsble (= Disable

()

IGMP Forwarding: Accepting multicast packet. Default is set to Enable.

IGMP Snooping: Allowing switched Ethernet to check and make correct forwarding decisions.
Default is set to Disable.

VLAN Bridge

This section allows you to create VLAN group and specify the member.

Il iR A i “1‘1! .

FYILAN Drslgs
P el v
Manp VLAM D  Tupped Pors UnTaggad Pars FdE  Daisln

Erefaulfetin 1 Hone elemelwirgless wirelesi_wdewirelosi_mlid wreletdi_wdtd winless_wded

£ 10

Edit: Edit your member ports in selected VLAN group.
Create VLAN: To create another VLAN group.
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Logout

To exit the router web interface, choose Logout. Please save your configuration setting before
logging out of the system.

Be aware that the router configuration interface can only be accessed by one PC at a time.
Therefore when a PC has logged into the system interface, the other users cannot access the
system interface until the current user has logged out of the system. If the previous user forgets to
logout, the second PC can only access the router web interface after a user-defined auto logout
period which is by default 3 minutes. You can however modify the value of the auto logout period
using the Advanced > Device Management section of the router web interface. Please see the
Advanced section of this manual for more information.
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly
contact your service provider or Billion for support.

Problems with the router

Problem Suggested Action

None of the LEDs lit when the router is | Check the connection between the router and the

turned on. adapter. If the problem persists, most likely it is due
to the malfunction of your hardware. Please contact
your service provider or Billion for technical support.

You have forgotten your login username | Try the default username & password (Please refer
or password to Chapter 3). If this fails, restore your router to its
default setting by pressing the reset button for more
than 6 seconds.

Problems with WAN interface

Problem Suggested Action

Initialization of PVC connection (line- | Make sure that the telephone cable is properly con-
sync)fail nected between the ADSL port and the wall jack. The
ADSL LED on the front panel should lit. Check that
your VPI, VCI, encapsulation type and type of multi-
plexing settings are the same as those provided by
your ISP. Reboot the router GE. If you still have prob-
lem, you may need to verify these settings with your

ISP.
Frequent loss of ADSL linesync Make sure that all devices (e.g telephone, fax ma-
(disconnection) chine, analogue modems) that are connected to the

telephone line as your router have a line filter con-
nected between them and the wall outlet (unless your
are using a Central Splitter or Central Filter installed by
a qualified and licensed electrician). Make sure that alll
line filters are correctly installed as missing line filters
or incorrect installation of line filters can cause ADSL
connection problem, including frequent disconnec-
tions.
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Problem with LAN interface

Problem Suggested Action

Cannot PING any PC on LAN Check the Ethernet LEDs on the front panel. The LED
should be on for the port that has a PC connected. If it does
not lit, check to see if the cable between your router and the
PC is properly connected. Make sure you have first unin-
stalled your firewall program before troubleshooting.

Verify that the IP address and the subnet mask are consis-
tent for both the router and the workstations.
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Appendix: Product Support & Contact

Following the suggestions listed in the Troubleshooting section of the user manual can help you
solve most of your problems. However if your problems persist or you come across other technical
issues that are not listed in the Troubleshooting section, please contact the dealer from where you
purchased your product.

Contact Billion

Worldwide:

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are registered
Trademarks of Microsoft Corporation.
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FCC statement in User's Manual (for class B)

"Federal Communications Commission (FCC) Statement

This Equipment has been tested and found to comply with the limits for a class B digital

device, pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses and can radiate radio frequency energy and, if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment

does cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.



FCC Caution:

1.The device complies with Part 15 of the FCC rules. Operation 1s subject to the following

two conditions:
(1) This device may not cause harmiul interference, and
(2) this device must accept any interference received, including interference that may

cause undesired operation.

2.This device and its antenna(s) must not be co-located or operating in conjunction with
any other antenna or transmitter.

2. Changes or modifications to this unit not expressly approved by the party responsible
for compliance could void the user authority to operate the equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled

environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.





