Security

Packet Filter

Packet filtering enables you to configure your router to block specified internal/external users (IP
address) from Internet access, or you can disable specific service requests (Port number) to /from
Internet. The relationship among all filters is “or” operation, which means that the router checks
these different filter rules one by one, starting from the first rule. As long as one of the rules is
satisfied, the specified action will be taken.

IA:I',-anu:ecI Setup

¥ Packet Filter

Packet Filter Configuration
IF

Filter Mame Vrcion Protocol
Default Any
Add

Above is the listing table. Click Add to add new configurations.

I Advanced Setup

* Packet Filter - Add
Packet Filter Configuration
Filter Mame

IP Version

Frotocol

Frotocel Mumber
Internal IP Address
Internal Fort
External IP Address
External Port
Action

Direction

Imternal IP Address

External IF Address

Any

Any

[1Pud |w

RAW w
TCFP f
UDF

ICMP

RAW [|~
|Any |

forward

incoming |+

Internal Port
External Part
Any

Any

—-select-

- 254]

-
) =

Direction Action Order  Remove

outgoing forward

W N

¥ itype or select from listhox)

Filter name: a user-defined filter name or you can select from the drop-down menu the application,

and leave the automatically generated name as the Filter name.

IP Version: Select the IP Version,

IPv4 or IPv6.

Internal IP Address / External IP Address: This is the Address-Filter used to allow or block traffic
to/from particular IP address (es). Input the range you want to filter out. If you leave empty, it means

any IP address.

Protocol: Specify the packet type (TCP/UDP, TCP, UDP, ICMP, RAW and Any) that the rule applies
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to. Only when RAW is selected, then you can type the protocol number (0-254) to identify the
protocol that you want the filter applies to. When Any is selected, it means the filter will applies to
any protocol.

Internal Port: This Port or Port Range defines the ports allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 1 ~ 65535. It is recommended that this option be
configured by an advanced user.

External Port: This is the Port or Port Range that defines the application. Default is set from range 1
~ 65535.

Action: If a packet matches this filter rule, forward (allows the packets to pass) or drop (disallow
the packets to pass) this packet.

Direction: Determine whether the rule is for outgoing packets or for incoming packets.

@ Set up

Select the application you want to filter, input the information or leave it as default according to
yourself.

IAcIu-ancecI Setup u\\-{r .
i -

* Packet Filter — Add

Packet Filter Configuration

Filter Mame S2H SSH(TCP 22) ™ litvpe or select from listhox)
IP Version [1Pud (v

Protocol TCP v

Protocol Mumber [0 - 254]

Internal IP Address o
Internal Port "

External IP Address m.

External Port 22 1~[22
Action forward ¥
Direction [incoming »|

Press Apply to confirm and the item will be listed in the following table.

I Advanced Setup ui\é- .
F ——

¥ Packet Filter

Packet Filter Configuration
IP Internal IF Address Internal Fort

Filter Mame : Protocal Direction Action Order Remove
Version External IP Address External Port
Any Any - :
S335H 4 TCP N 59 incoming  forward o
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@ Remove

I Advanced Setup

~ Packet Filter

Packet Filter Configuration

Filter M = Broi | Internal IF Address
ilter Mame - rotoco
Wersion External IP Address
Any
SSH 4 TCP
Any

Internal Fort

Direction
External Port
Any : :
incoming
22

Check the checkbox, press Remove, the item will be removed.

@ Reorder

Action

forward

A N

arder Remaove

[O]

When there are more than one Filter application, you can reorder them to the priority you want. The

former is prior to the latter one.

Iﬂ.d'aancecl Setup

> Packet Filter

Packet Filter Configuration

Filter I IP Brotacol Internal IP Address
ilter Mame ; rotoco
‘ersion External IP Address
Any
53H 4 TCP
Any
Any
IKE 4 DR
any

[ﬂ] [ Remuove ] [ Reaorder ]

Internal Fort L
Direction

External Port

Any ; :
incoming

22

Any : :

= incoming

500

Action

forward

forward

Click T or *+ to change the priority of the filter, then press [ Reorder | to confirm.
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Parental Control

Time Restriction

A MAC (Media Access Control) address is the unique network hardware identifier for each PC on
your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your router's MAC
Address Filter function, you can configure the network to block specific machines from accessing
your LAN during the specified time.

Ia!'.cl'.-an-:ecl Setup L\ I\- .

*Time Restriction
Time Restriction Action
Action ® Disable O allow O Block

Access Time Restriction
A maximum entries can be configured: 16
Lser Mame AT Mon Tue Wed Thu Fri Sat sun Start Stop Remaove

Action:

® Disable: disable the Time Restriction function.

® Allow: allow the members in the following table to access the router.

® Block: block the members listed in the following table from accessing the router.
Note: here users should add the rules first, then select the wanted action.

Click Add to add the rules.

I."-'.cl'\-an-:ecl Setup L‘ ]\u .

* Time Restriction — Add

Parameters
ser Mame

MAC Address

Days of the week Clmen CTue Cwed ClThu [CFi [ISat [Sun
Start Time _ | thh:mm;
End Time ' {hh:mmj}

Username: user-defined name.

MAC Address: enter the MAC address(es) you want to allow or block to access the router and LAN.
The format of MAC address could be: XX:XX: XX XX XX XX O XX-XX-XX-XX-XX-XX.

Days of the week: select the days of a week this rule takes efforts.

86



Start Time: enter the start time of each day in hh:mm format. Leaving it empty means 00:00.
End Time: enter the end time of each day in hh:mm format. Leaving it empty means 23:59.

Click Apply to confirm your settings. The following prompt window will appear to remind you of the
attention.

Message from webpage

' WARNTHG: Modem time 1= nmot set and Farental Control will not work correctly without it! Please set 1t in
- “Management/Internet Time'

IMI'.-ancecI Setup l“‘}.[b_ .

> Time Restriction
Time Restriction Action
Action C Disable @& allow O Block

Access Time Restriction

& maximum entries can be configured:; 16

User Mame MAC Mon Tue Wed Thu Fri Sat Sun  Start Stop Femove
18:A49:05:38:04:03 X X X X X X ¥ 0:0 23:0

¥y

If you needn't this rule, you can check the box, press Remove, it will be OK.

URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.abcde.com or
http://www.example.com) filter rules allow you to prevent users on your network from accessing
particular websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to
meet your requirements.

I.-lcl'.-an-:ecl Setup j“% -

> URL Filter

Parameters

URL Filter > Enable & Disable

Keywords Filtering [CJEnable Detail »

Domains Filtering [ Enable Dietail *

Restrict URL Features BLOCK [lJavaApplet [Jactivex [1Cookie [C]Proxy
Except IP Address Dietail »

Log |

[i'-.ppl:;] [ Cancel ]

URL Filtering: select to enable or disable URL Filtering feature.
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Keywords Filtering: Allow blocking against specific keywords within a particular URL rather than
having to specify a complete URL (e.g.to block any image called “advertisement.gif”). When enabled,
your specified keywords list will be checked to see if any keywords are present in URLs accessed to
determine if the connection attempt should be blocked. Please note that the URL filter blocks web
browser (HTTP) connection attempts using port 80 only.

Domains Filtering: This function checks the whole URL address but not the IP address against
your list of domains to block or allow. If it is matched, the URL request will either be sent (Trusted) or
dropped (Forbidden).

Restrict URL Features: Click Block Java Applet to filter web access with Java Applet components.
Click Block ActiveX to filter web access with ActiveX components. Click Block Cookie to filter web
access with Cookie components. Click Block Proxy to filter web proxy access.

Exception IP Address: You can input a list of IP addresses as the exception list for URL filtering.

Log: Select Enable for this option if you will like to capture the logs for this URL filter policy.

Keywords Filtering

Click Pei2l* to add the keywords.

IAcIa-anu:ecI Setup ;u‘\E .

* Keywords Filtering
Parameters

Keyward

Add Edit/ Delete Return *

Enter the Keyword, for example image, then click Add.

Iﬁ.cla-anu:ecl Setup ;ut‘ .

* Keywords Filtering
Parameters

Keyword

(2dd] [ Edit/Delete | ey »

Edit Keywiord Celete
@ image 1

You can add other keyword like this. The keywords you add will be listed as above. If you want to
reedit the keyword, press the Edit radio button left beside the item, and the word will listed in the
Keyword field, edit, then press Edit/Delete to confirm. If you want to delete certain keyword, check
Delete checkbox right beside the item, and press Edit/Delete. Click Return to be back to the
previous page.

88



Domain Filtering

Click “etzll* to add Domains.

Ialatl-.-ancetl Setup i“% .

¥ Domains Filtering

Parameters
Domains Filtering Type Forbidden Domain |

add] [ Edit/Delete | petyrn »

Domains Filtering: enter the domain you want this filter applies to.
Type: select the action this filter deals with the Domain.
® Forbidden Domain: the domain is the forbidden to access.
® Trusted Domain: the domain is trusted and allowed access.
Enter a domain and select whether this domain is trusted or forbidden with the pull-down menu. Next,
click Add. Your new domain will be added to either the Trusted Domain or Forbidden Domain listing,

depending on which you selected previously. For specific process, please refer to Keywords
filtering.

Exception IP Address

Click P=i2lY to add the IP Addresses.

I Advanced Setup \ w&- .

*Except IP Address

Parameters
Internal IF Address o

sdd| [ Edit/Delete | Ratum»

Enter the except IP address. Click Add to save your changes. The IP address will be entered into
the Exception List, and excluded from the URL filtering rules in effect. For specific process, please
refer to Keywords filtering.

At the URL Filter page, press Apply to confirm your settings.
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QoS - Quality of Service

QoS helps you to control the data upload traffic of each application from LAN (Ethernet) to WAN
(Internet). It facilitates you the features to control the quality and speed of throughput for each
application when the system is running with full upstream load.

Iaﬁ.clx-ann:ecl Setup Q}? .
i -

* Queue Management Configuration

If Enable QoS checkhox is selected, choose a default DSCP mark to automatically mark incoming traffic without reference to a particular
classifier.

If Enable Qos checkbox is not selected, all GoS will ke disabled for all interfaces.

The default DSCP mark is used to mark all egress packets that do not match any classification rules.

Quality of Service Enable
Select Default DSCP Mark default{0000007

Cancel

Quality of Service: Check to activate this function and the following field will be available.

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming
traffic without reference to a particular classifier.
If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

Select Default DSCP Mark: Select the default DSCP mark from the list-box. Differentiated Services
Code Point (DSCP) is the first 6 bits in the ToS byte. DSCP Mark allows users to classify the traffic
of the application to be executed according to the DSCP value. The default DSCP mark is used to
mark all egress packets that do not match any classification rules.

Note: Before configuring Queue config and QoS Classification section, you must enable QoS
function, for the reason that the queues’ activation will depend on this, the classification will also
depend on this.

The corresponding IP precedence and DSCP mapping table is listed below.
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IP Precedence and DSCP Mapping Table

Mapping Table

Default (000000)

Best Effort

EF(101110)

Expedited Forwarding

AF11 (001010)

Assured Forwarding Class1(L)

AF12 (001100)

Assured Forwarding Class1(M)

AF13 (001110)

Assured Forwarding Class1(H)

AF21 (010010)

Assured Forwarding Class1(L)

AF22 (010100)

Assured Forwarding Class1(M)

AF23 (010110)

Assured Forwarding Class1(H)

AF31 (011010)

Assured Forwarding Class1(L)

AF32 (011100)

Assured Forwarding Class1(M)

AF33 (011110)

Assured Forwarding Class1(H)

AF41 (100010)

Assured Forwarding Class1(L)

AF42 (100100)

Assured Forwarding Class1(M)

AF43 (100110)

Assured Forwarding Class1(H)

CS1(001000) Class Selector(IP precedence)l
CS2(010000) Class Selector(IP precedence) 2
CS3(011000) Class Selector(IP precedence)3
CS4(100000) Class Selector(IP precedence) 4
CS5(101000) Class Selector(IP precedence) 5
CS6(110000) Class Selector(IP precedence) 6
CS7(111000) Class Selector(IP precedence) 7

DSCP indicates three kinds of service, Class Selector (CS), Assured Forwarding (AF) and Expedited
Forwarding (EF). AF1, AF2, AF3 and AF4 are four kinds of assured forwarding services. Each AF
has three different packet loss priorities from high, medium, to low. Also, CS1-CS7 indicates the IP
precedence.

Click Apply to confirm the settings.
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Queue Config

Queue is a technology of managing congestion providing precautions with the packets storing and
scheduling. Queue Config allows you to configure a QoS queue entry and assign it to a specific
network interface. Each queue entry set here will be used by the classfier to place ingress packets
appropriately.

I:!'.cl-,-an.:ecl Setup Lu\;{ .

* o5 Queue Setup

In ATM maode, maximum gueues can be configured; 16

In PTM mode, maximum queues can be configured: 8

For each Ethernet interface, maximum queues can be configured: 4

[fyou disable WHMM function in Wireless Page, queues related to wireless will not take effects.

Mame key Interface Scheduler Algorithm Frecedence ‘\Weight PTM Fricrity Enabkle Remove

WIMM Voice Priority 1 wild aF 1 Enabled
WIMM Voice Pricrity 2 wild oF 2 Enabled
VWIMIN Video Priority 3 wil 5F 3 Enabled
WIMM Video Priority 4 w0 SF 4 Enabled

WM Best Effort 5 will SP 5 Enabled
WM Background i wild oF i Enabled
WM Backaround T wild aF if Enabled

VWM Best Effort 8 w0 SF 8 Enabled

Default Queue 49 atm0o sP g

Default Queue 65 atm1 WFQ 8 1

Note: the interface set in the WAN> WAN Interface will be list as Default Queue here, and the
parameters listed above can be configured there. For detail, please turn to WAN > WAN Interface
section for help. You can also add other queues to the ATM and PTM interfaces despite of the
default queue.

And Wireless Service queue will be enabled by default if you enable wireless. Also if you enable
virtual APs, the corresponding WMM service queues will be enabled as well.

Name: the queue name.
Key: the item number.
Interface: the queue interface.

Scheduler Algorithm: the QoS Scheduler Algorithm, SP(Strict Priority) or WFQ(Weight Fair
Queuing)

Precedence: the priority identification.
Weight: the weight value, 1-63. the highest is 63.
PTM Priority: the PTM priority, normal or high.

Enable: check the enable check-box, then press Enable to activate the queue. If you want to
disable this queue, you can uncheck the corresponding check-box and press Enable, the queue will
be disabled.

If the queue is enabled, you will see a tick, like == . Otherwise, the queue is disabled.
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Click Add to create a queue.

IA:I-.-anu:ecI Setup L“\t' .

* Qo5 Queue Configuration

Parameters
Mame

Enabkle 'i]isahi'e v'

Interface w

[ixpply] [ Cancel ]

Name: Type the name of the queue.
Enable: Select whether to enable the queue.
Interface: Select which interface this queue applies to.

Select interface, the following corresponding parameters will appear to let you configure, Enter the
information, Click Apply to conform. Then the item will be listed in the table.

I Advanced Setup A WE .

* JoS5 Quewue Configuration

Parameters

Mame i:|1

Enable Disable |
Interface X v
Frecedence 1 w

[.ﬂ.pplf] [ Cancel ]

Precedence: the precedence of the queue, interface P1-P4, 4 levels from high to low are 1-4. ATM
or PTM interfaces, 7 levels from high to low are 1-7, for the precedence of the default queue with the
interface of SP Scheduler Algorithm is 8. Here if the interface is of WFQ Scheduler Algorithm, you
should enter the weight of the queue.
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Click Apply to save and the added queue will be listed as below.

IAch-anI:ec! Setup | “\t" .
& -

* Qo5 Queue Setup

In ATM maode, maximum queues can he configured: 16

In PTM mode, maximum queues can be configured: 8

For each Ethernet interface, maximum queues can be configured: 4

Ifyou disable WMM function in Wireless Fage, queues related to wireless will not take effects.

Mame Key Interface Scheduler Algorithm Precedence Weight PTM Priority Enable Remove
WIMM Voice Priarity 1 wid S 1 Enabled
WM Voice Priarity 2 wild SF 2 Enabled
WM Video Pricrity 3 wil S 3 Enabled
WIMM Videao Pricrity 4 w0 SB 4 Enabled
WM Best Effort 5 wil S 5 Enabled
WIMM Background G wild SF i Enabled
WMM Background Fi wild SE T Enabled
WIMM Best Effort 8 w0 SB 8 Enabled
Default Queue 49 atmi SP 2
Default Gueue 65 atm WELQ a 1
P1 86 P1 SF 1 o O

[4dd] | Enable | [ Remove |

Enable: check the enable check-box, then press Enable to activate the queue. If you want to
disable this queue, you can uncheck the corresponding check-box and press Enable, the queue will
be disabled.

Remove: To delete the QoS rule from the table, check Remove checkbox then click Remove
button to delete the selected item.

Note: only the queue added via the above mode can be directly removed here, the default queue

can't be removed here, if you want to remove them, remove the interface in WAN > WAN Interface
section.

Note: In ATM mode, maximum queues can be configured: 16
In PTM mode, maximum queues can be configured: 8
For each Ethernet interface, maximum queues can be configured: 4
If you disable WMM function in Wireless Page, queues related to wireless will not take effects.
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QoS Classification

This screen displays a packet QoS summary table and allows user to add or remove a QoS
classification class. This is the main place to configure the classification, marking and queuing rules.

IAcI'.fancecI Setup iwtl_ !

* @05 Classification Setup

[Maximum queues can be configured: 32
Ifyou disable WM function in Wireless Fage, classification related to wireless will not take effects.

Classification Criteria Classification Results
Class Ether SrclP/ DstiP! BSEP B8P DSCR 802 1P VianlD Rate :
fEirin Order Interface Type Preficength Preficenath Protocol SrcFort DstPort ek Chbpe Key Mark Mark Tag Type Ratio Enable Remaove

Click Add to add Network Traffic Class Rule.

I Advanced Setup i““\t‘! .
—

¥ Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream fraffic, assign queue which defines the precedence and the interface and
aptionally avenarite the IF header DSCF byte.

Artule consists of a class name and at least one condition below.

All of the specified conditions in this classification rule must be satisfied for the rule to take effect.

Traffic Class Mame |

Rule Order Lastv'

RUsE s :.-F'.‘E?!P.'.'?..."f
Classification Criteria

A blank criterion indicates itis not used for classification.

Class Interface L--NTZI_--N _. v
Ether Type j v
Source MAC Address ]

Source MAC Mask

Destination MAC Address

Destination MAC Mask

Classification Results

Must select a classification queue A blank mark or tag value means no change.

Assign Classification Queue bl

Wark Differentiated Service Code Point (DSCP) _ v

Mark 802 1p priority : v

Tag VLAN ID | o004

Rate Type :._.Guaran.t;ae-l.:luil'.-liﬁimle_ 3 v
Ratic '“:
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The classification rule is a ‘AND’ mode, that is a rule takes effect only when all of the specified
conditions must be satisfied.

Parameters

Traffic Class Name: Assign a name for this class to uniquely identify the others among multiple
classes.

Rule Order: Select the priority for this class rule.
Rule Status: Select Enable to activate this class rule.

Specify Classification Criteria

The following parameters are to be classification rule. Enter or select appropriate parameters on the
following fields. A blank criterion indicates it is not used for classification.

Class Interface: select the interface you want to be the one aspect of the classification criteria.
Here "LAN->WAN” and "WAN->LAN" can be viewed as IP QoS, the others can be viewed as ported-
based QoS, which means that control the QoS of certain port such. For example, if you select P1
port, then criteria applies to this port, that is ported-based QoS.

Entry Type: select the application type.

Source/destination MAC Address: enter the source and destination MAC address as the QoS
Classification Criteria. The format should be XX:XX:XX:XX:XX:XX OF XX-XX-XX-XX-XX-XX.

Source/destination MAC Mask: MAC mask is similar to IP mask, and the format also should be
XXEXXIXXEXXEXXIXX O XX-XX-XX-XX-XX-XX. It is used to hide some information of the MAC address. ‘1’,
means needed and ‘O’ means ignored. For example, MAC address e0:3b:4a:c2:ca:e2 and MAC
mask ff:ff:ff:00:00:00, that is whatever MAC address while matches e0:3b:4a:XX:XX:XX, will be
accepted.

Specify Classification Results

Enter or select appropriate parameters you want for the packets matched the above classification
criteria in the following fields. You have to choose a classification queue. A blank mark or tag value
means no change.

Assign Classification Queue: assign classification queue from the drop-down box. If you want to
select the queue, you should make sure the specific queue is enabled in Queue Config section.

Mark Differentiated Service Code Point (DSCP): select the DSCP you want to be the new DSCP
for the packets which matched the above classification criteria.

Mark 802.1p priority: it is a LAN Layer 2 QoS/CoS Protocol for Traffic Prioritization. It is
interoperable with IEEE 802.1Q. 802.1p has 8 kinds of priority.

Tag VLAN ID: enter the tag VLAN ID, 0-4094, used to determine the VLAN the frame belongs to.
Rate Type: You can choose Limited or Guaranteed.
Ratio: The rate percent in contrast to that on WAN interface.

Note: 802.1p/vlan tag feature be supported only when in bridge mode, DSL WAN interface.

Click Apply to confirm the settings and you will be returned to the QoS Classification page.
Enable: To disable the item, please uncheck Enable check box then click Enable button.

Remove: To delete the QoS class from the table, check Remove checkbox then click Remove
button to delete the selected item.
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Set up a QoS Classification

@ IP QoS
LAN to WAN IP QoS
1. It is a QoS controlling the traffic from LAN to WAN. So first make sure there is at least one WAN

gueue. If you have configured WAN interface and it will appeared as a default queue, you can also
add other queues of the specific interface. See Queue Config.

Here we have a atm0 (WAN interface), the interface has a default queue and an added queue. Make
sure to enable the queue.

I Advanced Setup l“}?— .

* JoS5S Queue Setup

In AT mode, maximum gueues can be configured: 16

In PTM made, maximum gqueues can be configured: 8

For each Ethernet interface, maximum gueues can ke configured: 4

Ifyou disable WKMM function in Wireless Page, queues related to wireless will not take effects.

Mame Key Interface Scheduler Algorithim Frecedence  Weight PTM Priority Enable Remuove
WK Voice Priority 1 wild 5P 1 Enabled
WM Voice Priority 2 wld SF 2 Enabled
WM Video Priority 3 wil SP 3 Enabled
VWK Video Pricrity 4 wil SP 4 Enabled
WM Best Effort 5 wil SP 5 Enabled
WM Background B wild SF ] Enabled
WM Background Vi wild 5P i Enabled
WK Best Effort 8 wil SP 8 Enabled
@ 49 atm0 SP 8 D
Default CGueue 65 atm WEFQ a 1
P 86 P1 SP 1 rl
—_amoT 67  atmO SP 1 =

[Add] [ Enahle ] [ Femove
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2. In QoS Classification Setup page, Click Add to add a Qos Classification.

IAcI'.-ancecl Setup 1“.*\; .

* 085 Classification Setup

[Maximum queues can be configured: 32
[fyou disakle WM function in Wireless Page, classification related to wireless will not take effects.

Classification Criteria Classification Results
Class Ether SrclP/ DstiF/ DSCF 802 1F DSCF 802.1F VianlD Rate !
fEirn Order Interface Type Prefidength PrefixLength Protocol SrcFort DstPort Chetk Chisck Key Mark Mark Tag  Type Ratio Enable Remaove

Then in the appeared Add Network Traffic Class Rule page, enter the information to set up a rule.

1) Specify the rule name, rule order, and rule status.

Traffic Class Mame upstream
Rule Crder Last
Rule Status Disahle

2) Specify the classification criteria. Here you can set every parameter to strictly control the specific
traffic or you can set several parameters to let them be the key elements to control the traffic. A
blank criterion indicates it is not used for classification.

Classification Criteria

A blank criterion indicates it is not used for classification.

Class Interface LAMN to WAN L
Ether Type IP (0x800) W
Source MAC Address 18:A8:05:38:04:03

Source MAC Mask frfff:00:00:00

Destination MAC Address el:3bdac2cae?
Destination MAC Mask NimiNIRiN

IF Cptian Source IP Address[fMask] W
Source |P Address 192.168.1.11

Destination IP Address[iMask] 168.95.100.100
g:_flf:éEntiated Semnvice Code Point (DSCP) AF13(001110) [
Protocol TCP |w

UDPTCP Scurce Port (port or portport) a0

LIDR/TCP Destination Port (port or portport) a0
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3) Specify the classification results. Here you must Assign Classification Queue. Whether the
following parameters are needed is according to your needs. If you do not want to change the
original information, please leave it empty. The queues listed here in the Assign Classification
Queue are WAN interface queues set in Queue Config section. Select the needed queue. If you find
none queues here, turn back to check whether you have configured a queue and enable it.

Classification Results
[Must select a classification queue A blank mark or tag value means na change.

Assign Classification Queue |:||:|EI.1&atn1l:l&F'athD&Ke;.-dEl&@

Mark Differentiated Service Code Point

(DSCP) b

[Mark 802 1p priority "

Tag VLAM ID [0-4094]

Fate Type Guaranteed (Minimum)
Ratia 30 T

[.L'.ppl-,-'] [ Cancel ]

3. Click Apply to save your settings. The added rule will listed as below.

IAcI-.-ancecl Setup ;Q\{ .

* QoS5 Classification Setup

Maximum queues can be configured; 32
If you disable WM function in Wireless Page, classification related to wireless will not take effects.

Classification Criteria Classification Results
Class Ether SrclP/ DstiP/ DSCP 802.1P DSCP 802.1P VianlD ;
R Order Interface Type PrefisLength Prefidlength Protocol SrcPont DstPort Check Check Key Wark Mark  Tag Rate Type  Ratio Enable Remaove
upstream 1 LAN P 182168411 16805100100 TCF &0 80  AF13 49 Iﬁ:ﬁ[;”&ﬁfd ol N1 B
Enahle Remave

Enable: check the enable check-box, then press Enable to activate the rule. If you want to disable
this rule, you can uncheck the corresponding check-box and press Enable button, the rule will be

disabled.

Remove: To delete the QoS class from the table, check Remove checkbox then click Remove
button to delete the selected item.
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WAN to LAN IP QoS

1. Here we take WAN to LAN (P1) QoS for example. Make sure there are enabled port P1 based

queues here. LAN gueues need your configuration. You can enable wireless to enable WMM queues
by default or add P1-P4 ported based queues manually.

F1 i F1 SP 1

2. In QoS Classification Setup page, Click Add to add a Qos Classification.

I.ﬂ.cl'.rancecl Setup g“& .

* Qo5 Classification Setup

Maximum queues can be configured; 32
If you disable W function in Wireless Page, classification related to wireless will not take effects.

Classification Criteria

Class Ether SrclP/ DstiP/ DSCP 802.1P
Order Interface

Name Type FPrefiLength PrefiLength | owecel SrcPor DstPon

Classification Results

DSCP 802.1P VianiD )
Check Check Key WMark Mark  Tag Rate Type Ratic Enable Remave

upstream 1 LAN P 192.168.1.11 168.95100.100 TCP 80 80  AF13 49 S niced

(Minimum} i ]
e
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Then in the Add Network Traffic Class Rule page, enter the information to set up a rule.

* Add Network Traffic Class Rule

The =creen creates a traffic class rule to classify the upstream traffic, assign queue which defines the precedence and the
interface and opticnally overwrite the IF header DSCP byte.

Arule consists of a class name and at least one condition below.

All of the specified conditions in this classification rule must be satisfied for the rule to take effect,

Traffic Class Mame |downstream
Rule Order [Last +|
Rule status |Disable ~|

Classification Criteria

A Bblank criterion indicates itis not used for classification.

Class Interface "~Nt:uL~N v

Ether Type [P @300 |¥]

Source MAC Address g:eD:Eh:nia:l:E:l:a:eE

IP Cption :_-Ecuru:e IP ﬁ.ddreas[.-'r-.-mslt}. v_.
Source IP Address 158.98.1.100

Destinaticn IP Address[Mask] :192.168.1.101'24

ggfséﬁntiated Senvice Code Point (DSCR) :_.3.F13|'IZIIZI1 1101 v

Frotocol TCF' v

LIDRMCP Zource Port (port or portport) BIZI

1
LUDRTCP Destination Port {port or portport) EIBIII
Classification Results

Must select a classification queue A lank mark or tag value means no change.

Assign Classification Clueue :EthIZI&PatleS-Ke;.-'éE.S.-ﬁré.1“ v
Mark Differentiated Senvice Code Point v'=

(DSCP) |

Rate Type | Guaranteed (Minimum) s |

Ratio 40 o

[.Appl'y‘] [ Cancel ]

3. Click Apply to save your settings. The added rule will be listed as below.

I Advanced Setup mtg_ .
A

* QoS5 Classification Setup

Maximum queues can be configured: 32
If you disable WM function in Wireless Page, classificaticn related to wireless will nottake effects.

Classification Criteria Classification Results
Class Ether SrelP! DstiF/ DSCF 8021P . DSCP 802.1F VianiD _
ks Order Interface Ty, Prafitanglit, Profd engl Pratocel SrePort DstPart o 0 o Key ot Tag Rate Type  Ratic Enable Remove
upstreamn 2 LAN P 192168111 16895100100 TCP 80 80  AF13 49 ﬁ;ﬁ{;”&ﬁid a0 ]
downstream 1 WAN  IP 168981100 19216811024 TCP 80 80  AF13 B ﬁ;ﬁ{;”&ﬁf,d 40 | O O
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@ Port-based QoS
Take port P1 to WAN QoS for example.
1. First make sure there is at least a WAN queue and it is enabled.

I Advanced Setup \ “ELE! .

Qo5 Queue Setup

In ATM mode, maximum gueues can be configured:; 16

In PTM mode, maximum queues can be configured: 8

For each Ethernet interface, maximum queues can ke configured: 4

[fyou disable WKW function in Wireless Page, queues related to wireless will not take effects.

Mame key Interface Scheduler Algorithm Frecedence Weight PTM Priority  Enable  Remove
WM Yoice Priority 1 wild 56 1 Enahled
WM Yoice Priority 2 will SF 2 Enahled
VWM Video Priority 3 wld 56 3 Enahled
WM Video Priority 4 wil SP 4 Enahled
W Best Effort 5 will 5B 5 Enahled
WIMN Backaground i will SF i] Enahled
WM Backaground i wld 56 i Enahled
WM Best Effort 8 wil SP 8 Enahled
Default Gusue 49 atmao SP g
Default Queue 65 atm1 WFQ a 1
P4 66 P1 SP 1 []
atmo 67 atmi SP 1 [

[.ﬁu:ll:l] [ Enable ] [ Femuove

2. In QoS Classification Setup page, Click Add to add a QoS Classification.

I Advanced Setup “% .
_

* Qo5 Classification Setup

Maximum queues can be configured: 32
If you disable WM function in Wireless Page, classification related to wireless will nottake effects.

Classification Criteria Classification Results
Class Ether SrclP! DstiP! DSCP 8021F . DSCP 802.1F VianiD _
e Order Interface Tebe. Prafienath. Prefid ength Protocol SrcPort DstPort o o oo Key o0t o Tag Rate Type  Ratio Enable Remove
upsteam 2  LAN P 192188111 16895100100 TCP 80 80  AF13 49 ﬁ;ﬁ{;”&ﬁf,_d 30 ]
downstream 1 WAN  IP 168921100 192168110/24 TGP 80 80 AF13 66 ﬁ;ﬁ{;”&ﬁf,_d 4 O O
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Then in the Add Network Traffic Class Rule page, enter the information to set up a rule to your
needs. To Assign Classification queue, select the needed WAN queue.

I Advanced Setup

N N

The screen creates a traffic class rule to classify the upstream traffic, assign gqueue which defines the precedence and
the interface and optionally overwrite the IF header D3CP byte.

Arule consists of a class name and at least one condition below.

All of the specified conditions in this classification rule must be satisfied for the rule to take effect.

Traffic Class Mame Epnrﬂ_t-:n_‘.*."i'-.H |

¥ Add Network Traffic Class Rule

Rule QOrder | Last vj

Fule Status | Disable vi
Classification Criteria

A blank critericn indicates it is not used for classification.

Class Interface | P1 v

Ether Type
Source MAC Address

IF'F'F'l:lE DISC (0xBBE3) v|

aa bb:ccdd:22:11

Source MAC Mask -ff'ff'ff'IIIIII'IIIIII'IIIEI |
Destination MAC Address |11 34:00aabbee |
Destination MAC Mask ifr:’rr:ff:EIEI:EIEI:EIEI |

Classification Results

[Must select a classification queue A blank mark ortag value means no change.

Assign Classification Queue ' pppd&atmO&Pathi&Key35&Fre v|

[dark Differentiated Sernvice Code FPoint
(B5ERP)

Mark 802.1p pricrity

| AF12(001100) |

Tag VLAN ID

[Appl}'] [ Cancel ]

3. Click Apply to save your settings and the added rule will be listed as below.

1
I Advanced Setup

~ Q0§ Classification Setup

Maximum queues can be configured: 32

Ifyou disable WM function in Wireless Page, classification related to wireless will not take effects.
Classification Criteria

SrclP/ DstiP/
FrefisLength Prefixlength

Classification Results

DECP 802.1F DSCF 802.1P VianlD

Class Mame Order Interface Ether Type Protocol SrcPert DstPort Check Check Key Y are | Mk Tag

Rate Type Ratic Enable Remove

Guaranteed

upstream 2 LAN IP 192.168.111 16895100100 TCP 80 80  AF12 49 ool O
downstream 1 WAN IP 168.92.1.100 192.168.1.10/24 TCP 80 80  AF13 &6 ﬁﬁgm}ﬁnﬁd w0 O O
potito WAM3  P1  PPPOE_DISC 67 AF12 1 100 ERIEE]
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Routing

Default Gateway

IA[I'.rancecI Setup 1“‘};_ -

¥ Default Gateway

Default Gateway Interface List

Only one default gateway interface will be used accaording to the priority with the first being the highest and the last one the lowest priority if
the WAN interface is connected.

Selected Default Gateway Interfaces Ayailable Routed WAN Interfaces

pppoe_0_0_35/ppp1 pppoe_0_8_35/ppp0

Preferred VAN Interface As The System Default IPvG Gateway
Selected WAN Interface | pppoe_0_8_35ipppl |+ |

To set default gateway and Available Routed WAN Interface. This interfaces are the ones you have
set in WAN section, here select the one you want to be the default gateway by moving the interface

-

via | | or | = | . And select a Default IPv6 Gateway from the drop-down menu.

Note: Only one default gateway interface will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
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Static Route

With static route feature, you are equipped with the capability to control the routing of the all the
traffic across your network. With each routing rule created, you can specifically assign the
destination where the traffic will be routed to.

IMI-,-ancecI Setup \ i\\. .
1 - ——

¥ Static Route

Parameters
P Versian Cst IP/Prefix Lenath Gateway Interface IMetric Remove

Add

Above is the static route listing table, click Add to create static routing.

IAcI'.-anu:ecl Setup u\}g .
i -

¥ Static Route

Parameters

IP Version IPvd |

Destination IP Address ! Prefix Length -

Interface »
Gateway IP Address

Metric _ | [areater than or equal to zerd]

IP Version: select the IP version, IPv4 or IPv6.

Destination IP Address / Prefix Length: enter the destination IP address and the prefix length. For
IPv4, the prefix length means the number of ‘1" in the submask, it is another mode of presenting
submask. One IPv4 address,192.168.1.0/24, submask is 255.255.255.0. While in IPv6, IPv6
address composes of two parts, thus, the prefix and the interface ID, the prefix is like the net ID in
IPv4, and the interface ID is like the host ID in IPv4. The prefix length is to identify the net ID in the
address. One IPv6 address, 3FFE:FFFF:0:CD30:0:0:0:0 / 64, the prefix is 3FFE:FFFF:0:CD3.

Interface: select an interface this route associated.
Gateway IP Address: enter the gateway IP address.

Metric: Metric is a policy for router to commit router, to determine the optimal route. Enter one
number greater than or equal to O.

Click Apply to apply this route and it will be listed in the route listing table.
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In listing table you can remove the one you don’'t want by checking the checking box and press
Remove button.

IAcIuancecl Setup l‘,\tl_ .

¥ Static Route

Parameters

IP Yersion DstIP/Prefix Lenagth Gateway Interface [etric Remoaove
4 192 168.1.0/24 pppo 1

(sl (oo )

—  —
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Policy Routing

Here users can set a route for the host (source IP) in a LAN interface to access outside through a
specified Default Gateway or a WAN interface.

The following is the policy Routing listing table.

I Advanced Setup \ “i\t‘ .

* Policy Routing

Parameters
Falicy Mame Source [P LAMN Part VAN Default Gateway Remove

Click Add to create a policy route.

I Advanced Setup \ ui\e .

* Policy Routing

Parameters

Falicy Mame

Fhysical LAM Port ! el

Source P ._ |
Interface _DI:!DDE_U_!J_EE-"I.-'!DIJiJ v

Default Gateway

Policy Name: user-defined name.

Physical LAN Port: select the LAN port.

Source IP: enter the Host Source IP.

Interface: select the WAN interface which you want the Source IP to access outside through.

Default Gateway: enter the default gateway which you want the Source IP to access outside
through.

Click Apply to apply your settings. And the item will be listed in the policy Routing listing table. Here
if you want to remove the route, check the remove checkbox and press Remove to delete it.
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RIP

RIP, Router Information Protocol, is a simple Interior Gateway Protocol (IGP). RIP has two versions,
RIP-1 and RIP-2.

I Advanced Setup \ “3; .

TRIP
Parameters
RIP CANNOT BE CONFIGURED on the WARN interface which has NAT enabled (such as PPPoE).
Interface Version Cperation Enable
atm1 2 v ..F'assi'-;e v/

Interface: the interface the rule applies to.
Version: select the RIP version, there are two versions, RIP-1 and RIP-2.
Operation: RIP has two operation mode.

® Passive: only receive the routing information broadcasted by other routers and modifies its
routing table according to the received information.

® Active: working in this mode, the router sends and receives RIP routing information and
modifies routing table according to the received information.

Enable: check the checkbox to enable RIP rule for the interface.

Note: RIP can not be configured on the WAN interface which has NAT enabled (such as PPPoE).

Click Apply to apply your settings.
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DNS

DNS, Domain Name System, is a distributed database of TCP/IP application. DNS provides
translation of Domain name to IP.

IPv6 DNS Server

IPv6 DNS Server’s operation is similar to IPv4 DNS server. There are two modes to get DNS server
address: Auto and Static mode.

IAcIa-ann:ecI Setup im" .

*IPvG DNS Server

Parameters

Mote that selecting a WaAN interface for IPvG DMS server will enable DHCPyG Client an that interface.
(&) Obtain IPvG DMS info from a WAN interface

WAN Interface selected DleIJE_.D;B_?;E.-'p.IJDEI w

() Use the following Static IPvE DNS address

Primary IPvE DMNS server

Secondary IPvE DNS server

Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: select one configured IPv6 WAN connection from the drop-down menu to
be as an IPv6 DNS.

Use the following Static IPv6 DNS address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: type the specific primary and secondary
IPv6 DNS Server address.
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Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing
users whose ISP does not assign them a static IP address to use a domain name. This is especially
useful for hosting servers via your ADSL connection, so that anyone wishing to connect to you may
use your domain name, rather than having to use your dynamic IP address, which changes fromtime
to time. This dynamic IP address is the WAN IP address of the router, which is assigned to you by
your ISP.

I Advanced Setup i u‘}‘ .

* Dynamic DNS

Parameters

Dynamic DNS O Enable @ Disable
Cynamic DMS Server

Wildcard Enable

Domain Mame

lIsername

Fassword

Feriod

[is.ppl:.] [ Cancel ]

You will first need to register and establish an account with the Dynamic DNS provider using their
website, for example http://www.dyndns.org/
Dynamic DNS:

® Disable: Check to disable the Dynamic DNS function.

® Enable: Check to enable the Dynamic DNS function. The following fields will be activated and
required.

Wildcard: When enabled, you allow the system to lookup on domain names that do not exist to
have MX records synthesized for them.

Dynamic DNS Server: Select the DDNS service you have established an account with.

Domain Name, Username and Password: Enter your registered domain name and your username
and password for this service.

Period: Set the time period between updates, for the Router to exchange information with the DDNS

server. In addition to updating periodically as per your settings, the router will perform an update
when your dynamic IP address changes
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DSL

This screen allows you to set DSL parameters. DSL knowledge is required to configure these
settings. Contact your ISP to make sure that these parameters are correct.

IAcIu-ann:ecI Setup u\t‘ .
i -

~DSL
Parameters

Modulation Mceomt [Felite [#T1413 [Flapsiz [Fannest [FADsLz+ [JAnnexm
Fhone line pair @Innerpair C)Outerpair

Capahility Oleitswap (1SR4

[ Apply ] [ Advanced Settings

Modulation: There are 7 modes “G.Dmt”, “G.lite”, “T1.413", “ADSL2”, “AnnexL”, "ADSL2+",
“AnnexM” that user can select for this connection.
Phone line pair: This is for reserved only. You can choose "Inner Pair" or "Outer Pair".
Capability: There are 2 options “Bitswap Enable” and “SRA Enable” that user can select for this
connection.

® Bitswap Enable: Allows bitswaping function.

® SRA Enable: Allows seamless rate adaptation.
Click Apply to confirm the settings.

Click [__Advanced Setings | 4 ¢¢re configure DSL.

IAclu-ancecl Setup u‘}c‘ .
i -

*DSL Advanced Settings
Parameters
Test Mode @ Mormal O Reverb ) Medley O No Retrain L3

[.i‘-.ppl;.-'][ Tone Selection ]

Select the Test Mode, or leave it as default.

Tone Selection: suggesting you to leave it as default or let it configured by an advanced user.
The frequency band of ADSL is split up into 256 separate tones, each spaced 4.3125 kHz apart.
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With each tone carrying separate data, the technique operates as if 256 separate modems were
running in parallel. The tone range is from 0 to 31 for upstream and from 32 to 255 for
downstream.
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UPnP

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with control
and data transfer between devices. UPnP offers many advantages for users running NAT routers
through UPnP NAT Traversal, and on supported systems makes tasks such as port forwarding
much easier by letting the application control the required settings, removing the need for the user to
control advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition to the
router. Windows XP and Windows Me natively support UPnP (when the component is installed), and
Windows 98 users may install the Internet Connection Sharing client from Windows XP in order to
support UPnP. Windows 2000 does not support UPnP.

IAcl-\-ancecI Setup \ i‘\; .
X —

¥ UPNP

Parameters
LUPnP ® Enable O Disable

UPNP:
® Enable: Check to enable the router’s UPnP functionality.
@® Disable: Check to disable the router’s UPnP functionality.
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Installing UPnP in Windows Example

Follow the steps below to install the UPnP in Windows Me.

Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components selection
box. Click Details.

Add/Remove Programs Properties EE3 I

Install/Uninstall  Windows Setup I Startup Dizk |

To add ar remove a component. zelect or clear the check bos. If
the check box iz shaded, only part of the component will be
inztalled. To see what's included in a component, click Details.

Components:

1 [E] sccessibility 0.0ME =
Accessories 13.8 ME
[EEl Address Book 1.5MBE

& Communications

ﬁDesktDp Themes 59 MB LI
Space uzed by installed components: 428 MB
Space required: 0.0 ME
Space available on dizk: 2574 4 MB

7.OmMBE

D' escription

Includes accezsories to help you connect to other computers
and anline services.

5 of 9 components zelected
Have Disk._ . |

Ok I Cancel I e [ I

Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.

]

Tomztall a component. select the check box next to the
component name, of clear the check box if you do not want to
install it, A zhaded box means that only part of the compornent wvaill
be installed. To see whal's included in a component, click Detals.

LComponents:
| 2 MetMesting 42ME =
| &% Phone Dialer 0.2 MEB

1 Universal Phag and Play 1
|z Virtual Private Metworking 00MB =
Space used by installed components: 42 4 MB
Space required: 0.0MB
Space available on disk: 86E.3 ME

Diescription

Universal Plug and Play enables seamless connectivity and
communication between Windows and mteligent appliances.

ok | cance |

Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.

Step 5: Restart the computer when prompted.
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Follow the steps below to install the UPnP in Windows XP.

Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select Optional
Networking Components ....

‘.‘_’- Metwork Connections

File  Edit

View  Favarites  Tools BUGREERWRE Help

=, Cperakor-Assisted Dialing
| Earl i ﬁ o | SE. c
) 7 £ | & i Dial-up Preferences, ..

Metwork Identification. ..
— Bridge Cannections

Metwork Tasks (& Advanced Settings...
i nal Mebworking Components. .

Address ":; Mebwaork Connections

The Windows Optional Networking Components Wizard window displays.

Step 4: Select Networking

Service in the Components selection box and click Details.
Windows Optional Metworking Components Wizard -

Windows Components
“'ou can add or remove components of Windows =P,

To add or remove a component, click the checkbox. A shaded box means that anly
part of the component will be installed. To zee what's included in a compaonent, click
Detailz.

Comporents:
II:l EEJ bl anagement and Monitoring Tools 2.2 MB

= Networking Servi 0.3 kB
O EEJ Other Metwark. File and Print Services 0.1 Me

Dezcrption:  Containg a varety of specialized, nebwork-related zervices and protocols.

Total disk space reguired: 0.0MB ;
Dietails. .
Space available on disk: 11457.8 MB s

¢ Back [ f et > ][ Cancel ]
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Step 5: In the Networking Services window, select the Universal Plug and Play check box.

Step 6: Click OK to go back to the Windows Optional Networking Component Wizard window and
click Next.

Hetworking Services

To add ar remove a campanent, click the check box. A shaded baox means that only part
aof the compaonent will be installed. To zee what's included in a component, click Details.

Subcomponents of Metwaorking Services;

[nternet Gateway Device Discoveny and Cantral Client 0.0MB
] ™ Peer-to-Pear 0.0 ME
O] = RIP Listerer 0.0 MB
I:l Simple TCP/P Services 0.0MB

L UPAP User Interface 0.2 ME

Description:  Dizplavs icong in My Metwork Places for UPAP devices detected on the
nebwork. Alzo, opens the required YWindows Firewall parts.

Total disk space required: 0.0MB

Digtailz...
Space available on dizgk: 114553 MB

k. ] [ Cancel

Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays under
Internet Gateway.

Step 2: Right-click the icon and select Properties.

‘,'_s Hetwork Connections

File  Edit “iew Favorites Tools  Advanced Help

| ,_/' Bacl ,_,) I? ,J.H\J Search l| Faolders v

Address |€}, Metwork Connections

B

Internet Gateway
Metwork Tasks i

f-il Creake a new
conneckion

_ﬁ Set up a home or small
~ aoffice network,

& Change Windows LAN or High-Speed Ir -
Firewall settings

e_;}. Skart this connection 2 Local rea C| Create Shortouk ]
: : Connected, |
Iim Rename this connection 1 eleke |

A MYIDLA nForf
Change settings af this |
conneckion

Renarne

Properties
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Step 3: In the Internet Connection Properties window, click Settings to see the port mappings that
were automatically created.

"2 Internet Connection Properties

General |
|

Connect to the Intemet using:

\-:4 Internet Connection

Thiz connection allows you to connect to the Intemet through a
zhared connection on anather computer.

Settings...

[] 5how icon in natification area when connected

[ Ok ][ Cancel ]

Step 4: You may edit or delete the port mappings or click Add to manually add port mappings.

Advanced Settings

Services |

Select the services running on your network that [ntemet users can
access.

Services

service]
sEMvice?
zerviced

Service Settings

Descrption of service:
ITest

Mame or [P address [for example 192.168.0.12) of the
compter hosting thiz semvice on paur nebwark:

|192.1ss.1.11

External Part number far this service:
|1 43

# TCP (" UDP

Internal Part number for this service;

]143

Add.. ] Delete ]

Ok, | Cancel

o) [ cen ]

Step 5: Select Show icon in notification area when connected option and click OK. An icon displays
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in the system tray

4 Internet Connection is now connected |

Click here for mors information. .

4 Upnpz - Pant

Step 6: Double-click on the icon to display your current Internet connection status.

General |
[Mtemet Gateway
Status: Connected 05:50:45
Speed: 576.0 Kbps
Activity
Irtemet Imtemet Gateway My Computer
Fachkets Sent: £3.353 3,056 450
Received: 64,342 4 081,813
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Web Configurator Easy Access

With UPnP, you can access web-based configuration for the BIiPAC 7800NEXL without first finding
out the IP address of the router. This helps if you do not know the router’s IP address.

Follow the steps below to access web configuration.

Step 1: Click Start and then Control Panel.

Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

= Network Connections |._||E|[Z|
File  Edit Wiew Favorites Tools  Advanced Help ﬂ'
) Back ) ®, it -
& Back > i.ﬁ 7 Search W= Falders
Address |e,_; Metwork Connections v| i
e s _ LANor High-Speed Internet
Network Tasks
[ ) % Local Area Connection U Local Area Connection 4
[5] Create anew connection Acquiting network address, Fir... Metwork cable unplugged, Fire. ..
Q Set up a home or small T A MVIDIA nForce MCP Metworkin,, T 13 D-Link DFE-S30T: PCI Fast EE..

office netwaork

& Change Windows Firewal
settings

See Also

y Metwork Troubleshooter

Details

Network Connections
System Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BIPAC 7800NEXL and select Invoke. The web configuration
login screen displays.

Step 6: Right-click on the icon of your BIPAC 7800NEXL and select Properties. A properties window
displays basic information about the BiPAC 7800NEXL.
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DNS Proxy

DNS proxy is used to forward request and response message between DNS Client and DNS Server.

Hosts in LAN can use router serving as a DNS proxy to connect to the DNS Server in public to
correctly resolve Domain name to access the internet.

I Advanced Setup i “’Ef .

*DNS Proxy

Parameters

DNS Proxy @ Enable (O Dizable
Host name of the Broadband Router [home.gateway '
Domain name of the LAN netwark :h-:ume.gatE'-.-va_;.:'

DNS Proxy: select whether to enable or disable DNS Proxy function, default is enabled.
Host name of the Broadband Router: enter the host name of the router. Default is home.gateway.
Domain name of the LAN network: enter the domain name of the LAN network. home.gateway.
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Interface Grouping

Interface grouping is a function to group interfaces, known as VLAN. A Virtual LAN, commonly known
as a VLAN, is a group of hosts with the common set of requirements that communicate as if they were
attached to the same broadcast domain, regardless of the physical location. A VLAN has the same
attributes as a physical LAN, but it allows for end stations to be grouped together even if they are not
located on the same network switch.

I.".\cluanu:ecl Setup L“i\g .

*Interface Grouping

Maximum number of entries can be configured : 16

Group Mame Femave WA Interface LAN Interfaces DHCF Vendaor IDs
pppd B
P2
Default P3
P4
wland

Click Add to add groups. But note that the maximum number can be 16.

Ialclu-an-:ecl Setup L“‘\; .

¥ Interface grouping Configuration

Parameters

Ifyou like to automatically add LAM clients to a WAN Interface in the new group add the DHCP vendor 1D string.

By configuring 3 DHCP vendor ID string any DHCP client request with the specified vendor ID (DHCP option 60) will be denied an IF
address fram the lacal DHCP server.

IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client device attached to the modem to allow it
to obtain an appropriate IF address.

Group Mame

VAR Interface used in the grouping pppoe_0_8 35/pppod v:
Grouped LAM Interfaces Available LAM Interfaces
- Fﬂ—
Pz
P3

:
wland

Automatically Add Clients With the following
DHCP VenderIDs
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Group Name: type a group name.

WAN interface used in the grouping: select from the drop-down box the WAN interface you want
to applied in the group.

Grouped LAN Interfaces: select the LAN interfaces you want to group as a single group from
Available LAN Interfaces.

Automatically Add Clients With following DHCP Vendor IDs: enter the DHCP Vendor IDs for
which you want the Clients automatically added into the group. DHCP vendor ID (DHCP 60) is an
Authentication for DHCP Messages.

Click Apply to confirm your settings and your added group will be listed in the Interface Grouping
table below.

I Advanced Setup 1 wt" .
i -

T Interface Grouping

Maximum number of entries can be configured © 16

Group Mame Femave WAN Interface LAM Interfaces DHCP Vendor IDs
P2
P3
Default
P4
wlani
123 ] ppp0 P1

If you want to remove the group, check the box as the following and press Remove.

123 pppd P1

[.i.u:h:l ]([ Renm:we)

Note: If you like to automatically add LAN clients to a WAN Interface in the new group add the
DHCP vendor ID string.

By configuring a DHCP vendor ID string any DHCP client request with the specified vendor
ID (DHCP option 60) will be denied an IP address from the local DHCP server.

If a vendor ID is configured for a specific client device, please REBOOT the client device
attached to the modem to allow it to obtain an appropriate IP address.

Each LAN interface can only be added into one group and one WAN interface can only be
used in one group.
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Certificate

This feature is used for TR069 ACS Server authentication of the device used certificate, if necessary.
If the imported certificate doesn't match the authorized certificate of the ACS Server, the device will
have no access to the server.

Ia!'.cl'\-anu:ecl Setup l\iL .

*Trusted CA
Trusted CA (Certificate Authority) Certificates
Maximum cerificates can be stored: 4

Mame Subject Type Action

Impornt Cerificate

Certificate Name: the certificate identification name.
Subject: the certificate subject.

Type: the certificate type information. "ca", indicates that the certificate is a CA-signed certificate.
"self", indicates that the certificate is a certificate owner signed one.

"x.509", indicates the certificate is the one created and signed according to the definition of Public-
Key System suggested by x.5009.

Action:
@ View: view the certificate.

@ Remove: remove the certificate.
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Click Import Certificate button to import your certificate.

Ialmranced Setup

*Trusted CA —- Import CA certificate

Parameters

Mame

Certificate

————— BEGIN CERTIFICATE-————-
<insert certificate herel>
————— END CERTIFICATE————-—

Enter the certificate name and insert the certificate.

I Advanced Setup

T Trusted CA — Import CA certificate

Parameters

Mame

Certificate

acscert

THIEXMBUGAIUECHMOQOZDRSBEOR 2 xpY 3 kgROEwHhc HMDAWH JEyHMDc 00T UyWhe
MM jAw
HiEyMDQzHzA2 W ApMO=swC Y DVQRGEWIDT JEaMEgGAIUEChMRQOZDOSEPcEV
YYXRp
b24gQOEwgZ8wDQY JEoZThveNAQEEEQADGYOAMT GIA0GEANe sUEgQN1 sWL SplT
ZuTJD
r5wXGEiaexPnBisSzNIcTOSPQYGvAn3IQvI+wIuUZ I ¥YFzFE8qiDYPFQBwThREI LS
TuSbe
pUJEenzvYRgT InUfJOPEYy+SsRUpcDAPXTHNR4EEvEQEnMOJGEHAOELHDY 73
Jze+H
JETWhOHh=zCTFS5QQZRLIoZ2 ILEAgMBARAGjgcMwgcAwSAY DVROFEEEWP=A 90 Dn
gCal3
MDUxCzAJBgNVBAY TAKNOMERcwE QY DVOOFEwWSDRENEIFEvEGL je SEDQTENMAS
GLIUE
AXMEQI MM TALEgNVHQEEBAMCAQYWwHWY DVROJEBgwEFoAULSJufe 7TtBh/wvel
FahgxX

KINCOtAWHQYDVEQOBEYEFMMnX ] ZoyCdlJIevEkadLJJMCSRrpMAwEAIUdEWQ
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Click Apply to confirm your settings.

I Advanced Setup

e N

Trusted CA (Certificate Authority) Certificates
Maximum cerificates can be stored: 4
acscert C=CMIO=CFCA Qperation CA

[‘u’lew] [Remuve ]

| Import Certificate |
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Multicast

Multicast is one of the three network transmission modes, Unicast, Multicast, Broadcast. It is a
transmission mode that supports point-to-multipoint connections between the sender and the
recipient. IGMP protocol is used to establish and maintain the relationship between IP host and the
host directly connected multicast router.

IGMP stands for Internet Group Management Protocol is a communications protocols used to
manage the membership of Internet Protocol multicast groups. IGMP is used by IP hosts and the
adjacent multicast routers to establish multicast group members. There are three versions for IGMP,
that is IGMPv1, IGMPv2 and IGMPvV3.

MLD, short for Multicast Listener Discovery protocol, is a component if the Internet Protocol
version 6(IPv6) suite. MLD is used by IPv6 to discover multicast listeners on a directly attached link,
much as IGMP used in IPv4. The protocol is embedded in ICMPV6 instead of using a separate
protocol. MLDv1 is similar to IGMPv2 and MLDv2 is similar to IGMPv3.

IA:I-,-anl:ecI Setup \ i\. .
E = —

T IGMP

Parameters

Default Version 3 [[1-31
Cuery Interval 125

Cuery Response Interval 10

Last Member Cuery Interval 10
Robustness Value 2

Maximum Multicast Groups 25

Maximum Multicast Data Sources (for

IGHPY3) 10 [1-24]
Maximum Multicast Group Members 25

Fast Leave [¥]Enable
LAM to LAM (Intra LAM) Multicast Enable
MLD

Default Version 2 [1-2]
Ciuery Interval 125

Ciuery Response Interval 10

Last Member Query Interval 10
Robustness Value 2

Maximum Multicast Groups 10

:-.-:ﬁg!gg]m Multicast Data Sources (for 10 124
Maximum Multicast Group Members 10

Fast Leave [¥] Enakle
LAM to LAM (Intra LAM} Multicast Enable

[";".Fll:llj.'] [ Cancel ]
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IGMP
Default Version: enter the supported IGMP version, 1-3, default is IGMP v3.

Query Interval: enter the periodic query interval time (sec) the multicast router sending the query
message to hosts to understand the group membership information.

Query Response Interval: enter the response interval time (sec).

Last Member Query Interval: enter the interval time (sec) the multicast router query the specified
group after it has received leave message.

Robustness Value: enter the router robustness parameter, 2-7, the greater the robustness value,
the more robust the Querier is.

Maximum Multicast Groups: enter the Maximum Multicast Groups.
Maximum Multicast Data Sources( for IGMP v3): enter the Maximum Multicast Data Sources,1-24.
Maximum Multicast Group Members: enter the Maximum Multicast Group Members.

Fast leave: check to determine whether to support fast leave. If this value is enabled, IGMP proxy
removes the membership of a group member immediately without sending an IGMP membership
guery on downstream. This is very helpful if user wants fast channel (group change) changing in
cases like IPTV environment.

LAN to LAN (Intra LAN) Multicast: check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he want to get IGMP
snooping enabled, then this LAN-to-LAN multicast feature should be enabled.

MLD
Default Version: enter the supported MLD version, 1-2, default is MLDv2.

Query Interval: enter the periodic query interval time (sec) the multicast router sending the query
message to hosts to understand the group membership information.

Query Response Interval: enter the response interval time (sec).

Last Member Query Interval: enter the interval time (sec) the multicast router query the specified
group after it has received leave message.

Robustness Value: enter the router robustness parameter, default is 2, the greater the robustness
value, the more robust the Querier is.

Maximum Multicast Groups: enter the Maximum Multicast Groups.
Maximum Multicast Data Sources( for MLDv2): enter the Maximum Multicast Data Sources,1-24.
Maximum Multicast Group Members: enter the Maximum Multicast Group Members.

Fast leave: check to determine whether to support fast leave. If this value is enabled, MLD proxy
removes the membership of a group member immediately without sending an MLD membership
guery on downstream. This is very helpful if user wants fast channel (group change) changing in
cases like IPTV environment.

LAN to LAN (Intra LAN) Multicast: check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he want to get MLD
snooping enabled, then this LAN-to-LAN multicast feature should be enabled.
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Wireless

This section provides you ways to configure wireless access. When you click this item, the column
will expand to display the sub-items that will lead you to configure your router.

Basic, Secturity, MAC Filter, Wireless Bridge, Advanced and Station Info are included here.

| ‘ﬁ "

¥ Device Info

rAdvanced Setup

' Basic

* Security

* MAC Filter

* Wireless Bridge
* Advanced

* Station Info
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Basic

It let you determine whether to enable Wireless function and set the basic parameters of an AP and
the Virtual APs.

I Wireless | \ i.]'u .
i =

T Basic

Parameters

Wireless [“]Enahle

Hide SSID [IEnahle
Clients Isolation [1Enable
Disable WM Advertise [1Enahkle
Wireless Multicast Forwarding (WMF) [IEnable

S5ID wlan-ap

BSS5ID 00:90:00:00:00:00
Country LMITED STATES W
Wax Clients 16 |[1-16]

Wireless - GuestVirtual Access Points
Clients Disable WMM Iax

S8ID Hidden [setaitan A fierice WHMF Clients BSEID Enable
wi0_Guestt ] a ] 1 |18 N/A ]
wi0_Guest? F] O a 1 |18 NIA ]
wil_Guest3 [F il |l ] |18 MIA [F]

Wireless: Default setting is set to Enable. If you do not have any wireless devices, check the
checkbox again to unselect.

Hide SSID: It is function in which transmits its SSID to the air so that when wireless client searches
for a network, router can then be discovered and recognized. Check the checkbox to determine
whether you want to hide SSID.

Clients Isolation: if you enabled this function, then each of your wireless clients will not be
communicate with each other.

Disable WMM Advertise: Stop the router from ‘advertising’ its Wireless Multimedia (WMM)
functionality, which provides basic quality of service for time-sensitive applications (e.g. VolIP, Video).

Check to disable or enable this function.
Wireless multicast Forwarding (WMF): check to enable or disable wireless multicast forwarding.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security purpose, change the default wlan-ap to a unique ID name to the AP already built-in to
the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure
your wireless clients have exactly the SSID as the device, in order to get connected to your network.

Note: SSID is case sensitive and must not excess 32 characters.
BSSID: Basic Set Service Identifier, it is a local managed IEEE MAC address, and is 48 bits value.

Country: Different countries have different wireless band resources, so you can select the
appropriate Country according to the area where you want to device used.

Max Clients: enter the number of max clients the wireless network can supports,1-16.
Max-Guest/virtual Access points: A “Virtual Access Point” is a logical entity that exists within a
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physical Access Point (AP). When a single physical AP supports multiple “Virtual APs”, each Virtual
AP appears to stations (STAS) to be an independent physical AP, even though only a single physical
AP is present. For example, multiple Virtual APs might exist within a single physical AP, each
advertising a distinct SSID and capability set. Alternatively, multiple Virtual APs might advertise the
same SSID but a different capability set — allowing access to be provided via Web Portal, WEP, and
WPA simultaneously. Where APs are shared by multiple providers, Virtual APs provide each provider
with separate authentication and accounting data for their users, as well as diagnostic information,
without sharing sensitive management traffic or data between providers. You can enable the virtual
AP.

Here you can enable some Virtual APs according to the request. And the other parameters of virtual
APs are the same to the above.

Click Apply to apply your settings.
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Security

Wireless security is the prevention of unauthorized access or damage to computers using wireless
network.

I Wireless \ u\t‘ .

¥ Security

WPS Setup

WPS | Disable |

Manual Setup AP

Select S8ID wlan-ap b

Metwork Authentication Open oy
VWEF Encryption Disable v.

Manual Setup AP
Select SSID: select the SSID you want these settings apply to.
Network Authentication

® Open

Metwark Authentication Qpen w
WEP Encryption Enable »

Encryption Strength 128-bit »

Current Metwork Key 1w

Metwark: Key 1 1234567590123

Metwork Key 2 1234567890123

Metwark Key 3 1234567590123

Metwork Key 4 1234567890123

Enter 13 ASCII characters or 26 hexadecimal digits for 128-kit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys.

WEP Encryption: select to enable or disable WEP Encryption. Here select Enable.
Encryption Strength: select the strength, 128-bit or 64-bit.

Current Network Key: select the one to be the current network key. Please refer to key 1- 4
below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption
keys.Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® Shared
It is similar to network authentication ‘Open’. But here the WEP Encryption must be enabled.

Metwork Authentication Shared w
WEP Encrypticn Enable

Encryption Strength 128-hit w

Current Metwaork Key 2w

Metwork Key 1 1234567390123

Metwark Key 2 1234567890123

Metwork Key 3 1234567390123

Metwark Key 4 1234567890123

Enter 12 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCI characters or 10 hexadecimal digits for 64-hit encryption keys.

® 802.1x

Metwork Authentication 802.1x v
RADILS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WEP Encryption Enahle

Encrypticn Strength 128-bit w

Current Metwaork Key 2w

Metwark Key 1
Metwark Key 2 1234567890123
Metwork Key 3 1234567890123

Metwark Key 4

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter
the IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.
WEP Encryption: select to enable or disable WEP Encryption. Here select Enable.

Current Network Key: select the one to be the current network key. Please refer to key 2- 3
below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption
keys.Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® WPA

Metwork Authentication WPA w

WPA Group Rekey Interval ] [0-2147483647]
RADIUE Server IP Address 0000

RADIUE Port 1812

RADIUS Key

WRAMNAPI Encryption AES L

[.i.ppl;.-'] [ Cancel ]

WPA Group ReKey Internal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP). The unit is second.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter
the IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® WPA-PSK /WPA2-PSK

Metwark Authentication WRPA-PSK A
WRANWAPI passphrase ITITIIILY Click here to display
WPA Group Rekey Interval 0 [0-2147483647]

WRAMNAPI Encryption TKIF+AES »

[.i.ppl;.-'] [ Cancel ]

WPA/WAPI passphrase: enter the WPA.WAPI passphrase, you can click here to display to view
it.

WPA Group ReKey Internal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP). The unit is second.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® WPA2
Metwork Authentication WPA2 -
VWPAZ Preauthentication Disable
Metwork Re-auth Interval 36000 [0-2147483647]
WPA Group Rekey Interval 0 [0-2147483647]
RADILE Server IP Address 0.0.0.0
RADIUE Port 1812
RADIUS Key
WRAMAPI Encryption AES “

-

WPA2 Preauthentication:

When a wireless client wants to handoff to another AP, with
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preauthentication, it can perform 802.1X authentications to the new AP, and when handoff
happens, this mode will help reduce the association time used.

Network Re-auth Interval: the interval for network Re-authentication. The unit is second.

WPA Group ReKey Internal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP). The unit is second.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter
the IP address of RADIUS authentication server. The unit is second.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA

Metwork Authentication Mixed WPAZIWPA v

WPAZ Preauthentication Disahle w

Metwark Re-auth Interval 36000 [0-2147483647]
WPA Group Rekey Interval 0 [0-2147483647]
RADIUS Server IP Address 0.0.00

RADIUS Port 1812

RADIUS Key

WPANYAPI Encryption TKIP+AES »

WPA2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentications to the new AP, and when handoff
happens, this mode will help reduce the association time used.

Network Re-auth Interval: the interval for network Re-authentication. The unit is second.

WPA Group ReKey Internal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP). The unit is second.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter
the IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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® Mixed WPA2/WPA-PSkK

Metwork Authentication WMixed WPAZIWPA -PSK

WPANAP| passphrase LI YT YT

WPA Group Rekey Interval 0 [0-2147483647]

WPAMAPI Encryption TKIP+AES %

WPA/WAPI passphrase: enter the WPA.WAPI passphrase, you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). The unit is second.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

WPS Setup

WPS (Wi-Fi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. WPS is used
to exchange the AP setting with Station and configure Ap setting.This feature greatly simplifies the
steps needed to create a Wi-Fi network for a residential or an office setting. WPS supports 2 types
of configuration methods which are commonly known among consumers: PIN Method & PBC
Method.

WPS: select enable to enable WPS function. As you see, WPS can only be available when WPA-
PSK, WPA2 PSK or OPEN mode is configured.

Note: here wireless can be configured as Registrar and Enrolee mode respectively. When AP is
configured as Registrar, you should select Configured in the WPS AP Mode below, and default WPS
AP Mode is Configured. When AP is configured as Enrolee, the WPS AP Mode below should
changed to Unconfigured. Follow the following steps.

IWireless \ Q‘}; .

> Security

WPS Setup

WPS |Enable w

Add Client O Push-Button @ PIN(_AddEnrolee  |This feature is available only when WPA-
PSK, WPAZ PSK ar OPEMN mode is configured)

PIN | Help

WPS AP Mode Canfigured =

Setup AP ) Push-Button @ Py | Config AP (Configure all security settings with an external
registrar)

Dievice PIM TG229909 Help

Manual Setup AP

Select 351D wlan-ap v

Metwork Authentication Open W

WEF Encryption .Disahle W
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Configure AP as Registrar
@ Add Enrollee with PIN method
1. select radio button ‘PIN’.

2. Input PIN from Enrollee Station (16837546 in this example). Help: it is to help users to
understand PIN.

3.C|iCk[ Add Enroles ]

Wireless “B-é_ .
i \

* Security

WPS Setup

wes [Enable v

Add Client ) Push-Butten & PIN |jThi5 feature is available only when WPA-
P3K, WPAZ P3K or OPEMN mode is configured)

PIN (16837546 | Help

WPS AP Hode [Configured v

Setup AP C Push-Button & PIN [Cnnﬂgure all security settings with an external
reqistrar)

Device PIN 76229909 | Help

Manual Setup AP

Select 31D [wianap o]

Metwark Authentication | Dpen v

WEF Encryption @
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3. Operate Station to start WPS Adding Enrollee. Launch the wireless client's WPS utility (eg.Ralink
Utility). Set the Config Mode as Enrollee, press the WPS button on the top bar, select the AP (eg.
wlan-ap) from the WPS AP List column. Then press the PIN button located on the middle left of

the page to run the scan.

E . & & B g ¢ Z @

Profile Metwark Advanced Statistics WM WPS Radio On/Off i';bcuut

WPS AF List
Rescan

ID : 00000 wian-ap LR 1 ° Information
io: wian-ap 00-04-ED-00-00-01 1 . Fin Code

1 L g 16837546  Renew

WPS Profile List Config Mode

Enrolee -

PIN [l wPs Associate IE Progress »» 0%
FEC WPS ALELLE WS status is disconnected Disconnect

Link Quality »» 0%
Signal 5trength 1 == 0%
Signal Strength 2 »> 0%

Hioise Strength => 0%

Status »> Disconnected
Extra Info ==
Channel »=
Authentication »»

Encryption =

Hetwork Type => Transmit
IP Address == Link Speed =»
R Throughput > 0.000
Defaut Gateway »» Kbps
Receive
HT
Link Speed ==
EW =>n/a SMRO == nfa
Throughput == 0,000
Gl »» nfa MC5»> nfa SMR1 »>» nia Kbps
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4. The client's SSID and security setting will now be configured to match the SSID and security
setting of the registrar.

E o # @ © 3 2Z

Prn_file Metwork Advanced Statistics WM WPS Radio On/Off  About

WPS AP List
Rescan
10 : wlan-ap 00-04-ED-01-00-02 1 Informaticn
ID: wian-ap 00-04-ED-38-F7-2E 1 v Fin Code
4 m r 16837546  Renew
WPS Profile List Config Mode
} wian-ap Enrolee -
- I I
o @vesssocoee oo o
REC @ eDTIIE PIM - Get WPS profile successfuly. Dizzoopeck

Export Profile

wlan-ap <--> 00-04-EDS4-00-02 Link Quality == 100%
Link is Up [TxPower: 1005] Signal 5trength 1 == 64%

Channel=: 1 <--= 2412 MHz; central channel\, 3 B - trencth 2 - 345

Moise Strength > 26%

Ztra Info ==

Authentication =>  Open
Encryption => MOMNE

Metwork Type ==  Infrastructure
IP Address == 192.168.1.100
Sub Mask »> 256.255.255.0
192.168.1.254

Transmit
Link Speed == 270.0 Mbps

Throughput >> 5.600 Kbps

Receive
Link Speed == 54.0 Mbps

HT

BW ==40 SMRD == 19
Throughput =>=81.608 Kbps 146,840

Gl => long MCS5=> 15 SMR1 == nfa Kbps

You can check the message in the red ellipse with the security parameters you set, here we all use
the default.
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@ Add Enrollee with PBC Method

1. Select radio button “Push-Button” and Click _#ddEnlee | or press the physical button on
router.

I Wireless i‘%‘ .

~ Security

WPS Setup

WP3 ITEn_a?JIe W

Add Client & Push-Button ) PIN iThis feature is available only when WPA-
PSK, WPAZ PSK or OPEM mode is configured)

WPS AP Mode |Configured _ ~|

Setup AP O Push-Button @ pin | Config AP |icanfigure all security settings with an external
registrar)

Device PIM |76229908 |@E

Manual Setup AP

Select SSID [wianap v

Metwork Authentication | Qpen w

WEP Encryption Disable »
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2. Operate Station to start WPS Adding Enrollee. Launch the wireless client's WPS Utility (eg.
Ralink Utility). Set the Config Mode as Enrollee. Then press the WPS button and choose the
correct AP (eg. wlan-ap) from the WPS AP List section before pressing the PBC button to run the

Scan.
iy =]

E = & & B 0 3 2 g
= — T o
Profile Metwork Advanced Statistics WM WPS Radio On/Off  About

WPS AP List
Reccan
I : 00000 whan-ap 00-04-ED-01-00-02 1 - Information
ID: wian-ap 00-04-ED-00-00-01 1 - Pin Code
1 Ll g 16837546 Renew
WPS Profile List Config Mode .
Enroles -
4 (1]} b
FIN [l wPs Associate IE Progress »» 0%
£85 [P Probe IE WES status is disconnected Disconnect
.
Status > Disconnected Link Cuality »» 0%
Extra Infio »= Signal Strength 1 == 0%
Channel »= Signal Strength 2 »> 0%
Authentication =» Hoise Strength == 0%
Encryption =
Hetwork Type => Transmit
IP Address == Link Speed =»
Sub Mask =» Throughput => 0,000
Defaut Gateway »» Kbps
Receive
HT
Link Speed ==
EW =>n/a SMRO == nfa
Throughput == 0,000
Gl »» nfa MCS > nfa SR == nfa Kbps
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3. When the PBC button is pushed, a wireless communication will be established between your

router and the PC. The client's SSID and security setting will now be configured to match the SSID
and security setting of the router.

s =2 o & @ O ¢

Profile Metwaorlk Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wdan-ap 00-04-ED-01-00-02 1 - Information
ID: wlan-ap 00-04-ED-38-F7-2E 1 5 Fin Code
1 m k 16837546  Renew

WPS Profile List Config Mode

> wian- ap Enrclee e

1 b

B Evessscse: | os O o

PEC [@]WPs Probe IE

PIN - Get WPS profile successfuly. Discennect
Export Profie

wlan-ap <--> 00-04-ED°8 Link Quality == 100%

Signal Strength 1 == 64%

Moise Strength > 26%

gAnfo == Link is Up [TxPower:100%]
1 <--= 2412 MHz; central channel :
Authentication => Open
MOME

Encryption =>
Network Type ==
IP Address =»

Infrastructure
192.168.1.100
255.255.255.0
192.168.1.254

Transmit
Link Speed => 270.0 Mbps

Sub Mask >> Throughput == 5.600 Kbps

Receive
HT

Link S5peed == 54.0 Mbps
BW ==40 SMRD == 19

Throughput =>81.608 Kbps 146,340
Gl == long MC5 == 15 SMR1 == nifa Kbps
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Configure AP as Enrollee

@ Add Registrar with PIN Method

1. Set AP to “Unconfigured Mode” and Click “Config AP” button.

I Wireless i‘\}_ .

~ Security

VUPS Setup

Add Client O Push-Button (& PIN [ThiS feature is available only when WPA-
PSKE, WPAZ P3K or OPEN mode is configured)

PIN | |Help

WPS AP Mode |Unconfigured |

Setup AP ) Push-Buttan @) PIN (Cunﬂgure all security settings with an external
registrar)

Device PIN |76229909 |Help

Manual Setup AP

Select SSID [wlan-ap v

Metwork Authentication | Cpen v

WEP Encryption IDisahIe W
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2. Launch the wireless client’'s WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.

Enter the PIN number (76229909 for example) in the PIN Code column then choose the correct AP

(eg. wlan-ap) from the WPS AP List section before pressing the PIN button to run the scan.

{2 =
= ek = ¢ ,
Profile Metwark Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
1D = Ox0000 wian-ap 00-04-ED-01-00-02 1 - Informaticn
ID: D2-VPHN 00-1B-11-E4-DA-DS 7 ® - Pin Code
4| i [
W 3 -
PaProfile 00_04-£0-01-00-02 Config Mode
ExRegNWEA4036 -] Registrar -
4| n 3
FIN [@] wPs Associate IE Progress == 0% Rotate
PEC [ wPs Probe IE Disconnect
Export Profile
Status »= Disconnected Link Quality == 0%
Extra Info == Signal 5trength 1 == 0%
Channel == Signal Strength 2 == 0%
Authentication == Moise Strength == 0%
Encryption »=
Metwork Type == Transmit
IP Address »» Link Speed == Lore
Sub Mask
u == Throughput >= 0.000
Default Gateway == Kbps
Receive
HT
Link S5peed >
BW ==n/fa SMROD == nfa
Throughput == 0.0:00
Gl == nfa MC5== nfa SHR1 => nfa Kbps
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3. The router's (AP’s) SSID and security setting will now be configured to match the SSID and
security setting of the registrar.

Lt

e
el # @8 © ¢ Z
Profile Metwork Advanced

Statistics WIMM WPS Radio On/Off  About

WS AP List

Rescan
ExRegMNWEA4036 00-04-ED-01-00-02 1 2
1D :

Information
wian-ap 00-04-ED-38-F7-2E Pin Code
4 L

WPS Profile List

Config Mode
P ExRegNWEA4D36 &5225509

Registrar -
4

{1 F
PIN [l WPs Associate IE

PEC [@] WP Probe IE

Rotate
Disconnect

Export Profile

PIN - Get WP profile successfully.

Status =»

REENWEA4036 <--= 00-04ED5-Q1-00-02

Link Quality == 100%
Extra Infg

Lignal Strength 1 == 65%

Link is Up [T=Power:100%]
Chaphel ==

1 =--= 2412 MHz; central channel : 3
WEAZ-PSHK Hoise Strength »> 26%
Encfyption == AES

Signal Strength 2 =» 39%

Infrastructure
192.168.1.100
2RR.2R5.255.0
192.168.1.254

Transmit
Sub Mask ==

Default Gateway >

Link 5peed == 243.0 Mbps

Throughput == 0.000 Kbps

Receive
HT

Link Speed => 40.5 Mbps
BW == 40 RO=> 20

Gl == long MCS == 14

Throughput >>98.612 Kbps
SHR1 == nfa

. Do Web Page refresh after ER complete AP Configuration to check the new parameters setting
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MAC Filter

I Wireless \ “'\t‘ -

> MAC Filter

Parameters

Select 51D wlan-ap ||

MAC Restrict lode ® Disable O Allow O Deny
MAC Address Remove

Select SSID: select the SSID you want this filter applies to.

MAC Restrict Mode:
® Disable: disable the MAC Filter function.
® Allow: allow the hosts with the following listed MACs to access the wireless network.
® Deny: deny the hosts with the following listed MACs to access the wireless network.

Click Add to add the MACs.

I VWireless \ u\‘c‘ .

* MAC Filter
Parameters
MAC Address

MAC Address: enter the MAC address(es). The format of MAC address could be: XX:XX:XX:XX:XX:XX
OF XX-XX-XX-XX-XX-XX.

Click Apply to apply your settings and the item will be listed below.

I VWireless ui‘-g .
& .

*MAC Flter
Parameters
Select SSID [wian-ap v
MAC Restrict Mode ® Disable O allow O Deny
MAC Address Remove
1111141101101 o
Add
MAC Address Remove
AARERERERERE ] DO

@] fRenm:we )

If you need not the rules, check the remove checkbox and press Remove to delete it.
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Wireless Bridge

WDS (wireless distributed system) is a wireless access point mode that enables wireless link and
communication with other access point. It is easy to be installed, simply define the peer's MAC
address of the connected AP. WDS takes advantages of cost saving and flexibility which no extra
wireless client device is required to bridge between two access points and extending an existing
wired or wireless infrastructure network to create a larger network.

Here you can select to decide what role the AP servers as, AP or wireless bridge (WDS).

I Wireless u\; .
Y —_

T \Wireless Bridge

Parameters

You can select Wireless Bridae (also known as Wireless Distribution System) to disable access point functionality.

Selecting Access Point enables access point functionality.

Wireless hridge functionality will still be available and wireless stations will be able to associate to the AP.

Select Disabled in Bridge Restrict which disables wireless bridge restriction. Any wireless hridge will be granted access.

Selecting Enahled or Enabled(Scan) enahles wireless bridge restriction. Only those bridoes selected in Remaote Bridges will ke granted

access.
AP Mode | Access Point v
Bridge Restrict ' Enakble “

Remaote Bridges MAC Address

| Apply || Refresh

AP Mode: determines whether the gateway will act as an Access point or as a Bridge.
® Access Point: the gateway communicates with both clients and bridges.

® Wireless Bridge: the gateway communicates with other WDS devices only. In this mode, the
gateway doesn’t communicate with client devices.

If your wireless network includes repeaters that use WDS, the gateway in wireless bridge mode will
also communicate with your repeaters. The gateway in wireless bridge mode will not communicate
with a repeater that uses a proprietary (non-wWDS) mode.

Bridge Restrict: When AP Mode is set to Wireless Bridge, this determines whether the gateway
will communicate with all other bridges or only specific ones:

® Enable: to enable wireless bridge restriction. Only those specified in the Remote MAC
Address the gateway can communicate with.

Bridge Restrict Enable R

Remuote Bridges MAC Address

[.i.ppl:.-'][ Refresh ]

Remote Bridge MAC Address: enter the remote bridge MAC addresses. Here up to 4 bridge
MAC addresses are supported.
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® Enabled (Scan): to enable wireless bridge restriction. Only those been scanned the gateway
can communicate with.

Bridge Restrict Enabled{Scan) »

551D BSSID

Remaote Bridoges MAC Address
FI wlan-ap 00:04:ED:14:27:13

[.#.ppl:.-'][ Fefresh ]

Remote Bridge MAC Address: select the remote bridge MAC addresses.

@® Disable: Does not restrict the gateway to communicating with bridges that have their MAC
address listed, but it is still open to communicate with all bridges that are in the same network.

Bridge Restrict Dizable w

[.i.ppl;.-'][ Refresh ]

Click Apply to apply your settings.
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Advanced

Here users can set some advanced parameters about wireless.

I Vireless

* Advanced
Parameters
Band

Channel

Auto Channel Timer(min}
02 11In/EWC

Bandwidth

Control Sideband
802.11n Rate

802.11n Protection
Support 802.11n Client Cnly
RIFS Advertisement
0BS5S Co-Existance

54™ Rate

[ulticast Rate

Basic Rate
Fragmentation Threshaold
RTE Threshaold

DTN Interval

Beacon Interval

Global Max Clients

XPress™ Technology

Regulatory Mode

Transmit Power

WIMIMOANT-FI Multimedia)
WM Mo Acknowledgement

Wi ARSD

Cancel

[2.4GHz »

A Avs

Auto W

40MHzZ |»
Lower »
Auto

Ao w

.I.C:’rfv

of v

Disable w»

Alto w

Default
2346

2347

-t

100

16

Disable v |

Disable =

100% |

Enakle »
Disable w

Enahble | |

Band: select frequency band. Here 2.4GHZ.

Current : 1 (interference: severe)

Current ; 40MHz

Current - Lower

[1-128]

Channel: Allows channel selection of a specific channel (1-7) or Auto mode.

Auto Channel Timer(min): the auto channel times length it takes to scan in minutes. Only available

for auto channel mode.

802.11n/EWC: select to auto enable or disable 802.11n.
Bandwidth: Select bandwidth. The higher the bandwidth the better the performance will be.

Control Sideband: only available for 40MHz. It allows you to select upper sideband or lower

sideband. Sideband refers to the frequency band either above (upper sideband) or below (lower
sideband) the carrier frequency, within which fall the spectral components produced by modulation

of a carrier wave.

802.11n Rate: It allows you to select the fixed transmission rate or auto.
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802.11n Protection: turn off for maximized throughput. Auto for greater security.

Support 802.11n Client Only: turn on the option is to only provide wireless access to the clients
operating at 802.11n speeds.

RIFS Advertisement: Reduced Inter-frame Spacing (RIFS) is a 802.11n feature that also improves
performance by reducing the amount of dead time required between OFDM transmissions. Select
Off to disable this function or auto to enable this function.

OBSS Co-Existance: coexistence (or not) between 20 MHZ and 40 MHZ overlapping basic service
sets (OBSS) in wireless local area networks.

Multicast Rate: Setting for multicast packets transmission rate.

Basic Rate: Setting for basic transmission rate. It is not a certain kind of rate, it is a series of rates
supported. When set to Default, the router can transmit with all kinds of standardized rates.

Fragmentation Threshold: A threshold (in bytes) whether the packets will be fragmented and at
what size. Packets succeeding the fragmentation threshold of 802.11n WLAN will be split into
smaller units suitable for circuit size. While the packets smaller than fragmentation threshold will not
be fragmented. Default is 2346, setting the fragmentation too low may result in poor performance.

RTS Threshold: Request to Send (RTS) threshold specifies the packet size, when exceeds the size,
the RTS/CTS will be triggered. The default setting of 2347(max length) will disable the RTS.

DTIM Interval: Delivery Traffic Indication Message (DTIM). The entry range is a value between 1
and 255. A DTIM is countdown variable that informs clients of the next window for listening to
broadcast and multicast messages. When the AP has buffered broadcast or multicast messages for
associated clients, it sends the next DTIM with a DTIM interval value. AP clients hear the beacons
and awaken to receive the broadcast and multicast messages. The default is 1.

Beacon Interval: The amount of time between beacon transmissions in is milliseconds. The default
is 100ms and the acceptable is 1- 65535. The beacon transmissions identify the presence of an
access point.

Global Max Clients: Here you have the option of setting the limit of the number of clients who can
connect to your wireless network.

XPress™ Technology: It has been designed to improve the wireless network efficiency. Default is
disabled.

Regulatory Mode: select to deny any regulatory mode. There are two regulatory modes:

802.11h: The standard solves interference problems with e.g. satellites and radar using the same
5 GHz band as 802.11a or 802.11n dual-band access points.
802.11d: This standard automatically adjusts its allowed frequencies, power levels and bandwidth
accordingly to the country it's located in.
This means that manufacturers don't need to make country specific products.

Transmit Power: select the transmitting power of your wireless signal.

WMM (Wi-Fi Multimedia): you can choose to enable or disable this function which allows for priority
of certain data over wireless network.

WMM No Acknowledgement: Refers to the acknowledge policy at the MAC level. Enabling WMM
No Acknowledgement can result in more efficient throughput but higher error rates in noisy Radio
Frequency (RF) environment.

WMM APSD: Automatic Power Save Delivery. Enable this to save power.
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Station Info
Here you can view the information about the wireless clients.

I VWireless u\}c‘ .
i -

¥ Station Info

Associated Stations
MAC Address Associated Authorized 551D Interface

MAC Address: the MAC address of the wireless clients.

Associated: List all the stations that are associated with the Access Point. If a station is idle for too
long, it is removed from this list

Authorized: List those devices with authorized access.

SSID: show the current SSID of the client.

Interface: to show which interface the wireless client is connected to.
Refresh: to get the latest information.
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Management

There are 9 items within the System section: System Log, SNMP Agent, TR-069 Client, Internet
Time, Mail Alert, Wake on LAN, Access Control, Remote Access, Update Software and
Backup/Update.

| 1% e

¥ Device Info
» Quick Start
rAdvanced Setup

Hireless

* System Log

* SNMP Agent

* TR-069 Client

' Internet Time

* Mail Alert

* Wake On LAN

' Access Control

' Remote ACcess
' Update Software
* Backup ! Update
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System Log

To let users view or configure System Log.

I."-]EII'IEIEIEITIEI'H *m[‘_ .

T System Log

The System Log dialog allows you to view the System Log and configure the System Log options.

fiew System Log I [ Configure System Log

Click |

Configure System Log

]to configure the log.

If‘]anagemeni A u\t‘ .
k& .-

¥ System Log

Parameters

Log

@ Enable O Disable

Log Level Dn_ahulglgi_qg w
Dizplay Level . Errar v
Maode Local |»

Log: enable or disable this function.

Log level: select your log level. The log level allows you to configure which types of events are

loged.
®

© © © © © e

®

There are eight log levels from high to low are displayed below:
Emergency = system is unusable (these appear in red in the log)
Alert = action must be taken immediately (pale red)

Critical = critical conditions (orange)

Error = error conditions (yellow)

Warning = warning conditions (green)

Notice = normal but significant conditions (blue)

Informational = information events (white)

Debugging = debug-level messages (dark grey on cream)

The gateway records all log events at the chosen level and above. For instance, if you set the log
level to Critical, all critical, alert, and emergency events are logged, but none of the others are
recorded

Display Level: display the log according to the level you set when you view system log. Once you
set the display level, the logs of the same or higher priority will be displayed.

Mode:

®
®

select the mode the system log adopted. Three modes: local, Remote and Both.
Local: select this mode to store the logs in the router’s local memory.

Remote: select this mode to send the log information to a remote log server. Then you must
assign the remote log server and port, 514 is often used.

Both: logs stored adopting above two ways.
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Click [ YWiew System Log

]to see the System log of this router. The logs will be listed as configured
above. Click refresh to get the latest information.

System Log
DateTime Facility Severity [Message

[ Refresh ] [Clnse]

Click Apply to save your settings.

153



SNMP Agent

SNMP, Simple Network Management Protocol, is the most popular one in network. It consists of
SNMP Manager, SNMP Agent and MIB. Every network device supporting SNMP will have a SNMP
Agent which is a management software running in the device.

SNMP Manager, the management software running the server, is to use SNMP protocol to send
GetRequest. GetNextRequest, SetRequest message to Agent to view and change the information
of the device.

SNMP Agents, the management software running in the device, accepts the message from the
manager, Reads or Writes the management variable in MIB accordingly and then generates
Response message to send it to the manager. Also, agent will send Trap message to the manager
when agent finds some exceptions.

Trap message, is the message automatically sent by the managed device without request to the
manager about the emergency events.

A\
I Advanced Setup \ “’; .

>* SNMP Agent
Parameters
SMMP Agent (O Enable &) Disable

WAN Access Enable Disable
Read Community .

Set Community

System Mame

System Location

System Contact

Trap Manager IP

Apply Zancel

SNMP Agent: enable or disable SNMP Agent.

WAN Access: enable or disable WAN access which allows PCs in WAN side read or set the SNMP
related MIB pamareters.

Read Community: Type the Get Community, which is the authentication for the incoming Get-and
GetNext requests from the management station.

Set Community: Type the Set Community, which is the authentication for incoming Set requests
from the management station.

System Name: here it refers to your router.

System Location: user-defined location.

System Contact: user-defined contact message.

Trap manager IP: enter the IP address of the server receiving the trap sent by SNMP agent.
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TR- 069 Client

TR-069 (short for Technical Report 069) is a DSL Forum (which was later renamed as Broadband
Forum) technical specification entited CPE WAN Management Protocol (CWMP). It defines an
application layer protocol for remote management of end-user devices. It defines an application layer
protocol for remote management of end-user devices.

As a bidirectional SOAP/HTTP based protocol it can provides the communication between customer
premises equipment (CPE) and Auto Configuration Server (ACS). It includes both a safe
configuration and the control of other CPE management functions within an integrated framework. In
the course of the booming broadband market, the number of different internet access possibilities
grew as well (e.g. modems, routers, gateways, set-top box, VolP-phones).At the same time the
configuration of this equipment became more complicated —too complicated for end-users. For this
reason, TR-069 was developed. It provides the possibility of auto configuration of the access types.
Using TR-069 the terminals can get in contact with the Auto Configuration Servers (ACS) and
establish the configuration automatically and let ACS configure CPE automatically.

Il‘.lanagenwm u\.- .
L = -

T TR-069 Client

Parameters

Inform (O Enable & Disable
Inform Interval . '[1-214?483643
ACE URL

ACS User Mame admin

ACS Password |senee

WAR Interface used by TR-069 client Any_WAN

Display SOAP messages on serial consale () Enable @& Disable
Connection Request Authentication

Connection Request User Mame admin

Connection Request Password [eaeae

Connection Request URL

[ 4pply || GetRPCMethods

Inform: select enable to let CPE be authorized to send Inform message to automatically connect to
ACS.

Inform Interval: Specify the inform interval time (sec) which CPE used to periodically send inform
message to automatically connect to ACS. When the inform interval time arrives, the CPE will send
inform message to automatically connect to ACS.

ACS URL: Enter the ACS server login name.

ACS User Name: Specify the ACS User Name for ACS authentication to the connection from CPE.
ACS password: Enter the ACS server login password.

WAN interface used by TR-069: select the interface used by TR-069.

Display SOAP message on serial console: select whether to display SOAP message on serial
console.

Connection Request Authentication: Check to enable connection request authentication feature.
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Connection Request User Name: Enter the username for ACS server to make connection request.

Connection Request User Password: Enter the password for ACS server to make connection
request.

GetRPCMethods: supported by both CPE and ACS, display the supported RFC listing methods.

Click Apply to apply your settings.
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Internet Time

The router does not have a real time clock on board; instead, it uses the Network Time Protocol
(NTP) to get the most current time from an NTP server.

NTP is a protocol for synchronization of computers. It can enable computers synchronize to the NTP
server or clock source with a high accuracy.

I-"Ianagemeni. u‘% .
Y -

¥ Internet Time

Parameters

Synchronize with Internet time servers Enahle

First MTF time server Otl'u_ar w _D.a_u.po-:l.n_tp.crg

Second NTP time server _ Other bl 1.;3_L_|.|:|u:|-jll.nt|3.-_:|rg

Third NTP time server Other » || 2.au.poolntp.org

Fourth MNTP time server Other W .3.:3L|.|:n:|-:|l.nt|3.-3rg

Fifth MTP time server Mone v

Time zone ofiset (GMT+10:00} Canberra, Melbourne, Sydney b

Choose the NTP time server from the drop-down menu, If you prefer to specify an NTP server other
than those in the drop-down list, simply enter its IP address in their appropriate blanks provided as
shown above. Your ISP may also provide an SNTP server for you to use.

Choose your local time zone from the drop-down menu. After a successful connection to the Internet,
the router will retrieve the correct local time from the NTP server you have specified. If you prefer to
specify an NTP server other than those in the drop-down list, simply enter its IP address in their
appropriate blanks provided as shown above. Your ISP may also provide an NTP server for you to
use.

Click Apply to apply your settings.
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Mail Alert

Mail alert is designed to keep system administrator or other relevant personnels alerted of any
unexpected events that might have occured to the network computers or server for monitoring
efficiency. With this alert system, appropriate solutions may be tackled to fix problems that may have
arisen so that the server can be properly maintained.

Ir.lanagement l\ I\... .

¥ Mail Alert
Server Information
SMTF Server
Username
Password
Senders E-mail (Must be ox@yyy.zzz)
55L ClEnable
Port '
VAN IP Change Alert
Recipients E-mail (Must be ox@yyy.zzz)

Epply Cancel

SMTP Server: Enter the SMTP server that you would like to use for sending emails.
Username: Enter the username of your email account to be used by the SMTP server.
Password: Enter the password of your email account.

Sender’s Email: Enter your email address.

SSL: check to whether to enable SSL encryption feature.

Port: the port, default is 25.
Recipient’s Email (WAN IP Change Alert): Enter the email address that will receive the alert

message once an WAN IP change has been detected.
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Wake on LAN

Wake on LAN (WOL, sometimes Wol) is an Ethernet computer networking standard that allows a
computer to be turned on or woken up remotely by a network message.

I Management w[-q .
3 .

T VWake On LAN

Parameters

MAC Address == | —Select ¥ | (type or select from listbox)

Add

Select: Select MAC address of the computer that you want to wake up or turn on remotely.
Add: After selecting, click Add then you can perform the Wake-up action.

Edit/Delete: Click to edit or delete the selected MAC address.

Ready:

“Yes” indicating the remote computer is ready for your waking up.

“No” indicating the machine is not ready for your waking up.

Delete: Delete the selected MAC address.

Ir.-1a|1agemenl. W[-i_ .
i .

T\Wake On LAN

Parameters

MAC Address == | —5elect- N itype or select from listbox)

[4dd|[ Edit/ Delete |

Edit Action MAC Address Ready Delete

i Wake Up 18:29:05:38:04:03 Yes ]
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Access Control

Access Control is used to prevent unauthorized access to the router configuration page. Here you
can change the login user password. Three user levels are provided here. Each user level there’s a
default provided user. You must access the router with the appropriate username and password.
Here the corresponding passwords are allowed to change.

IHanagemem IQ\-{ .

*Access Control

Parameters
Level | Administrator [

sermame admin
Old Password [
Mew FPassword

Confirm Passwaord

|.é.|:||:|l;r'] [ Cancel |

Level: select which level you want to change password to. There are three default levels.

® Administrator: the root user, corresponding default username and password are admin and
admin respectively.

® Remote: username for the remote user to login, corresponding default username and
password are support and support respectively.

® Local: username for the general user, corresponding default username password are user
and user respectivley.

Username: the default username for each user level.
Old Password: Enter the old password.
New Password: Enter the new password.

Confirm Password: Enter again the new password to confirm.

Click Apply to apply your new settings.

Note: by default the other two users of level Local and level Remote, thus user and support, are not
available, if you want to use the two accounts, check Valid and set their passwords.

Ir1anagemem LQ}?:! -
ThAccess Control
Parameters
Lewvel [ Leocal e
Walid
Username user
Old Password
Mew Password
Confirm Password
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Remote Access

It is to allow remote access to the router to view or configure.
IManagement

*Remote ACccess
Parameters
Remote Access (O Enable & Disable

Remote: Select to enable or disable Remote Access functionality.
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Update Software

Software upgrading lets you experience the new and integral function of your router.

Ir_Janagemen: i“i\-[q .

* Update Software
You may upgrade the system software on your network device.,
After upgrading,let your device restart with factory default settings or current settings.

(&) Factory Default Settings
Restart device with =
() Current Settings

Mew Firmware Image '

Restart device with:

® Factory Default Settings: Restart the device with factory default settings automatically when
finished upgrading.

® Current Settings: Restart the device with the current settings automatically when finished
upgrading.
Your router’s “firmware” is the software that allows it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software it runs. Over time

this software may be improved and revised, and your router allows you to upgrade the software it
runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to
your PC. Once the correct file is selected, click Upgrade to update the firmware in your router.

DO MOT power down the router or interrupt the firmware upgarding while itis
still in process. Improper operation could damage the router

Warning
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Backup / Update

These functions allow you to save and backup your router’s current settings to a file on your PC, or
to restore from a previously saved backup. This is useful if you wish to experiment with different
settings, knowing that you have a backup handy in the case of any mistakes. It is advisable to
backup your router’s settings before making any significant changes to your router’s configuration.

Il'1a|1agement lm’f- .

> Backup | Update
Allows you to backup the configuration settings to your computer, or restore configuration from your computer.

Backup Configuration
Backup D3SL router configurations. You may save your router cenfigurations to a file on your PC.

Backup Settings

Restore Configuration

Configuration File ' Browse. .

Restore will overwrite the current configuration and restart the device. If you want to keep the current configuraticn, please use "Backup™ first to
save current configuration.

Update Settings

Click Backup Settings, a window appears, click save , then browse the location where you want to
save the backup file.

Click Browse and browse to the location where your backup file is saved, the click Open. Then in

the above page, click Update Settings, the following process indicating screen will appear. Let it
update to 100%, it will automatically turn to the Device Info page.

progress

progress...

Do not switch off device during flash update or rebooting.

total . 6%
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Restart

This section lets you restart your router if necessary. Click & Restart i the |ow right corner of each

configuration page.
|
) N

Ir'.-lanagement

* Restart
After restarting. Please wait for several seconds to let the system come up.

() Factory Default Settings
FRestart device with

& Current Settings

If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings. Or you just want to restart after the current setting, the select the Current

Settings, and Click Restart.
progress

progress...
Do not switch off device during flash update or rebooting.

total : - 89

164



Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly
contact your service provider or Billion for support.

Problems with the router

Problem Suggested Action

None of the LEDs is on when you turn Check the connection between the router and the
on the router adapter. If the problem persists, most likely it is due
to the malfunction of your hardware. Please contact
your service provider or Billion for technical support.

You have forgotten your login username [Try the default username "admin" and password
or password "admin”. If this fails, you can restore your router to
its factory settings by pressing the reset button on
the device rear side.

Problems with WAN interface

Problem Suggested Action
Frequent loss of ADSL line sync Ensure that all other devices connected to the same
(disconnections) telephone line as your router (e.g. telephones, fax

machines, analogue modems) have a line filter
connected between them and the wall socket (unless
you are using a Central Splitter or Central Filter
installed by a qualified and licensed electrician), and
ensure that all line filters are correctly installed and the
right way around. Missing line filters or line filters
installed the wrong way around can cause problems
with your ADSL connection, including causing frequent
disconnections. If you have a back-to-base alarm
system you should contact your security provider for a
technician to make any necessary changes.
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Problem with LAN interface

Problem

Suggested Action

Cannot PING any PC on LAN

Check the Ethernet LEDs on the front panel.

The LED should be on for the port that has a PC
connected. If it does not lit, check to see if the cable
between your router and the PC is properly
connected. Make sure you have first uninstalled your
firewall program before troubleshooting.

\Verify that the IP address and the subnet mask are

consistent for both the router and the workstations.
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Appendix: Product Support & Contact

If you come across any problems please contact the dealer from where you purchased your
product.

Contact Billion

Worldwide:

http://www.billion.com

FCC statement in the User’s Manual (for class B)
“Federal Communication Commission (FCC) Statement”

This Equipment has been tested and found to comply with the limits for a class B digital device,
pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communication. There is not guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio and
television reception, which can be determined by turning on and off, the user is encouraged to try to
correct the interference by one or more of the following measures:

¢ Reorient or relocate the receiving antenna

¢ Increase the separation between the equipment and the receiver

e Connect the equipment into a outlet on a circuit different from that to which the received is

connected.

e Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:
1. The device complies with Part 15 of the FCC rules. Operations is subject to the following two
conditions:
(1) The device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that may cause
undesired operation.

2. This device and its antenna(s) must not be co-located or operating in conjunction with any other
antenna or transmitter.

3. Changes or modifications to this unit not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

IMPORTANT NOT:

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator &your body.

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 7/98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are registered
Trademarks of Microsoft Corporation. 167
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