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Chapter 1: Product Information

1.1 Introduction

The CNE Wireless USB Adapter is a USB 2.0 pen-size wireless dongle supporting
IEEE 802.11b/g /n 2.4GHz radio operation, The WLAN Adapter provide high-speed
wireless connection with data rate from 1 Mbps up to 300Mbps theoretically.
Additionally, wireless roaming allows the user to move among different AP without
losing the current connection. The adapter provides excellent security features
including: TKIP, AES, WPA, and up to 128 bit WEP encryption security make the
network almost impenetrable.

Featuring high performance transmission rates, simple installation and adaptability, as
well as strong security the USB WLAN adapter is the perfect solution for small office
and home needs.

1.2 Features
e Complies with IEEE 802.11b/g, IEEE 802.11n Draft 2.0 standards.

e 2T2R Modes for Antenna configurations.

e Dynamic data rate: Maximum data rate up to 300Mbps. Auto fallback switchi
-ng with 54, 48, 36, 24, 18, 12, 11,9, 6, 5.5, 2 and 1 Mbps.

e Reverse Direction Data Flow and Frame Aggregation.

e  Multiple BSSID Support.

e  Wireless data encryption with 64, 128 encryption for security

e Lower Power with Advanced Power Management.

e Drivers supports Windows2000, XP and Vista, Linux

1.3 LED Status

The LED on the top of this card indicates Link/Act status. It blinks at green light
when sending and receiving data.
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Chapter 2: Installation Guide

2.1 Overview

The USB WLAN Adapter Setup Wizard will guide you through the installation
procedure for Windows 2000, XP, Vista and Linux. This Wizard will also guide you
installing the Utility and drivers.

In case you plug in the hardware before installing the software, you will be prompted
by “Found New Hardware Wizard”, please click the Cancel button, and run the Setup
Wizard program from the installation CD-ROM shipped together with the WLAN
Adapter.

All of following sections are written based on Windows XP.

* Note: The comments and conditions for other OS platforms may be different from

this chapter.

2.2 Installation procedure

2.2.1 Software installation
1. Insert the Resource CD into the CD/DVD-ROM drive of your computer, and
execute ‘Setup.exe’ to install the driver. Figure 2-1 should then appear, please select
the language that you want (e.g. English) and click ‘Next’:

Atheros Client Installation Program — InstallShie... [o

ERERES
M TREN FIEREREES .

1A

2w > [ mAE |

Figure 2-1 Language selection
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2. Figure 2-2 will appear on the screen, please click ‘Next’

Atheros Client Installation Program r>_(|
Atheros Clhient Inztallation Program

Thiz program inztallzs the driver and client utilities for your
Atheros Wirsless LAN Client Adapter.

< Back ME:-:D |[ Cancel ]

Figure 2-2 Atheros client installation program

3. You will see a license agreement dialog box shown in Figure 2-3, select ‘I accept

the terms of the license agreement’ and click ‘Next’

Atheroz Client Installation Program

License Agreement
Pleaze read the following license agreement carefully.

Atheroz Communications, Inc. Software License Agreement

[/

PLEASE READ THIS SOFTWARE LICEMSE AGREEMENT ["LICENSE"] CAREFULLY
BEEFORE USING THE ATHEROS SOFTWARE. BY USIMG THE ATHEROS
SOFTWARE, v0OU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
LICEMSE.

IF0U DO WNOT AGREE TO THE TERMS OF THIS LICEWSE, DO MOT USE THE
SOFTWARE. IFY'0OU DO WAT AGREE TO THE TERMS OF THE LICEMSE. YOL MAY
RETURM THE ATHEROS SOFTARE TO THE PLACE WHERE YOU OBTAINED IT

FOR & REFUND. IF THE ATHEROS SOFT'WARE Was ACCESSED

ELECTROMICALLY, CLICK "DISAGREE/DECLINE". FOR ATHEROS SOFTWARE w

(%3] accept the terms of the license agreement

{31 do not accept the terms of the licenze agreement

[ < Back " Hest » ][ Cancel ]

Figure 2-3 license agreement
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4. Figure 2-4 appears on the screen, please select ‘Install Client Utilities and
Driver’ and click ‘Next’

Atheroz Client Installation Program

Setup Type
Select the setup type that best suits your needs.

Click the type of zetup you prefer.

Inztall Clent Utlities and Diver Descriptian
Inzkall Driveer Only Choosze this option o ingtall the
b ake Driver Installation Diskette]z] drivier and client utilities. This is

the recommended option.

[ ¢ Back " Mest = ][ Cancel

Figure 2-4 Setup Type

5. Choose the path of installation and select program folder in your PC and click
‘Next’ to continue.

Atheroz Client Installation Frogram

Choose Destination Location

Select the falder where the installation proararm waill install the files.

The inztallation program will inztall the client utilities in the following location:

Destination Faolder

C:\Program Filez\atheros

[ < Back ]E..........H..EHD |[ Cancel ]

Figure 2-5 choose the path of installation

-6-
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Atheros Client Installation Program

Select Program Folder

Select a program folder.

The inztallation program will add program icons to the Program Folder listed below. o may
enter a new folder name ar zelect one from the E sisting Folders hst.

Program Folder:

Exizting Folders:

[ < Back ]L_ﬂe:-:b ][ Cancel

Figure 2-6 select program folder

6. The dialog box as Figure 2-7 will appear, please read it carefully and then click
‘Next’

Atheros Client Installation Program

Atheros Clhient Inztallation Program

IMPORTANT: Pleaze Read!

On 'Wwindows #P. vou can configure pour Atheros YWireless LAN Client Adapter thraugh the
Atheras Client Utility [ACU] or a third-party supplicant. Because third-party tools may not
provide all of the funchionality available in the ACU, Atheros recommends that you uze the
ACU. [Pleaze note that a patch from kicrozaoft might be required to uze the Microzoft toal with
WRA secunty.]

On the next screen, select whether you want to uze the ACL ar a third-party tool to configure
wour client adapter.

FMOTE: If you zelect a third-party tool, some of the ACU features will not be available. To
activate those features, you must install the ACL.

[ < Back ]ue:-:w |[ Cancel

Figure 2-7 Notice of installation

-7-
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7. Please select ‘Atheros Client Utility (ACU) and Supplicant’ in this dialog box as
Figure 2-8 choose configuration and click ‘Next’

Atheros Client Installation Program

Choose Configuration Tool

WWhich tool will vou uze to configure your client adapter’?

(=14 thernos Client Uil [ACU] and Supplicant
() Third-Party Supplicant

[ < Back " Mewst = l[ Cancel

Figure 2-8 choose configuration

8. Please select ‘Do Not Install Single Sign On feature set’ as Figure 2-9 single sign
on feature set install option and click ‘Next’

Atheros Client Installation Prozram

Single Sign On feature set install option.

Pleasze zelect an option "Install Single Sign On feature set' or "Do not install Single Sign On
featurs set'.

(3 Install Single Sign O feature set,
(#) Do not Install Single Sign On feature set,

Single Sign On feature zet [S50] iz a mechanizm whereby a single action of uger authentication
and authaorization can permit a user to access all computers and svstems where he hag access
permizzian, without the need to enter mulliple passwords.

Restriction of Uge 550:
“Windows Graphical Login Screen iz dizabled.
* Fazt Uzer Switch iz dizabled,

* Require the uzer to have a password.

[ ¢Back | Mest: |[ Cancel ]

Figure 2-9 single sign on feature set install option
9. A warning box will show in your computer as Figure 2-10, please click OK
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Atheros Client Installation Program

The installation program installs the driwer antomatically when the client adapter is
! inserted. Insert the adapter now 1f i1t iz not wet i1nserted, cancel the Found FHew Hardware
Wizard if 1t appears, and proceed with the installation. Click OK to continme.

Figure 2-10 install warning

10. Please waiting for running automatically for a moment, after the files have been
successfully installed, the screen in Figure 2-11 will appear. Click the button ‘Finish’

to finish the wizard

Atheros Client Installation Program

Install5hield Wizard Complete

The ingtallation program hazs successfully performed the
zelected operations.  Click Finish bo exit the wizard.

¢ Back Finizh Cancel

Figure 2-11 finish installing

11. After installing the software, please plug the WLAN Adapter into your PC for

hardware installation. In case you want to understand the detail hardware installation

instructions, please refer to next section - Hardware Installation.
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2.2.2 Hardware Installation

If you have been successfully installed the driver, please plugged the USB WLAN
Adapter into your PC. The OS will automatically detect the USB WLAN Adapter and
automatically select the appropriate driver for Adapter. If it does not, please follow
the setup steps to finish the driver installation.

After installing the driver and plugging the WLAN Adapter to the PC successfully,
you should see an icon Al appearing in your system icon box as shown in Figure
2-12. Now, you can start to enjoy the high speed wireless connectivity with the USB
WLAN Adapter.

Default

Hot A=zsociated
GFood
0 Ebp=, 11b

= .
Atheros OTUS Wireless Hetworl Adspter Click Here
0.0.0.0

Figure 2-12 the icon of the adapter

When you want to start to use this WLAN Adapter, please click on the icon Zll in
right-click, and a menu as Figure 2-13 will popup. Please select ‘Open Atheros
Client Utility’ to start configuration program. If you want to close configuration
utility, please click ‘Exit’.

Help
Exit

Open Atheros Client Utilitwy. ..
Preferences. ..

Di=able Radio

Select Frofile 4
Select Client Software L4

Show Connection Statusx

Dizable WLAW if LAN iz Conmected m

Figure 2-13 the menu of adapter configuration

* Note: If you stopped configuration utility by ‘Exit’ function, you’ll not be able to

maintain the wireless link to the access point you wish to use. In this case, you can
start configuration utility again by clicking: Start -> All Programs ->Atheros ->
Atheros Client Utility

-10 -
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Chapter 3: Configuration

This section shows you how to configure you the adapter in order to getting
connection to a wireless access point. There are two kinds of ways that you can carry
out configuration:

1) Using the Atheros configuration utility which comes with wireless adapter driver;

2) Using built-in windows zero configuration utility.

3.1 Using Atheros configuration utility

Please follow the following instructions in order to use Atheros configuration utility

to connect to wireless access point.

1. Right-click the icon 4l located at system icon box of desktop and click ‘Open
Atheros Client Utility’, the figure of Atheros configuration utility will show up
as the Figure 3-1.

M Atheros Client Ttility — Current Profile: Defaunlt

Aetion Options Help

Current Status | Frofile Management |Diapnosties

wiEy =

| Medify |
Details
Hetworlk Type: Infrastructure [ Inport. .. ]
Security Mode: Dizabled
Fetwork Hame 1 (S3ID1): <empty> [ Export. .. ]
Fetwork Hame 2 (SSID2): <emptyr [ T — ]

Hetwork Hame 3 (SSID3): <empty>

[Urder Profiles. .. ]

DDisable WLAW if LAW 1=z Commec

Figure 3-1 the profile management of Atheros configuration utility

e New : Create a new profile, or Add a profile from an existing wireless access point
or wireless device

e Modify: Modify current setting parameter for SSID

S11 -
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e Import: Save current Profile

e Export: Export old Profile by set previously
e Scan: Scan different access point

e Order:  Profiles-Order for different profiles

2 Please click on the button ‘Scan’, and appear a dialog box as Figure 3-2 of below

Available Infrastructure and Ad Hoc Networks

Metwaork, Mame [S510] [fa 11n| Super =R Signal Strength Channel W,

i ENG-4F-1 ) ] 11de 11 2.

i =3 all 5048 £ 2.

< | >
[ Activate ] [ Refrezh ] [ k.

Figure 3-2 Available infrastructure and Ad Hoc Networks

e Network Name (SSID): The Service Set IDentifier of wireless access point or
other network device. You can think it as the name of access point of wireless device.
e Signal strength: shows the strength of signal

e Channel: shows transmit signal channel in use

-12-
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2. Please select a router and click ‘Activate’ in dialog box of Available infrastructu-
re and Ad Hoc Networks, appear the information as below, and input your definitional

into Figure 3-3 setting of General of Profile Management

Profile Hanagement

General | Security " Advanr_'ed|

Profile Settings
Frofile Hame: |m |

Client Name: |EHG~S]-D.IHGUD2 |

Hetwork Hames

SSID1: |1inl':5y5 |

SSIDZ: | |

SSI03: | |

[ m= [ ®mAm |

Figure 3-3 setting of General of Profile Management

e Profile: Identifies the configuration profile. This name must be unique. Profile
names are not case-sensitive.

e Client Name: default

e SSID1: default

-13-
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3. Please click the button ‘Security’ and select ‘Pre-share key (static WEP)’ in
Profile Management as Figure 3-4, and input “XXXXXXXXXXXX"* into ‘WEP key’,
and click ‘OK’

General | Security |Adv=a.nced

Set Security Options

() WEA/HEAD WEA/WEAZ EAF Type:
(I WFA/MPAZ Passphrasze

(Da02. 1x 802, 1x EAP Type:
(%) Fre—Shared Eey (Static WEF)

) Home

- Dﬁ.ll-:-w Azsociation to Mixed Cells
[ Configzure. .. ]

Configure Pre—Shared Eeys (Static WEP)

K.ey Entry
(%)iHexadecimal [0-9, A-F1 (3 ASCI Tewt [all keyboard characters)
Encryption Keys
WEF Key Size:
Tranzmit key B4 128 152
WEPKeyl: @ | | ® O O
WEPKeyZ | | ® O O
WEPKep3: | | ® O O
WEPKepd | | ® O O
[ 0. l [ Cancel ]

Figure 3-4 Configure Pre-shared Keys ( Static WEP )

e Set security option: Please select a wireless authentication type you wish to use.
Available options are “WPA/WPA2’, “WPA/WPA2 pass phrase’, ‘802.11x’,
‘Pre-shared key (static WEP)’, and ‘None’

e Key Entry : Key #1, Key #2, Key #3, Key #4, the Key groups. You can enter 10

hexadecimal digits (any combination of 0-9, a-f, A-F) or 5 ASCII characters for 64-bit
(also called 40bits)

- 14 -
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3.2 Using Windows Zero Configuration

Windows XP and Vista has a built-in wireless network configuration utility, called as
‘Windows Zero Configuration’ (WZC). You can also use WZC to configure the

wireless network parameter for the adapter

* Note: Before setting your wireless network parameter, please start-up ‘Windows
Zero Configuration’ (WZC)

1. Right-click the icon 4l of Atheros configuration utility located at system icon box
of desktop, click ‘Select Client software’ and select ‘Winows’

Help
Exit

Open Atheros Client Utility. .
Preferences. .

Dizable Radio

Select Profile L

Atheros Client Ttility Select Client Software
v Hindows

Show Connection Status

Dizsable WLAW if LAW iz Conmected

Figure 3-5 Select way of Windows Zero Configuration

2. Click the button ‘Start’ (should be located at the bottom-left corner of windows
desktop), select ‘Control Panel’ -> ‘Network and Internet Connections’ ->
‘network Connection’

3. Right-click “Wireless Network Connection’ (it may have a number as suffix if
you have more than one wireless adapter, please make sure you right-click the
‘Ralink 802.11n Wireless LAN Card’, then select ‘View Available Wireless
Networks’.

-15-
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B \ireless Mebwork Connection 2

A Local frea Connection Disable
<L 1394 Connection Yiew Available Wireless Networks

Repair
Bridge Connections
Create Shorbout

Rename

Properties

Figure 3-6 set wireless Network Connection

5. All wireless access points in proximity will be displayed here. If the access point
you want to use is not displayed here, please try to move your computer closer to the
access point, or you can click ‘Refresh network list’ to rescan access points. Click

the access point you want to use if it’s shown, then click ‘Connect’.

1 Wireless Metwork Connection 2 |E|

Cicsinpiae Choose a wireless networl

g Refresh netwark lisk Click an item in the list below b0 connect bo a wireless network. in range or to get mare
information,

<2 Setup & wireless netwark
for a homme or small office

Related Tasks

,,:li;) Learn about wireless
nebworking

{‘? Change the order of
preferred networks

"fj:a Change advanced
settings

Figure 3-7 Choose a wireless network to connect

6. If the access point is protected by encryption, you have to input its security key or

passphrase here. It must match the encryption setting on the access point. If the access

- 16 -
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point you selected does not use encryption, you’ll not be prompted for security key or

passphrase.

Wireless Network Connection

The network 'default’ requires a netwark key (also called a WEP key or WPA key), &
network key helps prevent unknown intruders From connecting to this netwarl,

Type the key, and then click Connect,

Nebwork key: | | |

Canfitn network ke | |

L_Q_Dnnect J [ Cancel ]

Figure 3-8 setting of security key or passphrase

7. If you can see ‘Connected’ message, the connection between your computer and

wireless access point is successfully established.

1 Wireless Metwork Connection 2 |E|

Cicsinpiae Choose a wireless networl

g Refresh netwark lisk Click an item in the list below b0 connect bo a wireless network. in range or to get mare
information,

Connected ¢

<M Sekup & wireless network
for a homme or small office

Related Tasks

‘-:lr-;' Learn about wireless
nebworking

{‘? Change the order of
preferred networks

"fj:a Change advanced
settings

| Disconneck |

Figure 3-9 wireless network been connect

-17 -
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3.3 Link status

This portion describes the link status of the USB WLAN Adapter. To check the link
status of the adapter, please right-click the icon 4l of Atheros configuration utility

located at your system icon box.

M Atheros Client Dtility — Current Profile: CHE

Action Options Help

Current Status |Pr-:-file Management || Diagnostics

Total 8021
Profile Hame: Unawvailable Slm
4 )
ATHEROS

Link Status: Associated Hetwork Type: Infrastructure

Wireless Mode: 2.4 GHz 54 Mbps Contrel Chanmel: B

Extenzion

Server Based Authentication: Hone Data Encryption: WEFP

IF Address: 192.163.0.135

Signal Strength: NREANEEANENAEENOEEAEEEAER|)  Excellent

[ fdvanced i

Figure 3-10 Status of the Atheros configuration utility

The Figure 3-10 will show up on the screen and you can find all the link information
(IP Address, Signal Strtength .etc) for the WLAN adapter.
In case you click the button ‘Advance’, the screen will all related information for the

wireless access point that your WLAN adapter connected to.

Metwork Mame [S51D]: linkzyps Current Signal Strength: -B5 dBm

Server Bazed Authertication: MHane Cument Maize Level: -95 dBm

Data Encryption: WEP Up Time: 00:59:41

Authentication Type: Open 802.11b Preamble: Short & Long

Meszage Integrity Check: Maone Current Receive B ate: 54.0 Mbps

Qo5 Sl bl Cument Transmit B ate: 54.0 Mbps

CCM authentication: aif

tanagement Frame Protection: Qff Control. o=k 3
Extenzion Channel:

Azzociated AP Name: Unavailable Control Frequency: 2437 GHz

Azzociated AP IP Address: Unavailable Extenzion Frequency:

Azzocisted AP MAC Address: 00-18-39-43-32-EC Channel Set: M
Channel width:

Power Save Mode: MHormal

Current Power Level: 32 s

Available Power Levels (5 GHz): B0, 40,25, 20,13,10,9, 8,7, 6. 5. 4,3, 2, 1 mw

Avwailable Power Level: [2.4 GHz): 100,63, 50,32, 20,10, 9.8, 7, 6. 5. 4, 3, 2.1 mwf

- 18-
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Chapter 4: Regulatory information

4.1 FCC Information to User

This product does not contain any user serviceable components. Any product changes
or modifications will invalidate all applicable regulatory certifications and approvals.

4.2 FCC Guidelines for Human Exposure

FCC RF exposure statement: This equipment complies with FCC radiation exposure
limits set forth for an uncontrolled environment. End users must follow the specific
operating instructions for satisfying RF exposure compliance. To maintain compliance
with FCC RF exposure compliance requirements please follow operation instructions
as document in this manual.

This device has been tested for compliance with FCC RF Exposure (SAR) limits in the
typical laptop computer configuration and this device can be used in desktop or laptop
computers with USB slots. Other applications like handheld PDAs (personal digital
assistants) or similar device has not been verified and may not compliance with related
RF exposure rule and such use should be prohibited. This device with its antenna must
not be co-located or operated in conjunction with any other antenna or transmitter.

4.3 FCC Electronic Emission Notices

This device complies with part 15 of the FCC Rules. Operation is subject to the

following two conditions:

1. This device may not cause harmful interference

2. This device must accept any interference received, including interference that may
cause undesired operation.

This equipment has been tested and found to comply with the limits for a class B digital

device, pursuant to part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not

installed and used in accordance with the instructions, may cause harmful interference

to radio communications. However, there is no guarantee that interference will not

occur in a particular installation. If this equipment does cause harmful interference to

radio or television reception, which can be determined by turning the equipment off and

on, the user is encouraged to try to correct the interference by one or more of the

following measures:

---Reorient or relocate the receiving antenna.

-19-
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---Increase the separation between the equipment and receiver.

---Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

---Consult the dealer or an experienced radio/TV technician for help.

-20 -
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Chapter 5: Technical Specifications

Appendix A: Specifications

General
Interface A-type USB 2.0 Connector
Standards IEEE802.11b, IEEE802.11g, 802.11n Draft 2.0

Operating System

Windows 98SE, ME, 2000, XP, Vista

Transmission Distance

In door up to 100m, out door up to 300m
(Actual performance depends on environment).

Frequency 2.412GHz ~ 2.462GHz
54Mbps -65dBm (Typical)
Sensitivity MSC7 HT20 -64dBm(Typical)
MSC7 HT40 -61dBm(Typical)

Spread Spectrum

Direct Sequence Spread Spectrum (DSSS)

Wireless

Radio Data Rate

54/48/36/24/18/12/9/6 Mbps 11g OFDM,
11/5.5/2/1 Mbps 11b DSSS

Modulation

802.11b: CCK, QPSK, BPSK
802.11g: OFDM
Draft-11n: DBPSK, DQPSK, 16-QAM, 64-QAM

Media Access Protocol

CSMA/CA with ACK

Data Security

64/128 bit WEP, TKIP/AES,
IEEE 802.1X authentication

Physical Environmental

Working Temperature

0°C~40°C (32°F~104°F)

Storage Temperature

-40°C~70°C (-40°F~158°F)

Humidity

10%~90% RH, Non-condensing

-21-
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Appendix B: Glossary

= 802.11b - The 802.11b standard specifies a wireless product networking at 11 Mbps
using direct-sequence spread-spectrum (DSSS) technology and operating in the
unlicensed radio spectrum at 2.4GHz, and WEP encryption for security. 802.11b
networks are also referred to as Wi-Fi networks.

* 802.11g - specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the
unlicensed radio spectrum at 2.4GHz, and backward compatibility with IEEE 802.11b
devices, and WEP encryption for security.

« Ad-hoc Network - An ad-hoc network is a group of computers, each with a wireless
adapter, connected as an independent 802.11 wireless LAN. Ad-hoc wireless
computers operate on a peer-to-peer basis, communicating directly with each other
without the use of an access point. Ad-hoc mode is also referred to as an
Independent Basic Service Set (IBSS) or as peer-to-peer mode, and is useful at a
departmental scale or SOHO operation.

* DSSS (Direct-Sequence Spread Spectrum) - DSSS generates a redundant bit
pattern for all data transmitted. This bit pattern is called a chip (or chipping code).
Even if one or more bits in the chip are damaged during transmission, statistical
technigues embedded in the receiver can recover the original data without the need
for retransmission. To an unintended receiver, DSSS appears as low power
wideband noise and is rejected (ignored) by most narrowband receivers. However, to
an intended receiver (i.e. another wireless LAN endpoint), the DSSS signal is
recognized as the only valid signal, and interference is inherently rejected (ignored).

*  FHSS (Frequency Hopping Spread Spectrum) - FHSS continuously changes (hops)
the
carrier frequency of a conventional carrier several times per second according to a
pseudo-random set of channels. Because a fixed frequency is not used, and only the
transmitter and receiver know the hop patterns, interception of FHSS is extremely
difficult.

= Infrastructure Network - An infrastructure network is a group of computers or other
devices, each with a wireless adapter, connected as an 802.11 wireless LAN. In
infrastructure mode, the wireless devices communicate with each other and to a
wired network by first going through an access point. An infrastructure wireless
network connected to a wired network is referred to as a Basic Service Set (BSS). A
set of two or more BSS in a single network is referred to as an Extended Service Set
(ESS). Infrastructure mode is useful at a corporation scale, or when it is necessary to
connect the wired and wireless networks.

* Spread Spectrum - Spread Spectrum technology is a wideband radio frequency
technique developed by the military for use in reliable, secure, mission-critical
communications systems. It is designed to trade off bandwidth efficiency for reliability,
integrity, and security. In other words, more bandwidth is consumed than in the case
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of narrowband transmission, but the trade off produces a signal that is, in effect,
louder and thus easier to detect, provided that the receiver knows the parameters of
the spread-spectrum signal being broadcast. If a receiver is not tuned to the right
frequency, a spread-spectrum signal looks like background noise. There are two
main alternatives, Direct Sequence Spread Spectrum (DSSS) and Frequency
Hopping Spread Spectrum (FHSS).

SSID - A Service Set Identification is a thirty-two character (maximum) alphanumeric
key identifying a wireless local area network. For the wireless devices in a network to
communicate with each other, all devices must be configured with the same SSID.
This is typically the configuration parameter for a wireless PC card. It corresponds to
the ESSID in the wireless Access Point and to the wireless network name.

WEP (Wired Equivalent Privacy) - A data privacy mechanism based on a 64-bit or
128-bit or 152-bit shared key algorithm, as described in the IEEE 802.11 standard.
Wi-Fi - A trade name for the 802.11b wireless networking standard, given by the
Wireless Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an
industry standards group promoting interoperability among 802.11b devices.

WLAN (Wireless Local Area Network) - A group of computers and

associated devices communicate with each other wirelessly, which

network serving users are limited in a local area.

WPA (Wi-Fi Protected Access) - A wireless security protocol use TKIP (Temporal Key
Integrity Protocol) encryption, which can be used in conjunction with a RADIUS server.

THE END
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