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FCC Information

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received; including interference that may cause
undesired operation.

Federal Communications Commission (FCC) Statement.

This Equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates uses and can
radiate radio frequency energy and if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC RF Radiation Exposure Statement:

1. This Transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

IMPORTANT NOTE: In the event that these conditions can not be met (for example certain laptop
configurations or co-location with another transmitter), then the FCC authorization is no longer
considered valid and the FCC ID can not be used on the final product. In these circumstances, the
OEM integrator will be responsible for re-evaluating the end product (including the transmitter) and
obtaining a separate FCC authorization.

End Product Labeling

This transmitter module is authorized only for use in devices where the antenna may be installed
such that 20 cm may be maintained between the antenna and users (for example access points,
routers, wireless ADSL modems, and similar equipment). The final end product must be labeled in
visible area with the following:

“Contains TX FCC ID: PBLWL533M”

End Product Manual Information

The user manual for end users must include the following information in a prominent location
“IMPORTANT NOTE: To comply with FCC RF exposure compliance requirements, the antenna
used for this transmitter must be installed to provide a separation distance of at least 20cm from all
persons and must not be co-located or operating in conjunction with any other antenna or
transmitter.”

Other important note:
1. The end user may not be provided with instructions to remove or install the device.
2. Changes or modifications not expressly approved by the party responsible for compliance

could void the user's authority to operate the equipment.
3. This device is authorised for OEM integration only.
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Chapter 1 Install Driver for Windows Series

This section describes the installation of the 11b/g Wireless Mini PCI Adapter driver for the
Windows98/M E/2000 and Windows X P operating systems.

1-1 Set up 11b/g Wireless Mini PCI Adapter for Windows Series

Step 1: After inserting the Wireless Mini PCI Adapter into the Mini PCI port on notebook or
desktop, the Windows will auto-detect the Wireless Mini PCI Adapter and a “Found New
Hardware Wizard” window will show up. Select “Cancel” to install the driver from CD-Rom.

Found New Hardware Wizard

Waeolcome to the Found New
Hardware Wizard

Thiz wizard helpz you install softveare for:

Hetwork, Controller

J\JI If your hardware came with an installation CD
4= or floppy disk, insert it now.

W'hat do you want the wizard to do’?

(1 Inztall the software automatically [Recommended)
{(#) Install from a list or specific location [Advanced)

Click Mest to continue.

et » l[ Cancel




Step 2: Insert the Product CD-ROM into the CD-ROM drive. Select “Setup.exe” to install Driver
and Utility.

Step 3: After installing the driver, you can check if your deviceis active in the device management

L Device Manager E] |E|FSZ|

File  Action Miew Help

co B EFS R A =RE

=B WINDOWSHP-3
j Camputer
| wge Disk drives
] ‘§ Display adapters
[l DVDYCD-ROM drives
|- =2 Floppy disk controllers
] ﬁ, Floppy disk, drives
| =4 IDE ATAATAPT controllers
|- Kevboards
|7y Mice and other pointing devices
& Monitars
|- 8 Mebwork adapters
-8 Packet Scheduler Miniport
- B8 Packet Scheduler Miniport #10
B8 Realtek RTLE139 Family PCI Fast Ethernet MIC
-8 Realtek RTLE139 Family PCI Fast Ethernet MIC #2
B8 Realtek RTLE139 Family PCI Fast Ethernet MIC #5
o5 LAN Card

F-F-E-E-E

|- o Processors
|8, Sound, video and game controllers
] ;3 System devices

[ ————

JF
[%




Chapter 2 Configure Wireless Mini PCI1 Adapter

This chapter will show you how to configure your Wireless Mini PCI Adapter by using utility in
the Product CD Package under Windows series Operation System

2-1 Install Utility

1. After finishing the install process, you can execute the utility as follows

@’ Sek Program Access and Defaulks

5
B L windows Catalog

Windows Update

'l'."n- )
@ MetScreen-Remobe Login
=

I 3CSyslog
I Accessories k
<y Documents @) startup »

Prograrns

& Intermet Explorer
EJ,-* Settings k|8
\‘i M5SM Messenger 7.0
/ ) Search b I Mozila Firefox
55 " wireless Utiliby
ﬂ Help and Suppart ¥ ;_E‘l Ininstall
=] Run...

shut Do,

2. You will seethe utility icon after you executing program “Wireless Utility” if your Wireless
Mini PCI Adapter isalive

3. If your operation system belong to Windows XP and have update to SP1, click the right button
on the icon. You will see the frame below. If you want to configure your Wireless Mini PCI
Adapter with “Wireless Zero Configure” supported by XP, you should choose “Use Zero



Configuration as Configuration utility”.

Lo Contie Tl L
Tz Zero Configoration az Configuration utilit
— it




2-2 Configure Wireless Mini PCI Adapter with Zero Configure

After installing Wireless Mini PCI Adapter, the Windows XP will display a “Wireless Network
Connection ” message.

é} Wireless Network Connection 4

Cne or mare wireless netwarks are available,

To see a list of available networks, dlick here,

‘& 01 - Paint 2 o 4 1237 FM

Click on the message and the “Automatic Wireless Network Configuration” will then appear
automatically and allow users to connect to an available Wireless infrastructure network (Access
Point), shown as follows. You may click the “Advanced” button to make advanced configuration
for the Wireless LAN Card, shown as below.

Connect to Wireless Metwork

The following netwark[z] are available. To access a network, select
it from the list, and then click Connect.

Axvailable networks;

FQ tidy-armnit

i1 dale
1 default

Choose one / t 1ISRAND?
suitable server

|

If you are having difficulty connecting to a network., click Advanced.

Connect [ Cancel ]

In order to reconfigure you Wireless connection, you can deal as follow procedure

1. Click left button on the network icon as bellow.




2. Click Propertiesto continue

Activity ie
Sent — 58] Received
e - eCeive
Packets: 20 ]
Fropertiez l [ Dizable ]

Cloze

3. Click Wireless Networ ks to reconfigure the Wirel ess network connection.
7 &

- Wirekess Hetwark Connectian 4 Properties

Geanefl | Wislerr Nebworke | duthenficsion Advanced

s Ty winsess nedsorl (etings
il bl b
To conrsict o o arealabbs ruboaslk chok Configuns:
L delna # | Configun |

L =
".i'mﬂ w | Rifriash

Preferad networks
Butrenshcsly connesct 1o gvalabls reiwoskn n the order Bxlesd
sl

F mmoed
1L bk
|HD’!I‘|H‘|‘|‘|'I.
L] |[ Aarkns || Figpalmnc |
ki) uip vehis ek
oo [Cadresd |

Lo« | ceca |

4. If you need a key (WEP) to connect the Wireless network, you should keyin the key that
supported by the Wireless network router or access point



-+ Wireless Hetwork Connection 4 Properiies EE'

Gereral | Wieless Netvorks | Ausherlication | Advarced
|#] U weiradons: io corfiguas mp sk relvwork, sefings

dailable networs
To connect bo an avalable neteok, chck Corfigune

i defaul A Conbgues
1 wems

§ mone :

Fred e itk
Sutomastically correct bo svmlsble nebworks in the onder Bsted

| Pmoncns |
[ Tody-amil
ioiwe: D
| add. || Remove | |[Froperies
Leaun abwuil g up sk relvaik
Cxilagui o Akrancad
[ o= || caws |

Wireless Metwork Properties

Metwaork, name (55107 |

wireless netwark key PAEP]

Thiz netwark, requires a key for the following:

Data encryphion PAEP enabled)
[ ] Metwork Suthentication [Shared mode]

Metwork, key: | |
K.ey format; | Hewradecimal digitz b |
Key length 104 bits [26 digits) |

F.ey index [advanced): EI

[ ] The key is provided for me automatically

Thiz iz a computer-to-computer [ad hoc] nebwaork; wirgless
access pointz are not uzed

[ ak. l[ Cancel ]

I



Chapter 3 Configure Wireless Mini PCI Adapter with

“Wireless Utility” for Windows 98/ME/2000/XP

Click the utility icon, and you will see the application interface as step 2.

3-1 Site Survey Page

Profile | Link Status  Site Survey | Statistics | Advance | About |

331D | B23ID | Signal | Channel | Encryptinn | Authentication | Network Type

AP3R500.. 00-0C-4.. 99%

1 Wit Uee ndnowin Infragtnictore

WAaPll  00-08-25.. 99% 1 Not Use koo Infrastoachare
NDTES... 00-40-96.. 78% 6 WEP koo Infrastoachare
NDTE:.. 00-0D-5.. &89% & WEFP oo Infrastroctore
Dellllg4 00-90-4.. 78% 6 Mot Use ooy Infrastoachore

default 00-90-9G... 81% o ot Use ooy Infrastoachore

9 Bnffalos  00-07-40... 100% 11 LER-CC... WPRA-PRE Infrastoachore
| %ﬁjSh‘ C2a.. 00-04-E..  100% 11 Wot Use Widoome Infrastoachie

£ *
ﬂl:nnmcted === EMCZ804 WEE ﬂiESCAH |?QOHHECT | ﬂDD PROFILE

1. The means of item

® SSID: Nameof AP

BSSID : Mac Address of AP

Signal : Signal strength of AP

Channel : AP used channel

Encryption : what encrypted mechanism does AP used, the encrypted mechanism contain four
ways, WEP, AES, TKIP, NOT USE

Authentication : What authentication mechanism does AP used.
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® Network Type: What Network Type does the AP belong to.

2. The connected AP
® the system will choose the suitable AP when you start up RaConfig in the first time
® if you want to connect with another AP, double click mouse’s left button in the SSID of AP.

® ﬁ indicate connect successful.

3. if the connect is success, it will show the SSID of the connected AP

4, e rescan and upgrade al the AP’sinformation in time
5. =il connect with selected AP
ADD PROFILE _ . :
Save the selected AP's information to Profile

3-1-1 Add/Edit Profile

System Configuration: as figure bellow
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Add Profile

Configuration l Authentication and Security l

%]

¢ Profile Mame  [PROF2 551D | ﬂp

FSM
{+ i

QI Mebwark. Type |,-'l'-,|:| hoc j T Power |.-'-‘-.ut|:| ﬂ Q

ad hoc wireless ;
@ Preamble | Auto B e 802,11 A/B/G mix | ﬂ

™~ RATS Threshald o \ 2347 Channel

| Fragment Threshald 236 '\] 346 |-I j

QE. Cancel | | Help

. Profile Name: Different AP can be set up into different Profile Name

. SSID: The drop-down menu can select which AP is detected by system

Power Save Mode: can select CAM  Constantly Awake Mode or Power Saving Mode
mode. Selecting the” CAM when AC Power” means the power saving mode can automatically
switch into CAM, if the computer uses the AC power, not using the batteries instead. Selecting
the “Power Save Mode” can only work under the infrastructure mode.

Network Type: Can select “ Infrastructure” or “802.11 Ad Hoc” mode. When set up to
“Infrastructure’” mode, the “Power Saving” mode will be enabled, but the “ 11b Preamble Type’
will not; When set up to “802.11 Ad Hoc” mode, the “ Power Saving Mode” will not be enabled,
but “11b Preamble” will, and the channel selection in the session 7 will show up aswell.

. TX Power: Transmit power, the amount of power used by aradio transceiver to send the signal
out. User can choose power value by dliding the bar.

. Preamble: There are three types, Auto, Long and Short are supported.

. Ad hoc wireless mode: There are five types. 802.11B only, 802.11 B/G mixed 802.11A only,
802.11 A/B/G mixed and 802.11G only modes are supported.
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8. RTSThreshold: User can adjust the RTS threshold number by dliding the bar or key in the value

directly. The default value is 2312.
9. Fragment Threshold: User can adjust the RTS threshold number by dliding the bar or key in the
value directly. The default value is 2312.

@ Note: Channel: Only available for setting under ad-hoc mode. User can choose the channel

frequency to start their ad-hoc network.

Profile function is based on the needs to set up the most linkable AP in order to record the system
configuration and to set up the authentication security. The function of each session is shown below
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3-2 Authentication & Security

As shown in picture. When the Encryption feature is enabled, the other setups are same as the said
WEP setting.

Add Profile x|

Configuration  Authentication and S ecurity I

“.ﬂ.uthenticatinn Type: IDpen j 9 B2 1= Setting |

= Keytl  |Hex =
" Keghz  |Hex =
" KeyH3  |Hex =
C eyt |Hex =

ak. I Cancel Spply Help

1. Authentication Type: There are three type of authentication modes supported by RaConfig.
They are open, Shared, WPA-PSK and WPA system.

2. 802.1x Setting: It will display to set when user use radius server to authenticate client certificate
for WPA authentication mode. The detail operation will explain in section 5-6 Configure
connection with WPA by 802.1x setting

3. Encryption Type: For open and shared authentication mode, the selection of encryption type are
None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, the
encryption type supports both TKI1P and AES.

4. WPA Pre-shared Key: Thisisthe shared secret between AP and STA. For WPA-PSK and
WPA2-PSK authentication mode, this field must be filled with character longer than 8 and less
than 32 lengths.

5. WEPKey: Only valid when using WEP encryption algorithm. The key must matched AP key.
There are several formats to enter the keys.

I Hexadecimal 40bits 10 Hex characters.
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ii. Hexadecima 128bits 32Hex characters.

ii. ASCIlI 40bits 5ASCII characters.
iv. ASCIl 128bits 13 ASCII characters.

3-2-1 802.1x Setting

802.1x Setting

Certification | A Serverl

x|

Authentication Tope  |IR=EE - gessian
B e=nmntinn

I Dizabled - I

|
I,

q | deritity I Pazzward I
I

q-l_ Lz Client certificate

|zzued Ta:

|zzuied By

Ewpired M

Eriendly Hame ; fiare..

Ilze Client certificate
%F’rntcu:ul EAPMSCHAP w2 | ﬁentity |
QF‘asswnrd I
k. I Cancel | Smply | Help

802.1x isaauthenticationfor WPA and WPA2 certificate to server. Show asfigure

1. Authentication type:

I PEAP: Protect Extensible Authentication Protocol. PEAP transport securely
authentication data by using tunneling between PEAP clients and an authentication
server. PEAP can authenticate wireless LAN clients using only server-side
certificates, thus simplifying the implementation and administration of a secure

wireless LAN.

ii. TLS Smart Card: Transport Layer Security. Provides for certificate-based and
mutual authentication of the client and the network. It relies on client-side and
server-side certificates to perform authentication and can be used to dynamically
generate user-based and session-based WEP keys to secure subsequent
communications between the WLAN client and the access point.
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iii. TTLS: Tunneled Transport Layer Security. This security method provides for
certificate-based, mutual authentication of the client and network through an
encrypted channel. Unlike EAP-TLS, EAP-TTLS requires only server-side
certificates.

V. LEAP: Light Extensible Authentication Protocal. It is an EAP authentication type
used primarily in Cisco Aironet WLANS. It encrypts data transmissions using
dynamically generated WEP keys, and supports mutual authentication.

V. MD5-Challenge: Message Digest Challenge. Challenge is an EAP authentication
type that provides base-level EAP support. It provides for only one-way
authentication - there is no mutual authentication of wireless client and the network.

2. Session Resumption: user can choose “ Disable”, * Reauthentication”, “ Roaming ”,
“ SameSsid” and “ Always”.
3. ldentity and Password: Identity and password for server.
4. UseClient Certificate: Client Certificate for server authentication.
5. Tunnel Authentication
I Protocol: Tunnel protocol, List information include “* EAP-MSCHAP”,
“ EAP-MSCHAPV2”,“ CAHAP” and“ MD5”
I. Tunnel Identity: Identity for tunnel.
iii. Tunnel Password: Password for tunnel.
6. CA Server: Certificate Authority Server. Each certificate is signed or issued by it. The detail
operation will explain in section 4-2-2 CA Server

3-2-2 CA Server

Depending on the EAPin use, only the server or both the server and client may be authenticated and

require a certificate. Server certificates identify a server, usually an authentication or RADIUS

server to clients. Most EAPs require a certificate issued by aroot authority or atrusted commercial

CA. Show asthefigure.

1. Certificate issuer: Choose use server that issuer of certificates.

2. Allow intimidate certificates. It must be in the server certificate chain between the server
certificate and the server specified in the certificate issuer must be field.

3. Server name: Enter an authentication sever root.
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BO2.1x Setting x|

Certification  T& Server I

— v Jsze certificate chain

Certificate issuer

I- A Trusted Ch, - ;I

I Allow intermidiate certificates

SEMver name

* Server name must match exactly

" Domain name must end in specified name

QF. I Cancel Apply Help
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3-3 Profile Page

Profile can book keeping your favorite wireless setting among your home, office, and other public
hotspot. Y ou may save multiple profiles, and activate the correct one at your preference.
Profile | Link Stetus | Site Survey | Siatistics | Advance | About |

d‘mfﬂﬂs List

Profile | 331D |Chanm1 |Auﬂ1&n11ca11|:|n | Emrypﬁun |I'Iehl.ﬂ:urk T}I‘pe

ROF WAF1 Anto Cpen Svstern ot Tse Infrastonctore
@" PROES Buffalaty Antn Cpen Svstern ot Use Infrastonstore
EROF4 Delll 184 Auto Cpen Swstern Not U= Infragtnuctore

?@D | ?QELETE | ? EDIT

1. Definition of each field:
I Profile: Name of profile, preset to PROF* (* indicate 1, 2, 3,).
I. SSID: AP or Ad-hoc name.
iii. Cannel: Channel in use for Ad-Hoc mode.
V. Authentication: Authentication mode.
V. Encryption: Security algorithm in use.
Vi. Network Type: Network’ s type, icluding infrastructure and Ad-Hoc.

2. Connection status

'ﬂ:_j'-';‘ Indicate connection is successful on currently activated profile.

Indicate connection is failed on currently activated profile.

Add anew profile.
Delete an existing profile.
Edit Profile

Activate selected profile.

o g bk w
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3-4 Link Status Page

Show the information of linking status. As show in picture 20, the description of each session is said
asfollowing:

Profile  Link Status | Site Suwe_l,ll Statisticsl .-’-'-.u:l'-.fann::edl Aot I

[
0 Status - |Pwﬁ-ﬁazn 111 ¢-» 00-90-96-22-66-58
|

e Extra Infio ; |Link iz Up [TxFower: 100%] Channel ; |11 <~ 2462000 kHz

@ Linkspeed:  Tu(Mbps) 540 R [Mbps] | 10
q Thraughput : Tx [Kbpz] I 01 R= [Kbpz] 167

Good FrE
éuﬂkuu-ﬂ"w: HREEERERRERNNEEER
Normal E0% I dbm
ésmnalsnength: HEERRRREEENR

Marmal FiliFA
éwmm; EEREREERERNERERE

k. I Help

1. Status: Current connection status. If no connection, if will show Disconnected. Otherwise, the
SSID and BSSID will show here.

ExtraInfo: Display link status and current channel in use.

Link Speed: Show current transmit rate and receive rate.

Throughout: Display transmits and receive throughput in unit of K bits/sec.

Link Quality: Display connection quality based on signal strength and TX/RX packet error rate.
Signal Strength: Receive signal strength, user can choose to display as percentage or dBm
format

7. Noise Level: Display noise signal strength.

o g bk WD
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3-5 Statistics Page

Statistics page displays the detail counter information based on 802.11 MIB counters. This page
trandates that M 1B counters into aformat easier for user to understand.

Profile | Link Status | Site Survey  Statistics | Advance | About |

onmmit wtatistics
Frames Tranzmitted Succesfolly = 208
Frames Transmitted Successfully Withowt Eetor = 196
Frames Transmitted Successfolly After Eetoris) = 12

Frames Fail To Recedve ACK After 811 Eetries =
ET% Frames Successfully Recedve CTR =

E T Frames Fail To Beceive CTS =

eRecewe Htatistics
Frames Received Successfully = 23173
Frames Received With CEC Emor = 224800
Frames Dropped Due To Out-of-Eesoume = ]
Dmplicate Frames Fecedved = ]

6 EERET COUNTERRS

1. Transmit Statistics:

Vi.

Frames Transmitted Successfully: Frames successfully sent.

Frames Transmitted Successfully Without Retry: Frames successfully sent without
any retry.

Frames Transmitted Successfully After Retry: Frames successfully sent with one or
more reties.

Frames Fail To Receive ACK After All Retries: Frames failed transmit after hitting
retry limit.

RTS Frames Successfully Recelve CTS: Successfully receive CTS after sending RTS
frame.

RTS Frames Fail To Receive CTS: Failed to receive CTS after sending RTS.

2. Receive Statistics:

iv.

Frames Received Successfully: Frames received successfully.

Frames Received With CRC Error: Frames received with CRC error.

Frames Dropped Due To Out-of-Resource: Frames dropped due to resource issue.
Duplicate Frames Received: Duplicate received frames.
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REEET COTMTERS

3. To zero the statistic numbers of transmitting and receiving data.
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3-6 Advance Page

The advance setting is shown as follows. The description of each session is said as following:

Profile | Link Stetus | Site Survey | Statistics  Advenced | About |

O/ wireless mode (60211 B/G mix |
€| B3 Protection |Au1::| ﬂ
a Tx Rate | Ao ﬂ
O CCizZl e
M I~ TxBURST
r [ Enable TCF Windaw Size
- [ Fast Roaming at
OIS Tumoirr ] o Apply

. Wireless mode: Select wireless mode. 802.11B only, 802.11 B/G mixed 802.11A only, 802.11
A/B/G mixed and 802.11G only modes are supported.
11B/G Protection: ERP protection mode of 802.11G definition. User can chosse from Auto, On,
and Off
I Auto: STA will dynamically change as AP announcement.
I. On: Always send frame with protection.
iii. Off: Always send frame without protection.

. TX Rate: Manually force the Transmit using selected rate. Default is auto.
. CCX2.0: support Cisco Compatible Extensions function:
I LEAPturn on CCKM
ii. Enable Radio Measurement: can channel measurement every 0~2000 milliseconds.
. Tx Burst: Ralink’s proprietary frame burst mode.
. Wirelessradio signal control

T EADIO OFF

: means to open the wireless radio signal and show simultaneously:

s 1 means to close the wireless radio signal and show simultaneousdly:
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APPLY

7. Apply Means the modification of session 1~4 are formally used.
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3-7 About Page

About page display the wireless card and driver version information shown as follow figure .

Profile | Link Status | Site Survey | Sttistics | Advanced  About

'._;1 ﬂ WA RALINETECH.COM

i) Copyright 2004, Ealink Technologor, Ine. AN rights reserved .

o EaConfig Yersion 1.0.7.0 Drate : 0e-17-2005

Dirtver Version 1014 Diate : 07-25-2005

EEPROM Wersion : 1.0

IF Lddyess 192.168.12.101  Phy_Address 00-0C-42-26-61-00

aub Mask 25525525510 Defanlt Gatewsor : 1921681225

1. Connect to RaLink’swebsite: Ralink Technology, Corp.
2. Display Configuration Utility, Driver, and EEPROM version information.
3. Display WirelessNIC MAC address.
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Chapter 4 Example

4-1 Adding profile in site survey page

1. Select the indented network from site survey list.

Profile | Link Stetos Site Survey | Siatistics | Adwence | About |

531D | B23ID | #g | C. | Encry.. | Authent . | Network T|s
#8 BuftaloCs 00-07-40-76-D...  76% 11  NotUse Unknown Infrastct
3com 00-0B-AC-E7-5.. 83% 1 NotUs Unknown Infrastct
NDTESTAPZ  00-40-96-54-B5.. 10.. 6  WEP  Unknown Infrastct
AP25-Left 00-0C-43-25-61.. 10.. 6  WEP  Unknown Infrastmct
default 00-90-96-28-39.. 10.. 6  NotUse Unknown Infrastuct
00-07-40-4D-0...  10.. 6  NotUse Unknown Infrastct
Dell1 184 00-90-4B-33-22.. 10.. 6  NotUse Unknown Infrastuct
Ralink_te& 00-06-25-44-75.. 10.. 6  NotUse Unknown Infrastouct
00-E0-18-F4-44 . 10.. 6  TEIF  WP&-P.. Infrestuct
NDTESTAP]  00-40-96-41-93.. 10.. 6  WEP  Unknown Infrastct

linksys 54 00-06-25-44-74.. 10.. 11  NotUss Unkoown Infrastroct/,
< >

|C|:um1e-:ted <--= Buffalof} RESCLN CONNECT | |{ADDFEOHIE"

2. Click ADD PROFILE.

Profile | Link Stetus  Site Survey | Statistics | Advence | About |

S3ID | B23ID | #g.. | C.. | Encry.. | Authent... | Network T|»
¥ BuftaloCs 00-07-40-76-D...  76% 11  MotUse Unknown Infrastruct
3rom Q0-0B-4C-EY-5.. 83% 1 Motz  Unknown  Infraztooct.

NDTESTALPZ 00-40-95-54-B5... 10 0 WEFP Unknown  Infragtoct.
LP25-Left 00-0C-43-2561.. 10 A WEP Unknown  Tnfrastoct.
defanlt 00-90-96-28-28.. 10 A NotUse  Unknown  Infrastooct.
00-07-40-4D-0.. 10 A NotUse  Unknown  Infrastooct.

Delll184 00-90-4B-33-22. 10 4 NotUe Unlnown Infrastruct.
Ralmk_te& 00-06-25-44-75.. 10 6 Mot Unknown  Infrastooct.
Wwpa 00-E0-18-F4-44 . 10 6 TEIF WEA-P...  Infrastoct.
NDTERTAFL 00-40-96-41-93 . 10 0 WEFP Unknown  Infrastoct.
linksys 54 00-06-25-44-74 . 10 11 NotTse Unknown Infrastroct|,,

<

Connected <--= BuffaloG BESCLN
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3. System will pop up Add Profile windows

Aystem Configurahon | Authentication & Security |

— Power Saving Mode -
" CAM (Constantly Awake Made) {+ Power Saving Mode

[ CAM when LC Power

Network Type |Infrastroctore -
[~ RTS Theeshold o { 2347 1“—
[~ Fragment Threshold 290 \ 2347 [T

Add Profile
Prafile Name |PROFL gain | Delll 184 ~|
System Contiguration | Authentication & Security |
- Power Saving Mode -
v CAM (Constantly Awake Mode) " Power Baving Mode
[~ CAM when AC Power
Hetwork Type |In.t‘rsstruzh.1.‘re _V_j
[~ RTS Threshold 0 y 2347 1 ]
[~ Fragment Threshald 270 q 2347 ]—
CANCEL
4. Change profile Name from PROF1 to FAVORITE.
Add Profile
Profils |FAYORITE 91D |Delll184 -]
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5. Click OK without changing other value.

Profile | Link Status | Site Survey | Statistics | Advance | About |

— Profiles List

Profile e i Tpe
l:_‘___EP:‘F_ORITE Delll 154 Anto Cpen Svstern . Mot Uz Infrastonctome

i | [i2]

DELETE EDIT ACTIVATE
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4-2  Add profile in profile page

1. Click ADD in profile page

Profile | Link Status | Site Survey | Statistics | Advance | About |

— Profiles List
Profile | 31D | Channel | Authentication | Encryption | Network Type
3 i | m
ﬂ"..._
(| ADD |) DELEE EDIT ACTIVATE |
. -
---'-'--—--'-".‘-

2. Add Profile page will pop up

| Add Profile

Profile Hame [PROFI S | =
System Configuration | Authentication & Security |

i~ Power Saving Mode
v CAM (Constantly Awake Maode) " Power Saving Mode

[ CAM when AT Power

WNetwork Type IIn.frsstrw:tuxe ;J
11E Freamble Type |: _;I
[~ RIS Threshold 0 \ 2347 [507
[ Fragment Theeshold 238 ',1 2347 [o547

CANCEL |
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3. Change profile name to TEST.

= =,

Add Profile

Profils Hm@ D | =l

System Configuration. | futhentication & Secuity |

— Power Saving hMode -
* CAM {Constantly Awake Mode) " Power Saving bode

[ CAM when AC Power

Wetwork Twpe |Infrss1:rw:h.1re Lj

| =
[~ RTS Threshald o \ =T [aa
[~ Fuagment Thieshold 290 y 2 [2347

canceL

4. Pull down SSID and select one intended AP. The AP list isthe result of last site survey.

-

Add Profile

e -\

Profile Name | TEST s |l
7 ; Wpa
System Contigvration | Authentication 2 Security absq
NDTESTAPL
— Povwer Baving Mode - defanlt
v CAM (Constantly Awalke Mode) " Power Baving Fode
[ CAM when AC Power
Hetwork Twpe |In.frsstrw:h.1.‘re Lj
[~ RTS Threshold o \ 334?1 ]
[~ Fragment Threshald 270 q 2347 1—
caNCEL
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5.

6.

Set Power Saving Mode.

"Add Profile

Profile Name |TEST 31D |WDTESTAP

System Configuration | Authentication & Security |

Power Saving Mode
" CAM (Constantly Aveake Mode)

[ CAM when AT Power

Wetwork Twpe IIn.frsstrw:tUIe _:J
1 1B Freamhble Tape I_ﬂ.::i-'- _;I
[~ RIS Threshold o

[~ Fragment Threshald 279

Ok CANCEL |

Click Authentication & Security page

4dd Profile

Profile Name iTEST A D] |I-IDTESTP;P1 LI
Sarstem Configuratiof | Authenbicahion Az securty I
Authentication Type: |Open > | Encryption Type: |Nane |
TEA Pre-Shared Key: |
— IMER Eeqr

& Cev#l Ii-ie:-'.tr.'e-:s.-:'u;:

i Kew#2 I':-!i-:-f.;-:ic:;.-.-:'m.!

i Key#2 I':-!i-:-f.;-:ic:;.-.-:'m.!

SRR [

i Kew#d Ii-ée:-'.xr.'e-:;.-ruc

Ok CANCEL |
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7. Click OK. Then we can find the profile name appears in the grid.
Profile | Link Status | Site Survey | Siatistics | Adwance | About |
—Profiles List
w“ ! ““F“M&_
¢ IEST NDTESTAP1  Auto Open Systern  WEP Infrastroctore |
i | [i&]
DELETE | EDIT ACTIVATE |
8. Click ACTIVATE. Activate the profile setting.

Profile | Link Status | Site Survey | Statistics | Advance | About |

— Praofiles List
Profile | 231D | Channel | Authentication | Encrvption | Wetwark Tvpe
TEST NDTESTLFL Luto Open Swsten WEP Infrastrocture
[(_l 11
ATD DELETE EDIT
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4-3 'WEP encryption

1. Select AP with WEP encryption.
Profile | Link Status  Site Survey | Statistics | Advance | About |

221D | B22ID | %z | C. | Encry. | Authent . | Network T|a
miffy 00-0C-43-35-61.. 73% 1 TKIP  WPA-P. Infrastuct
WAP11 00-06-25-55-D8.. 47% 1  WEP  Unknown Infrastoct
NDTESTAPZ  (0-40-95-54-B5 10 A WEP  [Igkoown  Infrastruct
¢ NDTESTAPI . O0-40-86-41-63 7106 WEP Tnknown  Infrastmct
N2 0 e T s R R T e ) ) i T
wpa 00-E0-18-F4-44 . 10.. 6  TKIP  WPA-P.. Infrastruct
B Dell104 00-00-4B-32-22.. 10.. 6  NotUs Unknown Infrastroct
AP350 00-40-06-56-24.. 10.. 6  WEP  Unknown Infrastruct
Ralink_test 00-06-25-44-75.. 10.. 6  NotUs Unknown Infrastct
default 00-90-96-28-33.. 76% 6  NotUss Unknown Infrastoct
linksys 54 00-06-25-44-74.. 10.. 11  NotUss Unkoown Infrastruct/,
¢ »
|Connected «--» Delll 184 RESCAN CONNECT | ADD PROFILE

2. Click CONNECT or doucle click intended network.

Profile | Link Stetus  Site Survey | Siatistics | Adwance | About |

S3ID | B33ID | @z | C.. | Encry... | Authent... | Network T|»
mifty 00-0C-43-25-61.. 73% 1  TKIP  WPA-P. Infrastruct,
WAPL1 00-06-25-55-D&.. 47% 1  WEP  Unknown  Infrestruct,
NDTESTAPZ  00-40-06-54-ES.. 10.. 6  WEP  Unknown Infrastmct
TR TR -0 884185 167 8 WEF ™ Unknown  Infrastoast.
T N T T R R N
wpa 00-E0-18-F4-44 . 10 6  TKIP  WPA-P. Infrastruct

B De1 154 00-90-4B-3322. 10.. 6  MNotUse Unknown Infrastruct,
AP350 00-40-96-56-24. 10.. 6 | WEP  Unknown Infrastruct,
Ralink_test 00-06-25-44-75. 10.. 6  NotUse Unknown  Infrastruct,
defalt 00-00-06-28-39 . 76% 6  NotUs Unknown  Infrestruct,
linksys 54 00-06-25-44-74.. 10.. 11  NotUse Unknown Infrastmct/,,

< >

|Connected <--> Delll 184 RESCAN | CONNECT | DPROP’ILE|
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3. Authentication & Security page pop up.

Aunthentication & Security

X

Anthentication Tape: I_ﬂpen ;I Encoyption Type: IWEP

=i

WEA Pre-Shared Ko |

— WEF Eey

o Eew#l IHe:{aJ:lecmal LI

" Key#2 |Hewadecimal x|

" Key#3 |Hewadecimal x|

" Key#d  |Hewadecimal |

oK CANCEL |

4. Enter 0123456789 at Key#1 which is same as our intended AP’ s setting.

Authentication & Security

&

=,

Authentication Tape; IDpen ;J Encoyption Type: IWEP

=

WEA Pre-Shared Ko |

— WEF Eev ~
v Key#l |Hexadecimel

" Key#2 |Hexadecimal

" Key#i |Hexadecimal

" Key#d  |Hexadecimel

oK CANCEL |
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5. Click OK. The result will look like the below figure.

Profile | Link Status  Site Survey | Statistics | Advance | About |

331D | BS3ID | Sig... | .. | Encry... | Authent.. | Network T|a
miffyy 00-0C-43-25-61.. 73% 1 TKIP  WPA-P.. Infrastruct
WAP11 00-06-25-55-D8... 47% 1  WEP  Unknown Infrastruct
—HDTESTAPZ  00-40-06-54-B5.. 10.. 6  WEP  Unknown Infrastruct
(%@H?TESMM 00-40-06-41-93. 10 & WEP  Unknown Infrastruct
25-Left 00-0C-43-2561.. 10.. &  WEP  Unknown Infrastruct
wpa 00-ED-18-F4-44 . 10.. &  TKIP  WPA-P.. Infrastruct
Dell1134 00-00-4B-33-22.. 10.. &  NotUs Unknown Infrastroct
AP350 00-40-96-56-24.. 10.. &  WEP  Unknown Infrastuct
Ralink_test 00-06-25-44-75.. 10.. &  NotUs [Unknown Infrastruct
default 00-00-06-28-30.. 76% 6  MNotUs Unknown Infrastrct
linkszys 54 00-06-25-44-74.. 10.. 11 HotUss Unknown Infrastroct],,
< »
|Comnested <--> NDTESTAP1 RESCAN CONNECT | ADD PROFILE
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4-4  Configure connection with WPA-PSK

1. Select the AP with WPA-PSK authentication mode.

Profile | Link Stetos Site Surveyr | Siatistics | Advance | About |

221D | BSSIL Lt L 0| oy duthent | Network T
CM ., O0-0C-43-25-61.. 65% 1 TEIF WPA-P.. Infrastruct
NDTERTEFT ¥ OrttSnrhiae—3 + Mottt 0T wn  Lndrastooct
miffy 00-0C-43-25-61.. 65% 1 TEIP  WPA Infrastroct
SoftaP-DE 00-04-40-00-00.. 65% 1  NotUse Unknown Infrastroct
APODOC43256.. 00-0C-43-05-00.. 55% 1 WEP  Unknown Infrastroct
WAP11 00-06-25-55-D8.. 29% 1  WEP  Unknown Infrestroct
Qoo_l BE2-00-CF-03-3.. 23% 3 NotUs Unknown Ad Hoo
Buffalo 00-07-40-4D-0...  10.. &  TEIF  WP4 Infrastroct
BENDC_CASE 00-80-C8-03-32.. 10.. 6  WEP  Unknown Infrestroct
NDTESTAPZ  00-04-76-A5-E.. 10.. 6  WEP  Unbknown Infrestroct
Buffalot 00-07-40-76-D...  34% 11  NotUse Unknown Infrastroct
|C-:nmcted =-= NDC_CARE RESCAN CONNECT ADD PROFILE

2. Click CONNECT or double click the intended network.

Profile | Link Stetos Site Survey | Statistics | Advence | dbout |

220D | B22ID | #g. | C. | Enery.. | Authent . | Network T..
PaKitest 00-0C-43-25-61.. 65% 1  TKIP  WPA-P.. Infrastuct. |
NDTESTAPI™  00-40-96-56-24.. 37% 1 NotUse Unknown Infrastruct..
iffy 00-0C-43-25-61.. 65% 1  TKIP  WPA Infrastruct. .
SofthP-DB 00-04-40-00-00.. 65% 1  NotUse Unknown Infrastroct..
APOOOC43256.. 00-0C-43-05-00.. 55% 1 WEP  Unknown Infrastruct..
WAPL1 00-06-25-55-D8.. 20% 1  WEP  Unknown Infrastruct..
Qoa_1 B2-00-CF03-2.. 23% 2 NotUs Unknown Ad Hoc
Buffalo 00-07-40-4D-0.. 10.. 6  TKIP  WPA Infrastruct. .

BENDC_CASE  00-80-C8-03-32.. 10.. 6  WEP  Unknown Infrastroct.
NDTESTAPZ  00-04-76-45-E.. 10.. 6  WEP  Unknown Infrastruct..
Buffalo 00-07-40-76-D..  34% 11  NotUse Unknown Infrastroct..

Connected <--= NDC_CARE EERCAN CONNECT | DD PROFILE
u
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3. Authentication & Security page will pop up.

B ﬁ
Anthentization Type: | WPA-PSK | Encryption Type: | TKIF =l
WPA Pre-Shared Key: ||
— WEE Eew

0 eyl IHe:{aJ:lecmal LI I
€ Keyty [Hewdecmal <] |
" Ee#l IHem:leu:iJml ;I I
O Koyt [Hewdecimal  ~] |

oK CANCEL |

*1f APsetup securityto  Both  (TKIP + AES), system define iSAES that security is severely.

4. Authentication Typeis WPA-PSK. Select correct encryption (TKIP or AES).Enter WPA
Pre-Shared Keysecret as 01234567.

I =1
Authentication & Security %]
Authentication Type: | WeA-PSK = | Encryption Type: | TKIP |
WEA Pre-Shared Key: 01234567 )

— WEE Key
v Eewi#l |i-i--:~:»:-.-"'---.j~.'.ru‘: ;l

€ Keypz |Hewadecimal ]

£ Eewid I Hexad eial LI

oK CANCEL |

|
C Koty [Bomteomal <] |
|
|
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5. Click OK. Be careful, if the WPA Pre-Shared Key entered is not correct, even though the AP
can be connected, but you won’'t be able to exchange any data frames.

Profile | Link Stetos Site Survey | Siatistics | Adwance | About |

T | B22ID | %z | C.. | Encry.. | Authent . | Network T.. |
C@glﬂsx{m ) 00-0C-43-35-61.. 65% 1 TKIP  WPA-P. Infrastuct.
APl O0-40-96-56-24 . 37% 1 NotUs Unkoown Infrastct..
mffy 00-0C-43-2561.. 65% 1  TKIP  WPA Infrastruct. .
SoftdP-DB 00-04-40-00-00... 65% 1  NotUse Unknown Infrastoct..
APOOOC43256.. 00-DC-43-05-00.. 55% 1 WEP  Unkoown Infrastruct
WAP11 00-06-25-55-D8.. 20% 1  WEP  Unknown Infrastruct .
(Qoa_1 B2-00-CE03-2.. 23% 2  NotUs Unkoown Ad Hoc
Buffalo 00-07-40-4D-0.. 10.. 6  TKIP  WPA Infrastruct..
NDC_CASE  00-B0-C8-0332. 10.. 6  WEP  Unkoown Infrastruct.
NDTESTAPZ  00-04-76-A5-E.. 10.. 6  WEP  Unkoown Infrastruct .
Buffalo 00-07-40-76-D...  34% 11  NotUse Unknown Infrastoct .
Connected <--> FiKtest RESCAN CONNECT | ADD PROFILE
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4-5 Configure connection with WPA2-PSK

1. Seect the APwith WPA2-PSK authentication mode.
Prafile ] Link Statuz  Site Survey ] Statisticsl .ﬂ.dvancedl About ]

| B3SID

| Sig... | L. | Encrypt... | Authent... | Metwork T...

00-50-18-23-8B-...
00-11-2F-DE-34-...

20-05-02-23-02-11

10...

Haone Urknown  Infrastruct...

Unknown  Infrastruct...

WPAZ-PSE] Inhrastruct.. |

45E 00-50-18-04-15-15 Unknown  Infrastruct...
MGE100-nod 00-50-18-08-13-01 10, AES WRA-P .. Infrastuct.
wallarice 00-50-18-00-0F-63 10, tohe Urknowen  Infrastruct..
RTE1_Duncan  00-50-18-00-0F-.. 10.. 10  AES WhRA-P...  Infrastruct...
WhDSTEIP 00-50-18-08-14-.. 10 AES WRA-F.. Infrastuct..
default 00-50-18-00-0F-02  89% MNone Unknowen  Infrastouct..
default 20-05-03-23-05-06  47% tohe Urknowen  Infrastruct..
default 00-13-46-50-C4-..  B7% Mohe Urknowen  Infrastruct..
1| | ]
|Ennnected <--» default Rescan Cannect | Add ta Profile |

2. Click CONNECT or double click the intended network.

F'r-:ufile] Link Statuz  Site Survey l Statistics] .&dvanced] Abot ]

| BSSID

| Sig... | C. | Encypt... | Authent... | Metwork T...

00-60-18-23-86-.. 10 Maone Unkriown  Infrastroct..

00-11-2F-DE-34-.. Maone Unknown  Infraztroct..

miraclews 20-05-08-230211 | 4% (3 [TRIP Infrastiuct...
MGE100-aren 00-50-13-04-1315 MHone Unknown  Infrastuct...
MGET100-nz) 00-50-13-02-19-01 AES WPRA-P..  Infraztuct...
wallance 00-50-18-00-0F-E3 Maone Unkriown  Infrastroct..
RTE1_Duncan  00-50-18-00-0F-... AES WERA-P . Infrastract...
WhOSTEIP 00-50-13-03-14- AES WRAP . Infrastuct.
default 00-50-18-00-0F-02  89% Maone Unknown  Infrastroct..
default 20-05-03-23-06-06 47X MHone Unknown  Infrastuct...
default 00-13-46-50-C4- . B7E Maone Unkriown  Infrastroct..

4| |

_—
|Ennnected < default Rescan c Ennn?‘D &dd ta Profile |
e ———
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3. Authentication & Security page will pop up. TKIP, AES and Both (TKIP+AES) security are
support.

Authentication and Security £l

B 1w Sefing

[~ Show Passward
Cancesl |

*1f APsetup securityto Both  (TKIP + AES), system define iSAES that security is severely.

4. Authentication Typeis WPA-PSK. Select correct encryption (TKIP or AES). Enter WPA
Pre-Shared Keysecret as 12345678.

Authentication and Security H
Authentication Type : . WPAZ-PSE 3 802 7% Setting |

Encmyptiar : I TEIP LI
WP Preshared Key 12345678
— e ey

% Kep] IHE” LI I

 Kelt? IHEH ‘I I

 Kepl3 IHEH ‘I I

© Keyttd  |Hex =l

“WEP B4 Eitz Encryption:  Pleaze Keyin 10 HEX characters
“wERP 128 Bits Encryphion:  Flease Fepin 26 HE= characters

[~ Show Passward

Careol_|
3
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5. Click OK. Be careful, if the WPA Pre-Shared Key entered is not correct, even though the AP

can be connected, but you won’t be able to exchange any data frames.

* MiMo Wireless Utility E

Profile I Link Status  Site Survey | Statisticsl .-'-‘-.dvann:edl fbiout |

5510 | BSSID | Sig.. | C.. | Enciypt.. | Authent. | Metwork T..
default 00-RO18-29-8B-.. 100 B Maone Unknown  Infrastroct.
00-11-2F-DE-34- . BEE 1 Maone Unknown  Infrastroct.

<] rirac 20-05-08-23-0211 | 94% [ 3 [ TKIP [WPAR-PSK| Infrastruct...
' : 0050180419415 10, B Mone Unkrnown  Infraztroct..
MGE100-nol 00-50-18-08159-001 10.. 8 AES WPA-P...  Infraztuct...
wallance 00-50-18-00-0F-63 10, 9 Mone Unkrnown  Infraztroct..
RTE1_Duncan  00-60-18-00-0F-.. 10.. 10  AES WhPA-P.. Infrastuct...
WDSTEIP 00-50-18-0814A-.. 10, 11 AES WPA-P...  Infrastiuct...
default 00-50-18-00-0F02 83% 11 Mone Unknowe  Infrastract..
default 20-05-08-23-05-06 47% B Mone Unknowe  Infrastract..
default 00-12-46-60-C4-.. B7% B Mone Unkrnowe  Infrastract...

‘] | »]

Connected <--» default Rezcan Connect | Add ta Prafile |
0K | Heb
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4-6 Configure connection with WPA by 802.1x

setting

1. Seect A.Pwith WPA authentication mode.
Proafile ] Link Status  Site Survep ] Statizhics ] Advanced ] A bot ]

SSID | BSSID | Sig.. | C... | Encrypt.. | Authent.. | Metwork T...
0o0-50-18-29-86-...  10.. E Mone Unknown  Infrastruct...
00-11-2F-DE-34-. Mone Llnknnwn [Afrastruct. ..
200509230211 | 94% E TKIP Infrastiuct...
00-50-18-04-1315 .. B Mone Llnknnwn [Afrastruct. ..

MGB'I 00-nod 00-60-18-08-19-01 10.. 8 AES WhRA-P..  Infrastruct...
wallance 0o0-50-18-00-0F-63 10.. 9 Mone Unknown  Infrastruct...
RTE1_Cuncan  00-B018-00-0F-.. 10 10 AES WPRA-P. Infrastruct..
WhDSTEIP 00-60-18-08-14A-. 10, 11 AES WhRA-P..  Infrastruct...
default 00-50-18-00-0F-02 89% 11 Mone Unknown  Infrastruct...
default 20-05-08-23-05-06 47% B Mone Unknown  Infrastruct...
default 00-13-46-50-C4-.. &Y% B MHone Unknown  Infraztruct...
4| | 2]
|EDHHECtEd < default Rescan Connect | Add to Profile |
2. Click CONNECT or double click the intended network

Prafile ] Link, Statuz  Site Survey l Statistics] .-'-‘-.n:lvann:ed] About ]

551D | BSSID | Sig... | C... | Encrypt.. | Authent... | Metwork T...

2x% default 00-50-18-29-88-.. 10, E Mone Unknown  Infrastruct...
00-11-2F-DE-34-. Nn:lne Llnknn:uwn Infraztruct...

miraclews 20-05-08-23-02-11 | 94% E | Infrastiuct...
FGE100-aren 005018041315 10, B Nn:lne Llnknn:uwn Infrastruct...
MGE100-no) o0-50-18-0219-01 10, 8 AES WEA-P..  Infrastiuct...
wallance o0-50-18-000FE63 10 3 Mone Unknown  Infrastruct...
ARTE1_Duncan  00-50-18-000F-.. 10.. 10  AES WhRA-P...  Infrastruct...
WhHSTEIF 00-50-18-08-1A-.. 10 11 AES WRA-P . Infrastiuct...
default 00-50-18-00-0F02 89% 11 More Unknown  Infrastruct...
default 20-05-08-23-0506 47% B Mone Unknown  Infrastruct...
default 00-13-46-60-C4-.. 57 B MHaone Unknown  Infrastruct...

4| | ]

——
|':'3'f'lf'"3'3h3'2| <--» default Rezcan c Ennnm) Add to Prafile |

---—-_-—--r
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3. Authentication & Security page will pop up. TKIP, AES and Both (TKIP+AES) security are
support.

Authentication and Security x

Authessication Tpe B2 1x Seming |
Erscapption : | TEIP -
WA Preshared Key: |

F | =l

crope o |

e =a—

e l =

[~ Show Passward
__ Cancel_|

*1f APsetup securityto Both  (TKIP + AES), system define iSAES that security is severely.
4. Click 802.1x setting.

Authentication and Security x

i

302 1% Setting

Authentication Type

E ncryphion ;

WA Preshared Key I
—ep Key
@ Keyttt  |Hes =

|
Ckepz [P =] |
- |
|

 Keyt3 I He I

€ Keytd  |Hex =]

“wEF B4 Bitz Encroption: Fleaze Keyin 10 HEX characters
“wfEF 128 Bits Encryption:  Fleaze Kevin 26 HEX characters

[ Show Paszsward

Cancel |
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5. 802.1x setting page will pop up.

802.1x Setting x|

Certification | Ca, Sewerl

D Authentication Type -

Session Resumption IDisaI:nIEu:I ;I (2]

E‘ [dentity Fagzsword

£0 1 Uze Client certificate

|zzued To:

|zzued By :

Expired O :

Friendly Mame : ilorz. |

Tunneled Authentication
Protocal E&P-MSCHAR «2 j denitity :
Fazzword j

Q. Cancel Epply Help

6. Authentication type and setting method:
1. PEAP:
I Authentication type chooses PEAP, key identity into wpatest2. Protocol chooses
EAP-MSCHAP v2 for tunnel authentication, tunnel identity is wpatest2 and tunnel
password istest2. Those setting are same as our intended AP’s setting.
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B02.1x Setting x

Certification | A, Sewerl

Authentication Type *|  Session Resumption IDisaI:lIed "I

| dentity I Fazzword I

[~ Usze Client certificate

lzzued To
|zzued By
Eupired Of ;

Friendly Marme ; Mare.. |

— Tunneled &uthentication

Protocol EAP-MSCHAP w2 ;I Identity
Pagzzword
0k Cancel | Apply | Help

I. Click OK. Theresult will look like the below figure.

B02.1x Setting 4

Certification | L Sewerl

Authentication Tepe  |[F2Es | Seszion Resumption IDisaI:uIeu:I vI

[dentity pratestE Paszword I

[+ Usze Client certificate

lezued To:
|2zued By
Expired On :

Friendly Marme : Mare.. |

— Tunneled Authentication
Protocol EAP-MSCHAF w2 ;I | destity pratest2

Paszward ItestE

0k, I Cancel | Apply | Help
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2. TLS/ Smart Card:
i Authentication type chooses TLS/ Smart Card, TLS only need identity that is
wpatest2 for server authentication.

Prafile ] Link, Statuz  Site Survey l Statistics] .-'-‘-.n:lvann:ed] About ]

551D | BSSID | Sig... | C... | Encrypt.. | Authent... | Metwork T...
00-50-18-2388-.. 10, B Mone Unknown  Infrastruct...
00-11-2F-DE-34-.. 1 Mone Unknown  Infraztruct...

20-0508-230211 | 94% |3 [TRIP |
z 00-50-18-04-13-15 G Mone Urknown  Infrastruct...
MGE100-no) o0-50-18-0219-01 10, 8 AES WEA-P..  Infrastiuct...
wallance o0-50-18-000FE63 10 3 Mone Unknown  Infrastruct...
ARTE1_Duncan  00-50-18-000F-.. 10.. 10  AES WhRA-P...  Infrastruct...
WhHSTEIF 00-50-18-08-1A-.. 10 11 AES WRA-P . Infrastiuct...
default 00-50-18-00-0F02 89% 11 More Unknown  Infrastruct...
default 20-05-08-23-0506 47% B Mone Unknown  Infrastruct...
default 00-13-46-60-C4-.. &7% B Mone Unkrnown  Infrastruct...
4| | ]
|':'3'f'lf'"3'3h3'2| <--» default Rezcan Connect | Add to Prafile |

ii. TLS must use client certificate. Click more to choose certificate.

BO2.1x Setting x|

Certification l CA Sewer]

Authentication Type | TLS/Smart Carc = Seszion Resumption | Dizabled -

| ——

v
lzzued To:
lzzued By
Expired On :
Friendly Marne ; Mare..

k. | Cancel | | Help




iii. Certificate page will pop up; choose a certificate for server authentication.

Certificate Selection H

i lzzued Ta | |zzued By | Ewpired On | Friendly M ame |

ilsers 2005y 2005519 i

OF | Cancel |

V. Display certificate information in use client certificate page.

B02.1x Setting x

Certification | Ch Serverl
Authentication Type ITLS.-"Smart Carc vI Sezzion Fesumption IDisabIed vl

| deritity pratestZ‘l Password I

[¥ Uze Client certificate

lzsued To: Tlsers
lssued By :  2003sers

Expired On : 200558423

Friendly Mame ; {roll) Mare.. |

 Tunneled Authentication
Pratocal I j |dertity I

Pazaword I

Ok I Cancel | Apply | Help
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V. Click OK. Theresult will look like the below figure.

BO2.1x Setting x|

Certification | o Sepver |
Authentication Type ITTLS ;I Seszzion Besumption IDisaI:IIEd 'I

[ dentity pratestE Password I

¥ Usze Client certificate

lzzued To:
lzzued By ;
Ew=pired On

Friendly Mame : Mare.. |

— Tunneled Authentication

Protacal CHAP v | Identity wpatest2
Pazzword test?
k. Cancel Apply Help
3. TTLS.

i Authentication type chooses TTLS, identity is wpatest2. Protocol chooses CHAP for
tunnel authentication, tunnel identity is wpatest2 and tunnel password is test2. Those
setting are same as our intended AP’s setting.
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BO2.1x Setting x|

Certification | CA Serverl
Authentication Type ITTLS ;I Sezzion Resumption IDisaI:uIeu:I TI

[dentity pratestE Pazsword I

[v Use Client certificate

lzzued To:
|zzued By :
Expired On

Frienidly M arne ; Mare.. |

— Tunneled Authentication
Pratocol CHAP j [ dertity pratestE

Paszword ItestE

] 4 I Cancel | Apply | Help |

I. Click OK. Theresult will look like the below figure.

B02.1x Setting x

Certification | Cd Server |

Authentication Type  [[==E + | Seszion Resumption IDisaI:uIeu:I vI

| dentity pratestE Pazsword I

v Use Client certificate

lzzued To:
lzzued By
Expired On :

Friendly Mare ; Mare.. |

— Tunneled Authentication
Protacal EAP-MSCHAP w2 LI [ dentity wpatestd

Fazzword tests

(] Cancel Apply Help
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4. MDS5:
i Authentication type chooses MD5, MD5 only need identity and password that are
wpatest2 and test2 for server authentication.

B02.1x Setting x|

Certification | Ca Sewerl

Authentication Type | Md5-Challenge Sezsion Resumption IDisal:uIeu:I vI

[detity pratest2 Password I

[¥ Use Client certificate

lzsued To:
lzzued By
Expired On :

Friendly Mame : Mare.. |

— Tunneled Authentication
Frotocol LI | dentity I

Fazzword I

(1] I Cancel | Apply | Help |

I. Click OK. Theresult will look like the below figure.

802 1x Selting x

Caiicaton | (4 Serve |
tutherticaton Type |G =| Sewion Fesumpion |[Dmabied v )
Mertly  [mpalest? [

[v Lga Chanl patlicaba

Issued To:

Issusd By :

Ewped Oni:

Frenchy Mame : Maee. J
Tusmied Suthenicahion

Frotocol [EAPMSCHAR w2 =] Idenlly  |wpelest2

Fassvemd |le:|?

[ | Coneel | b | Hew
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4-7 Configure connection with WPA2 by 802.1x setting

1. Sdect A.Pwith WPA2 authentication mode.

Prafile ] Link Status  Site Survey l Statisticsl ﬁ.dvanced] About ]

551D | BSSID

| Sig... | L. | Encrypt... | Authent... | Metwork T...

default 00-50-18-23-88-.. 10 Mane Unknown  Infrastruct...
00-11-2F-DE-34-... Mone Unknown  Infrastruct. ..

e 20-05-08-23-02-11 Infrastruct. .

{GE 00-50-18-04-13-15 Maone Unkrnown  Infrastouct...
MGET00-nol Q00-A0-18-0819-01 0. BES WPA-F...  Infrastuct...
wallahce 00-50-18-00-0F-63 10, Mane Unknown  Infrastruct...
RTE1 _Duncan  00-50-18-00-0F-.. 10, BSES WhPa-F...  Infrastruct...
WOSTEIF 00-50-18-0814-.. 10 AES WPA-F...  Infrastuct...
default 00-50-18-00-0F-02  89% Maone Unknown  Infrastouct...
default 20-05-08-22-05-06  47% Maone Unkrnown  Infrastruct...
default 00-13-46-60-C4-.. 67X Mane Unkrown  Infrastruct...

‘| | 2]
|':'I'ﬂﬂE'3tEE| <> default Rescan Connect | &dd ta Prafile |

2. Click CONNECT or double click the intended network.
Prafile l Link Statuz  Site Survey l Statisticsl .ﬁ.dvanced] About ]

551D | BSSID

| Sig... | L. | Encrypt... | Authent... | Metwork T...

00-50-18-23-86-...
00-11-2F-DE-34-...

20-05-08-23-02-11

10...

MHone Unknown  |nfrastruct...

Mone Unknown  |nfrastruct...

Infrastruct. .

MGE100-aren 00-50-18-04-13-15 Unknown  Infrastruct...
MGET00-0] 00-50-18-0819-01 10, AES WPA-P...  Infrastuct...
wallance 00-50-18-00-0F-63  10... Maone Unknown  Infrastruct...
RTE1_Duncan  00-50-18-00-0F-..  10.. AES WhPA-P...  Infrastruct...
WDSTEIP 00-50-18-08-14-. 10 AES WPA-P...  Infrastuct...
default 00-50-18-00-0F-02  89% Mone Unknown  Infrastruct...
default 20-06-08-23-05-06 473 MHone Unlnown  Infraztuct...
default 00-132-46-50-C4-.. B MHone Unlnown  Infraztuct...

4| | ]

———
|':DﬂﬂE'3tEE| <-» default Rescan ( Ennnﬁ) &dd to Prafile |
e

-49-



3. Authentication & Security page will pop up. TKIP, AES and Both (TKIP+AES) security are
support.

Authentication and Security E

Authentication Type : WPAZ n 8021 Setting |
Encryption : ITKIF‘ ;I
WA Preshared Key :
—ep Key
F Keyt  [Hex =l |
 Keyi? Hex - |
 Keytt3 Hex - I
C Kepttt  [Hex =l |
“WEPR B4 Eitz Encroption:  Pleaze Kevin 10 HE® characters
“wWEP 128 Bitz Encrpption:  Pleaze Keyin 26 HE* characters

[~ Show Passward

Cancel |

(TKIP+ AES), system define isAES that security is severely.

*1f AP setup security to Both

4. Click 802.1x setting.

Authentication and Security H
WPa2 K onaiuseting |)

Authentication Type :

Encryption ; I TEIP LI
WRA Preshared Key
—ep Key
@ Keyt  |Hex =l |
O Kephz |He:-: "I I
& Keptt3 IHE:-: vI I
C Keytd  [Hex =l |
“SWEP B4 Bitz Encryption:  Please Keyin 10 HEX characters
“wfEF 128 Bitz Encroption; - Flease Kevin 26 HE characters
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5. 802.1x setting page will pop up.

802.1x Setting x|

Certification | Ca, Sewerl

D Authentication Type -

Session Resumption IDisaI:nIEu:I ;I (2]

E‘ [dentity Fagzsword

£0 1 Uze Client certificate

|zzued To:

|zzued By :

Expired O :

Friendly Mame : ilorz. |

Tunneled Authentication
Protocal E&P-MSCHAR «2 j denitity :
Fazzword j

Q. Cancel Epply Help

6. Authentication type and setting method:
1. PEAP:
I Authentication type chooses PEAP, key identity into wpatest2. Protocol chooses
EAP-MSCHAP v2 for tunnel authentication, tunnel identity is wpatest2 and tunnel
password istest2. Those setting are same as our intended AP’s setting.
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B02.1x Setting

Certifization l 4, Ser'-.-'er]

Authentication Tupe *| Session Resumption  |Disabled

Identity | |

| Usze Client certificate

Tunneled Authentication

x|

Protocal EAPMSCHAP w2 | Identity |
Pazzword |
] Cancel | | Help

ii. Click OK. The result will look like the below figure.

Profile ] Link Statuz  Site Survey l Statistics] .-'-‘-.-:Ivance-:l] & bk ]

55ID | BSSID | Sig.. | C.. | Encrypt.. | Authent.. | Metwork T..
g3 default 00-50-18-23-38-.. 10, B MHane Unknoan  Infrastuct..
00-11-2F-DE-24-... Unkroen  Infrastruct...
20-05- 211 4 [nfrastruact...
1GE 3 Q0-50-18-04-1315 10, B MHaone Unkrnown  [nfrastruct...
MGEET00-nol 00-50-18-08-13-m 10, 8 BES WPA-P...  Infrastruct...
wallance Q0-50-18-00-0F-63 10, 4 MHane Unknoan  Infrastuct..
ATE1 Duncan  00-BO-18-00-0F-.. 10.. 10  AES WRA-P..  Infrastruct...
WhOSTEIF Q0-50-18-0814-. 10 11 AES WA,  Infrastruct...
default Q0-50-18-00-0F-02  85% 1 MHane Unknoan  Infrastuct..
default 20-05-08-23-05-06 47%  E Mone Unkrnown  Infrastruct...
default 00-13-46-60-C4-.. BFE B MHane Unknoan  [nfrastuct..

1 | »|

Connected <--» default Rescan Connect | &dd ta Profile ‘
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2. TLS/Smart Card:
I Authentication type chooses TLS/ Smart Card, TLS only need identity that is
wpatest2 for server authentication.

Frofile ] Link Status ~ Site Survey l Statistics] .ﬂ.dvancedl Abaut ]

551D | BSSID ' Sig.. | C.. | Encrypt.. | Authent.. | Metwork T...

gz default 00-50-18-29-8B-.. 10 B MHone Unkmown  Infrastct..
00-11-2F-DE-34-... 1 MHaone Unkmown  Infrastuct...
20-0508-230211 [ 94% |3 [ TKIP | | Infrastruct..
B 100 a0 00-50-18-04-19-15 .. B MHaone Unknown  Infrastuct...
B100-nal 00-50-18-08-19-01 a AES WRAF.. Infrastuct...

MG

wallance 00-50-13-00-0F-53 9 MHone Unknoven  Infrastruct...
RTE1_Duncan  00-50-18-00-0F-... 10 AES WRAF.  Infrastruct...
WhDSTEIP 00-50-13-08-14-... .. 11  AES WwPAF..  Infrastruct...
defauilt 00-50-18-00-0F-02  89% 11 Marie Unknown  Infrastruct...
default 20-05-03-23-05-06 47% 6 MHore Unknown  Infrastruct...
default 00-13-46-50-C4-.. &7% B Mone Unknown  Infrastruct...

1| | 2]

||:Dﬂﬂ8'3tE'2| <--» default Rescan Conrect | Add ta Profile |

ii. TLS must use client certificate. Click more to choose certificate.

B02.1x Setting x|

Certificatian ] (Y Server]

Authentication Type |TLS£Smart Earn:j Sezzion Resumption | Dizabled -

| ————

v
lzzued To:
lzzued By
Ewpired On :
Friendly kame : Mare..

k. | Cancel | | Help
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iii. Certificate page will pop up; choose a certificate for server authentication.

Certificate Selection H

lzzued To | |zzued By | Expired On | Friendly Mame |
Mers 200 3zery 2005510 |

Ok | Cancel |

V. Display certificate information in use client certificate page.

B02.1x Setting x

Certification | Cé Server |
Avuthentication Type ITLS.-’Smart Earc;l Sesgzion Resumption IDisaI:uIed vl

[ dentity IWF'E'ZES'ZH Paszword I

[¥ Usze Client certificate

lzzued To: Tz
lzsued By 20035y

Ewpired Or ;. 2005/%68/23

Friendly Name ;o) tore.. |

— Tunneled Authentication
Fraotocol I ;I [dertity

Fagzword

k. Cancel Apply Help




V. Click OK. The result will look like the below figure.

Prafile ] Link Status  Site Survey l Statistics] .ﬁ.dvanced] Abot ]

551D | BSSID ' Sig...| C.. | Encropt.. | suthent.. | Metwark T...
gz default 00-A0-18-23-88-.. 10, & Maone Urknown  Infrastruct..
00-11-2F-DE-34- . Urknown  Infrastruct..
20-05-08-23-02-11 4 Infraztuct. ..
{GE are 00-50-18-04-1315 Urknown  Infrastruct...
MGE100-nol o0-50-18-08-1901 10 8 AES WRA-P . Infrastuct..
wallance 00-50-18-00-0F-63 10 9 Mone Urknown  Infrastruct..
ATE1_Duncan  00-B0-18-00-0F-.. 10.. 10  AES WhRAP...  Infrastuct...
WhSTEIP 00-50-18-08-1A-. 10 11 AES WPA-P . Infrastuct..
default 00-50-18-00-0F-02 83% 11 Mone Urknown  Infrastruct..
default 20-05-08-23-05-08 47% B Monhe Unknown  Infrastruct. .
default 00-13-46-50-C4-.. &B7% B Maone Urknown  Infrastruct..

‘| |

|Eu:unneu:teu:| <~ default Rescan Connect | &dd to Profile |

3. TTLS.

I Authentication type chooses TTLS, identity is wpatest2. Protocol chooses CHAP for
tunnel authentication, tunnel identity is wpatest2 and tunnel password is test2. Those
setting are same as our intended AP's setting.

BO2.1x Setting x|

Certifization l s Sewer]

Authentication Type | TTLS - Sezzion Resumption | Dizabled -

| dentity |wpatest2 |

[v Uze Client certificate

lzzued To:
|zzued By
Ewpired On

Friendly Mame : More..

Tunneled Authentication
Protocol CHAP ﬂ | dentity |wpatest2

Fazzword |test2

k. | Cancel | | Help
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I. Click OK. Theresult will look like the below figure.
Frafile ] Link Status  Site Survey l Statistics] .ﬁ.dvanced] About ]

551D | BSSID | Sig... | C.. | Encrept.. | Authent... | Metwaork T...
gz default 00-h018-29-88-.. 10, 6 Maone Unknown  Infrastroct..
00-11-2F-DE-34-.. Unknown  Infrastruct...

20-05-08-23-02-11 A Infraztact. ..

AEE100-50e 00-60-18-04-13-15 Unknown  Infrastract. .
kGET100-nol o0-h0-18-08-15-m 10, 8 AES WPA-P.. Infrastruct...
wallance 00-60-18-00-0F-63 10.. 19 Mone Unknown  Infrastract. .
RTE1_Duncan  O0-GB0-18-00-0F-.. 10, 10  AES WPaF...  Infrastruct...
WhOSTEIP 00-BO0-18-08-14-.. 10 11 AES WPA-P.. Infrastruct...
default 00-50-18-00-0F-02 83% 11 Mone Unknown  Infrastroct..
default 20-05-08-23-05-06 47% B Mone Unknown  Infrastract. .
default 00-13-46-50-C4-.. &B7¥% B Maone Unknown  Infrastroct..
4| | ]
|':'I'ﬂﬂE'3tE'2| <-» default Fiescan Connect | Add to Profile |

4. MDS5:
I Authentication type chooses MD5, MD5 only need identity and password that are
wpatest2 and test2 for server authentication.

B02.1x Setting x|

Certification l Cé Sewer]

Authentication Type IMdE-ChaJJBnge LI Seszzion Fesumption |Disa|:||ed -

[dertity |wpatest2 |

v

lzzued To:
lzzued By :
Expired On

Friendly Mame : Mare..

2k Cancel | | Help
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I. Click OK. Theresult will look like the below figure.

® MiMo Wireless Utility H

Frafile I Link Statuz  Site Survey | Statisticsl ﬂ.dvancedl About I

551D | B3SID | Sig... | C... | Encrypt.. | Authent... | Metwork T...
default 00-50-18-23-8B-.. 10, B Mone Urkmown  Infrasztuct...
00-11-2F-DE-34-... Urkmown  Infrasztuct. ..

20-05-08-23-02- 3 Infrastiuct...

: 00-50-18-04-13-15 10, B Mone Urkrnown  Infrastruct...
MGE100-nod o0-60-18-08-1901 10 & AES WRA-P . Infrastoct.
wallance 00-50-18-00-0F-63 100 3 Mone Urkrnown  Infrastruct...
RTE1_Duncan  0060-18-00-0F-.. 10, 10  AES WhPA-P. Infraztuct...
WhHSTEIP 00-E0-18-08-14- . 10 11 AES WRA-P . Infrastioct.
default 00-50-18-00-0F-02 29% 11 Mone Urknowrn  Infrastruct...
default 20-05-02-23-08-06 47% B tohe Urknowrn  Infrastruct...
default 00-13-46-50-C4-... 57 B tohe Urknowrn  Infrastruct...

< | o]

Connected <> default Rescan Connect | &dd ta Profil |
oK | Hep
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