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Section 1-product overview

Package Contents

. D-Link DIR-619 wireless router

» power adapter
 Ethernet Cable
* CD-ROM with User Manual, and warrenty

Note: Using a power supply with a different voltage rating than the one included
with the DIR-619 will cause damage and void the warranty for this product.

Note: each time power on, first please plug the power cord into the power receptor
of the device, and the other end into the power socket on the wall.

System Requirements

* Ethernet-based Cable or DSL Modem
« Computers with Windows, Macintosh, or Linux-based operating systems with an installed Ethernet adapter
* Internet Explorer Version 6.0, or Firefox 2.0 and above (for configuration)
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Section 1- roduct Overview

Feature

* Faster wireless network - The DIR-619 provides up to 300Mbps* wireless connection with other 802.11n
wireless clients. This capability allows users to participate in real-time activities online, such as video
streaming, online gaming, and real-time audio.

. Compatible with 802.11b and 802.11g Devices - The DIR-619 is still fully compatible with the IEEE
802.11b and 802.11g standard, so it can connect with existing 802.11b and IEEE 802.11g PCI, USB and
Cardbus adapters.

« dvaced firewall feature- he web-based user interface displays many advanced network management
features including :

» Content Filter - Easily applied content filtering based on M C ddress, and or parent control.

* Filter Scheduling - hese filters can be scheduled to be active on certain days or for a duration of
hours or minutes.

. Secure Multiple/Concurrent Sessions - The DIR-619 can pass through VPN sessions. It supports
multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-619 can securely
access corporate networks.

. User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-619 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company'’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. ctual data throughput will vary. etwork conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate.
Environmental conditions will adversely affect wireless signal range.
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Section 1-Product Overview

Hardware Overview
LEDsS

DIR-618

Power LED LAN LED
A solid light indicates a proper

A solid light indicates connection to the
connection to the power supply

Ethernet-enabled computers on ports
1-4.This LED blinks during data
transmission.
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Section 2-Installation

Installation

this section will walk you through the installation process. Placement of the router is very important. Please do not
put the router in an enclosed area such as closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only
use the Ethernet port on your modem. If you were using the USB connection before using the router, then you must
turn off your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port on the router, and
then turn the modem back on. In some cases, you may need to call your ISP to change connection types (USB to
Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.

D-Link DIR-619 User manual 8



Section 2-Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of walls,
ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending
on the types of materials and background RF (radio frequency) noise in your home or business. The key to maximizing
wireless range is to follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum
- each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices
so that the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at
a 45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on
range. Try to position access points, wireless routers, and computers so that the signal passes through drywall
or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks),
mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate
RF noise.

5. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home
security systems), your wireless connection may degrade dramatically or drop completely. Make sure your
2.4GHz phone base is as far away from your wireless devices as possible. The base transmits a signal even
if the phone in not in use.

D-Link DIR-619 User Manual 9



Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the

WAN port on the router.

. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on

your computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router

to boot.

. Turn on your computer.

. Verify the link lights on the router. The power light, WAN light, and the LAN light (the port that your computer is

plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable
connections are correct.

. Skip to page 16 to configure your router.

D-Link DIR-619 User Manual 10



Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

* Disable UPnP™

* Disable DHCP

» Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

. Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user

name to admin and leave the password box empty. Click OK to continue.

. Uncheck the Enable UPnP checkbox. Click Save Settings to continue.

Uncheck the Enable DHCP Server server checkbox. Click Save Settings to continue.

. Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to

save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.

D-Link DIR-619 User Manual 11



Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the WAN port of the D-Link router.

8. You may now use the other three LAN ports to connect other Ethernet devices and computers. To configure your
wireless network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration
and Wireless Security sections for more information on setting up your wireless network.

D-Link DIR-619 User Manual 12



Section3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration utility.

Web-based Configuration Utility

A D-LINEZ: %, INC EERMBET : BF — Nicrosoft

To access the configuration utility, open a web-browser such THE REED FEFEW WWe IE@ #HFho
as Internet Explorer and enter the IP address of the router ! A . DA A A T
(192.168.0.1). Ore- © [x @ G P Jovmx @

Bk (o) @ http: /192 168 0.1 index. a=p

Enter the user name (admin) and your password. Leave the e )
.

If you get a Page Cannot be Displayed error, please refer to
the Troubleshooting section for assistance.

IRELESS
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Section 3-Configuration

Configuration Wizard

You may run the setup wizard from the opening quick
setup window to quickly set up your router. Based on
your network condition,router will detect your Internet
connetion type . Click Easy Setup, you will be directed
to the "Internet configuration updated" window.

Thwe router is detecing yous livteneel connection Dype sl tryng 1o Comeet 1o Iviermel Messs wat

After the completion of detection, "configure your internet T

connection" window will pop up. Here take "PPPoOE" as an Ccomiaues voum reRer conmection
example. please enter the PPPoE username and e et e DA o

password, then click Connect to continue. vt e ——
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Section 3- Configuration

This page dispalys the completed Internet and wireless

configuration.Click save to save the configuration.
Click config to change the wireless settings.

Please wait for rebooting. When the router has finished

rebooting, the opening window will be displayed.

L ANy olckireg U "Tave™ bl boer, you reeed B grorsicbe yomr cmeroaimes arsd passsssnil B acomres il
| cherwice wiwery oo b et e,

Trytwrreet Sl B
Ervbos et DomiisedUicsn @ PPl Hiatus -

Whrsless Ssnnregs
Wirslews MNetwork Name (SSI0) @ cink

CSenfigars |
Eacumity 1 Deusbibec

Vo CLETenl wirsless secunty seltrgs ane nob sale. We recosmimssnd you configure wirsess
web gy,

ratus ;o

(el
Ly P @ iy
Prasswosd ©

[ Gawe mwy reebwork settoos
(m] Muuwwﬂnrﬂumrwm

Plaarn walt 32 seoonds

: I o charged She BP address of the router vou il need o change B P acddess i your browses before: aocesang
| tha cordiguestion Wb Ste agan.
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Section 3- Configuration

Internet Setup

You may run the setup wizard from the opening

Internet Setup window to quickly set up your router.
Click Internet Connection Setup Wizard, you will
be directed to the first window of the wizard.

| Iyou e configuring the cewice: for the fret tme, we recommend Sat you cick on the Intemat
el o s inmiructions on the screen. I you with o modly o
St

ot ; Dedors haurching thiss witindi, plesss miks e vou hawe folowsd d Mgl outined in the
Qusch: Iretalytion Guds mchoded in e package.

IF you would e 1o corfiguna tha Inbamist settrge of vour new D-Link Systems Router marualy,
ther click e e bt ton fasow.

Pl el Cofradtnm e :I

CI|Ck NeXt tO Continue. | Ths wizardl will guichs you through 2 stog-by-stop priscees to configunn your now D-Link moutor and connoct to e

Set your Password
Spinct your Tima Jona
Selact Wan Connection Mods
Save Settngs and Connect

§234

1
&
S
4

Create a new password and then click Next to | By dofut, your new D-Lik Router does ot hve a password configured for administyator access to the Web-based
. corifigur ation pages, To secure your rew networking device, pleass st and verily 8 password below:
continue, 1

ConfrmPassword: |

[Lprev | [ met ][ concel |
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Section 3-Configuration

Select your time zone and NTP-server from the drop-down
menu and then click Next to continue.

Select No, | want to set by manual

Select the type of Internet connection you use and then click
Next to continue.

If you selected Dynamic, you may need to enter the MAC
address of the computer that was last connected directly
to your modem. If you are currently using that computer,
click Clone Your PC’s MAC Address and then click
Next to continue.

et e EETOCTWe e Do o v ke, Tio R 1 e G- o
o th roxstir,

T Zone 3 | (GMT+00.00} Being, Chargong, MngKong. Lnmg.
NTP Sorver Used © | nipd dink.com  »

(e | [(omet ) [ cance }

D-Lirk Wiz £ delodt wisel ooneesbion Dyps you dned. D0 you Wl 1o sits delerl oonnseien
L

2 e

0 i, 1 it ey et oy il

[rowe | it ] [t |

Chresesin this f yeue & by e crechnt yous with an I Adiieein. Bt Calble Meclorss wie Fel

O Uerrsaime | P Doreme Hond PTG )
Chotns B option # your e ConreSon PecLsel § U e pesvvornd o ged onire. Mot DL meocken
i Hw conrecton T of conrection.

8 4 d ¥
Choonsy his GEton # s BTt CONPaCTIon MEEE 3 LT snd pespwsid 1o gen oriires, Minet DL, recckee
i 1 CR TR Ty OF CON TR

0 A | Parwerd Cosrees Bondl 318
Cianirie P OO P00 ISR COF v ) R § LR e o [ves i A g oriee, B! DR e
i [P Coonractin Pes OF Conraeon.

O T 1P Ackiess DO
i P o s Berre S Pronais e e it with 17 Silin rerti That i s e

Py
(e ] [t [ careel |

To it g e conrecton, plss ke wuee Byl pou e Conmectd B3 Ohe DLk Bouter with the 7 (Rt wa
gy 0 your brosdiund cormecion, 1 pou e, B cick e Cons WA2 ttton to copy yius
oy MAC Aokl b W LRk Rouder,

MG AddneA za0 (-0 om0 -0 -0 | jeonand)
Clor Yo PO ML Ak

HersE M ;oL
it Yieus ey e reieied 1 Eroele & el e, [T vous do ol ave o o e
onLicy o 199,

The Host Name is optional but may be required by some ISPs. T

The default host name is the device name of the Router and

may be changed.
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Section 3-Configuration

If you selected PPPoE, enter your PPPOE username and

password. Click Next to continue.Select Static if your ISP
assigned you the IP address,subnet mask,gateway, and

DNS server addresses.

Note: Make sure to remove your PPPoE software from
your computer. The software 1s no longer needed and
will not work through a router.

If you selected PPTP, enter your PPTP username and
password. Click Next to continue.

If you selected L2TP, enter your L2TP username and password.

Click Next to continue.

I
| T ot Ly e corwraiestien o will Pt B Pl i Uil el Plstawcrdd S pour It Sanvcs Prosce. B
o e Pt Fuess Ul Infoemurtion, Eease contact your PR,
e Mode 1 (5 Dynamic B (D) O St I
TP ke ©
U i =

rvice Mame © Pophoral)

Hofe! You may sk raed to provids & Serece Name, 1 vou do not have
o b this dormation, pleases contact Four 159,

o it g T conmicien o will ried 10 Frelt & Liemiame o Pasivword Bom your Inbamat Serece Provides, You
oy et PETR B9 aciciniets. B wou o mot have the infoemation, phicee contact your 159,

Adkdneas Mode | ) Dynamc 1P (DHCF) O State 1P

PPIP I Addreas!
PR Gt Mk
PETE Gatwway 0 Address:
POTP Server I Addren
([ b s s atwway) :

Puiwir | seessenessssensenennsnees

Condim Pavvwond: sessssssssssisssssasssaas

(over ] (e | (ot ]

o st g Ut corvesction you wil resd Lo have @ Usernams and Password from your Inbernel Senvice Provider, o
& nonad LETP I addness. 1F you do not have this information, plnass contact your 159,

Adidress Mode © 7 Dmamic [P ODHCR) Creeae
TR 11 Aafelresss £
L2TP Submwet Mask :
L2TP Gateway I Mddress @
LZTPServer IP Acdres
{mary be samn as gateway) ;-
User Mame:

Parswnond 1 ssssssssssassnsssssnERRS
Confinm Password: sssssssssssssssssssnsnnns

(v J[mem [ coreet ]
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Section 3-Configuration

If you selected Static, enter your network settings supplied by
your Internet provider. Click Next to continue.

Click Connect to save your settings.

Please allow 1-2 minutes for rebooting. When the router has finished
rebooting, the opening window will be displayed.

To'met up this cornection you wil reed 1o haes 3 compists It of I iInfermuation provided by your Inteenat Sarden
Prgrvickr. IF o P-4 S0 [P Connection and do ot fuen ths informaton, pledse contact your 190

Baddes onno

The-Setup Wieard has completed. Oick the Connect button to-save wour settngs and reboot the rouber,

(Pown ] { Cormme. [ ot |

Plaps wat B usirch

H you n'-'_'ih'lllh-dﬂ-m.l-' o will reed 1o change the 1P addeess. in vour browaes balore sccessing
th cordguriton Wb St agan.
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Section 3 - Configuration

Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP
form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP. _

. i Use this section to configure your Intemst Connection type. There are several connection types
Subnet Mask: Enter the Subnet Mask assigned by your ISP. o choosa from Static 1P, CHCP, PRPOE, PPTP, and L2T. If you are Lnsire of your connection
method, please contact your Intemet Service Provider.

ISP Gateway Enter the Gateway assigned by your ISP. Note: : If using the PRPOE option, you wil need to remove or dkable any PRRCE clent saftware
Address: e :

e

MAC Address: The default MAC Address is set to the WAN'’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address Choose the mode to be used by the router to connect to the Internet.
unless required by your ISP.

INTERNFT CONNFOTION TYPF

My Intermet Connection is : | StaticIP B

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You
can use the Clone MAC Address button to copy the MAC Enter the static address information provided by your Intemet Service Provider (IST7).
address of the Ethernet Card installed by your ISP and adaies s ETT8
replace the WAN MAC address with the MAC address of the S
router. It is not recommended that you change the default :

MAC add | ired b ISP Default Gateway : 0.0.0.0 :
address unless required by your : MAC Addross : oo | -|oo | -Joo | -[oo | -[oo | o0 | (omtional)

STATIC TP ANDDRESS INTEFRNET CONKFCTINON TYPE

[Lu:p‘y\'ul.rl-'t.'srﬂm_ndd'm]

Primary DNS  Enter the Primary DNS server IP address assigned by your

Address: |SP. Primary DNS Servor : 0.00.0 |
Secondary DNS Servar @ |0.0.0.0 | {optiond}
Secondary DNS This is optional. MTU: [1500 | btes MTU default 1500
Address:

MTU: Maximum Transmission Unit - you may need to change the =& | | Dort save setinge
MTU for optimal performance with your specific ISP. 1492
is the default MTU.
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Section 3 - Configuration

Internet Setup
Dynamic

To manually set up the Internet connection, click the Manual Internet Connection Setup button on the Router’s
opening window.

Host The Host Name is optional but may be required by some
Name: ISPs. The default host name is the device name of the
Router and may be changed.

MAC Address: The default MAC Address is set to the WAN’s physical [ ettt 5 copots e SOE . DA, FPRCE, FETS, LETF, et PTP{D Aceet) ot
interface MAC address on the Broadband Router. It is not e | T s P e e
recommended that you change the default MAC address [SEm i s e s s i e  duss i e st 0
unless required by your ISP. e | e tes |

. : | accrsspomwrmoor |
Clone MAC The default MAC address is set to the WAN'’s physical e R R R e R
Address: interface MAC address on the Broadband Router. You ) trasie Accose Pont Hocs
can use the “Clone MAC Address” button to copy the MAC SRR R TR
address of the Ethernet Card installed by your ISP and T —
replace the WAN MAC address with the MAC address of the et £
router. It is not recommended that you change the default c
MAC address unless required by your ISP. Ut che e onmacian (e € our GRSy vl (159) ' rpude o weh
Primary / Enter the DNS (Domain Name Server) server IP address mcA;zw-h'_?l_'-l'_?'l'_-“*’“
Secondary assigned by your ISP.the secondary DNS address is L T e—
DNS optional . e L e
Addresses:

MTU: Maximum Transmission Unit - You may need to change

the MTU for optimal performance with your specific ISP. eSS
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Section 3 - Configuration

Internet Setup
PPPoE

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE

software from your computer. The software is no longer needed and will not work through a router.

PPPoOE: Select Dynamic (mostcommon) or Static . Select Static if your
ISP assigned you the IP address, subnet mask, gateway, and bechnors Foor SHo 15, DA, PR PO, el TR, T oo v of or coreeci,
mathod, please contact your Intemet Semce Providar,
DNS server addresses. Mote : 1f using the PPPSE ophion, you wil noad to remows or destis any PPROE dient saftwan on
JO AN =
User Name: Enter your PPPOE user name. £ EETT
INTERNET UUNNMELTIUON TYFE
Password: Enter your PPPoE password and then retype the password in Choose Ehe modk 10 ho used by the router to connect to the Intemet.
the next bOX. My Iritirrt Conrmetion i :W(me,wmq; -
Service Name: Enter the ISP Service Name (optional). EE
Enter the information proveded by your Intermet Service Provider (1519).
IP Address: Enter the IP address (Static PPPoE only). & e s
Ligar Name ;|
DNS Enter the Primary and Secondary DNS Server Addresses (Static Pasond : |sssssssessssssase
Addresses: PPPOE only). Coritm Faser] | lsvassssaseese v
Servica Name | | | (eptioru)
P Ackdnies
Maximum Idle Enter a maximum idle time during which the Internet connection MAC Adcress : oo | -loo | -[oo | -[oo | -[oo | -[oo | (opticna)
Time: is maintained during inactivity. To disable this feature, [ Copy Your PCs A Adkdress |
enable Auto-reconnect. - & Roncohni NS from TSP O Enter DRS Marualy
Frimary DG Server | |
) o ) Secondary DNG Server : | {eptirul)
MTU: Maximum Transmission Unit - You may need to change the s i Time: | |5 (viuates, Deinfiite)
MTU for optimal performance with your specific ISP. 1492 is MTU: 145z bytes MTU default 1492
the default MTU. Comtin ot s 8
ZMarenl & Connoction-on demand
Connection Select either Always-on , Manual, or Connect-on demand . FLL T i
Mode Select:

[ save settngs | [ Dont save settrgs |
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Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

PPTP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:

User Name:

Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static if
your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPTP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your PPTP account name.

Enter your PPTP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance with your specific ISP

Select either Always-on, Manual, or Connect-on demand.

L this section to configure vour Intesnet Conmaclion type, There are several conmection bypes
to chooss from: Static [P, DHCP, PPPoE, PRTR, and L2TP, IF you are urrsure of your correction
method, phase contact vour Internet Service Providor,

Note : If Lsing the PRPCE cotion, you will nesd to remove or disable ary PPROE client software on
your cornputers.

|_ Save Selbings 1 l Dol Save Selliongs ]

INTERNET CONNECTION TYPE

Uhoose the mode to be used by the router to connect to the Intermet,

My [Intemmet Connection & | PPTRP{Username | Password] W

PPTP INTERNET CONNECTION TYPE &

Enter the information provided by your Internetl Service Provider (ISP),

(& Dyruarric 1P (DHEPY 0 Static 1P

PFTP IP Address

PRTP Subriat Mak :

PHTH Gataweay 1P Address
Primary DNS Server |

MAC Address: o0 [ -(00 |- 00 | .00 | -i00 | - |00

(U LR

{cptional)

Copy our FiCs MAC Address J

PRTP Sarver 1P Acddress
Lisar Mame

[LILIRL

Passwind | sessssssssssssns

Confirrn Passwond ¢

Mazimam Idhe Time ;5 (rmirutos, O=nfinito)
bytes

F Maral & Conrection-on demend

MTL ! 1400

Connection mode salact | () |

I e Sattings I I Lon't Save Sethings I
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Internet Setup

L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

L2TP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:

L2TP Account:

L2TP
Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static
if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Enter the IP address (Static L2TP only).

Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your L2TP account name.

Enter your L2TP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance with your specific ISP.

Select either Always-on, Manual, or Connect-on demand.

Usi this soction oo configurn your Intomat Connaction typo. Thormm arm sovoral connaction bypns
to chonsn from: Static 17, OHCR, PRRCE, PRTR, and L2TR. If wou arm unsuim of your connoction
method, pleasa contact your Intermat Senice Providisr.

hobe : If usng the PPPOE option, you will need bo rermove or disable 2y PPPoE clent soltware on
your complubors,

l Sava Satkings J I_ Don't Save Sottings I

INTERNET CONNECTION TYPE

Choose the mode Lo be used by the router o conmect to Uhe Intermet.

oty Irnberrmsl Cormmec b is 'LZTP(I..Isernme | Pacoword)  w

L2TP INTERNET DONMELTION TYPE @

rrter the informatinn peovided by youre Internet Service Peovider (15P).

= oymamic 1P (DHCP) OF Static 1P

L2TP [P Adklress |

L2TP Swhrat Mask
LZTP Gateway IP Address ; |
Prirmary DMS Sorcd | 0,0.00L0

MAC Address ;oo 00 [oa | -loo oo oo | (oot

Copy Your PCs MAC addrass

L2TP Server TP Arddress
Usr Mam |

0.0.0.0

Password ¢

Confirmn Password |
Mamum Tdie Tinnn ;|5
MTU

Connnetice rmodn snlnet

LA AL L Ll LD L Ll Ll L
(rinLites, O=mfinite)
1400 byt

O Bk T

2 manual & connertion-nn demand

|_ Save Sellings J [ Cicrdl, Save Sellings ]
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Wireless Setup

Wireless settings for the router may be configured
manually or by using a wizard. To use the wizard,
click the Wireless Connection Setup Wizard button
and then follow the steps that are described below.
To configure the wireless settings manually, click
the Manual Wireless Connection Setup button.
The parameters for this window are described later
in this section. The Wireless Security section that
directly follows this Configuration section provides
additional explanation for how to configure the WEP,
WPA, WPA2, and WPA/WPA2 wireless security
mode options.

Click Next to continue.

Enter a Wireless Network Name in the textbox, which
is also know as the SSID and select manually assign
a network key. and then click Next to continue.

|m| ADYAMLEL MALINMTEMANLE SIATUS

Thare @8 2 ways 10 setup your wirgless connection. Yiou can use the Wireless Connection Seiup
wizard of you can manually configune the conrection.

Please note that changes made on this section will also need to be duplicated to your
wireless chents and PC.

WIRCLESS CONNECTION SETUP WIZARD

1f you would ke 1o utiice cur aasy to use Web-Daded Witard b0 St you N CONNECTNG YOUr NEw
DrLirk Systorme Wnide=s Bostes o thee Infeermet, cheke o thie button bedcre,

l Wireless Coreertion Sehun Wizned J

MNote: Defore lsunching the wizard, please make sune you have folowed &l steps outined in the
Quick: Installation Guide inchaded in the padkage,

HMANUAL WIRELESS CONKECTION OPTIODNS

1f youl would Bke to configune the Intemet sethngs of your new D-Link Houter marusly, then dick
o tha button balow,

l Wiarusal Wireinss Connection Seup J

This witard will gusde vou thnough a shep-bre-shen process B0 S8t up your wireless metwork and meks it secune,

i

vt v nebwork & name, Ling up Lo 32 cheratbeni.

Winslerss hetwiork Hame:
n:mjd""l"
() N Ercription
) paitimaticaly deagn a network by (Recomimended)
To provenl outsaie from sccesang you nefwork, Ui nouton wil sotormatcaly Fugn o securily bine s caled
WEF o WP iy} R your newenrk.
(%1 Manwsaly azsign a natwork ey
Usn this opbion if you profior fo creakn your own by,
Lisn WRA prcryphion instoad of WER [WRA b stronger Bhan WEP and ol D-UINE warless chant adiaprters support

[ ey
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Enter a Wireless Security Password in the textbox and then click e

o b selerted your secunty level - you will reed Lo sed & winekiss secunty paiswond,
1 T WEP [ Wired Eguivalenit Privacy ) key must meet ore of Solowing guidelnes:
Next to continue. T
- Exactly 10 or 25 characters usng O-9 and AF
A longer WEF ey I mona SEOLPE than a shor one

\Ainelerss Sacunty Parktwond
ot You wil reiegd [0 Gt the e paesveond i ks in e Slop mlo your wrslies Chnts in ondis 10 nabie

propss winels CoMTLnCalon.
P E ! Cancel

This window displays a summary of your wireless security settings. R ——————————————————
Please print this out or record this information in a safe place and 3 Pl o s, 5 . o . 7 et ks el i,
then click Save to continue. B s

wep Ky Length © 64 b
Defailt WEP Key to Lse - 1

fwithentication - Opsn

Wip Ky o 1EHE

ot I o mert wrelkess ultites (.0, DUING wirekess ultiity o winslécs sero Condfiguraton ), you oy sekect
Wirnheor Nabwork: Fama ond entor Network Koy 10 aooess Irtamat,

[ne] (o] (o]

The Router will save your new settings and reboot. When it is finished e

after 1-2 minutes, the opening Wireless Setup window is displayed. PER WA 20, G

#d the 1P address of the router you will reed Lo change the 1P address in pour broweer bef
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Wi-Fi
Protected
Setup:

Wireless Mode:

Enable
Wireless:

Wireless
Network Name:

Enable
Wireless
Channel:

Transmission
Rate:

WMM Enable:;

Enable Hidden
Wireless:

To implement Wi-Fi protection, or WCN 2.0, tick the Enable  [WikiESSeeee

i i this the wirslass for C-Link: Router. Plaass that
checkboyx, click either Generate New PIN or Reset PIN to usa mﬁmmmﬁmﬁmwmm Sk

[ save Sty ] [ oont Save ot |

Default , and then configure the Wi-Fi settings below. Please
see the Setting Up Wi-Fi Protection (WCN 2.0 in Windows
VISta) SeCtIOn Iater In thlS manual for detalled Conflguratlon WI-FI PRIOTECTED SETHP (ALSD GALELED WIEN 2.0 IN WINDIWS VISTA)
information. ooy T B

[ Gererate New PIN | | Pmsel PIN o Default |
WA Protected Status:: Enable fConfigured

Select the wireless mode with which the device is running.

| add wirsless Device weh wis |

Check the box to enable the wireless function. If you do

WIKELESS NEITWURE SETINLS

not want to use wireless, uncheck the box to disable all the Wk Mok [Wideas i T

wireless functions. B ieieis: £
Winedess Nebwork Name [S5ID):  |dink (Ao called the TS0
Ensile Auto Chermed Selection:  [=]

, . . , ity

Service Set Identifier (SSID). is the name of your wireless Sjcnsbaipbiuek .. T T

network. Create a name using up to 32 characters. The WMM Ensbls; - (Wireless QoS)

SSID is case-sensitive. Sm o B Al ol e 220 Bromtcnt)

WIRELESS SECURITY MODE

Indicates the channel setting for the DIR-618. By default Security Mode: [D¥asble Wevless Secuwty (et dod) |

the channel is set to 6. The Channel can be changed to
fit the channel setting for an existing wireless network or
to customize the wireless network. The Auto Channel

Selection setting can be selected to allow the DIR-618 to
choose the channel with the least amount of interference.

| SaveSettiogs | | Dot Savn Settiogs |

Use the drop-down menu to select the appropriate Transmission Rate in Mbits per second. Many users will want to use the
default setting, Best (automatic).

Enable Wi-Fi Multimedia to enjoy basic quality of service features. WMM prioritizes traffic according to four access categories:
voice, video, best effort, and background.

Check this option if you would not like the SSID of your wireless network to be broadcasted by the DIR-618. If this option is
checked, the SSID of the DIR-618 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID
of your DIR-618 in order to connect to it.
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. To enable wireless security on the Router, use
the drop-down menu to select the desired option.
To enable WEP, select Enable WEP Wireless
Security (basic).

. Next to Authentication, select either Open
or Shared Key. Shared Key provides greater
security.

. Select either 64Bit or 128Bit encryption from the
drop-down menu next to WEP Encryption.

. Next to Default Key Type, select WEP Key 1 and
enter a WEP key that you create. Make sure you
enter this key exactly on all your wireless devices.
You may enter up to four different keys either using
Hex or ASCII. Hexis recommended (letters A-F and
numbers 0-9 are valid). In ASCII all numbers and
letters are valid.

. Click Save Settings to save your settings. If you
are configuring the Router with a wireless adapter,
you will lose connectivity until you enable WEP on
your adapter and enter the same WEP key as you
did on the Router.

WIHELESS SELURLIY MUDE

Serurity Mnde; EEnable WEP Wireless Security (basic) _v

WED is tho wircloss cnoryption standard, To wso it you must cnter the same oy (s) inko tho routor
and the wirgless stations, For 04 bit keys you must enter 10 hex digits into each key box. For 125
bt keys you must enter b hex digits into each key box. & hex digit 5 either a number from U to ¥
or a letter from A to F. For the most secure use of WEP set the authentication tvpe to "Shared Key'
whan WED ic enabled.

You may also enter any text string into a WEP key box, in which case it will be corwerted into a
hexadecimal key wsing the ASCII values of the characters. & maximum of 5 text characters can be
entered for 64 bit keys, and a maximum of 13 characters for 122 hit keys,

Authentication: |

Wep Key Length:  84Bt v

Default WEF Key to Use: WIPKey 1
WEDPazsword

| {5 ASCII or 10 HEX)

| Sawe Satbings | I Don't Save Settings |

NOTE:

It is recommended to enable encryption on your wireless
Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless
signal may degrade when enabling encryption due to the added
overhead.
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1. To enable Enable WPA/WPA2 Wireless Security e
(enhanced).
2. Next to Cipher Type, select TKIP, AES, or WRAJWPAZ reuires stabions o use high grads encryption and authentication,
AUTO Ciphar Type: | AUTOCTRINAES) (%
ki
3. Next to PSK/EAP, select PSK. (B8 85011 or B4 HEX)

Save Sattings r | Don't Save Settings |

4. Next to Network Key, enter a
passphrase. The key is an alpha-numeric
password between 8 and 63 characters long.
The password can include symbols (!?*&_) and
spaces. Make sure you enter this key exactly the
same on all other wireless clients.

5. Click Save Settings to save your settings. If you
are configuring the router with a wireless adapter,
you will lose connectivity until you enable WPA/
WPA2 (whichever of the three options you have
selected above) on your adapter and enter the
same network key as you did on the router.
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1. To enable WPA/WPAZ2 for a RADIUS server, next
to Security Mode, selec or Enable WPA/WPAZ2
Wireless Security (enhanced).

2. Next to Cipher Type, select TKIP, AES, or
Auto.

3. Next to PSK/EAP, select EAP.

4. Next to RADIUS Server enter the IP Address
of your RADIUS server.

5. Next to Port, enter the port you are using with your
RADIUS server. 1812 s the default port.

6. Next to Shared Secret, enter the security key.

8. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

Security Moda! | Tnable WRAIWPAR Wirslass Security [enhanced) %

WA/ WPAL

WRAWRRY renuares statnns o use high gradie ercrypitinn and authenbeatinn.

Jphor Tyoo: | AUTO(TEIPIAES) w

802.1x

RADIUS sorvoy [P Addross @ [0.0.00
Port ¢ lime
Shared Sacret

Save Settinogs | f Don't Sannd Setbnas ]
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LAN Setup

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router IP Enter the IP address of the router. The default
Address: IP address is 192.168.0.1.

If you change the IP address, once you click
Apply, you will need to enter the new IP address
in your browser to get back into the configuration
utility.

Subnet Mask: Enter the Subnet Mask. The default subnet mask
is 255.255.255.0.

Local Domain Enter the Domain name (Optional).
Name:

Enable DNS Check the box to transfer the DNS server
Relay: information from your ISP to your computers. If
unchecked, your computers will use the router

for a DNS server.

Refer to the next page for DHCP information.

Lise this section to configure the internal network settings of your router and also to configure
the built-in DHCP Server to assign IP addresses to the computers on your network, The IP
Address that is configured here is the IP Address that you use to access the Web-based
rmanagernent interface. If you change the IP Address here, you rmay need to adjust your PC's
network settings to access the network again.

Please note that this section is optional and you do not need to change any of the
settings here to get your network up and running.

[ Save Settings ] ’ Don't Save Settings ]

ROUTER SETTINGS

Uze this section to configure the internal network settings of your router, The IP Address that is
configured here is the IP Address that you use to access the Wweb-based managernent interface. If
you change the IP Address here, you may need to adjust your PC's netwiork settings to access the
network again.

Subnet sk
L T —

Enable DMS Relay @

DHCP SERYER SETTINGS

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers on
your network.

Enable DHCP Server @ [
DHCP IP Address Range : |:| to |:| {address within the LAN subnet)

DHCP Lease Time : I:l {rninutes)

AVOID ARP ATTACK

pvoid Arp attack [
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol.

The DIR-618 has a buiit-in DHCP server. The DH-

CP Server WI" aUtomatica”y aSSign an IP address Llse this section to configure the built-in DHCP Server to assign IP addresses to the cormputers on
to the computers on the LAN/private network. Be your network.

sure to set your computers to be DHCP clients by Enable DHCP Server : [

setting their TCP/IP settings to “Obtain an IP DHCF 1P Adidress Range : 100 | to [10 | (address within the LaN subriet)
Address Automatically.” When you turn your com- DHCP Lease Time : [1330 ] (minutes)

puters on, they will automatically load the proper
TCP/IP settings provided by the DIR-618. The
DHCP Server will automatically allocate an unused fwveid Arp Attack
IP address from the IP address pool to the
requesting computer. You must specify the starting
and ending address of the IP address pool.

AVYOID ARP ATTACK

O

’ Save Settings l ’ Con't Save Settings l

Enable DHCP Check the box to enable the DHCP server on
Server: your router. Uncheck to disable this function.

DHCP IP Enter the starting and ending IP addresses for
Address Range: the DHCP server’s IP assignment.

DHCP Lease The length of time for the IP address lease.
Time: Enter the Lease time in minutes.

Avoid ARP Attack: Enable this function to protect the computer in
DHCP Reservation pool from ARP attack.
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Time and Date

This section will allow you to configure, update, and maintain the correct time on the internal system clock.

Time Select the Time Zone from the drop-down
Zone: menu.

Enable Ticking this checkbox enables Daylight Saving
Daylight time. Click Sync. your computer’s time
Saving: settings to copy your PC’s time settings.

NTP Tick the “Automatically synchronize with
Server D-Link’s Internet time server” checkbox and
Used: then use the drop-down menu to selectan NTP

Server. NTP is short for Network Time Protocol.
NTP synchronizes computer clock times in a
network of computers.

Manual: To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second. Click Save Settings.

The Time Configuration option alows you to configure, update, and maintain the carrect time on
the internal system clock. From this section you can set the time zone that you are in and set the
MTP (MNetwork Timme Protocol) Server, Davlight Saving can also be configured fo automnatically
adjust the time when needed.

l Save Seftings ] l Con't Save 3ettings l

TIME AND DATE CONFIGURATION

Time : 2011F3A4H 12:24:49

Time Zone : |(GMT+DS:DEI) Beijing, Chongging, Hong Kong, Urumgi v|

Enable Daylight Saving . ’ Sync, your computer's time settings

AUTOMATIC TIME AND DATE CONFIGURATION

O Automatically synchronize with D-Link's Internet time server

NTP Server Used : |:|

SET THE DATE AND TIME MANUALLY

Year 2011 % Marth Mar |w Diay (=) 04w
Hour 12 % Minute 74 % Second m
Save Settings ] l Don't Save Settings
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Parental Control

This feature allows you to create a list of websites that you want to either allow or deny users access.

Configure Select Turn Parental Control OFF, Turn Parental
Parental Control ON and ALLOW computers access to
Control: ONLY these sites, or Turn Parental Control ON

and DENY computers access to ONLY these
sites.

Website URL: Enter the keywords or URLs that you want to
block (or allow). Any URL with the keyword in
it will be blocked.

Schedule: The schedule of time when the parental control
filter will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your
own times in the Maintenance > Schedules
section.

Parental Control provides the wsefll taols for restricting Intermet aocess. Website URL dlows you
1o quickly meate a st of al web sltes that you wish to alow o deny Lsers fTom acCessing.
Gohedule alows you to control when dients or PCs connected to Router are dlowed to access the
Intermet.

[Samﬁeums ] [mntSmres-aturgs i

24 PARCNTAL CONTROL RULLCS

Configure Parental Control below:
| Turn Parental Control OFF W
Remaring number of rules that can be oeated ; 24

Wehite LURL Schedue
ll s ] it
O Ay ] b
1| T— M
LI dlways ¥ | M
@l || Calways | M
el Always ¥ #.d:ll".lew|
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Port Forwarding

This will allow you to open a single port or a range of ports.

Rule: Check the box to enabled the rule.
Name: Enter a name for the rule.
IP Address: Enter the IP address of the computer on your local

network that you want to allow the incoming service
to.

I S Sisttings | | Don Sawe Gettings |

24--ADVANCED PORT FMORWARDING RULES

Rermarirng ramibor of ruos that can be creaboed ; 24

The Advanced Port Forwarding option alows yvou to deting a single publc port on your routar tor
redrnction to an intomal LAk 1P Addenss and Privato LAN port if roquired.. This fnaturn s usofd for
hosting onlne service such as FTR or Web Servers.

Part Traffic Type
Start Port/ Enter the port or ports that you want to open. If pe Agpleaton s B
End Port: you want to open one port, enter the same port in = 1P doress B o Privat Port ey BB
| I "-"I. KNT o Manme .-u-
both boxes. Name : Puble port
| Application Home
. Fh= — L : -
Traffic Type: Select TCP, UDP, or Any [Pibidrees Bl [<<][Conower tiome e o
o Bppleation Name e
- 1P Aclchers - Private bl.l'l P"‘f" h#
| | [-'::-'Ci Computer Mans |
1 e = Pinataport Ay
| = AT o Nanre wa
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-618.

Rule: Check the box to enable the rule. O N

The Apglication Rules opbion i wed (o open sngle or mulbiple ports in your frewall when the
router serse dala sent bo the Internet on 2 outgong 'Trigger” port or port range, Special
Name: Enter a name for the rule. Appications rues apoly o all computens on your interns retwork,

[ Save Selting: ] [ D'l Sawve Selblings J

Trigger Port: This is the port used to trigger the application. It
can be either a single port or a range of ports. S AR LA LI, SIL S

Remaining numbor of rules that can bo croated @ 24
_ Thls is the port number on th_e WAN side that s TR
Firewall Port: will be used to access the application. You may THacar
. . | | Ay
define a single port or a range of ports. You 0 Narne oo
. | Application Name | Fireeral
can use a comma to add multiple ports or port ' | [any »
ranges.  Trigger . ,
’ = i . —— [
| <« | | Applicabion Name | Firessal
Select TCP, UDP, or Any. _ By
Traffic Type: Trigger .
yp Moo Apphcation ' {Any B8
O Application Name [ ) Firewal O
Trigy .
Narne: Appication e TS, A S8
1 Application Name W Firensal ey
Il}!’ bl

D-Link DIR-619 User Manual 36



Section 3 - Configuration

MAC Filter

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering OFF, Turn MAC Filtering MACHLIERING

Filter: ON and ALLOW computers listed to access the The MAC (Media Arcess Controller) Addrass fitee option & usad to control network access bassd
: : or) Uhe MAC Acthess of the relwork acdapler, 8 MAC address s 2 urigue 1D assigred by e
network! Or' Turn MAC Fllterlng ON and DENY marfarhieer of the netwnrk adapter. This feature can be cnnfigured to ALLOW or DFRWY
computers listed to access the network. networkfIntemnet access.

MAC Address: Enter the MAC address you would like to filter.

To find the MAC address on a computer, please 24 -- MAL FILIERING RULES
refer to the Networking Basics section in this Configure MAC Filtering below:
manu al i [Turnmac .F:“.I.'E.r.i.l.ll._l OFF w
Hemaning numbcr of rules that can bo croated @ 29
DHCP Client Selecta DHCP client from the drop-down menu and S R T
List: click the arrow to copy that MAC Address. all - . P B
| [Computer |Aays ]
Schedule: The schedule of time when the network filter will m | Computer Name |Aways | [ AddNow |
be enabled. The schedule may be set to Always, 0| | Always
which will allow the particular service to al_ways M| [o—
be enabled. You can create your own times in the : : =
Maintenance > Schedules section. 2! —r—— — | A
CHL | Always |
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Traffic control

Traffic control can be used to distribute download bandwidth automatically according to the requirements of the users,
and the users also can setup manually.

TRAFFIC CONTROL SETTING

Enable Traffic Select this function to control the access bandwidth of
Control: computer in LAN.

Automatic
Distribute All the computers in LAN will be distributed the bandwidth

Bandwidth: equally.

key in bandwidth

key in the value to setup the upload and download
manually:

bandwidth manually.

Taffic Control When the option Automatic Distribute Bandwidth is
Rules: unchecked, you can control the access bandwidth of
the specific IP address.
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Firewall & DMZ

This section will allow you to set up a DMZ host and to set up firewall rules.

If you have a client PC that cannot run Internet applications properly from behind the DIR-618, then you can set the
client up for unrestricted Internet access. It allows a computer to be exposed to the Internet. This feature is useful for
gaming purposes. Enter the IP address of the internal computer that will be the DMZ host. Adding a client to the DMZ
(Demilitarized Zone) may expose your local network to a variety of security risks, so only use this option as a last resort.

Enable SPI
andAnti-Spoof: Check this to enable SPI and Anti-Spoof.
Enable DMZ D e e e o,
Host: Check this box to enable DMZ. T e B e ) T et (e e st

[ Save Settings ] [ Don't Save Setkings ]

DMZ IP Enter the IP address of the computer you would ANTI-SPOOF CHECKING
Address: like to open all ports to. Enable Anti-Spoaf chacking: [
Name: Choose a name for the firewall rule. S

Action: Selectto Allow or Deny transport of the data packets

The DMZ (Demilitarized Zone) option lets you set a single computer on your network outside of the
router. If wvou have a computer that cannot run Internet applications successfully from behind the

aCCO rding to the Criteria deﬁned in the ru Ie_ router, then you can place the computer into the DMZ for unrestricted Internet access,

Putting a computer in the DMZ may expose that computer to a variety of security risks. Use of this
option is only recormmended as a last resort.

Source/Dest: The Source/Destination is the TCP/UDP port on Enable oMz : [
either the LAN or WAN side. e P Adere * looes e
APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION
Schedule: Click New Schedule to access the Schedules RTSP :
window. See Maintenance>Schedules for more 5D = FIRECRIL MG
info rmation . Remaining number of rules that can be created : 50
[Mterface [P Address ISchedule
. . . arne | FProtocol
IP Address: Enter a beginning and ending IP address. _ | |sowes | = s
taction _
. allow ~ | Dest |+ :‘
Protocol: Select the transport protocol that will be used for ame prorocel_

the filter rule.

Port Range: Enter the desired port range for the filter rule.
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Advanced Wireless

This window allows you to change the behavior of the 802.11g wireless radio from the standard settings. Please be aware that
any changes to the factory default settings may adversely affect the behavior of your network.

Transmit Power:

Beacon interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

Wireless Mode:

Auto 20/40:
20MHz:

STBC:
Short GI:

Set the transmit power of the antennas.

Beacons are packets sent by an Access Point to synchronize a wireless
network. Specify a value. 100 is the default setting and is recommended.

This value should remain at its default setting of 2346. If inconsistent data
flow is a problem, only a minor modification should be made.

The fragmentation threshold, which is specified in bytes, determines whether
packets will be fragmented. Packets exceeding the 2346 byte setting will be
fragmented before transmission. 2346 is the default setting.

(Delivery Traffic Indication Message) 1 is the default setting. A DTIM is a
countdown informing clients of the next window for listening to broadcast
and multicast messages.

These options are for users that wish to change the behavior of their 802,110 wireless radio from
the standard setting. We do not recommend changing these settings from the factory default.
Incorrect settings may impact the performance of your wireless radio. The default settings should
provide the best wireless radio performance in most environments.

Save Settings ] [ Don't Save Settings ]

ADVANCED WIRELESS SETTINGS

Transmit Power:
Beacon Period: {msec, range:20~1000, default:100)
RTS Threshald: (range: 256~2346, default:2346)
Fragmentation: (range: 1500~2346, default:2346)
DTIM Interval: (range: 1~255, default:1)

Preamble Type © @ short Preamble © Long Preamble
CTS Made ;. © Naone Always @ puta

Wireless Mode: | 802.11Mixed(n/gib) |+
Band Wit

5780 O Ensble @ Disabled

20/40MHz Coexist: Enable Disabled

Short Guard Interval ;

Select Short or Long Preamble. The Preamble defines the length of the CRC
block (Cyclic Redundancy Check is a common technique for detecting data
transmission errors) for communication between the wireless router and the
roaming wireless network adapters. Auto is the default setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling
CTS will add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless network
and automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on the wireless network.

802.11n Only - Select only if all of your wireless clients are 802.11n.
Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Select if you are using both 802.11n and non-802.11n wireless devices.
Select if you are not using any 802.11n wireless clients. This is the default setting.
Check this box to improve the reliability of data transmission.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher
data loss.
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Advanced Network

This window allows you to change the LAN settings. Please be aware that any changes to the factory default settings

may affect the behavior of your network.

Enable UPnP: To use the Universal Plug and Play (UPnP™)
feature tick this checkbox. UPNP provides
compatibility with networking equipment, software
and peripherals.

Enable WAN  Unchecking the box will not allow the DIR-618 to
Ping Respond: respond to Pings. Blocking the Ping may provide
some extra security from hackers. Tick this
checkbox to allow the WAN port to be “Pinged”.

WAN Port You may set the port speed of the WAN port to
Speed: 10Mbps, 100Mbps, or 10/100Mbps Auto. Some
older cable or DSL modems may require you to

set the port speed to 10Mbps.

Enable Multicast
streams: Tick this checkbox to enable this function.

Wireless enhance
mode:

Tick this checkbox to enable this function.

These cptions ane for Lsars that with to changs the LAN sattings. Wa do not recommand
changing these settings from factory default. Chanong these settings may affect the behavior of
yoar rlstwicrk.

[ save semmngs | [ Dont seve setngs |

Livvivsrsial Plosg arwd Play (PP sopports peer-bospeer Plog and Plry Tune Biorsdily Tor
network devices,

Enable UPrie 1 [=]

If you enable this feature, the wah port of your router will respond to ping requests
Irom the Intermet that are sent Do the WAN TP Sddness,

Enable WAN Ping Respond | [

10} 100MbEs Augo [~

MULTIDART STREAMN

Erable Multicast Streans 1 [

Winshess erbance mode 1 [
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Enable:

Interface:

Destination:

Subnet Mask:

Gateway:

Routing

This option allows you to define fixed routes to defined destinations.

Tick this checkbox to enable or disable fixed
routes to defined destinations.

Use the drop-down menu to choose the WAN or
WAN (Physical Port) Interface the IP packet must
use to transit out of the Router.

The IP address of the packets that will take this
route.

The subnet of the IP address of the packets that
will take this route.

Specifies the next hop to be taken if this route is
used.

Thia Reuting opticn alows you to defing fived routes to defimed destnations,

[ save Settings | [ Donit Save Settings |

AZ--STATIC ROUTING

Rrmmaining murmines of nules that con be croated @ 32

Interface Destination Subnet Mask Gateway
(oo | L ' -
[aram e

[wane v ] I
PN e i |

[wrnzg (e [ | [

[wany |

i : S

[ wany

[wery e |

[ Wity & |

(Wi e |

[whare

6 [ O

| AN
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Device Administration

This window will allow you to change the Administrator password. You can also enable Remote Management.

Login Name:

Password:

Enale Graphical

Authentication:

Enable Remote
Management:

IP Allowed to
Access:

Port:

Enter a new Login Name for the Administrator account.

Enter a new password for the Administrator Login Name
and then retype the new password in the Confirm Password
textbox. The administrator can make changes to the
settings.

Need to enter the Graphical Authentication generated by
the system when log in.

Remote management allows the DIR-618 to be configured
from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator
tasks. This feature enables you to perform Administrator
tasks from the remote (Internet) host.

The Internet IP address of the computer that has access to
the Broadband Router. If you input an asterisk (*) into this

There is no password for this router by default. To help secure your network, we recommend
that you should choose a new passward,

[ Save Settings ] [ Don't Save Settings l

ADMINISTRATOR (The default login name is "admin®)

Confirrn Password

REMOTE MANAGEMENT

Enable Graphical Authentication @ [

Enable Remote Managemant : [

IP Allowed to Access l:l
port - [F0 ]

field, then any computer will be able to access the Router. Putting an asterisk (*) into this field would present a security risk

and is not recommended.

The port number used to access the DIR-618. For example: http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of
the DIR-618 and 8080 is the port used for the Web-Management interface.
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Save Settings
to Local Hard
Drive:

Load Settings
from Local
Hard Drive:

Restore to
Factory Default
Settings:

Clear Language
Pack:

Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the Router’s factory default settings.

Use this option to save the current router
configuration settings to a file on the hard disk of the
computer you are using. First, click the Save button.
You will then see a file dialog, where you can select
a location and file name for the settings.

Use this option to load previously saved router
configuration settings. First, use the Browse
control to find a previously save file of configuration
settings. Then, click the Upload Settings button to
transfer those settings to the Router.

This option will restore all configuration settings
back to the settings that were in effect at the time
the router was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current router configuration settings, use the Save
button above.

Click the Clear button to clear the language
pack.

Cince the router s configured vou can save the configuration settings to 2 configuration file on
yoar bare] clriwe, o aben beve Wb oplices Lo load configoration sedtogs, or restore he T fory

default settings.

SGAYLC AND RESTORE SCTTINGS

Save settings 1o Local Hard Lynaz
Load Settngs From Local Hard Lyeas & -
Upload Settings
Restore To Factory Default Settings
Clear Larngeage Pak ;| Clear
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Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

There may be new firmware for your DIR-612 to improve functionality and performance.
Click here to check for an upgrade on our support site.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse button.

FI rmware CIICk the CheCk NOW button (Or the ||nk at the tOp Orce you have found the file to be used, click the Upload button to start the firrmware upgrade.
Upg rade: Of the W|nd0W) to flnd OUt If there IS an updated The language pack allows you to change the language of the user interface on the DIR-618E. We
firmware' |f SO download the new firmware to yOUr suggest that you upgrade your current language pack if vou uparade the firmware, This ensures

that any changes in the firmware are displayed correctly.

hard drive.
To upgrade the language pack, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Upload button to start the language
Language After you have downloaded the new language pack, pack parads.
Pack click Browse in this window to locate the pack on
Upgrade: your hard drive. Click Upload to complete the
upgrade_ Current Firmware Yersion : 2.00

Current Firmware Date : Fri 04 Mar 2011

Check Online Now for Latest Firmware Yersion :

FIRMWARE UPGRADE

Note : Some firmware upgrades reset the configuration options to the factory defaults.
Before performing an upgrade, be sure to save the current configuration.

To upgrade the firmware, your PC must have a wired connection to the router. Enter the
name of the firmware upgrade file, and click on the Upload button.

Upluad:l |[ Erowse--- ]

Upload

LANGUAGE PACK UPGRADE

Upluad:l |[ Erowse--- ]

Upload
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DDNS Setting

The router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP
address to be associated with a static host name in any of the many domains, allowing access to a specified host from
various locations on the Internet. This is enabled to allow remote access to a host by clicking a hyperlinked URL in the
form “hostname.dyndns.org”. Many ISPs assign public IP addresses using DHCP, this can make it difficult to locate
a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN server on
your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires
that an account be setup with one of the supported DDNS providers.

Enable DDNS: Tick the Enable DDNS checkbox to enable support pwnamcoNs
The Dynarnic DNS feature allows yvou to host a server (Web, FTP, Game Server, etc...) using a
fOf' DDNS domain name that you have purchased (v whateveryournameis, com) with your dynamically
assigned IP address, Most broadband Internet Service Providers assign dynamic (changing) IP
addresses, Using a DOMS service provider, your friends can enter your host name to connect to
yoLr game server no matter what yvour IP address is.
Server Select one of the DDNS registration organiz- Sign up for D-Link's Free DOMS service at www.Dlinkddns.com.cn,

Address: ations form those listed in the pull-down menu.

[ Save Settings ] [ Don't Save Settings ]

DYNAMIC DMNS SETTINGS

Host Name: Enter the host name of the DDNS server. Enable DONS : [
Server &ddress ; |:|

Host Mame : | |

Username: Enter the username given to you by your DDNS

Username : | |

server. Password : | |
Password: Enter the password or key given to you by your e
ype o
DDNS server.

Dormain
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System Check

This tool is used to verify the physical connectivity on both the LAN and the WAN interfaces. The Ping Test can be

used to test the status of the Internet.

Virtual Cable VCT is an advanced feature that integrates a
Tester (VCT) LAN cable tester on every Ethernet port on the
Info: router. Through the graphical user interface
(GUI), VCT can be used to remotely diagnose
and report cable faults such as opens, shorts,
swaps, and impedance mismatch. This feature
significantly reduces service calls and returns by
allowing users to easily troubleshoot their cable
connections.

Ping Test: The Ping Test is used to send Ping packets to
test if a computer is on the Internet. Enter the IP
Address that you wish to Ping, and click Ping.

The System Chack todd can be used to wenify the phvsical connectiaty on both the Lan and
Trtearaet v foacoss. Thue Pirag Tt toed caon b ceasd b vorify thee statees of the Indosrest.

VLT INFO

Port Link Status

Intemet | | MM | Ctoonected | Moes inéo |
LAt Ji“ *Tﬁsm‘rﬁded
N2 | Te—] |00 L owlex [ o o ]
LAY | [ — |10 AL Dueen
LAN | ] |Ocormectsd

PING TEST

st Mame of [P Address ¢

Ping Test ts used to send Fing' packets to test if a computer 5 on the Inbermet.

(200 |

PING RESLLT
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Schedules

The Router allows the user the ability to manage schedule rules for various firewall and parental control features on
this window. Once you have finished configuring the new schedule rule, click the Save Settings button at the top of
the window.

Name: Enter a name for the new schedule rule.

The Schedule configuration aption i Lsed o manage schedule rules for vanoLs frenwall and
parentd control features,

Day(s): Choose the desired day(s), either All Week or

|_ Save Sel.l‘.nu;p- J l l!i.l.n'l Saw.ﬁd,l'ru:.- _]
Select Days. If the latter is selected, please use the

checkboxes directly below to specify the individual
dayS' Marrea 2

Dayis) : O a1 week (=0 Select Davis)
All Day - 24 hrs: Tick this check box if the new schedule rule applies COeun Cimen Crve Clwed Dtk Clen Clsae
to the full 24-hour period. alloay - 24 bes + [

Start Time @ |0 Hal] | thourrmaute, 24 hour time)

End Time : |0 L0 | thowirute, 24 hoar tima)

Start Time/ If the new schedule rule does not apply to the full
End Time: 24-hour period, untick the previous checkbox and
then enter a specific beginning and ending time.

SCHEDULE RULES LIST

MName Day(s) Timve Frame
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Log Settings

The system log displays chronological event log data specified by the router user. You may also save a simple text file
containing the log to your computer. Click the Save button and follow the prompts to save the file.

Save Log File: Click on the Save button link on this window to Lob i

save the log file to your local hard drive. Logs can ba saved by sending it to an adein emal address.

[ S Sattings ] [ DART Sawe Sattings ]

Syslog Server: click the checkbox to save the log in the log server
in the LAN side.

Log Type & Click the checkbox(es) of the type of log information B e
Level: requested: “System, Firewall & Security, Router
Status, Critical, Warning and Information”

SYSLOGO SETTINGS

Erabile Loggng To Sydlog Server: [
Sykog Seevr 1P Ackdroes | < |

Send by Mail: Enter the your SNTP server name(or IP address)

and enter your mail address before sending your

SyStem |Og by mail. Log Tyvpe: [Floyseem [l Firenwall % Sacurity [l pouter Seatus
Log Level: | Critical Warrirg Iriformmation

SEND BY MAIL

Errnil Acklries
Emall Subject @ |
sender emal Address ;
SMTP ScrvorfIP Addross | |
Lkar Mame ¢

Pazawiord ; SESESASERABIRERNI

Corfrm Passwind | [ acsasssssasses
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Device Info

This window displays the current information for the DIR-618. It will display the LAN, WAN, and Wireless

information.

If your WAN connection is set up for a Dynamic IP address then a DHCP Release button and a DHCP Renew button
will be displayed. Use DHCP Release to disconnect from your ISP and use DHCP Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use

Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: Displays the MAC address and the private (local)
IP settings for the router.

Internet: Displays the MAC address and the public IP
settings for the router.

Wireless Displays the wireless MAC address and your
802.11N: wireless settings such as SSID, Channel, and
Encryption status.

Al of your Internet and network connection details are displayed on this page. The firmware
version is also displayed here,

Firmware Version :2.00, Fri 04 Mar 2011

LAN

MaC Address | O0ED:4C:81:96:15

IP Address 1 192.168.0.1
Subret Mask @ 255.255.255.0
DHZP Server : Disabled

INTERNET

MAC Address (00:EQ:4C:51:95:09
DHCP Client Disconnected

Connection DHCP Renew

P address :0.0.0.0
Subret Mask :0.0.0.0
Default Gateway :0.0.0.0
DHS :0.0.0.0

WIRELESS 802.11N

SSID :dlink
Charinel 111
Encryption : Disabled
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Log

This window allows you to view a log of activities on the Router. This is especially helpful detecting unauthorized
network usage.

First Page: View the first page of the log. e
Seweos

Last Page: View the last page of the log. NIEW.LOG
[ First Page | [ LastPage || ¢ [ maxt | [ Clear | [ Link To Log Settings |
. . . Page L of 20
Previous: View the previous page. —— s—
Pary 14 13:29418 =R D cnalir 0 PO O
. flan 14 d1:z0:14 G Do
Next: View the next page. oy 14 11:29:1= SHHCP Discaver
[an 14 11:29:10 DiCover
lary 14 11:38: 10 CICovan Mo Issponss
Clear: Clear the lo IFCEFE LT S
Lt AT
ear: g Pan 14 11:20:02 EEP Qg:m&r
Hary 14 11270 DHConndn ri risponsa
. . . . . lan 14 11756258 [T
Link to Log Click this button to go directly to the Log Settings -

Settings: window (Maintenance > Log Settings).
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Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-618
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

Traffic Statistics display Receive and Transmit packets passing through your router,

| Received Transmit
hnternet b Packets b Packets
Lan l16200 Packets M562 Packats
WIRELESS 110 [S55187 Packets EaiL3 Packets

Active Session

The NAPT Active Session table displays a list of all active conversations between WAN computers and LAN
computers.

This page displays the full detals of active intemet sessions to your router.

NAPI SESSIUN
TiOP Secton: O
UDP Sosqon: 3
Tuld; 3

MAPT SESSION

[F Address [TCF Session JUDF Session
152,18, 5060 L ik
192, 168.0.1 rn n
[i72,10.55.61 D IL
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

Lse: this option to view the wireless dients that are connected to your wireless router,

NUMBER OF WIRELESS CLIENTS : O

MAC Address IP Address Mode Rate Signal (%a)
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Help

Click the desired hyperlink to get more information about how to use the Router.

ADYANCED MAINTENANCE STATUS

» Intamet Sehan
+ Wirpless Sotup
* Lan Sofup

s T oxd Dale
» Pareritd Conbrd

Acdvared

= Porl Farwadrg
* Apphcation Ruies
= Access Conbrol

= Traffic Contnal

» Frewal B OM2

» Arhanned Wirsless
+ Arvoncod Notwork

= (Guesl Tore
Mantenae

» Dovice Adrmiration
» Savo g Restong
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-618 offers the following types of security:

* WPA/WPA2 (Auto)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal -
using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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Configure WEP

It is recommended to enable encryption on your wireless router before you use wireless network adapters. Please
establish wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling
encryption due to the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Setup on the left side.

2. Next to Security Mode, select Enable WEP Wireless Security (basic).

3. Next to Authentication, select Open. Sacurity Mode® | Frabie WER Wiredess Secirity (hasc) v

4. Select either 64Bit or 128Bit encryption from the dropP-COWN | it s st o 51 ot b v et st 1 o e o oo o ot 2
. bit: keys you miust enter 20 hee digits into each key boo A hex digit is either a number from 0 to 9
menu next to WEP Encryption. cr i o & o . P M et . o WE s e athrion i 6 ‘Shmec iy
WEP s enabled.

You may 50 cnter any text string into a WEP koy box, in which case it wil bo conwerted into a

5. Next to Default Key Type, select WEP Key 1 and enter a WEP hwadeckd ey i 19 ASCI Vi o 1 caiches, A T o Gt harachas o be
key that you create. Make sure you enter this key exactly on all R m
your wireless devices. You may enter up to four different keys Wep Key Langth: 6988w
either using Hex or ASCII. Hex is recommended (letters A-F and ety I s
numbers 0-9 are valid). In ASCII all numbers and letters are valid.

| save settngs | | Dorit save setings |
6. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the router.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The two major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Configure WPA/WPA2-PSK

Itis recommended to enable encryption on your wireless Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser

WIRELESS SECURITY MODE

and entering the IP address of the router (192.168.0.1). Click on Secuty Hode: (BT e ot

Wireless Setup on the left side.
| weajweaz
2. Next to Security Mode, select Enable WPA/WPA2 Wireless | /"2 eaares stations ta s hih grade encryptian nd authentcation

Security (enhanced). Ceer Typa: | ATTOTKIPIAES)

PEE, | EAF: |PEE M
MNetwirek: Kigy |

3. Next to Cipher Mode, select TKIP, AES, or Auto. (683 ASCII or &4 HEX)

[ save settings | [ Dorit save settings |

4. Next to PSK/EAP, select PSK.

5. Next to Network Key, enter a key (passphrase). The key is an alpha-numeric password
between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces.
Make sure you enter this key exactly the same on all other wireless clients.

6. Click Save Settings to save your settings. If you are configuring the Router with a wireless adapter, you will lose
connectivity until you enable WPA/WPA2-PSK on your adapter and enter the same passphrase as you did on the
Router.
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Section 4 - Security

Configure WPA/WPA2 (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Settings on the left side.

2. Next to Security Mode, select Enable WPA Only Wireless Security (enhanced), Enable WPA2 Only Wireless Security
(enhanced), or Enable WPA/WPA2 Wireless Security (enhanced).

3. Next to Cipher Type, select TKIP, AES, or Auto. ——

4. Next to PSK/EAP, select EAP. WPASWPAZ requires stations to use high grade encryption and authentication,
5. Next to RADIUS Server enter the IP Address of Coer Tyoe: [AMO(RAES) ¥

your RADIUS server. PSK, f EAP:

BOZ.1X

6. Next to Port, enter the port you are using with your i II: iddress -?;D
RADIUS server. 1812 s the default port. SErared Secret: |

7. Next to Shared Secret, enter the security key.

‘ Save Settings ‘ | Don't Save Settings |

8. If you have a secondary RADIUS server, enter its IP
address, port, and secret key.

9. Click Save Settings to save your settings.
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Section 5 - Connecting to a Wireless Network

Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click ;!“ S I I %
e e or more wireless networks are in of this computer,
on the center of the bubble to access the utility. Toses e lstsnd comect ok b nesaace
or
Right-click on the wireless computer icon in your system tray Chancé Windows Ricewall s4t8n0s
(lower-right corner next to the time). Select View Available e NG DA
Wireless Networks. T——
Yiew Available Wircless Nelworks
8 ®

[———r Choose a wireless network

!-NHMH hn?rﬂhm-wmﬁh-mwwnwvn;ﬂm
The utility will display any available wireless networks in your Swimemie P -
area. Click on a network (displayed using the SSID) and click e v b .uJJ
the Connect button. e | | pe—

trommmmret N T s uil

g D o
=i

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.
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Section 5 - Connecting to a Wireless Network

Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewsall settinps

Open Metwork Connections

Repair

Yiew Available Wireless Networks

hetwork Tasks

& Refresh etk st

__: Satug a wirrkeas nebuork
for & home or smal affice

Rrlalcd Tasks
Ji) Learn aboit wreless
retwurking

e Change he order af
preferred netwerks

3§ Change advanced
selting

1 Wirede=ss Neltwork Conneclion & [% |

Choose a wireless network

1Chizk o itewm in the kst beierer 2o sonnect b & gireless netwerk in ramge or 80 et mare
nﬁ-rmm;____

x|

t.-.?m} Ui
Lnsecuned wngiiss netwck

will
{til,'r i
Ungasured ioreess retnaek il
(fi}} i
¢ Senrity enstied ureless neteors will

{1?1} i
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Section 5 - Connecting to a Wireless Network

Wireless Network Connection | x |

. . . The network, "testl requires a nelwork key (also caled a WEP key on WPA key). A network
3. The Wireless Network Connection box will appear. Enter the hey helos prevent unknow inlrudess from connecting o this network,

same WEP key that is on your router and click Connect. Tyee the key, and then dick Comnect.

Network key: 1 1
It may take 20-30 seconds to connect to the wireless network. If the EEhke ]
connection fails, please verify that the WEP settings are correct. The oot ) [[comd )
WEP key must be exactly the same as on the wireless router.
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Section 5 - Connecting to a Wireless Network

Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewsall settinps

Open Metwork Connections

Repair
Yiew Available Wireless Networks

1 Wirede=ss Neltwork Conneclion & [% |

Rebwark Tasks Choose a wireless network

ﬂ Fefresh retwark ksl 1Click o et iny thee ks bl B0 connect b yereiess nebwerk Inrampe o i gt mone
nfarmaton,

x|

B Setup awierkessnebuork
for & home or smal affice

{1?)} Tk
Lnsecuned wngiiess netwck

Relabidd Tasks “iy} default

) Lesm sbout wreless Unistcuned vanelass etiirk will
[y (tan salestest

By Change the erder af i

L) preferred erumi: I Searity-pnabled wireless neteor ‘]]]

3§ Change advanced
selting

{1?1} i
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter
the same WPA-PSK passphrase that is on your router and click
Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are
correct. The WPA-PSK passphrase must be exactly the same as on
the wireless router.

Wireless Network Connection

The network lestl requires a nelwork key (abso called a WEP key or WPA kev). A network
key helps prevent unknown intruders from connecting Lo this retwork,

Type the key, and then dick Connect.

X]

x

Network key: 1

I_Eunncct ]I_ Cancel J
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up Wi-Fi Protection
(WCN 2.0 in Windows Vista)

The DIR-619 supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista. The instructions for setting this up |
depend on whether you are using Windows Vista to configure the Router or third party software.

Initial Router Configuraiion for Wi-Fi Protection

When you first set up the Router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection,
the Router must be both enabled and configured. There are three basic methods to accomplish this: use Windows
Vista’s built-in support for WCN 2.0, use software provided by a third party, or use the traditional Ethernet approach.

If you are running Windows Vista, tick the Enable checkbox on the Wireless Network window. Use the Current PIN
that is displayed on the Wireless Network window or choose to click the Generate New PIN button or Reset PIN to
Default button.

WI-FI PROTECTED SETUP {ALSO CALLED WCN 2.0 IN WINDOWS YISTA)

Enable:
Current PIN: 47372086
| Generate NewPIN | | ResetPINtoDetauk |
Wi-Fi Protectad Status: : Enable jConfigured
| ResettoUncorfigred |

| add wireless Device wkh wPs |

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished,
proceed to the next section to set up the newly-configured Router.
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up a Configured Router

Once the Router has been configured, you can use the push button on the Router or third party software to invite a
newcomer to join your Wi-Fi protected network. For maximum security, the software method is recommended. However,
the push button method is ideal if there is no access to a GUI.

If you are using the Router's Wi-Fi Security push button option, simultaneously depress the push button located on
the side of the Router and the button on the client (or virtual button on the client’s GUI). Next click Finish. The Client’s
software will then allow a newcomer to join your secure, Wi-Fi protected network.

If you are using third party software, run the appropriate Wi-Fi Protected System utility. You will be asked to either use
the push button method or to manually enter the PIN. Follow the on-screen instructions.
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Section 7 - Changing the Computer Name and Joining a Workgroup

Changing the Computer Name and Joining a
Workgroup

The following are step-by-step directions to change the computer name and join a workgroup.

1. Click on Properties.

hManage
Scan wilh AVG Free

Ml':! Metwrak Diive...

Disconnect Network Drive...

Create Shorloul
Delete
Fename

e

2. Click on the Advanced system settings link.
" ‘-‘J, Control Panel » System and Maintenance » System

el

Task 2 T i
= ode View basic information about y
| Device Manager
Windows edilion
| Kemote sethings
Windows Vista™ Enterprise

System protection
Copynght £ 006 Microsoft Corpors

| Advanced Sysiem Seting

L3
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Section 7 - Changing the Computer Name and Joining a Workgroup

3. Click the Computer Name tab in the System Properties window
and enter a description of your computer in the textbox. When you
are finished, click the Change button.

4. Go to the Computer Name/Domain Changes window and
click the radio button next to the Workgroup you want to
join. When you are finished, click the OK button.

e o - . | -

I| [Comeiner 1isme | Hoscdwarn. | Advanced | System Protection | Remot |

Windows usas the tollowing information to idently your compuler
o the: nisbwairc

Computer description: ||
For example: "Kichen Computer” ar “Mary's
Campider

Full computer namea: Fiyan:-PC-Deil

Workgroup: WORKGROUP
To wse & wizand to join & domain or workgroup click
Matwiedde 10 L Netwark 1D

To rename this compuler or change s domain o | i
woricgroup, click Change, Change.

T [ Cancal I "poly
—
You can change the name and the membership of this
computer, Changes might affect access to network: resources.
Mg intommation
Computes riame:
Cffice
Full computer name:
DOffice
More... i
Member of
) r.h:ll:llil
| ]
@) Wosdgroup:
ADDOUNTING
I Ok I Cancel
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Section 8 - Configuring the IP Address in Vista

Configuring the IP Address in Vista

The following are step-by-step directions to configure the IP address in Windows Vista.

1. Click on Properties.
Explore

Scan with AVG Free

Map Metwork Drive...
Disconnect Metwark Drive..

Create Shortcut
Nelete

2. Go to the Network and Internet window and click the
appropriate Local Area Connection icon.

Mame Status Device Name Connectivity Network Cate
LAM or High-5peed Internet (1)

= Locel Area Connection
dhink.corm.bw

&2 Rroadeom 44 10/100 Inteq

3. Right-click the Local Area Connection icon and then select MLk Local Ares Connection
Properties from the drop-down menu. SR iBrobiicy Swete
Disgnose

Bridge Connections

Create Shortout
Crelete

Remame

Froperties
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Section 8 - Configuring the IP Address in Vista

4.Tick the Internet Protocol Version 4 (TCP/IPv4) checkbox in
the Networking tab in the Local Area Connection Properties
window.

5. Click the “Use the following IP address” option in the General
tab in the Local Area Connections Properties window and
enter the desired IP address in the space offered. Then click
the “Use the following DNS server adresses” option on the
same tab and enter the desired DNS server information.

[ TR e i i
]
Conned using;
&F Brosdesom £40¢ 107100 degrated Controler
This connection uses the folowing bems.

| b o for Microsclt Networks |
b JBl0o s Feckel Scheduler
%[5 Fie and Printer Sharing for Microsolt Metwedks

R .
] L infamat Profiocol Varsion 4 (TCP/TPvd) I

B = Link-Layer Topalogy Dicovery Mapper L0 Deiver
B -+ Unk-Layer Topology Discovery Reaponder

Descrnpton

[ ook ][ G |

Brotacol Version 4 TCP/Pv) Properties B

m— H—l
‘Fewl can !Tﬁxwmt\dmmmlmm'wn
ﬂhm&y Qtherwise, you need & ask your network adminisiraber
for the appropriate [ settings.

Distain an 1P address autematically
i Ute the follewing TP address:
B pddress: 192 . 088,00 ;2
Subnet masi: 255 . 285,285 . O
Defal galevwayi

Dot DS server address sufomatoaly

[ Ue# e feloiving T server addresses: |
Preferied DNG servers i, eE. 1.1
Alemate DS server:
Advareed...

D-Link DIR-619 User Manual



Section 8 - Configuring the IP Address in Vista

6. Right-click the Local Area Connection icon and then select Status
from the drop-down menu.

7. Go to the Local Area Connection Status window and click
the Details button.

8. Confirm your new settings on the Network Connection Status
window. When you are finished, click the Done button.

LAMN or High-5peed Intemet (1)

Brosaclc oo

Local Area Connection
diink.com.tw

4d0x 101 5"| Disable

| Status

Disgnote
Bridge Connections

Create Shortcut
Dedete

Fename

Properties

Y Loeal Brew Commsrmes Satus

1Pd WING Safves
hat 110 ower Top: lin
Lnicdocl 1Pk Addewan
P Defauk Gateway
1Py DS Servar

W

DHCF Enabled :
IFed 7 b

1Pk Subrat Masic ook

Lt i Tuswscluy. Fabsmstey 06, 2007 14436 PM
1Fed Defaut atmony @]

Pl DC P Sarver T T=a

ekt 2o v
Brsaccom &40e 10100 irmegraied Corte,
D0-00-S6-ARET

Tissaciey. dbeuies 20, 2007 116970 AM

TEZ.1ER0 )
e
feB0 a0 abUYC el MY

-
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Section 9 - Setting Up a Connection Wirelessly

Setting Up a Connection or Network
Wirelessly

The following are step-by-step directions to set up a wireless connection.

1 A4
1.Click on Set up a connection or network in the Network and -
Sharing Center section.
_
2. Go to the Set up a connection or network window and choose the Set :
up a wireless router or access point Set up a new wireless network o
for your home or business option. Click the Next button. PR
o ok
[ Foorpmyoned *
e S
[Ny

D-Link DIR-619 User Manual 72



Section 9 - Setting Up a Connection Wirelessly

3. Click the Next button on the Set up a wireless router or access
point window.

St p @ howmee or small business network

s Py Pty COrTRRAITY. I e RO B bulrarl, yO GO B o 0 Sl 13 rort B
Wik, [ o | ewd b5 pef o et

Thi st s yem
« Ceshgunt § wethtid reabin 6 Bt peed
letuptie et ey

-fa 4 cing cowr i
Faftwe.

- Toot mizaed il s Pt @ pscny s
Spnding oF oo aptarh harsawy, e of Hha oo WO gt nol b sl

= B
4. The following window displays the system progress. e ——

Dirtecting network hardvwane and seftings._

5. This window confirms that you want to create wireless network
settings that are savable to a USB flash drive. Windows did not detect any wireless network hardware,

¥ youw havw & router, rmake sure that is phagged inbo this compaster and try sgein. Chack the
edpranatisn Ehat s wath Tha router fod e ditided sitrudtiond.

# Create wireless network settings and save to USE flash drive
This erill Efeite winehiss Seings thl yeu s ivile 10 1he router with § UISB Miash deve. Yeu
shauld anty o this i you heve 8 virslers router thet yppers LSS fach dive ceediguration.
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Section 9 - Setting Up a Connection Wirelessly

6. Enter a network name on the Give your network a name window

in the Set up a wireless router or access point wizard. Click the
Next button.

7. Enter a passphrase on the Help make your network more secure
with a passphrase window in the Set up a wireless router or

access point wizard. Click the Show advanced network security
options link.

8. Select security method on the Choose advanced network security

options window in the Set up a wireless router or access point
wizard. Click the Next button.

Give your network a name

Chonse a name that prople who connect o your netwark will recogrie

W can Fype up bo BT letter or humben.

.

Heldn make your refwork more seosre with & passphease

Wit wll ik B T A el e U it (57 dbturty iy T i Toat Fest
v Bl pcple oot it B natmcrk, By will focd the paughrms.

Fiugrmmt:

Thoy pomsphemin must bon ot bt ] churacery snd Chne g o1 end =i 1 L
# gy harnan

evrip 3 pftperd puppia e do rey

e g v epteod gy oipey

Choose advanced network security options

‘W resomemend weng Wi-Ti B Acgers I (WRAZ-Personsd] becauna i provicies betie
eunty, But it g not iugsbted by deices mada Balods 000

Sxcurity mathod:

W

W A-Berponal

WRAT-Fardacal |

[¥] Daiglary ehasmstei

(et ) [ comen |
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Section 9 - Setting Up a Connection Wirelessly

9. Once you have selected the desired security method on the Choose
advanced network security options window in the Set up a
wireless router or access point wizard, click the Next button.

10.Select the desired file and printer sharing option on the Choose
file and printer sharing options window in the Set up a wireless
router or access point wizard. Click the Next button.

11.0nce you have saved your network settings to USB, use the pull-
down menu on the Insert the USB flash drive into this computer
window in the Set up a wireless router or access point wizard
to select a destination for your network settings. Click the Next
button.

Choose advanoed network security options

e nepameneel wiing WP Proticted Aisbin 2 (WPAL-Paronall bbcasuis & providis Battie
stonty, bl il 1 el papperbtd by denoes made befere X000,

Secusity methed
(N gty =)
Lol e 8wl ptvety gy o e et o
| met || concu
. il
L1
Choose file and printer sharing oplions
T gl by e et punng
Ve e e up Ko e et sy G By gt b Pateh i ey Cintee i Contrid
Fumal.
P e —— S — A —— I
Pt o it P S el TRt i) P ol B0 ol e well b i Uiy,
1
des Urrg =9 4 e on Tot AET P e LB comE A
Fibth o e Puliled A5 ol R o] M S Tl (EREWTE wel B
H rag Py b [ = P
=
m___m__k—__ —
ket thee LESH Fladh dlfive into thil eoimpnter
Fluag i LI Mtk vy st & U3 Bt 0 T Fampnes and Then lect i e frsm
[y raries
s -
[ PSP .
I =/
[ T C oo
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Section 9 - Setting Up a Connection Wirelessly

12.0nce you have saved your network settings to USB, the
Copying settings to the USB drive window in the Set up
a wireless router or access point wizard opens to indicate
the system progress.

13.0nce you are finished, the To add a device or computer, follow
these instructions window in the Set up a wireless router or
access point wizard opens. When you are finished, click the Close
button.

Copying settings to the LUSE flash drive_

A 7

To add a device or computer, follow these instructions

1 e the ULE fash drive from thin computer.

2 Inqert the LISE Mash dive ito & USE pert en i devics of the cempuber, (Compaen must B
rFunning Windews 3P o Windaws Yt

3 Fordevicen. follow the initrustions in the informuticn that cemae with the devce or on the
LEID af the devics, # spglicable

¥t rmore detsiled inpructsene chk hsne

el

= ;
-

Fepest stepd 2 and 3 For asch device o compuber Thit you wiss 16 sdd.

(=)
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

Connecting to a Secured Wireless Network
(WEP, WPA-PSK & WPA2-PSK)

The following are step-by-step directions to set up a wireless connection.

1. Click on Properties.
Explore

Scan with AV Free

Map hetwork Drive...

Disconnect Metwork Drive.,.

Create Shortcut
Delete

2. Click the Manage network connections link in the Network
and Sharing Center window.

Metwork and Sharing Center

o .

RYAM-PC-OELL d‘l’nl:gu;\h Tbrmiet
{This computes)

G ik com tw Fublis netwark] Cuttemnise
Acss Lecal and Inneret
Cannestion Lecal Area Connection Vopwr gty

B Shasing snd Diseovary

Hetwtek ditceary eon
File g oo
Publc folder sharing o O
Prirfar gharing oo
Paasword geoticted shanng &0n
Mein sharing o O

%) ) () ) T

i oy ol e ey o Toiders | aen sharing

Lhaw me ol the thared nebwerk inlden on this computer
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

3. Right-click the Wireless Network Connection entry and then select  giu st comssion

Connect/Disconnect from the drop-down menu. *

Connect f Disconnect

L8 ]

4. Select a network to connect to in the Select a network to connect
to window in the Connect to a network wizard and then click the
Connect button.

o) B Conned to s natwork

Select a network 1o connect io

-

[ =T I M

5 YiherelstheMeveriand  Uesecueed netercct

h sk Linesrused natert
-

i ik ind ahenng Lemke

5. The following Connect to a network wizard window displays the
system progress.

b )

) W Convectio s netwonk

Connecting to dlink

A

i) |
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

6. Enter the network security key or passphrase for the Router in | % ¥ smmammes
the textbox provided in the Type the network security key or Type the network security key or passphrase for link
passphrase for dlink window in the Connect a network wizard. T e R W e
When you are finished, click the Connect button. |sn-,qw..
4 [ Connect || cancet ] |
7. The following Successfully connected to dlink window in the e a -
Connect to a network wizard is displayed. Choose to save to =
the network and/or start the new connection automatically. When i s
you are finished, click the Close button. _
Cosl) |
8. Enter cmd in the search box at the bottom of start menu
window and press Enter.
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

9. Confirm your new settings by calling up the command prompt and
then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command
prompt.
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Section 11 - Connecting to an Unsecured Wireless Network

Connecting to an Unsecured Wireless
Network

The following are step-by-step directions to set up an unsecured wireless connection.

1. Click on Properties.

2. Go to the Network and Sharing Center window and click
the Manage Network Connections link.

Explore
Scan with AVG Free

Map Metwork Drive...
Discoannect Metwark Drive..

Create Shomcut
Delete

B Shasing and Discavery
Netwsrk dasovery o o
Fibr thanng o off
Public folder sharing @ o
Piirer shiring o off
Paagmord grotedted shaiing &Cn
M sharing o O

SLRIGESIOL

Shew me il the Tl s Tolder | am ihanng

Shes me ol Bhe tiared nebwerk inlden an this computer
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Section 11 - Connecting to an Unsecured Wireless Network

3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

" Wireless Metwerk Connection
hL.C08 Disable

E
x d!ﬂ Atheros

Connect / Disconnect

Diagnose

Bridge Connections

®)

Creste Shortout
R
Properties
4. Select a network to connect to in the Select a network to connect o e
to window in the Connect to a network wizard and then click the it
COH nect button . Select a netwoork 1o connect 1o
Show | Al . £
E; dink Ut ridl natuasth “ﬂ! .
Er' WherdiThebermiiad  Uestoured nobwork M
ﬂ diink Lirviec ured netwske “ﬁ!
I!I =l
5. Confirm your desire to connect anyway on the following Network D s f, —
Connection Status window.
B ot
+* Comnect to a different nebwork
i Lamin
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Section 11 - Connecting to an Unsecured Wireless Network

6. The following Connect to a network wizard window displays the
system progress.

[ amat ] |

7. The following Successfully connected to dlink window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you

-

B Conewtte s retmait

-

Sucoess fully connecied bo dlink

are finished, click the Close button.

8. The successful connection is displayed at the bottom of the Windows
start up menu.
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Section 11 - Connecting to an Unsecured Wireless Network

9. Confirm your new settings by calling up the command prompt
and then entering the ipconfig command.

.-c\_w,.,mgymrm“ﬁ.'a 5 v Ll =i el
lew dimikn (LT R

10.To test the new IP address, use the Ping feature of the command
prompt.
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Section 12 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-619.
Read the following descriptions if you are having problems. (The examples below are illustrated in Windowse XP. If
you have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

 Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 2.0 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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» Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination
could be another computer, or a URL.

* Click on Start and then click Run.

e Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

ping [url] [-f] [-]] [MTU value]

hyters nF data:

Example: ping yahoo.com -f -1 1472

D-Link DIR-619 User Manual 87



Section 12 - Troubleshooting

You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

» Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.

* To change the MTU enter the number in the MTU field and click the Save Settings button to save your
settings.

* Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.

D-Link DIR-619 User Manual 89



Appendix A - Wireless Basics

What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
* Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like airports, hotels, coffee shops, libraries, restaurants, and convention centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to
start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips
Here are a few things to keep in mind, when you install a wireless network.
Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

For the wireless repeater, there are two types of repeater in D-Link for user to select:

0 Universal repeater: It acts as an AP and a wireless STA at the same time. It can support all AP and wireless STA
if they work in the same wireless channel.

0 AP-repeater (AP with WDS): only repeat same model or limited models which base on the same proprietary
protocol.

Please choose a universal repeater to boost the signal to extend the range.
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Wireless Modes

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the
router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

» Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more WNA-2330 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from
a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

INDOWSaystem 32 emd. exe

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and
the default gateway of your adapter.

If the address is 0.0.0.0, check your adapter
installation, security settings, and the settings
on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

If you are connecting to a wireless network at a
hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network
settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps

below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4

Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN

IP address on your router.

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address
192.168.0.X where X is a number between 2 and 99. Make sure that the number
you choose is not in use on the network. Set Default Gateway the same as the LAN
IP address of your router (192.168.0.1).

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The
Secondary DNS is not needed or you may enter a DNS server from your ISP.

Step 5
Click OK twice to save your settings.

Internet Protacal (TOPAP) Properties
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Warranty

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited Warranty:

* Only to the person or entity that originally purchased the product from D-Link or its authorized reseller or distributor, and
* Only for products purchased and delivered within the fifty states of the United States, the District of Columbia, U.S. Possessions
or Protectorates, U.S. Military Installations, or addresses with an APO or FPO.

Limited Warranty:
D-Link warrants that the hardware portion of the D-Link product described below (“Hardware”) will be free from material defects in workmanship and materials
under normal use from the date of original retail purchase of the product, for the period set forth below (“Warranty Period”), except as otherwise stated herein.

* Hardware (excluding power supplies and fans): One (1) year
* Power supplies and fans: One (1) year
* Spare parts and spare kits: Ninety (90) days

The customer’s sole and exclusive remedy and the entire liability of D-Link and its suppliers under this Limited Warranty will be, at D-Link’s option, to repair or replace the
defective Hardware during the Warranty Period at no charge to the original owner or to refund the actual purchase price paid. Any repair or replacement will be
rendered by D-Link at an Authorized D-Link Service Office. The replacement hardware need not be new or have an identical make, model or part. D-Link may, at its
option, replace the defective Hardware or any part thereof with any reconditioned product that D-Link reasonably determines is substantially equivalent (or superior) in

all material respects to the defective Hardware. Repaired or replacement hardware will be warranted for the remainder of the original Warranty Period or ninety (90) days,
whichever is longer, and is subject to the same limitations and exclusions. If a material defect is incapable of correction, or if D-Link determines that it is not practical
to repair or replace the defective Hardware, the actual price paid by the original purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link
of the defective Hardware. All Hardware or part thereof that is replaced by D-Link, or for which the purchase price is refunded, shall become the property of D-Link upon
replacement or refund.
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Limited Software Warranty:

D-Link warrants that the software portion of the product (“Software”) will substantially conform to D-Link’s then current functional specifications for the Software, as set forth in
the applicable documentation, from the date of original retail purchase of the Software for a period of ninety (90) days (“Software Warranty Period”), provided that the
Software is properly installed on approved hardware and operated as contemplated in its documentation. D-Link further warrants that, during the Software Warranty Period,
the magnetic media on which D-Link delivers the Software will be free of physical defects. The customer’s sole and exclusive remedy and the entire liability of D-Link and
its suppliers under this Limited Warranty will be, at D-Link’s option, to replace the non-conforming Software (or defective media) with software that substantially conforms to
D-Link’s functional specifications for the Software or to refund the portion of the actual purchase price paid that is attributable to the Software. Except as otherwise
agreed by DLink in writing, the replacement Software is provided only to the original licensee, and is subject to the terms and conditions of the license granted by
D-Link for the Software. Replacement Software will be warranted for the remainder of the original Warranty Period and is subject to the same limitations and exclusions.
If a material non-conformance is incapable of correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-conforming Software, the
price paid by the original licensee for the non-conforming Software will be refunded by D-Link; provided that the non-conforming Software (and all copies thereof) is first
returned to D-Link. The license granted respecting any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty:

The Limited Warranty provided hereunder for Hardware and Software portions of D-Link’s products will not be applied to and does not cover any refurbished product and
any product purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty
obligation pertaining to the product and in that case, the product is being sold “As-Is” without any warranty whatsoever including, without limitation, the Limited Warranty
as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim:
The customer shall return the product to the original purchase point based on its return policy. In case the return policy period has expired and the product is within
warranty, the customer shall submit a claim to D-Link as outlined below:

* The customer must submit with the product as part of the claim a written description of the Hardware defect or Software
nonconformance in sufficient detail to allow DLink to confirm the same, along with proof of purchase of the product (such

as a copy of the dated purchase invoice for the product) if the product is not registered.

* The customer must obtain a Case ID Number from D-Link Technical Support at 1-877-453-5465, who will attempt to assist
the customer in resolving any suspected defects with the product. If the product is considered defective, the customer must
obtain a Return Material Authorization (‘RMA”) number by completing the RMA form and entering the assigned Case ID
Number at https://rma.dlink.com/.
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« After an RMA number is issued, the defective product must be packaged securely in the original or other suitable shipping package to ensure that it will not be
damaged in transit, and the RMA number must be prominently marked on the outside of the package. Do not include any manuals or accessories in the shipping
package. DLink will only replace the defective portion of the product and will not ship back any accessories.

* The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery (“COD”) is allowed. Products sent COD will either be rejected by
D-Link or become the property of D-Link. Products shall be fully insured by the customer and shipped to D-Link Systems, Inc., 17595 Mt. Herrmann, Fountain
Valley, CA 92708. D-Link will not be held responsible for any packages that are lost in transit to D-Link. The repaired or replaced packages will be shipped to
the customer via UPS Ground or any common carrier selected by D-Link. Return shipping charges shall be prepaid by D-Link if you use an address in the United
States, otherwise we will ship the product to you freight collect. Expedited shipping is available upon request and provided shipping charges are prepaid by the
customer. D-Link may reject or return any product that is not packaged and shipped in strict compliance with the foregoing requirements, or for which an RMA
number is not visible from the outside of the package. The product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any
product that is not packaged and shipped in accordance with the foregoing requirements, or that is determined by D-Link not to be defective or non-conforming.

What Is Not Covered:
The Limited Warranty provided herein by D-Link does not cover:

Products that, in D-Link’s judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse, faulty installation, lack of reasonable
care, repair or service in any way that is not contemplated in the documentation for the product, or if the model or serial number has been altered, tampered with,
defaced or removed; Initial installation, installation and removal of the product for repair, and shipping costs; Operational adjustments covered in the operating manual for
the product, and normal maintenance; Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage; Any hardware, software,
firmware or other products or services provided by anyone other than D-Link; and Products that have been purchased from inventory clearance or liquidation sales or other
sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product.

While necessary maintenance or repairs on your Product can be performed by any company, we recommend that you use only an Authorized D-Link Service Office. Improper
or incorrectly performed maintenance or repair voids this Limited Warranty.

Disclaimer of Other Warranties:
EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER
INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
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IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY
SHALL BE LIMITED TO THE DURATION OF THE APPLICABLE WARRANTY PERIOD SET FORTH ABOVE. EXCEPT AS EXPRESSLY COVERED UNDER
THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND PERFORMANCE OF THE PRODUCT IS WITH THE
PURCHASER OF THE PRODUCT.

Limitation of Liability:

TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER
LEGAL OR EQUITABLE THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER
DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR
PROFIT, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-LINK'S
PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT RETURNED TO
D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY
BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY FOR A
BREACH OF THE FOREGOING LIMITED WARRANTY IS REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NONCONFORMING PRODUCT. THE
MAXIMUM LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT COVERED BY THE WARRANTY. THE
FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES,
EXPRESS, IMPLIED OR STATUTORY.

Governing Law:

This Limited Warranty shall be governed by the laws of the State of California. Some states do not allow exclusion or limitation of incidental or consequential damages,
or limitations on how long an implied warranty lasts, so the foregoing limitations and exclusions may not apply.

This Limited Warranty provides specific legal rights and you may also have other rights which vary from state to state.

Trademarks:
D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered trademarks are the property of their respective owners.

Copyright Statement:

No part of this publication or documentation accompanying this product may be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as stipulated by the United States Copyright Act of 1976 and any
amendments thereto. Contents are subject to change without prior notice.

Copyright ©2005-2007 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

D-Link DIR-619 User Manual 101



Appendix E - Warranty

CE Mark Warning:
This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the user may be required to take adequate measures.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this
equipment.

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited
to channels 1 through 11.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.
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