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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is
specifically designed for Small Office and Home Office needs. It provides a complete SOHO solution
for Internet surfing, and is easy to configure and operate even for non-technical users. Instructions for
installing and configuring this product can be found in this manual. Before you install and use this
product, please read this manual carefully for fully exploiting the functions of this product.

Functions and Features

Router Basic functions

® Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.
® WAN type supported
The router supports some WAN types, Static, Dynamic, PPPoE , PPTP ,L2TP, Dynamic IP
with Road Runner.
® Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.
® DHCP server supported
All of the networked computers can retrieve TCP/IP settings automatically from this product.
® Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet
Explorer.
® Virtual Server supported
Enable you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.
® User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then this
product can sense the application type and open multi-port tunnel for it.
® DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when
special application sensing tunnel feature is insufficient to allow an application to function
correctly.
®  Statistics of WAN Supported

Enables you to monitor inbound and outbound packets



Wireless functions

High speed for wireless LAN connection
Up to 80Mbps data rate by incorporating Orthogonal Frequency Division Multiplexing
(OFDM).

Roaming
Provides seamless roaming within the IEEE 802.11b (11M) and IEEE 802.11g (54M)
WLAN infrastructure.

WDS(Wireless Distribution System): It is a system that enables the interconnection of access
points wirelessly.

WPS(WiFi Protection Setup):WPS is WiFi Protection Setup which is similar to WCN-NET
and offer safe and easy way in Wireless Connection.

IEEE 802.11b compatible (11M)
Allowing inter-operation among multiple vendors.

IEEE 802.11g compatible (54M)
Allowing inter-operation among multiple vendors.

IEEE 802.11n compatible

Security functions

Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the IP address of the source
and destination.
Domain Filter Supported
Let you prevent users under this device from accessing specific URLs.
URL Blocking Supported
URL Blocking can block hundreds of websites connection by simply a keyword.
VPN Pass-through
The router also supports VPN pass-through.
802.1X supported
When the 802.1X function is enabled, the Wireless user must authenticate to this router first
to use the Network service.
Support WPA-PSK and WPA version 1 and 2
When the WPA function is enabled, the Wireless user must authenticate to this router first to
use the Network service
SPI Mode Supported

When SPI Mode is enabled, the router will check every incoming packet to detect if this



packet is valid.

DoS Attack Detection Supported

When this feature is enabled, the router will detect and log the DoS attack comes from the
Internet.

Qos(Quality of Service)

Provide different priority to different users or data flows, or guarantee a certain level of

performance.

Advanced functions

System time Supported

Allow you to synchronize system time with network time server.

E-mail Alert Supported

The router can send its info by mail.

Dynamic dns Supported

At present,the router has some ddns providers,like.dyndns,no-ip TZO.com and dhs.org.
SNMP Supported

The router supports basic SNMP function.

Routing Table Supported

Now, the router supports static routing.

Schedule Rule supported

Customers can control some functions, like virtual server and packet filters when to access or

when to block.

Other functions

® UPNP (Universal Plug and Play)Supported

The router also supports this function.

The applications: X-box(360), Msn Messenger, Windows Messenger and NDSL.

Packing List

Wireless broadband router unit
Installation CD-ROM

Power adapter

CAT-5 UTP Fast Ethernet cable



Chapter 2 Hardware Installation

2.1 Panel Lavout
2.1.1. Front Panel

h- FWR 4 3 - 1 WAN ‘

Figure 2-1 Front Panel

LED: Ports:

Port Description

PWR Power inlet

WAN the port where you will connect your cable (or DSL) modem or
Ethernet router.

Port 1-4 the ports where you will connect networked computers and other

devices.



2.1.2. Rear Panel

LED:

Figure 2-2 Rear Panel

LED Function |Color Status Description
System Status is flashed once per second to indicate system is
Status Green  |Blinking
status alive.
WAN port
WAN Green |On The WAN port is linked.
activity
Blinking The WAN port is sending or receiving data.
Wireless
WLAN o Green  |Blinking Sending or receiving data via wireless
activity
Link. An active station is connected to the corresponding
Link status |Green  |On
1~4 LAN port.
The corresponding LAN port is sending or receiving
Blinking
Speed data.
10/100 |Data Rate |Green o Data is transmitting in 100Mbps on the corresponding
n
LAN port.
Reset To reset system settings to factory defaults
Special
Button
application




2.2 Procedure for Hardware Installation

2. Decide where to place your Wireless Broadband Router
You can place your Wireless Broadband Router on a desk or other flat surface, or you can mount it
on a wall. For optimal performance, place your Wireless Broadband Router in the center of your
office (or your home) in a location that is away from any potential source of interference, such as a

metal wall or microwave oven. This location must be close to power and network connection.
2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one

of the LAN ports of this product.

b. Wireless LAN connection: locate this product at a proper position to gain the best transmit

performance.

Existing
Connaction

YDSL/ Cable
Maodam /

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet

backbone. Figure 2-3 illustrates the WAN connection.
4. Power on

Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators M1 will be
lighted ON for about 10 seconds, and then M1 will be flashed 3 times to indicate that the self-test
operation has finished. Finally, the M1 will be continuously flashed once per second to indicate

that this product is in normal operation.



Chapter 3 Network Settings and Software Installation

To use this product correctly, you have to properly configure the network settings of your computers

and install the attached setup program into your MS Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Network Settings of Your Computer

The default IP address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to

Appendix A to configure it. For example,

1. configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,

2. configure your computers to load TCP/IP setting automatically, that is, via DHCP server of

this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows 95 platforms. First, execute the ping command
ping 192.168.123.254
If the following messages appear:
Pinging 192.168.123.254 with 32 bytes of data:
Reply from 192.168.123.254: bytes=32 time=2ms TTL=64

a communication link between your computer and this product has been successfully established.

Otherwise, if you get the following messages,
Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.

There must be something wrong in your installation procedure. You have to check the following items

in sequence:
1. Is the Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Is the TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.



Chapter 4 Configuring Wireless Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser,

such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS

Windows, Macintosh or UNIX based platforms.
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4.1 Login to Configure from Wizard

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for IE)
field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general users and for system administrator.

To log in as an administrator, enter the system password (the factory setting is “admin”) in the
System Password field and click on the Log in button. If the password is correct, the web appearance
will be changed into administrator configure mode. As listed in its main menu, there are several

options for system administration.

The user can setup step by step to finish the connection with Wizard.

Multi-Functional Wireless Broadband NAT Router (R1.97gda-RE1)

= ALMINIS]HA §OH'S MAIN MENL =W Stalus ¢ Logoul

< Plarasy Seloct e Opecations |

@ Wizard

™ Aihranced Setup

" This scresn reminds you to configure witd the Wizacd is finished

[ En ]

Setup Wizard will guide you through a basic configuration procedure step by step.Press ”Next >”
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Multi-Functional Wireless Broadband NAT Router (R1.97 g8-R86)

O AUTINES THATUICS BAIR MENL ) St 5% nazaca 0 agvanced b Logout

= Swlup Wizard [EMIT ]

Setup Wizand will guidc you throudgh a Basic configuration procedine step by step,

b STep Y, Uatup Login Passward
* Stop 2, WAN Bolup

« Srap A, Wirgless Selup

» Step 4. Surnmoary

» Step 5. Finizh

Bk [-S1art > Pasaword > WAN Wirpie ATTTTTR Fliilo

If the user finishes those steps and the router shows as below. It means that customers can enjoy

Internet.

Multi-Functional Wireless Broadband NAT Router (R1.97g8-RE6)
o AUMINIS T HA I UH'S MAIN MENU A Statis 5% wzara 0l amvancod » Logout

I
o Sutup Wisand [EXIT |

Configuration is Completed.
Plegse clek "Finan® o back 10 Datus page

O wou can click " Configure Again” o sebup e wizand again

12



4.2 Status

Multi-Functional Wiraless Broadband NAT Router (R1.97 g6-

Al Blatus WY wazard T pewanced

A. WAN Port Status.

This option provides the function for observing this product’s working status:

o ADMINGS THA TUH'S MAIN MENU F Logout
. Syatrm Statna [ HELP } |
. ftem WAN Status Sidenote “ -.
Remaining | aaza Timea nnnd-ne [_EE
IP Address 192168122153
| Subrmel Maxk 1553552550
i Falaway 182168.122.210
Lrormain Mame S THLVEE 1204, T8 22010
! MAL Addresa UU-50-T-21-02-0Y
( < Wireless Status .
tem ] WLAN Status Swienote
i Wiraless mndn T nabls
i 250 dAnfanlt
| Charmmel 3
| Euuurily Mung

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button

on the Sidenote column. You can click this button to renew or release IP manually.

B. Statistics of WAN: enables you to monitor inbound and outbound packets

13



4.4 Basic Setting

Please Select “Advanced Setup” to Setup

Multi-Functional Wireless Broadband NAT Router (R1.97g8-R286)

< ALRAINIS THA LOR'S MAIN MENL

4| Status V7 wizara Ul pcvancod

e300

ig BASIC SETTING <7, FORWARNMGRULES (=) SICHURMTYSITTING 7 ANVANCEDSTTING (T, TO0LNOX

- P $ « Basic Sewing
= IHEP Sigwes
= Primary Sotup
* Vi olosi - Cunfgury LAMN TP, and selevl Wak lyps
" mmw * DHCP Sefver
= |he semmgs inchude Hos! 1P, Gubnél Mask, Cralesay, LING, sl WWERET

comgurstians
* Wheless
= Wirelegs safings allow you to canfigure the wiielass configuration iems
Thio deice aloe Suppors WDSMWIrelaso Diotbulien Systomm) and WEEMIFI
FProtected Setup)
& Change Pazsiaarnd
MEW O I ehanpe Syslom paddword
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4.4.1 Primary Setup — WAN Type, Virtual Computers

Multi-Functional Wireless Broadband NAT Router (R1.87g6-REE6)

o TRATOR'S B Staws 5% wizard 11 pdvancod » Logout
) BASIC SETTIMG {‘ TORMARDING RILLS  §Z SECURITY SLTTHG G ADVANCID SETTIMG \ias TOOLDOX
= Primary Setig | HELP
+ Primmary Setup _ I
- MeEm Sorting
o PR S ey
i 5 182.1688.0.1
R LAMN IP Rdrlress
= - o AN Type :D\mmlc 1P Address
b Hast Nama | (eplional)
b WANT WA AdHrRGE | |no-50-18-21-7-88 [ Clone WAL |
* Renew IF Forever [ Enable fhute-reconnect
| Sove || ungo || wirtual Computers... |

Press “Change”

Multi-Functional Wireless Broadband NAT Router (R1.87g6-RE6)

s N wazard i) Advanced * Logout

|
| h s WIAN Typa
sl | Chansa VP
T Usangu
[HCP Sorear
2 ) Static i Addrecs I15F assigns ymi a stafic IP addrrss
*:-'? Mymarnie 1P Addrez= Cotain an P adaress from IS8 aumomaEnc sy
o Clmnigge P il
0 Crynigmnie P Addrees wilh Rusd Runner Session Managermenl (w9, Teleba BigFund)
O PPF over Evemet Sutree ISPy reguine Ui wse uf PPPUE fw comrivcl Lo el semices
[‘_“: FPTP Bom IEFS roguine o wooe of FF TP o conmact 1o thadr Gomces
O TP Bome I2F s require the use of LITP 10 connect to their semices

This option is primary to enable this product to work properly. The setting items and the web

appearance depend on the WAN type. Choose correct WAN type before you start.

1. LAN IP Address: the local IP address of this device. The computers on your network must use the

LAN IP address of your product as their Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:
A. Static IP Address: ISP assigns you a static IP address.

B. Dynamic IP Address: Obtain an IP address from ISP automatically.

15



Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.

PPTP: Some ISPs require the use of PPTP to connect to their services.

m oW g0

L2TP: Some ISPs require the use of L2TP to connect to their services

4.4.1.1 Static IP Address

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP.
4.4.1.2 Dynamic IP Address

1. Host Name: optional. Required by some ISPs, for example, @Home.

2. Renew IP Forever: this feature enables this product to renew your IP address automatically when

the lease time is expiring-- even when the system is idle.

4.4.1.3 Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
1. LAN IP Address is the IP address of this product. It must be the default gateway of your

computers.

2. WAN Type is Dynamic IP Address. If the WAN type is not correct, change it!

3. Host Name: optional. Required by some ISPs, e.g. @Home.

4. Renew IP Forever: this feature enable this product renew IP address automatically when the

lease time is being expired even the system is in idle state.

4.4.1.4 PPP over Ethernet
1. PPPoE Account and Password: the account and password your ISP assigned to you. For security,

this field appears blank. If you don't want to change the password, leave it empty.

2. PPPoE Service Name: optional. Input the service name if your ISP requires it. Otherwise, leave
it blank.
3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE session.

Set it to zero or enable Auto-reconnect to disable this feature.

4, Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most
common MTU value is 1492.

5. Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.

16



Auto-Reconnect(Always-on):The device will link with ISP until the connection is established.

Manually :The device will not make the link until someone clicks the connect-button in the

Staus-page.

4.4.1.5 PPTP

First, Please check your ISP assigned and Select Static I[P Address or Dynamic IP Address.

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP assigned

to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISP requires it.

4. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

connect to ISP automatically, after system is restarted or connection is dropped.

5. Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on):The device will link with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the

Staus-page.

4.4.1.6 L2TP

First, Please check your ISP assigned and Select Static I[P Address or Dynamic IP Address.

For example: Use Static

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP assigned

17



to you.

Server IP Address: the IP address of the PPTP server.

PPTP Account and Password: the account and password your ISP assigned to you. If you don't

want to change the password, keep it empty.

Connection ID: optional. Input the connection ID if your ISP requires it.

Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

connect to ISP automatically, after system is restarted or connection is dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on):The device will link with ISP until the connection is established.

Manually :The device will not make the link until someone clicks the connect-button in the

Staus-page.

18



4.4.1.7 Virtual Computers(Only for Static and dynamic IP address Wan type)

Multi-Functional Wireless Broadband NAT Router (R1.97g8-REE)

& AURMINS THA U S MAIN MENL 4l Stalis. W% wnzara 1 agvancod + Lopout
) BASIC SETTING | (o7, PORWARTING RULES | 553 SECURITY SFTTING S ANVANCED SETTHIG \1_'1;,”, TO0LBOX
| < Vitusl Compaiten s HEL™
+ Primary Sotup | i ! !
o IHEP Seyve | DHGP ghonts | — Salecd ono Iwl L.Gopyta. | D w
 Whrclass | m Global 1P Local 1B Enable
o Chisngh Passwerd | 1 1921600 &
| 2 1931680 El
| 3 192 16830 El
Albow vt 1o
setup the | 4 192 1660 El
one to ang I
mapping of | s 19216840 B
g bl | .
IF address | Lndo
akins (Lsave | [unda |
athiross,

Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global IP address and local IP address.

e Global IP: Enter the global IP address assigned by your ISP.
e Local IP: Enter the local IP address of your LAN PC corresponding to the global IP address.

e Enable: Check this item to enable the Virtual Computer feature.

19



4.4.2 DHCP Server

Multi-Functional Wiraless Broadband NAT Router (R1.97g6-R88)

L ADMIMISTRATOR S BMAIN MM “W Status N wizard 18 Advanced b Logposit
[ij:,- HASC “n:li -,_-:-_l", FORWARDING RULES | (S SECURITY SETTING TUJ AINANCED SETTING 1,_.;', Tl B0

» Primery Setup o DHCP Sprver | HELIY |
& DNHEP Sy wy i .
W alas v DHCFP Sarér Cinisatle ® Enable
b Eninp hiaaia v Leage Time an Minutes

v IP Pool Starting Agdress 100

b IP Puol Ending Addrose 198

v Diormain MName

¥ Prirnany NG 0.0.00

» Becondary DHE 0.0,0.0

b Primnany WING |U.DDEI

b SEcondan WikG | nonn

¢ Gateway | nnno {apliaral)

[ Save | [ Undo | [ Clients List... || Fixed Mapping... |

Press “More>>"

1.

2.

DHCP Server: Choose “Disable” or “Enable.”

Lease time: This is the length of time that the client may use the IP address it has been
Assigned by dhcp server.

IP pool starting Address/ IP pool starting Address: Whenever there is a request, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the

requesting computer. You must specify the starting and ending address of the IP address pool.
Domain Name: Optional, this information will be passed to the client.

Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers
Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP

server offers an IP to your PC.

20



4.4.3 Wireless Setting, 802.1X setting and WDS

Multi-Functional Wireless Broadband NAT Router (R1.9796-R86)

- ADMINISTRATOR S MAIN MENL Status N7 Wizaid Natvanied * Lugwut
E! ‘i BAGIL ST TING ‘_'_-I)_;_ FONRIIING HULES w SECUHITY SET TING ‘{E} AUWARCED SE 11 1-{:1:_. TOOLEON
S o 0 Wireless Sefling : [ HELP | |
+ DHCP Server o ' Setiing
S * WIroloss ® Enapto O Disablo
SRS . v Mubaork ID(ESID) 188
v WWireless Mode @11 wigin wneea O 1in anky
» S210 Brosdeast & Enable ) Divably
Piasss v Channal 11 |
cunfigun e 861
v Soduiny WRAPSK |5
& Encryplion | TKIF
» Prashare Key Moda | AECH |
v Preahara ey 1 23456TE90
[oBave_| [ unoo | [ wisless Cilent Ligt.

Wireless settings allow you to set the wireless configuration items.

Wireless : The user can enable or disalbe wireless function.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client stations
can roam freely over this product and other Access Points that have the same Network ID. (The factory

setting is “default”)

SSID Broadcast: The router will Broadcast beacons that have some information, including ssid so that
The wireless clients can know how many ap devices by scanning function in the network. Therefore,

This function is disabled, the wireless clients can not find the device from beacons.
Channel: The radio channel number. The permissible channels depend on the Regulatory Domain.
The factory setting is as follow: channel 6 for North America; channel 7 for European (ETSI);

channel 7 for Japan.

Security: Select the data privacy algorithm you want. Enabling the security can protect your data while

it is transferred from one station to another.

21



There are several security types to use:

WEP :
When you enable the 128 or 64 bit WEP key security, please select one WEP key to be used and input
26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

802.1X
Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled, the
Wireless user must authenticate to this router first to use the Network service.

RADIUS Server

IP address or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.

Multi-Functienal Wireless Broadband NAT Router (R1.97g6-R26)

- ADMINISTRATOR'S MAIN MENU B _status N wizard 81 pavancen * Lonout
w 4 BA‘aIL 5.*".“_“".. {5 FHNAHER G, HULES @ SECIRYUTY SE 1 TIHG % AUVAHLED SEI TING 1,_:;1.:_ | DRLEDE
» Trimary Ectup < Wirciess Setting . [HIrTP]
» DHCP Sereef ik !:niﬂm
e » Wirrlaas (T Trable & Nizahle
) EvaroR R o Matwork ID{SSI0) [detaui
b Wirgiras Mords &1 i Mied 2110 nnly
# SSID Broadoast (1 Enabie 2 Disabie
b Channel (3 ns
¥ Security AN 1% and RADILIA ¥
¢ Focrgphinin ey | engih @ fdhits IR bits
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b RADIIS pur 18z
b RANILIE Bharad Keay
(Lsave ) | Undo | [ DS Setiing.. |
| s Aiaress Gantiol._| | wireiess Glant List.. |

WPA-PSK
1. Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

22



If ASCII, the length of pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

Multi-Functional Wireless Broadband NAT Router (R1.97g8-REE)

o AUBINIS THATUF S MAI MENU -A_Slatus N7 wazara T4 Acvanced + Logout
igu BASIC SETTING -<-;.-:'l_ FORWARTING RULFS | (=3 SECURITY SETTMG 77 ANVANCED SETTIIG \1_'1;,”, TOOLB0E
¥ Peomary Sovaw . < W ehess Sulling [ HELP ]
+ THEP Sevuey I _ it

ST | P Wirslpag O Eranle & nisanin
e 7 | » Mgtwork DESID defanlt

| ¥ Wireless Mody ) 11 pigin Mize 2110 onty

| + 5510 Brosdeast @ enaple O Disanta

| + Channgl 3 |l

i v Swriily WIA-FOK »

| » Entryplian THIP

¥ Proohare Koy Mode ASCH |

» Prezsnarg kay

[L8ave. | [ Undo | [wD3 Satting.. |
[mac ndarogs Gontral, | | Wirsiess Giient List..

WPA

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the
Wireless user must authenticate to this router first to use the Network service. RADIUS Server
IP address or the 802.1X server’s domain-name.

Select Encryption and RADIUS Shared Key
If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.

WPA2-PSK(AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678
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WPA2(AES)

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server

IP address or the 802.1X server’s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the

key value in the RADIUS server.

WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client

uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678
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Multi-Funetional Wireless Broadband NAT Rauter (R1 97 g6-REE)

L ADMINISTRATOR s MAIN MENI <0 Status Y Wizard it Avanced » 1 agout
£y BASIC SETTING 4)‘ FORWARDING RULES  4Z3 SECURITY SETTING l{m ADVANCED SETTING 1,1‘_.:', TOOLEOK
, W Wirciess Soning LILLE ]
* rumary Setup I —
e Sedin
o IHCE Sarver | w
¥ Wirelecs Oe (=} Dl saht
T T | Wirele nalile Dilsable
v NEtwerk IDLSIO) default
+ CaADD Masawdrd dEtwork IDELSILY
| * wiraiess Mode 11 bigin Mixad O 11 only
b OS50 Braadsaat ':.:'\'| nahie "-‘u‘:-'|"|=:ﬂ!'l'!l:II
* Channol 1 e
& Secuniby WRPAFSK IWPAT-PEK =
| » Encryplion THIP » AES
v PrEshare ey Mode ASCH |
v Proohamne oy
[ Swve | [ Lnde | [ WOS Sebing. |
| WAL Address Gontrol. | | vireless ClientList |
WPA/WPA2

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS

Server
The router will detect automatically which Security type(Wpa-psk version 1 or 2) the client

uses to encrypt.
IP address or the 802.1X server’s domain-name.
Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the

key value in the RADIUS server.
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WPS(WiFi Protection Setup)
WPS is WiFi Protection Setup which is similar to WCN-NET and offers safe and

easy way in Wireless Connection.

Multi-Functional Wireless Broadband NAT Rauter (R1.97g6-RE6)
< ADBINISTRATOR's BAAIN KIENLI - Status NY wizard 1 Advanced b Logout

EE NASIC SETTING )_, FORWARDING RULES | (25 SECURITY SETTING M1 AUVANCED SETTING ".’*-1':7-.' TOOLBOX

. P  Setup o WA-F Protectod Setup

R LET ] Setting

+ WFS () Enable CF Disable

= Wi elews

O Cumént 21N

gt Lo T & Configure Wireless Sfation
L Enrolies FiN B

3 Softeary btton

¥ Wamnn

B WIS slalus !W‘F‘Sis irpyrankicil
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WDS(Wireless Distribution System)

WDS operation as defined by the IEEE802.11 standard has been made available. Using WDS it is

possible to wirelessly connect Access Points, and in doing so extend a wired infrastructure to locations

where cabling is not possible or inefficient to implement.

-l MSTEIM'I A HENU

Multi-Functional Wireless Broadband NAT Router (R1.97g6-RE6)

Slatus

N i

1 fubvanced

ILW

Ef-Jw;;;H]m -;}\:..3‘}. FORWAMUING HULES | €3 SECUNIIY SEIIING 'i{"m AUVANCED SE1 104G -,L..‘, IoULYOX

« Primrary Seting
b IHCH Sodbind
= Wi elews

» Chiange Fassword

o W Setting

[HELP ]

Setting

* Wirgless Bridging

@ pigatle O Enable

¢ Romote AP MAC  MAC

MAL 2

a3 ||

Svaned AP MAC | — Swleclune —

ne mﬁwrmluﬁ MAL | = [a

S5

MAC Addrass

default

20-308-18-48-11-44

RIVACHTT 001 _ 1o

nAn-58-18-%1-01-58
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4.4.4 Change Password

Multi-Functional Wiraless Broadband NAT Router (R1.97 g6-RE6)

L ADMINIS TRATOR's MAIN MENLU Slatus Y Wizand I Ahvamced ¢ Logout

N OMASICSELING  cod, PORWANUING HULES (5 SECUMITYSENIING 4Ty AUVANTEU 5E110HG \_\t_. TOULEYE

1 Change Passisnnd
« Pramany Setup
= = Him Sutting
AT ¥ Oid Fasswond
s Changs Dasawned| | * Mo Pasaword

® Reconfirm |

You can change Password here. We strongly recommend you to change the system password for

security reason.
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4.5 Forwarding Rules

Muttl-Funetional Wireless Broadband NAT Rauter (R1.97 g&-RBE)

L ADMINSTRATOR S MAIN MENL B Status N wWizard. 18 pubaanced b Logout
— —

[i BASIC SETTING | 47, FORWARDING BULES (25 SECURITY SETTING M1 ANVANCED SETTING \.;i._, TOOLBOX

it

< 1 orwarding Hules

© Wirtual Server } |
- Spatisl AR

* Virual Server
- Mincellaneons Alaws aihers to accoss WWW, FTE, and cincr somces anh your LAN

& Spucial Application
= This configuration allows same applicatiens fo connect, and work with the
MAT rouber
* Mizcalansous
= [P Addresy of DMEI Heyl Alliees 8 compiulen 1o be dapossd o unreshicled
Loweany enmimiinicabion Mote that this faabiee aholid be used anly whan
neaded
- Man-atandard FTP part o hase to comfiguee this e o sant o access
an FTP Gomil whoso pan numboris not 21 oanen Client usaes acthe mode)
= LIPnF Setting: Ifyou enable LIPnF funciion, the router will work with LIFRP
gt acroamaanad.
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4.5.1 Virtual Server

Multi-Functional Wireless Broadband NAT Router (R1.97 g8-R86)

~  MUBAINIS | HAT OH'S MAIN MENLI “W_stalug N wwzary AR Advancod b Liogout

) pasicsiTTmg | o2, FORWARDIMG RILES | £55 SECHRITYSFTTING W7y ANVANCED SETTmG (2l T00LBOX

» Viiiel erver < Vinlual Surver [ HELP |
= Eiriial AP Wil known semtes | —selaet one— | Aehadula ruje | (N0JALwaYs | l_nnm'_lu_I
» Miseallanoous - <

| Survan 1P SwvicuPorts | Profcol | Enable | Schevubs Rulu

i [ TR 16AN 2 [ TOP | I 0O 0

2 162 1680 &0 TCP [ne | O 0

1 | 1821680 W3 | [vr ! | 01 | n

i 162 1BR &3 uor ! | O U

5 | 1921680 25 | TGP |8 | (| 0

6 | 18218840 110 TCP | 1 n

7 1821600 2d TGP | B u

g 1921680 00 UDP || i

] 1821880 1773 TEP s ] n

10 | 192 1BR IO B0 | TGP s 0 ]

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtual

server mapping table:

Service Port Server IP Enable
21 192.168.123.1 \%
80 192.168.123.2 \%
1723 192.168.123.6 \Y%
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4.5.2 Special AP

Multi-Functional Wireless Broadband NAT Router (R1.97 g6-RB86)

- ADMINISTRATOR s MAIN MENU Status N7 wigad 0 Auvancut * Lumuut
(@) nasic serTms |_3. FORMARING RULES %) SECHRTY STTTING Qi) ANVANCEDSETTING {7k, TOOLhox
= Wirthal Sareer £ Shocisl Apslicotions [HLLP'] |
- Special AlY Fopular spplications | — Select ong —- o MW =
- Miseallaneou n Trigger Iscoming Ports Eivalde |
1 . 6112 6112 i
;| 175 51200-51201,51210
] . 014 2000-2039,2050-2051, 2069, 2085, El
i | 47624 {2300-2400,28600-28000 il
§ | 12053 1292012122 24150- 24220 El
] 504 GATD-6999 Fl
7 i
B | O
[Save |

Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.
The Special Applications feature allows some of these applications to work with this product. If the
mechanism of Special Applications fails to make an application work, try setting your computer as the

DMZ host instead.
1. Trigger: the outbound port number issued by the application..

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the

predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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4.5.3 Miscellaneous Items

Multi-Funectional Wireless Broadband NAT Rauter (R1.97 g6-RB6)

L ADBIHIS TRATOR S MAIN MENU Status NY. Wizan M Anhvand + Loguut
() pasic SETIMG | F, [ORWARDING RULES | %5 SECURITYSETTING S AUVANCED SLTTING | |Z) TOOLDOX
[ e . |
S < Miscublanuous lums [ HELP )
Rem Sarttin Fnahle
© Spaciad AP » |
" aaress of DMZ 187 1RE 12
== IP Agaress of DMZ Host 716 | O
» Mon-standard FTR pon (] |
| * UPrE sulling | C
» B Suppon | i
IP Address of DMZ Host

DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.

NOTE: This feature should be used only when needed.

Non-standard FTP port
You have to configure this item if you want to access an FTP server whose port number is not 21. This

setting will be lost after rebooting.

Xbox Support
The Xbox is a video game console produced by Microsoft Corporation. Please enable this

function when you play games.
UpnP Setting

The device also supports this function.If the OS supports this function enable it,like Windows

Xp.When the user get ip from Device and will see icon as below:
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j‘,} Internet Gateway Device UPnP X

& new device is now available on your nebwork, For more

information, click here,

L]

E Crazy Browser, .. |

© (untitled) - Et... | |

&)

Address |83 My Netwark Places

Network Tasks

o Add & network place

t"'!_-_ Wiew network
conneckions

_‘_-') Sek up a home or sm
" office network

“|  Local Metwork

T
‘g Internet Gateway Device UPRF

al The Internet
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4.6 Security Settings

* Packet Filtters
« Allowes you to contral access fo a netwark by analyzing the incoming and
oUIROING packets and leting them pass or halting them based on the IP
address of the source and destination,
* Dormain Fillers
- LetyOu provien] users under this device from accessing speciiic UHLS.
* URL Blocking
« LIRL Blocking will biock LAN compulers o connect o pre-defined websites.
* MAC Address Control
- MAC ADOTESS COMrol 31l0Ws You 10 3S310n different access nght Tor dimerent
wsers and to ssgign @ specific IP address 10 @ cefain MAC address,
* Miscellanpnus
- Remaota Adrinistralor Host In general, anly Intranst user can browsea the
built-in web pages to panom administration task This faature enables you to
perfarmn administration task from remaote host
- Adminigtrator Tirme-out: The amount of ime of inactivity before the device will
automatic ally cloge the Administrator session. Setthis to zero to disable it

- Discand PING frorm WAM Slde: Yhen this feature 1S enabled, hosts on the
WA annat ninn the Miewica
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4.6.1 Packet Filter

Mutti-Functional Wireless Broadband NAT Router (R1.97 g6-REE)

= ABAINES TRATOR'S MAIN MENU -# Status. Y wazand 1 Adwancod ' Lagout
i..':f BASKC SETTING -;_f, FORVIARDING RULES .E* SECURITY SETTING. i) ADVARCED SETTING J 1'!_;_- T, B
i Pk J Outhoussd Packot Filtor (L)
* ThErraies HiRGT S s gﬂlhﬂ
« Uit Dibeking * Qulbound Filidoe D Enabip
2 Allow all o pass except those match the fallowing rubes
i @ Loy @il 10 paGo oHe E'[Ipl mooo ratch iho I'illl-:-"-‘q'lﬂﬂ ruins
© Miuceflaneous
Aebedide mile M0jAMWaYs  w [ Copyda, | T~ &
o | Source IP Destination 1°:Ports | Enable|  Scheiule fules
1 Ti0-11 | ‘B ]
N [ Tan 11 ‘8 o
1 I Td43 El [ li]
4 [ LFS3 E [ (1]
g 7248 O 0
B T10 @) 0
I T2 E1 ]

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies
on all outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or

DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules

2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

e  Source IP address

e Source port address

e Destination IP address

e Destination port address

e  Protocol: TCP or UDP or both.
e Use Rule#

For source or destination IP address, you can define a single IP address (4.3.2.1) or a range of IP
addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.
For source or destination port, you can define a single port (80) or a range of ports (1000-1999). Add
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prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies all port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to

Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter
field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.
Example 1:

Multi-Functional Wireless Broadband NAT Router (R1.97g8_testing23)

1 ALIMINIS THATOHS BAIN MLNU B Status. N waizare R Arhancon b Logout
. P _J - i _r—_'
ﬁ [ BASIC SETTING ‘oo, FORWASDING HULES  {=y SECURITY SETTMG Hﬁ. ADVARCED SETTING {14 TooLbox
| Cuthound Packet Fil HELP
¥ Siatus | L heid I I
Nittm Sl
« Payhoel Fillere "
e s b Cdbsund Filber [#] Fnatie
I:-:' Allow all o pase axcaplthasa match the following rules
. 1.
] () Dary &l 1 pass Sntepl O3S MAlEH Iha Tallaing niles
¢ MAC Comrol
Achedife nila | (NAways | w | | Gopylo, | T = (=
+ Mescellnnnonis .
| | Sourca P DostnationIP:Ports | Enable | Schedub Rulor
| 1331000 23148 25100 = | n
J T23.30-1.23.20 = | ]
3 0 | 0
| Ll | o
f og|
B o | 0
" 1 | 0

(1.2.3.100-1.2.3.149) They are allow to send mail (port 25), and browse the Internet (port 80)
(1.2.3.10-1.2.3.20) They can do everything (block nothing)
Others are all blocked.
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Example 2:

Multi-Functional Wireless Broadband NAT Router (R1.97 g8 _testing23)

4 AUBIINIS THATORS BARN MERL ~J_ SIS 5% wnzarg al pevanced  Logaw

i;u BASIC SETTING \41 FORWARIING RILES | £= SECINITY SETTMG Q) ADVANCED SETTING 7o 1001 fOX

i = Outhwund Packut Fillu [ HELP' | Jl
Nam Sen
w Paikol Fibiers | it
[ Fiters b Cudhinind Filtar [#] Fnatie
o Zh llow all to pase exwpl thess match Bie foliowing rules
'I:'.'-;'!."E!I'N Al 0 pass ddeopt ece mMalen tha KHlesan g ruics
+ MAG Control
Sehediile nis | (DIAMWYS | » [ Gy o, rlil - %
+ Wescelinneous -
(1] Source 1P 1 Destination P : Ports Enabla [ Schadule Rules
1 1227001731949 | i | E 1}
2 1.2.2.100-1.2.3.198 19 =] 0
3 | [ 0
fl | @] o
5 | O 0
B | O 0
7 | 3| (il

(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and transfer files via FTP
(port 21)

Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet
Filter field.

Example 1:
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Mutti-Functional Wireless Broadband NAT Router (R'1.97g6_testing23)

< ADBINISTRATOR s MARN RBENLI ~B Status WY Wirard T fchsancel » LlEul
[ifi.-' RASIC SETTING t;:-]'.___ FORARIING FLILES SECURITY SETTING.  \Trj ADVANCED SETTING . 143, TOOLBOX
. B _J nbound Packet Fiter LHiLe |
fem Satting
= Packi Fiers
s Pk = v Inbeund Filter [#] Enabie
'@' Allgw afl to oSS oxcept thaso match o fobowing ries
UL Bocking
& D all i pass except thase match the foflowing les
= MAC Comirml
Virtual Sareer Rule | 18290813243 J0689-20700 | s Schedule mle | (D0jAhways |w I
» Bl s 1 sl
i Source 1P Destination IP : Ports Enable | Schostule Rules
I M-148 168173149 5100 = i
7 10-140.181 123 20 = u
3 ] ]
1 El n
5 El 0
i 1 (]

(149.161.123.100-149.161.123.149) They are allowed to send mail (port 25), receive mail (port 110),

and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(149.161.123.10-149.161.123.20) They can do everything (block nothing)

Others are all blocked.
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Example 2:

Multi-Functional Wirelass Broadband MNAT Router (R1.8796_testing23)
J_ADMINISTRATOR's MAIN MENU Status 57 WWican S0 Acheanced  Logoui

i:-:l Bﬂ.".’rl!.: SETTNG *R—f-) mﬂ.ﬂ.ﬂl"ﬁ- I'-‘.l.ILE'S ﬂ SECURITY EEI"HIII.'. % .l..'DlIAI‘IIIIEEI S.E'I'I'Ih.ll'- 1.4:“ TOOL GO

Irikenenid Packl Fil
AR o Ik it [ HELP* |
nem St
¢ Packet Fillers e
o1
. O o * Inbound Fliaoe |._.- Enable

" = (= Ao alt oy pasS petrnl thnge mEteh e inllmeang miles
L “IIH'.h
2 Deny all to pass extept those match the folowing rules

* MAT Tl |
Vitlual Brrver Ruke | — IF address - Pot (Seivicel —  |» Schadole ke | (MAways  w | N

i ﬂl.r.:lpn_nmvl.

1 [
o Source 1P Destination IP - Ports Enaldef Schedule Ruled
| [148,168.123.100 71 | o
3 149161 177 118 | 418 ] | i
3 i | o
4 L] | 3
& i | 0
] =] | (1]

(149.161.123.100 and 149.161.123.119) They can do everything except read net news (port 119) and
transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.
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4.6.2 Domain Filter

Multi-Functional Wireless Broadband NAT Router (R1.97 g6 _testing23)

| ADMINISTRATOR's BAMN MENU | Status N Wizard I Acanced ) Logout
ﬁ:—;l Bﬁ.?tl-l'_‘ SETTHG -ql‘:‘.-} FORARDING RULES i& SEC!.!F.IT'I'?ETHM . (Il'm ALY ANCED SETTIRG H_;_;;_" T Ol B
o Deurrrain Filiw
R rain | ; [HELP ]
tam | Setting
¢ Pathid Filtrs ,
" 1Bl | T
; o = Crurriain Fiile | O Ersatele
b Log LME oy [ LI enabia
« UL Blocking - ~ .
¥ Privilege P Addresses Range From 100 To 199
o MAC il
] Dammalin Suffio Action Enable
¢ hhscchancous
| e e Clurep Cleog O
v | Oorep Oiog E]
2 | Clorep Llieg i
|
4 | Mreap Ming =
5 | Llorop [iioo M
1
fi | Mneap Fling (|
T | Olorep Cliog il
] | Mneap TTEng ]

Domain Filter

Let you prevent users under this device from accessing specific URLs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLs.
Privilege IP Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.

Example:
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Multi-Functional Wireless Broadband NAT Router (R1.97g6-RE6)
JLogout

(W) DASIC SLTTING 2, FORWARDHING RIILES Hﬁ SECURITY SETTING 47} ADVANCID SITINIG {1, TOOLDOX

Domain Filer
= Statun | = | HELP |
| nem Setting
« Packet Fitters |
e m
s e v Darain Fifar [ Enabie
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+ MAE: Eontral . . .
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3 WA gangla cam prop [iog =
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g i Cuop DLW 1
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: Clorop Clieg |
[ Oorop Oiog 1

In this example:

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.
2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.
3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.

4. TP address X.X.X.1~ X.X.X.20 can access network without restriction.
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4.6.3 URL Blocking

Multi-Functional Wireless Broadband NAT Router (R1.97g8-RE86)
W AURINES LFEA L DS MAIN MR <A Stalus W wazara 81 pavancan + Logou
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URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by simply a keyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLs contain

pre-defined word "sex".
Enable

Checked to enable each rule.
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Multi-Functional Wireless Broadband NAT Router {(R1,37g6-R86)
L AUMBUSTRATORS MANMENY R Stows ___NY Wieard O Advoncod AT -

i_,' AASIC SETTHIG \..;f;‘ TORWARING RILES | £55) SECIRNTY SITTHG ({E].muq.urmsrflm 1‘:‘ TO0L DOY

1.8 &1

o Pai-kesl Fillerm g L N
e e v LIRL Biatking | Fl Erante

m 1 | Enatie
+ UAL MDgking _

{ men | (]
= MAE Coulyul '

1 sina w
© Midcellaneous | i

1 tnnai | =

« | CE |

] 8

fi (18

' | |

] I 0

1 !
a | O
| 0O

In this example:

1. URL include “msn” will be blocked, and the action will be record in log-file.

2. URL include “sina” will be blocked, but the action will be record in log-file

3. URL include “cnnsi” will not be blocked, but the action will be record in log-file.

4. URL include “espn” will be blocked, but the action will be record in log-file
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4.6.4 MAC Address Control

Multi-Functional Wireless Broadband NAT Router (R1.97g6-R86)

~  ADBMINISTRATORs BIAIN MENU

-~ Status N Wiz TN Aheamcu + Luguut

i_ﬂl HASH SE T TING ".-:‘.’f FHORVAKRLING BULLES Eﬂ E-H.I.IFI-_JT 'H:! 111 . i{ﬁ} AUYANCEUSELIING | Yie. 10OLBOX

DA | & MAC Address Comtrol LHELI'] |
» Packel Fillms | i Gt
s Dermiath HRE . ¢ MAC Addross Control |_! Enabla
Wirgless Gnd wintd ehomls with L ehdckad can canmstl to this desicd; and
s Ll connection control allow (s ungpocned MAC addieases to connoc)
+ MAL Cattral |
i Mivcelanniis 'r'\'_lf'\'l_'hl aG I':‘|:E‘I"I1'3 willh A ChECHDd Can ass00ialt 10 e wineless LAMN, ang
D."iﬁﬁ[l-ﬁ“{l’l'l caniral !_IE'ﬂ‘r' __V_ ufispecihed MAL: addresses 1o assotiate.
Hote: Assoctation controf has no effect on wired clients.
UHCH dlients | Belectone v [LGopyta 10| s
I MAC Adddress 1P Autibress ¢ | &l
| 19216812 | 1|
3 19216812 (il . il
3 192.168.12, M m
4 167 AR 13 ] . O

MAC Address Control allows you to assign different access right for different users and to assign a

specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the

Connection control

Association control

settings in this page will take effect only when “Enable” is checked.

Check "Connection control" to enable the controlling of which wired and
wireless clients can connect to this device. If a client is denied to connect
to this device, it means the client can't access to the Internet either.
Choose "allow" or "deny" to allow or deny the clients, whose MAC
addresses are not in the "Control table" (please see below), to connect to

this device.
Check "Association control" to enable the

controlling of which wireless client can
associate to the wireless LAN. If a client is
denied to associate to the wireless LAN, it
means the client can't send or receive any data
via this device. Choose "allow" or "deny" to

allow or deny the clients, whose MAC
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addresses are not in the "Control table", to

associate to the wireless LAN.

Control table
(1] MAC Address IP Address C A
1 19216812 i F
2 19216812 L L
3 19216812, ¥ [
4 19216812, ] F

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of this table indicates the MAC address and the expected

IP address mapping of a client. There are four columns in this table:

MAC Address |MAC address indicates a specific client.

IP Address Expected IP address of the corresponding
client. Keep it empty if you don't care its IP

address.

C When "Connection control” is checked,
check "C" will allow the corresponding client

to connect to this device.

A When "Association control" is checked,
check "A" will allow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCP clients |- select ane - =] Copyto |]:D I vl

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to”

button to copy the MAC address of the client you select to the ID selected in the “ID” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided the
“Control table” into several pages. You can use these buttons to

navigate to different pages.
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Example:

Multi-Functianal Wireless Broadband NAT Reuter (R1.97g6-REE)

. ADMINISTRATOR's MAIN MENLI W Status W Wizanil 1 Advaiiced + Logiil

() mAsICSETTING ), FORWARDING RULES (£ SECURITY SETTING (7} ADVANCED SETTING | ie, TOOLBOX

— o MAL Address Control |HELP |
Item Setting
= Pockat Filtorn
3 Al Aagdresy Conrol Emable
WIrgiess and wirgd clients with G choged can connactio Nt donco; and
= I Ml king o [ -
(=l Connection control allorw |% ) unspeciod MAC addrosses to cannact
» MALC Controfl
" “m Wireless clpents with f checked £ an assaciate bo fhe wireless I—'F'”. and
[ association control deny [» urspecilled MAC addresses o associabe
Mede: Associativn cordnel has re effect on wdoed clams,
DHCF cllents - Selatt ong - w! [ Copyin. ]I ~ |s
0 ] MAC Adilress ] P Adkdress [ (ol
1 | 00-12-34-56-76-90 | 192.160.12/100 | O | =
2 O 1 2 34-56:T8.02 | 18216812 (= | =
| |
3 0N 76-54-32-10 | 182.166.12(100 | = 0O
'] | | 1HZ 16012 | 3| |

In this scenario, there are three clients listed in the Control Table. Clients 1 and 2 are wireless, and

client 3 is wired.
1.The "MAC Address Control" function is enabled.

2."Connection control" is enabled, and all of the wired and wireless clients not listed in the "Control

table" are "allowed" to connect to this device.

3."Association control" is enabled, and all of the wireless clients not listed in the "Control table" are

"denied" to associate to the wireless LAN.

4.Clients 1 and 3 have fixed IP addresses either from the DHCP server of this device or manually

assigned:

ID 1 - "00-12-34-56-78-90" --> 192.168.12.100
ID 3 - "00-98-76-54-32-10" --> 192.168.12.101
Client 2 will obtain its IP address from the IP Address pool specified in the "DHCP Server" page or

can use a manually assigned static IP address.
If, for example, client 3 tries to use an IP address different from the address listed in the Control
table (192.168.12.101), it will be denied to connect to this device.

5.Clients 2 and 3 and other wired clients with a MAC address unspecified in the Control table are all

allowed to connect to this device. But client 1 is denied to connect to this device.

6.Clients 1 and 2 are allowed to associate to the wireless LAN, but a wireless client with a MAC
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address not specified in the Control table is denied to associate to the wireless LAN. Client 3 is a

wired client and so is not affected by Association control.

4.6.5 Miscellaneous Items

Multi-Functional Wireless Broadband NAT Rauter (R1.97g6-RE6)

L ADMINS TRATOR S MAIN BN A Status NY wizard CHl fubvanced b Logout
ﬁ:'_:. BASIC SETTING \-_{‘, FORWASDING RULES |22 SECURITY SETTING W) ADWANCED SETTING 1,,_'.:_, PO B0
Miscolanoous noins .
» Sikfue < ; . LHELP ]
e | Sattitig | Fnable
= Packat Filturw | !
& Mol Filire v Rumobe Admimistralor Host ) Port | 0oad 1ed =
» UL RENInG ¢ Actimliedrator Tirme-oul | 600 satonds (U 1o disablel
TR | ¥ CHigrara PING fram WAN =8 i
v BREmgde El
¢ Miscellansaos 1
v Dol Aftack Detection |

[ Save | [ Undo |

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified IP address can perform remote administration. If the specified IP address is 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation
to specified a group of trusted IP addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can
change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the router like
IP address, port address, ACK, SEQ number and so on. And the router will check every incoming
packet to detect if this packet is valid.

DoS Attack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the Internet.
Currently, the router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of
Death, Land Attack etc.
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4.7 Advanced Settings

Multi-Functional Wireless Broadband NAT Router (R1.97g6_testing23)
U ADMINISTRATOR's MAIN MENU Stalus N wisand 1 Adheanced * Lugoul

i.-:;u.n_.mullm; -'?} FUIRWAIRIING ULES | §550 SECURITY SETTING @ AUVANCED SET TING 1._‘:_, TROLEUR

= Rchranced Setting

- Satuw }
 Syatem Tima

* System Time
© fyeiem Log = Allov yiiid o 54 demice ime manually of cansult netwark fime fram NTP
¢ Dyumsde NS EFRVIL.

. Tem L
= Syetem Lug

= Send sywlem lpg o @ dedivaled host orerrall o specilc regwipls
* Rawiing * nmamic NS
-« Selursbbe e = T has yalr SeEr 6n & ChERGING IF Adréss, wii Rave i SR mnamie
domaln nama serdce (DDMNS)

© Daf Pule

* SHMP

= Gives @ user the capabiiity 1o remotely manage 3 computer network by polling
angd oomng omminal Valles and montonng notwork events.
* Roating
= My have mare Bian one roubers and subnebs, you may wanl 1o enable
raliting tatiie th Allow packets ta nd progar rouing path and aliow diferam
BUbnets o communicale with gach omer
* Schedule Rude

PRGN TRy TRV T AT DA TR TR XA TGRSR T TS I

4.7.1 System Time

Muki-Functional Wireless Broadband NAT Router (R1.97g6_testingz3)

L ADMINISTRATOR s BAIN MENL Slalus NY Wizaid IE fchearpced * LT&[

ij BASIC ST MG .,‘J) ORI G BULES Q BECUIETY SET IInG. WMLI:I.I'H:I 1“ 1.‘:’. 1DOLBOR

& Shatumw - W-'“H . IIIHELPIJ.
+ System Time - | Setting |
e » Systom Timo | INTETHITE LT 1044048

 Dysvasssie ONE v @ Get Date and Time by NTF Pritacal [Et D |

. SHMP Timia Danet I tinnm nial gy w

N Iirna Zana I (MTANEO0) Betjing, Fang Kang, Singapare, Taipai |

= Sehwdule Firle v Sut Crale and Time weing PCs Drate and Time

© o Pule PC Date and Time | 200TETH27TA LF 105433

v O Bet Date and Time mianiaiy

Crate |'vear:| 2006 (sl Mondh | Jun (el Cay:| 01 [

Tirne IH-:rur n (0-23) Minute ;|1 10-59) Becond | |1 58]
v Dayllght Saving | CEnopi @ Disabio

Gt | Mantn ;| Jan [ oay:[01 [ tour | 00 Ly
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Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server
Daylight Saving:Set up where the location is.

4.7.2 System Log

Multi-Functional Wireless Broadband NAT Router (R1.97g8_testing23)

1 AUBBNIS THATUH'S MAIN MENU “B_Slalus % waizare LM agvancod b Logout
i'} BASIC SETTING 4o, FORWARNING RULES =) SECURITY SETTING ST} ADMANCED SETTHIG Liak, TOOLBOX
| = i L
— | Symtum Luy [ HELI™ |
nam Hefing Enable
v fpirin Tirne [ |
: e v [P Address for Syslogd 1892168122 |
. D DME b P Address of Dutgakng Mall Senesy Sond Mail Haw |
» EMTE Serddr IPMad
' 8 Bl N
+ E-mail nodieoses
+ Schmduin « E-mad subject
AR # Usernams
& Password
b Log Type Bl eyetern A Eiwity
B oty Information
] amscks
Bl orapped Packets
Elrotico

[ viewLog. || sove || undo |
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This page support two methods to export system logs to specific destination by means of syslog(UDP)
and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.
Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).

SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with ":'. If you do not specify port number, the
default value is 25.
For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient,

using ';' or ',' to separate these email addresses.
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4.7.3 Dynamic DNS

Multi-Functional Wireless Broadband NAT Router (R1.97g6_testingZd)

- ADUNISTRATOR'S MAIN MENU =Hl_Staius N wdzard 10 fspeancod * Legom

i_}- MASHE SETTING -:J FORWARIING RULES  §53 SECIRITY STTTING '{ﬁj AUVANCED SETTING 1ia, ToOLNOX

- Slgtun ELOMSE DS " LY
« Syutom Time i i

e RaTE » DONE C Disable @ Enabie

Ry » Frovider Mo IF.tom w | [ Frovider wobsito |

= v Host Mama 1d3.y1ae net

g v L dgarmarme | E-ms| SOMALDEZMITC 0T

« Gehodus Kile v Password | Kuy prm

« O fuls [ﬂj Undo

To host your server on a changing IP address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current IP address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

You have to define:

Provider

Host Name

Username/E-mail

Password/Key
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You will get this information when you register an account on a Dynamic DNS server.

Example:

Multi-Functional Wireless Broadband NAT Router (R1.97a96_testing23)

o ADMINISTRATOR'S BMAIN MENU “H_Status WY wizard 1 jpeanced * Logowt
i. II,' MASK: SETTING _\-_-:f'__ I OEWARNEG B TS \_‘"";- SECIRITY STTTIRG ﬁ1m¥m_ﬁﬂ'l'ﬂ"l’l’ll#‘: f‘b‘:‘-{ TilniH IhON

R « Dymamic NS | HELI? | i

ST [T [ Satting :

A e » DONE O Digable @ Enable

o SO » Frovider || Mo 1.com ~ | [ Providar wobsilo. |

. GHMP » Host Mame 123.5¥tec net

« Mg ¥ Lbearmarme ! Bsma| GOMIGDETRMIT COm. W |

« Gehodus Kile v Pageword | Ky prm

« 0us b [.Save | [ ungo |

After Dynamic DNS setting is configured, click the save button.

52



4.7.4 SNMP Setting

Multi-Functional Wireless Broadband NAT Router (R1.97g8_testing23)

o ALMENIS THATUH S MAIN MENU B Stalus N wazara Al Amvancod b Logoul

'ﬁf'}. MASICSETTING <), FORWARMING RINFS =) STCUITY SETTNG Q75 ANVANCED SETTIG (22l T00LBox
= L i aa e vt B { -

e | = SHEEP Setiing [HELP |
Lo | sef

v Mgpmiein Thrne i

Vel Ebo b Enanie SHMP | Eluocal Llremote

+ (ymamic OHS ¥ Gal Communiny | public

, AP ¢ Sol Communily | private

i FRoukIng b WWAN Brcess IP Address | 0.0.00

+Schaile fu | Save | [ undo

o DS Fudle

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and

monitoring network events.

Enable SNMP

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.

WAN Access IP Address

IF the user wants to limit to specific the ip address to access,please input in the item.The default

0.0.0.0 and means every ip of Internet can get some information of device with snmp protocol.
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4.7.5 Routing

Multi-Functional Wireless Broadband MAT Router (R1.979g6_testingZ3)
L ADHISTRATORS MANMENY A stows N7 wWuaia 8 Aavanced - Logaun

(/) BASIC SETTING ), FORWARDING RULES 55 SECURITYSETTING T AUVANCED SETTHIG  {Zw: ToOLBOX
I [
P | 1 Routing Tabile [HELP ] |
Camtamen || | osct ki
e | * Dynamic Bouting @ pDigabin © rIpvl O RiPv2
i v Dialic Routing O nisable & Enahls
o Mymumiie MK | ] |
o | Destinatinn Suheit Mash | Gatesray Hop | Frbie |
| | 192 168.0.0 25525500 | 1921681222 B |
¢ Reenating } i - :
| 2 Cl
o Echadule Bule |
| 3 O
ok e
| i ]
5] @
|8 | | 0
[ ] £l
| # | O

Routing Tables allow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing
Routing Information Protocol (RIP) will exchange information about destinations for computing routes
throughout the network. Please select RIPv2 only if you have different subnet in your network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.
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Example:

Router] Houter? (ign2

192.168.128.216

192,168, 123, 11X
Submask J/Eifﬁém—g 7
y

102.163.123.103 1e1802
152, 188. .11

Clientd
N P
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 \
192.168.0.0 255.255.255.0 192.168.123.103 1 \%

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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4.7.6 Schedule Rule

Multi-Functional Wireless Broadband MAT Router {R1.9796_testing23)

2 ADMNSTRATOR MANMENY W Stows N7 wozard S Advncoa boges,
i.':' RASIC SETTING \J, FORWARIENG RILES 553 SECIRITY SETTING ({E] ADVANCTT STTTING 1:-5_5.'.‘ 100, BOY
- = ' A EESl— ol
|
e [ i o Schedule Rule : |H|§|_p]-|-|
i e | Setting
< System Time
STy |[ v Ueheduls L Enanle
p— | ruer | Hue Name Action
- Slap l | save || Addbew e, | |
i |
. Ous Rule [
i

You can set the schedule time to decide which service will be turned on or off. Select the “enable”

item.

Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

Multi-Functional Wireless Broadband MAT Router (R1.97g6_testingZ3)
i IBAI0 s Yl S8 A00cw LLogEE

W.j'l BASIC SETTHG *-\-f, TORWARDING RULES 455 EEIHITH"S{TTHI.G S{:] mvgn:msrnm 1% TOOLDOY

s e Schedide Rule Setting ey
4 Bem
+ Syatam Time Setting
¥ Eywtem Liog b Mame of Riile 1 Brrielmil
¢ Dymanic DNS ¥ Bystem Timo I00TETHITE LF 112222
- A f Week Day | Start Time thivmm) End Time (hhamm)
Suriday
¢ Routing
" Manday
» Selualube Mube
Tuouday
« B Rulde

Wadnesday

Thiirsday

Friaay

Sulurday |

Every [Iay | 14 20 | 15 a0
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanplel: Virtual Server — Apply Rule#1 (ftp time: everyday 14:20 to 16:30)

Multi-Functional Wireless Broadband MAT Router (R1.97g8_Llesting23)

= ADMIMISTRATOR s MAIN MENU A Status NY Wizl 18 fubrand * Lugusl
i; BASIC SETTIG & Ji FORVARDING RULES | §=% SECURITY SETTING | Ty ADVANCED SETTING 1_1_.:...'., TOULBOX
» Virtust Karver < irtual Server 1 HELJ' |
M ﬂtﬂdﬂn Wil kown 3emIces | — 3elect one = N __[tf_ uchedule rule I:U_'|,ﬂ'|mE'|Im|[ b
. o] - s
+ Mueeaanenus i
n SErVer I !l Senace Porta Hrntodznl Inabde | Sthedule Tdes
1 192.168.122)13 Y (Buh | | [ 1
2 1921012218 22 [wotn [se] | o
3 102168122718 74 (B e | U n
4 lUzIbLI 22218 o [vom » o 0
5 192168.122,71R An [Bulh I n
B 102154122 1226 i [Hotn s o 0
7 192.168.122,226 2005 | Both [w il n
8 192168.122/226 8090 [Bom % | O 0

Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:20 to 16:30).
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Th Fir Ty aryg —
W0 nasicsermme <o, romwaRmG RS {53 STy SCTTMG. Qi ANVANCTD SETTING A4S 100t nox

+ Srams

< Packet fliters
+ Unenhusr Heis
+ URL Blocking
» WAL Gantrol

¢ Mpcellinnoun

|
l o Cgtbwmapd Pachkasl Filley

[HELP]

Setting |

b oubouna Futer

=] Enabie

Al 2l

| bo pass el apt those match the following ules

@ Dony all 10 paso acopt thooo maleh tho fallowing rufeg

schoduio nide| @0Aways s [Copyio ] 10| - e
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4.7.7 Qos Rule

Multi-Functional Wireless Broadband NAT Router (R1.97g6-RE6)

N wizad (8 Avanced » Lotowr

] 0% Rule
- Sratum I
Rizm Serting
< SystemTime | !
i | &
SR Ay | » ol Control | = Enanie
Wall known servicat | — aelact dne - %
« Dynamio DNS i ..... _
Hehedute ruls | (O0Aways | [Copyia |0 ~ v
o Shmar I :
Schuluhe
* Routing I i Local i Femme I : Poris Oos Prioviy ! Enabic
Hiflps
» Sehadute fuls I {
s | 1921681233 | o887 881 E1] High (sl | Fl 1

2 | horrnal | | | fi

k | | Norrral |+ | (| L]

[ | Normal |se | | 0

5 | Morrral [ ! El 0l

fi | Normal (s | || 0

7 | Hormal | s | | 0

Local IP:

Please input Client IP,ex192.168.12.33.

Remote Priority:
Please input Global IP and port,ex:168.96.2.3 and port 21
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4.8 Toolbox

Multi-Functional Wireless Broadband NAT Router (R1.97g6_testing23)

o ADMINESTRATOR's BAIN MENLI “Bl Siatus W Wirard THl Advanced ¢ Logout

i;‘!ﬂﬂc SETTING \‘-‘-:J:_ FOHWARDING RULES *"'_"___"'_'f SECURITY SETTING 'ﬁ] ADVARCED FETTNG ”:I- TOOLECS

| O T T I

* View Log |1 |
+ Firrryvestio Dporade

® View | ng
< Backup Settliy - Wigw Ihe Sy3tem lags
« Rosel to Dofaul = Farnmweano Liporado

= Prgrmg] Big sdomisdstralor for 3 Meand uggrads it o ihis device

© Hnbiot

* Backup Setting
= Mrscellaneurs

= Have the asftings of this devies fnoafils
* Iteset to Defaul
Riongol the soings of this devics 10 tho dafaui yalueo.
* Rkl
= Rebuog] is deace
* Miscellananis

- MAC Address for YWake-on-LAN Ll you 1o péver up andihar netwonk aevte

ramgiely
« Dinenarm Mame ar 1P addmeas for Ming Taal Alliw yodl b oonfigure an (P, and
pINg NG goWICE, Vou can ping @ Sociie 1P 10 1000 wWheiner it 1e aivo

4.8.1 System Log

Multi-Functional Wireless Broadband NAT Router (R1.97g8_testing23)
o AUMINISTHALOICS MAINMENG B Status. N7 wazarg U Anvanced + Logout

) BASIC SETTING | <P, FORWARDING RULES  {=) SECURITY SETTING T} ADVANCED SETTING E‘:L 1001 hox

| = Systumi

 View Log | =

7 {5 "] Hitn
« Favivera e Upg acke I
— : | VAN Ty Mymamic P Address (R G790 _testing 73
o latkoup Saiting | =
. | Clgmiay thm Fridul 27 11723010 2007
+ ot 1o D sult | T Low
i | 20074 B26E P oo2uer Unrecepnized atempt blockaa om 221 234 160 5250500 18
Mscelinneous o202 1

] 10202187 181 LIDP14333
| 2005%/A26E F4 0R20:04 DHEP renaw
{J007TETRHIEA T 08.29.03 OHEP ek(DOL=1800,T1=900TI=1575
| 20078 R26E FF 0o44:07 DHC ranaw
| J00TETHIEE T4 084403 BHCP arkDOL=1800 T1=800 TI=1475)
| 20074 AZEE P 00500 Unrecepnized atempt blockea om 210,200 244 TH4° 4364 10
| 10203197181 TCP 135
| {007 RZEE TF oEagod DG rengw
|00TETAGE T 08.59.03 DHEP wuk(DOL=1800,T1=000 T3 14675
| 20078 R26H FF ud05:00 Unrecognized aftampt biocked from 210.192.06.250° 3595 to

210303087181 TCP.13S

You can View system log by clicking the View Log button
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4.8.2 Firmware Upgrade

o Firmware Upgrade

Firmware Filename

Current firmware version is B1.9706_testing23. The upgrade procedure takes ahout 20 secands.

matel Do not power off the unitwhen it is heing uparaded.

When the upgrade is done successfully, the unitwill be restarted automatically.

[ Upgrade || cancel |

You can upgrade firmware by clicking Firmware Upgrade button.

4.8.3 Backup Setting

File Download

. You are downloading the fils:
config.bir From 192.168.123.254

Wiolld vou like to open lhe e o save it o your computer?

L_ﬂ.pen I [ Save ]I Cancel ] [ kdare Info J

[#] Alwsaps ask before opering s tvpe of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmware Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer E|

! ? ,.I\ Reset all sething bo default?

E ok ;I Caniel J

You can also reset this product to factory default by clicking the Reset to default button.
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4.8.5 Reboot

Microsoft Internet Explorer

\‘?() Reboot right noiw?

E ook ;I Cancel ]

You can also reboot this product by clicking the Reboot button.

4.8.6 Miscellaneous Items

o Miscellaneous tems [ HELP ]

tem Setting

b MAC Address for ¥Wake-on-LAN

b Diomain Mame or P address for Ping Test

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send

the wake-up frame to the target device immediately.

Domain Name or IP Address for Test

Allow you to configure an IP, and ping the device. You can ping a secific IP to test whether it is alive.
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Appendix A 802.1x Setting

oC 1
(USER A) N !
LY
AN . I
i
B2 L Wired LAN
(USERB) OUT.d

Authorbiator

. 1=
192.168.123.354 ?\'
|

‘ Authentication Server
( Windows 2000 Radius server )

152.168.123,33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)
1 Equipment Details
PC1:
Microsoft Windows XP Professional without Service Pack 1.
AMIT 531C Wireless Cardbus:3.0.3.0
Driver version:
PC2:
Microsoft Windows XP Professional with Service Pack 1a or latter.
AMIT 561C Wireless Cardbus:1.0.1.0
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack 3 and
HotFix Q313664 (You can get more information from

http://support.microsofi.com/default.aspx?scid=kb; en-us;:313664)

2DUT

Configuration:
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1.Enable DHCP server.

2.WAN setting: static IP address.
3.LAN IP address: 192.168.123.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)

using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox*).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.If choosing use smart card or the certificate as the EAP type, we select to

use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

—- Wireless Network Connection Properties |E||E|

| General | wireless Metworks | Authentication | Advanced |

Select this option to provide authenticated network, access far
wired and wireless Ethernet network.s.

Enable network, accesz control uzing IEEE 8021

EAP type: | Smart Card or ather Certificate w
M D5-Challenge

Smart Card ar other Certificate

Authenticate as computer when computer information iz available

[ ] Awthenticate as guest when uzer or camputer information iz
unavailable

Ok, l [ Cancel

Figure 2: Enable IEEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and install the certificate on PC1. (Fig 4)

2. PCI choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP_TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

6. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.
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Certificates

Intended purpose: | <All= L |

Personal |Dther Peopls || Inkermediate Certification Authorities || Trusted Root Certificatior ® *

Is Iszued By Expiratia, .. {2
L [=drae1 wirelessCa 2162004 <MNane =

Certificate inkended purposes

Wiew

Close

Figure 4: Certificate information on PC1

"= Metwork Connections Ellﬁl@
Fle Ede  Wew Favorkes Tools Advanced  Help i

& L s ? /15'"":"' | Foders | [1T3]+

Addess ﬁ Mebwark, Cumelion

v- (‘:;

Metwork Tasks

Croabe o now
conmackion
Set up & home o smel
office netwark

Figure 5: Authenticating
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" Nerwark Connectinns

Fie Edt View Favorkes Took  Advapced  Help >

ek

)¢ ) & ; /'.'m [ Fokers 73]~

v| Gu

fedibes | Network Cornections

& LANor iigh-Speed Intemet

Metwork Tasks
-y

Local Area Connechion

[TEE S T
C .. DrLi OFE-S30TA PC] Pl L

-

[6] eeske anew
eonnackion

? Set up a homo or smal
office network

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING remote host

successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 is on Windows XP platform without Service Pack 1.
2.PC2 is on Windows XP platform with Service Pack 1a.
3.PEAP is supported on Windows XP with Service Pack 1 only.
4. Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.
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Appendix B WPA-PSK and WPA

PC1
{USER A) AN |
h .&\ i Wan ip:192.168.122.216
N\ i
. WSS\ e LAN
SERE) E‘
AN

'
Lan 1p:192.168.123.254

l Authentication Server
! { Windows 2000 Radius server )

192.168.122.1

Wireless Router: LAN IP: 192.168.123.254
WAN IP: 192.168.122.216

Radius Server: 192.168.122.1

UserA : XP Wireless Card:Ti-11g

Tool: Odyssey Client Manager

Refer to: www.funk.com

Download: http://www.funk.com/News&Events/ody ¢ wpa preview pn.asp

Or Another Configuration:

PC1
(USER &)

P2 R
(USER B)
| athantesta : r
192.168.123.254 ?E
|
| Aathentication Server
{ Windows 2000 Radius server )
192.068.123.33
WPA-PSK
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In fact, it is not necessary for this function to authenticate by Radius Server, the client and wireless

Router authenticate by themselves.

Methodl:

1. Go to the Web manager of Wireless Router to configure, like below:

Network ID(SSID) 123Kk |
Channel 8 ¥

Security ;TT’.HT’.F.'.’.“‘.'_.FEPF '. v.":

Key Moge =

Preshare Key EIBHE‘?E

2. Go to Odyssey Client Manager, first choose “Network”

Before doing that, you should verify if the software can show the wireless card.

Open “Adapters”

Odyssey Client Manager
Seting: Commends Webh  Help

'E- Connection Netwarks
The following networks are configured:
Q Prafiles <[l Add .
«123kk
- panee|
ﬂ.ﬁ.utu-Scan Lists Properties ..,

q Truzted Servers
Q Adapters

3. Add and edit some settings:
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Network Properties

Metwork
——
r\_}e"LmWID]: 1123kk ___'__#_Fﬁ_j)

I Connect to any available netwark, Scan ...

Description [optionsal]: ]

M etwiork, bupe: Jﬂu:cas:s poirt [infragtruchure modsa)] ﬂ
Assrtiation rode: | o |
_hs(ggt_ien miethiod: |TEIP “ =
Authentication

[ Authenticats using profils: l J

[T Keis will be oenerated automaticalby for data privacy

EWFE—_—_““HH

hrase: i 12345678 o

W Unraszk

| Ok | Cancel

4. Back to Connection:

Then Select “Connect to network™ You will see:

Odyzzey Client Manager
Settings  Commands Web Help

Media State . . . . . . . . . . . ® Media discon

.{,i?_ c . Connection
i i = Lonnection
C:“Documents and Settings™fae>ping 192.168.0.247 -t Adapter: |TNET113DWL~’-\NAdapler
t Profiles Adapter type:  wirel
Pinging 192.168.0.247 with 32 bytes of data: C sneldie dbdy
?'&Networks V¥ Connect to network:
Control-C : r
i . can
Auto-Scan List
C:“Documents and Settings“faelping 192.168.0.248 -t @ SRR Connection information
Trusted Servers Shatus: open
Pingi 192.168.8.248 with 32 bytes of data: S_S
SR MR WEER DT BA%R s 000413
from 192.168.0.248: bytes=32 time=ims Q’“dapte” Network (551D} 123kk
from 192_.168.8.248: hytes=32 time=1ims Access paint: 00-50-18-00-0F-F&
from 192_.168.8.248: hytes=32 time=1lms Packets indout 166 / 246
from 192_168.8.248: hytes=32 time=Iims
from 192.168.8.248: hytes=32 time=Iims
from 192.168.0.248: hytes=32 time=1lms Beconnect

from 192.168.8.248: bhytes=32 time=lnms
from 192.168.8.248: hytes=32 time=4ms
from 192.168.8.248: hytes=32 time=1lms

from 192.168.8.248: hytes=32 time=1lms
from 192.168.8.248: hytes=32 time=1lms

Method2:

1. First, patch windows XP and have to install “Service package 1”
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Patch:

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=5039ef4a-61e0-4c44

-9410-c25c¢9de0ace9
2. Then reboot.

3. Setting on the router and client:

Router:

Network ID(SSID) 'p_:zam
Channel B vl
Key Mode ASCH »

Preshare Key 12345678

Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:

Advanced=> choose “123kk”

"? K 1 3de praperiies

= Wiralnes Molwoik Connection Properiiss

[+] Ue afindows to condigure my wireless network setings

Poradable networka:
| & connect b an avallable netwark, chek Conhguee.

Astocialion | Agtherticahon|

Metwoek name (55101 23 |

wigeterr retwoek bey-

e kg Pl Tl

This fe

b el #| | Corfique el
;:mm -l {ﬂ;mkhﬂwﬁm ik s, v
by = T2 enciypiion [TEIP v

h‘-\-""‘\-._\___ _'_._.."""'.H-
Fredemsd netwotks Hehword kay ——— —sssssss —— i
Aubamaticalle cormect o avadable netwodks mihe order Bsled
bealowar Coorilinm reboak. bey aEsmssEm |
1 123k | e
. I S i
(] (oo ] [t |
Learn aboul seitng up wreless netwok, A af Hoel i i} ek

|__ok  J[ Cancel | [ ut  J[ tamcal |
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
{USER A) A |
h .&\ i Wan ip:192.168.122.216
N\ i
. WIS o e LAN
(USER B) E‘l
PR

'
Lam 1p:192.168.123.254

l Authentication Server
! ( Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:
1. The UserA or UserB have to get certificate from Radius, first.
http://192.168.122.1/certsrv

account : fael

passwd : fael

Connect to 192.168.122.1

Connecting to 192.168.122.1

User name: |ﬁ | \r| ;

Password: | |

[ 1Remember my password

L OK ][ Cancel ]

2. Then, Install this certificate and finish.

3. Go to the Web manager of Wireless Router to configure, like below:
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MNetwark ID(SSI0) 123Kk

Channel | & v|
. |
Security |l“-.I'F‘.E~ w

802.1X Settings

RADIUS Server IP 1192.168.122.1 |
RADIUS port 1812 |
RADIUS Shared Key |costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

Praiile harme: !1

User Inka !.ﬁ.utbenticatinni ITLS Settingsi FEAF Settings

u Login harme: ifae‘l

i~ Pazsword -
V¥ Pemit il:ugin Lzing passward

™ Lze Windows pazsword
™ prompt for passwerd
O Lge the following password:

Ifae1

| ¥ Unmask

i Certificate

¥ Pemit login using my certificate;
|fae1

I Wiew .. J Browse .. |

k. | Cancel !

Login name and passwd are fael and fael.

Remember that you get certificate from Radius in Stepl.
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5. Then Choose “certificate” like above.

Select Certificate

Personal Certificates

lssued To | Issued By | E

LT Sy I ey
Wdirelesssh
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Eiit Profile Poperties | x|

Prafile: name: |T
UserInfo  Authenticafion | TTLS Settings | PEAP Settings |

futhentication protocols. in order of preference:
EAP /LS Al ¥
Add . |
BRemaove |

ira Walidate zerver certificate:

ok Cancel
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7. Go “Network” and Select “1” and ok

Hetwork Properhies E|

- Metwork
Metwork name [S510) {123k

I Connect to any available netwark Scan ... I

Diescription [optional): I

Metwark bope:; !.ﬁ.ccess point (infrastructure mode] _T_i

Azzociation maode;

S ——"
3l

Encroption method: i TKIP

- Authenticiation————— —

v Autherticate using profile; - ‘

¥ Feyz will be generated automatizally for data privacy

i~ Pre-zhared key [wFA)

0k, ! Caticel
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8. Back to Connection and Select “123kk.

If successfully, the wireless client has to authenticate with Radius Server, like below:

TooTk Froperies
Ul vy e

Mol
Hebwok rasron STI00 ||.._"3m Frmy mm e  sdlwde s o wineied ceeeed
[z lermirate pomermston, prety e

T detuqunindy st o werers, peves e

T Cneeecn in ane avkabin nevok

ad
it o] T peeemsarspnitly bt v smnve, chech “ s thay trishedd semve iy
Hirlvneh [y e dalsbare™ ard preas frier]
- {oabe st char
Rttt Y |1IJFIIII'wLi.'~IﬂM ey
r Aukiger e i s VU E b ki s
-,-‘Flmﬂﬂ-: & Corrc o potwork i'“' 1Rk :i
. £
Attt P e, il
o AyFerhcale ury Loorsomos nomaton
2 Lol SI Tesitod forvms | Slohat i
— Placis
g i :IF-F! ';:ID Farrnarend husi
Pr-ihiawed Ky PP ch# I [ Bdthmt pisnad sarvee 1 e dstsburs
Packwiz /oot FeTYRT N e oned wily
e |
Prgcied o auwnboaty v fhe serve 7
w | [

9.Result:
- ey el e I
P
-{E—Emrml
| fulagin [TMET1130WLAN Sddapimi =
l{ 1 Flies Audapien e e
_Y_"h. ke L e A =T _v]
| % |
:nluﬁ-‘:clﬂu!ll o —— - -.L'
| . Rorecton mfomstion -
ﬁ Tneied Serees Lhur oo ond sfhentcsded -
| Elopeed e~ fFMYSYT——
"QI Pubater: Hiphwosh (E5H0 1284

Berses port 0L TA 0 OF F

Packety ot 12670 /1 E0R

e R

Method 2:

1. The UserA or UserB have to get certificate from Radius,first.
http://192.168.122.1/certstv

account:fael

passwd:fael
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Connect to 192.168.122.1

Connecting to 192.168,122.1

User name: |g | \r| ;

Password: | |

F1 EE-'I'I'IE.I'I‘Il:I.El.’ my password

| ok || cancel |

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:
Metwark ID(SSID) 123Kk
Channel
Security WP, ¥
BOZ.1X Settings
RADIUS Server P 1192.168.122.1 |
RADIUS port 1812 |
RADIUS Shared Key |costra |
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Client:
Go to “Network Connection” and select wireless adapter.

Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:
|7 %

A Wiwless Mtk Cooec o 8 Proopes i es
!_Eu_ne:eﬂ_ Authcnhcabon ||h:.hmu.1=d Smart Card or other Certificate Properties

Selest they option to prowide autherticaled rotwork aceeas for VIR EOHFCHE G
wited and witalazs Ethamet netwarks O Use my st card
?EﬁﬁmmhamumﬂuﬁulEEEﬁ)&ﬁ"‘\ 51 Use a caitheate on tha compules
EnPuype. | Smart Lard o other Lertticalo T i ekt sucnn colicate
" = || Cormmect ondy if verees niaie erals with.
i, | Properiss |
Tavdmd gl il 3
[#] Buthenicabe a3 compuber when computar inlomsaton & avaikabls 2
L

— —_
—— e ———

[} &uthenhcate as gusst whan uger o compuber mbaimation s [#] Use & diferenl set name for bre connechan

Lok || Coace |

| Tinrnsel | Witslaze Netwoeks | febviannd Asocialion | Authenlicabon |
3] Uiz Safimchomws bo configune my wirelets network: setings Metwork riame (5510
Avalable ratworks Wielecs ratwork key
| o cornect bo an avadable netwarls. clich Conhgure:
| | 1
{ e
i amily =i
‘iJUYEE v
Pretencd retwcek:
dudnmedicaly conoect b svadsble nabvreds ot ander Bulled
belowr T |
i 17123 | T ivovoms
[ add | [ Pemowe | [ Taopeties | : it "
Leamn sbout galling up wrelers neteork Thily i o tciuiatitme s il K gl i
confiqeation. I b bvaenel . pemrls e rol e A

T [ ok ][ Cawel |

Then, if the wireless client wants to associate, it has to request to authenticate.
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Appendix C FAQ and Troubleshooting
What can | do when | have some trouble at the first time?

1. Why can I not configure the router even if the cable is plugged in the ports of

Router and the led is also light?

A: First, make sure that which port is plugged. If the cable is in the Wan port, please change

to plug in Lan port 1 or Lan port 4:

4 K. - 1

Then, please check if the Pc gets ip address from Router. Use command mode as below:

sswripoonfig

Jindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . 192 .168.123 115
Subnet Mask . . . . 2552552558
Default Gateway . . 192 _168.123_.254

If yes, please execute Browser, like Mozilla and key 192.168.123.254 in address.

If not, please ipconfig /release, then ipconfig /renew.

wipoonfig srelease

Jindows IP Configuration

thernet adapter Local Area Connection:
Connection—specific DHS Suffix
IP Address. . . = & &« & = =« - =
Subnet Mask . . . . . . . . . .
Default Gateway . . . - . . . .
wripoconfig Arenew

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHS Suffix 3

IP Address. . . . - . . - . . : 1%2.168.123.115
Subnet Mask . . . . . . . . . = 2055.255.255.4
Default Gateway . . . . . . . : 1792.168.123.254

Whatever I setup, the pc can not get ip. Please check Status Led and refer to the Q2:

WAN

2.Why can I not connect the router even if the cable is plugged in Lan port and
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the led is light?

A: First, please check Status Led. If the device is normal, the led will blink per second.
If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:
Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to try
again.
Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)
Status flashes very fast while powering on: Maybe the router is the recovery mode and

please refer to Q4.

3.How to reset to factory default?

A: There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the
RESET button down until the M1 and or M2 LED (or Status LED) start flashing, then remove the
finger. If LED flashes about 8 times, the RESTORE process is completed. However, if LED flashes 2

times, repeat.

2. Restore directly when the router power on

First, push the RESET button about 5 seconds (Status will start flashing about 5 times), remove the
finger. The RESTORE process is completed.

4.How to do recovery mode when the router is abnormal ?

A: Allocate a Static IP Address on your computer as below:
Step1:First, press the reset button and power on the router until Status blinks very ffast.
Step2:Find the Inter Protocol(TCP/IP) Properties from My Network Places and check Properties
of Local Area Network Connection. And click the “General” icon and assign one IP address
which can be from 192.168.123.1 to 192.168.123.253. Here we use the 192.168.123.88 as
the IP address. The Subnet mask must be 255.255.255.0, and the Default gateway must
be 192.168.123.254. Then click “OK” button to complete TCP/IP setup.
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(") Obtain an IP address automatically
(@ Uze the fallowing I address:

|P address: 192 . 168 . 123 . B3
Subnet mazk: SRR Z2RE U250
Default gatesay: 192 0168 . 123 . 2h4

Step2: Open the command mode and input “emd” then check if the router replies to ping

192.168.123.254

Run @ﬁl

— Twpe the name of a program, Folder, document, or
= Internet resource, and Windows will open it For wou,

er: o

g

[ I ] [ Cancel ] [ Browse, ..

tnPping 192.168.123.254

inging 1922.168.123.254 with 32 hytes of data:

eply from 1972.168.123.254: bhytez=32 time<ims TTL=64
eply from 192.168.123.254: hytez=32 time<ims TTL=64
eply from 192_168_.123_254: bytes=32 time<ims TTL=64

Step3:Please use the exe-file of fw and click as below:

Firmware Upgrade LUtility ﬂ

Select one device. Or you can input |P manually ;

|192.'IEB.123.254 crazh ﬂ Refresh |
porade E xit |

Press pgrade Button To Upgrade Rouker

Then click” Upgrade” if necessary, please input password “admin” .Then reset to default and refer to
Q1 How to connect Router.
However, if those methods can not make the router normal, please send the unit to the seller to check,

thanks.

5.Why can I not connect Internet even though the cables are plugged in Wan
port and Lan port and the leds are blink. In addition, Status led is also normal

and I can configure web management?
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A: Make sure that the network cable from DSL or Cable modem is plugged in Wan port of Router and

that the network cable from Lan port of router is plugged in Ethernet adapter. Then, please check

which wan type you use. If you are not sure, please call the isp. Then please go to this page to input the

information isp is assigned.

- Choose VWAN Type

Type Usage
(O Static IP Address ISP assigns you a static IP address.
® Dynarmic IP Address Obtain an IP address from ISP autormatically.
O Cwnamic IF Addresswith Road Runner Session Management.{e.q. Telstra BigPond)
) PPP aver Ethernet Some ISPz reguire the use of PPPOE to connect to their semices.
O ppTP Some [5Ps require the use of PPTP to connect to their services.
O LaTP Some |SPs require the use of L2ZTP to connect to their services.

6.When I use Static IP Address to roam Internet, I can access or ping global IP
202.93.91.218, But I can not access the site that inputs domain name, for example
http://espn.com ?

A: Please check the dns configuration of Static IP Address. Please refer to the

information of ISP and assign one or two in dns item.

How do | connect router by using wireless?

1.How to start to use wireless?
A: First, make sure that you already installed wireless client device in your computer. Then check the

Configuration of wireless router. The default is as below:

- Wireless Setting [ HELP ]
ltem Setting

Fireless OEnable @ Disable

b Metwark ID(SEID) default

F Wireless Mode O hiain Mixed O11n anly

b 851D Broadcast ® Enanle O Disable

b Channel 11 e

F Security Mane (]

| save || unda || wDS Setting... |
[ Mac Address Control.. | [ wireless ClientList... |
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About wireless client, you will see wireless icon:

L3 "r!

Then click and will see the ap list that wireless client can be accessed:

< default Signal Strengthi ppplll
Related Tasks I*‘r Non-secure wireless network
d] hange preferred ‘" BombTest Signal Strength: gl
wircless notweork ""r Security-enabled wirsless network o
[}
v Learn sbout wireless '

If the client can not access your wireless router, please refresh network list again. However, I still can

not fine the device which ssid is “default”, please refer to Q3.

“MetworkTasks——— | Chinose a wireless network
Refresh ik an #em in Hhe lisk beloss bo connert bn A wireless netwanek inrange oe bocget mnee
network list inf rrrnatinn.
7 default signal Strenpth: gonll E.
e

MOr-secure wireless network Connccted

Choose the one that you will want to connect and Connect:

default Signal Strengkh: |

L
Relabed Tasks Nor-sacurs wireless natwork

warrk i ConE 4 bor roen scress Iofnemahion cenb oo

|} “hanos preterred. pa i e r
E] e o Wirelesz Network Connection

§.3. Lear aluul wirels

e i petuectking “default” doas not require a network key, Information cent over this networl iz
! not encrypted and may be visible to others,

¢ Changs sektings of

¥ connechion

17 o are sure you sk Lo coniecl o Uis network, dick Cormct, Ol mrwise,
rlick Canred.

Cutmmel | I Canel I

. . - =

If successfully, the computer will show

-
jr} Wireless Network Connection 5 is now connected IE
Speed: 54.0 Mbps

nmand Prompt | Y untitled - Paint | « WL 7%

and get ip from router:
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thernet adapter Wireless Hetwork Connection 5:
Connection—specific DNS Suffix

Subnet Mask . . . . - e e .
Default Gatewawy . . . . . . .

255.255.2505.8
192 .168.123.254

IP Address. . . . . . . . . . : 192.168.123.165

2.When I use AES encryption of WPA-PSK to connect even if I input the correct
pre-share key?

A: First, you must check if the driver of wireless client supports AES encryption. Please refer to the

below:

Related Tasks i Mon-secure wireless network,

E Chanie preterred 21T ignal Strength: ]

wireless network, il Security-enabled wireless network
)

i Learn about wireless

" Detworking = Z¥XEL signal Strength: oanlll
§ Change settings of this.. " mMon-secure wireless netwaork,

¥ connection

| /" HBaron2 gignal Strength: panllll

If SSID is default and click “Properties” to check if the driver of wireless client supports AES

encryption.

default properties ﬂﬂ

Azzociation l Authentication ] Connechon ]

Metwark. hame [S510]: |
Wireless network key

Thiz netwark, requires a key for the following:

Metwark Authentication: WRA-PSE
Data encrption: |.-’-'-.ES j
M etwork kew: |

Confirm netwaork, key: |

k. | Cancel
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3.When I use wireless to connect the router, but I find the signal is very low even
if I am close to the router?

A: Please check if the wireless client is normal, first. If yes, please send the unit to the seller and verify

What the problem is.
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FCC Caution

1. The device complies with Part 15 of the FCC rules. Operation is subject to
the following two conditions:
(1)This device may not cause harmful interference.
(2)This device must accept any interference received, including interference
that may cause undesired operation.

2. FCC RF Radiation Exposure Statement: The equipment complies with
FCC RF radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance
of 20 centimeters between the radiator and your body.

3.  This Transmitter must not be co-located or operating in conjunction with
any other antenna or transmitter.

4. Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.



