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1 Introduction

This chapter describes the features & benefits, package contents, applications, and
network configuration.

1.1 Features & Benefits

Features ‘ Benefits ‘

High Speed Data Rate Up to 108Mbps/ Super | Capable of handling heavy data payloads
G Mode such as MPEG video streaming.

Fully IEEE 802.11g draft standards compliant, | Interoperable with existing 2.4GHz device
and backwards compatible with IEEE802.11b | and networks
products

Transmission Power Control (TPC) support Offers flexibility to adjust RF output power.

Dynamic Frequency Selection (DFS) support Provides flexible selection of the best
frequency to allow mobility among alll
existing IEEE802.11b/g networks.

Multi country Roaming (802.11d) Automatically adjusts regulatory domain to
operate in different countries.

Wi-Fi Protected Access Enhances authentication and security.

64 /128/152-bit WEP data encryption Powerful data security.

MAC address filtering Ensures secure network connections

Remote Configuration via Web- Easy to configure or manage the device

browser/Telnet remotely.

Firmware upgrade through Web-browser Easy firmware upgrade reduces operations
overhead.

1.2 Package Contents

One Access Point

One Power Adapter

One CAT 5 UTP Cable

One Fast Start Guide

One CD-ROM with User’'s Manual Included

YVYVYVYY
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2 Understanding the Hardware

2.1 Hardware Configuration

>» RJ-45 Ethernet Connector — Provides 10/100 Mbps connectivity to a wired
Ethernet LAN.

» Reset Button — By holding this down for more than five seconds, the AP will
reset to its factory default settings.

>» Power Supply Connector — Connects to the power adapter.

2.2 Hardware Installation

Configure your notebook or PC with a wireless LAN card.

For a wired LAN, connect your PC’s Ethernet port to the AP’s LAN port via an
Ethernet cable.

For WLAN, position the Access Point in a proper position.

Plug in the power cord into the power outlet.

w >

Co

3 PC Configuration

3.1 TCP/IP Configuration

Follow the steps below in order to configure the TCP/IP settings of your PC.

A. In the Control Panel double click Network Connections, and then double click
on the connection of your Network Interface Card (NIC). You will then see the
following screen.
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B. Select Internet Protocol (TCP/IP) and then click on the Properties button. This

will allow you to configure the IP address of your PC. You will then see the
following screen.
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C. Select Use the following IP address radio button, and then enter an IP address
and subnet mask for your PC. Make sure that the Access Point and your PC are
on the same subnet. The default IP address and subnet mask of the Access
Point are 192.168.1.1 and 255.255.255.0 respectively.

D. Click on the OK button, your PC’s TCP/IP settings have been configured.

3.2 Wireless LAN Configuration

Follow the steps below in order to configure the Wireless LAN settings.

A. Launch the WLAN Client Utility and click on the Configuration tab.

wireless - WLAN Wireless Settings

Profile: Marme: |wireless

Metwark Mame: |wireleas

Metwark Type: |Access Pairt ﬂ

Defaults
Power Save Mode: 0ff -
Tranzmit B ate; Fuilly Awutamatic j

ak | Cancel | Apply |

Profile Name: enter a name for this profile.

Network Name: enter the SSID. (Default name: Any)

Network Type: select Access Point from the drop-down list.
Power Save Mode: Select Off or On from the drop-down list.
Transmit Rate: select Fully Automatic from the drop-down list.
Click on the OK button.

ETMMUO®
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4 Web Configuration

4.1 Logging In

>»  To configure the Access Point through the web-browser, enter the IP address of the
Access Point (default: 192.168.1.1) into the address bar of the web-browser, and
press Enter.

>» You will then see the login window. Enter admin as the User name and iktpw as
the Password and then click on the OK button.

Tt
Lker name: ﬂ e, o
Dsmanerd; FTTET]

|| Rerrammbier sy passsvond

[ o || come |

» You can also change the username and password under the Administrator
Settings option. Refer to section 4.3.1 Administrator Settings to change the
username and password.

>

4.2 Getting Familiar with the GUI

>»  After logging in, the first page that is displayed in the Status page.
» The GUI consists of three parts and is displayed in the image below:
A. Navigation Bar: used to navigate through the available options.
B. Main Page: used to view and configure the AP’s settings.
C. Top Right-hand Corner: quick buttons for Home, Exit, and Reset. Click on the
Home button to return to the status page. Click on the Exit button to logout, and
click on the Reset button to restart the AP.
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4.3 System

» Click on the System link on the navigation bar, you will then see five options:
Administrator Settings, Firmware Upgrade, Configuration Tools, Factory Default,
and Rest. Each one is described in detail below.

4.3.1 Administrator Settings

>» Click on the Administrator Settings link. On this page you can configure the user
name, password, system name and telnet.

>»  Set another username and password to restrict management access to the Access
Point.

Administrator Settings

Usehame admin
Pazzward EEEEE
Syetem Name

Enatde Takusi [#]

0o

Username: enter a new user name.

Password: enter a new password.

System Name: enter a unique name for this device.

Enable Telnet: place a check in this box if you would like to allow telnet access to
this device.

YVYVY
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>  Click on the Apply button to confirm and save the changes.

4.3.2 Firmware Upgrade

»  Click on the Firmware Upgrade link. This page is used to upgrade the firmware on
the AP.

Firmware Upgrade

Host Mame
Llgar Namp
Passwaord

Image Palk

fnage Mame

L

Host Name: enter the host name or host IP address.

User Name: enter the user name for the host.

Password: enter the password for the host.

Image Path: enter the path of the image file.

Image Name: enter the name of the image file.

Click on the Apply button to confirm and save the changes.

YVVYVYVYVYY

4.3.3 Configuration Tools

» Click on the Configuration Tools link on the navigation bar, you will then see the
Configuration Script page. This page allows you to develop a script for an
application.
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Configuration Script

Hozi Marma
Usar Marme
Faggvnid

Sonpl Fath

Senpl Mame

AL

Host Name: enter the host name for the script resides.
User Name: enter the user name of the host.

Password: enter the password of the host.

Script Path: enter the path of the script file.

Script Name: enter the name of the script file.

Click on the Apply button to confirm and save the changes.

YVYVVYVY

4.3.4 Factory Defaults

>» Click on the Restore button of the Access Poaint to perform a reset and restore the
original factory settings.

Restore Factory Default

Ta meiom 1he factory defsult seitings of the Access Point, click on the "Rastore” button. ¥ ou will
ba agked io confirm your decissan

|_ Festone . _|

e
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4.4 LAN

» Click on the LAN link on the navigation bar, and then click on LAN Settings. You
will then see the LAN Settings page. On this page you can configure the LAN IP,
subnet mask, and default gateway IP addresses.

LAHN Settings

IP Address 182 | {TE8 1 1
Submel Mask LI e e T e
Dafaut Galeway Address 0 (i a ]

eed

>» IP Address: enter the IP address of the Access Point.

» Subnet Mask: enter a subnet mask for the IP address.

>» Default Gateway Address: enter a gateway IP for the Access Point.
» Click on the Apply button to confirm and save the changes.

4.5 Wireless

>» Click on the Wireless link on the navigation bar, you will then see two options:
General and 80211g. Each one is described in detail below.

45.1 General

>»  Click on the General link on the navigation bar. On this page you can select for the
Access Point, and choose to enable or disable the 2.4GHz radio.
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Wireless General Settings

Wireless 11g

2 4GHz Radin ' Disable = Enable

= decess Painl

) Wirelass Client Femote APMAC 0D0ZEF05ED27 | [ Site Surey |
€3 Repaater Remate APMAC [00026F0580.27 |

@G e

» 2.4 GHz Radio: select Disable or Enable for the 2.4GHz radio.

>» Select a radio button for the type of device you would like this to be. Options
available are: Access Point, Wireless Client, and Repeater. If you select Access
Point, you are not required to enter any additional information. If you select
Wireless Client, you are required to enter the MAC address of the remote Access
Point. If you select Repeater, you are required to enter the MAC address of the
Access Point. If you do not know the MAC address of the Access Point, click on
the Site Survey button to view and select one from the list.

>»  Click on the Apply button to confirm and save the changes.

452 802.11g

» Click on the 802.11g link on the navigation bar. On this page you can configure the
802.11g settings.
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2.4GHz Radio Settings

SSi0 [Wireless3

Supprass S50 (|

‘Wiralass Mada :.2.5.5711 Sdrdbps (EEFH g]_.‘-."
Sacurity Cwea-only | Edit Security Seting |
Data Fata | st ¥

Tranzmil Power | Full v

Antenna Diversity |Best ¥

Beacon intarval (20 - 1000) [100

Diata Beacon Rale [DTIM (1 - 15384) i

Fragmant Langth (255 - 2346) 2346 |

RTS/CTS Thrashold (256 - 2346) 2345 |

Shaet Praambla CrDisable (& Ensbla

Bl 2 AGH: SAMbpe Statam Only [ Disakde &) Enabla

@00

vV VYYVY \4
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SSID: enter the SSID of the wireless network. The SSID is a unique name shared
among all points in your wireless network. The SSID must be identical for all points
in the network, and is case-sensitive.

Suppress SSID: place a check in this box if you would like the SSID to be hidden
from other Access Points or a site survey.

Wireless Mode: select a data rate from the drop-down menu. One option is
11Mbps and the other is 54Mbps.

Security: place a check is this box if you would like to use WPA only. If you would
like to configure a more detailed security, click on the Edit Security Setting button.
This option is described in the next section.

Data Rate: select a data rate from the drop-down list; by default Best is selected.
Transmit Power: select a transmit power from the drop-down list; by default full is
selected.

Antenna Diversity: select Best, 1 or 2 from the drop-down list.

Beacon Interval (20-1000): enter a value between 20 and 1000 for the beacon
interval. Beacons announce the existence for the 802.11 networks at regular
intervals.

Data Beacon Rate DTIM (1-16384): enter the data beacon rate; the default rate is
1.

Fragment Length (256-2346): enter a value between 256 and 2346 for the
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fragment length.

» RTS/CTS Threshold (256-2346): enter a value between 256 and 2346 for the
RTS/CTS threshold. Any packet in the RTS/CTS handshake larger than the
specified size will be discarded.

» Short Preamble: use this radio button to specify short preamble usage. When
Enable is selected, both short and long preambles are used. When Disable is
selected only long preambles are used.

> Allow 2.4GHz 54Mbps Stations Only: use this radio button to Enable or Disable
the association of 2.4GHz Mbps station only.

>»  Click on the Apply button to confirm and save the changes.

4.5.2.1 Security Setting

2AGHz Security

Secunty Maode =) Dizabiled O Pre-shered bey L Dynames
Secunty Seever [ EditSecurtyServerSetings |
==
Koy Entry Mathod = Hoxedecmal (0 Asci Tad

Default
Shared Encryption Key Key Length
Foay

]l Himg ol

£ 2 FMerma w

L g [ w

B it 10 heo clagitsy 5 e kerys)
128 bit [26 he: digits)f1 3 mecii kayz)
152 bet (32 hens cligita1 6 ascii ke

Agcess Coatiol Lisd Disahle = L_Elﬂff-LEﬂﬂ_;i |

e LK

>» Security Mode: select a security mode; options available are Disabled, Pre-
shared Key, or Dynamic.

>» Key Entry Method: select a type of key method; options available are
Hexadecimal or Ascii Text.

>» Default Shared Key: select a default-shared key, and then enter the key in the
Encryption Key text box. From the Key Length drop down list, select none, 64-bit,
128-bit or 152-bit.
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» Access Control List: select Enable or Disable for MAC access control lists. Then
click on the Edit ACL Settings button.

4.5.2.2 Security Server Settings

RADIUS Server

Domain Mame Senver P Address
Deenain Mame Semer

RADIUS Sener

RADIUS Paort

RADIUS Secrst

SGHz Koy Source

e

1z

Local [=]

Famate |

Qo

YVYVYVY V¥V

v

Domain Name Server IP address: enter the IP address of the domain name

server.

Domain Name Server: enter the name of the domain name server.
RADIUS Server: enter the IP address of the RADIUS server.
RADIUS Port: enter the port of the RADIUS server.

RADIUS Secret: enter the password of the RADIUS server.

5GHz Key Source: select a location of the RADIUS key. Local specifies that the
RADIUS key is located in the AP. Remote specifies that the RADIUS key is
located in the RADIUS server.
Click on the Apply button to confirm and save the changes.
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45.2.3 ACL Settings

24GHz ACI
QO] 1 334455 allowed wath default shared key | Dlete |

11233324 55 66 demed | Daleta |

e @6

» To delete an existing MAC ACL, click on the Delete button.
» Click on the Add button to add another MAC ACL.

Add New ACL

24GHI Mew ACL

13:44 55 66:77.08

MAC Address

(WA fef s tnimeal 22 Db ddaeny
A&CL Type Demy b
Linique Key

W unlgus kirp @ waad m GCL Sms)

e @0

MAC Address: enter the MAC address.

ACL Type: select an ACL type from the drop-down list. Options available are Allow,
Deny, Default Shared Key, 64-bit, 128-bit or 152-bit.

Unique Key: this is only required if a unique key is used in the ACL type.

Click on the Apply button to confirm and save the changes.

vV VYYVY

4.6 Statistics

» Click on the Statistics link on the navigation bar, you will then see the 2.4GHz
Statistics options.
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46.1 2.4 GHz Statistics

» Click on the 2.4GHz Statistics link on the navigation bar. You will then see a list of

stations that are currently part of the BSS.

2.4GHz Statistics

This shows the Access Point and the stations that are currently part

of the BSS,
(8] MAL Address State
AP 00:02:6F.BE:FO:FG up

» Click on the MAC address to view detailed statistics.

2.4GHz BSS Stats
2.4GHz AP is up

Wireless Mode: 2.4GHz 54Mbps (802.11g

Encryption Cipher Advertised
Open Syskem no Mone

Authentication Deauthentication Association Disassociation Reassociation

MsDU Data Multicast Management Control Errors
Receive B17e03 292 g 817311 u] 3053529
Transmit 12501 318 329 19700 0 7523
Receive Discarded Duplicate CRLC Decrypt PHY DMA
Errors Frames Frames Errors Errors Errors Errors
058529 10 10 223954 u] 2834575 u]
Transmik Discarded Excessive DMA
Errors Frames Retries Errors
7523 7518 7523 0
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Appendix A — Specifications

Data Rates 802.11g :6, 9, 12, 18, 24, 36, 48, 54Mbps
802.11b :1, 2, 5.5, 11Mbps
Media Access Protocol Carrier sense multiple access with collision avoidance (CSMA/CA)
Standards IEEE802.11g draft, IEEE802.11d, IEEE802.1x, IEEE802.11h,
IEEE802.3, IEEE802.3u
Power Requirements 12 VI 1A
Compliance FCC Part 15/UL, ETSI 300/328/CE
Security . WEP (64, 128, 152bit)
U Wi-Fi Protected Access(64,128,152-WEP with TKIP, Shared
Key Authentication)
Management Web-based configuration (HTTP), Telnet
Firmware Upgrade Upgrade firmware via TFTP/Web browser

RF Information

Frequency Band 2.412~2.462GHz(US)
2.412~2.484GHz(Japan)
2.412~2.472GHz(Europe ETSI)
2.457~2.462GHz(Spain)
2.457~2.472GHz(France)

Modulation Technology 802.11g : OFDM (64-QAM, 16-QAM, QPSK, BPSK)
802.11b : DSSS (DBPSK, DQPSK, CCK)

Operating Channels 11 for North America, 14 for Japan, 13 for Europe,
2 for Spain, 4 for France

Receive Sensitivity -91dBm @ 1Mbps -84dBm @ 6Mbps -75dBm @ 24Mbps
-90dBm @ 2Mbps -82dBm @ 9Mbps -73dBm @ 36Mbps
-89dBm @ 5.5Mbps -79dBm @ 12Mbps -70dBm @ 48Mbps
-87dBm @ 11Mbps -77dBm @ 18Mbps -68dBm @ 54Mbps

Transmit Output Power 802.11g : Up to 20dBm(USA) ; Up to 20dBm(Europe ETSI)
(Typical) 802.11b : Up to 20dBm(USA) ; Up to 20dBm(Europe ETSI)
Interface 1* 10/100Base Ethernet LAN Port

Status LEDs Power, LAN, WLAN

Antenna One non-detachable diversity antenna

Dimensions 135(L)mm x 110(W)mm x 31(H)mm

Environmental

Temperature Range 0°C to 55°C (32°F to 131°F) — Operating
-40°Cto 70°C(-40°F to 158°F) — Storage
Humidity (non-ondensing)  5%~95% Typical
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the
following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to
the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this
equipment.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.
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