User Manual

WN-220ARM
Wireless 11N 150Mbps ADSL2+M Router




Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored,
transcribed in an information retrieval system, translated into any language, or transmitted in any
form or by any means, mechanical, magnetic, electronic, optical, photocopying, manual, or

otherwise, without the prior written permission.

FCC Part 15.19

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

(1) this device may not cause harmful interference and

(2) this device must accept any interference received, including interference that
may cause undesired operation

FCC Part 15.21 information for user

You are cautioned that changes or modifications not expressly approved by the
party responsible for compliance could void your authority to operate the
equipment.

FCC Section 15.105 Information to the user.

NOTE:

This equipment has been tested and found to comply with the limits for a lass B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

-- Consult the dealer or an experienced radio/TV technician for help.

RF exposure statements

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This device and its antenna(s) must not be co-located or operating in
conjunction with any other antenna or transmitter.


Daphne
文字方塊
This device and its antenna(s) must not be co-located or operating in
 conjunction with any other antenna or transmitter.  
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CHAPTER 1. Introduction

Congratulations on your purchase of this outstanding product: WN-220ARM Wireless 11N
150Mbps ADSL2+M Router. This product is specifically designed for home and small office
needs. It provides a complete solution for Internet surfing. Instructions for installing and
configuring this product can be found in this manual. Before you install and use this
product, please read this manual carefully for fully exploiting the functions of this
product.

1.1 Package List

Iltems | Description Quantity
1 Wireless 11N 150Mbps 1
ADSL2+M Router

2 Power adapter 12Vdc/ 0.6A 1

3 CD 1




1.2 Hardware Installation

1.2.1 Hardware configuration

ADSL Connection
Status

LAN1~LAN4
LEDs

WPS Button

Wireless

On/Off Button

Status LED

WLAN LED

Power Switch

Reset: Press “Wireless on/off” and “WPS” button for 5 sec simultaneously.



Receptor for
Power adapter

Auto MDI/MDIX RJ-45 Ports
Automatically sense the types of WAN
and LAN when connecting to Ethernet

1.2.2 LED indicators

RJ-11 Port

LED color Description
Green in flash power is on
Status :
Green in fast flash | Reset mode
ADSL Green in flash xDSL connection is established
Green in fast flash | Data packet transferred via DSL Line
Green WiFi is on.
WLAN -
Green in flash Data access
G RJ45 cable is plugged, and Ethernet
reen L :
LAN connection is established.
Green in flash Data access




1.2.3 Installation Steps

Step 1. Connect with the Ethernet patch cable: |
Insert the Ethernet cable into RJ45 Ethernet Port on =
the back panel. And then plug the other end of RJ45

into the computer or Laptop computer. The LED of |
Internet connection will show green color if the

Ethernet connection is normally connected.

Step 2. Insert the RJ11 cable for ADSL i

Step 3. Connect the power adapter:
Plug the other end of the power adapter into a wall
outlet.

R —

Step 4. power on
Switch the power on in front of this WiFi ADSL Router

Step 5. Start to configure the device:
You can start to configure the device via the Easy User Manual
Setup.

utilit
(see Easy Setup Utility) g '

Quick Installation Guide
Exit



CHAPTER 2. Getting Started

2.1 Easy Setup by Windows Utilit

Step 1:

Install the Easy Setup Utility from CD

then follow the steps to configure it.

Step 2:
Select Language then click “Next” to
continue.

Step 3:
Then click the “Wizard” to continue.

Or click “advanced” to run advanced
mode for more detailed setting.
(See User Manual)

Step 4:
Click “Next” to continue.

Welcome to the Easy Setup for WiFi ADSL Router

‘This wizend will guide you o simply and quickly configure the WiFi ADSL Router.

Select Language:

EEE—

Cancel

Setup Mode
This step will let you to chooss one of the setup modes.

This step-by-step vide will st you sasily and quiskly conmest
o the Intemet.

‘Wizard

This will provide a diagnostis of your network and he ssttings
‘}_\ B used b the Router.

Advanced

Prepare Setup
This step will make sure connection can be established between your PC and Router

Flease make sure the following items,

1. Maks surs the Ronter is powered on
2 Make sure your network adapter is connscted. to fhe LAN portof the Routsr
3 Mabe sure yous network sdepter s an IF sddress

Cancel



Step 7:
Configure your wireless interface. Wireless Setting

This step will setup yorur basic wirelsss nstvork sstings

Thas will provide you with s basic workable setting for your wireless. You can also
select o do it later.

[7] Do niot set at this time.

Step 8: e
Insert SSID, Channel and Security Wireless Setfing _
options, and then click “Next” to e il omg o b vl ok s
Continue. - gtx ﬁﬁé\eﬁgmﬁ?c&}w&:ﬁbxwmmg If you need. moze settings,
SSID: default
Chanmsl: 1] |»
Security: | Disabls ~
] Do ot set at this time.

Step 9:
Auto detect the WAN service, just click Auto Detect WAN Service
the [NeXt] button. This step will sutomatically detect ong suitable WAN service for Router
Or yOu Could Select the WAN type by . giﬁbﬂmﬁﬁe WAN cable comnection is working between your Router and
yourself via select the check box [Let me oo b WAl oyt i VA s it

select WAN service by myself] = jump
to Step 10.

You can set it manvally if you know your WAN service type.

[ Lot me seloct WAN service by myslf




Step 10: :
Select the WAN type by yourself. You Select WAN Service
can get this information by asking your ot et s

I S P . Please welect the WAN service for setup.

9 Ethernet Over A TH (RFC1483 Brid gedwith NAT

i o

!.i IF over ATM (RFC1483 Routed)

‘-;[ PPP aver Ethernet
=

@ PPP awer ATM
=

Step 12 : g

The WiFi ADSL Router is rebooted to ‘Save Settings

make your entire configuration take

eﬁe Ct, The settings will be saved to the Ronter and reboot ot the next step.

3 wiléle:s”sétting

S5ID:default
Channel:11
Security-Disable

Step 13 : .

Click “Next” to test the Internet Save Settings

connection.

Reboot Router...

10



Step 14 :
Click “Next” to test WAN Networking
service or you can ignore test.

Step 15

Congratulations!

Setup is completed.

Now you have already connected to
Internet successfully.

Save Settings

Settings have been saved and initislized .
The nest step will test yome Infernst connection. Or yom can chooss o ignors the test

[T To ship testing of the WAN sevvice.

Cancel

Setup Completed

The Router = configured, but the WAN service functionality has not been checked

Open the defanlt web browser to access the advenced configurations.

11



2.2 Easy Setup by Configuring Web Pages

You can also browse Ul of the web to configure the device.

Browse to Activate the Setup Wizard

Type in the IP Address
(http://192.168.123.254)

Type the default
password ‘admin’ in the
System Password and
then click ‘login’ button.

Select “Wizard” for basic
settings in simple way.
Press “Next” to start the
Setup Wizard.

& Windows Internet Explorer

(ko) 2] 15215812305 -] x]
| = USER's MAIN MENU A Suatus
- System Passwerd : (defauit: admin) | Lo9in
o Setup Wizard [EXIT]

Setup Wizard will guide you through a basic configuration procedure step by step.

» Step 1. Setup Login Password.
» Step 2. WAN Setup.

» Step 3. Wireless Setup

» Step 4. Summary.

» Step 5. Finish.

Configure with the Setup Wizard

Step 1:

Setup login password.
Enter your system
password.

.J Setup Wizard - Setup Login Password [EXIT]
» Old Password \\
» New Password | \
» Reconfirm \ \

12



Step 2:
Setup Wan Type.

Step 3:
Type in WAN information
and go ‘next’ step.

Step 4:
Wireless Set up.

L Setup Wizard - Select VVAN Type

[EXIT]

@®  Ethemet Over AT (RFC 1483 Bridged) with NAT

O IP over ATM (RFC 1483 Routed)

O PPP over ATM (RFC 2364)

O  PPP over Ethernet (RFC 2516)

O staticlP @ Dynamic IP

O staticlP O Dynamic IP

U Setup Wizard - WAN Settings - Bridge Mode with NAT - Dynamic IP Address

[EXIT]

» LAN IP Address

» WAN IP Mode

» Host Mame

» WAN's MAC Address
» IGMP

» Data Encapsulation

192.168.123.254

Dynamic IP Address

[ stona

[00-50-18-00-00-18 | Clone mac |

[ Enable

[0 Jrange:o-255)

b VPINumber
» VCI Number (range: 1~65535)
» Schedule type UBR -
Start > Password > WAN » Wireless > Summary > Finish! ]

o Setup Wizard - Wireless settings

+ Wireless function
+ Network ID(SSID)

+ Channel

@ Enable O Disable

default

1 =

Finish! __Ne)d>

v

1> WAN > Wireless > Sum

13



Step 5 & Setup Wizard - Wireless Security

[EXIT]

Wireless security setup.

» Security

None v

WEP ‘
WPA-PSK/ WPA2-PSK

i > WA Wireless > Su

[EXIT]

Step 6: & Setup Wizard - Summary
Confirm your information
and apply the settings.

Please confirm the information below.

[ VAN Setting ]

Bridge Mode with NAT
WAN Type (Dynamic IP Address)
Host Name -
WAN's MAC Address 00-50-18-00-00-18

[ Wireless Setting ]

Wireless Enable
SSID default
Channel 1"
Security None

Do you want to proceed the network testing?

€ Summary > |

Apply Settings

Step 7 . J Setup Wizard - WAHN Connection Test

[EXIT]

Setup completed.

System is applying the settings. Please wait a moment...

Summary >

14



Step 8:
Click Finish to complete it.

 Setup Wizard - Finish

[EXIT]

Configuration is Completed.

Please click "Finish" to restart the device
Oryou can click “Configure Again® to setup the wizard again

Configure Again

15



CHAPTER 3. Making Configuration

3.1 Start to configure

Whenever you want to configure your network or this device, you can access the
Configuration Menu by opening the web-browser and typing in the IP Address of the
device. The default IP Address is: 192.168.123.254.

€ Windows Internet Explorer

#|x]

e, ) 12168123254 5

Enter the default password “admin” in the System Password and then click ‘login’ button.

| ~ USER's MAIN MENU A Status

J System Password : (default: admin)

Afterwards, select ‘Advanced’ indicated in the user interface for further configuring this
device. In the “Advanced” page, it could be categorized four sections, respectively Basic
Setting, Forwarding Rules, Security Setting, and Advanced Setting.

16



3.2 System Status

« Bystem Status [ HELF J
Item VAN Status Sidenote
Remaining Lease Tims 060 00 6D
IF Address 0.0.0.0
Subnet Mask 0.0.00
Gatswsy 0.0.0.0
Domain Mame Server 0.0.0.0

MAC Address

DO-50-18-00-00-18

ADSL Connection (DownStreamd/LipStraam)

Disconnected

Bridge Mode with NAT

= Wireless Status

ltem WLAN Status Sidenote
Wirgless mode Enzhl=
551D default
Channsl 11
Security Maone
WMAC Address (O0-50-18-00-00-15
= Statistics Information
Statistics of WAN Inbound COutbound
Octets a IB1T
Unicast Facksts 1] L]
Mon-unicast Packets a i

[ ADSL Modem Status ][ View Log... ][ Clients List... ][ MAT Status. ., ][HE!'rEh]

This option provides the function for observing this product’s working status:

WAN Port Status.

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button on the
Sidenote column. You can click this button to renew or release IP manually.

Statistics of WAN: enables you to monitor inbound and outbound packets

17



3.3 Advanced

3.3.1 Basic Setting

Please Select “Advanced Setup” to Setup

e I Basic Setting

# DHCP Server
* Primary Setup

» Wireless - Configure LAN 1P, and select VAN type.
» Change Password * DHCP Server
- The seftings include Host IP, Subnet Mask, Gateway, DNS, and WikS
configurations.
* Wireless
- Wireless seftings allow wau to configure the wireless configuration items.
The device also supports WDEMreless Distribution Systern) and WRSQAIF
Protected Setup)
* Change Password
- Allow yau ta change systern passward.

3.3.1.1 Primary Setup — WAN Type, Virtual Computers

. Primary Sstup ~ Primary Setup [ HELF ]
« DHCP Sarvar o it
e b LAN IF Address [192.188.122.254 |
. Changs Passwor » WAN Type Bridge Mode with NAT
* WAN |P Mode Crynamic [P Address
* Host Mams | | {optionsal)
b WEN'S MAC Address DO-50-180000-18 || Clone MAC |
* Rensw I[P Forever [ Enable (duto-reconnect)
b I1GMP [ Enable

v Data Encapsulation U a4
# WPl Numbser 0 [range: D~255)
¥ W Numbsr Uiriii 1~-65535)

v Schedule type UBR b

[Sa'.le] [Ur.da][ Virtusl Computers. .. ]

18



Press “Change” on WAN type to change the type you want.

- ADMINISTRATOR's MAIN MENU -l Status NY wizard ((ll Advanced » Logout
W BASIC SETTING \‘a}, FORWARDING RULES | €57 SECURITY SETTIG (7] ADVANCED SETTING ‘_12-!.:9 TOOLBOX
= Choose WAN Type
* Primary Setup
Type Usage
= DHCP Server Lk ”
O ctatic IP Addrass ISP assigns you a static IP address,
* Wireless
® Cwnamic |P Address Ohbtain an IP address fram ISP automatically.
* Change P d
O Cynamic IP Address with Road Runner Session Manaogement.ie.g. Telstra BigPond)
) PPP aver Etherret Some ISPs require the use of PPPOE to connect to their services.
O ppTP Some |SPs require the use of PPTF to cannect ta their services.
O LTP Some |SPs require the uge of LZTP 0 connect to their services,

This option is primary to enable this product to work properly. The setting items and the web
appearance depend on the WAN type. Choose correct WAN type before you start.

1. LAN IP Address: the local IP address of this device. The computers on your network must
use the LAN IP address of your product as their Default Gateway. You can change it if
necessary.

- ADMINISTRATOR's MAIN MENU -‘il Status NY Wizard (ﬁ'l Advanced P Logout

i} BASIC SETTING ‘\‘:33) FORWARDING RULES @ SECURITY SETTING (ﬁi] ADVANCED SETTING ‘1_12:} TOOLBOX

o Primary Setup [HELP ]
» Primary Setup
ftem Setting
» DHCP Server _
b LAM P Address 1892168.12.224
* Wireless e

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a
correct one from the following four options:

A. Static IP Address: ISP assigns you a static IP address.
Dynamic IP Address: Obtain an IP address from ISP automatically.
PPP over Ethernet: Some ISPs require the use of PPPOE to connect to their services.

PPTP: Some ISPs require the use of PPTP to connect to their services.
L2TP: Some ISPs require the use of L2TP to connect to their services

mo O w

Static IP Address: ISP assigns you a static IP address:

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP.

19



= ADMINISTRATOR'S MAIN MENU Al status ¥Y wizard 1 advanced » Logout

<4 BASIC SETTING | %2, FORWARDING RULES SECURITY SETTING ADVANCED SETTING | {47 TOOLBOX

1 Primary Setup [HELP ]

+ Primary Setup
ftem Setting

#* DHCP Server .

b LAM IF Address 192.168.12.224
* Wireless ik ol
+ Change Password > VAN Tyne Static IP Address

FWAN IP Address 0.0.00

» AN Subnet Mask 1255.255.255.0

b WAN Gateway n.o.on

¥ Primary DS EED.D

r Secaondary DNS 0.0.00

b IGHP ¥ Enatle

[ save || undo || wirtual Computers... || Reboot |
Saved! The change doesn't take effect until router is rebooted.

Dynamic IP Address: Obtain an IP address from ISP automatically.

Host Name: optional. Required by some ISPs, for example, @Home.

Renew IP Forever: this feature enables this product to renew your IP address automatically when
the lease time is expiring-- even when the system is idle.

. ADMINISTRATOR's MAIN MENU -'"ﬂ Status NY wizard ‘{:il Advanced + Logout
W""'ﬂ BASIC SETTING \3\, FORWARDING RULES = §5) SECURITY SETTING ({'[1"3 ADVANCED SETTING \:_%; TOOLBOX
=)
Primary Setup HELP
» Primary Setup = 4 : [ I
tem Setting
# DHCP Server
b LAM IP Address 192.168.12.224
+* Wireless -
e Change Panawerd b WYAN Type Dynamic IP Address
+ Host Mame {optional)
FWVAN'S MAC Address (O0-14-72-12-A8-89 [ Restore MAC ]
r Fenew IP Farever [ Enable (Auto-reconnect]
v 1GNP ¥ Enahle
| save || undo || witual computers... || Reboot |
Saved! The change doesn't take effect until router is rebooted.

PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.
PPPoE Account and Password: the account and password your ISP assigned to you. For security,
this field appears blank. If you don't want to change the password, leave it empty.

PPPoE Service Name: optional. Input the service name if your ISP requires it. Otherwise, leave it
blank.

20



Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE session.
Set it to zero or enable Auto-reconnect to disable this feature.

Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most common
MTU value is 1492.
Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect (Always-on):The device will link with ISP until the connection is established.
Manually :The device will not make the link until someone clicks the connect-button in the

Status-page. .
— ADMINISTRATOR s MAIN MENU Bl Status VY wizard l"fll Advanced r Logout

—

W‘J BASIC SETTING \8\, FORWARDING RULES | §5) SECURITY SETTIG | [y ADVANCED SETTING | {87 TOOLBOX

= Primary Setup [ HELF ]
» Primary Setup
ftem Setting
» DHCP Server .
b LAN IP Address 192.168.12.224
» Wireless S i —
» Change Password * AN Type PPP over Ethernet
» PPPoE Account I
» PPPOE Password sesse
b Primary DS 0.0.0.0
¢ Secondary DNS DDDD
b Maxirnurm Idle Time 300 |seconds
b Connection Control _-Connect—on-demand »
¢ PPPOE Service Name {optional)
b Assigned IF Address 0.0.0.0 (optional)
b MTU 1492
v IGMP Enable

[ save |[ undo || Reboot |

PPTP: Some ISPs require the use of PPTP to connect to their services
First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address.

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP
assigned to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If you
don't want to change the password, keep it empty.

4.  Connection ID: optional. Input the connection ID if your ISP requires it.

5. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or
enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will
connect to ISP automatically, after system is restarted or connection is dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect (Always-on):The device will link with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the

Status-page.

21



4 ADMINISTRATOR's MAIN MENU 4l Status Y% wizard il advanced » Logout

5 = o o o el
W.Eff;} BASIC SETTING \e} FORWARDING RULES | €57 SECURITY SETTING (ﬁ] ADVAMNCED SETTING | {ie} TOOLBOX

< Primary Setup [HELFP ]

* Primary Setup
Item Setting

» DHCP Server

b LAM P Address 192.168.12.224
o R X
= Change Password » VAN Type PPTP

b IP Mods Static IP Address |

b hty IP Address 0.0.0.0

A etk IFE0ZReE00 0

r Gateway IP 0.0.0.0

b Server P AddressiMame

b PFTP Account

b PPTP Password sesee

v Connectian D (optional)
b Maximurn ldle Time 300 | seconds

b Connection Contral Connect-on-demand ~

b MTU 1480 |

» IGHP Enahle

| Save || Lndo H Rehoot |

L2TP: Some ISPs require the use of L2TP to connect to their services

First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address.

For example: Use Static

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP
assigned to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If you
don't want to change the password, keep it empty.

4.  Connection ID: optional. Input the connection ID if your ISP requires it.

5. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or
enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will
connect to ISP automatically, after system is restarted or connection is dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect(Always-on): The device will link with ISP until the connection is established.
Manually :The device will not make the link until someone clicks the connect-button in the
Status-page.

22



2 Primary Setup

HELP

-

LAM IP Address

192.168.12.224

b AN Type L2TP

b P Mode
b IP Address

v Subnet Mask 2552552550

-

WA Gateway [P

H

0.0.0.0

-

Serder P AddressiMame

-

L2TP Account

-

L2TF Password

b Maximurm ldie Time 300 seconds

» Connection Contral [CDnnect-Dn—demand ﬂ
b MTU

b IGMP ¥ Enable

| save || undo || Rewoot |
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Virtual Computers(Only for Static and dynamic IP address WAN type)
= ADMINISTRATOR's MAIN MENU -l status ¥ wizard 11 Advanced » Logout

__’\ BASIC SETTING v FORWARDING RULES SECURITY SETTING ADVANCED SETTING IS TOOLBOX

S = Virtual Compiters [HELP ]

+ DHCP Server DHCF clients - Select one - v ID]-- ™

+ Wireless D Global IP Local IP Enable

» Change Password 1 | | 192.168.12. .

. 2 | ! 192.168.12) O
:::lmstﬂlc‘r:to 3 | | 192.168.12, O
?ALT,.‘,'.)“Z'E 4 | | 192.168.12. 0
il | | | E
local IP address.

Virtual Computer enables you to use the original NAT feature, and allows you to setup the
one-to-one mapping of multiple global IP address and local IP address.

e Global IP: Enter the global IP address assigned by your ISP.

e Local IP: Enter the local IP address of your LAN PC corresponding to the global IP
address.

e Enable: Check this item to enable the Virtual Computer feature.

24



3.3.1.2 DHCP Server

N o o ks

- ADMINISTRATOR's MAIN MENU 4l Status ¥ wizard ‘il Advanced r Logout

Wa) BASIC SETTING \E)} FORWARDING RULES = £ SECURITY SETTING (ﬁj ADVANCED SETTING \_i;',‘ TOOLBOX
L= L

o DHCP Server [ HELP ]

* Primary Setup
ftem Setting

* DHCP Server

v DHCP Server O pisable @ Enable
* Wireless -

b Lease Time 5 Minutes
» Change Password -

» |P Pool Starting Address 100

b |P Pool Ending Address 19

-

Doamain Mame

b Primary DHS 0.0.0.0
F Secondary DNS .D.D.IZI.D
b Prirmary Wing EED
b Secondary WINS 000D
> Gateway 0000 (optional
I Save H Undo H Clients List... H Fixed Mapping... ]

Press “More>>"

DHCP Server: Choose “Disable” or “Enable.”

Lease time: This is the length of time that the client may use the IP address it has been
Assigned by DHCP server.

IP pool starting Address/ IP pool starting Address: Whenever there is a request, the
DHCP server will automatically allocate an unused IP address from the IP address pool to
the requesting computer. You must specify the starting and ending address of the IP address
pool.

Domain Name: Optional, this information will be passed to the client.

Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers
Gateway: The Gateway Address would be the IP address of an alternate Gateway. This
function enables you to assign another gateway to your PC, when DHCP server offers an IP
to your PC.

DHCP Client List:
. ADMINISTRATOR's MAIN MENU =l Status VY wizard ”{H Advanced ¢ Logout

o S .
| i-::? BASIC SETTIII‘:. %:g FORWARDING RULES @ SECURITY SETTING (@ ADVANCED SETTING \_i:_e TOOLBOX

- DHCP Clhients List
+ Primary Setup

IP Address Host Name MAC Address Select
# DHCP Server

192.168.12.149 amitnhb 00-10-72-12-45-7F [l

* Wireless

+ Change Password ‘iake up H Delete J | Back H Refresh

25




3.3.1.3 Wireless Setting

- ADMINISTRATOR's MAIN MENU Al Status

8% wizard ‘i Advanced

r Logout

() BASIC SETTIIG | <3, FORWARDING RULES £33

SECURITY SETTING ('Eﬁj ADVANCED SETTING ||__: 1’; TOOLBOX

i - Wireless Setting
+ Primary Setup

Item
# DHCP Server

Setting

[HELP ]

» Wiireless
= Wireless

Py fan "
& Enahle ‘JDisahle

b Metwork |D{SEI0)
+ Change P d

default

F Wireless Mode

® Mixed mode 1:3'11g0nly 1:'11b0nly

» 551D Broadcast

®Enable O Disable

» Channel ﬂ'—'T_"_

r DS

¥ WPS

¥ Security WEP &
b Key Mode HER :
» WEF @64 bits  O128 bits
b Key © 1234567890
b Key 2 O
b Key 3 &)
» Keyd o

| save || undo || wireless Client List .

Wireless settings allow you to set the wireless configuration items.
Wireless : The user can enable or disable wireless function.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client stations

can roam freely over this product and other Access Points that have the same Network ID. (The

factory setting is “default”)

SSID Broadcast: The router will Broadcast beacons that have some information, including SSID

so that the wireless clients can know how many ap devices by scanning function in the network.
Therefore, this function is disabled, the wireless clients can not find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory

Domain. The factory default setting is as the following: channel 11 for North America; channel 13

for European (ETSI).

WPS (WiFi Protection Setup)

WPS is WiFi Protection Setup which is similar to WCN-NET and offers safe and easy way in

wireless Connection.
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o Wi-Fi Protected Setup

¥ WPS @ Enable O Dizable

@ Current AP PIM

F Set
Ry (@] Configure Wireless Statian

1TE10546
b Current PIM of the device Generat N_EW

» WRS state Idle

Saved! The change doesn't take effect until router is rebooted,
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WDS(Wireless Distribution System)

WDS operation as defined by the IEEEB02.11 standard has been made available. Using WDS it is
possible to wirelessly connect Access Points, and in doing so extend a wired infrastructure to
locations where cabling is not possible or inefficient to implement.

- ADMINISTRATOR's MAIN MENU 4l Status NY wizard ‘il Advanced r Logout

<) BASIC SETTING | “=%, FORWARDING RULES | §5) SECURITY SETTING ADVANCED SETTING | {24, TOOLBOX
W( G A2, (=) (f[f] ERR LT

- WDS Setting [HELP ]
+ Primary Setup
Itemn Setting
+ DHCP Server e
¥ AP Mode: [AP Only  »
* Wireless e
» Change Password F Remate AR MAC L
mac 2 ||
Itis a system WAC 3| |
that enables the
interconnection A 4
of access points :
Wirelessly, Scaned AP's MAC — Selectone — v [ Copyto ] Remote AP MAC - v
SSID Channel MAC Address
Jay_189AS5_test 1 00-50-18-00-0F-0B
Jay_ 189A51_test 1 00-50-18-00-0F-0C
Jay 189AS2 test 1 00-50-18-00-0F-0D
aaron2 1 00-50-18-00-0F-FE
AN Crar=aan L] nA_RN_18_9%21_T1_1W

Security: Select the data privacy algorithm you want. Enabling the security can protect your data
while it is transferred from one station to another.

There are several security types to use:

WEP :

When you enable the 128 or 64 bit WEP key security, please select one WEP key to be used and
input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled,
the Wireless user must authenticate to this router first to use the Network service.

RADIUS Server

IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.
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- ADMINISTRATOR's MAIN MENU A status

Y wizard Il Advanced

F Logout

i&‘g BASIC SETTING ‘{18_) FORWARDING RULES @ SECURITY SETTING (@ ADVANCED SETTING \_;q:l:-:g TOOLBOX
| 1 . Frpincl S | | | l

- 0 Wireless Setting [HELP ]
+ Primary Setup - i =
ftem Setting
» DHCP Server
» Wiireless @ enable O Disable
* Wireless -
» Metwork ID(SSIOY |default
» Change Password
——————— » wiireless Mode @ mived rode O 11gonty © 110 only
» 551D Broadcast @ Enable O Disable
b Channel |Auto »
o
»OWPS Enter
v Security [B021xand RADIUS  »
+ Encryption Key Length @ Bdpits O 128 hits
» RADIUS Server P |00.0.0
» RADIUS port jtg12
r RADIUS Shared key
[ Save ][ Undo J[ Wireless Client List... ]
WPA-PSK
1. Select Encryption and Pre-share Key Mode
If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of pre-share key is from 8 to 63.
2. Fill in the key, Ex 12345678
. ADMINISTRATOR's MAIN MENU Al status N wizard 1 Advanced F Logout

ST ADVANCED SETTIIG \E-;_, TOOLBOX
'} i '}

Esz BASIC SETTING 2%, FORWARDING RULES §5) SECURITY SETTING
| 2 = |

2 Wireless Setting
» Primary Setup

= em
= DHCP Server

Setting

[HELP ]

b Nireless
* Wireless

® Enable O Dizable

b Metwork IDCSSI0)

|default

« Change Password
Fireless Mode

@ Mized mode O 11gonly & 110 anly

» 5510 Broadeast

@ Enable O Disable

» Channel [auto v

, wos

s

b Security | WPA-PSK ~
» Encryption @T1rip O aEs

¥ Prashare Key Mode

[ascl v

r Preshare Key

[ save || Undo || wireless Client List .

WPA
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Check Box was used to switch the function of the WPA. When the WPA function is enabled, the
Wireless user must authenticate to this router first to use the Network service. RADIUS Server IP
address or the 802.1X server’'s domain-name.

Select Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

If ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.

WPA2-PSK(AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

WPA2(AES)

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the
Wireless user must authenticate to this router first to use the Network service. RADIUS Server
IP address or the 802.1X server’s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.

WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client

uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678 _
~ ADMINISTRATOR's MAIN MENU <Al Status NY wizard {11 Advanced F Logout

.

WJ BASIC SETTING <54, FORWARDING RULES | §5) SECURITY SETTING ([] ADVANCED SETTING {3% TOOLBOX

) < Wireless Setting [ HELP ]
* Primary Setup
Item Setting
s DHCP Server
» Wiireless ® Enable O Disable
* Wireless -
b Metwork ID(SSI0 default
Change P d =
» Yiireless Mode @ mixed mode & 11gonly S 11k only
» 931D Broadeast @ Enable O Disable
» Channel AUt ¥
s
e
b Security [WPA-PSKIWPAZ-PSK +
F Encryption TEIP + AES
» Prashare Key Mode |ASCIl &
r Preshare kKey
[ Save ” Undo ” Wireless Client List.. ]
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WPA/WPA?2

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the
Wireless user must authenticate to this router first to use the Network service. RADIUS Server
The router will detect automatically which Security type (Wpa-psk version 1 or 2) the client uses to
encrypt.

IP address or the 802.1X server’'s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the key
value in the RADIUS server.

Wireless Client List
- ADMINISTRATOR's MAIN MENU Bl Status V¢ wizard '{ll Advanced r Logout

WQ BASIC SETTING \& FORWARDING RULES | §5p SECURITY SETTG 7] ADVANCED SETTIG ','\_:lu TOOLEOX
= L

- Wireless Client List
+ Primary Setup
Connected Time MAC Address
+ DHCP Server
Tue Jan 26 09:39:58 2010 00-1C-BF-00-CE-37
* Wireless
Back Refresh
+ Change Password

3.3.1.4 Change Password

= ADMINISTRATOR'S MAIN MENU -l status N wizard i1 Advanced » Logout

iﬂ‘-ﬁ BASIC SETTING ‘\3} FORWARDING RULES @ SECURITY SETTING (@ ADVANCED SETTING ‘112-; TOOLEOX
i i

2 Change Password
+ Primary Setup

Item Setting
» DHCP Server

b Old Password LI
* Wireless

3
+ Change Password DEw RasEwId

» Feconfirm

You can change Password here. We strongly recommend you to change the system password for
security reason.
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3.3.2 Forwarding Rules

O ADMINISTRATOR's MAIN MENU il Status ¥ Wizard 11 Advanced

r Logout

W-::? BASIC SETTING k’:)) FORWARDING RULES @ SECURITY SETTING ({{—fg ADVANCED SETTING ﬁ:g.'f TOOLBOX
. - e s | |

+ Virtual Server
= Special AP

* Miscellaneous

= Forwarding Rules

* \irtual Server
- Allows others to access WYY, FTP, and other services on your LARN.
* Special Application

- This configuration allows some applications to connect, and woark with the
MAT router.

* Miscellaneous

- |P Address of DMZ Haost: Allows a computer to he exposed to unrestricted
2-way communication. Mote that, this feature should be used only when
needed.

- Maon-standard FTP port You have to configure this item ifyou want to access

an FTP serverwhose port number is not 21 (when Client uses active mode).

- LIPnP Setting: If you enahle UPRP function, the router will work with LIPRP
devicesisofwares.
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3.3.2.1 Virtual Server

. ADMINISTRATOR's MAIN MENU Al Status

N Wizard

‘U1l Advanced

+ Logout

% = ok
Wajﬂ BASIC SETTING *\a}) FORWARDING RULES | §2) SECURITY SETTIHG ({Ej ADVANCED SETTING = {{u7 TOOLBOX

 Virtual Server 2 Virtual Server [HELP ]
« Special AP Wiell known serces | POP3 (110) v|
Schedule ruIe|(DD)Always vH Copyto |ID| 3 vi

» Miscellaneous

D Server IP Service Ports Protocol Enable Schedule Rulez

1 162.168.12,123 21 Both » ™ 0

2 102168121 yid Both » ¥l i

3 102168121 110 Both » vl i

4 102.168.12, Both » O 0

] 10216812, Both » O 0

B 10216812, Buth | O 0

7 10216812, Buoth » O i

] 10216812, Buoth ~| O 0

§ 16216812, Both » O 0

10 19216812, Both » O a

| Mest== || save || undo |

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts
behind this product are invisible to the outside world. If you wish, you can make some of them

accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the

computer specified by the Server IP Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.
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3.3.2.2 Special AP

o ADMINISTRATOR's MAIN MENU -l Sstatus 8¢ wWizard 1 Advanced » Logout

(=) asic seTTiG | <32, FORWARDIGRULES S SECURITY SETTING 7 ADVANCED SETTING  {%a TOOLBOX

 Virtual Server - Special Applications [HELP ]

» Special AP Popular appiications [MSN Gaming Zone w|[_copyto |ID[2 ]

« Miscellansous D Trigger Incoming Ports Enable
1 7174 §1200-51201,51210 [+
2 47624 2300-2400,28800-29000 ¥
3 [ E
4 |
5 E
3 il
7 ' O
] E

Sawve

Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT
router. The Special Applications feature allows some of these applications to work with this
product. If the mechanism of Special Applications fails to make an application work, try setting your
computer as the DMZ host instead.

1. Trigger: the outbound port number issued by the application.

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the
specified port numbers are allowed to pass through the firewall.
This product provides some predefined settings Select your application and click “Copy to”
to add the predefined setting to your list.
Note! At any given time, only one PC can use each Special Application tunnel.
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3.3.2.3 Miscellaneous Items

4 ADMINISTRATOR'S MAIN MENU Al Status N wizard 08 Advanced » Logout

=) Basic seTTiG | <, FORWARDINGRULES 57 SECURITY SETTIIG | 1) ADVANCED SETTING = {Zw% TOOLBOX

. Miscellaneous ltems [HELP ]
+ Virtual Server
ltem Setting Enable
» Special AP

» Miscellaneous

b |P Address of DMZ Host 19218812 ||

¥ Mon-standard FTF port

¥ LIPnP setting

¥ Mhox Support

Em

IP Address of DMZ Host

DMZ ( Demilitarized Zone) Host is a host without the protection of firewall. It allows a computer to
be exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet
telephony and other special applications.

NOTE: This feature should be used only when needed.

Non-standard FTP port
You have to configure this item if you want to access an FTP server whose port number is not 21.
This setting will be lost after rebooting.

Xbox Support
The Xbox is a video game console produced by Microsoft Corporation. Please enable this function
when you play games.

UpnP Setting
The device also supports this function. If the OS supports this function enable it, like Windows XP.

When the user get IP from Device and will see icon as below:
r

jr} Internet Gateway Device UPnP X

& new device is now available on your netwaork, For mare
information, click here,

| Bl crazy Browser. .. | &) (untitled) - EL... | ,

&)
Address |‘-_.! My Metwark Flaces ﬂ

“| Local Network

Metwork Tasks =

o
'42 Add a network place ‘Il!"' é Internet Gateway Device UPRP

& view network
connections

ﬁ Set up a home or small

aoffice network The Internet
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3.3.3 Security Settings

J ADMINISTRATOR's MAIN MENU "il Status N wizard u\-:il Advanced

+ Logout

i;:? BASIC SETTING

—
#, FORWARDING RULES | ¢S) SECURITY SETTING  Tyj ADVAHCED SETTIHG | {

=/
=3

TOOLBOX

-

.

Status

Packet Filters
Domain Filters
URL Blocking
MAC Control

Miscellaneous

o Security Setting

* Packet Filters
- Allowes you to control access to a network by anahzing the incoming and
outgoing packets and letting them pass ar halting them based on the IP
address ofthe source and destination.
* Domain Filters
- Letyou prevent users under this device from accessing specific URLs.
* URL Blocking

- URL Blocking will block LAN computers to connect ta pre-defined websites.

* MAC Address Control
- MAC Address Control allows vou to assign different access right for different
users and to assign a specific IP address to a certain MAC address.
* Miscellaneous
- Remote Administrator Host: In general, only Intranet user can browse the
builkin web pages to perfarm administration task This feature enables you to
perform administration task from remote host.
- Adrinistrator Tirme-out: The armount of tirne of inactivity before the device will
automatically close the Administrator session. Set this to zero to disable it

- Discard PING fror WAN side: When this feature is enabled, hosts on the
WiAR rannnt ninn the Devire
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3.3.3.1 Packet Filters

< ADMINISTRATOR's MAIN MENU "i'l Status N wizard ({ll Advanced b Logout

(=) Basic seTTmG 2, FORWARDING RULES §5) SECURITY SETTIG 7 ADVANCED SETTIIG | {3 TOOLBOX

=2 Owtbound Packet Filter [ HELP ]
» Packet Filters
ftem Setting
» Domain Filters
) » Quthound Filter [ Enable
« URL Blocking
@ allow all to pass exceptthose match the fallowing rules.
+ MAC Control ~ .
) Deny allto pass exceptthose match the following rules.
» Miscellaneous i i s 3
Schedule rule !_gg_q;ﬁ!yy_gx_rg___\_ﬁj Copyto |ID|-- v
D Source IP Destination IP : Ports Enable |  Schedule Rulez
1 120-21 i 0
2 |20 O 0
3 1443 il 0
4 183 O a
5 125 a i
B {110 & 0
7 123 O i
8 C 0

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter
applies on all outbound packets. However, Inbound filter applies on packets that destined to Virtual
Servers or DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the
following:

Source IP address

Source port address
Destination IP address
Destination port address
Protocol: TCP or UDP or both.
Use Rule#

For source or destination IP address, you can define a single IP address (4.3.2.1) or a range of IP
addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports (1000-1999).
Add prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No
prefix indicates both TCP and UDP are defined. An empty implies all port addresses. Packet Filter
can work with Scheduling Rules, and give user more flexibility on Access control. For Detalil,
please refer to Scheduling Rule.
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Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter

field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and
News Server (119) defined in Virtual Server or DMZ Host.

Example 1: i
- ADMINISTRATOR's MAIN MENU ~“Hl Status

N% wizard

‘LAl Advanced

b Logout

-.:-ﬁ BASIC SETTING -\) FORWARDING RULES SECURITY SETTING ADVAHNCED SETTING \_'jla"a TOOLBOX
A LS

4

- Inbound Packet Filter
* Packet Filters

T ftem
+ Domain Filters

Setting

[HELP ]

b Inbound Filter

[¥] Enable

» UEL Blocking

* MAC Control

O mllow all to pass except those match the following rules.
® Deny all to pass except thase match the following rules.

» Miscellaneous

Sthedule rule | (003Always v|[ Copyto ]ID|—- "I

D Source IP Destination IP : Ports Enable | Schedule Rulez
1 1.2.3.100-1.2.3.149 |25-100 [ 0
2 1.2.3.10-1.2.3.20 ] 0
2 | O i
1 O 0
5 O 0
B O 0
7 | O 0
3 O 0

[ gave || unoo || outbound Fiter.. || mac Level . |

(1.2.3.100-1.2.3.149) Remote hosts are allow to send mail (port 25), and browse the Internet (port

80)

(1.2.3.10-1.2.3.20) Remote hosts can do everything (block nothing)

Others are all blocked.
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Example 2:
. ADMINISTRATOR's MAIN MENU -l Status Lr'd Wizard ‘Ul Advanced + Logout

5 =
i&:? BASIC SETTING % FORWARDING RULES @ SECI..IEIlT'l" SETTIHG (@ ADVANCED SETTING \_;‘:_(4 TOOLBOX .

< Inbound Packet Filter [HELP ]
= Packet Filters
item Setting
» Domain Filters
= ¥ Inbound Filter Enahle
» UEL Blocking

@ Allow all o pass exceptthose match the fallowing rles.

MAC Control
) ontee ODenyaIIto pass except those match the fallowing rules.

+ Miscellanecus

Schedule rule [ 00aways v/ [ copyto |ID[- ¥

D Source IP Destination IP : Ports Enable Schedule Rulez
1 1.2.3100-1.2.3.193 [ |21 [ ] ;

2 1.2.3.100-1.23.199 | {199 ¥ 0

3 ! I O 1]

4 | ! 0 0

5 | i O 0

B | ! O 0

7 | I O 0

8 I | O 0

[ save || Undo || OutboundFilter. || MAC Level . |

(1.2.3.100-1.2.3.119) Remote hosts can do everything except read net news (port 119) and
transfer files via FTP (port 21) behind Router Server.
Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.



Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet
Filter field.

Example 1:
Router LAN IP is 192.168.12.254
i ADMINISTRATOR's MAIN MENU il Status V¢ wizard 1l Advanced » Logout

_\_,3 5 ) . | 2
. W: BASIC SETTING \:\; FORWARDING RULES . @ SECURITY SETTING . (@ ADVANCED SETTING . ‘_‘:Pe TOOLBOX |

= Inbound Packet Filter [HELP ]
* Packet Filters
ftem Setting
+ Domain Filters
) b Inbound Filter ¥ Enatle
+ URL Blocking

O pllow all to pass exceptthose match the following rules.

* MAC Control
antre @ Dery all to pass except those match the following rules.

+ Miscellaneous

Schedulerule|(DD)Alwa\,rs v|’_ Copyto ]ID = vi

D Source IP Destination IP : Ports Enable | Schedule Rule#
1 100-192.168.12.149 i [{21-100 || ™ i
2 2.10-192.168.12.20 | & 0
3 | O 0
4 | O o
5 | O 0
5 | i 0
7 | O 0
8 | O 0

| save || Undo || outbound Fitter. || wac Level . |

(192.168.12.100-192.168.12.149) Located hosts are only allowed to send mail (port 25), receive
mail (port 110), and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain
name.

(192.168.12.10-192.168.12.20) Located hosts can do everything (block nothing)
Others are all blocked.
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Example 2:

Router LAN IP is 192.168.12.254
. ADMINISTRATOR s MAIN MENU -‘i Status

NY wizard

‘il Advanced

b Logout

W—_‘a’;‘-? BASIC SETTING

4, FORWARDING RULES

@ SECURITY SETTING (@ ADVANCED SETTING \__;il".a TOOLBOX

+ Packet Filters

+ Domain Filters

= Inbound Packet Filter

ftem

Setting

[HELP]

¥ Inhound Filter

M Enable

+ URL Blocking

* MAC Control

@ Allow all to pass exceptthose match the following rules.
O Deny all to pass exceptthose rmatch the following rules.,

+ Miscellaneous

Schedulerule|(DD)Always vH Copyto ]ID -

1] Source IP Destination IP : Ports Enable | Schedule Rulez
1 192.168.12.100 | |21 cd D
2 192.168.12.118 | 1119 4 0
3 | O 0
4 I ! O 0
5 | O 0
B i 1 O 0
7 | 1 O 0
& | I O 0

| save || undo || outboundFiter.. || mac Level.. |

(192.168.12.100 and 192.168.12.119) Located Hosts can do everything except read net news

(port 119) and transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.
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3.3.3.2 Domain filters

O ADMINISTRATOR's MAIN MENU A status N wizard ‘Uil Advanced » Logout

3 G ¥ - - ol
iﬁ"‘ BASIC SETTING \f} FORWARDING RULES | §5) SECURITY SETTING (\'E[‘J ADVANCED SETTING \_w TOOLBOX

) « Domain Filter [HELP ]
+ Packet Filters
EET ltem Setting
» Dlomain Filters
) » Domain Filter ™ Enatle

+ URL Blocking
¥ Log DME Queny [ Enable

* MAC Control -
¥ Privilege IP Addresses Range From 1 To 10

* Miscellaneocus S
{11} Domain Suffix Action Enable
1 WY HYZ O Clorap [ Log =
2 Clorop ClLos O
3 Corop [l Los O
4 _ Clorop [l Loa O
5 [Corap [l Loy O
6 Corap ClLog [
7 Clorop Dl Log O
8 [ [Corop [l Log o
g Corop ElLog i
10 = (all others) [orop [l Loy

Domain Filter

Let you prevent users under this device from accessing specific URLS.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLs.
Privilege IP Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log this access.

Enable

Check to enable each rule.

Example:
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. ADMINISTRATOR'S MAIN MENU “fl status N wizard (il Advanced

b Logout

| @ BASIC SETTING | ‘(\) FORWARDING RULES

£=) SECURITY SETTING

Q1 ADVAICED SETTING

\_iil‘,..r TOOLBOX

» Packet Filters
» Domain Filters
+ URL Blocking
* MAC Control

* Miscellaneous

In this example:

= Demain Filter [HELP ]
Item Setting

» Dornain Filter Enable

» Log DMS Query & Enahle

b Privilege IP Addresses Range Frarm 100 Tao|1499

D Domain Suffix Action Enable

1 VAN ITIS LCOPT M orop M Lag e

2 Wi SiNa.com Clorop ¥ Log ™

3 iy D aidu com “orop [ Log [

4 Clorop Bl Log [

5 Clorop ElLag 0

i Clorop ClLog O

T [Corop ClLog O

8 Clorop ClLog |

9 [orap [ Log |

10 * tall others) [Dorop ClLog 2

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.

2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.
3. URL include “www.baidu.com” will be blocked, but the action will not be record in log-file.
4. IP address x.x.x.1~X.x.x.99 can access Internet without restriction.
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3.3.3.3 URL Blocking

= ADMINISTRATOR's MAIN MENU Al Status %Y wizard 11 Advanced » Logout

=) Basic seTTiG | <3, FORWARDING RULES 57 SECURITY SETTING | 71 ADVANCED SETTING | {{w% TOOLBOX

- URL Blocking [ HELP ]
+ Packet Filters
ftem Setting
+ Domain Filters
) v URL Blocking [ Enable
« URL Blocking
[1] URL Enable
= MAC Control
1 [ : O
« Miscellanecus - :
2 | | O
3 [ | O
4 | O
5 | | 0
B _ O
7 ; | O
] O
g [ | 0
10 | 0

URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In
other words, Domain filter can block specific website, while URL Blocking can block hundreds of
websites by simply a keyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked. For
example, you can use pre-defined word "sex" to block all websites if their URLSs contain
pre-defined word "sex".

Enable

Checked to enable each rule.
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- ADMINISTRATOR's WMAIN MENU

-l status

WY wizard 1l Advanced

» Logout

-E‘b’ BASIC SETTING :J FORWARDING RULES
| i:" | \V) |

+ Packet Filters
+ Domain Filters
» URL Blocking
» MAC Control

+ Miscellaneous

In this example:

1. URL include “msn” will be blocked, and the action will be record in log-file.

2. URL include “sina” will be blocked, but the action will be record in log-file

SECURITY SETTING  {[} ADVANCED SETTING

|
4 TOOLBOX
‘_!_{‘J |

& URL Blocking [HELP |
ftem Setting

v URL Blocking ¥ Enable
D URL Enable
1 = | =
2 \sina | ]
3 | | 0
4 | | O
5 | | |
: | | O
7 | | |
3 | | |
3 | | ]
10 | | 0
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3.3.3.4 MAC control

~ ADMINISTRATOR's MAIN MENU

-‘il Status WY wWizard u]:“ Advanced » Logout

o 1 A . . N o s [
W_-.}J BASIC SETTING K‘?—" FORWARDIHG RULES @ SECURITY SETTIHG ({ff] ADVANCED SETTING '1_3::_(,: TOOLBOX

: < MAC Address Control [HELP ]
» Packet Filters
ST ftem Setting
» Domain Filters
» MAC Address Contral [ Enable

* URL Blocking

MAC Control

* Miscellaneous

O connection contral

Wireless and wired clients with C checked can connect ta this device, and
| allowe | unspecified MAC addresses to connect.

[ azsociation cantral ' deny »| unspecified MAC addresses to associate.

wireless clients with A checked can associate to the wireless LAN; and

N;ii'e:_ﬁgéociation control has noe effect on wired clients.

DHCP clients | - Select one - \_' Copyto ] [l ,:\:I
D MAC Address IP Address C A
1 f 19216812, E | H
2 f 19216812, BB
7 19216812, £ O
4 | 19216812, |

| == Previous || eyt == || Save || Undo I

MAC Address Control allows you to assign different access right for different users and to assign a
specific IP address to a certain MAC address.

MAC Address Control

Connection control

Association control

Control table

Check “Enable” to enable the “MAC Address Control”. All of the settings
in this page will take effect only when “Enable” is checked.

Check "Connection control" to enable the controlling of which wired and
wireless clients can connect to this device. If a client is denied to
connect to this device, it means the client can't access to the Internet
either. Choose "allow" or "deny" to allow or deny the clients, whose
MAC addresses are not in the "Control table" (please see below), to
connect to this device.

Check "Association control” to enable the controlling of which wireless
client can associate to the wireless LAN. If a client is denied to
associate to the wireless LAN, it means the client can't send or receive
any data via this device. Choose "allow" or "deny" to allow or deny the
clients, whose MAC addresses are not in the "Control table", to
associate to the wireless LAN.
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D MAC Address IP Address C 4
1 182168172, | O
2 182165812, O | O
3 182.168.12. O | O
4 19216812, ] Ol

"Control table" is the table at the bottom of the "MAC Address Control" page. Each row of this
table indicates the MAC address and the expected IP address mapping of a client. There are
four columns in this table:

MAC Address MAC address indicates a specific client.

IP Address Expected IP address of the corresponding
client. Keep it empty if you don't care its IP
address.

C When "Connection control" is checked,

check "C" will allow the corresponding client
to connect to this device.

A When "Association control" is checked,
check "A" will allow the corresponding client
to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC
address.

DHCP clients | select one - =] Copyta |j|:D I vI

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy
to” button to copy the MAC address of the client you select to the ID selected in the “ID”
Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided
the “Control table” into several pages. You can use these
buttons to navigate to different pages.
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Example:

. ADMINISTRATOR's MAIN MENU

4l Status

8 wWizard ‘Ul Advanced

r Logout

s - .
=) pasic seTTmg | <34, FoRwaRDING RuULES

£57 SECURITY SETTING [T} ADVANCED SETTING ',;_:1:_. TOOLBOX

* Packet Filters
« Domain Filters
» UEL Blocking
* MAC Control

» Miscellaneous

. MAC Address Control

Item

Setting

[HELP ]

» MAC Address Control

Enahble

¥ Connection control

Wireless and wired clients with C checked can connect ta this device; and

| allow & unspecified MAC addresses to connect.

‘ireless clients with A checked can associate to the wireless LAN; and
|deny » unspecified MAC addresses to associate.

¥ association control

|| Copyto ] D |:§|

D MAC Address IP Address C A
1 |00-12-24-56-78-90 192.168.12,100 0O | ™
2 |00-12-24-56-78-82 192.168.12. M| ™
3 |00-08-76-54-32-10 19216812101 M| O
4 | | 192 168.12. (| O

=< Previous [l Mext == !| Save 'l Undo '

In this scenario, there are three clients listed in the Control Table. Clients 1 and 2 are
wireless, and client 3 is wired.

1.
2.

The "MAC Address Control" function is enabled.

"Connection control" is enabled, and all of the wired and wireless clients not listed in the
"Control table" are "allowed" to connect to this device.

"Association control" is enabled, and all of the wireless clients not listed in the "Control
table" are "denied" to associate to the wireless LAN.

Clients 1 and 3 have fixed IP addresses either from the DHCP server of this device or
manually assigned:

ID 1 - "00-12-34-56-78-90" --> 192.168.12.100

ID 3 - "00-98-76-54-32-10" --> 192.168.12.101

Client 2 will obtain its IP address from the IP Address pool specified in the "DHCP
Server" page or can use a manually assigned static IP address.

If, for example, client 3 tries to use an IP address different from the address listed in the
Control table (192.168.12.101), it will be denied to connect to this device.

Clients 2 and 3 and other wired clients with a MAC address unspecified in the Control
table are all allowed to connect to this device. But client 1 is denied to connect to this
device.

Clients 1 and 2 are allowed to associate to the wireless LAN, but a wireless client with a
MAC address not specified in the Control table is denied to associate to the wireless
LAN. Client 3 is a wired client and so is not affected by Association control.
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3.3.3.5 MiscelLANeous Items

. ADMINISTRATOR's MAIN MENU -l Sstatus 8¢ wWizard 1 Advanced » Logout

(=) Basic seTTiG | <32, FORWARDING RULES ) SECURITY SETTHIG 7| ADVANCED SETTING {8 TOOLBOX

) 2 Miscellaneous tems [HELF ]
» Packet Filters
T tem Setting Enable
» Domain Filters = =
b ifi 0.0.0.0 |1as
. URL Blocking Rernote Administrator Host s Port .0.0.0 Ll
ini irme- 600 seconds (0 to disable
P————— + Adrinistrator Tirme-out i ! )
L b Digcard PING from YWAN side E
* Miscellaneous
» 5Pl mode K
+ DoS Attack Detection O
» WPM PPTP Pass-Through
» WPM IPSec Pass-Through

Save

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task.
This feature enables you to perform administration task from remote host. If this feature is enabled,
only the specified IP address can perform remote administration. If the specified IP address is
0.0.0.0, any host can connect to this product to perform administration task. You can use subnet
mask bits "/nn" notation to specified a group of trusted IP addresses. For example, "10.1.2.0/24".
NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can
change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the router
like IP address, port address, ACK, SEQ number and so on. And the router will check every
incoming packet to detect if this packet is valid.

DoS Attack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the Internet.
Currently, the router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of
Death, LANd Attack etc.

VPN PPTP and IPSec Pass-Through

Virtual Private Networking (VPN) is typically used for work-related networking. For VPN tunnels,
the router supports IPSec Passthrough and PPTP Passthrough.
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3.3.4 Advanced Settings

. ADMINISTRATOR's MAIN MENU

Al status NY wizard 1 Advanced

» Logout

& e | T
. W;-_:‘} BASIC SETTING | *Q’) FORWARDING RULES | §5) SECURITY SETTING ST ADVANCED SETTING | &8y TOOLBOX |

+ System Time
+ System Log
& Dynamic DHS
* SHMP

+ Routing

+ Schedule Rule

o Advanced Setting

* System Time
- Allow you to set device time manually or consult netwark time from NTF
SEMVEr
* System Log
- Send system log to a dedicated host or email to specific receipts.
* Dynamic DNS
- To hostyour server on a changing IP address, vou have to use dynamic
damain name service (DDME).
* SNMP
- Gives a userthe capability to remotely manage a computer netwark by polling
and setting terminal values and monitaring netwark events.
* Routing
- If you have more than one rauters and subnets, you may want to enable
routing tahle to allow packets to find proper routing path and allow different
subnets o communicate with each other,
* Schedule Rule

- Apply schedule rules to Packet Filters and Vitual Semver,
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3.3.4.1 System Time

~ ADMINISTRATOR's MAIN MENU

Al Status

NY Wizard ‘L1l Advanced

+ Logout

. »’ ~ =S
. W;_:‘? BASIC SETTING k\)) FORWARDING RULES = 52 SECURITY SETTING (\'ﬁj ADVANCED SETTING | 14w TOOLBOX

o System Time
+ System Time

ftem
+ System Log

Setting

[HELP ]

- r Systemn Time
+ Dynamic DHS

201051 H268 T 01:31:86

* SHMP

v @ GetDate and Time

by MTP Protacal

) Titme Server
» Routing

time.nist.gou |

Time Zone
+ Schedule Rule

| (GMT+08:00) Beijing, Hona Kong, Sinoapore, Taipei

v O SetDate and Time using PC's Date and Time

FC Date and Time ||201D$1H28E| T 01:31:55

v O SetDate and Time manually

Date Year:.QDDQ b manth @ Jun ]| Day:_m v

Tirre Hour:[o jo-23) Minute: 'O (0-59)  Second: 0 (0-59)
v Daylight Saving CEnable @ Disable

Start Month 1] Jan | Day: 01 » Hour:| 00 »

End r-nonth:l.J_an_vI Day: 01 & Hour | 00 »

Get Date and Time by NTP Protocol
Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server

Daylight Saving:Set up where the location is.
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3.3.4.2 System Log

. ADMINISTRATOR's MAIN MENU Al Status

NY wizard

‘Uil advanced

+ Logout

o > - e
W-a:? BASIC SETTING ‘\':?‘> FORWARDING RULES | =2 SECURITY SETTING qﬁj ADVAHCED SETTING \_‘:_r.a TOOLBOX

. System Lo¢ HELP
» System Time & L I
ftem Setting Enable
» System Log =
3 19216812
+ Dynamic DIIS IF Address of Syslog Serer O
+ SHMP r E-mail Alert Send Mail Now O
+ Routing * SMTP Server IPIPort
+ Schedule Rule * E-mail addresses
* E-mail Subject
* Username
* Password et
r Log Type Systern Activity
[¥] Debug Information
] attacks
Dropped Packets
Matice
| Wiew Log... || Save ” Undo I

This page support two methods to export system logs to specific destination by means of

syslog(UDP) and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.

Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).

SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with ":'. If you do not specify port number,

the default value is 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using *;' or

separate these email addresses.

, to
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3.3.4.3 System Log

O ADMIMISTRATOR's MAIN MENU -l status ¥ wizard 08 Advanced » Logout

28 c 5 | e 5 =) SEC s ;
i:_}, BASIC SETTING |, FORWARDING RULES | §5) SECURITY SETTING {[7) ADVANCED SETTING | {347 TOOLBOX

& Sustem Time 2 Dynamic DNS T
» System Log Item Setting
o Dynamic DS » DONS @ pisable O Enable
. SHMP b Pravider | DynDNS. org(Dynarmic) » [ Provider wehsite
+ Routing » Host Mame
» Schedule Bule v Uszername § E-mail
v Password / Key :nno

To host your server on a changing IP address, you have to use dynamic domain name service
(DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will
map the name of your host to your current IP address, which changes each time you connect your
Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS
servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.
Next you can enter the appropriate information about your Dynamic DNS Server.
You have to define:

Provider

Host Name

Username/E-mail

Password/Key

You will get this information when you register an account on a Dynamic DNS server.
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3.3.4.4 SNMP

= ADMINISTRATOR's MAIN MENU -l status ¥ wizard 11 Advanced » Logout

=) Basic SETTING | <A, FORWARDINGRULES = S SECURITY SETTING Ty ADVANCED SETTING {13 TOOLBOX

i - SHMP Setting [HELP ]
+ System Time
ftem Setting
* System Log
) » Enable SMMP Lacal CIRemote
« Dynamic DHS
b Get Community | public
= SHMP
» i | private
« Routing Set Community R
» Schedule Rule Fir
kP2
kIP3
kP4
» BMMP version D1 @wze

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user
the capability to remotely manage a computer network by polling and setting terminal values and
monitoring network events.

Enable SNMP

You must check Local, Remote or both to enable SNMP function. If Local is checked, this device
will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.

IP1,IP2,IP3,IP4

Input your SNMP Management PC'’s IP here. User has to configure to where this device should
send SNMP Trap message.

SNMP Version

Please select proper SNMP Version that your SNMP Management software supports.

WAN Access IP Address

If the user wants to limit to specific the IP address to access, please input in the item. The default
0.0.0.0 and means every IP of Internet can get some information of device with SNMP protocol.

Click on “Save” to store your setting or “Undo” to give up.
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3.3.4.5 Routing

o ADMINISTRATOR's MAIN MENU -l Status NY wizard 1l Advanced » Logout

- > “ ol s
Wajs BASIC SETTING \& FORWARDING RULES | £ SECURITY SETTING . ({['i'j ADVANCED SETTING | { {u, TOOLBOX

- Routing Table [HELP ]
+ System Time
Ikem Setting
» System Log
= ¥ Dynamic Routing @ pisable O rIPv O RIPY2
+ Dynamic DHS
» Static Routing @ Digable © Enable
» SHMP
[i] Destination Subnet Mask Gateway Hop Enable
» Routing
1 O
+ Schedule Rule
2 O
a O
4 O
5 O
B O
7 O
] O

Routing Tables allow you to determine which physical interface address to use for outgoing IP
data grams. If you have more than one routers and subnets, you will need to enable routing table
to allow packets to find proper routing path and allow different subnets to communicate with each
other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing

Routing Information Protocol (RIP) will exchange information about destinations for computing
routes throughout the network. Please select RIPv2 only if you have different subnet in your
network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the
destination IP address, subnet mask, gateway, hop for each routing rule, and then enable or
disable the rule by checking or unchecking the Enable checkbox.

Example:
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[Lient?

192,168,123 KiX g
Submask /Eif i
y 4 Fouter?

192.168..123.103 1e1802
EACANY

(Lientd
190168, 12.22
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 N
192.168.0.0 255.255.255.0 192.168.123.103 1 N

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the
above table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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3.3.4.6 Schedule Rule

Multi-Functional Wireless Broadband NAT Router (R1.97g6_testing23)

+ Logout

J ADMINISTRATOR s MAIN MENU

A Status

N% wnizard

i pdvanced

o i
i’.‘h‘h‘? BASIC SETTING \{}} FORWARDING RULES @ SECURITY SETTING c@ ADVAHCED SETTING '1_ o’y TOOLBOX

+ Status

* System Time
+ System Log

+ Dynamic DHS
* SHMP

+ Routing

* Schedule Rule

+ QoS5 Rule

You can set the schedule time to decide which service will be turned on or off. Select the “enable

item.

J Schedule Rule

[HELP |

ftem

Setting

» Schedule

O Enable

Rule#

Rule Hame

Action

[ Save || Add New Rule... |

Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time” to
“End Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

. ADMINISTRATOR’s MAIN MENU

“l Status

N% wizard

‘LAl Advanced

b Logout

v’ > 2 L
. W.::? BASIC SETTING \i)} FORWARDING RULES = §2 SECURITY SETTING qﬁ] ADVAHCED SETTING | \_w TOOLBOX

» System Time
+ System Log

» Dynamic DHS
» SHMP

+ Routing

+ Schedule Rule

= Schedule Rule Setting

Item

Setting

[HELP ]

» Mame of Rule 1

b Systemn Time

20101 B26H T-F 01:46:37

Week Day

Start Time (hhzmimp

End Time (hl:mm)

Sunday

Mdonday

Tuesday

Wednesday

Thursday

Friday

Saturday

Every Day

[ save || unda || Back |
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanplel: Virtual Server — Apply Rule#1 (ftp time: everyday 14:20 to 16:30)
i ADMINISTRATOR's MAIN MENU 4l Status % wizard 1 Advanced r Logout

@) Basic seTTmG | <2, FORWARDINGRULES = €37 sECURITY SETTIG 7Y ADVANCED SETTING \'&-ﬂ, TOOLBOX

= Virtual Server =R [HELP ]
« Special AP Wil known services | - selectone - v
Schedule rule | (00)Aways v|[ Copyto ]|D|-- |

+ Miscellaneous

D Server IP Service Ports Protocol Enable | Schedule Rulez

1 182168121 2 Both v [¥] 1

2 189216812, Both ~| ¥ 1]

3 18216812, Both +| O 0

4 192.168.12, Both v/ O 0

5§ 18216812, Both v ¥ a

i 19216812, Both » O ]

7 189216812, Both | O a

g 18216812 Both v O lD

9 19216812 Both » O 1]

10 18216812, Both ~| O a

| et == || Save || Undo I

Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:20 to 16:30).



b Quthaund Filter

[ Enable

@ pllow all to pass exceptthose match the following rules.
O Deny all to pass except those match the following rules.

Schedule rule [ (00)Aways || copyto |ID[- ]

D | Source IP DestinationIP:Ports  |Enable | Schedule Rule#
i 1 |l o | ®
2 1 |l E | O L]
3 [ ] | E || @ L]
! 1 |l I | L]
5 [ ] | /1 || O b |
; | — | [ | o L]
7 1 |l [ | O L]
d 1 |l [ | o ]
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3.3.4.7 QoS Rule

L ADMIMISTRATOR's MAIN MENU -l Status % Wizard L1 Advanced » Logout
i_@ BASIC SETTING \(‘5 FORWARDING RULES | ¢S SECURITY SETTING ﬁ ADVAHCED SETTING 11_31.} TOOLBOX
| - | | | & |
o QoS Rule
+ Status
ltem Setting

+ Systemn Time
) emLon ¥ Q05 Control [¥] Enable

+ Dynamic DHS Well known serdces | - select one — M
Schedule rule| (OMAlways [i“[ Copyto ]ID -- [i]

+ SHMP
Schedule
O LInIg D Local IP Remote IP : Ports QoS Priority Enable
Rules
+ Schedule Rule
008 Rule 1 [182.166.12.33 | 9807061 |21 | |[Hign  [v]
1| | ||| | | | [Normal [ o]
3| | || H || [Normal (s 0 o]
| ||| | || [Normal [s] 0 L
5| | ||| | || [ormal [v] O o]
6 | | | || | | Normal M| F EI
7 || H || [Normal [ O o]
Local IP:

Please input Client IP,ex192.168.12.33.

Remote Priority:
Please input Global IP and port,ex:168.96.2.3 and port 21



3.3.5 Toolbox

L ADMINISTRATOR's MAIN MENU Al Status Y wWizard 11 Advanced » Logout

=

i@ BASIC SETTING \3‘:}) FORWARDING RULES 57 SECURITY SETTIIG | 7] ADVANCED SETTING \':-.: TOOLBOX
| | 7 | | | s &

)  Toolbox
+ View Log
* Firmware Upgrade
e ———— * iew Log
« Backup Setting - Wi the systerm logs.

» Reset to Default * Firmware Upgrade

- Prommpt the administrator for a file and upgrade it to this device.
« Reboot

* Backup Setting
» Miscellaneous

- Save the setlings ofthis device to a file.
* Reset to Default

- Resetthe settings of this device to the default values.
* Reboot

- Rebootthis device.
* Miscellaneous

- MAC Address for Wake-on-LAN: Let vou to power up another network device
remately.

- Domain MName or IP address for Ping Test: Allow you to configure an 1P, and
ping the device, You can ping a secific IP to testwhether it is alive,




3.3.5.1 View Log

. ADMINISTRATOR’s MAIN MENU ~Hl Status

N% wizard ‘Uil Advanced b Logout

£, - - e
. Wf"? BASIC SETTING . \'e) FORWARDING RULES = §2 SECURITY SETTING | T]’_Ij ADVANCED SETTING 'Lm TOOLBOX

» View Log

+ Firmware Upgrade
» Backup Setting

+ Reset to Default

+ Reboot

+ Miscellaneous

L System Log
ITEM Info
WA Type Dynamic IP Address (RO.15a6)
Display time TueJan 26 14:00:40 2010
Time Log
0101 H268 £F 095329 Blocked access atternpt from 1892 168122.77:2717 to TCF port

27284

201 0E1A260 B 09:53:36

Blocked access atternpt from 182.168122.77:2717 to TCF port
27284

2M0SE1HZER B 09:55:245

DHCPrelease

01 0E1H26E B 0940003

Restarted by 192.168.12.149

2M0E1HZER B 09:40:04

==U5B OTG Init===

2M0SE1HZER B 09040012

DODtiggered intermally

M DE1H26E BF 0940012

DHCP discoveridy Haost)

ME1HZER B 09:40:12

DHCP:offer{192.168.122.210)

2M0SE1HZER B 09040012

DHCP regquest(192.168.122.191)

M DE1H26E EF 0940014

DHCPack(DOL=600T1=300,T2=525)

2M0E1HZ6R B 09:40:41

Blocked access attermpt from 182 168122771 346 to UDP port
10696

can View system log by clicking the View Log button

You
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3.3.5.2 Firmware Upgrade

= ADMINISTRATOR's MAIN MENU Al status %Y wizard 1 Advanced » Logout

2.9 n | - |
| W—_‘r\_; BASIC SETTING ‘{) FORWARDING RULES | @ SECURITY SETTING | ({[—ﬁ ADVANCED SETTING | '1_._1:-; TOOLBOX

) - Firmware Upgrade
+ View Log

= Firmware Filename
+ Firmware Upgrade

I - ]

Current firrmware version is R0.1536. The upgrade procedure takes about 20 seconds.

+ Backup Setting
* Resetto Default

+ Reboot

kote! Do not power off the unitwhen itis being upgraded.
» Miscellaneous
When the upgrade is done successfully, the unitwill be restarted autormatically.

| Upgrade || Cancel

You can upgrade firmware by clicking Firmware Upgrade button.

3.3.5.3 Backup Setting

X

Eile Download

L ] ) You are downlosding the file:
L]
config.bin from 192.168.123.254

Would you like to open the fle o save it to your computer?

| Open i[ Save ][ Cancel ][Mnrelnfu

[+] lways azk before opening this lvpe of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once
you want to restore these settings, please click Firmware Upgrade button and use the bin file you

saved.
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3.3.5.4 Reset to default

Microsoft Internet Explorer @

\‘y Feset 2l setting bo default?

[ Ok ;I Canicel ]

You can also reset this product to factory default by clicking the Reset to default button.

3.3.5.5 Reboot

Microsoft Internet Explorer

\?{) Feboot right now?

[ Ok ;I Canicel ]

You can also reboot this product by clicking the Reboot button.

3.3.5.6 MiscelLANeous Items

- ADMINISTRATOR's MAIN MENU -‘il Status WY wizard (ﬁl Advanced r Logout

= | & 5 | 4Tk
:{} BASIC SETTING *\\g’) FORWARDING RULES | §27 SECURITY SETTING Q.'ff] ADVAHNCED SETTHNG | {37 TOOLBOX

= Miscellaneous ltems [ HELP |

» View Log

tem Setting
» Firmware Upgrade

-Of- Wake 1
R b MAC Address for Wake-on-LAN [ P
o Resifto Detalt » Dornain Marme or IF address for Ping Test I Ping E
« Miscellaneous

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order
to enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the
MAC address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the
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router to send the wake-up frame to the target device immediately.

Domain Name or IP Address for Test

Allow you to configure an IP, and ping the device. You can ping a secific IP to test whether it is
alive.
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CHAPTER 4. Troubleshooting

This Chapter provides solutions to problems for the installation and operation of the WiFi ADSL

Router. You can refer to the following if you are having problems.

1 Why can’t | configure the router even the cable is
plugged and the LED is lit?

Do a Ping test to make sure that the WiFi Combo | Note: It is recommended that you use
VPN Router is responding. an Ethernet connection to configure [it.

Go to Start > Run.

1. Type cmd.
Ron 20 x|
Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.
Open:  [EE |
oK I Cancel | Browse... |
Press OK.

Type ipconfig to get the IP of default gateway.
Type “ping 192.168.123.254". Assure that you ping the correct IP Address assigned to

the WiFi ADSL Router. It will show four replies if you ping correctly.
inging 192.168.123.254 with 32 buytes of data:

eply from 192.168.123_.254: hytes=32 time<imz TTL=64

eply from 192.168.123_.254: hytes=32 time<imz TTL=64
eply from 192.168.123_.254: bytes=32 time<ims TTL=64
eply from 192.168.123_254: hytesz=32 time<imz TTL=64

Ensure that your Ethernet Adapter is working, and that all network drivers are installed
properly. Network adapter names will vary depending on your specific adapter. The
installation steps listed below are applicable for all network adapters.

1. Goto Start > Right click on “My Computer” > Properties.
Select the Hardware Tab.
Click Device Manager.

Double-click on “Network Adapters”.

o M w DN

Right-click on Wireless Card bus Adapter or your specific network adapter.
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6.
7.
8.

Select Properties to ensure that all drivers are installed properly.
Look under Device Status to see if the device is working properly.
Click “OK”.

2 What can | do if my Ethernet connection does not
Work properly?

B.
C.

D.

Make sure the RJ45 cable connects with the router.

Ensure that the setting on your Network Interface Card adapter is “Enabled”.

If settings are correct, ensure that you are not using a crossover Ethernet cable, not all
Network Interface Cards are MDI/MDIX compatible, and use a patch cable is
recommended.

If the connection still doesn’t work properly, then you can reset it to default.

Problems with 3G connection? ( only for the model with

3G support function)

A.What can | do if the 3G connection is failed by Auto detection?

Maybe the device can't recognize your ISP automatically. Please select “Manual” mode,
and filling in dial-up settings manually.

B.What can I do if my country and ISP are not in the list?

Please choose “Others” item from the list, and filling in dial-up settings manually.

C.What can | do if my 3G connection is failed even the dongle is plugged?

Please check the following items:

I Make sure you have inserted a validated SIM card in the 3G data card, and the
subscription from ISP is still available

II.  If you activate PIN code check feature in SIM card, making sure the PIN code you
fill in dial-up page is correct

Ill.  Checking with your ISP to see all dial-up settings are correct

IV. Make sure 3G signal from your ISP is available in your environment

What can | do if my router can’t recognize my 3G data card even it is

plugged?

There might be compatibility issue with some certain 3G cards. Please check the latest

compatibility list to see if your 3G card is already supported.

What should I insert in APN, PIN Code, Account, Password, Primary DNS,

and Secondary DNS?

The device will show this information after you choose country and Telcom. You can

also check these values with your ISP.

Which 3G network should | select?

It depends on what service your ISP provider. Please check your ISP to know this
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information.

G. Why does my 3G connection keep dropping?

Please check 3G signal strength from your ISP in your environment is above middle

level.

4 Something wrong with the wireless connection?

A. Can’t setup awireless connection?

VL.

VIL.

Ensure that the SSID and the encryption settings are exactly the same to the
Clients.

Move the WiFi ADSL Router and the wireless client into the same room, and then
test the wireless connection.

Disable all security settings such as WEP, and MAC Address Control.

Turn off the WiFi ADSL Router and the client, then restart it and then turn on the
client again.

Ensure that the LEDs are indicating normally. If not, make sure that the power and
Ethernet cables are firmly connected.

Ensure that the IP Address, subnet mask, gateway and DNS settings are correctly
entered for the network.

If you are using other wireless device, home security systems or ceiling fans,
lights in your home, your wireless connection may degrade dramatically. Keep
your product away from electrical devices that generate RF noise such as

microwaves, monitors, electric motors...

B. What can | do if my wireless client can not access the Internet?

Out of range: Put the router closer to your client.

Wrong SSID or Encryption Key: Check the SSID or Encryption setting.

Connect with wrong AP: Ensure that the client is connected with the correct
Access Point.

i. Right-click on the Local Area Connection icon in the taskbar.

ii. SelectView Available Wireless Networks in Wireless Configure. Ensure you

have selected the correct available network.

iii. Resetthe WiFi ADSL Router to default setting

C. Why does my wireless connection keep dropping?

Antenna Orientation.

i. Try different antenna orientations for the WiFi ADSL Router.

ii. Tryto keep the antenna at least 6 inches away from the wall or other objects.

Try changing the channel on the WiFi ADSL Router, and your Access Point and

Wireless adapter to a different channel to avoid interference.
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Ill.  Keep your product away from electrical devices that generate RF noise, like

microwaves, monitors, electric motors, etc.

5 What to do if | forgot my encryption key?

1. Go back to advanced setting to set up your Encryption key again.
2. Reset the WiFi ADSL Router to default setting
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Appendix A. Spec Summary Table

Wireless LAN (WiFi

Standard

9V/1A switching power adapter

IEEE 802.11b/g/n-lite(1T1R) compliance

Device Interface ~ WN-220ARM
IADSL Line XDSL port (Annex A) 1
Ethernet LAN |RJ-45 port, 10/100Mbps, auto-MDI/MDIX 4
1-port ADSL2+ connector
ADSL2 /2+ ITU 992.1 (G.dmt) Annex A, ITU 992.2 ®
Standard Module [(G.lite), ITU 992.3 ADSL2 (G.dmt.bis), ITU]|
992.5 ADSL2+
Antenna [For 1.8 dBm detachable antenna 1
WPS Button \WPS Button 1
Wireless On/Off [Enable /Disable Wireless On/Off 1
Button
LED Indication IADSL/Status / LAN1 ~ LAN4/ WiFi ()
DC Power Jack, powered via external DC
Power Jack 1

o
SSID SSID broadcast or in stealth mode o
Channel Auto-selection, manually )
Security WEP, WPA, WPA-PSK, WPA2, WPA2-PSK o
\WPS \WPS (Wi-Fi Protected Setup) o
\WMM WMM (Wi-Fi Multimedia) o

DSL WAN LPPOE / PPPoA / IPoA / Static IP / Dynamic IP o

setting |
Environment & Certification

WAN Connection  [Auto-reconnect, dial-on-demand, manually o
Virtual server, special application, DMZ, Super
One-to-Many NAT [DMZ (IP pass through) And IPTV IGMP V1 V2 o
Pass through
NAT Session Support NAT session 8000
SPI Firewall {IP/Service filter, URL blocking, MAC control o
DoS Protection IDos (Deny of Service) detection and protection o
Routing Protocol  [Static route, dynamic route (RIP v1/v2) o
Management SNMP, UPnP IGD, syslog o
Administration \Web-based Ul, remote login, backup/restore ®

Operation Temp.

Package Package dimension (mm)
Information [Package weight (g)
Temp.: 0~400C, Humidity 10%~90%

non-condensing
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Temp.: -10~700C, Humidity: 0~95%
Storage Temp. non—gondensing ! i ®
EMI Certification |CE/FCC compliance o
RoHS IRoHS compliance o

*Specifications are subject to change without notic
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