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U.S. Regulatory Wireless Notice

Federal Communication Commission Interference Statement
This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:
- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.
FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this
equipment.This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful interference,
and (2) this device must accept any interference received, including interference
that may cause undesired operation.
IMPORTANT NOTE:
FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.
This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.
This device is intended only for OEM integrators under the following
conditions :
1) The antenna must be installed such that 20 cm is maintained between the
antenna and users, and
2) The transmitter module may not be co-located with any other transmitter or
antenna,
As long as 2 conditions above are met, further transmitter test will not be required.
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However, the OEM integrator is still responsible for testing their end-product for any
additional compliance requirements required with this module installed
IMPORTANT NOTE: In the event that these conditions can not be met (for example
certain laptop configurations or co-location with another transmitter), then the FCC
authorization is no longer considered valid and the FCC ID can not be used on the
final product. In these circumstances, the OEM integrator will be responsible for
re-evaluating the end product (including the transmitter) and obtaining a separate
FCC authorization.

IMPORTANT NOTE: In the event that these conditions can not be met (for example
certain laptop configurations or co-location with another transmitter), then the FCC
authorization is no longer considered valid and the FCC ID can not be used on the
final product. In these circumstances, the OEM integrator will be responsible for
re-evaluating the end product (including the transmitter) and obtaining a separate
FCC authorization.

End Product Labeling

This transmitter module is authorized only for use in device where the antenna may
be installed such that 20 cm may be maintained between the antenna and users.
The final end product must be labeled in a visible area with the following: “Contains
FCC ID: T5U-US306".

Manual Information To the End User

The OEM integrator has to be aware not to provide information to the end user
regarding how to install or remove this RF module in the user’s manual of the end
product which integrates this module.

The end user manual shall include all required regulatory information/warning as
show in this manual.
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Canadian Regulatory Wireless Notice

This device complies with RSS-210 of the Industry Canada Rules. Operation is

subject to the following two conditions:

1) this device may not cause interference and

2) this device must accept any interference, including interference that may cause
undesired operation of the device

This device is intended only for OEM integrators under the following

conditions:

1) The antenna must be installed such that 20 cm is maintained between the
antenna and users, and

2) The transmitter module may not be co-located with any other transmitter or
antenna,

As long as 2 conditions above are met, further transmitter test will not be required.

However, the OEM integrator is still responsible for testing their end-product for any

additional compliance requirements required with this module installed

IMPORTANT NOTE: In the event that these conditions can not be met (for example

certain laptop configurations or co-location with another transmitter), then the

CANADA authorization is no longer considered valid and the CANADA ID can not

be used on the final product. In these circumstances, the OEM integrator will be

responsible for re-evaluating the end product (including the transmitter) and
obtaining a separate CANADA authorization.

End Product Labeling

This transmitter module is authorized only for use in device where the antenna may

be installed such that 20 cm may be maintained between the antenna and users.
The final end product must be labeled in a visible area with the following: “Contains
IC: 7424A-US306".

Manual Information To the End User

The OEM integrator has to be aware not to provide information to the end user

regarding how to install or remove this RF module in the user’s manual of the end
product which integrates this module.

The end user manual shall include all required regulatory information/warning as
show in this manual.

IMPORTANT NOTE:

IC Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator and your body.
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Ce dispositif est conforme a la norme CNR-210 d'Industrie Canada applicable
aux appareils radio exempts de licence. Son fonctionnement est sujet aux
deux conditions suivantes: (1) le dispositif ne doit pas produire de brouillage
préjudiciable, et (2) ce dispositif doit accepter tout brouillage regu, y compris
un brouillage susceptible de provoquer un fonctionnement indésirable.

Cet appareil est con¢cu uniquement pour les intégrateurs OEM dans les
conditions suivantes: (Pour utilisation de dispositif module)

1) L'antenne doit étre installée de telle sorte qu'une distance de 20 cm est
respectée entre I'antenne et les utilisateurs, et

2) Le module émetteur peut ne pas étre coimplanté avec un autre émetteur ou
antenne,

Tant que les 2 conditions ci-dessus sont remplies, des essais supplémentaires
sur I'émetteur ne seront pas nécessaires. Toutefois, l'intégrateur OEM est
toujours responsable des essais sur son produit final pour toutes exigences de
conformité supplémentaires requis pour ce module installé.

NOTE IMPORTANTE:

Dans le cas ou ces conditions ne peuvent étre satisfaites (par exemple pour
certaines configurations d'ordinateur portable ou de certaines co-localisation
avec un autre émetteur), l'autorisation du Canada n'est plus considéré comme
valide et I'ID IC ne peut pas étre utilisé sur le produit final. Dans ces
circonstances, l'intégrateur OEM sera chargé de réévaluer le produit final (y
compris I'émetteur) et I'obtention d'une autorisation distincte au Canada.

Plaque signalétique du produit final

Ce module émetteur est autorisé uniguement pour une utilisation dans un
dispositif ou I'antenne peut étre installée de telle sorte qu'une distance de
20cm peut étre maintenue entre l'antenne et les utilisateurs. Le produit final
doit étre étiqueté dans un endroit visible avec l'inscription suivante: "Contient
des IC: 7424A-US306".

Manuel d'information a l'utilisateur final

L'intégrateur OEM doit étre conscient de ne pas fournir des informations a
l'utilisateur final quant a la facon d'installer ou de supprimer ce module RF
dans le manuel de I'utilisateur du produit final qui integre ce module.

Le manuel de I'utilisateur final doit inclure toutes les informations
réglementaires requises et avertissements comme indiqué dans ce manuel.
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NOTE IMPORTANTE: (Pour l'utilisation de dispositifs mobiles)
Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC
établies pour un environnement non contrélé. Cet équipement doit étre installé
et utilisé avec un minimum de 20 cm de distance entre la source de
rayonnement et votre corps.
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1. Revision History

Date Release Author Description
2011/1/12 0.1 Jack Ong First release

2. Related Documents
Date Author Document(s)
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3. Overview

3.1.

3.2.

Scope
This document describes the specifications of US306 WLAN USB

module. The low power consumption and smaller size are suitable for USB
adapter.

US306 implements half-duplex OFDM, CCK, and DSSS baseband

processing supporting relevant IEEE 802.11n data rates. The MAC
supports the IEEE 802.11 wireless MAC protocol as well as 802.11i
security, receive and transmit filtering, error recovery, quality of service
(QoS), and dramatically increasing WLAN performance.

Features

BPSK, QPSK, 16 QAM, 64 QAM, DBPSK, DQPSK and CCK
modulation techniques

Operates at 2.4GHz frequency band

Support for optional IEEE802.11n features for improved rate and range
performance

i Greenfield preamble

ii  Space Time Block Code (STBC)

iii ~ Short Guard Interval

Supports USB2.0 interface

Supports Windows XP, Windows Vista, Windows 7 and Linux
operating systems.

802.11n SSN technique (1Transmit/1Receive).

Supports wireless multimedia enhancements quality of service(QoS).
Supports IEEE 802.11e and IEEE 802.11i standards.

Supports IEEE 802.1x,

i Authentication modes: IEEE 802.1x, WPA/WPA?2

il Encryption method: WEP 64/128, TKIP, AES
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3.3.

Modulation

Technique

Device Drivers
Operating

Voltage

Warranty

Sensitivity

Current

Consumption

Specification

Frequency
IEEE 802.11n 11b/g/n: 2.412~2.4835GHz
Range
11b/g: CH1~11(FCC), 1~13(CE)
USB 2.0 with 4 pins WTB connector Channels 11n (HT20): CH1~11 (FCC),1~13(CE)
11n (HT40): CH3~9(FCC),3~11(CE)
1Mbps to 11Mbps for 11b,
Data Rate
OFDM/ BPSK/ QPSK/ CCK (Mbps) 6Mbps to 54Mbps for 11g,
S
P MCSO0 to MCS7 for 11n HT20/HT40
Windows XP SP2 32bit/64bit ) ]
) . Supports 64-bit & 128-bit WEP for
Linux kernel 2.6.20 or above. Security
i ] ] legacy mode
Windows Vista 32/64bit
WPA/WPA2/WPS for all modes
Windows 7
) Coverage 60Meters (Indoor)
DC 3.3V via USB bus power
Area 80Meters (Outdoor)
o 0 ~ 60°C (Operation)
1 year limited warranty Temperature
-20~70°C (Storage)

Data rate Typical Data rate Typical
11Mbps CCK (11b) - 88 dBm Output 11Mbps CCK (11b) +18 dBm
54Mbps OFDM(11g) | - 73 dBm Power 54Mbps OFDM(11g) | +15 dBm
11n HT20 MCS7 -71dBm HT20 MCS7 +14 dBm
11n HT40 MCS7 - 64 dBm HT40 MCS7 +10 dBm

Mode Watts/mA@3.3v
11b TX 0.957/290
11g TX 0.825/250

11n HT20 TX 0.99/300
11n HT40 TX 0.957/290
11b RX 0.66/200
11g RX 0.627/190
11n HT20 RX 0.66/200
11n HT40 RX 0.792/240
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3.4. Mechanical Characteristics

Dimension : 65 (L) x 30 (W) mm
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3.5. RoHS Compliant
US306 is fully compliant with RoHS requirements.

4. Engineering sheets
Pins Out and Pin Descriptions

Pin no. Definition

1 Ground

2 USB data differential input (D+)
3 USB data differential input (D-)
4 3.3V

12
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INTRODUCTION

The 11b/g/m 1TIR. WLAN Mini Card is a device that allows you

connect your computer to a wireless local area network (LAN). A wireless LAN
allows your system to use wireless Radio Frequency (RF) technology to transmit
and receive data without physically attaching to the network. The Wireless
protocols that come with this product ensure data security and isolation from
interference generated by other radio frequencies.

This card also allows you to take full advantage of your computer’s mobility with
access to real-time information and online services anytime and anywhere. In
addition, this device eliminates the bother of pulling cable through walls and
under furniture. It even allows you to place your system in locations where
cabling is impossible. Modifying and augmenting networks has never been so
easy.

The Peer-to-Peer Network

This network installation lets you set a small wireless workgroup easily and
quickly. Equipped with wireless PC Cards or wireless PCI, you can share files
and printers between each PC and laptop.




You can also use one computer as an Internet Server to connect to a wired global
network and share files and information with other computers via a wireless LAN.

=" WinshussRL]

T Cable/DsL
. Modem
mp  Internet

Wireless =
T—poCard

The Access Point Network

The network installation allows you to share files, printers, and Internet access
much more conveniently. With Wireless LAN Cards, you can connect wireless
LAN to a wired global network via an Access Point.

————— Cable/D5L Modem
Wirelags PCI

&

* Internet

/!



SOFTWARE INSTALLATION

1. Make sure the computer is turned off. Remove the expansion slot
cover from the computer.

2. Carefully slide the 11b/g/m 1T1IR WLAN Mini Card
into the mini PCI slot. Push evenly and slowly and ensure it is
properly seated.

3. After the device has been connected to your computer, turn on your
computer. Windows will detect the new hardware and then
automatically copy all of the files needed for networking.

1. Exit all Windows programs. Insert the included CD-ROM into your
computer. The CD-ROM will run automatically.

2. When the License Agreement screen appears, please read the
contents and select “I accept the terms of the license agreement
“ then click Next to continue.



Intelligent wireless card - InstallShield Wizard

License Agreement
P

Thiank pou for purchasing Wirsless product!

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is pratected by copyright laws and intethational copyright
lreaties. a3 well as ather intellectual property laws and tieaties. The SOFT\WARE PRODUCT
is licensed, not sold

1. GRANT OF LICENSE. This End-User Licenss Agreement grants pou the following
Tights:Installation and Use. YYou may install and use an unlimited number of copies of the

SOFTWARE PRODUCT.

Reproduction and Distribution. Yo may reproduce and distibute an urlimited number of

this ELIL&. Copies of the SOFTWARE PRODLICT may be distibuted as a standalone product —
or included with your awn product.

2 DESCRIPTION OF OTHER RIGHTS &ND LIMITATIONS.

it the ten

3. Select the check box to choose a Configuration Tool from the listed
two choices.

®  Configuration Tool: Choose to use our configuration utility.
® Microsoft Zero Configuration Tool: Choose to use Windows XP’s

built-in Zero Configuration Utility (ZCU).

Click Next to continue.



Intelligent wireless card - InstallShield Wizard

Setup Type

InstallShied < Back Mext> Cancel

4. There are two modes for you to choose in this screen, either choose
WiFi mode or performance mode (TxBurst mode). This mode
selection screen is set for the default mode shown in the utility screen,
you can still change its mode later in the utility screen. Click Next to
continue.



Intelligent wireless card - InstallShield Wizard

Setup Type

InstallSiield < Back Hewt> Cancel

5. When you are prompted the following message, please click Install
to begin the installation.

Intelligent wireless card - InstallShield Wizard

Ready to Install the Program

InistallShield < Back {lnstall Cancel




6. When the following screen appears, click Finish to complete the
software installation.

Intellipent wireless card - InstallShield Wizard

InstallS hield Wizard Complete

id. Click Finish

InstallShiald < Back Finich Cancel




HARDWARE INSTALLATION

To verify if the device exists in your computer and is enabled, go to Start =
Control Panel > System (> Hardware)} > Device Manager. Expand the
Network Adapters category. If the 11b/g/m 1TIR WLAN Mini Card

18 listed here, it means that your device is properly installed and enabled.

Device Manapern E]E]

File  Actiom  View Help

N & 2 A <=<®ma

2, YOO0-CHERRY-XPE ~
] a Batteries

+ 1 Computer

+ e Disk drives

+] g Display adapters

1= IDE ATASATAPL contrallers

-&ap IEEE 1394 Bus host controllers

I'EI Infrared devices

9

-

& Inkel AIM 3.0 Codec
Keyboards

J Mice and other pointing devices
Modems

@ Monitars

- B8 MNetwork adapters

[ e R E A F R AR F R e SR F A

i = 5 thernet MIC
Ll Other devices

PCMCIA adapters

Ports (COM & LPT)

Processars

VP gm




NETWORK CONNECTION

Once the device driver is well installed, a network setting described in the
following should be also established.

In Windows 2000/ XP

1. (In Windows 2000)
Go to Start = Settings = Control Panel > Network and Dial-up
Connections = Local Area Connection = Properties.

(In Windows XP)
Go to Start = Control Panel = Network and Internet Connections =
Network Connections = Wireless Network Connection = Properties.

B Control Panel |ZH§HX‘
File Edit ‘View Favorites Tools  Help ‘a.

Qe - @ F Pseach [Broders | [FH-
Address | Contral Panel > E

e b < w 9 2 =

Accessibiity AddHardware  Addor  Administrative  Automatic  Date and Time  Display
@ Switch b0 Category Yiew Options Remov. .. Tools Updates
w @3 v 8 P & =
[ e >]
See Also I’J =

Falder Options Fonts Game IntelR Internet dawa Keyhoard
ﬂ Windows Update Controllers Graphics. .. Options

@) Help and Support B’ ‘1‘1& h\é Q '3

hone and  Power Options  Printers and  Regional and  Scanners and

Madem ... Faxes Language ...  Cameras
2 9 & P A =
Scheduled Security Sounds and Speech System Taskbar and  User Accounts
Tasks Center Audio Devices Start Menu

& ¢ <

Windows — Wireless Link  Wireless
Firewall Metwork Set...




2. Make sure that all the required components are installed.

- Wireless Network Connection 3 Properties

General | Advanced

Coni

B® 11b/g/n 1TIR WLAN Mini Cg Configure. ..

This connection uses the following items:

='Clie

g File and Printer Sharing for Microsoft Network s
= 005 Packet Scheduler A

< | &
l Install... ] [ Uningtall ] [ Froperties ]
Description
Allows your computer to access resources on a Microsoft
networl

Show icon in notification area when connected
Motify me when this connection has limited o no connectivity

3. If any components are missing, click on the Install... button to
select the Client/Service/Protocol required. After selecting the
component you need, click Add... to add it in.

Select Network Component Type ‘Elgl

Click the type of netwark component you want ta install:

B sevics

% Protocol

Description

A client provides access to computers and files on
the network. you are connecting to.

g—

C=)
T

4.  For making your computer visible on the network, make sure you
have installed File and Printer Sharing for Microsoft Networks.
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IP Address

Note: When assigning IP Addresses to the computers on the network, remember
to have the IP address for each computer set on the same subnet mask. If your
Broadband Router use DHCP technology, however, it won’t be necessary for you
to assign Static IP Address for your computer.

1. To configure a dynamic IP address (i.e. if your broadband Router has the DHCP
technology), check the Obtain an IP Address Automatically option.

2. To configure a fixed IP address (if you broadband Router is not DHCP
supported, or when you need to assign a static IP address), check the Use the

following IP address option. Then, enter an IP address into the empty field; for

example, enter 192.168.1.254 in the IP address field, and 255.255.255.0 for the

Subnet Mask.
Internet Protocol (TCP/IP) Properties |_‘E‘ Internet Protocol (TCP/IP) Properties
General | Atemnte Configuration | Genaral |
“You can get P settings assigned automatically if your network supports *rou can get P settings assigned automatically if your network supports
this capahiliy. Dtherwiss, you need to ask your network administrater for this capahiliy. Othenwise, pou need to ask your nebwork administrater for
the appropriate IF settings. the appropriate IF settings.
” (%) Obtain an P address automatically ’
N
|
(%) Obtain DMS server address automatically Obtain DNS server address automatically
(O Use the following DNS server addresses: (3) Use the following DNS server addresses:

-11-



CONFIGURATION UTILITY

After the Wireless adapter has been successfully installed, users can use the
included Configuration Utility to set their preference.

Go to Start—> (All) Programs—> Ralink Wireless— Ralink Wireless Utility.

% windows Update
v
@ windows Movie Maks

s | Files and Settings Trs
‘wizard

Slowiew 2
Skartup .2
Trend Micro OfficeScan Client +
B adobe Reader &
@ Internet Explarer
@ Qutlook Express

|T Microsoft Office Wor
g Remote Assistance

@ Windows Media Player
Qﬁ Windows Movie Maker

Command Prompt

J
b Ralink

u
W Uninstall - RT2860

All Programs L

You can also open the Configuration Utility by double clicking the icon or right
clicking to select Launch Config Utilities.

—
Launch Config Ukilities

Use Zero Configuration as Configuration ukility

Switch ko AP Mode
Exit

-12 -



Intelligent Wireless Utility

Profile

Profile can book keeping your favorite wireless setting among your home, office,
and other public hot-spot. You may save multiple profiles, and activate the correct
one at your preference. The Profile manager enables you to Add, Edit, Delete and
Activate profiles.

- @ & m @ “e

Network Advanced Statistics WA WPS B

Profile List

Profile Mame ==
551D 2%

Metimark Type >
authentication »»
Encryption ==

Use B02. 1z ==
Channel »»

Power Save Mods »>
Te Power »»

RTS Threshald »»
Fragment Threshold ==

Add Edit Delete Activate

Status »» 802.11g-AP -Wireless <--> 00-E0-98-55-88-02

Extra Info =+ Link is Up [TxPower:100%] T nath 105 47%

Channel »» 2 =-» 2417 MHz 2 »» B5%
Authentication == Unknawn . :
Encryption => Mone Moise Strength == 26%
Network Typs => Infrastructurs Transmit
IP Address »» 192.168,1.33 Link Speed »» 54.0 Mbps
Sub Mhask »» 255,255,258,0 Throushput »» 0,000 Kbps
Default Gateway »»
HE Receive
BW = nia SMRD == nfa Link Speed => 1.0 Mbps
Gl =5 nfa MCS =5 nfa SNR1 => nfa Throughput »= 9.920 Kbps

-13-



Profile Tab

Profile Name

SSID

Network Type

Authentication
Encryption
Use 802.1x

Channel

Power Save
Mode

Tx Power

RTS Threshold

Fragment
Threshold

Add

You may enter a distinctive name of profile in this
column. The default is PROF# (# 1, #2, #3....)

The SSID is the unique name shared among all points in
your wireless network.

Shows the network type of the device, including
infrastructure.

Shows the authentication mode.
Shows the encryption type.
Whether or not use 802.1x feature.

Shows the selected channel that is currently in use. (There
are 13 channels available, depending on the country.)

Choose from CAM (Constantly Awake Mode) or Power
Saving Mode.

Transmit power, the amount of power used by a radio
transceiver to send the signal out.

Shows the RTS Threshold of the device.
Shows the Fragment Threshold of the device.

Click to add a profile from the drop-down screen.
System Configuration tab:

- 14-



o= & @ wy
Profile MNatwork Advanced Statistics Vi, WeL R
T
pRoF [ —— & i K £ PROFY
D e BOL A AP Wirses
Matwort, Type »> Infrastructure
s

Enerption == Nere

Uze B2 1 12 W
Chacrel 22 3
Fonums Lyen st 23 CAR
T P = At
TS Thieshd 53 2347
Frngrant Thinehos o5 21k
‘ A pat et ictmatn
Syitemn Config  Auth, \ Encry,
Profee e+ fFRors Hotork Typt » lefvitnctors
F e — Tfmtrsr Wi v
T - I 2
[ A5 Tomectoks = —

3 Fragmet Trearess [

N o o

Profile Name: User can enter profile name, or use default
name defined by system. The default is PROF# (# 1, #2,
#3...).

SSID: The SSID is the unique name shared among all

points in your wireless network. The name must be

identical for all devices and points attempting to connect
to the same network. User can use pull-down menu to
select from available APs.

Power Save Mode:

e CAM (Constantly Awake Mode): When this mode is
selected, the power supply will be normally provided
even when there is no throughput.

e PSM (Power Saving Mode): When this mode is
selected, this device will stay in power saving mode
even when there is high volume of throughput.

Network Type: There are two types, infrastructure

modes.

-15-



e The infrastructure is intended for the connection
between wireless network cards and an Access Point.
With the wireless adapter, you can connect wireless
LAN to a wired global network via an Access Point.

Tx Power: Select the Tx power percentage from the

pull-down list including Auto, 100%, 75%, 50%, 25%,

10% and Lowest.

Preamble: A preamble is a signal used in wireless

environment to synchronize the transmitting timing

including Synchronization and Start frame delimiter.

Select from the pull-down menu to change the Preamble

type into Auto or Long.

RTS Threshold: User can adjust the RTS threshold
number by sliding the bar or key in the value directly. The
default value is 2347. RTS/CTS Threshold is a
mechanism implemented to prevent the “Hidden Node”
problem. If the “Hidden Node” problem is an issue, users
have to specify the packet size. The RTS/CTS mechanism
will be activated if the data size exceeds the value you set.
This value should remain at its default setting of 2347.

Should you encounter inconsistent data flow, only minor
modifications of this value are recommended————

threshold number by sliding the bar or key in the value
directly. The default value is 2346. The mechanism of
Fragmentation Threshold is used to improve the
efficiency when high traffic flows along in the wireless
network. If your Wireless LAN Adapter often transmits
large files in wireless network, you can enter new
Fragment Threshold value to split the packet. The value
can be set from 256 to 2346.

-16 -



Authentication and Encryption tab:

..... o TS
i - @ & B ¢ 05
Profile Motwork  Advanced  Statistics VMM wes R
Sortedbyss @ S0 @ Channel @ el [ Show s
A Lt 3
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Authentication Type: There are seven type of
authentication modes including Open, Shared, Leap,
WPA, WPA-PSK, WPA2, WPA2-PSK, and WPA-None.

e Open: If your access point/wireless router is using
"Open” authentication, then the wireless adapter will
need to be set to the same authentication type.

o Shared: Shared Key is when both the sender and the
recipient share a secret key.

o LEAP: Light Extensible Authentication Protocol. It is
an EAP authentication type used primarily in Cisco
Aironet WLANS. It encrypts data transmissions using
dynamically generated WEP keys, and supports mutual
authentication (only with CCX mode enabled.)

e WPA-PSK: WPA-PSK offers two encryption
methods, TKIP and AES. Select the type of algorithm,
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TKIP or AES and then enter a WPA Shared Key of
8-63 characters in the WPA Pre-shared Key field.

Encryption Type: For open and shared authentication
mode, the selection of encryption type are None and WEP.
For WPA, WPA2, WPA-PSK and WPA2-PSK
authentication mode, the encryption type supports both
TKIP and AES.

WPA Pre-shared Key: This is the shared secret between
AP and STA. For WPA-PSK and WPA2-PSK
authentication mode, this field must be filled with
character longer than 8 and less than 32 length.

WEP Key: Only valid when using WEP encryption
algorithm. The key must match with the AP’s key. There
are several formats to enter the keys.

e Hexadecimal (40bits): 10 Hex characters.

e Hexadecimal (128bits): 32Hex characters.

e ASCII (40bits): 5 ASCII characters.

e ASCII (128bits): 13 ASCII characters.

Show Password: Check this box to show the password
you entered.

802.1x Setting: When user use radius server to
authenticate client certificate for WPA authentication

mode.

802.1x tab:
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EAP Method:

e PEAP: Protect Extensible Authentication Protocol.
PEAP transport securely authentication data by using
tunneling between PEAP clients and an authentication
server. PEAP can authenticate wireless LAN clients
using only server-side certificates, thus simplifying
the implementation and administration of a secure
wireless LAN.

e TLS / Smart Card: Transport Layer Security.
Provides  for certificate-based and  mutual
authentication of the client and the network. It relies
on client-side and server-side certificates to perform
authentication and can be used to dynamically
generate user-based and session-based WEP keys to
secure subsequent communications between the
WLAN client and the access point.

e TTLS: Tunneled Transport Layer Security. This
security method provides for certificate-based, mutual
authentication of the client and network through an
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encrypted channel. Unlike EAP-TLS, EAP-TTLS
requires only server-side certificates.

EAP-FAST: Flexible Authentication via Secure
Tunneling. It was developed by Cisco. Instead of
using a certificate, mutual authentication is achieved
by means of a PAC (Protected Access Credential)
which can be managed dynamically by the
authentication server. The PAC can be provisioned
(distributed one time) to the client either manually or
automatically. Manual provisioning is delivery to the
client via disk or a secured network distribution
method. Automatic provisioning is an in-band, over
the air, distribution. For tunnel authentication, only
support "Generic Token Card" authentication now.

MDS-Challenge:  Message Digest  Challenge.
Challenge is an EAP authentication type that provides
base-level EAP support. It provides for only one-way
authentication - there is no mutual authentication of
wireless client and the network.

Tunnel Authentication:

Protocol: Tunnel protocol, List information including
EAP-MSCHAP v2, EAP-TLS/Smart card, and
Generic Token Card.

Tunnel Identity: Identity for tunnel.

Tunnel Password: Password for tunnel.

Session Resumption: User can click the box to enable or
disable this function.

ID\PASSWORD tab:
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ID/ PASSWORD: Identity and password for server.

e Authentication ID / Password: Identity, password
and domain name for server. Only "EAP-FAST" and
"LEAP" authentication can key in domain name.
Domain name can be keyed in blank space.

e Tunnel ID / Password: Identity and Password for
server.

OK: Click to save settings and exit this page.

Cancel: Click to call off the settings and exit.

Client Certification tab:

System Config  Auth. \ Encry. BTN
A Mntld o e - Tireed Withertication sr  ERMICHIPYE [ ession Resmplion

wypaspwor  [NRAUCRARIONIN _ erser Cartfcation

[ o= crent cnrtinieate I

o Gaws

Client Certification: Client Certicate for server
authentication.

Use Client certification: Choose to enable server
authentication.

OK: Click to save settings and exit this page.

Cancel: Click call off the settings and exit.

Server Certification tab:
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Use Certificate chain: Choose use server that issuer of
certificates.

Allow intimidate certificates: It must be in the server
certificate chain between the server certificate and the
server specified in the certificate issuer must be field.

Server name: Enter an authentication sever root.

Server name must match exactly: Click to enable or
disable this function.

Domain name must end in specified name: Click to
enable or disable this function.

OK: Click to save settings and exit this page.
Cancel: Click call off the settings and exit.
Click to delete an existing profile.

Click to edit a profile.

Click to make a connection between devices.

The Network page displays the information of surrounding APs from last scan
result. The tab lists the information including SSID, Network type, Channel,
Wireless mode, Security-Enabled and Signal.
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R S %
Profile MNetwork Advanced Statistics Wi WWPS B
Sorted by »» @ 550 @ Channel @ Stanal [ Show dBm
AP List =»
P 802.11-4P P2l g 100% I &
aaa & @ S 55y
AlbertY-200 e g o %y
4P &1 § o o
4P oo g 100%
APRA B g 0%
asus o g 1%
Broadcom 3t g 31%
skl 20 g T
THO e g 9 B
Rescan Connect 4dd to Profile
Status == B0Z.11g-AP -Wireless <> O0-E0-98-85-85-02 i E
ExtraInfo == Link is Up [T=Power:100%] ith 1 »> 50%
Channgl == 2 =--» 2417 MHz. 1th 2 == BO%
Authentication == Unknawn o
Encryption == Mone Moize Strenath =» 26%
Metwork Type =+ Infrastructure Transmit
1P Address >» 192.168.1.33 Link Spesd »» 54.0 Mbps
Sub Mask »» 255.255.255.0 Throughput >> 0,000 Kbps
Default Gateway =»
HT Receive
Bilf 5 nia SMRO =5 nfa Link Speed == 1.0 Mbps
Gl =* nia MCS =F nfa SMR1 2= nfa Throughput »> 9,424 Kbps =
#bps
Network Tab
Sorted by Indicate that AP list are sorted by SSID, Channel or Signal.
Show dBm Check the box to show the dBm of the AP list.
SSID Shows the name of BSS network.
Network Type | Network type in use, Infrastructure for BSS.
Channel Shows the currently used channel.

Wireless mode

AP support wireless mode. It may support 802.11a,
802.11b, 802.11g or 802.11n wireless mode.
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Encryption

Signal
Rescan

Connect
Add to Profile

Link status

Status

Extra Info
Channel

Authentication

Encryption

Network Type

IP Address
Sub Mask

Default
Gateway

Link Quality

Shows the encryption type currently in use. Valid value
includes WEP, TKIP, AES, and Not Use.

Shows the receiving signal strength of specified network.
Click to refresh the AP list.

Select an item on the list and then click to make a
connection.

Select an item on the list and then click to add it into the
profile list.

Shows the current connection status. If there is no
connection existing, it will show Disconnected.

Shows the link status.
Shows the current channel in use.

Authentication mode used within the network, including
Unknown, WPA-PSK, WPA2-PSK, WPA and WPA2.

Shows the encryption type currently in use. Valid value
includes WEP, TKIP, AES, and Not Use.

Network type in use, Infrastructure for BSS.

Shows the IP address information.

Shows the Sub Mask information.
Shows the default gateway information.

Shows the connection quality based on signal strength and
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TX/RX packet error rate.

Signal Shows the Receiving signal strength, you can choose to
Strength display as percentage or dBm format.
1,2 and 3

Noise Strength

Shows the noise signal strength.

Transmit Shows the current Link Speed and Throughput of the
transmit rate.

Receive Shows the current Link Speed and Throughput of receive
rate.

Link Speed Shows the current transmitting rate and receiving rate.

Throughput Shows the transmitting and receiving throughput in the

unit of K bits/sec.

AP information

When you double click on the intended AP, you can see AP's detail information
that divides into three parts. They are General, WPS, CCX information. The
introduction is as following:

General
General WPS X
S50 > P02 1AW -Wirsless
MAC Address > QOHEO-0-00-00-02 > Gl

Authentication Type »» Unknown Sumported Pates (Mops)

12 55 10,6, 9,12, 18,24, 34,48, 84
Ercrygition Typer o Morss
Channel »» 2 s 2417 Mz

Hetwork Type »»

Taacen intarvel > 100

General information contain AP's SSID, MAC address,
Authentication Type, Encryption Type, Channel, Network Type,
Beacon Interval, Signal Strength and Supported Rates.

OK: Click this button to exit the information screen.
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WPS

Ganaral WPS CCx
duthentication Type »» Unkngwn State »» Unknown
ERcryption Typs +» Nons Warsion »» Unknown
Corig Mathods »» Unkiown AP Sebup Locked »» Unknown
Dierice Passned 10+ LUIDE »» Linkiours
Setocted hegistrar »» Unknown PE Bandds =+ Unknown

O

WPS information contains Authentication Type, Encryption Type,
Config Methods, Device Password ID, Selected Registrar, State,
Version, AP Setup Locked, UUID-E and RF Bands.

Authentication Type: There are four types of authentication
modes supported by RaConfig. They are open, Shared, WPA-PSK
and WPA system.

Encryption Type: For open and shared authentication mode, the
selection of encryption type are None and WEP. For WPA,
WPA2, WPA-PSK and WPA2-PSK authentication mode, the
encryption type supports both TKIP and AES.

Config Methods: Correspond to the methods the AP supports as
an Enrollee for adding external Registrars.

Device Password ID: Indicate the method or identifies the
specific password that the selected Registrar intends to use.
Selected Registrar: Indicate if the user has recently activated a
Registrar to add an Enrollee. The values are "TRUE" and
"FALSE".

State: The current configuration state on AP. The values are
"Unconfigured" and "Configured".

Version: WPS specified version.

AP Setup Locked: Indicate if AP has entered a setup locked state.
UUID-E: The universally unique identifier (UUID) element
generated by the Enrollee. There is a value. It is 16 bytes.

RF Bands: Indicate all RF bands available on the AP. A
dual-band AP must provide it. The values are "2.4GHz" and
"5GHz".

OK: Click this button to exit the information screen.

-26-



CXX

Geanaral WES £ex
CONM > FALSE
ol »» FALSE
Chip »» FALTE

oK

CCX information contains CCKM, Cmic and Ckip information.

OK: Click this button to exit the information screen.

Advanced

This Advanced page provides advanced and detailed settings for your wireless
network.
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Authentication whether show "Authentication Status Dialog" or not.
Status Dialog Authentication Status Dialog displays the process about
802.1x authentications.

Enable CCX Check to enable the CCX function.
(Ciseo Compatible | « Turn on CCKM
extensions) ¢ FEnable Radio Measurements: Check to enable the

Radio measurement function.

+ Non-Serving Measurements limit: User can set channel
measurement every (~2000 milliseconds. Default is set
to 250 milliseconds.

Apply Click to apply above settings.

Statistics

The Statistics screen displays the statistics on your current network settings.
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1Z RaUl =
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Profile MNetwork Advanced Statw‘-;u‘cs Wi WWPS
- Receive
Frames Transmitted Successfully = 450
Frames Retransmitted Successfuly L a9
Frames Fail To Receive ACK After All Retries = 0
RTS Frames Successfully Receive CTS = 0
RTS Frames Fail To Receive CTS 5 0

Reset Counter

Status »» 802.11g-AP -Wireless <> 00-E0-98-88-68-02 it
Extra Info == Link is Up [TxPawer:100%] gth 1 »> 49%
Channgl == 2 =--» 2417 MHz. 2 =3 BEY%

Authentication == Unknawn

Encryption => None

Metwork Type #» Infrastructurs e
IP Address == 192.168.1.33 Link Speed »> £4.0 Mbps
Sub shask =» 265,255,255.0 Throughput »>> 0.000 Kbps
Default Gateway =»
HT Receive
BW == nia SMRO »= nfa Link Speed == 1.0 Mbps
Gl #= nia MCS »» nfa SMR1 =+ nfa Thraughput »> 9,920 Kbps

Transmit

Frames Transmitted Successfully | Shows information of frames successfully
sent.

Frames Retransmitted Shows information of frames successfully

Successfully sent with one or more reties.

Frames Fail To Receive ACK Shows information of frames failed

After All Retries transmit after hitting retry limit.

RTS Frames Successfully Receive| Shows information of successfully receive
CTS CTS after sending RTS frame
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RTS Frames Fail To Receive
CTS

Reset Counter

Py
bl Fd
Profile Network Advanced Statistics

Transmit

Frames Received Successfully
Frames Received With CRC Errar
Frames Dropped Due To Qut-of-Resource

Duplicate Frames Received

PReset Counter

Status »» 802.11g-AP -Wireless <--» O0-E0-98-68-68-02

Extra Info »+ Link is Up [TxPower: 100%]

Channel == 2 - 2417 MHz

Authentication == Unknawn
Encryption => Mone
Metwork Type »» Infrastrusturs

IP Address »» 192.168.1.33

Sub mask »> 255.255,285.0

Default Gateway =
HT

BYW > nia SMRO == nfa
Gl »> nia MCS == nfa SMRT == nfa

Shows information of failed to receive CTS
after sending RTS.

Click this button to reset counters to zero.

Q @ (734

VAL WS R

12> BA%
2 =z BA%

Moise Strength »> 26%

Transmit
Link Speed »» 5.0 Mbps
Throughput »> 0,000 Kbps

Receive
Link Speed »» 1.0 Mbps
Throughput »> 9.42d Kbps

Receive Statistics

Frames Received Successfully

Frames Received With CRC
Error

Shows information of frames Received
Successfully.

Shows information of frames received with
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Frames Dropped Due To
Out-of-Resource

Duplicate Frames Received

Reset Counter

WMM / QoS

CRC error.

Shows information of frames dropped due
to resource issue.

Shows information of duplicate received
frames.

Click this button to reset counters to zero.

The WMM page shows the Wi-Fi Multi-Media power save function and Direct

Link Setup that ensure your wireless network quality.

I£ Raul

= @

Profile MNetwaork Advanced

Wit Setup Status
Wi == Enabled

[@ " Enable

[[] it - Power Save Enable

[] Direct Link Setup Enable

Extra Info »» Link is Up [TxPower: 100%]
Channel == 2 <> 2417 WHz
awuthentication » Unknown
Encryption »» None
Metwark Type >> Infrastructure
P Address »» 192.168.1.33
Sub ihask =» 255,265,265.0

Default Gatemay ==
HT

B/ =» nJa

Pawer Save »> Disabled

I CEEEE =

Status > 802.11g-AP -Wireless <--» 00-E0-98-65-65-02

SNRD »> nfa

Gl »» nfa WS 22 nia SNRA =» nfa

(2

aalall X)

MMM WPS

Direct Link > Disabled

2th 1 == 4%
“ength 2 == 44%
5%
Moise Strength == 26%
Transmit
Link Speed => 54,0 Mbps
Throughput »> 0.000 Kbps

Receive
Link Speed »» 1.0 Mhps
Throughput »> 9,920 Kbps
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WMM Enable

WMM- Power Save Enable
Direct Link Setup Enable
MAC Address

Timeout Value

Apply
Tear Down

WPS

Check the box to enable Wi-Fi Multi-Media
function.

Select which ACs you want to enable.
Check the box to enable Direct Link Setup.

The setting of DLS indicates as follow :

Fill in the blanks of Direct Link with MAC
Address of STA, and the STA must conform to
two conditions:

e  Connecting with the same AP that supports
DLS feature.

e  DSL enabled.

Timeout Value represents that it disconnect
automatically after few seconds. The value is
integer that must be between 0~65535. It
represents that it always connects if the value is
zero. Default value of Timeout Value is 60
seconds.

Click this button to apply the settings.

Select a direct link STA, then click "Tear Down"
button to disconnect the STA.

The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is to
simplify the security setup and management of Wi-Fi networks. The STA as an
Enrollee or external Registrar supports the configuration setup using PIN
(Personal Identification Number) configuration method or PBC (Push Button
Configuration) method through an internal or external Registrar.
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Profile MNetwork

PEC

Channgl == 2 «--» 2417 MHz
Authentication == Unknawn
Encryption => Mone
Metwork Type »» Infrastructure
IP Address == 192.168,1.33
SuUb Mask =» 255,265, 255.0

Default Gateway =»

Advanced

@ WPS Azsociste IE

E WiPs Probe |E

Status »» 802.11g-AP -Wireless <> 00-E0-98-88-68-02
ExtraInfo == Link is Up [T=Power:100%]

& §
Statistics Wil WWPS B
WPS AP List
Rescan
r Pin Code
0O00018%
WPS Profile List Config Made.

Enrolles hd

Disconnect

Progress »» 0%

ngth 1> 47%
255 B5%

Hoise Strength »= 264

Transmit
Link Speed »= 54.0 Mbps
Throughput >> 0,000 Kbps

M Receive
BW == nia SMRO => nfa Link Speed »> 1.0 Mbps
Gl #= nia MCS »» nfa SMR1 =+ nfa Thraughput »> 9,920 Kbps
WPS AP List Display the information of surrounding APs with WPS IE
from last scan result. List information included SSID,
BSSID, Channel, ID (Device Password ID),
Security-Enabled.
Rescan Issue a rescan command to wireless NIC to update
information on surrounding wireless network.
Information Display the information about WPS IE on the selected

network. List information included Authentication Type,
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PIN Code

Config Mode

Detail

Connect

Rotate

Disconnect

PIN

PBC

WPS associate IE

WPS probe IE

Encryption Type, Config Methods, Device Password 1D,
Selected Registrar, State, Version, AP Setup Locked,
UUID-E and RF Bands.

8-digit numbers. It is required to enter PIN Code into
Registrar using PIN method.

Our station role-playing as an Enrollee or an external
Registrar.

Information about Security and Key in the credential.

Command to connect to the selected network inside
credentials. The active selected credential is as like as the
active selected Profile.

Command to rotate to connect to the next network inside
credentials.

Stop WPS action and disconnect this active link. And
then select the last profile at the Profile Page. If there is
an empty profile page, the driver will select any
non-security AP.

Start to add to Registrar using PIN (Personal
Identification Number) configuration method. If STA
Registrar, remember that enter PIN Code read from your
Enrollee before starting PIN.

Start to add to AP wusing PBC (Push Button
Configuration) method.

Send the association request with WPS IE during WPS
setup. It is optional for STA.

Send the probe request with WPS IE during WPS setup.
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It is optional for STA.
Progress Bar Display rate of progress from Start to Connected status.

Status Bar Display currently WPS Status.

Radio On/Off

I~
o .
Eo~ # @ o i
Profile MNetwork Advanced Statistics Wi WWPS

(E) Click this icon to turn on radio function.

i Click this icon to turn off radio function.

H= =
E o & B ¢ 9
Profile Network Advanced Statistics WA WPS

R Click this button to show the information of the wireless card including,
RaConfig Version/ Date, Driver Version/ Date, EEPROM Version, Firmware

Version and Phy Address.
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Profile MNetwork Advanced Statistics Wi WWPS

() Copyright 2007, Ralink Technology, Inc. Al rights reserved.

RaConfig Wersion == 2.0.2.0 Date == 05-15-2007

Driver Wersion »> 1.0.3.0 Date »» 05-07-2007
EEPROM Wersion »» 1.1
Firmuware Wersion == 0.7

Phy_Address »> 00-12-0E-00-00-12

WWW RALINKTECH COM

Status >> 502.112-4P -Wireless <> O0-E0-98-85-83-02 i ir
Extta Info =» Link is Up [TxPower:1002] ength 1 => 45%
Channel == 2 <--= 2417 MHz 1th 2 =5 5%
Authentication »» Linknawn ~ Signal Strengt :
Encryption »» Mone T huoise Strength »> 26%
Metwork Type =» Infrastructure Transmit
IP Address >» 192.168.1.33 Link Speed »> 54.0 Mbps
Sub Mask »» 255.255.255.0 Throughput »» 0,000 Kbps
Default Gateway =»
i Receive
BMf »= nia SMRD => nfa Link Speed > 1.0 Mbps
Gl == nJja MCS 5= Nfa SNR1 = nfa intotiohplibsse Sotope
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UNINSTALLATION

In case you need to uninstall the utility and driver, please refer to below steps. (As
you uninstall the utility, the driver will be uninstalled as well.)

1. Goto Start > Programs > Ralink Wireless 2 Uninstall.

e

% Windows Update Slowiew *
Startup »

&
@ Windows Movie Mal Trend Micra OFficeScan Client ]

o . n Adobe Reader 8
Files and Settings Tr 3

Wizard @ Internet Explorer

v i) Outlook Express
i Microsoft OFfice Wor Li;l .

¢ Remote Assistance
Cormand Prompt ¢ windows Media Player
ﬁa windows Movie Maker

all Programs B fE Ralin
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2. Select Remove all button and click Next to start uninstalling.

Intelligent wireless card - InstallShield Wizard

Please zelect one wayp to continue install.

InstallShield < Back Hest > Cancel

3. Click Yes to complete remove the selected application and all of its
features.

Intelligent wireless card - InstallShield Wizard

Do you wank ko completely remove the selected application and all of its Features?
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4.  Select “Yes, I want to restart my computer now” and then click
Finish to complete the uninstallation.

Intelligent wireless card - InstallShield Wizard

Uninstall Complete

InstallShie

InstallShigld < Back Finish Cancel
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