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1. Introduction
1.1 Wecome

PCI Adapter connects you with IEEE802.11n networks at receiving rate up to an incredible 300Mbps!

By using the reflection signal, 802.11n technology increases the range and reduces "dead spots” in the
wireless coverage area.

Unlike ordinary wireless networking of 802.11b/g standards that are confused by wireless reflections,

802.11n can actually use these reflections to increase four times transmission range of 802.11g
products.

Besides, when both ends of the wireless link are 802.11n products, The PCI can utilize twice radio
band to increase three times transmission speed of ordinary 802.11g standard products, and can comply
with backwards 802.11b/802.11g standards.

Soft AP supported by PCI Adapter can help you establish wireless LAN networking with lowest cost.
Besides, WPS (PBC and PIN) encryption method can free you from remembering the long passwords.

Complete WMM function makes your voice and video more smooth.

1.2 Product Feature

e  Complies with IEEE 802.11n , IEEE 802.11g, IEEE 802.11b standards

e Provides 32-bit PCI interface

e Provides 300Mbps receiving rate and 300Mbps sending rate

s Supports 20MHz/40MHz frequency width

e Auto-detects and changes the network transmission rate

s Provides two work modes: Infrastructure and Ad-Hoc

e Supports Soft AP to establish your wireless LAN networking with lowest cost

e Supports 64/128-bit WEP, WPA, WPA2 encryption methods and 802.1x security authentication
standard

e Supports WPS (PBC and PIN) encryption method to free you from remembering long passwords
e Supports WMM to make your voice and video more smooth

e Supports Windows® 2000, XP 32/64, Vista 32/64, win 7 32/64

1.3 Contentsof Package

e  OnePCICard

e One Installation CD w/User Manual
s _Two Detachable 2 dBi antennas

Contact your local authorized reseller or the store purchased from for any items damaged and/or
missing.



1.4 Beforeyou begin

2.

. You must have the following:

. A desktop PC with an available 32-bit PCI slot

. Minimum 300MHz processor and 32MB memory

- Windows 2000, XP, 2003, Vista, Win 7

. A CD-ROM Dirive

. PCI controller properly installed and working in the desktop PC

. 802.11n or 802.11b/g Access Point (for infrastructure Mode) or another 802.11n or 802.11b/g
wireless adapter (for Ad-Hoc; Peer-to-Peer networking mode.)

Designing Your PCl Adapter

PCI Adapter supports up to 300Mbps connections. It is fully compliant with the specifications defined
in 802.11n standard.
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The status LED indicators of PCI Card are described in the following.

. Lnk/Act ON (Green): Indicates a valid connection.

. Lnk/Act Flashing: Indicates the Adapter is transmitting or receiving data.



3. Installation
3.1 Ingtall Your PCI Adapter

e Open your PC case and locate an available PCI on the motherboard.
e _Slide PCI Adapter into the PCI slot. Make sure that all of its pins are touching the slot's contacts.

You may have to apply a bit of pressure to slide PCI Adapter all the way in. after it is firmly in place,
secure its fastening tab to your PC's chassis with a mounting screw. Then close your PC.

e Attach the external antennas to PCI Adapter's antenna port.
e _Power on the PC.

Note: Select Cancel when “Found New Hardware” window appears.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Windows will search for current and updated software by
loaking an wour computer, on the hardware installation CD, or on
the Windows Update wWeb site [with vour permizssion].

Unhne prevacy nfomation

Can Windows connect to Windows Update to search for
zoftware?

(3es, this time anly
(1Y'es, now and every time | connect a device
(3 Mo, nat this time

Click Mest to contirue.

Cancel

3.2 Ingtall Driver and Utility

NOTE: Snap-shot screens of the following installation procedure are based on Windows XP.
Installation procedures will be similar for other windows operating systems.

1. Insert Installation CD to your CD-ROM drive. And click Driver Installation. The wizard will install
all necessary files to your computer automatically.

2. Click Next to accept the Agreement. Or click Cancel to cancel the installation.
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4. Select Ralink Configuration Tool or Microsoft Zero Configuration Tool then click Next.

a. It’s recommended to select Ralink Configuration Tool, which provides fully access to all function of
PCI Adapter.

b. If you prefer to use the wireless configuration tool provided by Windows XP or Vista, please select
Microsoft Zero Configuration Tool.

Ralink Wireless L AN - InstallShield Wizard

Selup Tppse

Select e selup lype thal bext suls paw nesds

Tt i - ﬂ Heal r-—- —

5. Click Finish to complete the software installation.
Rali nk Wirelesz | AN - InstallShield Wizard

Instaltbhield Weard Compleiz

]
=

Imstall’ e e !1 fFosid r- ¥ Cence




4.  Utility Configure
41 WZC
411 Ralink Wireless Utility (RaUl) or Windows Zero Configuration (WZC)

Windows XP includes a wireless configuration utility named "Windows Zero configuration" (WZC)
which provides basic configuration functions to the Ralink Wireless NIC. Ralink's utility (RaUT)
additionally provides WPA functionality. To make it easier for the user to select the correct utility. RaUI
will let users make a selection when it first runs after windows XP boots.

Double-clicking the icon will bring up the selection window and allow the user make a selection.

2

Rallexe
Figure 1-1 RaUl exe

RaUI can co-exist with WZC. When coexisting with WZC, RaUI only provides monitoring functions,
such as surveying the link status, network status, statistic counters, advanced feature status, WMM
status and WPS status. It won't interfere with WZC's configuration or profile functions. It is shown as
Figure 1-2.

Launch Canfig Ukiities
Use Zero Configuration & Conflguraton uiilicy

Launch Config Ukilties
Lise RaCorfig as Configuration utility

Figure 1-2 Select WZC or RaU|
If "Use RaConfig as Configuration utility" is selected, please jump to Section 2 on running RaUI.
If "Use Zero Configuration as Configuration utility" is selected, please continue.

We will explain the difference between RaUI and WZC. Figure 1-3 shows the RaUI status when WZC
is activated as the main control utility.
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Figure 1-3 RaUI status with WZC active



When activating WZC, there are several differences with the RaUI status, compared to the RaUI status
without WZC running.

e The profile button will be gray. Profile functionality is removed since the NIC is controlled by
WZC.

e The Connect and Add to Profile function will be gray. Profile functionality is removed since the
NIC is controlled by WZC.

Please read through this document for full details on the other functions provided by RaUI.

412 UseWZC toconfigurewirelessNIC

o If there is no connection or it is lost, the status prompt will pop up, as shown in Figure 1-4.

51 wireless networks detected fnd

Cne oF more wireless nebworks arein rangs of this cormputer,
To see the lisk and cornect, click this mescage

Figure 1-4 status prompt for no connection
¢ Right-click the network connection icon in taskbar.

Change Windows Firewall settings

Coen Network Cornections

R.epair

Yiew Available Wireless Metworks .

Figure 1-5 Select WZC main status

e Select "View Available Wireless Networks" and the "Wireless Network Connection" dialog box will
pop up, as shown in Figure 1-6.

' Wireless Network Connection E

e ER i Ta Choose a wireless network

’=‘ Refresh netwerk |=: Chck 20 bam in the list belos ko conmect bo & wireless netwark inrangs o bo get mores
inFormabon,
21 setip awireless netvark: (a1 RalinkInitialip i
far a homre or smell office i
nsacurad wrsless natwoek ““[l
Related Tasks {ci}J AEL
\y Learn about wirsess Linsecured wrsless network ﬂ“l
e Q) nlberty-2o0
% Charge the order of i ; [I E
prefern=d nekmorks 0 Security-enabled wirdess rebwork (WRES Il“
‘g charge advanred gy *
setbngs
Unzecured wircless network ll!l!
APPA
(iiiil
Unsecured wircless natwork 1.“"
181
':f-i)]
' Secunty-snabled wrsless mebwork. ll“[l i

Connect

Figure 1-6 Wireless Network Connection



Select the intended access point and click "Connect". Then click "Connect Anyway" as shown as
Figure 1-7.

'L W reless Network Connection

PP Choose a wireless network

i Refresh mebeark list Chek & e in Hoe st below bo connedt o a rjmlqss network i ranps or ko get mors

Infarmation.

(fli!)

B Set b 5 relecs natwcek RalinkInitialae "~
For @ hame o small affice

Ureecured wirglecs rebwork

You are conneching to e orsecured rebwork "8F 1%, Informstion s=nk
over i mebwork is mok enorypted and might be vichle ba other peogle.

|_g:|nna|:t nnyway J I e ]

I 5 g ity -enabled wheksss rebantk (IWPA)

(:i:} B
Ursecured wirdess rebwork ‘“I
APPA
‘@) N

Figure 1-7 Select intended AP: AP1, then click "Connect"

‘i Wirgloss Metwork Connection F§
PRETDEE s Choose a wireless network
Rafrech network st Cick zn k= in the list below b conmect ta & wireless necwark m rangs o b0 gek mors
=
inFarmatian,
22 Set up a wireless netwark ({ :,J AF1 Connected ’ifi’ X
far a howe o small office i
[ Lnsecurad wirsless network IIII i
Related Tasks ((i py 242
L3 Leam shout weess it Sacutity-anabled wirdless nabwork (WP ill]"u
nekworing [{ l] o202
Charge the order af i
ﬁ preferred retmnrks Linsecured wisless network III“
"'}9 izhange sdvanced {( :l] Ar
sekhings :
* Sacutity-anablad wirslass mabwark (WPE] ﬂllu
(‘i:'} 219
5 Security-enabled wirdless rebwark CAPE) illll
aiu Baron PC_AP4
' secutity-enatied wirsess metunrk ﬂuu[' 3
Zonneck

Figure 1-8 Connect to AP: AP1 successfully
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If you want to modify information about the AP, click "Change advanced settings "as shown in
Figure 1-9. Then select the "Wireless Networks" tab shown as Figure 1-10.

57 Wire less Network Conpection rE

T Choose a wireless network
g« Refrash network let Cick =n ibem in the list balow b cormedk ba 2 wireless necwark nrangs o bo gek more
ibormabion. S .
4 el n & wireless nebrors tgn "™ Connected 7! &
far a home or small office i i
IUnsecured windless network ill!l H=
Related Tagks ((i)j 24z
*-ii Leatn ahout wirgess 3 Sacurity-anabiad wrsless rabwork (4 RA) ﬂuuu
nekecring
(( 3} 202
+f Cherge the order af !
preferrad nstworks Lngecured wirslecs network l“l
""f- Charge advanced (tan A
settings )
5 Securiby-snabind wirdess rebwork (WFA) IIII[I
(‘iﬂ 219
Y Security-enabled wirtless mebwork (WRE) ﬂlll
(‘i’) Baron_PC_AF4
' Zecurity-enabled wrsless rebwork. duﬂ[l -
Conneck

|_Eenera| whireless Metworks ,a,.j-‘-an.;g.j|

Vil ze Windows to confiqure my wieless network, setings

Aailahle patwoilks

T wwrir s by diwwwnnoat Do find wed oene infunmation
abiout wrelase ratwotllie in rangs, click the Button balow.

|_ Wiew Wirdess Nelworks

Frefened rnetwolks

Automatically cannect to avalable networks in the oder listed
belawi:

G AP1 [Auomalic) Pz Up

b ove down

|_ add ][ Bemnnve ][ Proporhos |

Learn about setting up vireless network
! : i

[ ok || cae |

Figure 1-10 choose the "Wireless Networks" tab
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e Click "Properties" as shown in Figure 1-11. Then click "OK" button.

AP1 properties

Azzociation | Avithenticstion E: Connection

M etwark. pame 15510); AR |

Wirzless netwark key

Thiz netmerk, requines a key for the following:

I etwaork. Suthentication | b
Deta ercryptior; | Disabled e

nonehsork kel

The kep iz provided lorme autormaticaly

Thiziz a co

uter-to-campute: [ad hoc) netaark. wirekess
access poinks are not uzed

[ ok || ceca |

Figure 1-11 AP's properties

e After filling in the appropriate value, click "OK." The pop-up will indicate the status as shown in
Figure 1-12.

) Wireless Network Connection is now connected |
Connectzd to: 4R

Signal Strength: Excellent

Figure 1-12 Network connection status
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¢ Clicking the Ralink icon will bring up the RaUI main window. Users can find the surrounding APs
in the list. The currently connected AP will be shown with a blue icon beside it, as shown in Figure
1-13. Users may use the advanced tab to configure more advanced features provided by Ralink's
wireless NIC. For details on configuring the advanced features, please check the Advance setting
section.
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EREREEE 1 MES Tl
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HT
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S

Figure 1-13 Show connection status by using WZC to initiate the connection

4.2 RaUl
421 Sart
4.2.1.1 Sart RauUl

When starting RaU]I, the system will connect to the AP with best signal strength without setting a
profile or matching a profile setting. When starting RaUI, it will issue a scan command to a wireless
NIC. After two seconds, the AP list will be updated with the results of a BSS list scan. The AP list
includes most used fields, such as SSID, network type, channel used, wireless mode, security status and
the signal percentage. The arrow icon indicates the connected BSS or IBSS network. The dialog box is
shown in Figure 2-1.
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Figure 2-1-1 RaUI section introduction
There are three sections to the RaUI dialog box. These sections are briefly described as follow.

¢ Button Section: Include buttons for selecting the Profile page, Network page, Advanced page,
Statistics page, WMM page, WPS page, SSO page, CCX page, and about button, Radio On/Off
button and Help.

[ S # @ O & T @

*eafile e bwark Acva g ad S:aﬁs:'c: e, whS 4] CoY

= .-.-' M)} M
« # @ 9 & L g 2 @
StaTitk: LA LT 13 Cox Fadio ans 2™ AsoLL =

Figure 2-1-2 Button section

@ >

Figure 2-1-3 Move to the left Figure 2-1-4 Move to the right
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Function Section: Appears to present information and options related to the button.

Profile List

Profile Name ==

S50 ==

Metwork Type ==

duthentication ==

Encryption ==

Use 802, 1x ==

Tx Pomer ==

Channel ==

Power Save Mode ==

RTS Threshold »=

Add i : Import it Fragment Threshold »=

Figure 2-1-5 Profile page
Sorted by == S5iD @ Charnel @ signal
&P List ==

192,168,1, 187 ¥ 1 q e c0%
B014PW-RD o g o 100%
booster testd {b 11 g, 100% (D
booster tests o g 100%
jacky o g ¢ <o =
Kewin Yo g o 7¢% S
RTLB67x-ADSLE585 Y o g o 65 S

Rescan Add to Profile Connect

Figure 2-1-6 Network page

Wireless mode == 2.4G x:

Select vour Country Region Code

2,4GHz »» |0: cH1-11 -]

[@] Enable T¥ Burst

[@] Enable TCP Window Size

I:‘ Fazt Roaming at l_ dBm

|:| Show guthentication Status Dialog.

Apply
Figure 2-1-7 Advance page
Transmit Raceive
Frames Transmitted Successfully =

Frames Retransmitted Successfully =

Frames Fail To Receive ACK After All Retries =

Fesat Countar

Figure 2-1-8 Statistics page
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Wikid Setup Status
’V Wikhd == Enabled Power Save »» Disabled

Direct Link == Dizabled

ks Enable

[[] vetih - Powier save Enable

[ #c Bk O #c.EE O #cvi [ #c vo

D Direct Link Setup Enable

A hddress nl_ I_ I_ I_l_ l_ Timeout value “I_éﬂ SED

Apply
Teal Do
. .
Figure 2-1-9 WMM page
WPE AP List
: Rescan
ID: Kevin 00- 1A-EF-04-24-FE e 2! Infrmation
ID: jacky 00-14-EF-0C-F4-ED 9 — Pin Code
R e S e |190465?D Renew
WPS Profile List — Config Mode
IEnroIIee 'l
Leta]
Gonnest
BIN D Auto | Progress == 0% Rotabe
2 T I Disconnect
Exporbbrate
Delete
ol
Figure 2-1-10 WPS page
[:] Enable 550 Feature D Enable Pre-Logon Connectivity.
° Uze 10 and Passivard i itinlogon
° Use|Diand Password.in Profile
° Prompt |0 and Password Cislog
Profile-List jonly support LEAR of EAP-FRST authentication)
Select Profile == I vl Aomly
—Informationof selected profile
Profile Mame ==
35D = Gl 1P-REr
Autheptication: == P AZ-PER
-
Figure 2-1-11 SSO page
[ Ervacie XX [Ctzen Compattis sxandions]
T atn P ) i CAC 35 | WBETE Mireciiy send T4 = ap
D]— g } Bl ¥ [riagnoce:
C — §
B
T
o oak

Figure 2-1-12 CCX page
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[c) Copyright 2010, Ralink Technology, Inc. &l rights reserved,

RaConfig Wersion == 3.1.5.0 Date == 03-03-2010

Driver Version == 31,00 Date == 02-04-2010

DLL Version == 1.0.5.0 Date == 03-03-2010
EEPROM Version == 0.1 Firmware Yersion == 0,26

Phy_Address =» 00-14-EF-01-00-02

N R L INKTECH, COM
Figure 2-1-13 About page

Status Section: This section includes information about the link status, authentication status, AP's
information and configuration, and retrying the connection when authentication is failed.

Status ==

Extra Info ==
Channel ==
Authentication ==
Encryption ==
Metwork Type ==
IP dddress =»

Sub Mazk ==

Default Gateway >»

EW => nia

Gl == nfa

MCS == nfa

8014PW-RD <--> 00-14-EF-00-00-07

Link iz Up [Tx Power ==:100%]
1 2 2412 MHz
WPAZ-PSK
AES
Infrastructure
192.168.1.38
255,255,255.0
192,168, 1.1

HT
SMRO == nia
SMR1 == nfa

Transmit
Link Speed == 54,0 Mbps

Throughput == 0,000 Kbps
Receive
Link Speed == 5.0 Mbps

Throughput == 15,628 Kbps

Figure 2-1-14 Link Status
authentication Status

Card Mame =» 802, 11n Wireless LA Card Profile Mame == PROF 1

11152:80,325 Detecting IPX Frame Type.
11:52: 80,457 IPX protocal is not installed on this machine.
11:152:50, 5dg Domain Controller is not found,
11150187, 9658 Teszt Started
11:54:55.075 Metwork Link iz MOT connected.
11:64: 58,187 START Dviagnostic Channel ...,
¢
Cancel

Figure 2-1-15 Authentication Status
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General WPS

351D =  BO14PW-RD

MAC dddresz == 00-14-EF-00-00-07

ipal Strength == 34%

Authentication Type > WPAZ-PSK
Legacy Supported Rates (Mbps): 1, 2, 5.5,

Edorypting yue.se S e 6,9, 11,12, 18, 24, 36, 48, 54

Channel »> & = 2432 MHz
Metwaork Type ==  Infrastructure

Eeacon Interval == 100

Close
Figure 2-1-16 AP’s Information
System Config ALuth. YEncry.

Authentication == WPAZ-PSK - Encryption == AES h

WPA Prashared Key == |MM

Wep Key

oK Cancel

Figure 2-1-17 Configuration

When starting RaUI, a small Ralink icon appears in the notifications area of the taskbar, as shown in
Figure 2-1-15. You can double click it to maximize the dialog box if you selected to close it earlier. You
may also use the mouse's right button to close RaUI utility.

LMK

Figure 2-1-18 Ralink icon in system tray

Additionally, the small icon will change color to reflect current wireless network connection status. The
status is shown as follows:

¢ - Indicatesthe connected and signal strength is good.
+ - Indicates the connected and signalstrength is normal.

m . Indicatesthat it is notyet connected.

M’ “Indicatesthat a wireless NIC cannot be detected.

E’ - Indicates thatthe connection and signal strength is weak.
4.2.2 Profile

4.2.2.1 Profile

The Profile List keeps a record of your favorite wireless settings at home, office, and other public
hot-spots. You can save multiple profiles, and activate the correct one at your preference. Figure 2-2-1
shows the basic profile section.
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Profile List
Profile Name =»
5510 ==
Metwork Type ==
Authentication ==
Encryption ==
Uze 802, 1x ==
T Power ==
Channel ==
Power Save Mode »»

RT5 Threshold ==
Add i == Import Fragment Threshold ==

Figure 2-2-1 Profile function
Definition of each field:
e Profile Name: Name of profile, preset to PROF* (* indicate 1, 2, 3...).
e SSID: The access point or Ad-hoc name.
e Network Type: Indicates the networks type, including infrastructure and Ad-Hoc.
¢ Authentication: Indicates the authentication mode used.
¢ Encryption: Indicates the encryption Type used.
e Use 802.1x: Shows if the 802.1x feature is used or not.
e Cannel: Channel in use for Ad-Hoc mode.
e Power Save Mode: Choose from CAM (Constantly Awake Mode) or Power Saving Mode.

e Tx Power: Transmitting power, the amount of power used by a radio transceiver to send the signal
out.

e RTS Threshold: Users can adjust the RTS threshold number by sliding the bar or keying in the value
directly.

e Fragment Threshold: The user can adjust the Fragment threshold number by sliding the bar or key in
the value directly.

Icons and buttons:

© 2 :|ndicates if a connection made from the currently activated profile.
@ ¥ Indicates ifthe connection has failed on a currently activated profile.

9 % - Indicates the network type is infrastructure mode.

O m - Indicates the network type is in Ad-hoc mode.

@ Sorted by -+ & 550 & Channel & Slenal ‘Indicates if
the network is security-enabled.

0 Roscan : Click to add a new profile.
- Cannect N - .
7 - Click to edit an existing profile.
@ hadtePrefile | - Deletes an existing profile.
L] i - Activates the selected profile.

il # - Shows information of the related status section.

i) 4 - Hides information of the related status section.
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4.2.2.2 Add/Edit Profile

There are three methods to open the Profile Editor dialog box.

s You can open it by clicking the "Add to Profile" button in the Site Survey tab.
¢ You can open it by clicking the "Add" button in the Profile tab.

¢ You can open it by clicking the "Edit" button on the Profile tab.

System Config Auth. YEncry.
Profile Mame == |F‘ROF1 Metwork Type == Infrastructure -
SSID »» [B014PW-RD - T2Eolerz futo -
Power Save Mode =» {03 CAM @ rom
[] RTs Threshold ), ———— 24
|:| Fragment Threshold i et | |:| Diagnosis Capable
Of, Cancel
System Config Auth. “Encry.
Authentication == i PAZ-PSK v Encryption =» AES i
WPA Preshared Key == iﬂﬂﬂ*ﬂﬂ*
Wep Key
oK Cancel

Figure 2-2-2 Configuration
e Profile Name: The user can chose any name for this profile, or use the default name defined by
system.

e SSID: The user can key in the intended SSID name or select one of the available APs from the
drop-down list. Power Save Mode: Choose CAM (Constantly Awake Mode) or Power Saving
Mode.

e Network Type: There are two types, infrastructure and 802.11 Ad-hoc mode. Under Ad-hoc mode,
user can also choose the preamble type. The available preamble type includes auto and long. In
addition, the channel field will be available for setup in Ad-hoc mode.

e RTS Threshold: User can adjust the RTS threshold number by sliding the bar, or key in the value
directly. The default value is 2347.

e Fragment Threshold: User can adjust the Fragment threshold number by sliding the bar or key in the
value directly. The default value is 2346.

¢ Channel: Only available for setting under Ad-hoc mode. Users can choose the channel frequency to
start their Ad-hoc network.

¢ Authentication Type: There are 7 type of authentication modes supported by RaUI. They are open,
Shared, LEAP, WPA and WPA-PSK, WPA2 and WPA2-PSK.

s Encryption Type: For open and shared authentication mode, the selection of available encryption
type are none and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode,
both TKIP and AES encryption is available.

e 802.1x Setting: This is introduced in the topic of "Section 3-2 : 802.1x Setting".

e WPA Pre-shared Key: This is the key shared between the AP and STA. For WPA-PSK and
WPA2-PSK authentication mode, this field must be filled with a key between 8 and 32 characters in
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length.

e« WEP Key: Only valid when using WEP encryption algorithms. The key must be identical to the
AP's key. There are several formats to enter the keys.

1. Hexadecimal - 40bits: 10 Hex characters.
2. Hexadecimal - 128bits: 26Hex characters.
3. ASCII - 40bits: 5 ASCII characters.

4. ASCII - 128bits: 13 ASCII characters.

4.2.2.3 ExampletoAdd Profilein Profile

e Click "Add" below the Profile List.
12 gem E
i = £ & B 8 G 2 @

Erofile Hatsark Adan ad Statlsthcs L WFE CCx FEadio onfaff

Pt Lirt

Profis Moms =
S5IDS e
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dthertiost o we
Eneart i e

L B 1 b

Tx Posssr =3
Chrre 3y
Proe: i Tawe Maosde: s

r FT5 Thinashokd o=
i 403 I | At Fragreent Thredhold 5

Stabus #x  Booglar b, <o O LEF-BE-DF-CR i o
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Exctih i wa LIk I L [T Pl w1000 N ixnstength 223 39K
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L T L SRR -
Dbk w3+ JELTEEIEN0
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e The "Add Profile" will appear.
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B < F ~~ B 9 = 4

Profila Pletwmrk Sjuanced  Skakktics WM, WS K Radia on/off

Procfile Lt
Frodi biara =5
prink
herticak Type o+
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Encryption =3
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Charral 55
Possar Lavw Mode =»
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- . g R e Tl il Fragrane Thiuihel s

SprtEmCantig Bt b Enci.

Frodie M < PRI Hetwma Ty -+ infretntuE

Lo | -] TP T -

Pamast Saratrbtnce w0 G [- W]

[ ers mewtes —l
O Froemment oo - -t [Jormras Caputen

O Casnrel

e Specify a Profile Name. Select an AP from the SSID drop-down list. The AP list from the last
Network.

1L el &
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L Fregne 172103 1. 107 DORMEFn 5 11 ekt
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¢ Now the profile which the user set appears in the profile list. Click "Activate".
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423 Network

4.2.3.1 Network

The system will display the information of local APs from the last scan result as part of the Network
section. The Listed information includes the SSID, BSSID, Signal, Channel, Encryption algorithm,
Authentication and Network type as shown in Figure 2-3-1-1.

Sorted by == & ssID @ Charnel @ signal [ Show dBm
&P List ==

192,168, 1,187 b 4

oy

6%

o 100%

100

P soi4Pw-RD

booster test1

o

booster test 100%

o 0%

7ok

jacky

=3

Kewin

=

FTETTTTS
L CICICICIoIoIT ]
&

e
=~
=Y

RTLE367x-ADSL8555 151

Rescan Add to Profile Connect

Figure 2-3-1-1 Network function

Definition of each field:

SSID: Name of BSS or IBSS network.
Network Type: Network type in use, Infrastructure for BSS, Ad-Hoc for IBSS network.
Channel: Channel in use.

Wireless Mode: AP support wireless mode. It may support 802.11a, 802.11b, 802.11g or 802.11n
wireless mode.

Security-Enable: Indicates if the AP provides a security-enabled wireless network. ~Signal: Receive
signal strength of the specified network.

Icons and buttons:

© P :Indicatesthatthe connection is successful.
® ¥:Indicatesthe network type is ininfrastructure mode.

9 i’ Indicatesthe netwark type is in Ad-hoc mode.

o Sorted by - @ 560 @ Channal @ Sl ngicates

that the wireless network is security-enabled.

@ 2 :Indicates 802.11a wireless mode.

G @ Indicates 802.11b wireless mode.
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o ' -Indicates 802.11g wireless mode.

& m -Indicates 802.11n wireless mode.

© Soriedbyes @ 5D @ Channel @ &= . ndicates
thatthe AP list is sorted by SSID, Channel or Signal.

@ .. “°0ne=t - Buttonto connectto the selected network.

P -
1] e - Issues arescan command to the wireless NIC to update
information on the surrounding wireless network.

B AR - Adds the selected AP to the Profile setting. It will bringup a

prdﬁie page and save the user's setting to a new profile.
B ¥ : Shows the Status Section.

1) 4 - Hides the Status Section.

Connected network:

e When RaUI first runs, it will select the best AP to connect to automatically.

o If the user wants to use another AP, they can click "Connect" for the intended AP to make a
connection.

¢ If the intended network uses encryption other than "Not Use," RaUI will bring up the security page
and let the user input the appropriate information to make the connection. Please refer to the
example on how to fill in the security information.

When you double click an AP, you can see detailed information about that AP.

The detailed AP information is divided into three parts. They are General, WPS, CCX information and
802.11n (The 802.11n button only exists for APs supporting N mode.) The introduction is as follows:

General information contains the AP’s SSID, MAC address, authentication type, encryption type,
channel, network type, beacon interval, signal strength and supported rates. It is shown in Figure
2-3-1-2.
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4.2.3.2 Example on Adding Profilein Network

e Select the AP from the list on the Network tab

i o= @ 4 m » 6 @
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e Click "Add to Profile"
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e The System section will appear at the bottom of the Add Profile window. You can specify your own

profile name.

= ] i =
I g % 9 @
Profile Mg twrk Bapvanad Lratiskics LT L 7 CCE Fadio ons off
Torted by v @ =o @ T @ o [ s dn
WP LEL
191601107 v BE 2 s e i
p=re s BE ° o e
A WD s RE # 2
Basiar FRiE] B u ' e
b oo e Bd Tx —
fockiy e B8 £ =
v l;%l & g ' & = e o
Py Aok ba Proiie Corpch
-
Sy 1hwT Config. Auth, VENGry.
Pronie Hare 2 [FROFT histwo Type 1 wiredrschiee T
S5 | T Posmar s T -
Fossar S o e (G CAM [ =
[ A= Thissoa 4 |
[ Fragment Theesteut -1 [[] Dtesgrsts Capabie
o Gl

e Next, you will see the new profile in the profile list. Click "Activate"
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424 Advanced

wireless mode == 2.4G X
Select vour Country Region Code
2,4GHz »> |0: cH-11 |

[@] Enable T¥ Burst

[@] Enable TCP Wirindaw Size

D Fazt Roaming at ’_ dBm

|:| Showy guthentication Status Dialog

Apply

Figure 2-4 Advance function
e Wireless mode: Select wireless mode. 2.4G, 5G and 2.4+5G are supported.

e Wireless Protection: Users can choose from Auto, on, and off. (This is not supported by 802.11n
adapters.)

Auto: STA will dynamically change as AP announcement.
On: The frames are always sent with protection.
Off: The frames are always sent without protection.

e TX Rate: Manually select the transfer rate. The default setting is auto. (802.11nwireless cards do not
allow the user to select the TX Rate.)

e Enable TX Burst: Ralink's proprietary frame burst mode.
¢ Enable TCP Window Size: Optimize the TCP window size to allow for greater throughput.
¢ Fast Roaming at-: enables fast roaming, which is set by the transmit power.

¢ Select Your Country Region Code: There are eight countries to choose from in the country channel
list. (11 A List Box only shows for 5G adapter.)

¢ Show Authentication Status Dialog: When you connect to an AP with authentication, choose
whether show the "Authentication Status Dialog" or not. The Authentication Status Dialog displays
the processes during 802.1x authentication.

e Enable CCX (Cisco Compatible Extensions): Choose whether Cisco Compatible Extensions are
supported or not.

LEAP turn on CCKM.
Enable Radio Measurement: can measure the channel every 0~2000milliseconds.
s Apply the above changes.

lcons and buttons:
& ™ Show the Status Section information.
0 - - Hide the Status Section information.

425 Satistics

The Statistics page displays detailed counter information based on 802.11 MIB counters. This page
translates that MIB counters into a format easier for the user to understand. Figure 2-5-1 shows the
detailed page layout.
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Transmit Raceive
Frames Transmitted Successfully =

Frames Retransmitted Successfully =

Frames Fail To Receive ACK After All Retries =

Fesat Countar

Figure 2-5-1 Statistics function

Transmit Statistics:

Transmit Recaive

Frames Transmitted Successfully =

Frames Retransmitted Successfully =

Frames Fail To Receive ACK After All Retries =

Fesat Countar

Frames Transmitted Successfully: Frames successfully sent.

Frames Fail To Receive ACK After All Retries: Frames failed transmit after hitting retry limit.
RTS Frames Successfully Receive CTS: Successfully receive CTS after sending RTS frame.
RTS Frames Fail To Receive CTS: Failed to receive CTS after sending RTS.

Frames Retransmitted Successfully: Successfully retransmitted frames numbers.

Reset counters to zero.

Receive Statistics:

Transrmit Receive

Frames Received Successfully =
Frames Received With CRC Errar =
Frames Dropped Due To Out-of-Resource =

Duplicate Frames Received =

Reset Counter

Frames Received Successfully: The number of frames successfully received.

Frames Received With CRC Error: The number of frames received with a CRC error.

Frames Dropped Due to Out-of-Resource: The number of frames dropped due to a resource issue.
Duplicate Frames Received: The number of duplicate frames received.

Reset all the counters to zero.
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426 WMM
4.2.6.1\WMM

Figure 2-6-1 shows WMM function of RaUI. It involves "WMM Enable", "WMM -Power Save
Enable" and DLS setup. The introduction indicates as follow:

‘WA, Bk Bk
W 3> Enahind Prmesr Lma 22 [riablec Crirent: Link a2 Dizsbied

[l W Enates
D WLl - Pavar i Enatis

[ cerect Link Setaup Enatie

o= i S i S [«

Figure 2-6-1 WMM function
e WMM Enable: Enable Wi-Fi Multi-Media. The setting method follows Section 2-6-2.
e WMM - Power save Enable: Enable WMM Power Save. The setting method follows Section 2-6-3.
e Direct Link Setup Enable: Enable DLS (Direct Link Setup). The setting method follows Section
2-6-4.
lcons and buttons:

O ™ - Showthe Status Section information.

@ & - Hide the Status Section information.

4.2.6.2 Exampleto Configureto Enable DL S (Direct Link Setup)

e Click the "Direct Link Setup Enable" checkbox

WM. Serbape Shabus
T, Teoe Eir bl o Sawm e Cricabbed Crirsch Link = Ersabled

lm:nm
] e~ Piossesr Sarees Erisbie:

[@Tvost Lk Szt Enchee
w.-;muunll = Tenscit ik 5[ gp e

Tt [t

e

e Change to "Network" function. Add an AP that supports DLS features to the Profile. The result will
look like the Profile Page in the figure below.
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The DLS settings are explained as follows:

¢ Fill in the blanks of Direct Link with MAC Address of STA. The STA must conform to these two
conditions:

1. Connect with an AP that supports DLS features.

2. Ensure that DLS is enabled.

e The Timeout Value indicates the time in seconds before it disconnects automatically. The value is an
integer. The integer must be between 0~65535. A zero value specifies that it stays connected. The

default Timeout Value is 60seconds.

Wl St St
Wk o+ - Enuabledd Powssr Sae b Dricabisd DHipeaal Lk - Enabbsd

[[] WdM, - Prsszs S Erialie
.L"IIIH Lk, fakup Enabie

MAC hokdress H-l:_ | | I & T Timeout usoe |- &y ser

'I-e_ur Cropary

e Click "Apply"
4.2.6.3 Exampleto Configureto Enable Wi-Fi Multi-Media

If you want to use "WMM-Power Save" or "Direct Link" you must enable WMM. The setting method
of enabling WMM indicates as follows:

e Click "WMM Enable".
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¢ Change to "Network" function. And add a AP that supports WMM features to a Profile. The result
will look like the below figure in Profile page.
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4.2.6.4 Exampleto Configure to Enable WM M-Power Save

o Click "WMM-Power save Enable".
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e Please select which ACs you want to enable. The setting of enabling WMM-Power Save is

successfully.
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427 WPS
4.2.7.1WPS
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Figure 2-7-1 WPS function

e WPS Configuration: The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is to
simplify the security setup and management of Wi-Fi networks. Ralink STA supports the
configuration and setup using a PIN configuration method or a PBC configuration method through
an internal or external Registrar.

o WPS AP List: Displays the information of the surrounding APs with WPS IE from the last scan
result. The detailed information includes the SSID, BSSID, Channel, ID (Device Password ID),
Security-Enabled.

Thioghput =» 0000 Kbps

s Rescan: Issues a rescan command to the wireless NIC to update information on the surrounding
wireless network.

s Information: Displays the information about WPS IE on the selected network. The detailed list
includes the Authentication Type, Encryption Type, Config Methods, Device Password ID, Selected
Registrar, State, Version, AP Setup Locked, UUID-E and RF Bands. Further details are available
here: WPS Information on AP.

e PIN Code: The user is required to enter an 8-digit PIN Code into Registrar. When an STA is the
Enrollee, you can click "Renew" to re-generate a new PIN Code.
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¢ Config Mode: The station serving as an Enrollee or an external Registrar.

e Table of Credentials: Displays all credentials obtained by the Registrar. The detailed list includes
information about the SSID, MAC Address, Authentication and Encryption Type. If STA is the
Enrollee, the credentials are created immediately with each WPS success. If STA is the Registrar,
RaUI creates a new credential withWPA2-PSK/AES/64Hex-Key and doesn't change this until
switching to STA Registrar.

¢ Control items for credentials.
1. Detail: Command to obtain Information about Security and the Key in the credential.

2. Connect: Command to connect to the selected network inside credentials. The active selected
credential is as like as the active selected Profile.

3. Rotate: Command to rotate to connect to the next network inside credentials.

4. Disconnect: Stops the WPS action and disconnects the active link. It then selects the most recent
profile on the Profile Page of RaUI. If there are no profiles, the driver will select any non-security AP.

5. Export Profile: Exports all credentials to a Profile.

6. Delete: Deletes an existing credential. And then selects the next credential. If there is not another
credential, the driver will select any non-security AP.

e PIN: Start to add to Registrar using PIN configuration method. If STA Registrar, remember that
enter PIN Code read from your Enrollee before starting PIN.

e PBC: Start to add to AP using PBC configuration method.

After the user clicks PIN or PBC, please do not rescan within two-minutes of the connection. If you
want to abort this setup within the interval, restart PIN/PBC or click “Disconnect" to stop WPS action.

s WPS associate IE: Sends the association request with WPS IE during the WPS setup. It is optional
for STA.

e WPS probe IE: Sends the probe request with WPS IE during WPS setup. It is optional for STA.
s Progress Bar: Displays the rate of progress from Start to Connected.
¢ Status Bar: Displays the current WPS Status.

e Automatically select the AP: Starts to add to AP by using to select the AP automatically in PIN
method.

**There are examples in section 2-7-3(PIN Enrollee Setup), section 2-7-4(PBC Enrollee Setup) and
section 2-7-5(Registrar Configures and AP)**
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4.2.7.2 \WPS Information on AP

The WPS information (shown below) includes the authentication type, encryption
type, Config methods, device password ID, selected registrar, state, version, AP setup
locked, UUID-E and RF bands.
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« Authentication Type: There are three authentication modes supported by RaConfig.
They are open, Shared, WPA-PSK and WPA system.

« Encryption Type: For open and shared authentication mode, the selection of
encryption type are None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK
authentication mode, the encryption type supports both TKIP and AES.

« Config Methods: Correspond to the methods the AP supports as an Enrollee for
adding external Registrars. (a bitwise OR of values)

Value Hardware Interface
0x0001 USBA (Flash Drive)
0x0002 Ethernet
0x0004 Label
0x0008 Display
0x0010 External NFC Token
0x0020 Integrated NFC Token
0x0040 NFC Interface
0x0080 Push Button
0x0100 Keypad
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« Device Password ID: Indicates the method or identifies the specific password that
the selected Registrar intends to use. The AP in PBC mode must indicate0x0004
within the two-minute Walk Time.

Value Description
0x0000 Default(PIN)
0x0001 User-specified
0x0002 Rekey
0x0003 Display
0x0004 Push Button (PBC)
0x0005 Registrar-specified

0x0006-0x000F Reserved

« Selected Registrar: Indicates if the user has recently activated a Registrar to add an
Enrollee. The values are "TRUE" and "FALSE".

« State: The current configuration state of the AP. The values are "Unconfigured" and
"Configured".

o Version: The specified WPS version.
« AP Setup Locked: Indicates if the AP has entered a locked setup state.

« UUID-E: The universally unique identifier (UUID) element generated by the
Enrollee. The value is 16 bytes.

« RF Bands: Indicates all of the RF bands available to the AP. A dual-band AP must
provide it. The values are "2.4GHz" and "5SGHz".

4.2.7.3 Exampleto Add to Registrar Using PIN M ethod

The user obtains a device password (PIN Code) from the STA and enters the password into the
Registrar. Both the Enrollee and the Registrar use PIN Config method for the configuration setup. The
following image outlines the process.

{1} User types STA PIMN

into AP Ft%

i
s "'""l-—.,_ErEdenha}s exchanged using EAP —

-
\"\
\_\-

AP Registrar Iﬁ"‘-\. STA Enrollee

(3) User types STA PIN
into WLAN Registrar

Etheinet (UPNP)

(2) User types STA PIN _
inte Mon-WLAN Registrar i

s

¢ Select "Enrollee" from the Config Mode drop-down list.
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WPS AP List
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e Click "Rescan" to update available WPS APs.
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e Select an AP (SSID/BSSID) that STA will join to.
WRS AP List
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[ o jacky 00-14-EF-0C-F4-ED 1 El | Infarmation
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i s Lo 5 a | |84580566 Reniet
WPS Profile List :Conﬁg Miode
|Enrollee 'l

_BIN auto _ Progress »» 25%

PEC FIN - Sending EAPOL-Start

s Click "PIN" to enter the PIN
¢ Enter the PIN Code of the STA into the Registrar when prompted by the Registrar.

WFS AF Ltst
B jacky 00- 13 BF-05F4- BT 1 e i
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The user can also click "Rotate" to rotate to the next credential usable credential.
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Describe "WPS Status Bar" - "PIN - xxx" as follow:
s Acceptable PIN Configurations:

Start PIN connection - SSID ~> Begin associating to WPS AP ~> Associated to WPS AP ~> Sending
EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive EAP-Req(Start) ~> Sending M1 ~> Received M2
~> (Received M2D ~> Sending EAP-Rsp(ACK)) ~> Sending M3 ~> Received M4 ~> Sending M5 ~>
Received M6 ~>Sending M7 ~> Received M8 ~> Sending EAP-Rsp(Done) ~> Configured ~> WPS
status is disconnected ~> WPS status is connected successfully-SSID

s WPS configuration doesn't complete after a two-minute connection:
WPS EAP process failed.

e When errors occur within two minutes of connecting, the WPS status bar might report "WPS EAP
process failed".

Error messages might be:

1. Receive EAP with wrong NONCE.
2. Receive EAP without integrity.

3. Error PIN Code.

4. An inappropriate EAP-FAIL received.
4.2.7.4 Exampleto Add to Registrar Using PBC Method

The PBC method requires the user to press a PBC button on both the Enrollee and the Registrar within
a two-minute interval called the Walk Time. If there is only one Registrar in PBC mode, the PBC mode
selected is obtained from ID 0x0004, and is found after a complete scan. The Enrollee can then
immediately begin running the Registration Protocol.

If the Enrollee discovers more than one Registrar in PBC mode, it MUST abort its connection attempt
at this scan and continue searching until the two-minute timeout.

*Before you press PBC on STA and candidate AP. Make sure all APs aren't PBC mode or APs using
PBC mode have left their Walk Time.

Push PBC button on both Registrar and Enrollee

/\

I l < ——

— 'B'J ‘ Credentials exchanged using EAP ‘

AP Registrar STA Enrollee

1. Select “Enrollee” from the Config Mode drop-down list.
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2. Click PBC to start the PBC connection.
3. Push the PBC on AP.
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*Allow time for an exchange between Step 2 and Step 3.

4. The progress bar as shown in the figure below indicates that scanning progress.
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5. When one AP is found, join it.
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8. Then connect successfully. The result will be displayed as it is in the figure below.
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Describe "WPS Status Bar" -"PBC - xxx" as follow :
¢ A successful PBC Configuration :

Start PBC connection ~> Scanning AP ~> Begin associating to WPS AP ~> Associated to WPS AP ~>
Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive EAP-Rsp (Start) ~> Sending M1 ~>
Received M2 ~> Sending M3 ~> Received M4 ~> Sending M5 ~> Received M6 ~> Sending M7 ~>
Received M8 ~> Sending EAP-Rsp (Done) ~> Configured ~> WPS status is disconnected ~> WPS
status is connected successfully-SSID

e No PBC AP available :

Scanning AP ~> No PBC AP available ~> Scanning AP ~> No PBC AP available

~>...

e Too Many PBC AP available :

Scanning AP ~> Too Many PBC AP available ~> Scanning AP ~> Too Many PBC AP available ~>...
e WPS configuration doesn't complete after two-minute connection: WPS Eap process failed.

e When Errors occur within two-minutes of establishing a connection, the WPS status bar might
report "WPS Eap process failed"

¢ Error messages might be:

1. Receive EAP with wrong NONCE.

2. Receive EAP without integrity.

3. An inappropriate EAP-FAIL received.

s Describe "Multiple PBC session overlaps" as follow:
Dual bands:

AP1 is a G-Band AP using PBC mode. (ID = 0x0004)
AP2 is a A-Band AP using PBC mode. (ID = 0x0004)
They have the same UUID-E.

STA would regard these two APs as a dual-radio AP and select one band to connect.
Different UUID-E:

AP1 is a G-Band AP using PBC mode. (ID = 0x0004)
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AP2 is a G-Band AP using PBC mode. (ID = 0x0004)

They have the different UUID-E. STA would regard these two APs as two different APs and wait until
only one PBC AP is available.

4.2.7.5 Exampleto Configure a Networ k/AP Using PIN or PBC M ethod

Push PBC button on both Registrar and Enrollee

i SR

T

; ""J . tradulttlals mti:.l.'t.anguc.!. uéi.ng EAP

AP Enrollee STA Registrar

User types AP PIN into extemal Registrar

A

llq—r

_J | Credentials e:chmﬂgeﬂnsﬁg E4P

AP Enrollee STA Registrar

Select Registrar from the Config Mode drop-down list.
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Enter the details of the credential and change configurations (SSID, Authentication, Encryption and
Key) manually if needed.
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If the PIN configuration is setup, enter the PIN sent from the Enrollee.
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Start PIN or PBC. The following procedures are as similar as section 2-7-3 (PIN Enrollee Setup) or
section 2-7-4(PBC Enrollee Setup)

If your AP Enrollee has been configured before the WPS process, the credential you set in advance will
be updated to the AP itself. Otherwise, after a successful registration, the AP Enrollee will be
re-configured with the new parameters, and the STA Registrar will connect to the AP Enrollee with
these new parameters.
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Describe "WPS Status Bar" - "PIN - xxx" as follow:
A successful PIN Configuration:

Start PIN connection - SSID ~> Begin associating to WPS AP ~> Associated to WPS AP ~> Sending
EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive M1 ~> Sending M2 ~> Receive M3 ~> Sending
M4 ~> Receive M5 ~> Sending M6 ~> Receive M7 ~> Sending M8 ~> Receive EAP Rsp (Done) ~>
Sending EAP Rsp (ACK) ~> Configured ~> WPS status is disconnected ~> WPS status is connected
successfully-SSID

Describe "WPS Status Bar" -"PBC - xxx" as follow:
A successful PBC Configuration:

Start PBC connection ~> Scanning AP ~> Begin associating to WPS AP ~> Associated to WPS AP ~>
Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive M1 ~> Sending M2 ~> Receive M3 ~>
Sending M4 ~> Receive M5 ~> Sending M6 ~> Receive M7 ~> Sending M8 ~> Receive EAP Rsp
(Done) ~> Sending EAP Rsp (ACK) ~> Configured ~> WPS status is disconnected ~> WPS status is
connected successfully-SSID

428 About

Click "About" displays the wireless card and driver version information as shown in Figure 2-8.
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¢ Connect to Ralink's website: Ralink Technology, Corp.
s Display Configuration Utility, Driver, and EEPROM version information.
¢ Display Wireless NIC MAC address.

429 Link Satus

The link status page displays detailed information about the current connection as shown in Figure 2-9.
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Figure 2-9 Link Status function

o Status: Current connection status. If no connection, if will show Disconnected. Otherwise, the SSID
and BSSID will show here.

e Extra Info: Display link status in use.

e Channel: Display current channel in use.

s Authentication: Authentication mode in use.

¢ Encryption: Encryption type in use.

e Network Type: Network type in use.

e [P Address: IP address about current connection.

¢ Sub Mask: Sub mask about current connection.

e Default Gateway: Default gateway about current connection.

e Link Speed: Show current transmit rate and receive rate.

e Throughout: Display transmits and receive throughput in unit of Mbps.
¢ Link Quality: Display connection quality based on signal strength and TX/RX packet error rate.

o Signal Strength 1: Receive signal strength 1, user can choose to display as percentage or dBm
format.

o Signal Strength 2: Receive signal strength 2, user can choose to display as percentage or dBm
format.

o Signal Strength 3: Receive signal strength 3, user can choose to display as percentage or dBm
format.

e Noise Strength: Display noise signal strength.

e HT: Display current HT status in use, containing BW, GI, MCS, SNRO, and SNR1value. (Show the
information only for 802.11n wireless card.)
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4.3 Security
4.3.1 Auth\Encry. Setting-WEP/TKIP/AES
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Figure 3-1 Auth.\Encry. Settings

¢ Authentication Type: There are 7 authentication modes supported by RaUI. They are open, Shared,
LEAP, WPA and WPA-PSK, WPA2 and WPA2-PSK.

¢ Encryption Type: For open and shared authentication mode, the available encryption types are None
and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSKauthentication mode, the encryption type
supports both TKIP and AES.

e 8021X: This is introduced in the topic of Section 3-2.

e WPA Pre-shared Key: This is the shared key between the AP and STA. If operating in WPA-PSK
and WPA2-PSK authentication mode, this field must be filled with a key between 8 and 32
characters in length.

e« WEP Key: Only valid when using WEP encryption algorithm. The key must match the AP's key.
There are several formats to enter the keys.

Hexadecimal - 40bits: 10 Hex characters.
Hexadecimal - 128bits: 32Hex characters.
ASCII - 40bits: 5 ASCII characters.
ASCII - 128bits: 13 ASCII characters.

4.3.2 802.1x Setting

802.1x is used for authentication of the "WPA" and "WPA2" certificate by the server.
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Authentication type:

e PEAP: Protect Extensible Authentication Protocol. PEAP transport securely authenticates data by
using tunneling between PEAP clients and an authentication server. PEAP can authenticate wireless
LAN clients using only server-side certificates, thus simplifying the implementation and
administration of a secure wireless LAN.

e TLS/Smart Card: Transport Layer Security. Provides for certificate-based and mutual authentication
of the client and the network. It relies on client-side and server-side certificates to perform
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authentication and can be used to dynamically generate user-based and session-based WEP keys to
secure subsequent communications between the WLAN client and the access point.

TTLS: Tunneled Transport Layer Security. This security method provides for certificate-based,
mutual authentication of the client and network through an encrypted channel. Unlike EAP-TLS,
EAP-TTLS requires only server-side certificates.

EAP-FAST: Flexible Authentication via Secure Tunneling. It was developed by Cisco. Instead of
using a certificate, mutual authentication is achieved by means of a PAC (Protected Access
Credential) which can be managed dynamically by the authentication server. The PAC can be
supplied (distributed one time) to the client either manually or automatically. Manually, it is
delivered to the client via disk or a secured network distribution method. Automatically, it is
supplied as an in-band, over the air, distribution. For tunnel authentication, only support "Generic
Token Card" authentication.

LEAP: Light Extensible Authentication Protocol is an EAP authentication type used primarily by
Cisco Aironet WLANSs. It encrypts data transmissions using dynamically generated WEP keys, and
supports mutual authentication.

MD5-Challenge: Message Digest Challenge. Challenge is an EAP authentication type that provides
base-level EAP support. It provides for only one-way authentication - there is no mutual
authentication of wireless client and the network.

Session Resumption: The user can choose "Disable" and "Enable".

Tunnel Authentication:

Protocol: Tunnel protocol, List information include "EAP-MSCHAP v2", "EAP-TLS/Smart card",
"Generic Token Card", "CHAP", "MS-CHAP", "MS-CHAP-V2","PAP" and "EAP-MD5".

Tunnel Identity: Identity for tunnel.
Tunnel Password: Password for tunnel.

ID\ PASSWORD

Authentication ID/Password: The identity, password and domain name for server. Only
"EAP-FAST" and "LEAP" authentication can key in domain name. Domain names can be keyed in
the blank space.

Tunnel ID/Password: Identity and Password for the server.

Client Certification
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Use Client certificate:  Client certificate for server authentication.

Server Certification
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Certificate issuer: Select the server that issues the certificate.
Allow intermediate certificates: It must be in the server certificate chain between the server
certificate and the server specified in the "certificate issuer must be" field.

e Server name: Enter an authentication sever root.

4.3.3 Exampleto Reconnect 802.1x Authenticated Connection after 802.1x
Authenticated connection isfailed in Profile

There are two situations where a user is able to reconnect an 802.1x authenticated connection and

authenticate successfully after an 802.1x authenticated connection has failed on the profile page. They

are as follows:

When keying in an identity, password or domain name error:

¢ Authentication type chooses "PEAP", key identity into test. Tunnel Protocol is"EAP-MSCHAP-v2,
the tunnel identity and tunnel password are tested. Those settings are the same as our intended AP's
setting.
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Because of keying identity and password errors, the result will appear as in the image below.

If you want to disconnect, click "Cancel" on the Authentication Failure dialog box. If you want to
reconnect, key the identity into wpatest2. The tunnel identity is wpatest2and the tunnel password is
test2. Those setting are the same as our intended AP's setting.

Click "OK". If it has connected successfully. The result will appear as the image below.
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When a "Timeout" occurs;
e Choose "PEAP" as the Authentication type and key-in "wpatest2" as the identity . Tunnel Protocol is
"EAP-MSCHAP-v2 and the tunnel identity is "wpatest2". The tunnel password is "test2". These

settings are the same as our intended AP's setting.
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e When a "Timeout" occurs, The following dialog box will be displayed;
o If it has connected successfully, the dialog box will appear as follows;
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434 Exampleto Configure Connection with WEP on

Select an AP with WEP encryption and click "Connect".
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The Auth.\Encry. function will appear as below;
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Enter 1234567890 in the Key#1 Hexadecimal field. This value is same as our intended AP's setting.
Click "OK". The dialog box will appear as below;
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4.3.5 Example to Configur e connection with WPA-PSK

e Click “OK”. Be careful, if the WPA Pre-Shared Key entered is not correct, you won’t be able to

Select the AP with a WPA-PSK authentication mode and click “Connect”.

Select WPA-PSK as the Authentication Type. Select TKIP or AES encryption. Enter the WPA

Pre-Shared Key.
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exchange any data frames, even though the AP can be connected.
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4.3.6 Exampleto configure connection with WPA

e Select an AP with WPA authentication mode and click “Connect”.
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e Select WPA as the Authentication Type.

e Click “802.1x” and the setting page will appear.

1. PEAP:

Select “EAP-MSCHAP v2 from the drop-down list for tunnel authentication and key-in the tunnel
identity as “wpatest2 and the tunnel password as “test2 . These settings are the same as our intended

AP’s setting. Then click OK.
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2. TLS/Smart Card:
Select”TLS/Smart Card” from the Authentication type drop-down list. TLS only requires the
identification to be set as “wpatest2 for server authentication.
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TLS must use client certification. Click “Client Certification” and select a certification for server
authentication. Then click OK.
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3.TTLS:
Select TTLS from the Authentication type drop-down list. Key-in the identity as “wpatest2 and
password. These settings are the same as our intended AP’s setting. Then click OK.
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4. EAP-FAST:

Select EAP-FAST from the Authentication type drop-down list. Key-in the identity as “wpatest2 ~
password and a domain name into the blank field. These settings are the same as our intended AP’s
setting. Then click OK.
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5.  Trouble Shooting

This chapter provides solutions to problems that may occur during the installation and operation of PCI
Adapter. Read the descriptions below to solve your problems.

1. The PCI Adapter doesnot work properly.

Reinsert PCI Adapter into your PC’s PCI slot. Right click on My Computer and select Properties.
Select the device manager and click on the Network Adapter. You will find PCI Adapter if it is installed
successfully. If you see the yellow exclamation mark, the resources are conflicting. You will see the
status of PCI Adapter. If there is a yellow question mark, please check the following: Make sure that
your PC has a free IRQ (Interrupt Request, a hardware interrupt on a PC.) Make sure that you have
inserted the right adapter and installed the proper driver. If PCI Adapter does not function after
attempting the above steps, remove it and do the following: Uninstall the driver software from your PC.
Restart your PC and repeat the hardware and software installation as specified in this User Guide.

2.1 cannot communicate with the other computerslinked via Ethernet in the Infrastructure
configuration.

Make sure that the PC to which PCI Adapter is associated is powered on. Make sure that PCI Adapter
is configured on the same channel and with the same security options as with the other computers in
the Infrastructure configuration.

3. What should | do when the computer with PCI Adapter installed isunableto connect tothe
wireless network and/or the I nternet?

Check that the LED indicators for the broadband modem are indicating normal activity. If not, there
may be a problem with the broadband connection. Check that the LED indicators on the wireless router
are functioning properly. If not, check that the AC power and Ethernet cables are firmly connected.
Check that the IP address, subnet mask, gateway, and DNS settings are correctly entered for the
network. In Infrastructure mode, make sure the same Service Set Identifier (SSID) is specified on the
settings for the wireless clients and access points. In Ad-Hoc mode, both wireless clients will need to
have the same SSID. Please note that it might be necessary to set up one client to establish a BSS
(Basic Service Set) and wait briefly before setting up other clients. This prevents several clients from
trying to establish a BSS at the same time, which can result in multiple singular BSSs being established,
rather than a single BSS with multiple clients associated to it. ~Check that the Network Connection for
the wireless client is configured properly. If Security is enabled, make sure that the correct encryption
keys are entered on both PCI Adapter and the access point.
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IFCC ID: VYTLP-7665|

FCC Compliance and Advisory Statement

This device complies with Part 15 of the FCC rules. Operation is subject to the following two
conditions:(1) this device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device,
according to Part 15 of the FCC rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try correct the interference by one or more
of the following measures:

1.Reorient the receiving antenna.
2.Increase the separation between the equipment and receiver.

3.Connect the equipment into and outlet on a circuit different from that to which the receiver is
connected.

4.Consult the dealer or an experienced radio/TV technician for help.

Any special accessories needed for compliance must be specified in the instruction manual.

Warning: A shielded-type power cord is required in order to meet FCC emission limits and
also to prevent interference to the nearby radio and television reception. It is essential that
only the supplied power cord be used. Use only shielded cables to connect I/O devices to this
equipment.

CAUSION: Any changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.



