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COMPLIANCES

EC Conformance Declaration C E @

Marking by the above symbol indicates compliance with the Essential Requirements of the
R&TTE Directive of the European Union (1999/5/EC). This equipment meets the
following conformance standards:

EN 300 328
EN 301 489-1
EN 301 489-17
EN 60950-1

Industry Canada Statement

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the
following two conditions:

(1). this device may not cause interference and

(2). this device must accept any interference, including interference that may cause undesired
operation of the device

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numerique de la class A est conforme a la norme NMB-003 du Canada.

IMPORTANT NOTE:
IC Radiation Exposure Statement:

This equipment complies with Canada radiation exposure limits set forth for uncontrolled
environments. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna
of transmitter.

2.4GHz operation of this product in Canada is firmware-limited to channels 1 through 11.
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COMPLIANCES

Federal Communication Commission Interference
Statement

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses and can radiate radio frequency energy and, if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment

does cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

*  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

»  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the uset's authority to operate this equipment.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna
or transmitter.

2.4GHz operation of this product in the U.S.A. is firmware-limited to channels 1 through 11.
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COMPLIANCES

FCC Part 68 statement

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the
ACTA. On the bottom of this equipment is a label that contains, among other information, a
product identifier in the format US: ACYDL02BAR4505NWB.If requested, this number
must be provided to the telephone company.

The REN is used to determine the number of devices that may be connected to a telephone
line. Excessive RENs on a telephone line may result in the devices not ringing in response to
an incoming call. In most but not all areas, the sum of RENs should not exceed five (5.0). To
be certain of the number of devices that may be connected to a line, as determined by the
total RENs, contact the local telephone company. For products approved after July 23, 2001,
the REN for this product is patt of the product identifier that has the format

US: ACYDLO2BAR4505NWB. The digits represented by 02 are the REN without a decimal
point (e.g., 03 is a REN of 0.3). For earlier products, the REN is separately shown on the
label.

A plug and jack used to connect this equipment to the premises wiring and telephone
network must comply with the applicable FCC Part 68 rules and requirements adopted by the
ACTA. A compliant telephone cord and modular plug is provided with this product. It is
designed to be connected to a compatible modular jack that is also compliant. See installation
instructions for details.

If your equipment causes harm to the telephone network, the telephone company may
discontinue your setvice temporarily. If possible, they will notify you in advance. But if
advance notice is not practical, you will be notified as soon as possible. You will be informed
of your right to file a complaint with the FCC. Your telephone company may make changes
in it is facilities, equipment, operations or procedures that could affect the proper functioning
of your equipment. If they do, you will be notified in advance to give you an opportunity to
maintain uninterrupted telephone service.

If you expetience trouble with this telephone equipment, Please contact the following address
and phone number for information on obtaining service or repairs.

The telephone company may ask that you disconnect this equipment from the network until
the problem has been cotrected or until you are sure that the equipment is not
malfunctioning.

This equipment may not be used on coin service provided by the telephone company.
Connection to party lines is subject to state tariffs.

1f your home has specially wired alarm equipment connected to the telephone line, ensure the
installation of this [equipment ID] does not disable your alarm equipment.

If you have questions about what will disable alarm equipment, consult your telephone
company or a qualified installer.



Contact information in the USA
COMPANY: Alpha Telecom Inc. USA

ADDRESS: 1362 Borregas Avenue, Sunnyvale, CA 94089
TEL NO: 1-408-541-6186

Contact person: Judy Lee

vi

COMPLIANCES



TABLE OF CONTENTS

Introduction ............c.ccitiieenennenn. 1-1
About the ADSL tOUter . ..ottt et 1-1
Featuresand Benefits . ........ ... ... ... . . . i 1-1
AppPlIcations . ... 1-2
Installation . ...........c0ititieenennnnnn 2-1
Package Contents ......... ... i 2-1
System Requirements . ............. o i 2-2
Hardware Desctiption .............couiiiiiiiiiiiiiiii... 2-2
LED Indicators ..o vv i e et e 2-3
Rear Ports . ... 2-4
ISP Settings . ..ot 2-5
Connectthe System . ........ ... i 2-5
Connecting the ADSL Line ............................. 2-6
Connecting thenetwork ............ ... ...l 2-6
Connecting the Power Adapter .......................... 2-6
Wall Mounting ..., 2-7
Configuring ClientPC ..................... 3-1
TCP/IP Configuration . .. .....ovuuutriietiiii i, 3-2
Windows 2000 . ...t 3-3
Disable HTTP Proxy .........c.iiiiiiiiiiiiinenn... 3-4
Obtain IP Settings from Your ADSL router ................ 3-4
Windows XP ..o 3-6
Disable HTTP Proxy .........c.iiiiiiiiiiiiinenn... 3-6
Obtain IP Settings from Your ADSL router ................ 3-6
Configuring Your Macintosh Computer .....................o... 3-8
Disable HTTP Proxy .........c.iiiiiiiiiiiiiinenn... 3-9

vii



T4BLE oF CONTENTS

Configuring the ADSLRouter ............... 4-1
Navigating the Management Interface ..................... .. ... 4-2
Making Configuration Changes .......................... 4-3
Setrup Wizard . ... 4-4
Selectinga Password . ........ .. ... . il 4-5
Selecting a Time Zone ............ooiiiiiiinnaaiennnn.. 4-6
Setting up Wireless Security ................. ... 4-7
Wizard_Setup Complete . ... 4-10
Advanced setup ....... ... 4-11
System ... 4-13
WAN L 4-17
LAN o 4-21
Wireless . ..o 4-25
NAT 4-32
Routing ....... ..o 4-37
Firewall ... ... ... 4-41
UPnP ..o 4-54
QOS 4-55
DDNS .. 4-58
TOOlS o 4-59
Status ... 4-62
Diagnostics .......... i 4-65
Finding the MAC address of a Network Card ................... 4-66
Windows 2000/XP ... 4-66
Macintosh ... ... o 4-66
Linux ... 4-66
Troubleshooting . ............... ... .. ..., A-1
Cables ......... ...t B-1
Ethernet Cable ...... ... . i B-1
Specifications .......... .. B-1
Wiring Conventions . ..............ovuiiiiieeiiii.... B-1
RJ-45 Port Connection . ..........oviiiuiiinnneinn.... B-2
Pin ASSIgNments .............iiiiiiiiin .. B-3
Specifications ........... ..t C1



CHAPTER 1
INTRODUCTION

Congratulations on your purchase of the ADSL router. We are proud to
provide you with a powerful yet simple communication device for
connecting your local area network (LAN) to the Internet. For those who
want to surf the Internet in the most secure way, the ADSL router provides

a convenient and powerful solution.

About the ADSL router

The ADSL router provides Internet access to multiple users by sharing a
single-user account. Support is provided for both wired and wireless
devices. New technology provides wireless security via Wired Equivalent
Privacy (WEP) encryption and MAC address filtering, It is simple to
configure and can be up and running in minutes.

Features and Benefits

*  Built-in ADSL2/2+ modem - supports download speeds up to
24Mbps

*  Local network connection via four 10/100 Mbps Ethernet ports
*  Built-in IEEE802.11g 54Mbps Wireless Access Point (AP)

*  DHCP for dynamic IP configuration, and DNS for domain name
mapping
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INTRODUCTION

Firewall with Stateful Packet Inspection, client privileges, intrusion
detection, and NAT

NAT also enables multi-user Internet access via a single user account,
and virtual server functionality (providing protected access to Internet
services such as web, FTP, e-mail, and Telnet)

VLAN and QoS (Quality of Service) support

User-definable application sensing tunnel supports applications

requiring multiple connections

Easy setup through a web browser on any operating system that
supports TCP/IP

Applications

Many advanced networking features are provided by the ADSL router:

Wireless and Wired LAN

The ADSL router provides connectivity to 10/100 Mbps devices, and
wireless IEEE 802.11g compatible devices, making it easy to create a
network in small offices or homes.

Internet Access

This device supports Internet access through an ADSL connection.
Since many DSL providers use PPPoE or PPPoA to establish
communications with end users, the ADSL router includes built-in
clients for these protocols, eliminating the need to install these
services on your computet.
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APPLICATIONS

Shared IP Address

The ADSL router provides Internet access for up to 253 users via a
single shared IP address. Using only one ISP account, multiple users
on your network can browse the web at the same time.

Virtual Server

If you have a fixed IP address, you can set the ADSL router to act as a
virtual host for network address translation. Remote users access
various services at your site using a constant IP address. Then,
depending on the requested service (or port number), the ADSL
router can route the request to the appropriate server (at another
internal IP address). This secures your network from direct attack by
hackers, and provides more flexible management by allowing you to
change internal IP addresses without affecting outside access to your
network.

DMZ Host Support

Allows a networked computer to be fully exposed to the Internet.
This function is used when NAT and firewall security prevent an

Internet application from functioning correctly.
Security

The ADSL router supports security features that deny Internet access
to specified users, or filter all requests for specific services that the
administrator does not want to serve. The firewall also blocks
common hacker attacks, including IP Spoofing, Land Attack, Ping of
Death, IP with zero length, Smurf Attack, UDP port loopback, Snork
Attack, TCP null scan, and TCP SYN flooding. WEP (Wired
Equivalent Privacy), SSID Broadcast disable, and MAC filtering

provide security over the wireless network.
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CHAPTER 2
INSTALLATION

Before installing the ADSL router, verify that you have all the items listed
under the Package Contents list. Also be sure that you have all the
necessary cabling before installing the ADSL router. After installing the
ADSL router, refer to “Configuring the ADSL Router” on page 4-1.

Package Contents

After unpacking the ADSL router, check the contents of the box to be
sure you have received the following items:

*  ADSL router

*  Power adapter

*  One RJ-45 Cat-5 Ethernet cable
*  Documentation CD

Immediately inform your dealer in the event of any incorrect, missing, or
damaged parts. If possible, please retain the carton and original packing

materials in case there is a need to return the product.



INSTALLATION

System Requirements

You must meet the following minimum requirements:
e ADSL Internet Service installed.
*  2.4GHz Wireless adapter or Ethernet Adapter installed on each PC.

*  TCP/IP network protocols installed on each PC that will access the
Internet.

* A Java enabled web browser such as Internet Explorer 5.5 or above,

Netscape 4.7 or above, Mozilla 1.7 or above and Firefox 1.0 or above.

Hardware Description

The ADSL router contains an integrated ADSL modem and connects to
the Internet or to a remote site using its RJ-45 WAN port. It can be
connected directly to your PC or to a local area network using any of the
four Fast Ethernet LAN ports.

Access speed to the Internet depends on your service type. Full-rate ADSL
provides up to 8 Mbps downstream and 1 Mbps upstream. G.lite (or
splitterless) ADSL provides up to 1.5 Mbps downstream and 512 kbps
upstream. ADSL2+ provides up to 24Mbps downstream and 1Mbps
upstream. However, you should note that the actual rate provided by
specific service providers may vary dramatically from these upper limits.

Data passing between devices connected to your local area network can
run at up to 100 Mbps over the Fast Ethernet ports and 54 Mbps over the

built-in wireless access point.
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LED Indicators
The ADSL router includes an LED display on the top for system power

HARDWARE DESCRIPTION

and port indications that simplifies installation and network

troubleshooting,

ISP WLAN LANY LANZ LAN3 LaNg 3100-4gv2

Figure 2-1. Led indicators
LED Status Description
Power On The ADSL router is receiving power. Normal
operation.

Off Power off or failure.

DSL On ADSL connection is functioning correctly.
Flashing The ADSL router is establishing an ADSL link.
Off ADSL connection is not established.

ISP On WAN port connected.
Off No WAN port connection.

WLAN Flashing The WLAN port is sending or receiving data.

LANT1 to On Ethernet connection is established.

LANA Flashing The indicated LAN port is sending or receiving data.
Off There is no LAN connection on the port.
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Rear Ports

INSTALLATION

The ADSL router also provides the following ports on the rear panel:

R

meny SRR LN e LN LA

Figure 2-2. Rear Panel

Item Description
DSL WAN port (RJ-11). Connect your ADSL line to this port.
Port

Power Inlet

Connect the included power adapter to this inlet.

Warning: Using the wrong type of power adapter may damage
the router.

Reset Button

Use this button to reset the power and restore the default
factory settings. To reset without losing configuration settings,
see “Reset” on page 4-61.

On/Off Use this switch to turn the router ON and OFF.
switch
LAN Ports 4 Fast Ethernet ports (R]J-45). Connect devices on your local

area network to these ports (i.e., a PC, hub, or switch).
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ISP SETTINGS

ISP Settings

Please collect the following information from your ISP before setting up
the ADSL router:

* ISP account user name and password
*  Protocol, encapsulation and VPI/VCI citcuit numbers
*  DNS server address

*  IP address, subnet mask and default gateway (for fixed IP users only)

Connect the System

The ADSL router can be positioned at any convenient location in your
office or home. No special wiring or cooling requirements are needed. You

should, however, comply with the following guidelines:
*  Keep the ADSL router away from any heating devices.
* Do not place the ADSL router in a dusty or wet environment.

You should also remember to turn off the power, remove the power cord
from the outlet, and keep your hands dry when you install the ADSL
routet.
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INSTALLATION

Connecting the ADSL Line

Connect the splitter to the phone line and the phone to the phone port of
the splitter. Using the black RJ-11 cable provided connect the ADSL port
of the ADSL router to the ADSL port of the splitter.

The splitter is required for connecting your ADSL router and phone to the
same phone line. If you have a dedicated phone line for ADSL connect the
ADSL router directly to the phone line.

Note: To prevent high frequency ADSL signals interfering with
telephone calls, each phone must be connected to the same phone
line through a splitter (also known as an ADSL microfilter).

Connecting the network
Using the grey RJ-45 cable provided connect LAN port of the ADSL
router to the network card of your computer or other network device, e.g.,
hub or switch. The corresponding LAN LED will illuminate green to
indicate good link.

Connecting the Power Adapter
Plug the power adapter into the power socket on the rear of the ADSL
router, and the other end into a power outlet. Check the power indicator
on the front panel is lit. If the power indicator is not lit, refer to
“Troubleshooting” on page A-1.

In case of a power input failure, the ADSL router will automatically restart
and begin to operate once the input power is restored.
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CONNECT THE SYSTEM

Wall Mounting

There are 2 slots on the underside of the ADSL router that can be used for
wall mounting. The distance between the 2 slots is 120 mm.

You will need 2 suitable screws, the diameter would be 5.0 mm to 7.0 mm,
to wall mount the ADSL router.

When wall mounting the unit, ensure that it is within reach of the power

outlet.
To wall mount the unit:

1. Ensure that the wall you use is smooth, flat, dry and sturdy and use the
2 screws holes which both are 120 mm apart.

2. Fix the screws into wall, leaving their heads 5 mm clear of the wall

surface.

3. Remove any connections to the unit and locate it over the screw heads.
When in line, gently push the unit on to the wall and move it

downwards to secure.
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CHAPTER 3
CONFIGURING CLIENT PC

After completing hardware setup by connecting all your network devices,

you need to configure your computer to connect to the ADSL router.
See:

“Windows 2000” on page 3-3

“Windows XP” on page 3-6

or

“Configuring Your Macintosh Computer” on page 3-8

depending on your operating system.
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CONFIGURING CLIENT PC

TCP/IP Configuration

To access the Internet through the ADSL router, you must configure the
network settings of the computers on your LAN to use the same IP subnet
as the ADSL router. The default IP settings for the ADSL router are:

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

Note: These settings can be changed to fit your network requirements,
but you must first configure at least one computer to access the
ADSL router’s web configuration interface in order to make the
required changes. (See “Configuring the ADSL Routet” on page
4-1 for instruction on configuring the ADSL router.)
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Winbpows 2000

Windows 2000

1. On the Windows desktop, click Start/Settings/Network and Dial-Up

Connections.

2' Cth thC icon that Local Area Connection 1 Status ﬂil
corresponds to the e
connection to your ADSL G
router. Status: Connected
Diuration: 001512
. Speed: 10.0 Mbps
3. The connection status
. . — Activit
screen will open. Click Wil .
Sent — =1 — Received
Properties S
p ' Packets: 43 I 1}
Properties Dizable |
LClose
4. Double-click Internet Internet Protocol (TCP/IF) Properties 2 xl
Protocol (TCP/IP). Gonera
You can get |P settings assigned automatically i your network supparts
this capability. Otherwise, pou heed to ask wour network administrator for
5. If “Obtain an IP address Moo [P s
automatica]ly” and ¢ Hibkain an [P address automaticaly
« . — Use the following IP address ———————————————————————
Obtain DNS server etz —
address automatically” are Subrret ek
Diefault gate
already selected, your B
computer iS ﬁlready ¢ Dbtain DNS server address automatically
" Usg the following DNS server addresses
Coﬂﬁgured fOr DHCP If Preferred DHS semven
not, select this option. Alemate DS sever
Advanced. ..
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CONFIGURING CLIENT PC

Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the ADSL router’s HTML
configuration pages.

Obtain IP Settings from Your ADSL router

Now that you have configured your computer to connect to your ADSL
router, it needs to obtain new network settings. By releasing old DHCP IP

settings and renewing them with settings from your ADSL router, you can

verify that you have configured your computer correctly.

1.

On the Windows desktop,
click Start/Programs/

% windows pdate

@& 1rrsrmet Explorer

2
j Documents P 3 Outlook Express

Cj Caommurications — »
Cormmand Prompt
M2 paint
¥ "% wordead

Accessories/Command

Prompt.

Settings =

2

‘Windows 2000 Professional

s || € 51|

In the Command Prompt window, type “IPCONFIG/RELEASE”
and press the ENTER key.

Command Prompt

soft Windows 2008 [Uersion 5.8@.21951
(C> Copyright 1985-1999 Microsoft Cowrp.

:“>IPCONFIG ~RELEASE
Hindows 2888 IP Configuration

IP address successfully released for adapter “Local Area Connection 1"
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Winbpows 2000

3. Type “IPCONFIG /RENEW” and press the ENTER key. Verify that
your IP Address is now 192.168.2.xxx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These
values confirm that your ADSL Router is functioning.

ey "Local firea Coi

4. Close the Command Prompt window.

Your computer is now configured to connect to the ADSL router.
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CONFIGURING CLIENT PC

Windows XP

1. On the Windows desktop, click Start/Control Panel.

2. In the Control Panel window, click Network and Internet
Connections.

3. The Network Connections window will open. Double-click the
connection for this device.

4. On the connection status screen, click Properties.

5. Double-click Internet Protocol (TCP/IP).

6. If “Obtain an IP address automatically” and “Obtain DNS server
address automatically” are already selected, your computer is already
configured for DHCP. If not, select this option.

Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the ADSL router’s HTML
configuration pages.

Obtain IP Settings from Your ADSL router

Now that you have configured your computer to connect to your ADSL

router, it needs to obtain new network settings. By releasing old DHCP IP

settings and renewing them with settings from your ADSL router, you can

verify that you have configured your computer correctly.

1.

On the Windows desktop, click Start/Programs/Accessoties/
Command Prompt.

In the Command Prompt window, type “IPCONFIG/RELEASE”
and press the ENTER key.
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Winpows XP

3. Type “IPCONFIG /RENEW” and press the ENTER key. Verify that
your IP Address is now 192.168.2.xxX, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These
values confirm that your ADSL router is functioning.

4. Close the Command Prompt window.

Your computer is now configured to connect to the ADSL router.
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CONFIGURING CLIENT PC

Configuring Your Macintosh Computer

You may find that the instructions here do not exactly match your

operating system. This is because these steps and screenshots were created

using Mac OS 10.2. Mac OS 7.x and above are similar, but may not be
identical to Mac OS 10.2.

Follow these instructions:

1.

Pull down the Apple MenuE. Click

System Preferences

Finder File Edit View

About This Mac [
Get Mac OS5 X Software...

System Preferences...

Dock >
Location >
Recent Items >
Force Quit...
Sleep
Restart...
Shut Down...
Log Out... O8O
2. Double-click the Network icon in the
Systems Preferences window.
88cC System Preferences =
Personal
E a @ LA &
Desktop Dock General International  Login ltems My Account Screen Effects
Hardware
Y (- ; e )
@ @ B ¢ o O
CDs & DVDs  ColorSync Displays Energy Keyboard Mouse Sound
Saver
Internet & Network
® (@)a
Internet Network QuickTime Sharing

System
KL 9 o
15
Accounts Classic Date & Time

@

Software
Updarte

f @3 @

Speech Startup Disk Universal
Access
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CONFIGURING YOUR MAcCINTOSH COMPUTER

3. If “Using DHCP Server” is - _— -
already selected in the ocasion: (At B
Configure field, your A ﬂﬂ!‘"fﬁmikm —
computet is already = E! _
configured for DHCP. If Dssenen oo
not, select this Option. ‘:m:” E":‘i”’:’ﬂ‘""’ """

4. Your new settings are shown on the TCP/IP tab. Verify that your IP
Address is now 192.168.2.xxXx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These
values confirm that your ADSL router is functioning.

5. Close the Network window.

Now your computer is configured to connect to the ADSL router.

Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the ADSL router’s HTML
configuration pages. The following steps are for Internet Explorer.

Internet Explorer
1. Open Internet Explorer and click the Stop FileEdic View G

About Internet Explorer...
License Agreement...

button. Click Explorer/Preferences. 1

| Preferences...

2. In the Internet Explorer Preferences window, Services > E
. Hide Explorer ®H |

under Network, select Proxies. Hide Others ~sH

Quit Explorer =0
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CONFIGURING CLIENT PC

3. Uncheck all check boxes and click OK.

5 £ Internet Explorer Preferences |

@ Security If you are accessing the Internet from a private network, you can set
g gateways to allow Internet access. Cantact your network manager

@ Security Zones for more infermation. Note: These settings are shared with ather
@ Ratings applications through Intemet Config.
@ Advanced — Use Proxy Servers

¥ Forms AutoFill L Web Proxy: [ Settings...
@ Forms AutoComplete m Use Web Proxy for all
@ AutoFill Profile [ Bypass Web Praxy for FTP

W Receiving Files [ Secure Praxy: { Settings... )
@ Downdoad Options E

: { ttings..
@ File Helpers D MRl EToXY: eI
@ Cookies : Gopher Prewy: / Settings... 4
Network

v List the sites you want to to directly, b ing the proxies
@ Protocol Helpers set above. Put a space or comma between each site.
@ Proxies
@ Site Passwords

¥ E-mail }:
@ General |

o
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CHAPTER 4

CONFIGURING THE
ADSI. ROUTER

After you have configured TCP/IP on a client computet, you can
configure the ADSL router using your web browser. Internet Explorer 5.5
or above, Netscape Navigator, Mozilla, Firefox and Opera are supported.

To access the management interface, enter the default IP address of the
ADSL router in your web browser: http://192.168.2.1. Enter the default
login ID: “administrator”, leave the password blank, and click LOGIN.

Note: Passwords can contain from 3~12 alphanumeric characters and

are case sensitive.




CONFIGURING THE ADSI. ROUTER

Navigating the Management Interface

On initial configuration the first screen is Country Selection. Select your
country from the drop-down list. This configures the correct channels for
the wireless AP. The Country Selection screen only appears on initial
configuration or when the ADSL router is reset to factory defaults.

SMC

+ SETUP WIZARD

Country Selection

Please select o country to configure the Access Point for your location:

Seloct Country. .|

warning: after applying these settings you will only be able to change them by resetting the Access Point to
Factory Defaults.

b

DIAGNOSTICS

Two items are available on the following screen: Set-up Wizard, and
Advanced Set-up.
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NAVIGATING THE MANAGEMENT INTERFACE

Use the Setup Wizard for quick and easy configuration of your Internet
connection and basic wireless settings. Go to “Set-up Wizard” on page 4-4
for details.

For Advanced set-up, refer to section “Advanced setup” on page 4-11.

Making Configuration Changes

Configurable parameters have a dialog box or a drop-down menu. Once a
configuration change has been made on a screen, click the APPLY,

SAVE SETTINGS or NEXT button on the screen to enable the new
setting.

Note: To ensure proper screen refresh after a command entry, be sure
that Internet Explorer 5.5 is configured as follows: Under the
menu Tools/Internet Options/General/ Temporary Internet
Files/Settings, the setting for “Check for newer versions of stored
pages” should be “Every visit to the page.”
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CONFIGURING THE ADSI. ROUTER

Set-up Wizard

The set-up wizard is designed to help you to quickly and easily configure
your ADSL router. Follow the instruction on the screen, and click Begin
set-up.

Networks

Set-up Wizard 3100-4g

Congratulatans on your purchase of the SME Networks High Speed modem/router

Tha folowing screens wil quide you through the steps that are highly recommended in order to protect your hama
netwerk aganst unwanted sctivity from the Internet

It is racommended that you usa 3 wired (nat wirslass) connection to complats this Wizard
Te set-up your modem/router, please follow these 3 aasy steps to configure vaur gateway, You will be:
Selecting a password

Selecting 3 time zene
SEtting up wireless secunty

Bagn Sat-up>




SeT-UP W1ZARD

Selecting a Password

By default, the ADSL router comes with no password. For security
reasons, you should set up a new password.

* Select Salect Wirsless Setup
M Fuessard Tiwe Ttk Satsp Campltnd
-

1. Selecting a Password

By default, your new modem/router is not password protected. That maans an unauthorzed parson
£an access the madem/router and modify its canfiguration, Ta protect it, you shoud set up a new
pazsword.

PLEASE REMEMBER AND WRITE DOWN THIS NEW PASSWORD. You will need it in the future
Plpasa Bnter a new password below:

TS administrator

(IF you ars s6tting up your password For tha first tima, plaase
leave the “Currant Password” fiald blank,)

| tewPasswor]
| Fo-entornow password]

[ | _at> |

*  The user name is “administrator” by default.
*  Current password: by default, there is no password.
*  New password: enter the new password in this field.

*  Enter the new password again in the re-enter the password field.
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Selecting a Time Zone

To keep the time on the router correct, select your local time zone from
the drop-down menu. This information is used for log entries and client

filtering,
* Telect. Salect Winless. Setup
SMC Pueeward Tivs Totsh Sabep Comphitid
Networks -
2. Selecting a Time Zone
vou shauld configure your modem/router with your lacal time 7ona to enable same bult-in features to

wark pr Onee you select the time zone, your medem/reuter wil sutomaticaly retneve the
cormact tne fram the Internat

Please select your time cone from the list below.

Time Tone: [[GMT-O500) Eastem Teno (US & Canada) =]

<Previouy Mexl>

Click NEXT to continue.
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Setting up Wireless Security

This screen allows you to configure the wireless security. The ADSL router
supports WEP and WPA.

Select Select Wireless Setup
M Fuesward Tiwe Ttk Satsp Campltnd

Networks -

1f you agree, just cick on

Mure Info

<Frevinus Mowt>

*  Select Disable/Enable wireless configuration, if you disable wireless
configuration, there is no need to setup the security function. If you
select Enable wireless configuration, then select the security settings

from the drop-down menu.
For WEP security function, go to next page.
For WPA security function, go to page 4-9.

Click NEXT to continue.
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WEP_Security

Choosing WEP as the wireless security for your wireless network.

* Telect Selet Wirelass Setep
Fuesuurd Tome Tom ) Comploted

Networks

4, Setting up Wireless Security(Con't)

Ta anablo WEP sacurity, you must onter the same S6crot kay nto thes modem/router and all of your
wiraless client PCs d/or lapts . You can use the pass-phrase tool below to genarate this key, Just
type 3 phrase that & easy o remember (.9, "1 ke my new car’), and chck on "Generate key"

Irpartant: Wite down the secret key, as you will naed Lo enter it inta &l your wrsless chents (e.9.
inte yaur laptop).

If you use wireless chant for this configuration, your comnmection wil drop when wireless secunty s
enabled (until you update your wirsless cient), S0 ths is why it is recommendad that you use a wined
connection, for this sst-up wizard.

Please entor 4 pass-phrasa:

o I

Enter a string in the passphrase field, then click Generate Key.

Click Next to continue. The Set-up complete screen will then appear.



SeT-UP W1ZARD

WPA_Security

Choosing WPA as the security mechanism for your wireless network.

* Telect Selet Wirelass Setep
Fuesuurd Tome Tom ) Comploted

Networks -

4, Setting up Wireless Security(Con't)
Ta anable WPA socurity, you must enter the sam sacret key inta this mademfrauter and all of your
wirgless client PCs and/or laptops, You can use the pass-phrase tool below to genarats this key, Just

type 3 phrase that & easy o remember (.9, "1 ke my new car’), and chck on "Generate key"

Important: Winte down the secret key, as you will need to enter it inta &l your wreless chents (e.q.
inte yaur laptop).

If you use wireless chant for this configuration, your connection wil drep when wirelass secunty
enabled (untl you update your wirsless client), S0 this is why it is recommended that you use 3 wired
conngction, for this set-up wizand.

Pleasa spocify one af the fallowing:

you can select to use the passphrase function or encryption key as the
security method, then enter the string in the corresponding field.

Click Next to complete this setup.
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Wizard_Setup Complete

This screen shows that you have configured your ADSL router using the
Setup Wizard.

* Telect Select Wirelass Setwp
M Faszivund Tirw Totm Setcp Comphnd

Set-up Complete

Congratulationst You have successhully completed your wirtless madem/frauter sat-up.
To close this session and start surfing the Internet, select *Connect to the Internet®

ration optians (to configure firewall, scresning and ather features),

To procesd to the advanced c
ue to Advanced

& Conanct to the Intemet
© Continue to Advanced Settings

Finish

+  Connect to the Internet: select this option, and then click Finish to
connect to the internet.

*  Continue to Advanced Settings: select this option, and then click
Finish to continue with more configurations for the ADSL routet.
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Advanced setup

The left-hand side displays the main menu and the right-hand side shows

descriptive information. There are 13 main menu items as described in the

following table.

SMC*

onnect Wizard

WIRELESS

ROUTING
FIREWALL
UPnP
Gos

DDNS

TOOLS
STATUS
DIAGNOSTICS

Advanced Set-up

This device supports advanced functions like Stateful Packet Inspection, hacker attack catectian, cantant filtaring
access control, Demitanized Zones (DMZ), virtual servers and clignt filtaring

Menu Description

System Sets the local time zone, the password for administrator access, and
the IP address of a PC that will be allowed to manage the ADSL
router remotely.

WAN Specifies the Internet connection settings.

LAN Sets the TCP/IP configuration for the ADSL router LAN interface
and DHCP clients.

Wireless Configures the radio frequency, SSID, and security for wireless
communications.

NAT Configures Address Mapping, virtual server and special
applications.

Routing Sets the routing parameters and displays the current routing table.

Firewall Configures a variety of security and specialized functions including:
Access Control, URL blocking, Internet access control scheduling,
intruder detection, and DMZ.

UPnP Enables the Universal Plug and Play function.
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Menu

Description

QoS
DDNS
Tools

Status

Diagnostics

Allows you to prioritize your network traffic.
Configures Dynamic DNS function.

Contains options to ping network connection, trace route, backup
& restore the current configuration, restore all configuration
settings to the factory defaults, update system firmware, or reset the
system.

Provides WAN connection type and status, firmware and hardware
version numbers, system IP settings, as well as DHCP, NAT, and
firewall information. Displays the number of attached clients, the
firmware versions, the physical MAC address for each media
interface, and the hardware version and serial number. Shows the
security and DHCP client log.

This function is used to diagnose the connection.
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System

Time Settings

Select your local time zone from the drop-down menu. This information is
used for log entries and client filtering,

Bikime Bios

Time Saettings
Currant Time: 00,/01/2000 D3:10:52 am
Bet Time Zone:

Use this setting to endure the bime-based clent filtenng feature and system log entnes are based on the correct
lacalizad time,
LAN

WIRELESS [iGT-05 D0E sstam Tena (US & Canada) =l
NAT
ROUTING

Gonfigure Time Server (NTP):

FIREWALL Y¥ou Can automatically Maintain tha systam tima on this davica by Synchronaing with 3 public tme Sarver over the
UPRP Internet. Wi you enable this option you wil need to configure two different time servers, use the options below 1o
ey 50t the primary and secandary NTP servers in yaur ansa
o
DDNS
TooLs P Enable automatic Time Sarver Maintenance
STATUS
DIAGNOSTICS Primary Sorver: 132 163 4 102 - North Amonca 'I
secondary Server: [1575 4141 - Nonn Amancs ¥]

HELP || SAVE SETTHGS | cANcEL |

If you want to automatically synchronize the ADSL router with a public
time server, check the Enable Automatic Time Server
Maintenance check box.Then select the desired servers from the
drop-down menus.
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Password Settings

Use this screen to change the password for accessing the management
interface.

Password Settings

Set 3 passweed 1o restnct management access 1o this device

HELP | SAVESETTNGE | caMcEL |

DIAGNOSTICS

Passwords can contain from 3~12 alphanumeric characters and are case
sensitive.

Note: If you lost the password, or you cannot gain access to the user
interface, press the blue reset button on the rear panel, holding it
down for at least five seconds to restore the factory defaults. By
default, there is no password.

Enter a maximum Idle Time Out (in minutes) to define a maximum period
of time for which the login session is maintained during inactivity. If the
connection is inactive for longer than the maximum idle time, it will
perform system logout, and you have to log in again to access the
management interface. (Default: 10 minutes)
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Remote Management

By default, management access is only available to users on your local

network. However, you can also manage the ADSL router from a remote

host by entering the IP address of a remote computer on this screen.
Check the Enabled check box, and enter the IP address of the remote
host and click SAVE SETTINGS.

Remote Management

¥ou can enable o dizabls the ramate managemant of this dewvice. [f you want ta manage this device fram & singla,
specified remote location (outside of the local network), you must also specify the 1P sddress of the remote PC

—
[ T
wireess [ o noc |

HNAT

ROUTING HELP I SAVE EETTINGS. CANCEL I

FIREWALL
uUPnp

Gos

DDNS

TOOLS
STATUS
DIAGNOSTICS

Note: If you check Enabled and specify an IP address of 0.0.0.0, any
remote host can manage the ADSL router.

For remote management via WAN IP address you need to connect using
port 8080. Simply enter WAN IP address followed by:8080, for example,
211.20.16.1:8080.

File Edit Miew Fawvorites Tools  Help

dmEack - = - &) i | ‘hsearch [E]Favorites 4

Address 211,20.16,1:3080
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DNS

A Domain Name Server (DNS) is an index of IP addresses and web
addresses. Most ISPs provide a DNS server as part of the Internet access
service. However, if there is a DNS server that you would rather use, you
will need to specify the IP address here.

DNS

A Domain Name Server (DNS) 15 an inde of 1P addresses and Web addresses. Mast 1SPs provide a DNG sarver as part
of the Intemel Access service. Howover, if there is a ONS server that you would rather use, you will need to specify
the 18 address hera

HELP | SAVE SETTNGS | cemceL |

DIAGNOSTICS
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WAN

Specify the WAN connection parameters provided by your Internet
Service Provider (ISP).

|l ATM Interface

WIRELESS
NAT
ROUTING
FIREWALL
UPnP
QoS
DDNS

Adways Conngcted >

TOOLS
ETATUS
DIAGNOSTICS

i
WWW :

HELP | SAVE SETTNGS | cAMGEL |

The following protocols are supported:
* 1483 Bridging

* PPPoE
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ATM Interface
1483 Bridging
Enter the Bridging settings provided by your ISP.

SMC

o+ Connect Wizard i ATHM Interface

[E—
T - > -

HELP | SavE SETTINGE | CaNCEL

DIAGNOSTICS

Parameter Description

VLAN Select VLLAN group from the drop-down menu.
New VLAN groups can be created from the LAN

menu.

VPI/VCI Enter the Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCI) supplied by your ISP.

Encapsulation Select the encapsulation used by ISP from the
drop-down menu.
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PPPoE
Enter the PPPoE settings provided by your ISP.

Wi Bk

|l ATM Interface

LAN
WIRELESS

P

ROUTING
FIREWALL

DIAGNOSTICS

HELP || SAVESETNGS | cAnceL |

Parameter Description

VPI/VCI Enter the Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCI) supplied by your ISP.

Encapsulation Select the encapsulation used by ISP from the
drop-down menu.

IP assigned Select Yes if you have a dynamic IP address. Select

by ISP No if you have a static IP address.

IP Address Enter the IP address provided by your ISP. For
dynamic IP, leave this field blank.

Subnet Mask Enter the Subnet Mask address provided by your ISP.
For dynamic IP, leave this field blank.

Connect Type Sets connection mode to Always connected,

Auto-Triggered by traffic or Manual connection.
For flat rate services use Always connected.
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Parameter Description

Idle Time (Minute) Enter the maximum idle time for the Internet
connection. After this time has been exceeded the
connection will be terminated. This setting only
applies when the Connect Type is set to
Auto-Triggered by traffic.

Username Enter user name provided by your ISP.

Password Enter password provided by your ISP.

Confirm Confirm password.

Password

MTU Leave the Maximum Transmission Unit (MTU) at the

default value unless instructed by your ISP.

Clone MAC Address

Some ISPs require you to register your MAC address with them. If this is
the case, the MAC address of the ADSL router must be changed to the
MAC address that you have registered with your ISP.

SMC* S
M Home B Logout
LU UL Clone MAC Address

Some [SPs require you to register your MAC address with them, If you have done this, the MAC address of the Gateway
must be changed 1o the MaC sddress that you supplied Lo your 15P,

* WAN Interface MAC Address:
& Use the Gatoway's default MAC addross 00:06:03:06:30:4C
© Use this PC's MAC address D0:ED:Z9:AR:07:08

T Enter & new MAC address manually!

HELP | sAvESETINGS | camceL |

DIAGNOSTICS
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Use the LAN menu to configure the LAN IP address, VLAN binding and
to enable the DHCP server for dynamic client address allocation.

SMC*

onnect Wizard LAN Settings

$
By dofautt, the [P addrass of this device (o the LAN side) is 192.166.2.1. On this page, you can change this address

AN to another one, Nomaty, you waul need to change it, ¥ou can also enable or disable the DHCP server function ,

LAN which dynamically allccates 1 sddresses to your client PCs. If this function & enabled, you can select the range of
19 acdresses that would ba usad for this purposs,
WIRELESS wirtual LAN (VLAN) binding dufings the mapping of physical ports to YLAN profiles.
NAT
ROUTING LAN IP
FIREWALL
PP | PR =) R 5
:;::7 sss.zssgss
TOOLS
STATUS VLAN Binding
DIAGNOSTICS
[oefauii =]
[Defauti =]
DHCP Server
Parameter Description
LAN IP
IP Address The IP address of the routet.
IP Subnet Mask The subnet mask of the network.
VLAN Binding
LANI1 to Select VLLAN group for the corresponding LAN
LAN4 port. By default all ports members of the Default
VLAN.
DHCP Setver
DHCP Server Enable or Disable the DHCP server function. By
default the DHCP server is enabled for automatic IP
address assignment to client devices.
DHCP Option 60 Enter the ID in this field.
Vendor 1D
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Parameter Description
Lease Time Set the IP lease time. For home networks this may be
set to Forever, which means there is no time limit on
the IP address lease.
IP Address Pool
Start IP Address Specify the start IP address of the DHCP pool. Do
not include the IP address of the ADSL router in the
client address pool. If you change the pool range,
make sure the first three octets match the gateway’s
IP address, i.e., 192.168.2.xxx.
End IP Address Specify the end IP address of the DHCP pool.

Domain Name

IP assignment based
on MAC

If your network uses a domain name, enter it here.
Otherwise, leave this field blank.

You can assign a specific IP address to a specific
MAC address. Enter the matching IP address and
MAC address on the table.
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VLAN

VLANSs are organized and controlled by VLAN Profiles. Up to 4 VLAN
profiles can be created. Once a VLAN profile is created, you should add
interfaces into the VLAN by changing the VLAN setting of that interface.
Please note that only those interfaces of IEEE 802 bridging type (ex. LAN
ports and 1483 Bridging PVCs) can be added to a VLAN.

B VLAN

V¥LANs are crganed and contralled by VLAN Profies. Up ta 4 YLAN prafiles can be created. Once a YLAN profile 5
created, it s empty and you should add interfaces inta the VLAN by changng the VLAN setting of that interface

* WLAN Table (up to 4 rules)

i

ROUTING Defsult LAML LANZ, LANI LANS, WLAN !ﬁtl

FIREWALL
Add YLAN

e | _cance |

DIAGNOSTICS

Click Add VLAN to setup the profile.

VLAN Profile

Enter parameters of the profile to define & VLAN,

A (-

17
il
1

T Enabled & Digablad
T Enablad & Disabled

*  Description: enter a name or description for the VLAN.
e IP Address: enter the IP address.

e Subnet Mask: enter the subnet mask.
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NAT Domain: select private or public.

IGMP Snooping: Internet Group Management Protocol IGMP)
snooping is a method by which Layer 2 devices can “listen in” on
IGMP conversations between hosts and routers. When a switch hears
a group join message from a host, it notes which switch interface it
heard the message on, and adds that interface to the group. Similatly,
when a Layer 2 switch hears a group leave message or a response timer

expires, the switch will remove that host’s switch interface from the

group.

IGMP Querier: if the IGMP Quertier is enabled, then the router will
periodically query all multicast group members on the specified
VLAN.
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Wireless

The ADSL router also operates as a wireless access point, allowing wireless
computers to communicate with each other. To configure this function, all

you need to do is enable the wireless function, define the radio channel,
the SSID, and the security options.

Wireless Settings

This device can be quickly configured as a wireless access point by settng the Service Set Idenufier (SSI0) and
channel number, It 3l0 supports data encryption and client fitering,

WIRELESS
Enable or disabie Wirelass module function & Enanle ¢ Dsable

SAVE SETTINGS I

HNAT
ROUTING

FIREWALL
UPnP
Qo5
DDNS

DIACHOSTICS

¢  Enable or disable Wireless module function: check Enable and then
click SAVE SETTINGS.
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Channel and SSID

You must specify a common radio channel and SSID (Service Set ID) to
be used by the ADSL router and all of its wireless clients. Be sure you
configure all of its clients to the same values.

SMC*

LIS Channel and SSID
This page allows you to dofine the 5510 and the Channed 10 far your wireless cannection, In the wirsloss environmant,

this divice 8cts a3 & wireless access poinl. These parameters sce used for the wireless PC's to connect to thes access
peint,

] ©ENABLE DISABLE
o [Fived oz 1 16va02 11g) =]

HELP | EAVESETTNGE | GAMGEL |

Parameter Description

SSID Service Set ID (SSID) is the name given to the wireless
network. The SSID must be the same on the ADSL router
and all of its wireless clients.

SSID Enable or disable the broadcasting of the SSID. Disabling

Broadcast broadcasting of the SSID provides added security by hiding
your wireless network.

Wireless This device supports both 11g and 11b wireless networks.

Mode Make your selection depending on the type of wireless

network that you have.

Channel The radio channel used by the witeless router and its clients
to communicate with each other. This channel must be the
same on the ADSL router and all of its wireless clients.

The ADSL router will automatically assign itself a radio
channel, or you may select one manually.
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ADVANCED SETUP

WLAN MAC Filter

Using this MAC filter functionality, you can restrict wireless access based

on MAC address. Each PC has a unique identifier known as a Medium
Access Control (MAC) address. With MAC filtering enabled, the
computers whose MAC address you have listed in the filtering table will be
able to connect (or will be denied access) to the ADSL router.

WLAN MAC Filtering Table

For & more secure Wireless network you can specify that only certan Wrreless PCs can connect to the Access Pomt. Up
to 8 MAC addresss can hi added to the MAC Filtarng Tabls. When snablad, all registersd MAC addresses are cantralied
by the Access Aulg.

= Enable MAG Filtering:  Cves ®uo
o Avcess Rule for registered MAC address: © allow & Dony

» MAC Filtering Table {up to 8 wirelass clisnts)

1 S Y Y I
3 O Y Y I O
s S O O
i [T TR TR TR T TR

Add curmntiy nssoziated MAC siabiong ]

HELP || savEsermmcs | camceL | =

*  Enable MAC Filtering: select to turn on/off this feature.

*  Access Rule for registered MAC address: select to allow/deny access
for the registered MAC addresses. Selecting Allow means only MAC
addresses registered here will be able to connect to the router.
Selecting Deny means only the MAC addresses registered here will be
denied access to the router.

*  MAC Filtering table: enter the MAC address in the table, or you can
use the option to quickly copy the currently associated client entry to
the MAC Filtering table.
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Security

To make your wireless network safe, you should turn on the security
function. The ADSL router supports WEP (Wired Equivalent Privacy),
WPA (Wi-Fi Protected).

SMC*

onnect Wizard X
Securnity

This device can transmit your data SEG\II’Ph‘ aver the wireless network. Matching secunty mechanisms must be set
up &N this device and the wireless PC's. You can choose t sbawed seeurity mechanisms on this page and configure
them in tha sub-pages.

Allowed Chant Type: [No WER, No wPa =
HELP I|— SAVE SETTINGS. I CANCEL I

P Orily.
ey

Three options are available:
*  No WEP, No WPA
*  WEP only

*  WPA only
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WEP

If you want to use WEP to protect your wireless network, you need to set

the same parameters for the ADSL router and all your wireless clients.

WEP is the hasic mechanism ta transmit your data securely aver the wireless notwark. Matching ancryption keys
must be set-up between this device and your wireless PC's to use WEP.

F ga-bit  © 128-bit
d [ECETE £ agcH

W Static

Htatic WEP Koy Botting

10/26 hex digits for 64-WEP/1208-WEP

e o

I'l {1~32

eharacters)

plUIIJ!UlU‘

W ]
ﬂlNWl
Cleae | =
Parameter Description
WEP Mode Select 64 bit or 128 bit key to use for encryption.
Key Select Hex or ASCII to use for encryption key
Entry Method
Key Select Static if there is only one fixed key for encryption. If
Provisioning you want to select Dynamic, you would need to enable

802.1X function first.

When the key entry method is set to Hex, you can automatically generate
encryption keys using the passphrase or manually enter the keys. To
generate the keys using passphrase, check the box, enter a string of text,
and click GENERATE. Sclect the default key from the drop-down menu
and click SAVE SETTINGS.
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Before saving settings the key is shown in clear text. If your wireless client
does not have a passphrase utility, make a note of the default key before
saving settings. This is so you can configure your wireless client with the

correct key.

To manually configure the encryption key, enter five hexadecimal pairs of
digits for each 64-bit key, or enter 13 pairs for the single 128-bit key.
(A hexadecimal digit is a number or letter in the range 0-9 or A-F)

Note that WEP protects data transmitted between wireless nodes, but
does not protect any transmissions over your wired network or over the

Internet.

Note: The passphrase can consist of up to 32 alphanumeric characters.
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WPA

Wi-Fi Protected Access (WPA) combines temporal key integrity protocol
(TKIP) and 802.1X mechanisms. It provides dynamic key encryption and
802.1X authentication service.

SMC*

nect Wizard
STEM

AN WPA Is a secunity enhancemant

LAN wirgloss LAN, Matching suthanti
C's to use WRA.

T RS {0 use WBA

|
Pre-shared Key

WPA

at strongly mcreases the level of data protection and access control for gwsting
tion and encryption methods must be set-up between this device and the wireless

& Passphrase (A~63 characters)  © Hax (64
gits)

f

FrerBI0 Seconds
] P 1000 ¥ Packats

© petable

HELP | EAVESETTNGE | cAMceL |

Parameter Description

Cypher suite TKIP is the security mechanism used in WPA for
encryption.

Authentication Pre-shared key: for the SOHO network environment
without an authentication server.

Pre-shared Select the key type to be used in the Pre-shared Key.

key type

Pre-shared Key Type in the key here.

Group Key The period of tenewing broadcast/multicast key.

Re_Keying
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NAT

Network Address Translation allows multiple users to access the Internet

sharing one public IP.

SMC*

onnect Wizard Z
NAT Settings

Metwark Address Transtation (MAT) allows multple PC's at your homa to access the Intamet through a smgle public
1P agdress of multipe public 1P sddresses

WIRELESS
NAT

Enatle or disable HAT module function: & Gnable ¢ fisable

SAVE SETTINGS |

DIAGNOSTICS

*  Enable or disable NAT module function: select to turn on/turn off
this function.
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Address Mapping

Allows one or more public IP addresses to be shared by multiple internal
users. This also hides the internal network for increased privacy and
security. Enter the Public IP address you wish to share into the Global IP
field. Enter a range of internal IPs that will share the global IP into the
“from” field.

Address Mapping

Network Address Transtay
addresses used in the p
device allows one or mart

NAT) allows 1P addresses used n a private local network to be mapped to one or mare
lobal Intermet. This feature enhances privacy and security of the Iocal natwork. This
< IP addresses to be mapped to poals of local addresses.

WIRELESS

e
1. Public [ﬂ:E E 5 E is mapped to private [Ps

from 192, ms.:.ﬁ tol% ma.z.p
2. Publc [P:' .F .E .E s mapped to prvate [Ps

ROUTING

FIREWALL from 192.368.20  taseaeszl

:Z:P spue bl B B s mapped to prvate s

oons | from 19216820 towezaeaz 71
::;L:s woouie B BB s mapped to private 1P

DIAGNOSTICS from 19z.060.20 rowszaenzl

pubie i B B B is mapped to prvate [Ps

from 192. iGO.Z.rIulEﬂ.l&ﬂ.Z.h_

. Public [P:r.r.r.h_ = mapped to private s

from 192.!os.z.rtulﬂz.1w.z.r =

.
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Virtual Server

If you configure the ADSL router as a virtual server, remote users
accessing services such as web or FTP at your local site via public IP
addresses can be automatically redirected to local servers configured with
private IP addresses. In other words, depending on the requested service
(TCP/UDP port number), the ADSL router redirects the external service
request to the appropriate server (located at another internal IP address).

SMC*

ot Wizard Virtual Server

You can configure this device for the yirtual server feature, so that remote users accessing
the Web ar FTR 3t your local ite via publc 1P addreszes can b automatically redirscted to
configurad with private IP aodresses. [n other wards, B2pending on the requested sarvica (TCP/UDP part
Aumber), this device re 3 the extemnal service request to the Jpprogriate server (located at another
intamnal 1P address). This toal can support port ranges, multipls ports, and combinations of the two.

vices such as
al

For examphe

+ Port Ranges: example 100-150
= Multiple Ports: enample 25,110,80
+ Combination: examgla 75-100,80
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For example, if you set Type/Public Port to TCP/80 (HTTP or web) and
the Private IP/Port to 192.168.2.2/80, then all HTTP requests from
outside users will be transferred to 192.168.2.2 on port 80. Therefore, by
just entering the IP address provided by the ISP, Internet users can access
the service they need at the local address to which you redirect them.

The more common TCP service ports include:
HTTP: 80, FTP: 21, Telnet: 23, and POP3: 110.

A list of ports is maintained at the following link:
http:/ /www.iana.org/assignments/port-numbets.
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ADVANCED SETUP

Special Application

Some applications require multiple connections, such as Internet gaming,
video-conferencing, and Internet telephony. These applications may not
work when Network Address Translation (NAT) is enabled. If you need to
run applications that require multiple connections, use these screens to

specify the additional public ports to be opened for each application.

Special Applications

Sams applications, such & Intemat gaming, video conferencing and Intarnat talophony, requine multipls cannactions
riy. These apalicatans cannot wark whan Network Acdress Translation (NAT) is enabied, If you
that reguirg multiple connections, specify the port nammally associated with the application in

the *Trigger Port” field, salect the protacol type as TCR or UDR, then antar the public ports assoriated with the

b d AL trigger port ba open them for mbound traf

HAT Heta: Tha range of the Trgger am 1 ta GE53E,
,— & Tee el
A © upe I ©upe Lz
ROUTING
A L (=] Lol (=]
FIREWALL S — r
UPnP Cuee I " uoe
Gos 1 & Tcp & TCp
DDNS ' e I  uop t
TOOLS
& 1ep " 1ep |
STATUS * P [ e r
DIAGNOSTICS
L= =1ee
5 [ vop [ © upe E
— & 1ee e
g e I ©upe L
®1cP ® yep
A r
Cuoe I T uoe -
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NAT Mapping Table

This screen displays the current NAPT (Network Address Port
Translation) address mappings.

|l NAT Mapping Table

HAT Mapping Table displays the current address mappngs.

e Jemtocol Juocal 8 Jiocal fort [essuda i Joseuda port [eeer 10 [oear fort |
b |

DIAGNOSTICS
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Routing

These screens define routing related parameters, including static routes and
RIP (Routing Information Protocol) parameters.

Static Route

Static Route Parameter
Please enter the fallowing configurabion parameters.

No Valid Static Route Entry 19}

|

HELP | SAVE SETTNGE | Cancel |

FIREWALL

uPnP

STATUS
DIAGNOSTICS

Parameter Description
Index Check the box of the route you wish to delete or modify.
Network Address Enter the IP address of the remote computer for which

to set a static route.

Subnet Mask Enter the subnet mask of the remote network for which
to set a static route.

Gateway Enter the WAN IP address of the gateway to the remote
network.

Click Add to add a new static route to the list, or check the box of an
already entered route and click Modify. Clicking Delete will remove an
entry from the list.
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RIP

RIP sends routing-update messages at regular intervals and when the
network topology changes. When a router receives a routing update that
includes changes to an entry, it updates its routing table to reflect the new
route. RIP routers maintain only the best route to a destination. After
updating its routing table, the router immediately begins transmitting

routing updates to inform other network routers of the change.

SMC*

nect Wizard RIP Parameter

Please enter the following configuratan parameters

a Ganeral RIP parameter
RiFmode. @ pizable € Enable
Al sumenary F Disabla ¢ Enable
« Table of current interface RIP parametes

e W e el
D Teees] (T3] (O] [Fone 3 |
BB 553 T3 [Gewes] e 3 |
B (et [T [Oeatoz] [Fane = [

DIAGMOSTICS HELP | SAVESETTMGE | CGAMCEL |

Parameter Description

General RIP Parameters
RIP mode Globally enables or disables RIP.

Auto summary If Auto summary is disabled, then RIP packets will
include sub-network information from all sub-
networks connected to the router.

If enabled, this sub-network information will be
summarized to one piece of information covering
all sub-networks.

Table of current
Interface RIP parameter

Interface The WAN interface to be configured.
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Parameter

Description

Operation Mode

Version
Poison Reverse

Authentication Required

Authentication Code

Disable: RIP disabled on this interface.

Enable: RIP enabled on this interface.

Silent: Listens for route broadcasts and updates its
route table. It does not participate in sending route
broadcasts.

Sets the RIP (Routing Information Protocol)
version to use on this interface.

A method for preventing loops that would cause
endless retransmission of data traffic.

None: No authentication.

Password: A password authentication key is
included in the packet. If this does not match
what s expected, the packet will be discarded.
This method provides very little security as it
is possible to learn the authentication key by
watching RIP packets.

MDS5: An algorithm that is used to verify data
integrity through the creation of a 128-bit
message digest from data input (which may
be a message of any length) that is claimed to
be as unique to that specific data as a
fingerprint is to a specific individual.

Password or MD5 Authentication key.
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Routing Table

Routing Table
Lest Roubng Table:

[ 192.168.2.0
= 127001
Flags t € - drectly connacted, S - static, R - R, 1 - ICMP Redirect

DIAGNOSTICS

Parameter Description

Flags Indicates the route status:
C = Direct connection on the same subnet.
S = Static route.
R = RIP (Routing Information Protocol) assigned route.
I =ICMP (Internet Control Message Protocol) Redirect route.

Network Destination IP address.

Address

Netmask The subnetwork associated with the destination.
This is a template that identifies the address bits in the destination
address used for routing to specific subnets. Each bit that corresponds
to a “1” is part of the subnet mask number; each bit that corresponds
to “0” is part of the host number.

Gateway The IP address of the router at the next hop to which frames are
forwarded.

Interface The local interface through which the next hop of this route is
reached.

Metric When a router receives a routing update that contains a new or

changed destination network entry, the router adds 1 to the metric
value indicated in the update and enters the network in the routing
table.
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Firewall

The ADSL router’s firewall inspects packets at the application layer,
maintains TCP and UDP session information including time-outs and the
number of active sessions, and provides the ability to detect and prevent
certain types of network attacks.

Network attacks that deny access to a network device are called
Denial-of-Service (DoS) attacks. DoS attacks are aimed at devices and
networks with a connection to the Internet. Their goal is not to steal
information, but to disable a device or network so users no longer have

access to network resources.

Security Settings (Firewall)

the nsk af hacker
1 requing urmestricted

il This device pravides extan
LAN altack, and gufering
WIRELESS access to the Intem
NAT
ROUTING
FIREWALL
UFnP SAVESETTINGS |
Bos

DDNE

TOOLS

frrawall protection by restnctng connection garamatars to |
a wide amay of common attacks, However, for Jppications
n confiqurs 3 spacific cliant/servar s 3 Demiktanzed Zone (

Enshle or disable Firewall features: T Enable ™ Disable

STATUS
OIAGNOSTICS

The ADSL router protects against the following DoS attacks: IP Spoofing,
Land Attack, Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding.

(For details see page 4-48.)

The firewall does not significantly affect system performance, so we advise
leaving it enabled to protect your network. Select Enable and click the
SAVE SETTINGS button to open the Firewall submenus.
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Access Control

Access Control allows users to define the outgoing traffic permitted or
not-permitted through the WAN interface.

SMC*

UWWLLIAELICIN A\ ccess Control

Access Control allows you to define IP addresses and the traffic types that are permitted or not permitted to access
the Intemet
WARNING: tha eliant 1P must ba mada statie batorn this featurs can he used.

= Enable Filtering Function: & ves T No

« Narmal Filtering Talie (up ko 10 computars )

Cu‘n’mll[\n na filtering rubes have been delined.

Add PC
HELP | SAVESETTMGE | GAMCEL |

DIAGNOSTICS
Parameter Description
Enable Filtering Click Yes to turn on the filtering function.
Function
Normal Filtering Displays a summary of the filtering rules configured.
Table
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ADVANCED SETUP

To add the PC to the filtering table:
1. Click Add PC on the Access Control screen.

2. Define the appropriate settings for client PC services.

3. Click OK and then click SAVE SETTINGS to save your settings.

# Home

Access Control Add PC 1

Thes page allaws Lears to dafing service mitations of ciant PCs, inclusing 10 addrass, sanves typs and schaduling rus
eriteria. Far the URL blocking funetian, you need to canfigure the URL address first on the "URL Blocking Sio® page. For
the scheduling function, you ako read ta configure the schaduing rule first on the *Tima Scheduling Rule® page.

WIRELESS

TS — » Rule Description;

ROUTING
FIREWALL | » Clignt PC P Address: 15 | ]

+ Cliant PC Sarvice:

www HTTR, TCP Port 80, 3128, 8004, B001, 080 r
WWW with URL Blacking HTTP (Ref. URL Blocking Site Page) r
E=mail Sending SMTP, TCP Port 25 r
Mews Forums HNT®, TCR Bort 118 =
E-mail Receiving FOP3, TCP Part 110 r 2
Secure HTTR HTTEE, TCP Port 443 {

pooe- File Transfor FTP, TCP Port 21 (w

STATUS
Telnat Garvica TCO Port 23 r

DIAGNOSTICS

e AWM ACL Instant Messenger, TCP Port 5150 i
HotMaating H.323, TOP Port 1720, 1503 r
ONS. DR Port 53 r
ShMP UDP Port 161, 162 r
VNPT TCP Port 1723 r
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MAC Filter

The ADSL router can also limit the access of hosts within the local area
network (LAN). The MAC Filtering Table allows the ADSL router to enter
up to 32 MAC addresses that are not allowed access to the WAN port.
Please note that this filter only applies to ethernet clients.

l MAC Filtering Table

‘When enabled, this feature imits aCcess to the device to anly MAC adoresses configured = this table, AU other cient
devices will b denied access. This security fealure can support up 1o 32 devices

» MAC Address Control : T vas & No

« MAG Filtering Table {up to 32 computers}

1 | — | — | E— | — | —
2 | | |
3 I I G |
4 T
5 | ) O | O O
e Tl el _Jel_Je T 3al ]
7 [_r_[_,_,_,_
'] I T T WY 7
DIAGNOSTICS 9 | 1 . | = W - S
10 | I T T Y Y
1 | | P | |
12 el __Jel—_Jal___Je___Jeal__]
13 | 153 I 5 WO D ) [ =

*  C(lick Yes to enable, or No to disable this function.

*  Enter the MAC address in the space provided.
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URL Blocking

The ADSL router allows the user to block access to web sites by entering

either a full URL address or just a keyword. This feature can be used to

protect children from accessing violent or pornographic web sites.

WAN

LAN
WIRELESS
HNAT
ROUTING
FIREWALL

TOOLS
STATUS
DIAGNOSTICS

# Home

URL Blocking
Disallowsd Web Sites and Keywards.

¥ou can block accass to cortain Web sites from a particular PC by entenng either a full URL address or just a keyword of
the Web site,

To specify the particular PC, go back to the "Access Control® page and chack the box for "HTTP (Ref. UAL Blocking Sito
Page)’ o the "Chent PC Service” table.

I
B
e W oW e
o
g
=1

site 11 [ Site 26
Site 12 ! Site 27
ste 13 [ Site 20

You can define up to 30 sites here.
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Time Scheduling Rule

You may filter Internet access for local clients based on rules. Each access
control rule may be activated at a scheduled time. Define the schedule on
the Time Scheduling Rule screen, and apply the rule on the Access Control

screen.

SMC

LALICEE Time Scheduling Rule

Thes page defines hime schedulng rule names and activates the schedule for use m the "Access Control® page.

Note: If you want to caver 4 time perad that includes midnight, you will have to Sreate two niles, For exampla, one rds
s from 20:00 to 24:00, and the other is 00:00 to 02:00.

WIRELESS
NAT

T | eooriame ] wecommon | conguo ]

FIREWALL
Currently, no schaduling niles have boen defined.

= Time Bchoduling Rule Tabile (up to 10 rulas)

add scheduling Bule

HELP || SAVE SETTINGS CANCEL
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Follow these steps to add a schedule rule:
1. Click Add Scheduling Rule on the Time schedule rule screen.

2. Define the appropriate settings for a schedule rule.

3. Click OK and then click SAVE SETTINGS to save your settings.

SMC*

LLULLS LIS Edit Scheduling Rule

WAN e 1
‘v_vll:ﬁl.is: commare: [
HNAT
ROUTING Activate Tmme "
R oy D2y T Star v Gy ] ens e v |
Evary Day |_ =|_ |— :l_
Slnday |} .
Manday E B[ i S
Tussday. 1] | =) -
wednesday | | i
Thursday | — [} — i
Friday | T —
Saturday | | Il
DIAGNOSTICS
[ow)]| s
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Intrusion Detection

. Intrusion Detection Feature

Stateful Packet Inspection (SPI) and Anti-DoS firewall protection
(Default: enabled) — The Intrusion Detection Feature of the ADSL router
limits access for incoming traffic at the WAN port. When the SPI feature
is turned on, all incoming packets will be blocked except for those types
marked in the Stateful Packet Inspection section.

RIP Defect (Default: disabled) — If an RIP request packet is not
acknowledged to by the router, it will stay in the input queue and not be
released. Accumulated packets could cause the input queue to fill, causing
severe problems for all protocols. Enabling this feature prevents the
packets from accumulating;

Discard Ping to WAN (Default: disabled) — Prevent a ping on the WAN
port of the ADSL router from being routed to the network.

Fiime Do

Intrusion Detection
‘when the 5P1 (Stateful Packst Inspaction) firewall faaturs is anabled, all packets of 3 specific type can be
bincked. The faature allows full suppart for applications that are wsing dynamic port aumbers. For the applications

checked in the list below, this device will support full operation, if initiated from the local LAN.

o Intrusion Detection Featum

B -
0
« Stateful Packet Inspaction

T -

[ oo

T

T -

.

« When hackers attampt to eater your netwark, you can be alertad by #-mall

Your £-mai Address |

Scroll down to view more information.
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SMC

onnect Wizard
SYSTEM
WAN
LAN
WIRELESS
NAT
ROUTING
FIREWALL

DDNS
TOOLS
sTATUS
DIAGNOSTICS

SMC

onnect Wizard
SYSTEM
WAN
LAN
WIRELESS
NAT
ROUTING
FIREWALL

DDNS

TOOLS
STATUS
DIAGNOSTICS

ADVANCED SETUP

 Home
+ Wihen hackers sttompt to enter your netwark, you can be alertod by o-mail H
Your E«mad address 1|
$MTP Servar dddress |
POPA Server Address i
user name 1
Passward
+ Connuetion Pulicy
Fragmentation half-open wait: I secs
TCR SYN wait; ,“7 BT
17 FIl wait: see. -
TCP connection idke Bmeout: ]m_ .
UES sassion idle timeout: [ sec.
H.323 data channel idle timeout: 180 sec.
= Dof Detect Criteria; x
 Home

uCR session idie timecut: [0 sBC.
H.323 data channel idle timeout: i!EJ sec.

DoS Detect Criteria:

Total incomplete TERAUDR sessions HiGH: [0 session
Total incomplete TCRAIDR sessions LOW: [150 session

Incomplate TERANR sessions (per min) HIGH: IIIII sRssion

Incomplete TCP/UDP sessions (per mn) LOW: I"‘J session

Maximum meomplete TCRAUDP sessons mumber from same hest: 10

Incamglete TEPAUDP sessions detect sensitive time pariod: ET] m

Mauimum half-open fragmantation packet number fram same host: (X0

Half-cpen fragmentaton detect senditive time pevod: (10000 msec,
Flaoding eracker block time: [300 a0,
HELP | SAVESETINGE | GaMgeL |
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+ Stateful Packet Inspection

This is called a “stateful” packet inspection because it examines the
contents of the packet to determine the state of the communications; i.c., it
ensures that the stated destination computer has previously requested the
current communication. This is a way of ensuring that all communications
are initiated by the recipient computer and are taking place only with
sources that are known and trusted from previous interactions. In addition
to being more rigorous in their inspection of packets, stateful inspection
firewalls also close off ports until connection to the specific port is

requested.

When particular types of traffic are checked, only the particular type of
traffic initiated from the internal LAN will be allowed. For example, if the
user only checks “FTP Service” in the Stateful Packet Inspection section,
all incoming traffic will be blocked except for FTP connections initiated
from the local LAN.

Stateful Packet Inspection allows you to select different application types
that are using dynamic port numbers. If you wish to use the Stateful Packet
Inspection (SPI) to block packets, click on the Yes radio button in the
“Enable SPI and Anti-DoS firewall protection” field and then check the
inspection type that you need, such as Packet Fragmentation, TCP
Connection, UDP Session, FTP Service, H.323 Service, or TFTP Service.

*  When hackers attempt to enter your network, we can
alert you by e-mail

Enter your email address. Specify your SMTP and POP3 servers, user

name, and password.
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* Connection Policy

Enter the appropriate values for TCP/UDP sessions as described in the
following table.

Parameter Defaults Description
Fragmentation 10 sec Configures the number of seconds that a packet
half-open wait state structure remains active. When the timeout

value expires, the router drops the unassembled
packet, freeing that structure for use by another

packet.

TCP SYN wait 30 sec Defines how long the software will wait for a
TCP session to synchronize before dropping the
session.

TCP FIN wait 5 sec Specifies how long a TCP session will be
maintained after the firewall detects a FIN
packet.

TCP connection 3600 The length of time for which a TCP session will

idle timeout seconds  be managed if there is no activity.

(1 hout)

UDP session idle 30 sec The length of time for which a UDP session will

timeout be managed if there is no activity.

H.323 data channel 180 sec  The length of time for which an H.323 session

idle timeout will be managed if there is no activity.
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¢ DoS Criteria and Port Scan Criteria

Set up DoS and port scan criteria in the spaces provided (as shown below).

Parameter Defaults Description

Total incomplete 300 Defines the rate of new unestablished sessions
TCP/UDP sessions ~ sessions  that will cause the software to start deleting
HIGH half-open sessions.

Total incomplete 250 Defines the rate of new unestablished sessions
TCP/UDP sessions ~ sessions  that will cause the software to szgp deleting half-
LOW open sessions.

Incomplete 250 Maximum number of allowed incomplete

TCP/UDP sessions ~ sessions  TCP/UDP sessions per minute.
(per min) HIGH

Incomplete 200 Minimum number of allowed incomplete
TCP/UDP sessions ~ sessions  TCP/UDP sessions per minute.
(per min) LOW

Maximumincomplete 10 Maximum number of incomplete TCP/UDP
TCP/UDP sessions sessions from the same host.

number from same

host

Incomplete 300 Length of time before an incomplete
TCP/UDP sessions msec TCP/UDP session is detected as incomplete.
detect sensitive time

period

Maximum half-open 30 Maximum number of half-open fragmentation
fragmentation packet packets from the same host.

number from same

host

Half-open 10000 Length of time before a half-open
fragmentation detect msec fragmentation session is detected as half-open.
sensitive time period

Flooding cracker 300 Length of time from detecting a flood attack to
block time second blocking the attack.

Note: The firewall does not significantly affect system performance, so
we advise enabling the prevention features, and leaving them at the
default settings to protect your network.
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DMZ

If you have a client PC that cannot run an Internet application properly
from behind the firewall, you can open the client up to unrestricted
two-way Internet access. Enter the IP address of a DMZ (Demilitarized
Zone) host on this screen. Adding a client to the DMZ may expose your
local network to a variety of security risks, so only use this option as a last
resort.

SMC*

nneet Wizard

DMZ {Demilitarized Zone})

1f you have a local chent PC that cannot run an Intemet appication preperly from behind the NAT firewall, then you

©dn open thi chent up 1o unrestrcled Two=way Intemet Jocess by definng & Virtual DMZ Host. You can defing one

DOMZ hast far each public 18 address that you have (usually only ona).

WIRELESS

NAT Enable OMZ:  Cyes & No

ROUTING

FIREWALL To use the DMZ, you must et 3 static [P Jddress for that PC. DMZ should be used only 25 3 last resort, when you
cannat usa Virtual Servar or Special Applcation fram the NAT menu. Guan then, you should deable CMZ immediataly

after the session for which you had to enable it

Public IP Address Cliunt PE 1P Address

1. 0000 w?.lhﬁ.?.h_

2 F b _.F_.g wze02fi

s B .F F F wesezf

« B P LB B wease2f
= s F . F B B w2802l
YT - F .F F P waaezf
O - F _F _F . F weasezf

« F _.F .F .F w2602

_HELP || SAVESETTNGS | camceL |
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UPnP

The Universal Plug and Play architecture offers pervasive peer-to-peer
network connectivity of PCs of all form factors, intelligent appliances, and
wireless devices. UPnP enables seamless proximity network in addition to
control and data transfer among networked devices in the office, home

and everywhere within your network.

SMC

M Home B Logout

annect Wizard : :
= UPNP {Universal Plug and Play) Setting

Tha Universal Plug and Play architecture offers pervasive peer-to-peer network connectivity of PCs of all farm
factors, inteligent appsances, and wireless dovces. UPH® enables seamiess proxmity netwark in addition 1o contrel
and data transfer among natwarked devices in the home, affice and everywhers in betwasn,

n & Enahla € Dizable

DIAGNOSTICS

UPnP allows the device to automatically:
*  join a network
*  obtain an IP address

*  convey its capabilities and learn about the presence and capabilities of
other devices.

Check the Enable option to activate the function.
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ADVANCED SETUP

The QoS (Quality of Service) function allows you to differentiate traffic
types and provide high-priority forwarding service for applications such as

VoIP or gaming,

QoS Settings

WIRELESS
NAT
ROUTING
FIREWALL * Dui

The tabe
define the

UPnP

* Enabie or Disabie Qo

s © Fnabis Disabls

 Home ©

Tha handwidth gap betwean LAN and WAN may significantly degeads parformanss of critical netwark: applications,
such as VolP, gaming, and VPN, This QoS function allows users to classify traffic by its priority and mark it with
differantiated services (Diffsary) flag

Bandwidth Allocation

Name Description Protity e
BE Bergt Effort forwanding Lowest ﬁ % M
AFln nssured Forwarding, provides . b = =3
DIAGNOSTICS | s g A - = =
2. Within nach & i
&F3y  an IR packet can be assigned o F
ang of threa differant levels of
APty drop precedence. High F % v
g b B
BF o Jhtac and low loss deieary  HiabEst - E
of packets,
HeLP |[Apply] comcer |
Parameter Description
Enable or disable QoS Check to enable or disable this function.

module function
Diffserv Forwarding Groups
BE

AF1x
AF2x
AF3x
AF4x
EF

Best Effort forwarding, set the percentage for this

type od Qos.

Set the percentage for four different types of

Assured Forwarding.

Expedited Forwarding, is intended to provide low
delay, low jitter and low loss delivery of packets.
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Traffic Mapping

Use this screen to classify traffic into Diffserv forwarding groups and

outgoing VCs.

Traffic Mapping

Up to 16 ndes can be defined to classify traffic into Diffserv forwardng groups and outgaing Yis.

Mo Traffic Mapping vras detined, all traffic is mapped to BE

Add praffic class

DIAGNOSTICS

Click Add traffic class to add a new rule for traffic class.

B Home @ Logout

l Edit Traffic Class
Thes page 18 for user to specify a classly rue. Frst, define the class by the traffic type and the local and remote

addrasses. Then sot the Diffsery forwardng group thes class is mapped to, Finally, seloct the outgoing VC that traffic of
this elass would be routsd to

—
[y =] | svaeecoees |

BE =
Remark DSCP as | BE [O00000) ']

(the frst & bits of IP TOS field)
By Routing =

DIAGHOSTICE Help Cancel

4-56



ADVANCED SETUP

Traffic Statistics

This screen shows the WAN outbound traffic statistics of all the Diffserv
forwarding groups in the last 12 hours.

o =

sct Wizard Traffic Statistics W

Thiz page shows the WAN outbound traffic statistics of all the Diffsery forwardng groups in the last 12 howrs,

Poraran Avarage sant byte/sar
WIRELESS Eahavior 5 mn 1 hour & hour 12 hour
NAT BE n [ o [
ROUTING G = o o "
FIREWALL
arze o a [ a
URnF
BFE o o o o
Ak ] a o a
i 0 a 0 [
Farwardg Average drooped bytefsec
Bohavioe smin 1 hour & haur 12 haur
DIAGNOSTICS e o P P B
aF1d o (1] 1] o
BFFe o a o o
a3 0 a o a
AR o L o o
F a a o a

HELP | Rufesti | _

Click Refresh to renew the list.
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DDNS

Dynamic Domain Name Service (DDNS) provides users on the Internet
with a method to tie their domain name to a computer or server. DDNS
allows your domain name to follow your IP address automatically by
having your DNS records changed when your IP address changes.

SMC

ct Wizara _ =
DDNS (Dynamic DNS) Settings

Dynamic DNS provides wsers an the Intemet a mathad ta tie therr fixed domain name(s) to ther dynamicaly assigned
1P when this feature = enabled, ths device will automatically update your DONS records whenever [#
atErass changes.

 Enatile & Disablo
DynDNS. org =

20 com

DIAGNOSTICS

HELP |[ SAVESETTINGS || CANCEL |

This DDNS feature is powered by:
*  DynDNS.org
e  TZO.com

With a DDNS connection you can host your own web site, email server,
FTP site, and more at your own location even if you have a dynamic IP
address.

4-58



ADVANCED SETUP

Tools

Use the Tools menu to backup the current configuration, restore a
previously saved configuration, restore factory settings, update firmware,
and reset the ADSL router.

Configuration Tools

Configuration Tools

Use the "Backup® taol to save this device's cumant confiquration to 3 fa named *backup.bin® on your AC. Yau ean
then use the "Restore® tool 1o restore the saved configuration to this device.  Alv tively, you can use the
"Rastars to Factory Defaults® tood to force this device to restare the arignal factory settings

WIRELESS
NAT  Bach
ROUTING €

FIREWALL on

*  Backup allows you to save the ADSL router’s configuration to a file.

*  Restore can be used to restore the previously saved backup
configuration file.

*  Restore to Factory Defaults resets the ADSL router back to the
original settings.

Choose a function and click Next.
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Firmware Upgrade

Use this screen to update the firmware or user interface to the latest

versions.

1. Download the upgrade file from the SMC web site first, and save it to
your hard drive.

2. In the Firmware file field, click “Browse...” to look for the
downloaded file. Click BEGIN UPGRADE.

3. Check the Status screen Information section to confirm that the

upgrade process was successful.

l Firmware Upgrade

Thes toal akaws you to upgrade this device's firmware locally. This device is also capable af being managed ramataly, by
the service provider

Note: Pleass contact your Intemet Sarvice Provider, prior to upgrading your fimmware

ntor the path and name, or brawse to the lcaticn, of the upgrado fls then click the BEGIN UPGRADE button. You wil
be prompted to canfirm the upgrads to compete the process,

e oo |

HEL® | BEGmuPcRapE | cancel |
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ADVANCED SETUP

Reset

Click REBOOT ROUTER to reset the ADSL router. The reset will be
complete when the power LED stops blinking.

Reset

In the event that the system stops responding comactly o in some way stops functioning, you can perform a2
raget, Your settings will nat ba changed. Ta perfarm the reget, chek on the REACOT ROUTER button beiow. Yau
WIRELESS wil be asked to confirm your decision, The reset will be complate when the pawer light stops binking

HNAT

ROUTING HELP | REBOOTROMTER | CAMCEL
FIREWALL

UPnP

oS

DDNS

If you perform a reset from this screen, the configurations will not be
changed back to the factory default settings.

Note: If you use the Reset button on the back panel, the ADSL router
performs a power reset. If the button is pressed for over five
seconds, all the LEDs will illuminate and the factory default
settings will be restored.

4-61



CONFIGURING THE ADSI. ROUTER

Status

The Status screen displays WAN/LAN connection status, firmware, and
hardware version numbers, illegal attempts to access your network, as well
as information on DHCP clients connected to your network. The security

log may be saved to a file by clicking “Save” and choosing a location.

Status

fou can use the Status screen to T8 the connection status for this device's WAN/LAN nterfaces, firmware and
hardware version numbers, ADSL ling information, sny ibegdd attempts 1o access your network, 25 wel 25 information
an 3l DHCR clisnt BCs curmantly connactad to your natwark

Currant Time: 00/01 /2003 D5:25:40 am
Uptimu: Day 00, 05:25:48

WAN LA Router
ADSL:  Physical Down P Address: 152.168.2.1 Numbers of OHCP Chents: § 71
Subinet Mask: 255.256.285.0 funtion®: Coda Vorsion:
DHCP Garver: Enabied 0.72 (Jan 31 2000 14:36:09)
Firgwal: Disabled Boot Code Version: 0.74.0
‘wirslass: Enablad ADSL Madem Code Varsion;

07.03.01.014%
LAN MAC Addross:
Wireless MAC Ads
20-40

WAN MAC Address: 00-D§-D3-06-30-
ac

Hardware Version: 01

Senial Num:; 0B-82500039-W

00-06-03-06-30-48
58: 00-06-DI-0D6~

ATM PVC
L. |

Scroll down to view more information.
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ADVANCED SETUP

ATH PVC

Encapsulation
WIRELESS ot
NAT Adtiass
ROUTING
FIREWALL Gateway

URnF Brimary NS

Secondary ONS

Disconsect | Cnnuﬂ“l. ) |

DIAGNOSTICS ADSL Status Information:
« Status -
L configured |
ne Status e, QUIETL
Lirk Type - Fast Path
= Data Rate
Up Stream 0 i{kbps.)
Down Stream Oikbos.)
s Operabon Data / Defect Indcabon:
| Downstream |
# Home
ADSL Status Information:
= Status
| corfigurad ]
=5 Lne Status - QUIETL
WIRELESS Link Typs £ Fast Path
NAT
ROUTING = Data Rate:
FIREWALL
Up Stream 0 iKbgs.)
Down Stream O {kbps.)
= Opgration Data [/ Defect Indication:
|___Downstraam |
Raise Margin 0da ode
Attenuabion oan adB
| tear End indicator | Far £nd Indeator |
Fast Path FEC Correction o o
Irtednavnd Path FEC Comaction o o
Fast Path CRC Error ] o
Intarleavad Path CRC Frmor o 1]
Lass of Signal Defece o
Fast Path HEC Grror o o 1
Intarinaved Path HEC Ermar L] [t}

= Statistics:
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[Fast Path FEC Correction
Irtereaved Path FEC Correction
Fast Path CRE Grror
Intorleaved Path CAC Error
Lass of Signal Defect
Fast Path HEC Error
Interlgaved Path HEC Eror

cooococol
colesocs

* Stabisbes:

L Treewedces

Security Log DHCP Client Log
Weew any attempls that have been made Lo gain access  View milormatan on LA DHCP clients currently linked te
16 your ABtwork. the router.
06/01/2003 152.260.2.2 loa ip=192.160.2.2 mac-00-L0-23-B0-07 =]
oes01/2008 Usex frow 192. 1p=192 ., 166.2.3  @ace00-13-02-11-30
oy e 2003 $2.160.2.2 lo 1pe192.160.2.4  mAcsO0-10-TI-£0-09
oBs01/2003 User frem 193, 1p=192.168.2.5  mam=00-16-EF-BF-53
om/ 03 /20038 sending ACK Lo =192, 186, 2.6 mace00-1C-10-01-FK
08/01/2003 152 168.2.2 lo
0B/03/2003 Uper from 192.
ons02/2002 sending ACK to
oeso1/2003 sending OFFER

Af |

lI I
Son] oo e |

bl
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ADVANCED SETUP

Diagnostics

The diagnostics screen provides a quick view for you to troubleshoot the

connection status for LAN ports, WAN port, and Internet access.

Diagnostics

: /A
55 LaNZ: Nf& Link Down
WIRELESS  [yerse. ARP Takiln
NAT |LANS: 100 Mbps Ful-Duplex unk up
ROUTING
FIREWALL

5L

| PROAE Servar

whysical Down Rescan
[Rer]

u Lregers

|Ping Gateway | Gateway 1= PODD Pirg
|15t ONS 1P= 0.0.0.0
158 DNS
qumey sstons |0 R B P ———————— Gusty
|2nd DNS 1P= 0.0.0.0
| ey ZRd DNE | Crogry
|Ping a server  Wost wame: [ )

Dragrnse Again 1
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Finding the MAC address of a Network
Card

Windows 2000/XP

Click Start/Programs/Command Prompt. Type “ipconfig /all” and press
“ENTER”.

The MAC address is listed as the “Physical Address.”

Macintosh

Click System Preferences/Network.

The MAC address is listed as the “Ethernet Address” on the TCP/IP tab.

Linux

Run the command “/sbin/ifconfig.”

The MAC address is the value after the word “HWaddr.”
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APPENDIX A

TROUBLESHOOTING

This section describes common problems you may encounter and possible

solutions to them. The ADSL router can be easily monitored through

panel indicators to identify problems.

Troubleshooting Chart

Symptom

Action

LED Indicators

Power LED is
Off

Check connections between the ADSL router,
the external power supply, and the wall outlet.

If the power indicator does not turn on when the
power cord is plugged in, you may have a
problem with the power outlet, power cord, or
external power supply. However, if the unit
powers off after running for a while, check for
loose power connections, power losses, or
surges at the power outlet.

If you still cannot isolate the problem, then the
external power supply may be defective. In this
case, contact Technical Support for assistance.
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TROUBLESHOOTING

Troubleshooting Chart

Symptom

Action

LED Indicators

Link LED is Off

Verify that the ADSL router and attached device
are powered on.

Be sure the cable is plugged into both the ADSL
router and the corresponding device.

Verify that the proper cable type is used and that
its length does not exceed the specified limits.

Be sure that the network interface on the
attached device is configured for the proper
communication speed and duplex mode.

Check the adapter on the attached device and
cable connections for possible defects. Replace
any defective adapter or cable if necessary.

Network Connection Problems

Cannot ping the
ADSL router
from the
attached LAN

3

Verify that the IP addresses are properly
configured. For most applications, you should
use the ADSL router’s DHCP function to
dynamically assign IP addresses to hosts on the
attached LAN. However, if you manually
configure IP addresses on the LAN, verify that
the same network address (network component
of the IP address) and subnet mask are used for
both the ADSL router and any attached LAN
devices.

Be sure the device you want to ping (or from
which you are pinging) has been configured for
TCP/IP.
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TROUBLESHOOTING

Troubleshooting Chart

Symptom Action

Management Problems

Cannot connect *  Be sure to have configured the ADSL router
using the web with a valid IP address, subnet mask, and default
browser gateway.

*  Check that you have a valid network connection
to the ADSL router and that the port you are
using has not been disabled.

*  Check the network cabling between the
management station and the ADSL router.

Forgot or lost *  Press the Reset button on the rear panel (holding
the password it down for at least five seconds) to restore the
factory defaults.
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Troubleshooting Chart

Symptom

Action

Wireless Problems

A wireless PC
cannot associate
with the ADSL

router.

Make sure the wireless PC has the same SSID
settings as the ADSL router. See “Channel and
SSID” on page 4-26.

You need to have the same security settings on
the clients and the ADSL router. See “Security”
on page 4-28.

The wireless
network is often
interrupted.

Move your wireless PC closer to the ADSL
router to find a better signal. If the signal is still
weak, change the angle of the antenna.

There may be interference, possibly caused by a
microwave ovens or wireless phones. Change
the location of the interference sources or of the
ADSL routet.

Change the wireless channel on the ADSL
router. See “Channel and SSID” on page 4-26.

Check that the antenna, connectors, and cabling
are firmly connected.

The ADSL
router cannot be
detected by a
wireless client.

The distance between the ADSL router and
wireless PC is too great.

Make sure the wireless PC has the same SSID
and security settings as the ADSL router. See
ADSL router. See “Channel and SSID” on
page 4-26 and “Security” on page 4-28.
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APPENDIX B
CABLES

Ethernet Cable

Caution: DO NOT plug a phone jack connector into any RJ-45 port.
Use only twisted-pair cables with RJ-45 connectors that
conform with FCC standards.

Specifications
Cable Types and Specifications
Cable Type Max. Length Connector
10BASE-T Cat. 3,4, 5 100-ohm UTP | 100 m (328 ft) RJ-45
100BASE-TX | Cat. 5 100-ohm UTP 100 m (328 ft) RJ-45

Wiring Conventions
For Ethernet connections, a twisted-pair cable must have two pairs of
wires. Each wire pair is identified by two different colors. For example,
one wire might be red and the other, red with white stripes. Also, an RJ-45
connector must be attached to both ends of the cable.
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CABLES

Each wire pair must be attached to the RJ-45 connectors in a specific
orientation. The following figure illustrates how the pins on an Ethernet
RJ-45 connector are numbered. Be sure to hold the connectors in the same

orientation when attaching the wires to the pins.

-

=

8
1

Figure B-1. RJ-45 Ethernet Connector Pin Numbers

RJ-45 Port Connection

Use the straight-through CAT-5 Ethernet cable provided in the package to
connect the ADSL router to your PC. When connecting to other network
devices such as an Ethernet switch, use the cable type shown in the
following table.

Attached Device Port Connecting Cable Type
Type

MDI-X Crossover

MDI Straight-through
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ETHERNET CABLE

Pin Assignments

With 100BASE-TX/10BASE-T cable, pins 1 and 2 are used for
transmitting data, and pins 3 and 6 for receiving data.

RJ-45 Pin Assignments

Pin Number Assignment!

1 Tx+
2 Tx-
3 Rx+
6 Rx-

1: The “+” and “-” signs represent the polarity of the wires
that make up each wire pair.

Straight-Through Wiring
If the port on the attached device has internal crossover wiring (MDI-X),
then use straight-through cable.

Straight-Through Cable Pin Assignments
End 1 End 2
1 (Tx+) 1 (Tx+)
2 (Tx-) 2 (Tx-)
3 (Rx+) 3 (Rx+)
6 Rx) 6 (Rx)
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Crossover Wiring
If the port on the attached device has straight-through wiring (MDI), use

crossover cable.

Crossover Cable Pin Assignments
End 1 End 2
1 (Tx+) 3 Rxt)
2 (Tx) 6 Rx)
3 Rx+) 1 (Tx+)
6 (Rx) 2 (Tx)
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APPENDIX C
SPECIFICATIONS

Physical Characteristics

Ports
Four 10/100Mbps RJ-45 Ports
One ADSL RJ-11

ADSL Features

Supports DMT line modulation

Supports Annex A Full-Rate ADSL: up to 8 Mbps downstream, up to
1 Mbps upstream (G.992.1 &T1.413, Issue 2)

Supports G.Lite ADSL: up to 1.5 Mbps downstream, up to 512 Kbps
upstream

Supports ADSL2/2+: up to 24Mbps downstream, up to 1Mbps upstream

Dying GASP support

ATM Features

RFC1483 Encapsulation (IP, Bridging and encapsulated routing)
PPP over ATM (LLC &VC multiplexing) (RFC2364)

Classical IP (RFC1577)

Traffic shaping (UBR, CBR)

OAM F4/F5 support

PPP over Ethernet Client

Management Features

Firmware upgrade via WEB Based Management
WEB Based Management (configuration)

Power Indicators

Event and History logging

Network Ping
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SPECIFICATIONS

Security Features

Password protected configuration access
User authentication (PAP/CHAP) with PPP
Firewall NAT NAPT

VPN pass through

LAN Features

IEEE 802.1D (self-learning transpatrent Bridging)

DHCP Server

DNS Proxy

Static Routing, RIPv1 and RIP

Applications

Netmeeting, ICQ, Real Player, QuickTime, DialPad, PC Anywhere, Telnet,
SNTP, NNTP

Modulation Type
OFDM, CCK

Operating Channels IEEE 802.11b compliant:
11 channels (US, Canada)

13 channels (ETSI)

14 channels (Japan)

Operating Channels IEEE 802.11g compliant:
11 channels (US, Canada)

13 channels (ETSI)

13 channels (Japan)

Environmental

Temperature: IEC 68-2-14

0 to 40 degrees C (Standard Operating)
-20 to 70 degree C (Non-operation)
Humidity: 10% to 95% (Noncondensing)

Vibration: IEC 68-2-36, IEC 68-2-6
Shock: IEC 68-2-29
Drop: IEC 68-2-32



SPECIFICATIONS

Dimensions
159.3 x 133.4 x 32.1 (mm)

Weight
290 g

Input Power
12V1A

IEEE Standards

IEEE 802.3, 802.3u, 802.11g, 802.1D
ITU G.dmt

ITU G.Handshake

ITU T.413 issue 2 - ADSL full rate

Standards Conformance Electromagnetic Compatibility
CE

R&TTE

ETSI

FCC part 15 Class B

FCC part 68

RoHS

Safety
EN 60950-1 & IEC 60950-1

Internet Standards
RFC 826 ARP

RFC 791 IP

RFC 792 ICMP

RFC 768 UDP

RFC 793 TCP

RFEC 783 TFTP

RFC 1483 AAL5 Encapsulation
RFC 1661 PPP

RFC 1866 HTML

RFEC 2068 HTTP

RFC 2364 PPP over ATM
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