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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is
specifically designed for Small Office and Home Office needs. It provides a complete SOHO solution
for Internet surfing, and is easy to configure and operate even for non-technical users. Instructions for
installing and configuring this product can be found in this manual. Before you install and use this
product, please read this manual carefully for fully exploiting the functions of this product.

Functions and Features

Router Basic functions

I Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.
I  WAN typesupported
The router supports some WAN types, Static, Dynamic, PPPoE , PPTP , and Dynamic IP
with Road Runner.
1 Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.
I DHCPserver supported
All of the networked computers can retrieve TCP/IP settings automatically from this product.
I  Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet
Explorer.
1  Virtual Server supported
Enable you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.
1 User-Definable Application Sensing Tunnel
User can define the attributes to support the specia applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then this
product can sense the application type and open multi-port tunnel for it.
I DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when
special application sensing tunnel feature is insufficient to allow an application to function
correctly.
1 Satisticsof WAN Supported

Enables you to monitor inbound and outbound packets

Wirelessfunctions



1 High speed for wirelessLAN connection
Up to 54Mbps data rate by incorporating Orthogona Frequency Division Multiplexing
(OFDM).
I Roaming
Provides seamless roaming within the IEEE 802.11b (11M) and |IEEE 802.11g (54M)
WLAN infrastructure.
1 |EEE 802.11b compatible (11M)
Allowing inter-operation among multiple vendors.
1 |EEE 802.11g compatible (54M)
Allowing inter-operation among multiple vendors.
1 Autofallback
54M, 48M, 36M, 24M, 18M, 12M, 6M data rate with auto fallback in 802.11g mode.
11M, 5.5M, 2M, 1M data rate with auto fallback in 802.11b mode.

Security functions

1 Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the I P address of the source
and destination.
1 Domain Filter Supported
Let you prevent users under this device from accessing specific URLSs.
1 URL Blocking Supported
URL Blocking can block hundreds of websites connection by simply a keyword.
1 VPN Pass-through
The router also supports VPN pass-through.
1 802.1X supported
When the 802.1X function is enabled, the Wireless user must authenticate to this router first
to use the Network service.
1 Support WPA-PSK and WPA
When the WPA function is enabled, the Wireless user must authenticate to this router first to
use the Network service
1 SPI Mode Supported
When SPlI Mode is enabled, the router will check every incoming packet to detect if this
packet isvalid.
1 DoSAttack Detection Supported
When this feature is enabled, the router will detect and log the DoS attack comes from the

Internet.



Advanced functions

System time Supported

Allow you to synchronize system time with network time server.
E-mail Alert Supported

The router can send itsinfo by mail.

Dynamic dns Supported

At present,the router has 3 ddns.dyndns, TZO.com and dhs.org.
SNMP Supported

The router supports basic SNMP function.

Routing Table Supported

Now, the router supports static routing.

Schedule Rule supported

Customers can control some functions, like virtual server and packet filters when to access or

when to block.

Other functions

1 UPNP (Universal Plug and Play)Supported

The router aso supports this function. The applications: X-box, Msn Messenger.

Packing List
I  Wireless broadband router unit
1 Installation CD-ROM
1 Power adapter
I CAT-5UTP Fast Ethernet cable



Chapter 2 Hardware Installation

2.1 Panel L ayout
2.1.1. Front Panel

Figure 2-1 Front Panel

LED:
LED Function Color Satus Description
PmNer . . . .
POWER | = Green On Power is being applied to this product.
indication
System
M1 status Green Blinking | M1lisflashed once per second to indicate system isalive.
indicators
WAN port On The WAN port is linked.
WAN o Green
activity Blinking | The WAN port is sending or receiving data.
_ Wireless o i o o
Wireless o Green Blinking | Sending or receiving data viawireless
activity
An active station is connected to the corresponding LAN
Link/Act. On
Link status | Green port.
1~-4
Blinking | The corresponding LAN port is sending or receiving data.
Datais transmitting in 100Mbps on the corresponding
10/100 | DataRate | Green On
LAN port.




2.1.2. Rear Panel

Ports:

Port
PWR
WAN

Port 1-4

Reset

Figure 2-2 Rear Panel

Description
Power inlet

the port where you will connect your cable (or DSL) modem or
Ethernet router.

the ports where you will connect networked computers and other

devices.

To reset system settings to factory defaults



2.2 Procedurefor Hardware | nstallation

2. Decide whereto place your Wireless Broadband Router
You can place your Wireless Broadband Router on a desk or other flat surface, or you can mount it
on awall. For optimal performance, place your Wireless Broadband Router in the center of your
office (or your home) in alocation that is away from any potential source of interference, such asa

metal wall or microwave oven. This|ocation must be close to power and network connection.
2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one
of the LAN ports of this product.

b. Wireless LAN connection: locate this product at a proper position to gain the best transmit

performance.

Existing
Connaction

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet
backbone. Figure 2-3 illustrates the WAN connection.
4. Power on

Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators M1 will be
lighted ON for about 10 seconds, and then M1 will be flashed 3 times to indicate that the self-test
operation has finished. Finally, the M1 will be continuously flashed once per second to indicate
that this product isin normal operation.




Chapter 3 Network Settings and Software | nstallation

To use this product correctly, you have to properly configure the network settings of your computers
and install the attached setup program into your M'S Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Networ k Settings of Your Computer

The default IP address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to

Appendix A to configureit. For example,

1. configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,

2. configure your computers to load TCP/IP setting automatically, that is, via DHCP server of
this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows 95 platforms. First, execute the ping command
ping 192.168.123.254
If the following messages appear:
Pinging 192.168.123.254 with 32 bytes of data:
Reply from 192.168.123.254: bytes=32 time=2ms TTL =64
a communication link between your computer and this product has been successfully established.
Otherwise, if you get the following messages,
Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.
There must be something wrong in your installation procedure. You have to check the following items
in sequence:
1. Isthe Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.



Chapter 4 Configuring Wireless Broadband Router

This product provides Web based configuration scheme, which is, configuring by your Web browser,
such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS
Windows, Macintosh or UNIX based platforms.

Wireless LAN
‘\ 5}'
>
Deskion PG f*"\.r” "\
—z [ vy _{ |I‘ItErI'IEl'J
A i Wireless Router \,_,A_,/
S
Fast Ethernet
| | |
S T
o .
Windows I man Unix-like
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4.1 Sart-upand Login

Administrator's hMain

Menu System Status
Item WAN Status Sidenote
Eemaring Lease Time 00:00:00 Renew |
+ Basic Setting
IP Address 0.0.0.0
¥ i [l e Subnes Mask 0.0.0.0
+ Security Setting Gateway 0.0.0.0
+ Advanced Setting Dotnam Name Server 0.0.00
+ Toolbox
e Item Peripheral Status Sidenote
Printer Wot ready
Statistics of WA Inhound Cuthound
Octects 0 0
Unicast Packets 0 0
Meon-unicast Packets 0 0
Wiew Log.. Clients List | Help | Refresh |

Drevice Time: Thu Oct 09 00:02:25 2003

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for IE)
field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general users and for system administrator.

To log in as an administrator, enter the system password (the factory setting is ”admin”) in the
System Password field and click on the Log in button. If the password is correct, the web appearance
will be changed into administrator configure mode. As listed in its main menu, there are severa

options for system administration.
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http://192.168.123.254

4.2 Satus

Adminisirator's Main

Menu System Status
Item WAN Status Sidenote
Eemaining Lease Time 00:00:00 Renew |
+ Basic Setting
TP Address 0.0.0.0
< Ve i ol Subnet Mask 0.0.0.0 |
Gateway 0000
+ Advanced Setting Dotnain Mame Server 0.0.00
+ Toolhox
e | Ttem | Peripheral Status | Sidenote
| Printer | Mot ready |
Statistics of WAN Inhound Outhound
Cictects 0
|Unicast Packets | 0 |
|Non—1micast Packets | 0 |
iew Log... Clients List... | Help | Refresh |

Device Time: Thu Cet 02 00:02:29 2003

This option provides the function for observing this product’s working status:

A. WAN Port Status.
If the WAN port is assigned adynamic | P, there may appear a “Renew” or “Release” button

on the Side note column. You can click this button to renew or release |P manually.

B. Statistics of WAN: enables you to monitor inbound and outbound packets

12



4.3 Wizard

Administrator's Main
Menu

1 Setup Wizard

+ Basic Setting

+ Forwarding Rules

+ Security Setting

+ Advanced Setting

Setup Wizard will gude you through a basic confipuration procedure step by step.
+ Toolhox

Mext= |

Setup Wizard will guide you through a basic configuration procedure step by step. Press  ”Next >”
A dministrator's Main
Menu
Setup Wizard - Select WAN Type

. . O ISP assigns vou a static IP address. (Static [P Address)
+ Basic Setting

+ Forwarding Rules & Obtain an IP address from ISP automatically. (Dynamic IP Address)

+ Security Setting . ) .
O Dynatnic [P Address with Eoad Runner Session Management. (e.g Telstra

+ Advanced Setting BigPond)

—_— s

+ Toolhox

- O Some [5Ps require the use of PPPoE to connect to thei services. (PPP over
Log out
Ethernet)

" Some ISPz require the use of PPTP to connect to thewr services. (PPTP)

< Back | Undo | Mext =

Setup Wizard - Select WAN Type: For detail settings, please refer to 4.4.1 primary setup.
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4.4 Basic Setting

Administrator's Main
Menu

Basic Setting

* Primary Setup
+ Basic Setting - Configure LAN IF, and select WAN type.
+ Forwarding Rules * DHCP Server
7 et - The settings include Host IF, Bubnet Mask, Gateway, DN3, and WIN3
+ Security Setting configurations.
+ Advanced Setting * Wireless

- Wireless settings allow you to configure the wireless configuration items.
+ Toolbox 8 ¥ 8 B

* Change Password
- Allow youto change system password,

4.4.1 Primary Setup — WAN Type, Virtual Computers

Avdvhndidshrator®s RTatn
ATeum Trimary Setup

LT Hellang

FTATTTE Sdilraus 122 €0.120.254|
L e Dgramic TP Addlness  Chanca.

B ITost Farme | top bl
AT RO Aechpns (TNE NS PR T Mestara ML
F Broire F S oraee ™ Pl oains racrarsacy )

+ Furwaniling Rulr« | H:M:I 1 I I el el 2l e | =p |

+ Yenmity Beting

1 sdvanced Setting

+ Tollns
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Press “Change”

Avdmuirisicalec’s Blain

Chioose YwAD Lype

Iyvpe Lsage

i Sl TR Sodilrans TEP e e e sl e T wchess

= Traoanc TP Achess Ui i T sdlrans Fon TR s s

i T TR fechess il e d B Be oo Wi e 2 Tl R onl!

[ = e R Akl Son e AP ampme e use T FFHOE L wmne a1 =
b ey e

i T Son 2 T3P ke he wse 7T w2l e Lem
e ey

= Furwsirling, Bl

—
— Neruriry S erting S| conee |

Advauced Sottiug

= TimThims

This option is primary to enable this product to work properly. The setting items and the web
appearance depend on the WAN type. Choose correct WAN type before you start.

1. LAN IPAddress: thelocal IP address of this device. The computers on your network must use the
LAN IP address of your product astheir Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:
A. Static IPAddress: ISP assigns you a static |P address.
Dynamic IP Address. Obtain an IP address from ISP automatically.
Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)

PPP over Ethernet: Some | SPs require the use of PPPOE to connect to their services.

m o O @

PPTP: Some | SPs require the use of PPTP to connect to their services.

4.4.1.1 Satic IPAddress

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP.
4.4.1.2 Dynamic IPAddress

1.  Host Name: optional. Required by some I SPs, for example, @Home.

15



2.

Renew |P Forever: this feature enables this product to renew your |P address automatically when

the lease time is expiring-- even when the system isidle.

4.4.1.3 Dynamic |PAddress with Road Runner Session Management.(e.g. Telstra BigPond)

1

LAN IPAddressisthe IP address of this product. It must be the default gateway of your

computers.

WAN TypeisDynamic IP Address. If the WAN type is not correct, change it!

Host Name: optional. Required by some ISPs, e.g. @Home.

Renew P Forever: this feature enable this product renews | P address automatically when the

lease time is being expired even the system isin idle state.

4.4.1.4 PPP over Ethernet

1 PPPOE Account and Password: the account and password your ISP assigned to you. For security,
this field appears blank. If you don't want to change the password, leave it empty.
2. PPPoE Service Name: optional. Input the service name if your ISP reguiresit. Otherwise, leave
it blank.
3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPOE session.
Set it to zero or enable Auto-reconnect to disable this feature.
4, Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most
common
MTU valueis 1492.
44.15PPTP
1. My IPAddress and My Subnet Mask: the private | P address and subnet mask your | SP assigned
to you.
2. Server IPAddress: the |P address of the PPTP server.
3. PPTPAccount and Password: the account and password your |SP assigned to you. If you don't
want to change the password, keep it empty.
3. Connection ID: optional. Input the connection ID if your ISP requiresit.
4.,  Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

16



enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

connect to | SP automatically, after systemis restarted or connection is dropped.

Adoninisicaler's Main
Den Frirmury Selup
Irem % BTHING
AN T b faziic 2oz
T R FRTF -'arie.. |
B Iy IF Addesss oo

B By Fulne sk TR . STA N
F orvor 1 Addrcss |1||| 114
+ Fonvimaline Buoliss P EFTE Ascours I
B EETE Pl |
+ Berunmy b etrirg
b Conrrchon | i taral;
| Advanced &pttinn .
M F Tz Tle Turs I:':':' s T 8 o ranern il
+ Tl s
Eacal Ui 2 | He-l|:| Sabeat |
m Sinerell The el argg oleasn'Ul: - e fCe dee i dlaebesle
4.4.1.6 Virtual Computers
Avdvhniidshrator™s ATatn
ATrum Firtual Compnters
m [l TP Tl TR Frathle:
I #2165 2% C
N I RS A r
3 I 192 16823 C
4 I 142 &= 23 C
5 I RS A r

1 Foowan ding Roles G| Urda | 1les|

+ Sy Biedling

+ Advereed Se g

| Taplhox

17



Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global IP address and local |P address.

Glaobal IP: Enter the global |P address assigned by your ISP.
Local IP: Enter the local 1P address of your LAN PC corresponding to the global |P address.
Enable: Check thisitem to enable the Virtual Computer feature.

4.4.2 DHCP Server

Avlnrhistrnem s aln

AT cnm NHCT Server
Than Sulling
b HIT Garo Dol 6 Pl
Rasir: il P Zease Tue 420 Fel-nalas
"L : bR e Sl Aol [co
—— b L' 2ol Ending SAdeze e
| I TR FINT [amit. zarq
b Zhin oy i [ezt00izm 2
b oSereada LG [reent
b Sy WIS [F2igsiEs
T Advanred Serting b A e g WETE [ez1paizs o
| Toolbax b iratoeraw W Coptionz)

R I Lo | Clun il Fronn 1 bdigp e | Hutly I

Press “M or e>>”

The settings of a TCP/IP environment include host 1P, Subnet Mask, Gateway, and DNS configurations.
It is not easy to manually configure all the computers and devices in your network. Fortunately, DHCP
Server provides a rather simple approach to handle all these settings. This product supports the
function of DHCP server. If you enable this product’s DHCP server and configure your computers as
“automatic | P allocation” mode, then when your computer is powered on, it will automatically load the

proper TCP/IP settings from this product. The settings of DHCP server include the following items:

1 DHCP Server: Choose “Disable” or “Enable.”
2. Lease Time: thisfeature allows you to configure | P’s lease time (DHCP client).
3. I P pool starting Address/ | P pool starting Address: Whenever there is arequest, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the

18



requesting computer. You must specify the starting and ending address of the |P address pool.
Domain Name: Optional, thisinformation will be passed to the client.
Primary DNS/Secondary DNS: Thisfeature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

N o o &

Gateway: The Gateway Address would be the IP address of an alternate Gateway.
This function enables you to assign another gateway to your PC, when DHCP
server offers an IPto your PC.

4.4.3 Wireless Setting, and 802.1X setting

YWireless Setting

Item Settiyr
b oot LB Jr thn
b Chianc E‘
P Caoniy F L ekl W

T Cozazde IELL €4 it Zhared Ko czonity
" Doade IELE 120 bit Zhared ey secanty
" Dozde IELE 256 bit Shared ey secanty

+ borerarding Hules oA e |
| Securitr Settigr AR Y L |
+ Al Selline CRUEEE 1"" E I

©dlirped |

+ Lpclbox

Sl I o | Ll KR E T | WS I 22l ol I Hi oz |

Wireless settings allow you to set the wireless configuration items.

1. Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same Network 1D.
(Thefactory setting is “default™)

2. Channél: Theradio channel number. The permissible channels depend on the Regulatory Domain.
The factory setting is as follow: channel 6 for North America; channel 7 for European (ETS);
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channel 7 for Japan.

3. WEP Security: Select the data privacy agorithm you want. Enabling the security can protect your
data while it is transferred from one station to another. The standardized |EEE 802.11 WEP (128
or 64-bit) is used here.

4. WEPKey 1, 2, 3 & 4: When you enable the 128 or 64 bit WEP key security, please select one
WEP key to be used and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

5. Pass-phrase Generator: Since hexadecimal characters are not easily
remembered, this device offers a conversion utility to convert asimple
word or phraseinto hex.

6. 802.1X Setting

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled, the
Wireless user must authenticate to this router first to use the Network service.

RADIUS Server

IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the key
valuein the RADIUS server.

Adinings lruocs dain

Mlenu BUZ, X Seivinge
Thun Feluny
[ Il F Friale
| el e R R o ) 2 = el
B Lo T
B £ S ey [ 1K= 18 1
P ZADTTE Suared ey EREREREREEERER

| Torerardine Bules EI ﬂ ﬂ

+ Sy Sl

+ Sdwanred bening

| Tmolbax

o, oL
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WPA-PSK
1. Select Preshare Key Mode

2. Fill inthe key, Ex 12345678

Administrator's Main

Wireless Setting

Setting

Idefault

[

" Mone

O WEP
CE02.1X

@ WPA-PSE
CPA

Menu
Item
P Hetwork ID(55ID)
P Channel
P Security
+ Forwarding Rules
+ Security Setting
SEEY SEE P Preshare Key Mode
+ Advanced Setting P Breshare Key
Save | Undo |

IASCII 'I

MAC Address Caontrol... | Help |




WPA
Check Box was used to switch the function of the WPA. When the WPA function is enabled, the

Wireless user must authenticate to this router first to use the Network service. RADIUS Server

IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the key
valuein the RADIUS server.

Administrator's Main

Menu Wireless Setting
Item Setting
P Network ID(SSIDY [default
b Channel I'H 'l
P Security € Hone
CWEP
CRI2 1K
CWPA-PSE
+ Forwarding Rules & WPLA
+ Security Setting
P RADIUS Server [P [192.168.123.33
+ Advanced Setting P RADIUS port |1812
+ Toolbox P BADIUS Shared Key [costra

Sa\rel Unda | MAC Address Control... | Help |
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4.4.4 Change Password

Adininis bt dain
Mlenu Cleange Pusswaord

Than Belung
Dl Pasmareod
Fewr Zasswenrd

Er wmimn

111

| Torwrardine Bules

+ Ry Seliany,

+ Advanrced semting

| Toolbax

o, oL

You can change Password here. We strongly recommend you to change the system password for

security reason.
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4.5 Forwarding Rules

Adlnrhidstranm s dinln
AT

Forvurding Bules

& Yhmiel frney

+ Harie Metring - boues alaens 1 access WY, FTD, and ol senvices o ons L83
- Covwavding Tlss b Sneeinl Applieiiny
- This ceafigas oo alleas sowe app_zwiors zo ccaned. sl wetorith he HAT
T

® WHarrNanrnma

-1 A deess SONCE Dot S_ours e compaterso ke sp asecd o st ed 2oy

+ Remmay el

Huztpbondan JETE poack ¥ s be s o ezl e Bue el o ezl b acesie 3o

+ Advanrced 4emting

L ey WSRO Y 1T BT TR R N RN PN B TR
| Toolbox
45.1 Virtual Server
& ilmnlsrratnr's ’adn
M enm Ahmal Server
™ R LA Sumver TP Fulle T Rl
1 lwrier 2 o |
2 ] lislessw | n [ |
3 | vz o ]
: | e er ai o [ |
1 veessm[ n ]
i R o ]
| e o[ o [ |
2 ] EIRTT ALt I n [ ]
+Lpolbax e A o ||
1 . PR o [ |
1 [ ] e lesnm n ]
I 1 tpateaaz 0[]
K | e er ai) o [ |
14 ] A n [ |
15 | etz o ]
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This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so al hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

A virtua server is defined as a Service Port, and al requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtual

server mapping table:

Service Port Server IP Enable
21 192.168.123.1 Y,
80 192.168.123.2 Y,
1723 192.168.123.6 Y,
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45.2 Special AP
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Some applications require multiple connections, like Internet games, Video conferencing, Internet

telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.

The Special Applications feature alows some of these applications to work with this product. If the

mechanism of Special Applications fails to make an application work, try setting your computer as the

DMZ host instead.

1. Trigger: the outbound port number issued by the application..

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified
port numbers are alowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the

predefined setting to your list.

Notel At any given time, only one PC can use each Special Application tunnel.
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45.3 Miscellaneous Items
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IPAddress of DMZ Host
DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.

NOTE: Thisfeature should be used only when needed.

Non-standard FTP port
You haveto configure thisitem if you want to access an FTP server whose port number isnot 21. This

setting will be lost after rebooting.
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4.6 Security Settings

Menu
Security Setting
* Packet Filiers
+ Basic Setting - Allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the IP address of
+ Forwarding Bules the soutce and destination.

* Domain Filiers

- Let you prevent users under this device from accessing specific URLs.

¢ URL Blocking
- URL Blocking will block LAN computers to cotnect to pre-defined websites.

* MAC Address Control

- MAC & ddress Control allows youto assign different access right for different
ugers atud to assign a specific IP address to a cettain MAC address.

+ Advanced Setting

+ Toolbox * Miscellaneous
- Remote Administrator Host: In general only Intranet user can browse the built-in
weh pages to petform administration task. This faature enables you to petform
administration task from remote host,

- A dministrator Time-out: The amount of time of inactivity before the deviee will
automatically close the Administrator session. Set this to zera to disable it

- Digeard PING from WAN side; When this feature iz enabled, hosts on the WAN
cannot ping the Device.
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4.6.1 Packet Filter

Security Setiing

* Packet Filters
+ Basic Setting - &llows you ta control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting thet based on the [P address of
+ Forwardine Rules the zource and destination.

* Domain Filters

- Let you prevent users under this device from accessing specific URLs.

* URL Elocking
- URL Blocking will block LAN computers to connect to pre-defined wehsites.

* MAC Address Control

- MAC Address Control allows wou to assign different access tight for different
users and to assign a specific IP address to a certain MAC address.

+ Advanced Setting

+ Toolbox * Miscellaneous
- Remote & dministrator Host: In general, only Intranet user can browse the budt-in
web pages to perform administration task. This feature enables you to perform
administration task from remote host.

- Administrator Time- owt: The amount of time of inactivity before the device will
autotmatically cloze the A dministrator session. Jet this to zero to dizable it.

- Discard PING from WAN side: When this feature is enabled, hosts on the WAN
catnot ping the Device.

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies
on al outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or

DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

Source |P address

Source port address
Destination | P address
Destination port address
Protocol: TCP or UDP or both.
Use Rule#

For source or destination |P address, you can define asingle IP address (4.3.2.1) or arange of IP
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addresses (4.3.2.1-4.3.2.254). An empty implies all |P addresses.

For source or destination port, you can define asingle port (80) or arange of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies al port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to
Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter
field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.

Example 1:

Administrator's Main

Menu Outhound Packet Filter
Ttem Setting
P Cutbound Filter W Enable
+ Basic Setting 0 Allow all to pass except those match the following niles.
& Deny all to pass except those match the following niles.
+ Forwarding Rules
- Securt D Source IP : Ports Destination I : Ports Enable Use Rule#
1 [123100123149 | | 25100 v b
2 1231012320 || | | ¥ b
3 | | | rop
4 | I a O ID
5 : : [ IU
+ Advanced Setting I I I I
6 | | | | 0P
+ Toolbox 7 I I I :| r ID_
s | — | N
Sehedule e [0)AMays 7] Copyto ||~
Savel Undo | Inbaund Filter... | MAC Level... | Helpl

(1.2.3.100-1.2.3.149) They are alow to send mail (port 25), receive mail (port 110), and browse the
Internet (port 80)



(1.2.3.10-1.2.3.20) They can do everything (block nothing)

Others are all blocked.

Example 2:

Administrator's Main

Menu Outhound Packet Filter
Ttem Setting
» Outbound Filter W Enable
Basic Setting © Allow all to pass except those match the following rules.
@ Dieny all to pass except those match the following rules.
Forwarding Rules
D Source IP : Ports Destination IP : Ports Enable Use Rule#
1 123100123119 | [ :[21 12 E
A FER TR ERTERR [ 4! = E
3 | | | oo
4 1 | | O E
5 : O ID
Advanced Setting I ) I I I
6 | 1 | | O E
7 | | | oo
g | | | | SN
Schedule nle [00)Aways 5| | Copyto | [ 7]
Save | Undo | Inbound Filter... | MAC Level... | Help |

(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and transfer filesvia FTP
(port 21)
Othersare al allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enablein the Outbound Packet
Filter field.
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Example 1:

Item
P Outbound Filter

Outbound Packet Filter

¥ Enable

& Allow all to pass except these match the following niles.
" Deny all to pass except those match the following niles.

ID Source IP : Ports

Destination IP ;: Ports

Setting

Enahle

—

[192.168.123.149

:[25-110

| |
2 [192.168.123.20 | | |
30| | | |
4 | | |
5| | | |
6 | | | |
7 | | |
g | | |
Schedule nule | O0)Aways =] M o[- =]
Save | Unda | Inbound Filter... | MAC Leval... | Help |

(192.168.123.100-192.168.123.149) They are allowed to send mail (port 25), receive mail (port 110),

and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(192.168.123.10-192.168.123.20) They can do everything (block nothing)

Others are all blocked.
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Example 2:

Outhound Packet Filter

Ttem Setting
P Outbound Filter ¥ Enable

& Allow all to pass except those match the following rules.
" Deny all to pass except these match the following rules.

D Source IP : Ports Destination IP : Ports Enahle
1 [152.168.123.100 | | 25 3
2 [192.168.123.119 | | |19 W
3 a [ 3 =
4| 3 | | n
50 3 | 3 =
6 | | | 3 m
T | | 3 -
g | | | -

Schedule rule [ (00)Atways x| Capyto ||~ <]
Save | Undo | Inbaund Filter... | MALC Level. .. | Help |

(192.168.123.100-192.168.123.119) They can do everything except read net news (port 119) and
transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.

Use Rule#
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4.6.2 Domain Filter

Administrator's Main

Menu Domain Filter
Ttem Setting
P Domain Filter ¥ Enable
+ Basic Setting P Log DI Query ¥ Enable
7L 1 20
+ Forwarding Rules P Privilege [P Addresses Range From To I
ID Daomain Suffix Action
1 |www.msn.com| M Drop Mlog
2 I M Drop MLog
3 I [ Drop Mlog
4 I [ Drop M Log
+ Advanced Setting E I [ Drop MLog
6
+ Toolho | [ Drop MLog
7 I [ Drop M Log
8 I [ Drop M Log
g I [ Drop M Log
10 * (all others) M Drop MLog

Domain Filter

Let you prevent users under this device from accessing specific URLS.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLSs.
Privilege | PAddresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these accesses.

Enable

Check to enable each rule.

Enable

O
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Example:

Administrator's Main

Menu Domain Filter
Ttem Setting
P Dotnain Filter ¥ Enable
+ Basic Setting P Log DNS Query I Enable
171 1 20
- Forwarding Bales P Privilege IP Addresses Range Proml To I
Domain Suffix Action Enahle
Iwww.msn.com V¥ Drop W Log 7
2 |www.sina.com [ Drop M Log ¥
3 Iwww.google.com W Drop M Log 7
4 | [ Drop M Log r
+ Advanced Setting 5 I [ Drop [MLog I
b [ Drop ML r
+ Toolhox I . E
7 I [ Drop Mlog i
8 | M Drop MLog r
9 I [ Drop Mlog i
10 * (all others) M Drop Mlog e

In this example:

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.

2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.

3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.
4., IP address X.X.X.1~ X.X.X.20 can access network without restriction.


http://www.msn.com
http://www.sina.com
http://www.google.com

4.6.3 URL Blocking

Administrator's Main

Menu URL Blocking
Item Setting
P URL Blocking 7 Enable
+ Basic Setting
D URL Enahle
+ Forwarding Rules 1 I r
- Security Setting o | r
) ' 3 | r
4 | r
5 | r
6 | m
7 | r
8 | r
9 | r
10 | O

URL Blocking will block LAN computers to connect to pre-defined Websites.

The magjor difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites

by smply akeyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block al websites if their URLs contain

pre-defined word "sex".
Enable

Checked to enable each rule.
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Administrator's Main

Menu URL Blocking
Ttem Setting
P TRL Blecking ¥ Enable
+ Basic Setting
URL Enable
+ Forwarding Rules 1 Im o 7
- Security Setting 2 |sina W
& 3 |cnnS| ¥
4 |espn I
5 | O
6 | O
7 | O
8 | m
9 | m
10 | O

In this example:

1. URL include “msn” will be blocked, and the action will be record in log-file.

2. URL include “sina” will be blocked, but the action will be record in log-file

3. URL include “cnnsi” will not be blocked, but the action will be record in log-file.

4. URL include “espn” will be blocked, but the action will be record in log-file
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4.6.4 MAC Address Control

Administrator's Main

Menm MAC Address Control
Item Setting
: P MAC Address Control T Enable
1 Basic Setting [T Connection control — Wireless and wired clients with € checked can connect to this device; and

allow ¥ i
+ Forwarding Rules I l unspecified MAC addresses to connect.

[T Association control  Wireless clients with A checked can associate to the wireless LAN; and |deny =
unspecified MAC addresses to associate.

D MAC Address IP Address

— 192168123 |
192168123 |
192168123 |
192168123 |

ﬁ

+ Advanced Setting

O 0O o ;e
Ooononoe

|

+ Toolbox

DHCP clients | select one - vl Copy to |ID | vl

<< Previous Mext == | Savel Unda | Helpl

MAC Address Control alows you to assign different access right for different users and to assign a

specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settingsin this page will take effect only when “Enable” is checked.

Connection control Check "Connection control" to enable the controlling of which wired and
wireless clients can connect to this device. If aclient is denied to connect
to this device, it means the client can't access to the Internet either.
Choose "dlow" or "deny" to alow or deny the clients, whose MAC
addresses are not in the "Control table" (please see below), to connect to

this device.
Association control Check "Association control" to enable the

controlling of which wireless client can
associatetothe wireless LAN. If aclientis
denied to associate to the wireless LAN, it
means the client can't send or receive any data
viathis device. Choose "allow" or "deny" to
alow or deny the clients, whose MAC

addresses are not in the "Control table", to
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associate to the wireless LAN.

Control table
ID MAC Address IP Address
1 | 192168123
: | 192168123
3 | 192168 123]
4 | 192168.123]

DHCP clients |- select ane - | Copyto |]:D I vl

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of this table indicates the MAC address and the expected

IP address mapping of aclient. There are four columnsin thistable:

MAC Address |MAC address indicates a specific client.

IPAddress Expected IP address of the corresponding
client. Keep it empty if you don't careits IP
address.

C When "Connection control" is checked,
check "C" will allow the corresponding client

to connect to this device.

A When "Association control” is checked,

check "A" will allow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCT clients | select one - ;l Copy to |]D I vI

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to”

button to copy the MAC address of the client you select to the ID selected in the “ID” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided the
“Control table” into several pages. You can use these buttons to

navigate to different pages.
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4.6.5 Miscellaneous Items

Adminisirator's Main

Menu Miscellaneous Items
Ttem Setting Enahle
P Eemote Administrator Host / Port ID.D.D.D ,fIBB ¥
+ Basic Setting b Administrator Time-out 500 seconds (0 to disable)
+ Forwarding Rules P Discard PING from WA side r

_Sare Unds | e |

+ Advanced Setting

+ Toolhox

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified | P address can perform remote administration. If the specified |P addressis 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation
to specified a group of trusted | P addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can
change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.



4.7 Advanced Settings
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4.7.1 System Time
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Get Dateand Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select aNTPtime server to consult UTC time

TimeZone

Select atime zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server
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4.7.2 System Log
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| Toolhox

This page supports two methods to export system logs to specific destination by means of syslog(UDP)
and SMTP(TCP). The items you have to setup including:

IPAddressfor Syslog

Host IP of destination where syslogs will be sent to.
Check Enableto enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).
SMTP Server IPand Port

Input the SMTP server IP and port, which are concated with ;" If you do not specify port number, the
default valueis 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using ;' or ',' to

separate these email addresses.



4.7.3 Dynamic DNS
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To host your server on achanging IP address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current | P address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

serversthat welist in provider field.

To enable Dynamic DNS click the check box next to Enablein the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

Y ou have to define:

Provider

Host Name

Username/E-mail



Password/Key

Y ou will get thisinformation when you register an account on a Dynamic DNS server.

Example:
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After Dynamic DNS setting is configured, click the save button.



4.7.4 SNMP Setting

Adnhdstracor's daln

Menu SNMT Setliny
Irem Hetring
F Engale 51 b W Lacal [T Femote
| Basic Saktiug B =4l honrily ||CILJ|il:-
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In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and

monitoring network events.

Enable SNM P

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetRequest your device will response.
Set Community

Setting the community of SetRequest your device will accept.
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4.7.5 Routing Table

Admimisrator’s

Menu Routing Table

1] Destination Subnet Mask Gateway Hop  Enahle
L | | [ o

+Basic Setting 2 | | | | r

+ Forwarding Rules 3 | | | | O
4 ! ! ! r

N 5| | | [ =&
6| | | | r
7 ! ! ! r
N | | | r

S Uno]

Routing Tables allow you to determine which physical interface address to use for outgoing | P data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Satic Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, and hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.
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Example:

152,168,123, K3 g
Submask /Eif i

Routerl ,f—"f Router? (hient?
- N
e 192,168, 123.26 —_ IR
5218111
(lientd
19,1818
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 v
192.168.0.0 255.255.255.0 192.168.123.103 1 v

Soif, for example, the client3 wanted to send an | P data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.



4.7.6 Schedule Rule

Adnrhilsteanm’s aln
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You can set the schedule time to decide which service will be turned on or off. Select the “enable”
item.

Press “Add New Rule”

49



You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

A dimInl st ar's hIadn

Alrum Scheriale T2ule Setting

Tiern Hilling

+ Riin: Hielling,

b Mars ofFde 1

I‘J1"|"|E

+ Vorsarding Hal Wl Thay Aot Tire (hhzmimiy Tl Tirne (hhzmini
DPWEE AL L4 s N I_ I— I— I_
1 Secwity Sekting Seniay I I :
Aalwi el Ssidine Tiasie 1y ;I I :
w'odnradar I I o
Thwsdax :I I :
Sy ;I I g
BE A I I
S walule R4 sty D o e 1.

+ loplbox

Ea-.'al L'nt:-| IIaI|:| :a-:h|




After configureRule 1&

Acjminisiraive’y Blain

Jlenu Schusdule Bule
rem S eriing
s F Skl [ Basble
— Hasie seriing
Rule Rl Minne Aol
Coywarding Tules 1 7t ﬂ| M

= eenrity Sedine
Saee | Add ez I He ﬂl

- dudvaneed Metring

Toalhox

Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be applied to Virtual server and Packet Filter, for example:
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Exanplel: Virtual Server — Apply Rule#l (ftp time: everyday 14:10 to 16:20)

Adonbsicaler's Main ) B
BMenn Vintul Server

I Service Torts Server IT Tuahle Tse Tule
! M R AR woof
£ L e b r |:|
Kt IR - IS = |J
PEEG BAH b O ||
- Eh o b (N |J
G IR - IS m |]
! Advanced Setting k oG8 15 o P
+ Tullans 5 U ER W i
m n PG BAH b O ||
21 D o e (N |J
w2 IR - IS = |]
3 PR I b O ||
o e e b r |:|
U XN o
Exanple2: Packet Filter — Apply Rule#l (ftp time: everyday 14:10 to 16:20).
Outhound Packet Filter
Item Setting
P Outbound Filter ¥ Enable
+ Basic Setting © Allow all to pass except those match the following rules.
C Deny all to pass except those match the following rules.
+ Forwarding Rules
D Source IP : Ports Destination IP : Ports Enable TUse Rule#

-[20-21 2

10000000

[oce B N o T O T S S T o

Schedule rule I(DD)AIways 'l Copy to |ID I_;l

Sa\tel Lndo | Inbound Filter... | MWAC Lewvel... | Helpl
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4.8 Toolbox

Adominisicalor’s Mlain

Arm
Tuvulbox
& Wy Tine
+ Basir Setfing - View o s 1 _ogs.
| Fovwardivyr Roles g

= Ceesb e admie st ocfa afoe s ul v pgrede iba ths Jewice,

+ Securily Helling

* Barlomp Sririme

- Dawedae seboags ef s dewice o afile,

+ Advaresd Metring
- Toolbax ® Feaer tr DBl i

- el the settings offade dlenze to o dlefaltrees,

Ly

- ek e shis ¢ e,

& Whorr]Inmranis
ST Aclecess B Wlake o LM Lrr wou be pomverap ansthrspetaoik ¢ mvice
B R
. T TIE R | N EEPT 1110 I TH Y (W R LTS T T T T T
IR TE N T T TSN 1 | T EEL (LTI 5 | SRR N
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4.8.1 System Log

Adning lraiorts dain
s P

| Tasic Settinyr

+ Firimaline Rules

+ Beqnmy setrig

| Advanced Spttinn

Timlhiuny

You can View system log by clicking the View L og button

Boslea Lo

R I

onee s Fogthess ST %L

Litepleps e 2t et £ 2021700 002

s gIR BT
g g IR BT
g ngIR BT
g g BT
g g IR BT
g ngIR BT
g g BT
g g IR BT
g ngIR BT
g g BT
g gl BT
g ngIR BT
g g BT
g gl BT
g g IR BT
g g BT

lZinlsr
LZnleEr
[EARIN ]
1ZINIFE
IZenle "
12Nl AF
lZinz "3
1Zn&e "5
lznzr Al
1ZINZ AT
1Zin%e IF
IZins: °F
1Zins °F
(=R
Lzenaene
1z IF

IMETI R Ecr tram 100

AR s )
AR e )
Les T TT-m
AR s )
AR e )
MNETEEYeT A aTerT e
AR s )
AR e )
TFIT I e ]
AR N )
aprTEigyer=d carerrally
TFIT I e ]
AR N )
AR e )
TFIT I e ]

IR,

SRVIERIZLAF T FITLRLIYLFIRR

A2 IFS. IS8 58 1ryiT arvvnraatal iy

Eackl [Me™egq | Zaumlcad | ’.‘aarl




4.8.2 Firmware Upgrade

Adlnrhisteanor"s aln
Tl

| Taric Settiyr

+ Fieveimaline Bl
+ Genunmy Befring
| Advanced Settine

Timlhns

Fhmware [Tpgraide

Toywwars Tilenane

| SHE..

et Bevesare verskads B S4eTOC The vorade proce e taces abour 20 zezeads Zlotel Do o pomes of
12l sl e o par e Wan hegpenandes coo s Tl bigoeilee Baaesbe sl donaecdy

You can upgrade firmware by clicking Fir mware Upgrade button.
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4.8.3 Backup Setting

File Download %]

:) You are downloading the file:
-
config.bin From 192, 168.123.254

Would pou like to open the fle or save it o your computer?

L_%pen i[ Save ][ Cancel ][Mnrelnfn

[+] &lwaaps ask before opening this lype of file

You can backup your settings by clicking the Backup Setting button and saveit asabin file. Once you

want to restore these settings, please click Firmwar e Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer ng

\‘?f) Reset all setting bo defaulk?

[ []°¢ ;I Cancel ]

You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

\?() Rebook right now?

[ [8]°¢ ;I Cancel ]

You can also reboot this product by clicking the Reboot button.



4.8.6 Miscellaneous Items

Administrator's Main
Menu Miscellaneous Items

Ttem Setting
P WAC Address for Wake-on-LAN | Wyake up |

+ Basic Setting

+ Forwarding Rules %l ml ml

+ Security Setting

+ Advanced Setting

MAC Addressfor Wake-on-LAN

Wake-on-LAN is atechnology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send
the wake-up frame to the target device immediately.
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer
to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP vaues for
working with this NAT Router correctly.

A.lInstall TCP/IP Protocol into Your PC

1. Click Start button and choose Settings, then click Control Panel.

2. Doubleclick Network icon and select Configuration tab in the Network window.
3. Click Add button to add network component into your PC.
4

Double click Protocol to add TCP/IP protocol.

Select Network Component Type EHE

Click the tupe of network, component pou want to install

Add .
Cancel |

Protocol iz a language’ a computer uzes. Computers
must uze the same protocaol to communicate.

5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.
Click OK button to return to Network window.

Select Metwork Protocol E

Chck. the Metwaork, Pratocal that you want to install, then chck OF. 1F pou have
3 at inztallation disk for thiz dewice, click Hawe Dizk.

Manufacturers: Metwork Protocols:
4 Banyan 4 Fast Infrared Protocol ﬂ
T IBM 4 IF/SPx-compatible Protocol
1 Microsoft i Microsaoft 32-bit DLC
T Novell & Microsoft DLC
4 MetBEUI

Hawve Disk... |
OF. I Cancel |




6. The TCP/IP protocol shal be listed in the Network window. Click OK to complete the install
procedure and restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Sart button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card

in the Configuration tab of the Network window.

MNetwork

Configuration I Identificationl Access Control I

The follawing hetwork, components are installed:

NetBEUI -» PCl Fast Ethemet DEC 21140 B ased Adapter
TERAF -» Dial-Up &dapter

& TCPAP - PCl Fast Ethernet DEC 21140 Bazed Adapter
'E File and printer sharing far Microzoft Metworks

Add. .. | Remowe | Fropertiesz I

Prirnany Metwork, Logon:
ICIient far Microzoft Metwarks ;I

File and Frint Sharing... |

Description

TER/IP iz the protocol pou uze to connect to the Intermet and
wide-area niebwork.s.

Ok, I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a.  Select Obtain an | P address automatically in the IP Address tab.

TCPAIP Froperties

N




c. Choose Disable DNSinthe DNS Configuration tab.

TCP/IP Properties EHE

Bindings | Advanced | MetBIOS
D5 Configuration I Gateway | WINS Configuration | 1P Address

—{" Enable DMS

Hzst: I [amiait: I

& Eenvensearch N der

| . . . | als

Eemowve

[t i Seancyiden

| Eemowe

1L L

]S Cancel

B. Configure P manually

a  Select Specify an IP address in the IP Address tab. The default 1P address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IPAddress field and 255.255.255.0 for Subnet Mask field.

TCP/IP Properties K
Bindings | Advanced | NetBIDS |

DS Configuration I G ateway I WINS Configuration  IF Address

Ln IP addrezz can be automatically aszigned to thiz computer.
If pour network. dogs not automatically aszign [P addreszes. ask
pour nebwork, administrator for an address, and then type it in
the space below.

" Obtain an 1P address automatically

' Specify an IP address:

IP Addiess:  [192.168.123.115 |

SubnetMask: | 255.255.255. 0] |

Ok I Cancel
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b. Inthe Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties EE3

Bindings | Advanced | MetBIOS |
DM5 Configuration  Gateway | WS Configuration I IP Address

The firzst gateway in the Inztalled G ateway list will be the default.
The address order in the list will be the order in which these
rachines are used.

Mew gateway:

192.168.123.254 | add |

Ingtalled gateways:

Eemnve |

k. I Cancel

c. Inthe DNS Configuration tab, add the DNS val ues which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCP/IP Properties K E3

Bindings | Advanced | MetBIDS |
DM5 Configuration | Gateway | WINS Configuriation | IP ésddress

" Disable DNS
—1{* Enable DM5

Host: IMyCUmputer D omair: I

OMS Server Search Order

[168. 95 .192. 1] | add |
16859511 Hemoye |

Domain Suffis Search Order

| Add

| Eemave

ak. Cancel

0 |
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Appendix B 802.1x Setting

pC 1
(USER A) N !
b \‘t\ I
Wireless ~ .|
PC2 N Wired LAN
(USER B) our
| b eaor

I
192.168.123.254 |

' Authentication Server
( Windows 2000 Radius server )

192.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)

1 Equipment Details

PC1:
Microsoft Windows XP Professional without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter
Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows XP Professional with Service Pack l1a.
Z-Com X1-725 wireless LAN USB adapter
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack
3 and HotFix Q313664 (You can get more information from
http: /support.microsoft.com/default.aspx?scid=kb; en-us; 313664)

2DUT

Configuration:


http://support.microsoft.com/default.aspx?scid=kb

1.Enable DHCP server.

2.WAN setting: static |P address.
3.LAN IPaddress: 192.168.123.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)
using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox ).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows X P without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get anew Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.If choosing use smart card or the certificate as the EAP type, we select to

use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

-L- Wireless Network Connection Properties |'E|['5__<|

General | Wireless Netwnrké! Authentication E..-'-‘-.dvanced'

Select thiz option to provide authenticated network, access faor
wired and wirelezs Ethermet networkz.

Enable netwark. access control uzing IEEE 80213

EAP type: | Smart Card or ather Cerlificate w
MDO5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer information iz available

[] Authenticate as gquest when user or computer infarmation is
unavailable

(] :] [ Cancel

Figure 2: Enable |EEE 802.1X access control
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Figure3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and install the certificate on PC1. (Fig 4)

2. PC1 choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

6. Windows XP will prompt that the authentication processis success or fail
and end the authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic |P and PING remote host

successfully.
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Certificates

Intended purpose: I “hll= » |

| Personal |Other People | Intermediate Certification Authorities || Trusted Root Certificatior 4 *

Is Issued By Expiratio... = Friefdr
<‘---..F_‘.af_1,______ WirelessCh 2/6/2004  <Mone> m”%

__.—l—'-'-'___-'--

Certificate intended purposes

Wi

Close

Figure 4: Certificate information on PC1

% Network Connections

Edit  ¥iew Favorites Tools  Advanced Help 3"‘

| \_) Back J l,;fa )_)Search IEIL Folders v

Address | & Metwark Connections

File:

2

LAN or High-Speed Internet
Metwork Tasks

e Laocal Area Connection

. " Disabled

M_ D-Link DFE-530T¥ PCI Fast EE.
rasff in as

Create a new
connection

#) Setup a home or smal
" office netwark

Figure 5: Authenticating
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% Network Connections

File  Edit Wiew Favorites Tools  Advanced  Help

& Bt (D) L?" /_) Search lL Folders v

FEX
7]

Address |‘}_ Metwork Connections

E

5~ ANorHigh-Speed Internet
Network Tasks 2 E

-_-’:#I Local Area Connection
E Create a new o] Disabled
cannectian T M D-link DFE-530TA PCI Fast EE..

_ﬁ Set up a home or small
— office netwark

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP TLS.

3. Disable the wireless connection and enable again.

4.The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication processis success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic |P and PING remote host

successfully.

Support Type: Therouter supportsthetypesof 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 is on Windows XP platform without Service Pack 1.
2.PC2ison Windows XP platform with Service Pack la.
3.PEAP s supported on Windows X P with Service Pack 1 only.
4.Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enabled.




Appendix C WPA-PSK and WPA

PC 1
(USER A) 5
b

‘!i“' W i IFLTRR 6
. Wl‘elm
Pl “* Wired LAN
(USERE)
X)l\ E
Liw ip: 132152123
Ruthentication Serit

{ Windaws (008 Rnflus sereer |

101 14341

Wireless Router: LAN IP; 192.168.123.254
WAN [P: 192.168.122.216
Radius Server: 192.168.122.1
UserA : XPWireless Card:Ti-11g
Tool: Odyssey Client Manager
Refer to: www.funk.com
Download: http://www.funk.com/News& Events/ody c_wpa preview_pn.asp
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Or Another Configuration:

PC 1 '
(USER &) LY
b

|
|
N
3 Wireless * .
2 = Wired LAN
(USER ) et .
152,168,120 254 -, "E
| -
; Authentication farve
{ Windaws 2000 Radus server )
IS2064.122.0
WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client
and wireless Router authenticate by themselves.

Method1:
1. Go to the Web manager of Wireless Router to configure, like below:

Network ID(SSID) 123Kk ]
Security [weapsk v

ey Mode _ASCII y-:

Preshare Key ;:123456‘?3

2. Go to Odyssey Client Manager, first choose “Network”
Before doing that, you should verify if the software can show the wireless card.
Open “Adapters”
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Odyseey Client Manager
Zettings Commands Web Help

'G- Connection Networks
The fallowing networks are configured:

Q Fiplles <laryl> Add ..
<123kk:

ﬂﬁum-s can Lists Properties ...

Q Truzsted Servers
Q Adapters

3. Add and edit some settings:

Network Froperties

et ——
HEtwork name [SSI0]: i1 23kk

I Connect to any available network Scan .

Dezcrption [optional]: ]

Metwork bupe: iﬁccass pomt [infrastructure mods] LI

Channel

Ciation mode:

e A

— Authentication -
I Authenticate using profils:; | _!
[T Keps wil be'generated automatically for data privacy
e
= iraes: I 12345678 e
W Unmask

| Ok I Cancel
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4, Back to Connection:
Then Select “Connect to network” You will see:

Odysoew Clirnt Mansger

g pomueends Bt (e
Fizlim Keole: o 2 0 0 & 0 0 0 0 o = Fealia alieum _rJ' T Bt dea

o Loned-chan
-'5---; i or
o lneimn Ly anel Il L imgesFanFpiog 13X ARZ_A 247 - o Aol THEI™ 1A wLaM adzpx
e . . Ll | ] Spglal,w  sanh..
Tinging 172.100 ,8.247 wicle 32 butec o datat {:

ﬂ'il'kel.d:ul.: b Zowectcowlenl F ]
L
Yoz

¥ e e L S

Zz \0OCuUneEnTs and Seeringatdaccping LYE_LeY_ W 298 -1 Eanein ohowlun

ST i, :
Finging 192 ARH. M 818 itk 22 hyles oF dalas S_S Gttt [k'p':x . '[:::U'HJ
Tiplwa: =32 Liow=Tumx TTT.-Rd -@; bl Hetok 250 E 120k
b, . LIL-E1 At WIBIT20IY- b2
B = ITL=04 Paslenwind: 13
_H. & ITh R4
ITL-G# e
e Firaned | 4 f-u

om oo
T moOoxIm

Method2:

1. First, patch windows XP and have to install “Service package 1”
Patch:
http://www.microsoft.com/downl oads/detail s.aspx?di splaylang=en& Familyl D=503
9ef4a-61e0-4¢c44-94f 0-c25¢9delaced

2. Then reboot.

3. Setting on the router and client:

Router:

Metwork ID{ESID) 123kk
Channel B ™
Security VWPA-PSIK W
ey Mode ASCI W
Freshare Key 12345678
Client:

Go to “Network Connection” and select wireless adapter.
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Choose “View available Wireless Networks” like bel ow:

Advanceda choose “123kk”

| General _\v;fireless Metworks ] Advanced|

Use Windows to configure my wireless network, settings

Available networks:

To connect to an available network,. click Configure.

1 dale ] Configure
1 amitdl il
i Jovee v

Preferred networks:

Autamatically connect to available netwarks in the order listed

below:
1 123kk Move up
Move down
[ Add... ][ Remove H_ Froperties ]

Learn about setiing up wireless network
confiquration.

Azgociation !Authenticationi

Metwark name [S5101):

| 123Kk

wirelezs network key

Tequirez a key for the following:

etwork Authentication: | WRAPSK

ata encryption:

[TkIP

Metwork, key:

Confirm network. key: |ouuoo.

Ky indes |

v anced) |

The key iz provided for me automatically

Thiz i a computer-to-computer (ad hoc] nebwork, wirsless
access points are not uzed

[ oK ][ Cancel ]

[ ok

J[ Cancel J
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WPA:

For this function, we need the server to authenticate. This functioniis like 802.1x.

PC 1
(LISER A) \
hEY

| Wizless \

W p IFLTRE T 6

Pl

01 E’“ Wied LAN
(USER ) ‘:\Cﬂ;\

. '
Lo ip: 13205202525

l Rathentication Sert
{ Windaws 2008 Rniuy seresr )

101 14341

The above is our environment:

Method 1:

1. The UserA or UserB have to get certificate from Radius, first.
http://192.168.122.1/certsrv

account : fael

passwd : fael

Connect to 192.168.122.1

it

Connecking bo 192, 1658.122.1

User name: |ﬁ | v| o

Password: | |

[ 1remember my password

L O, J[ Cancel J

2. Then, Install this certificate and finish.
3. Go to the Web manager of Wireless Router to configure, like below:
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Metwork ID(SSI0) 123Kk

Channel (8 [

Security |W1;A_v_

RADIUS Server IP 11921681221 |
RADIUS port 1812 |
RADIUS Shared Key |costra |

Add Profile

U Profile name: J‘I

User Infa l.ﬁ.utbenticatiun] TTLS Settingz | PEAP Settings

ﬂ Login name: Jfae1

-~ Pazzword-
W Pemit lagin uzsing password

" uze Windows password
™ prompt for password
& yze the following password:

]fae'l

W Unmask

- Certificate -

W Permit login using my certificate:
1fae1

Wiew . ‘ Browse .. ]

] | Cancel |

Login name and passwd are fael and fael.
Remember that you get certificate from Radiusin Stepl.
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5. Then Choose “certificate” like above.

Select Certificate

Personal Certificates ]

lzzued To

I lzzued By
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Edii Profile Properties

Profile name: |'I
User Info  Authentication | TTLS Settings | PEAP Settings |

Authentication protocals, in order of preference:

EAP /TLS 2| ¥

&dd ..

Hemove |

v validate server certificate

k. Cancel
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7. Go “Network” and Select “1” and ok
Network Properties E|

— Metwark, =

Metwork, name [S510]: I'I 23kk

[ Connect to any available network Scan ..

Description [optional]; |

Metwark, type: ].-’-'-.u:u:ess point [infraztructure mode] _v_]

Azzociation mode;

Encryption methaod: 1 TEIP _v_j

i~ Authenti

v Authenticate uzing profile:

W Eeyz will be generated aufomatically for data privacy

i~ Pre-shared key MWPA) -

Passphrase ] R

[ Lt

] | Cancel
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8. Back to Connection and Select “123kk.

If successfully, the wireless client has to authenticate with Radius Server, like below:

Hahssd: rama 55101 128k

I Cannactbs sy rvulabi naiwak

Derpon bptcaad [CFIERRFTRGRT

b bype
AFIEAEn e TRET 1130 WL ikt
£ Prolies Bkl bppet. s
Eromplon estrod ;
Atk W Cgrnact b nabeark: 44 1230 -
S
el ™ i Scan Lics - |
¥ dyenicels wim Cemmcionriameon
I Ears villos grane! 5 I Trssed Saress z:"‘";ﬂ gt
Pl [
Freweet sy (WFk| @ L, Hatwer: [SEI0} 123
Aot poant -1 BHHF F
Prack sy Bl
-
Aecomedt | Feethenioge | | ] G2 =0

-@"'E o Ceaneckan
St THETTT 30WABN Sdapke =
{3 Frofbit Aclarivs hper  Pmelen
o ¥ Cgorect iomtwat:  [e 12300 =
-
T A S Liste o — e — ©- |
Ernecin niometion = s
i x Trughad Sanses "Sl.aﬂ!__ ouenandallhqnhrflzd_._.-'
Elopand s 1088
,@*m"- Mool [B5ID] 1234
A port M5 BHORFR
Fachupis o 1 2639 13005
e Aomthentcole | | g o, =

Method 2:

iy y Clend

¥ioni e sbeid 1 puthaningts o an unksgsied careed
Tr emingts communcatzs, e o
To lempossaly et e porem, oo (]

T pmasery Dt i bdre, chack " this DLsked st (D
trm e aburn’” and poacs [faz]

oot i bk
WhebesallA
ran TNy oo

ik
Fansanan sl
T g ihiriunbed mercer botha datahace

S rarrd v and vl

Procsad i suthenbcsts rth thic sanmn @

1. The UserA or UserB have to get certificate from Radius, first.

http://192.168.122.1/certsrv
account:fael

passwd:fael
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Connect to 192.168.122.1

Connecking ko 192,168.122.1

Lset narne: | | v_|

Password: | |

[ 1remember my password

L O, ,][ Cancel J

2. Then Install this certificate and finish.
3. Setting on the router and client:

Router:
Network ID(SS1D) 123Kk
hannel g v
Security WP LT

802.1X% Settings

RADIUS Server IP 1192.168.122.1 |
RADIUS port 1812 |
RADIUS Shared Key \costra |




Client:
Go to “Network Connection” and select wireless adapter.

Choose “View avail able Wireless Networks” like below:
Advanceda choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:
nection 4 Properties [ ? X/

Wireles

Network Co

s

Smart Card or other Certificate Properties

Eﬂgﬂ' Authentication |_Advanced !

: ; : : Whi ting:
Select this option to provide authenticated network. access for RIS

wired and wireless Ethemet networks, ) Use mp smart card
(%) Uze a certificate on this computer

le netwark, access control using [EEE 8021

= | Walidate server certificate

| Srmart Card or other Certificate

[ Cornect anly if server name ends with;

= |
Truzted oot certific. ity B
Authenticate az computer when computer information iz available
[ Authenticate az quest when user ar camputer infarmatian iz s s tiffeanticer rame for the cornection

unavailable

L oK ][ Cancel ]

123kk properties

|.Geperal Wireless Metworks |Advanced| Association |.Authenticati0n!

Use Windows to configure my wirgless nebwork, settings Network name [S5ID]:

Available netwarks: Wireless network key

To connect to an available network., click Configure, This netwa

1 dale bl Configure
1 amitdl |
i Jovee v

Preferred networks:
Autamatically connect ta available networks in the order listed

a Fey for the following:

etwark, Authentication:

| TkIP

below:
1 123kk Move up
Maove down
. The key iz provided for me automatically
[ Add.. ] [ Remove ] [ Fropertiez ]
Learn about setting up wirsless network er-to-computer [ad hoc) netwark: wirsless
configuration. are hot uzed i

Ok ][ Cancel ] L

Then, if the wireless client wants to associate, it has to request to authenticate.
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Appendix D FAQ and Troubleshoating

Reset to factory Default

There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the RESET button
down until the M1 and or M2 LED (or Status LED) start flashing, then remove the finger. If LED flashes about 8

times, the RESTORE process is completed. However, if LED flashes 2 times, repeat.

2. Restore directly when the router power on

First, push the RESET button about 5 seconds (M1 will start flashing about 5 times), remove the finger

. The RESTORE process is completed.
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FCC Caution:

1. This device complies with Part 15 of the FCC rules. Operation is subject to the
following two conditions:

(1)This device may not cause harmful interference, and

(2)This device must accept any interference received, including interference
that may cause undesired operation.

2. This device and its antenna(s) must not be co-located or operating in conjunction
with any other antenna or transmitter.

3. Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the equipment.

4. The antenna(s) used for this transmitter must be installed to provide a separation
distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.





