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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not
cause harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired
operation.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be
installed and operated with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

The availability of some specific channels and/or operational frequency bands are country dependent and are firmware programmed at
the factory to match the intended destination. The firmware setting is not accessible by the end user.
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Europe — EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive 1999/5/EC. The following test methods have been
applied in order to prove presumption of conformity with the essential requirements of the R&TTE Directive 1999/5/EC:

EN60950-1: 2006/A11:2009/A1:2010
Safety of Information Technology Equipment

EN 62311:2008

Product standard to demonstrate the compliance of radio base stations and fixed terminal stations for wireless telecommunication
systems with the basic restrictions or the reference levels related to human exposure to radio frequency electromagnetic fields
(110MHz - 40 GHz) - General public

EN 300 328 V1.7.1 :2006

Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband transmission systems; Data transmission equipment
operating in the 2,4 GHz ISM band and using wide band modulation techniques; Harmonized EN covering essential requirements
under article 3.2 of the R&TTE Directive

EN 301 489-1 V1.9.2 2011-09

Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic Compatibility (EMC) standard for radio
equipment and services; Part 1: Common technical requirements

EN 301 489-17 V2.2.1 2012-09

Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic Compatibility (EMC) standard for radio
equipment and services; Part 17: Specific conditions for 2,4 GHz wideband transmission systems and 5 GHz high performance RLAN
equipment

This device is a 2.4 GHz wideband transmission system (transceiver), intended for use in all EU member states and EFTA countries,
except in France and Italy where restrictive use applies.

In Italy the end-user should apply for a license at the national spectrum authorities in order to obtain authorization to use the device
for setting up outdoor radio links and/or for supplying public access to telecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some areas the RF output power may be limited to 10
mW EIRP in the frequency range of 2454 — 2483.5 MHz. For detailed information the end-user should contact the national spectrum
authority in France.
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[Jméno vyrobce] timto prohlasuje, Ze tento [typ zarizeni] je ve shod¢ se zékladnimi pozadavky a dalsimi
piislusnymi ustanovenimi smérnice 1999/5/ES.

)

Undertegnede [fabrikantens navn] erklerer herved, at folgende udstyr [udstyrets typebetegnelse] overholder de
veasentlige krav og evrige relevante krav i direktiv 1999/5/EF.

Hiermit erklirt /Name des Herstellers], dass sich das Gerit [Gerdtetyp] in Ubereinstimmung mit den
grundlegenden Anforderungen und den iibrigen einschligigen Bestimmungen der Richtlinie 1999/5/EG
befindet.

Kiesolevaga kinnitab [tootja nimi = name of manufacturer] seadme [seadme tiiiip = type of equipment]
vastavust direktiivi 1999/5/EU pdhinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele sitetele.

Hereby, [name of manufacturer], declares that this [type of equipment] is in compliance with the essential
requirements and other relevant provisions of Directive 1999/5/EC.

Por medio de la presente [nombre del fabricante] declara que el [clase de equipo] cumple con los requisitos
esenciales y cualesquiera otras disposiciones aplicables o exigibles de la Directiva 1999/5/CE.

ME THN TIAPOYZA [name of manufacturer] AHAQNEI OTI [type of equipment] EYMMOPO®QNETAI
IIPOX TIZ OYZIIQAEIXZ AIIAITHXIEIZ KAI TIZ AOIINEX XIXETIKEY AIATAEEIZ THX OAHI'TAX
1999/5/EK.

Par la présente [nom du fabricant] déclare que l'appareil [type d'appareil] est conforme aux exigences
essentielles et aux autres dispositions pertinentes de la directive 1999/5/CE.

Con la presente [nome del costruttore] dichiara che questo [tipo di apparecchio] ¢ conforme ai requisiti
essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Ar S0 [name of tfacturer / izgatavotaja nosaukums] deklar, ka [type of equipment / iekartas tips] atbilst
Direktivas 1999/5/EK bitiskajam prasibam un citiem ar to saistitajiem noteikumiem.

Sivo [manufacturer name] deklaruoja, kad Sis [equipment type] atitinka esminius reikalavimus ir kitas
1999/5/EB Direktyvos nuostatas.

Hierbij verklaart [naam van de fabrikant] dat het toestel [type van toestel] in overeenstemming is met de
essentiéle eisen en de andere relevante bepalingen van richtlijn 1999/5/EG.

Hawnhekk, /isem tal-manifattur], jiddikjara li dan [il-mudel tal-prodott] jikkonforma mal-htigijiet essenzjali u
ma provvedimenti ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Alulirott, [gydrté neve] nyilatkozom, hogy a /... tipus] megfelel a vonatkozoé alapvetd kovetelményeknek és az
1999/5/EC iranyelv egyéb eldirasainak.

Niniejszym [nazwa producenta] o$wiadcza, ze [nazwa wyrobu] jest zgodny z zasadniczymi wymogami oraz
pozostatymi stosownymi postanowieniami Dyrektywy 1999/5/EC.

[Nome do fabricante] declara que este [tipo de equipamento] esta conforme com os requisitos essenciais ¢
outras disposi¢des da Directiva 1999/5/CE.

[Ime proizvajalca] izjavlja, da je ta [tip opreme] v skladu z bistvenimi zahtevami in ostalimi relevantnimi
dolo¢ili direktive 1999/5/ES.

[Meno vyrobcu] tymto vyhlasuje, Ze [typ zariadenia] spiiia zakladné poziadavky a vietky prislu$né ustanovenia
Smernice 1999/5/ES.

[Valmistaja = manufacturer] vakuuttaa titen ettd [type of equipment = laitteen tyyppimerkintd] tyyppinen laite
on direktiivin 1999/5/EY oleellisten vaatimusten ja sitd koskevien direktiivin muiden ehtojen mukainen.

Hirmed intygar [foretag] att denna [utrustningstyp] stér 1 6verensstimmelse med de visentliga egenskapskrav
och dvriga relevanta bestimmelser som framgéar av direktiv 1999/5/EG.

il



TABLE OF CONTENT
ABOUT THIS GUIDE ueeeeueeeeeeeeeeereeereeeoreessressssssssssssssssssssssssssssssssssssssssassssanes |

PUIPOSE .ottt e b ettt e b et e bt e b et e bt e e be e ea bt e e e bt e e ab e e e bt e e bt e e b et e bt e e bt e e ht e e b et e bt e e b bt e hte e baeeateebeeennte et 1
TOIIMNS/USAZE ... ettt ettt ettt ettt ettt et e st et et et e e bt et e ee e eatea e e e em s e s e eeeeb e eseee e emeemten s e st ebeee e es e emeen s et e st ebeeheeneeneen s et e te bt eheebeeneentententan 1
OVEIVIEW OF thiS USEI™S GUIAC......cviiiiiiiiii ittt ettt ettt e sttt e et e e it e e stee e teeebaeeabeeeabeeeaseeesseasseessseasseessseasseesseesseesseensseesseansseanns 1
INTRODUCTION auuuuueeeeeinnnnnnneerecssssnssernscsssssssssencssssssssssnsssssssssssssssssssssssssssssss 2
BN 070 o1 o] 1 T SRR 2
SUPPOTEEA FEATUIES: ..e.eiiiiiiiiieetie ettt ete ettt te et e et e st e ettt estbeestte e tbeenseeesssaenseeaasaeasseesnsaeanseeansseenseeensaeenseeansaeenseeansseenseesnseesnsessnssesnseenn 3
UNPACKING AND SETUP......ueeeeeeeeeeereecereaeecsessecssssccsessecssssscssssssssssesssssossasees &
L8]0 o) 'Y SR RRUT 4
SETUD ettt ettt ettt ettt et et st s h e bt et et et e ae bt b et ea bt e e st ea e eh e s h e e bt e aa e eae e sae e bt e et e et e e et e et s e eh s e bt e bt e bt esbeeanesaeesaeesaeenteenneean 4
HARDWARE INSTALLATION...ccccccueessssssssssssssssssssssssssssssssssssssssssssssssssssssssssss I
FIONE PANEL....coeiiiie et h et ettt ettt e bt b e bt e st es s es b e et e e bt e bt eb e e st en s et e bt e bt eb e eb e ebees s et e be bt sbeebe e bt enbeneenten 5
Tl o 1 PRSP SRS 6
SHAE PANCL ...ttt h et a ettt e bt bt eb e bt e h e e st e n bbbt bt bt st e a e ettt ekt ek et et e e e e e e e n e s (i
HATAWAIE COMMECTIONS ......eiitieieeiie ettt ettt ettt ettt et e bt e et et e ea e e sa e e st e emeeemeeeseees e e teemseeseees e e st e st enseemseemeeeneeeseanseenteenseeneesseenean 7
ConNECting the WILAN ROULET.......ccveiiiiiiiicieeeesit ettt et st e steebesaesetesteesseesseesseessesseeseessasssessaesseanseassesssesasesssenseensenssesssenssensens 7
Check the TNSEATTATION .......eeuieieee ettt ettt ettt b et eh e e st ea e et et e beeeeebeemeeseemeensebeeaeebeeseentemsensebeaseabeeneeneeneensenes 7
PC NETWORK TCP/IP SETTING cuuuuveveeesssssunsssicsssssssssssssssssssssssssssssssssssssscss 9
WIANAOWS 95/9B/IME ...ttt ettt et ettt ettt e tt e st eae et e s e s e et e et e eatestestensen s e s ease st estenean s e s e s e eseeseeseeneansensenseaseeseeneeneansensansan 9
WINAOWS 2000 .....c.eeiiieiieit ettt ettt ettt bttt e h e bt e st e st et e b e e bt e bt ebeeheestenten s e sbeeb e e bt eb e eb e e st es s emt et e bt ab e ebeeb e es b et enb e benbeabeebeebeeneennenee 10
WINAOWS XP / VISTA. ...ttt ettt ettt ettt et et e et e et e eb e ee e es e emeea s e s et e ebeeheeheeseee e emeemseaseeeeebeeaeeseemeenbensenseabeebeeneeneansennens 11
Login to the WLAN Router through Wireless LAN .........cccoiiuiiiiieiieeiieieieieie ettt es sttt ettt ese e 12
LOZIN £0 the WLAN ROULET ..ottt ettt sttt ettt e et e st ea e et e e besbe et e ebeeaees e emeem s e b e eteebeeaeeseeneansesbeaaeeseeseeneansansensens 12
USING the WED BIOWSET ...ttt ettt ettt ettt ettt e et e e ae e et et e emtees e e eseees e e b e e s e emseemteemeeemeeesee st enseanseeneeeneenneanean 12
SEUUP WIZAIA.......eeiiieii ettt sttt ettt e et e e et et e esbeesseesbeesaesseesseesseessesseesseesseenseesseasseesaeseesseasseesseasaesseeseenseensennsenssensaensens 12
WA SEEIIIE ..ottt ettt ettt et e e et et esu et e e et eateeaeees e e s e e st emeeemseeeeeseeeeae e et em st ee e e es e e et emseemseeaseeseese e seenseenseemsesmeesneesneanseenteans 21
DHCP CIENt OF FIXEA TP ...ttt ettt ettt et te st e s st e st esteesseeseessaensee s eenseenseenseensesseeeseanseanseensennsennsennsenseas 21
PPPOE with Obtain IP AUtOMAtICAILY ......c.eiuiiiiieieieee ettt ettt et et e st e e bt e st ea e et et e st e ebe bt eeeeseeneenseneeeas 22
PPPOE With SPECITY TPttt ettt et ettt et eeae e s st et e en s e ense et ee s eenseenseenseenseesseestanseanseenseensennsenasenneas 23
PPTP/L2TP with Obtain IP AULOMAICALLY ........ccveiiieiieieiiesieeie ettt et e st e saeeaessaeste e teesseesseessessaesseesseesseensesssesssesseenseensenns 23
PPTP/L2TP With SPECIEY TP ..ottt ettt et et et et et et e beee e et e e st esseneensesseeseeseestansensansesseeseeseeneensansensensennas 23
DYNAMIC DINS ...ttt ettt et e et e st e e tee s st e st esseaaseeseesseesees st enseenseaaseeesesaeesee st ens e e st enseenseenteente st enseenseenteensennnennees 24
0 S TSP
WVATELESS SEELIIIZ ....veeuveeieeeiieetiett et et eteette st estee st ebeeseesseesatesseanseenseanseassessse s eenseenseenseemseseee s e anseanseanseenseessanseenseenseenseensesnnesneesseanseenseans 27
BaSIC .ttt ettt bt bt h e a etttk b e bt eh e e st e at et et bt h e bt e bt ea s et et e bt eh e eh e e heeh b et et et bt bt eaeen b et enten 27
LT 11 LSRR 28
ALQVANCEA ...ttt et h e bbbt eh st h etk bt b e e h e e Rt eh s et et bt ekt e bt e bt eh e e ae et et et e bt ehe bt e st en b e e enten 31
WI-FT PLOECLEA SEEUP ..cuviivtieiii ettt ettt ettt ettt et e st e e bt e beesbeesbeesseetsesssesseessessesssesseesseesseesseessesseenseesseessaessesssessenseas 32
LLAN S@UNE ....eentteetieiieetieet et et eteetestteste e teeteeseesate st esseenseesseeseenseenseanseessessaesseenseenseamseseee s eanseanseenseenseessenseenseenseenseensesnnesneenseanseansenns 32
5 F T (T OSSR 1.
DHECP ...ttt bttt h et a et et a e bt bt e bt eb e st e ettt H e bt bt e bt e he et et et bt h e e bt bt bt eae et et e et e bt sh e bt e bt eat et enten 33
ALCCESS COMIIOL SETINEZ....cuteeutieiieeiieet ettt ettt ettt et ea e e b e s bt e bt et e et e eh e e sbee bt e bt em bt eateeateeb e e bt e bt e bt emaesmeesaeesbeenaeenseenteans 35
LS PP PT SRS 35

v



VITTUAL SEIVET ..ottt e ettt e e et e e e aa e e e s aaeeeeeaaaeesesaaeeseaeaeeseneseesaneseessaeeeesansaeesansaeessaneeeesaneeeesensanessasaeeeaas 39

I 8103 T Y A U 39
DIMZ ..ttt h etttk h ekt h et a et e kbt bt eh £ e Rt e Rt e b ek he e h e e bt e h e ea s et et e bt SRt eh e e heeh b et et e bt ehe bt e bt en b et enten 41
FAT@WALL SETLIIES ..ottt ettt ettt et ettt et e et e et e a e e eaeesa e et e emeeemeeese e b e emseeseees e e st enseeaseemseemeeeseeeateseanteenseeneeeneanneennean 42
SYSTEIM SELINE ... vvevietietietieteetesteeste et esteeeesteesseesseesseassesssessaesseesseassesssesssesseenseasseasseassesseesseassanssesseesseasseenseassesssesseanseensenssenssenseensens 43
PASSWOIA ...ttt sttt ettt et e e et e et e e bt ekt eb e es e en e ea e et e b e A e bt eh e eh e e Rt eR s ea e et e bt ekt eheeReen e eaeen b et e ete bt eheebeeneenteneentan 43
THITIE ..ttt b ettt et ettt b e s bt e bt e st e et et e et e bt b€ e bt e he et e Rt e b b€ e h e e bt e bt ea et et e bt eh e bt e bt e bt et et b nh e bt ebeeat et enten 44
DEVICE INFOTIMATION ...ttt ettt ettt ea et e e et et e e bt se e eb e e aten e et et eneem e e s e ebeeeeebeeseaseemeansensense bt eaeeseeneensensansan 44
o PSSR 45
O SEUIME....tieutieiieeeieetieettet e et e et e et e st esteebeeteesteesaeeseesseesseasseseesseessaessesssessaessaenseessesseeeseenseesseanseesseesseessesseenseenseenseessenneesseenseenseans 46
7218 15 TS SRR 48
RESTATT ...ttt ettt et h e a et e et et s ae e bt ettt e et e aa et bt et e a e e et sae e e aeesa e et eat e eab e eanesanenaeereen 48
FATIMIWATE ...ttt sttt ettt e st eatea et e ke e ae ekt es e es e ea s emeeateee e ekt ebeeeeebeemeemsemeemseaseeeeebeeheee e enean b e s e ese bt eaeebeeneenteneentan 49
COMTTGUIATION ...ttt et ette ettt et et e ette st e st e e teeteeaeeestesseesseenseesseessanseenseanseassesasesseenseenseensesseeeseenssanssanseenseesseam e s o et e e e emtae e eaecearmnee s 49
L8 3 S OSSOSO 49
PINE TOST .eutieiiiiiiecie ettt ettt ettt et e et e et e st este e beesbeesseesaeese e seesseesseesbeesseese e s e enseenaeeReeeR e e st en s e enbees b e et s e eta et e e beenbeenteeseenneenseenseenseans 49
REMOtE MANAZEMENL ....c..eeiiiiiiiiieiie ettt ettt e et e s bt esate e s bt e e bt e e sba e e bt e e bt e e bt e e b e e aabeeeabe e e bt e enbeeeabeeebaeeabeeenbaeenneean 50

TECHNICAL SPECIFICATIONS aesseeeeesssscccsessssssssssssssssssssssssssssssssssssssssssssaass I




ABOUT THIS GUIDE

Congratulations on your purchase of this IEEE 802.11b/g/n Wireless Broadband
Router. This integrated access device combines Internet gateway functions with
wireless LAN and Fast Ethernet switch. It provides a complete solution for Internet
surfing and office resource sharing, and it is easy to configure and operate for every
user.

Purpose

This manual discusses how to install the IEEE 802.11b/g/n Wireless Broadband
Router.

Terms/Usage

In this guide, the term “the WLAN Router” refers to your IEEE 802.11b/g/n
Wireless Broadband Router.

Overview of this User’s Guide

Introduction. Describes the IEEE 802.11b/g/n Wireless Broadband Router and its
features.

Unpacking and Setup. Helps you get started with the basic installation of the IEEE
802.11b/g/n Wireless Broadband Router.

Identifying External Components. Describes the front panel, rear panel and LED
indicators of the IEEE 802.11b/g/n Wireless Broadband Router.

Connecting the WLAN Router. Tells how you can connect the IEEE 802.11b/g/n
Wireless Broadband Router to your xDSL/Cable Modem.

Technical Specifications. Lists the technical (general, physical and environmental,
performance and Routers settings) specifications of the IEEE 802.11b/g/n Wireless
Broadband Router.




INTRODUCTION

With the explosive growth of the Internet, accessing information and services at
any time, day or night has become a standard requirement for most people. The era
of the standalone PC is waning. Networking technology is moving out of the
exclusive domain of corporations and into homes with at least two computers.

This integrated access device combines Internet gateway functions with wireless
LAN and Fast Ethernet switch. Designed for the business and home, it saves you
the cost of installing a separate modem and ISP line for each computer, while
providing ready connection for the users, with or without the network wires.

Broadband network access is also gaining ground. However, allowing more than
two computers to access the Internet at the same time means less affordable, higher
costs. Thus, there is a need to share one public IP address over a single Internet
connection to link the home with the Internet.

The scarcity of IP addresses and using a shared Internet connection through an
Internet sharing device can solve high network access costs. All linked computers
can make full use of broadband capabilities over such a device.

This device not only comes equipped with a wide range of features, but also can be
installed and configured right out of the box. This device supports a simple local
area network and Internet access share, offering great cost savings.

The local area network connects home computers while also allowing any of the
computers to access the Internet, share resources, or play online games—the basis
of the family computing lifestyle.

Applications:

Broadband Internet access:

Several computers can share one high-speed broadband connection through
wireless or wired (WLAN, LAN and WAN-Internet).

Resource sharing:

Share resources such as printers, scanners and other peripherals.

File sharing:

Exchange data, messages, and distribute files thus making good use of hard disk
space.

Online gaming:

Through the local area network, online gaming and e-commerce services can be
easily setup.

Firewall:

A built-in firewall function — for security and anti-hacking systems.




Supported Features:

AN NN YV N U N N N N N N N N N

Supports IEEE 802.11n technology provides 2TX/2RX wireless speed up to 300Mbps data rate
Compatible with IEEE 802.11g high rate standard to provide wireless speed of 54Mbps data rate
4 x 10/100Mbps Fast Ethernet port for LAN with Auto MDI-X function

1 x 10/100Mbps WAN port for ADSL / Cable Modem with Auto MDI-X function

IEEE 802.11b/g/n Infrastructure operating modes

Allow auto fallback data rate for optimized reliability, throughput and transmission range
Supports wireless data encryption with 64/128-bit WEP standard for security

Supports enhance security for WPA-PSK, WPA2-PSK, WPA and WPA2

Web-based configuration tools and management via WEB Browser

Supports WPS (Wi-Fi Protected Setup Specification Windows)

Supports PPPoE/PPTP/L2TP protocol for ADSL

Supports NAT for share 1 IP address to all LAN user

Supports DHCP Server / Client

Supports Firewall protection, Virtual server mapping, Special application setting

Supports UPnP

Supports statistics information




UNPACKING AND SETUP

This chapter provides unpacking and setup information for the IEEE 802.11b/g/n
Wireless Broadband Router.

Unpacking

Open the box of the WLAN Router and carefully unpack it. The box should contain
the following items:

¢ One IEEE 802.11b/g/n Wireless Broadband Router

¢ One CD contain User’s Guide

¢ Two 2dBi inside antenna

¢ One external power adapter

If any item is found missing or damaged, please contact your local reseller for
replacement.

Setup

The setup of the WLAN Router can be performed properly using the following
methods:

¢ The power outlet should be within 1.82 meters (6 feet) of the Broadband Router.

¢ Visually inspect the DC power jack and make sure that it is fully secured to the
power adapter.

¢ Make sure that there is proper heat dissipation and adequate ventilation around
the Broadband Router. Do not place heavy objects on the Broadband Router.




HARDWARE INSTALLATION

Front Panel

The figure below shows the front panel of the IEEE 802.11b/g/n Wireless
Broadband Router.

Front Panel

A solid green light indicates a proper connection to the power supply.
Power LED The light will blink green during the WPS process.
The light will blink orange during boot up.

A solid light indicates connection on the Internet port.
Internet LED If the LED is orange, the connection is good but the router cannot connect to the
internet.blinks during data transmission.




Rear Panel

The figure below shows the rear panel of the IEEE 802.11b/g/n Wireless
Broadband Router.

INTERNET RESET POWER WPS

Rear Panel

LAN (1-4)
Four RJ-45 10/100Mbps Auto-MDIX ports for connecting to either 10Mbps or
100Mbps Ethernet connections.

INTERNET
In the four port broadband Router, there is an RJ-45 10/100Mbps Auto-MDIX port
for the WAN that connects to the xXDSL/Cable modem for Internet connectivity.

RESET

Use a pin-shaped item to push to reset this device to factory default settings. It will
be a useful tool when the manager forgot the password to login, and needs to
restore the device back to default settings.

POWER
Plug the power adapter to this power jack
WPS (Wi-Fi Protected Setup)

Push and hold this button for 3 seconds to activate WPS. The button LED is
blinking Green when WPS is activated.




Hardware connections
Connecting the WLAN Router

1. Plug in one end of the network cable to the WAN port of the WLAN Router.

2. Plug in the other end of the network cable to the Ethernet port of the xDSL or
Cable modem.

3. Use another network cable to connect to the Ethernet card on the computer
system; the other end of the cable connects to the LAN port of the WLAN
Router. Since the IEEE 802.11b/g/n Wireless Broadband Router has four ports,
you can connect up to four computers directly to the unit. Then you do not have
to buy a switch to connect these computers since one WLAN Router functions
both as a connection-sharing unit and as a switch.

Check the installation

The control LEDs of the WLAN Router are clearly visible and the status of the
network link can be seen instantly:

A solid green light indicates a proper connection to the power supply.
Power LED The light will blink green during the WPS process.
The light will blink orange during boot up.

A solid light indicates connection on the Internet port.
Internet LED If the LED is orange, the connection is good but the router cannot connect to the

internet.blinks during data transmission.




PC NETWORK TCP/IP SETTING

The network TCP/IP settings differ based on the computer’s operating system
(Win95/98/ME/NT/2000/XP) and are as follows.

Windows 95/98/ME

1. Click on the “Network neighborhood” icon found on the desktop.

2. Click the right mouse button and a context menu will be show.

3. Select “Properties” to enter the TCP/IP setting screen.

4. Select “Obtain an IP address automatically” on the “IP address” field.

TCP/IP Properties 7 x|

Bindings | Advanced | Me®lDS |
DNS Configuration I Gateway I WINS Configuration  IP Address

An IF address can be automatically assigned to this computer.
|F waur nebwark, does not automatically aszign IP addresses. azk
your network administrator for an address, and then type it in
the space below,

¥ ‘Obtain an [P address automatically

" Specify an IP address:

|Ftddiess: |]|] e e |

Subrettiesi.  [255).255).1255 .00 |

’TI Cancel |
5. Select “Disable DNS” in the “DNS” field.

TCP/IP Properties Ed B3
Bindngs | Advanced | NetBIOS
DNS Canfiguration | Gateway | WiINS Configuration | IP Address
& i ;
—1 E

st I:.;H Wi I

[ 5 S envern Searchilirder

|| el

l%S‘?I‘]ﬂ%Z'I_ Hemaie
203.66.99.251

D omat St Seanckider

| Hemowe

11 L

] Cancel |




6. Select “None” for the “Gateway address” field.

TCP/IP Properties 7]

Bindings | Advarced | MetBIOS
DMS Configuration  Gatsway | WINS Configuration I IP Address

The first gateway in the Installed Gateway list will be the default.
The addresz order in the list will be the arder in which these
machines are uzed.

Hew gateway:

| s |

Inatalled gateways:

Hemove |

Ok, I Cancel

Windows 2000

Double click on the “My Computer” icon on the desktop. When “My Computer”
window opens, open the “Control Panel” and then open the “Network dialup
connection” applet. Double click on the “Local area network connection” icon.
Select “Properties” to enter the TCP/IP setting window.

1. In the “Local area network status” window, click on “Properties.”

2. In the “Local area network connection” window, first select TCP/IP setting
and then select “Properties.”

3. Set both “IP address” and “DNS” to Automatic configuration.

[P . ]
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Windows XP / Vista

Point the cursor and click the right button on the “My Network Place” icon.
Select “properties” to enter the TCP/IP setting window.

1. Set “IP address” to “Obtain an IP address automatically.”

2. Set “DNS” to “Obtain DNS server address automatically.”

Internet Protocol (TCP/IP) Properties @@

| General | Akermate Configuration

You can get P zettings azzigned automatically if your network, supparts
thiz capability. Othenwize, pou need to ask pour network, adrinistratar for
the appropriate IF settings.

(%) Obtain an IP addiess automatically
7 Uze the follawing |P address:

(&yilbtain DMS zerver address automaticalle

() Use the fallowing DNS server addresses:

I 0K ][ Cancel ]
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CONFIGURATION

First make sure that the network connections are functioning normally.

This WLAN Router can be configured using Internet Explorer 5.0 or newer web
browser versions.

Login to the WLAN Router

Before you configure this device, note that when the WLAN Router, make sure the
host PC must be set on the IP subnet that can be accessed by the xDSL/Cable
modem. For example, when the default network address of the xDSL/Cable modem
Ethernet interface 1s 192.168.1.x, then the host PC should be set at 192.168.1.xxx
(where xxx 1s a number between 2 and 254), and the default subnet mask is
255.255.255.0.

Using the Web Browser

1. Open your web browser (e.g. Internet Explorer, Firefox, Safari, Chrome, or
Opera).

2. Enter IP address http://192.168.10.1 (the factory-default IP address setting) to
the URL web address location.

-

= Biank Page - Windows [nternet Explores

vl 2 hiipy/19216610.

S

|| Fie Edit View Favorites Tools Help

3. When the following dialog box appears, enter the user name and password to
login to the main configuration window, the default username and password is
“admin’.

Login ba ihe TOW.-FI20H
Usar Rame |
Passwoid :
Longuage: | Enghsh w

[ e

Setup Wizard

Setup wizard is provided as part of the web configuration utility. User can simply
follow the step-by-step process to get the wireless Router configuration ready to run
in 6 easy steps by clicking on" the “Wizard” button on the function menu. The
following screen will appear. Please click “Next” to continue.

11



TEW-T32BR Setup Wizard

Step 1. 3&1 your new passwond

Stip 2. ChoOSa pour Bma 20n0e

Siep . ¢ LAMN conngction and DECPE Sgrar

Step 4. S&t Infemet connedion
Step 5. 381 wireless LAN conneciion
Step b Fiastan

Step 1: Set your new password
Setting the new admin password of the WLAN Router. Please click “Next” to
continue.

Set Password

Step 2: Choose time zone
Select the time zone from the drop down list. Please click “Next” to continue.

Choose Time Zone

(GMT-08:00) Pacific Time (US/Canada), Tijuana |-

I ] o

Step 3: Set LAN connection and DHCP server

Set user’s IP address and mask. The default IP is 192.168.1.1. If the user chooses to
enable DHCP, please click “Enable”. DHCP enabled is able to automatically assign
IP addresses. Please assign the range of IP addresses in the fields of “Range start”
and “Range end”. Please click “Next” to continue.

12



Set LAN connection and DHCP Server

LANIP
[ — 192.168.10.1

LAN Subnet - »cs 2550
Mask

DHCP Server @ Enable () Disable

Range Start 192.168.10.101

Range End 192.168.10.199

T R

Step 4: Set Internet connection
The WLAN Router will attempt to auto detect your Internet Connection.

13



Obtain IP automatically (DHCP client):

Selec-’le Internet Connection Type

& Obtain IP Automatically(DHCP Client)
OFixed IP address

O PPPOE to obtain IP automatically
OPPPoE with a fixed IP address
OPPTP

OL2TP

If the user has enabled DHCP server, choose "Obtain IP automatically (DHCP
client)" to have the WLAN Router assign [P addresses automatically.

[—

Set Dynamic |IP Address

Host Name |TEW-732BR
{optional)

MAC |00 - |18 - |E7

83 {optional)
| Clone MAC Address |

e e R

14



Fixed IP Address:

Ly
Select Internet Connection Type

©Obtain IP Automatically(DHCP Client)
‘> Fixed IP address

O PPPoE to obtain IP automatically

O PPPoE with a fixed IP address
OPPTP

OL2TP

If the Internet Service Provider (ISP) assigns a fixed IP address, choose this option

and enter the assigned WAN IP Address, WAN Subnet Mask, WAN Gateway
Address and DNS Server Addresses for the WLAN Router.

Set Fixed IP Address

VUAN IP Address [0.0.0.0

WAN Subnet Mask [0.0.0.0

VVAN Gateway
Address

DNS Server
Address 1

0000

0000

DNS Server

Address 2 :U o

15



PPPoE to obtain IP automatically:

Select Internet Connection Type

© Obtain IP Automatically(DHCP Client)
OFixed IP address

& PPPOE to obtain IP automatically

O PPPoE with a fixed IP address
OPPTP

OL2TP

If connected to the Internet using a PPPoE (Dial-up xDSL) connection, and the ISP

provides a User Name and Password, then choose this option and enter the required
information.

k Set PPPoE to obtain IP automatically

User Name

Password

Verify
Password *

16



PPPoE with a Specify IP address:

k Select Internet Connection Type

O Obtain IP Automatically(DHCP Client)
O Fixed IP address

O PPPoE to obtain IP automatically

= PPPoOE with a fixed IP address
OPPTP

OL2TP

T —

If connected to the Internet using a PPPoE (Dial-up xDSL) connection, and the ISP
provides a User Name, Password and a Fixed IP Address, choose this option and
enter the required information.

Set PPPoE with a fixed IP Address

User Hame

Password

Verify
Password

IP Address :(] 000

17



PPTP:

Select Internet Connection Type

© Obtain IP Automatically(DHCP Client)
OFixed IP address

O PPPoOE to obtain IP automatically

O PPPoE with a fixed IP address
©OPPTP

OL2TP

o —— o

If connected to the Internet using a PPTP xDSL connection, enter your IP, Subnet
Mask, Gateway, Server IP, PPTP Account and PPTP Password.

Set PPTP Client

& DynamicIlP O StaticIP

L;‘%y =]

Subnet Mask
Gateway
Server [P

PPTP Account

PPTP
Password
Retype PPTP
Password

18



L2TP:

“Select Internet Connection Type

O Obtain IP Automatically(DHCP Client)
OFixed IP address

O PPPoE to obtain IP automatically
OPPPoE with a fixed IP address

If connected to the Internet using a L2TP (Dial-up xDSL) connection and the ISP
provides a Server IP, Account and Password information, choose this option and
enter the required information.

N

Set L2TP Client

{* DynamicIP O StaticIP

My IP
Subnet Mask
Gateway
Server [P

L2TP Account

L2TP
Password

Retype
Password

19



Step 5: Set Wireless LAN connection

Click “Enable” to enable Wireless LAN. If user enables the Wireless LAN, type the
SSID in the text box and select a communications channel. The SSID and channel
must be the same as wireless devices attempting to connect to the WLAN Router.

(When in FCC domain, you could chose chl~chll; in ETSI domain, you could
chose chl~chl13)

Set wireless LAN connection

Wireless LAN (*)Enable () Disable

[y ssiD [TRENDnet732-7a82

Channel |6

‘;ﬁ. - -'*’Ii-.s*i“ -ﬁ ‘

Step 6: Setup completed

The Setup wizard is now completed. The new settings will be effective after the
WLAN Router restarts. Please click “Restart” to reboot the WLAN Router. If user
does not want to make any changes, please click “Exit” to quit without any changes.
User also can save the settings and restart Wireless Router by Click "Restart"
button.

Setup Complete

Click Restart button to save the settings and restant Wireless Router.

WAN Setting

This function enables users to set up the WLAN Router WAN connection, specify
the IP address for the WAN, add DNS numbers, and enter the MAC address.

Connection Type: Select the connection type, either DHCP client, Fixed IP or
PPPoE, PPTP or L2TP from the drop-down list.
DHCP Client or Fixed IP

If user has enabled DHCP server, choose "Obtain IP automatically (DHCP client)"
to have the router assign IP addresses automatically.

20



Connectioa Type CF Cliaml o Foced P

- ::.:_._, lierd or Fi

WAN IP Address: Select whether user wants to specify an IP address manually, or
want DHCP to obtain an IP address automatically. When Specify IP is selected,
type the IP address, subnet mask, and default gateway in the text boxes. User’s ISP
will provide with this information.

IP Address: For the Specify mode, enter the specific IP address that provided by
your ISP.

Subnet Mask: For the Specify mode, enter the specific subnet mask that provided
by your ISP.

Default Gateway: For the Specify mode, enter the specific gateway IP address that
provided by your ISP.

DNS 1/2: Manually specific DNS server IP address. For the Obtain IP
Automatically mode, leave 0.0.0.0 hear, the DHCP server will provides DNS server
automatically.

Clone MAC Address: If your ISP requires you to enter a specific MAC address,
please enter it in. The Clone MAC Address button is used to copy the MAC address
of your Ethernet adapter to the Router.

PPPoE with Obtain IP Automatically

If connected to the Internet using a PPPoE (Dial-up xDSL) Modem, the ISP will
provide a Password and User Name, and then the ISP uses PPPoE. Choose this
option and enter the required information.
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Connection Type

PPPoE v

WANIP

& Obtain IP Automatically

O Specify IP |

Service Name

User Hame

Password

Retype Password

DHS

Primary .U 00o

Secondary [0.0.0.0

IMAC Address

-|95

o0 |[18 |[er
[ Clone MAC Address ]

J7A |83

Auto-reconnect

O Always-on O Manual & Cennect-on Demand

Icdle Time Out

5

Minutes

MTU

[1292

— |

PPPoE with Specify IP

If connected to the Internet using a PPPoE (Dial-up xDSL) Modem, the ISP will
provide a Password, User Name and a Specify I[P Address, choose this option and
enter the required information.

PPTP/L2TP with Obtain IP Automatically

If connected to the Internet using a PPTP/L2TP (Dial-up xDSL) connection, enter
the your Server IP, PPTP/L2TP Account and PPTP/L2TP Password, if your ISP has
provided you with a DNS IP address, enter it in the DNS field, otherwise, leave it
Zero.

PPTP/L2TP with Specify IP

If connected to the Internet using a PPTP/L2TP (Dial-up xDSL) connection, enter
the your IP Address, Subnet Mask, Gateway IP address, DNS IP address, Server IP
address, PPTP Account and PPTP Password.
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Dynamic DNS:

This synchronizes the DDNS server with your current Public IP address when you
are online. First, you need to register your preferred DNS with the DDNS provider.
Then, please selected one of DDNS server than fill the related information in the
below fields: Host Name, User Name and Password.

Dynamic DNS

Dynamic DNS | (O Enabled (& Disabled

Server Address

Host Hame | |

User Mame

Password | |

IPv6

[Pv6 connection type

IPV6

IPv6 CONNECTION TYPE

Connection Type [Lacal Connectivity Only

LAN IPv6 ADDRESS SETTINGS

LAMN IPv6 Link-Local
Address

FES0:213.EVFR.FE9S:TAS2/64

Static IPv6

This mode is used when your ISP provides you with a set [Pv6 addresses that does not change. The [Pv6 information
is manually entered in your IPv6 configuration settings. You must enter the IPv6 address, Subnet Prefix Length,
Default Gateway, Primary DNS Server, and Secondary DNS Server. Your ISP provides you with all this information.
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IPVo

IPv6 CONNECTION TYPE

Connecticn Type : Static IPwE

Use Link-Local
Address

I[PvE Address| |

Subnet Prefix Length ||

Default Gateway (|

Primary DN5 Server||

Becondary DNS |
Eerver|

LAN IPve ADDRESS SETTINGS

LA IPvE Address||

LAN |PvE Link-Local
Address

FEBD::248:ETFF:FES3: TAER/E4

Enable automatic
IPvE address
assignment

Rutoconfiguration
Type

Router
Advertisement
Lifetime

Use Link-Local Address: The Link-local address is used by nodes and routers when communicating with
neighboring nodes on the same link. This mode enables [Pv6-capable devices to communicate with each other on the
LAN side.

IPv6 Address: Enter the WAN IPv6 address for the router here.

Subnet Prefix Length: Enter the WAN subnet prefix length value used here.
Default Gateway: Enter the WAN default gateway [Pv6 address used here.

Primary DNS Address: Enter the WAN primary DNS Server address used here.
Secondary DNS Address: Enter the WAN secondary DNS Server address used here.

LAN IPv6 Address: These are the settings of the LAN (Local Area Network) IPv6 interface for the router. The
router’s LAN IPv6 Address configuration is based on the IPv6 Address and Subnet assigned by your ISP. (A subnet
with prefix /64 is supported in Lan.)

Autoconfiguration(SLAAC/DHCPv6)
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M pv6

Connection Type | Auteconfigurstion [SLAAC/DHCPVE) (M

Primary DNS Server||

Secondary ONS|[
Server|'

Enzble DHCP-PD

LAM IPvE Addrecs ||

LAN 1PwE Link-Locsl
Address

Enable automatic
IPvE address
assignment

Enable Automatic
OHCP-FD in LAN

Enable Automatic |-
DHCP-FD in LAN |-

Router
Advertisement||
Lifetime

IPv6 DNS Settings: Select either Obtain DNS server address automatically or Use the following DNS Address.
Primary/Secondary DNS Address: Enter the primary and secondary DNS server addresses.

LAN IPv6 Address Settings: Enter the LAN (local) IPv6 address for the router.

LAN IPv6 Link-Local Address: Displays the Router’s LAN Link-Local Address.

Enable Autoconfiguration: Check to enable the Autoconfiguration feature.

Autoconfiguration Type: Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless DHCPv6.

IPv6 Address Range Start: Enter the start [IPv6 Address for the DHCPv6 range for your local computers.

IPv6 Address Range End: Enter the end IPv6 Address for the DHCPv6 range for your local computers.

IPv6 Address Lifetime: Enter the IPv6 Address Lifetime (in minutes).

Local Connectivity Only
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IPV6

IPv6 CONNECTION TYPE

Connection Type || Local Connectivity Only

LAN IPv6 ADDRESS SETTINGS

LAN IPv6 Link-Local| o 54 0.0 7FF FEOS:7A8 2164

Address

LAN IPv6 Address Settings: Displays the IPv6 address of the router.

Wireless setting

This section enables user to set wireless communications parameters for the router's
wireless LAN feature.

Basic

This page allow user to enable and disable the wireless LAN function, create a
SSID, and select the channel for wireless communications.

Wireless| ) Enabled (O Disabled

Ssin || TREMDnet732-7ag2

AutoChannel

Channel

802.11 Mode || 2.4Ghz 802.11b/g/n mixed mode ¥

Channel Width|| Auto 20140 MHz v

55D Broadcast| &) Enabled 0 Disabled

WM Enabled Disabled

T I

Enable/Disable: Enables or disables wireless LAN via the WLAN Router.

SSID: Type an SSID in the text box. The SSID of any wireless device must match
the SSID typed here in order for the wireless device to access the LAN and WAN
via the WLAN Router.

Channel: Select a transmission channel for wireless communications. The channel
of any wireless device must match the channel selected here in order for the
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wireless device to access the LAN and WAN via the WLAN Router.(When in FCC
domain, you could chose chl~chl1; in ETSI domain, you could chose chl~ch13)

802.11 Mode: Select one of the following:
@802.11b only - Select if you are using 802.11b wireless clients only.
©802.11¢ only - Select if you are using 802.11g wireless clients only.
®802.11n only - Select if you are using 802.11n wireless clients only.

®Mixed 802.11b and 802.11g - Select if you are using both 802.11b and
802.11n wireless clients.

®Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of
802.11n, 11g, and 11b wireless clients.

Channel Width: Select the Channel Width:

®Auto 20/40 - This is the default setting. Select if you are using both 802.11n
and non-802.11n wireless devices.

®20MHz - Select if you are not using any 802.11n wireless clients.

SSID Broadcast: While SSID Broadcast is enabled, all wireless clients will be able
to view the WLAN Router’s SSID. For security purposes, users may want to
disable SSID Broadcast to ensure only authorized clients have access.

WMM : Wi-Fi Multimedia is a Quality of Service (QoS) feature which prioritizes
audio and video data packets. This feature requires the wireless device to also
support WMM. Click Enabled (recommended) or Disabled to turn this feature on or
off on your router.

Security

This function enables user to set authentication type for secure wireless
communications. Open System allows public access to the router via wireless
communications. Shared Key requires the user to set a WEP key to exchange data
with other wireless clients that have the same WEP key. This router also supports
WPA, WPA2 and WPA-AUTO.

Authentication Type| Disable -
[hsable
WEP | Apply | Clear |
WPA

WPAZ

WPA-AUTO
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Authentication Type: The authentication type default is set to open system.
There are four options: Disabled, WEP, WPA, WPA2 and WPA-Auto.

WEP

Authentication Type| WEP -

WEP | @ Open System Shared Key

Mode | HEX -

WEP Key | 64-bit ~

Key1 | @ 0000000000

Key 2 0000000000

Key 3 0000000000

Key 4 0000000000

" Cancel ™ " Rpply T Clear

WEP: Open System and Shared Key requires the user to set a WEP key to
exchange data with other wireless clients that have the same WEP key.

WEP Key Format: Select the key format from the drop-down list HEX or ASCII.

WEP Key Length: Select the level of encryption from the drop-down list. The
WLAN Router supports, 64 and 128-bit encryption.

WEP Key 1 ~ 4: Enables users to create up to 4 different WEP keys. Manually
enter a set of values for each key. Select a key to use by clicking the radio button

next to the key. Click “Clear”

to erase key values.

WPA / WPA2/ WPA-Auto Security,

Authentication Type

WPA -

PSK I EAP

@ P3SK EAP

Cipher Type

@ TKIFP AES Auto

Passphrase :

Confirmed
Passphrase :

- Cancel " Rpply™ T elear
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AulBin b alion :-,-p-; WA
P!HIF.H": P3K & EAF
Cighet 'I'j]nl & TREP 7 AES () Aubo
mnﬁﬂlwriim 0000
: Port -1 F4

| Shared Secel ssssssnses
|

Hadws Server 2| |p 0000
(optanal)

: Pioal 1812

!
= Shared Secrel sssssnmmuw

If WPA, WPA2 or WPA-Auto EAP is selected, the above screen 1s shown. Please
set the length of the encryption key and the parameters for the RADIUS server.

Cipher Type: Select the cipher type for TKIP or AES encryption, Selected Auto
for auto detects the cipher type.

RADIUS Server 1/2 : Configure the RADIUS server settings.
1. Enter the IP address, Port used and Shared Secret by the Primary Radius
Server.

2. Enter the IP address, Port used and Shared Secret by the Secondary Radius
Server. (optional)

29



Advanced

This function enables user to configure advanced wireless functions.

Beacon Interval | 100 (default:100 msec, range:25~1000)

RTS Threshold | 2346 (default:2346, range: 256~2346)

2346 (default:2346, range: 1500~2346, even number
only)

Fragmentation Threshold

DTIM Interval | 1 (default:1, range: 1~255)

[ Cancel ™ Rpply—

Beacon Interval: Type the beacon interval in the text box. User can specify a value
from 25 to 1000. The default beacon interval is 100.

RTS Threshold: Type the RTS (Request-To-Send) threshold in the text box. This
value stabilizes data flow. If data flow is irregular, choose values between 256 and
2346 until data flow 1s normalized.

Fragmentation Threshold: Type the fragmentation threshold in the text box. If
packet transfer error rates are high, choose values between 1500 and 2346 until
packet transfer rates are minimized. (NOTE: set this fragmentation threshold value
may diminish system performance.)

DTIM Interval: Type a DTIM (Delivery Traffic Indication Message) interval in
the text box. User can specify a value between 1 and 255. The default value is 1.
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Wi-Fi Protected Setup
This screen enables users to configure the Wi-Fi Protected Setup function.

WiFi Protected Setup

WPS| @ Enapbled O Disable |

Status | Configured

WPSPIN| O Enabled (® Disable |

Self-PIN Number

Client PIN Number

Push Button | |
Configuration

Authentication Encryption
WPA-ALUTO-PSK TRIPIAES 1234567890

WPS: Enable or Disable the WPS (Wi-Fi Protected Setup) function

Status: Display the state (Un-configured State/Configured State) information of
WPS.

Self-PIN Number: Display the default PIN number of WLAN Router.

Client PIN Number: Type Client PIN number the client uses to negotiate with

WLAN Router via WPS protocol. It is only used when users want their station to
join Router's network.

Push Button Configuration: Clicking the Start PBC button will invoke the Push
Button Configuration (PBC) method of WPS. It is only used when WLAN Router
acts as a Registrar.

LAN Setting
The function enables user to configure the LAN port IP address & DHCP Server.
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LAN & DHCP Server

Host Hame _TE W-T32BR

P Address || 192 168.10 1

Subnet Mask || 255255 255 0

DHCP Server| ® Enabled O Disabled

Start IP || 192.168.10.100

End P | 192.168.10.139

Domain Name ||

Lease Time| 1'Week »

Static DHCP | @ Enabled O Disabled

] N

Hame _

IP Address |

MAC Address

[ﬁ.cld] [ Update ] [ Deletl-e ] [ Cancel ]

Static DHCP List

IP Address MAC Address

Dynamic DHCP List

Hnat EJﬁmnn IP Arldrpas MAa™ Ardrlrecg
e

Host Name: Type the host name in the text box. The host name is required by
some [SPs. The default host name is " TEW-732BR"

IP Address: This is the IP address of the router. The default IP address is
192.168.10.1.

Subnet Mask: Type the subnet mask for the router in the text box. The default
subnet mask 1s 255.255.255.0.

DHCP
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DHCP Server: Enables the DHCP server to allow the router to automatically
assign IP addresses to devices connecting to the LAN. DHCP is enabled by default.

DHCP Server Start IP: Type an IP address to serve as the start of the IP range that
DHCP will use to assign IP addresses to all LAN devices connected to the router.

DHCP Server End IP: Type an IP address to serve as the end of the IP range that
DHCP will use to assign IP addresses to all LAN devices connected to the router.

Lease Time: The lease time specifies the amount of connection time a network
user be allowed with their current dynamic IP address.

Add Static DHCP: Selected Enable the Static DHCP allows you to assign a static
[P address to the PC that has the IP address and MAC address mapping set in the
Static DHCP List.

Static DHCP List: The static DHCP mapping will list in the table, providing the
Host Name, MAC Address and IP Address.

Dynamic DHCP List: All dynamic DHCP client computers are listed in the table
and providing the Host name, IP address, and MAC address and Expired Time of
the client.
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Access Control Setting

This access control enables you to define access restrictions, set up protocol and IP
filters, create virtual servers, define access for special applications such as games,
and set firewall rules.

Filter

Using filter to deny or allow the users to access. Five types of filters to select:
MAUC, IP Filter, URL blocking, Domain blocking and Protocol filter.

MAC Filters

Filters | Filters are used to allow or deny LANAVLAN users from accessing the local
network (LANAWLAN), web management, and/or Internet.

@ MAC Filters
Domain/URL Blocking

ProtocollP Filters

MAUC Filter: Enables you to allow or deny Internet access to users within the LAN
based upon the MAC address of their network interface. Click the radio button next
to Disabled to disable the MAC filter.

MAC Filters| @ Disabled

Only Allow computers/devices with MAC addresses listed below
to access the local network (LAN/WLAN), web management, and
the Internet.

Only Deny computers/devices with MAC addresses listed below
to access the local network (LANAWLAN), web management, and
the Internet.

Mote: Please add the MAC address using the MAC Table section below
first, then select the option to "Only Allow™ or "Only Deny™, and click "Apply™.

Disable: Disable the MAC filter function.
Allow: Only allow computers with MAC address listed in the MAC Table.
Deny: Computers in the MAC Table are denied Internet access.

MAC Table Name: |trendnetd

48 - |5B -39 - 2C - |FB
MAC Address:
36

MAC Table: Use this section to create a user profile which Internet access is
denied or allowed. The user profiles are listed in the table at the bottom of the page.
(Note: Click anywhere in the item. Once the line is selected, the fields
automatically load the item's parameters, which you can edit.)

Name: Type the name of the user to be permitted/denied access.

MAC Address: Type the MAC address of the user's network interface.
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Add: Click to add the user to the list at the bottom of the page.
Update: Click to update information for the user, if you have changed any of the

fields.

Delete: Select a user from the table at the bottom of the list and click to remove the

user profile.

Cancel: Click to erase all fields and enter new information.

The maximum number of MAC address that can be made in the Filters page is 25
entries. User can browse through the MAC address saved by selecting the MAC

Filter List.
Domain/ URL Blockind

Filters

Filters are used to allow or deny LANMLAMN users from accessing the local
network (LAMAVLAN), web management, andior Internet.

MAC Filters

@ Domain/URL Blocking
Protocol/IP Filters

You could enable Domain/URL blocking to deny the users from accessing the
specified Domain/URL. Add those specified Domain/URL in the text box.

Domain Blocking| @ Disabled

Allow users to access all domains list.

Deny users to access all domains list.

[ Rpply |

Disable: Disable the Domain/URL Blocking function.
Allow: Allow users to access all domains in the “Domains List”.
Deny: Deny users to access all domains in the “Domains List”.

Domains Lisl

weanw trendnet.com =
trendnet

Blocked/Permitted Domains/URL: List domains you will Blocked or Permitted.
Add: Click to Add button to add domain to the Domains list.
Cancel: Click the Cancel button to erase all fields and enter new information.
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Protocol/IP Filters
This protocol filter enables you to allow and deny access based upon a
communications protocol list you create. The protocol filter profiles are listed in the
table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item.
The line is selected, and the fields automatically load the item's parameters, which
you can edlit.

Filters | Filters are usedto allow or deny LANAVLAN users from accessing the local

- MAC Filters

netwark (LANANVLAN), web management, and/or Internet.

) Domain/URL Blocking

@ ProtocolllP Filters

Name Protocol Port Range IP Range
Filter FTP Any 20-21 0.0.0.0-0.0.00
Filter HTTP Any 80-80 0.0.0.0-0.0.0.0
Filter HTTPS Any 443-443 0.0.0.0-0.0.0.0
Filter DNS Any 53-53 0.0.0.0-0.0.00
Filter SMTP Any 25-25 0.0.0.0-0000
Filter POP3 Any 110-110 0.0.0.0-0000
Filter Telnet Any 23-23 0.0.0.0-0000

Edit protocol filter in list

Enabled

_/ Enabled

_) Disabled

Name

Protocol

TCP [=]

Port

IP Range

Enable: Click to enable or disable the IP address filter.

Name: Type the name of the user to be denied access.
Protocol: Select a protocol (TCP or UDP) to use for the virtual server.
Port: Type the port range of the protocol.

IP Range: Type the IP range. IP addresses falling between this value and the
Range End are not allowed to access the Internet.

e

Add: Click to add the IP range to the table at the bottom of the screen.

Update: Click to update information for the range if you have selected a list item
and have made changes.
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Delete: Select a list item and click Delete to remove the item from the list.

Cancel: Click the Cancel button to erase all fields and enter new information.
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Virtual Server

This screen enables users to create a virtual server via the WLAN Router. If the
WLAN Router is set as a virtual server, remote users requesting Web or FTP
services through the WAN are directed to local servers in the LAN. The WLAN
Router redirects the request via the protocol and port numbers to the correct LAN
server. The Virtual Sever profiles are listed in the table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item.
The line is selected, and the fields automatically load the item's parameters, which
user can edit.

Enabled Enabled '@ Disabled

Hame

Protocol | | TCP El

Private Port

Public Port

LAN Server

Enable: Click to enable or disable the virtual server.
Name: Type a descriptive name for the virtual server.
Protocol: Select a protocol (TCP or UDP) to use for the virtual server.

Private Port: Type the port number of the computer on the LAN that is being used
to act as a virtual server.

Public Port: Type the port number on the WAN that will be used to provide access
to the virtual server.

LAN Server: Type the LAN IP address that will be assigned to the virtual server.
e
Add: Click to add the virtual server to the table at the bottom of the screen.

Update: Click to update information for the virtual server if the user has selected a
listed item and has made changes.

Delete: Select a listed item and click “Delete” to remove the item from the list.
Cancel: Click the Cancel button to erase all fields and enter new information.

Special AP

This screen enables users to specify special applications, such as games which
require multiple connections that are blocked by NAT. The special applications
profiles are listed in the table at the bottom of the page.
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Note: When selecting items in the table at the bottom, click anywhere in the item.
The line is selected, and the fields automatically load the item's parameters, which
user can edit.

Enabled Enabled @ Disabled

Name

Trigger Protocol | TCP [~ |

Port Range

Incoming Protocol | TCP |~ |
Port

Enable: Click to enable or disable the application profile. When enabled, users will
be able to connect to the application via the WLAN Router’s WAN connection.
Click “Disabled” on a profile to prevent users from accessing the application on the
WAN connection.

Name: Type a descriptive name for the application.

Trigger: Defines the outgoing communication that determines whether the user has
legitimate access to the application.

e  Protocol: Select the protocol (TCP, UDP, or ICMP) that can be used to
access the application.
e  Port Range: Type the port range that can be used to access the application
in the text boxes.
Incoming: Defines which incoming communications users are permitted to connect
with.
e  Protocol: Select the protocol (TCP, UDP, or ICMP) that can be used by
the incoming communication.

e Port: Type the port number that can be used for the incoming
communication.

T

Add: Click to add the special application profile to the table at the bottom of the
screen.

Update: Click to update information for the special application if user have
selected a list item and have made changes.

Delete: Select a list item and click Delete to remove the item from the list.
Cancel: Click the Cancel button to erase all fields and enter new information.
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DMZ

This screen enables users to create a DMZ for those computers that cannot access
Internet applications properly through the WLAN Router and associated security
settings.

Note: Any clients added to the DMZ exposes the clients to security risks such as
viruses and unauthorized access.

[HAZ Emalla: Enabied ® Disabled

DR Host 1P

Enable: Click to enable or disable the DMZ.

DMZ Host IP: Type a host IP address for the DMZ. The computer with this IP
address acts as a DMZ host with unlimited Internet access.

Apply: Click to save the settings.
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Firewall Rule

A firewall protects your network from the outside world, this screen enables users
to setup the simple firewall function on the wireless router.

Firewall Rule

Enable| (7 Enatilied (=) Dinabilid

Action| O asow 2 Deny

]Il'.lnrrnn+ IP Range S Protocel

Spurce| LA =

[

Dastination|| AN ~

Destinotion | Protscol

Enabled : Selecting Enabled turns on the firewall ruler and selecting Disabled turns
it off.

Name : Enter a name for the firewall rule.

Action : Select Allow will allow access and selecting Deny will block or deny
access.

Source :Configure the source information for the firewall rule.
Destination : Configure the destination information for the firewall rule.
Add :Saves new firewall rule.

Update :Modifies an existing firewall rule.

Delete : Removes an existing firewall rule.

New :Saves new firewall rule.

Priority Up : Moves an existing firewall rule one step higher in priority.
Priority Down : Moves an existing firewall rule one step below in priority.
Update Priority : Save updated changes to priority.
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System Setting

This system setting enables users to change password, set the device time, view the
device information, restart the system, save and load different settings as profiles,
restore factory default settings, upgrade the firmware, and ping remote IP
addresses....etc.

Password

This function enables users to set administrative and user passwords. These
passwords are used to gain access to the WLAN Router interface.

Password

Administrator (The login name is "admin")

HNew Password | *eessssssssssssseen

Confirm Password | eessssssssssssssns
User (The login na

New Password | eesesssssssssssenns

Confirm Password | eessssssssssssssna

Administrator: Type the password the Administrator will use to log into the
system. The password must be typed again for confirmation. The Administrator can
also authorize users the ability to configure the WLAN Router.

User: Type the password the User will use to log in to the system. The password
must be typed again for confirmation.
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Time

This function enables users to set the time and date for the WLAN Router's real-
time clock, select properly time zone, and enable or disable daylight saving.

Local Time | Sep/2/2010 1:42:48

Time Zone| (GMT-08:00) Pacific Time (US/Canada), Tijuana -

Synchronize
the clock| Manual -
with

Default NTP
Server

Year 2011 = ponth Aug ¥ Day 12 ~

Hour 11 ~ Minute 17 ~ Second 21 ~ | SetTime

Daylight Enabled Disabled
Saving | Start| Jan 1st Sun End|Jan 1st Sun

| Cancel ™ Apply

Set Time

Local Time: Displays the local time and date.
Time Zone: Select the time zone from the drop-down list.

Synchronize the clock with NTP Server: Enable or disable the WLAN Router
automatically adjust the system time from NTP Server.

Automatic: Automatically adjust the system time from NTP Server.
Manual: Manually adjust the system time when you press the Set Time button.

NTP server: The Simple Network Time Protocol (SNTP) server allows the WLAN
Router to synchronize the system clock to the global Internet through the SNTP
Server. Specify the NTP domain name or IP address in the text box.

Manually Date and Time Setting: Manually setting the WLAN Router system
time, press the Set Time button to update the system time.

Daylight Saving: Enables users to enable or disable daylight saving time. When
enabled, select the start and end date for daylight saving time.

Device Information

This function enables users to view the WLAN Router’s WAN, Wireless, LAN and
System configurations.
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TEW-732ER

@ TREnnnET N300 Wireless Router

Device Information
Wireless |

b= e WM Firmware Version: 1.00804
+ Devics information Router up time : 0 Day, 23:48:04

MAC Address 0018 ET 95 7A B3

Connection: CHCP Client Disconnected | DEMS

IP fddress ©.0.0.0

Routing Subnet Mask 7000
Access
Management

MAC Address D01SET:ESTARZ
Connection AP Enable
S8l TRENDnet?IZ-TaEl
Channel ’

Buthentication. 0 o) 7o
Type

WAN: This section displays the WAN interface configuration including the MAC
address, Connection status, DHCP client status, IP address, Subnet mask, Default
gateway, and DNS.

Wireless: This section displays the wireless configuration information, including
the MAC address, the Connection status, SSID, Channel and Authentication type.

LAN: This section displays the LAN interface configuration including the MAC
address, IP Address, Subnet Mask, and DHCP Server Status. Click “DHCP Table”
to view a list of client stations currently connected to the WLAN Router LAN
interface.

Click “DHCP Release” to release all IP addresses assigned to client stations
connected to the WAN via the WLAN Router. Click “DHCP Renew” to reassign
I[P addresses to client stations connected to the WAN.

Log

This function enables users to view a running log of Router system statistics, events,
and activities. The log displays up to 200 entries. Older entries are overwritten by
new entries.
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@kTREn DnET N300 Wireless Router

iy

Log

Page: 1 /24

out.mg
Access
anngement

Copyright © 2012 TRENDnet. All Rights Resarved,

The Log screen commands are as follows:
Click “First Page” to view the first page of the log
Click “Last Page” to view the final page of the log
Click “Previous Page” to view the page just before the current page
Click “Next Page” to view the page just after the current page
Click “Clear Log” to delete the contents of the log and begin a new log

Click “Refresh” to renew log statistics
Time: Displays the time and date that the log entry was created.
Message: Displays summary information about the log entry.

Log Setting
This function enables users to set Router Log parameters.
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TEW-TasEn

&
@ TRENDNET e

Log Setting

SMTP Authentication: Selected the Enabled if the SMTP server need for
authentication, fill in account name and password in SMTP Account field and
SMTP Password field.

SMTP Account: If the SMTP Authentication enabled, fill in the SMTP account
name here.

SMTP Password: If the SMTP Authentication enabled, fill in the password of the
SMTP account here.

SMTP Server: Type your SMTP server address here.

From/To Email Address: Type an email address for the log to be sent to. Click

“Email Log Now” to immediately send the current log.

Syslog Server: Type the IP address of the Syslog Server if user wants the WLAN

Router to listen and receive incoming Syslog messages.

Log Type: Enables users to select what items will be included in the log:
System Activity: Displays information related to WLAN Router operation.
Debug Information: Displays information related to errors and system
malfunctions.
Attacks: Displays information about any malicious activity on the network.
Dropped Packets: Displays information about packets that have not been
transferred successfully.

Notice: Displays important notices by the system administrator.
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Statistic

This function displays a table that shows the rate of packet transmission via the
WLAN Router’s LAN, WAN and Wireless ports (in bytes per second).

k
@ TRE“D nET N300 Wirelass Routar

TEW-TIZER

Statistic e

Wilizabon madets)
S Fesd

Receve |Faat

"Wanogement
Weard

Copyrghl © 2012 THENCUmet. A Hghis Feserved

Restart
Click “Restart” to restart the system in the event the system is not performing
correctly.

@ TREHUI’IET N300 Wireless Router

TEW-7328BR

Restart e

RASIAr Your routsr | Hemtar

Copyright & 2012 TREMDRer. A1 Tégims Fesereed

47



Firmware
This function enables users to keep the WLAN Router firmware up to date.

Firmware

Upgrade Firmware

Please follow the below instructions:

Download the latest firmware from the manufacturer's Web site, and save it to disk.
Click “Browse” and go to the location of the downloaded firmware file.

Select the file and click “Upgrade” to update the firmware to the latest release.

Ping Test
The ping test enables users to determine whether an IP address or host is present on
the Internet. Type the host name or IP address in the text box and click Ping button
to start the Ping test.

kPing Test

Host Name or [P address:
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Remote Management

This function enables users to set up remote management. Using remote
management, the WLAN Router can be configured through the WAN via a Web
browser. A user name and password are required to perform remote management.

Remote Management

O Enabled (& Disabled

Fort: |
Femate IF Range:

From |

Allow to Ping WAN port| @ Enabled (O Disabled

UPnR| & Enabled () Disabled

ppTR| & Enabled O Disabled

L2TP| @ Enabled O Disabled

IPSec| @ Enabled O Disabled

Multicast Stream| ) Enahled (¥ Disabled

: o |

HTTP: Enables users to set up HTTP access for port number, and Remote IP
Range for remote management.

IP Address: Remote [P Range, to type a range of Router IP addresses that can be
pinged from remote locations

Allow to Ping WAN Port: Enables users to allow to ping WAN Port.

UPnP: Enabled on your router by default to allow specific applications required by
your computers or devices to allow connections through your router as they are
needed.

PPTP: Enables users to set up PPTP access for remote management.
L2TP: Enables users to set up L2TP access for remote management.
IPSec: Enables users to set up IPSec access for remote management.
IDENT: Default is stealth. This enables users to set port 113 stealth.
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TECHNICAL SPECIFICATIONS

General

IEEE 802.11b Wireless LAN
Standards IEEE 802.11g Wircless LAN

IEEE 802.11n Wireless LAN

IEEE 802.3/IEEE 802.3u Fast Ethernet

ANSI/IEEE 802.3 Auto negotiation
Protocol CSMA/CA with ACK
Radio Technology DSSS/OFDM

Data Transfer Rate

802.11n mode: up to 300Mbps (auto sense)

802.11g mode: up to 54Mbps (auto sense)

802.11b mode: up to 11Mbps (auto sense)

Ethernet: 10Mbps (half duplex), 20Mbps (full-duplex)

Fast Ethernet: 100Mbps (half duplex), 200Mbps (full- duplex)

Receiver Sensitivity

802.11n: -64dBm typical @ 300Mbps
802.11g: -68dBm typical @ 54Mbps
802.11b: -85dBm typical @ 11Mbps

Transmit Power
(mean EIRP)

IEEE 802.11b:18.32 dBm(0.0679W)
IEEE 802.119:21.11 dBm(0.1291W)
IEEE 802.11n HT 20MHz Mode: 23.33 dBm(0.2151W)
IEEE 802.11n HT 40MHz ModeL: 22.90dBm(0.1950W)

Network Cables

10BASE-T: 2-pair UTP Cat. 3,4,5 (100 m), EIA/TIA- 568 100-
ohm STP (100 m)
100BASE-TX: 2-pair UTP Cat. 5 (100 m), EIA/TIA-568 100-
ohm STP (100 m)

Frequency Range

2412 ~ 2484 MHz ISM band

Modulation Schemes

DBPSK/DQPSK/CCK/OFDM

Security

64/128-bits WEP Encryption; WPA, WPA-PSK, WPAZ2,
WPA2-PSK

Channels 1~11 Channels (US) 1~13 Channels (EU)

Number of Ports LAN: 4 x 10/100Mbps Auto-MDIX Fast Ethernet port
WAN: 1 x 10/100Mbps Auto-MDIX Fast Ethernet port

Physical and Environmental

DC inputs 5VDC/MA

Power Consumption |4.0W (Max)

Temperature Operating: 0°C ~ 40° C, Storage: -10° ~70° C

Humidity Operating: 10% ~ 90%, Storage: 5% ~ 90%

Dimensions 151 x 113 x 60 mm (without antenna)

EMI: FCC Class B, CE Mark B

50




