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reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any
language in any form or by any means without the prior written permission of Shenzhen
MTC Co., LTD. If you would like to know more about our product information, please visit
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Disclaimer

Pictures, images and product specifications herein are for references only. To
improve internal design, operational function, and/or reliability, MTC reserves the right to
make changes to the products described in this document without obligation to notify any
person or organization of such revisions or changes. MTC does not assume any liability
that may occur due to the use or application of the product or circuit layout(s) described
herein. Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information and recommendations in this

document do not constitute the warranty of any kind, express or implied.

FCCID : 2AHVHWR7502

FCC STATEMENT

FC

Warning: Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user’s authority to operate the equipment.
Note:This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.



* Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

* Consult the dealer or an experienced radio/ TV technician for help.

FCC RF Radiation Exposure Statement:

This device complies with Part 15 of the FCC Rules.  Operation is subject to the following
two conditions:

1) this device may not cause harmful interference

2) this device must accept any interference received, including interference that may cause
undesired operation.

“FCC RF Radiation Exposure Statement Caution: To maintain compliance with the FCC’s RF

exposure guidelines, place the product at least 20cm from nearby persons.”

FCC ID : 2AHVHWR7502

Important Safety Instructions

1. Do not open this product or attempt to service it; it may expose you to dangerous high
voltage or other risks.

2. Do not operate this product near water.

3. Do not place or operate this product near a radiator or a heat register.

4. Do not expose this product to dampness, dust or corrosive liquids.

5. Do not connect this product or disconnect it from a wall socket during a lightning or a
thunderstorm.

6. Do not block the ventilation slots of this product, for insufficient airflow may harm it.

7. Do not put anything on this product.

8. Plug this product directly into a wall socket (100-240V~, 50/60Hz). Do not use an

extension cord between this product and the AC power source.



9. When plugging this product into a wall socket, make sure that the electrical socket is
not damaged, and that there is no gas leakage.
10. Place the connecting cables properly so that people won’t stumble or walk on it.
11. This product should be operated from the type of power indicated on the marking label.
If you are not sure of the type of power available, consult the qualified technician.
12. Unplug this product from the mains and refer the product to qualified service
personnel for the following conditions:

1) If liquid has been spilled on the product.

2) If the product has been exposed to rain or water.
13. Unplug this product from the wall socket before cleaning. Use a damp cloth for
cleaning. Do not use liquid cleaners or aerosol cleaners.
14. The specification of the fuse is for WR7502 to avoid damage, please do not change
the fuse.
15. The Operating temperature is 0°C~40C (32°T'~104°F). The Storage temperature is
-40°C~70°C (-40°F ~158°F).
16.This device is restricted to indoor operation only in the band 5150-5350MHz.(Only for

devices that support 802.11 5G Hz function)

ADAPTER INFORMATION
Model:SA12-050200U
Input:100~240V 50/60Hz 0.3A Max.

Output:DC 5V-1.5A

Preface

Thank you for choosing MTC! Please read this user guide before you start! This user
guide instructs you to install and configure your device. The WR7502 is used as an

example throughout this user guide.



This user guide uses the following formats to highlight special

messages:

ICON

Description

4.0 Note

This format is used to highlight information of
importance or special interest. Ignoring this type of
note may result in ineffective configurations, loss of

data or damage to device.

?-.

This format is used to highlight a procedure that will

save time or resources.

Knowledge Expansion

Description of fields on the device GUI.
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Chapterl Product Overview

1.1 Introduction

WR7502 is simultaneous Dual Band, with maximum speed up to 300Mbps 2.4G and
433Mbps 5G Hz.The router can bandwidth control and parental control, and has 3
external antennas.

Complies with IEEE 802.11a/b/g/n/ac and IEE802.3/3u.

1 WAN port,4 LAN ports.

Provide one USB2.0 port supporting file sharing.

Provide WPA/WPA2, WPA-PSK/WPA2-PSK encryptions.

Support auto-negotiation and auto MDI/MDIX.

Support PPPoE, Dynamic IP, Static IP,PPTP,L2TP cable internet access.
Support UPnP, Dynamic DNS, Static routing.

Support Virtual server, special application and DMZ Host.

Built-in firewall supports IP address filtering Domain name filtering and MAC filtering.

vV ¥V ¥V ¥V ¥V VY ¥V VY VYV VY

Built-in DHCP server supports automatic and dynamic IP address distribution.



1.2 LED Indicator

The LED indicator displays information about the device’s status.

LED | Meaning Status | Description

Blinking | The router has booted.

SYS System Solid | The router is booting or upgrading.

Off Power is off or the router is not booted.

Orange | The router is booting or can’t connect to Internet normally.

NET | Ethernet Green There is device connected to the WAN port.

Off No any device is connected to the WAN port.

24G | 2.4G Blinking | 2.4G wireless is on and have data is transferring.

Off 2.4G wireless is disabled.

5G 5G Blinking | The 5G wireless is on and has data is transferring.

Off The 5G wireless is disabled.

Blinking | There is device connected to the Ethernet port(1,2,3,4).

LAN | LAN
Off No any device connected to the Ethernet port(1,2,3,4).

Blinking | There is device connected to the WAN port.
WAN | WAN

Off No any device is connected to the WAN port.

1.3 Physical Interfaces

Below are physical interfaces on this router

Item Description
POWER A Supply hub connected to power socket with power adapter (output 5V, 2A).
WAN Port A port connected Internet with reticle.
LAN Port Ports (1, 2, 3, 4) connected your computer.

RST Button Press the button more than 10 seconds, the device will restore to its factory default.

USB Port The USB port connects to a USB storage device .




Chapter 2 Connecting Mechanism

2.1 Preparation

Before you start the installation process, you need to prepare the following:

Item Description

Router Find it in your package.

Power Find it in your package.

adapter

PC Should have a installed IE8 or higher browser.

DHCP, PPPOE or Static IP Internet Connection Type:
1. Ethernet Cable from the incoming Internet side: This is provided by
your ISP
2. ISP Information: Your Internet service provider (ISP) should have
provided you with all of the information needed to connect to the
Internet. If you cannot locate this information, ask your ISP to provide it
If your ISP uses a PPPOE Internet connection, you will need ISP login
name and password
Gather ISP
® If you use a DHCP Internet connection, no information is
Information
needed
® If your ISP gives you a fixed or static IP address for Internet
connection, you will need to gather the following information:
1) IP Address
2) Subnet Mask
3) Gateway
4) DNS Server

5) Alternate DNS Server (Optional)




2.2 Hardware Connection

A;ANote

Before connecting, please make sure that you can surf the internet in your computer to

use the reticle provided by ISP.

@ Please connect reticle which from ISP to your router's WAN port.
@ Use another reticle to connect your computer Ethernet port with the router’s any LAN
port.

® Connect the router’s power adapter. And the hardware connection is finished.

2.3 Configure PC TCP/IP Settings

Before you login the router, please make sure your computer set to "Obtain an IP
address automatically" and "Obtain DNS server address automatically” from the device.

@ Click Start -> Control Panel.
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|’ Getting Started

.’/ Paint
Q Windows Media Center

L)

Calculator

Sticky Notes
“§$ Snipping Tool

k\ Remote Desktop Connection
2

% Magnifier

.Pll Solitaire

»  AllPrograms

TendaWin7x64en

Documents

Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

® Click Network and Internet.

2%
‘. (55 » Control Panel »

Adjust your computer's settings

System and Security
‘\’{3 Review your computer's status

Back up your computer

Find and fix problems

etwork and Internet
el iew network status and tasks

. hoose homegroup and sharing options

Hardware and Sound
View devices and printers
Add 2 device

k‘ﬁj‘j Programs

Uninstall a program

® Click Network and Sharing Center.

8

Ay,
B

Viewby: Category ¥

User Accounts and Family Safety
) Add or remove user accounts
# Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display
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% ) Control Panel » Network and Internet » v | 49 W Search Control Panel yel

Cortal BanI LR LA Network and Sharing Center

B ‘J_ View network status and tasks Connect to a network
System and Secur

View network computers and devices | Add a wireless device to the network
* Network and Internet

Hardware and Sound HomeGroup

Choose homegroup and sharing options
Programs .
Internet Options
Change your homepage = Manage browser add-ons

Delete browsing history and cookies

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

@ Click Change adapter settings.

5 &y 5t « Networkand Intemet + Network and S Center - Search Control Panel

Centrol Panel Home . . B - . @ Ml
View your basic network information and set up connections
hange adapter settings ﬂ!&" [ ® - See full map
Change advanced shari o = .
s e WINTXG4EN Unidentified network Internet
(This computer)
View your active networks Connect or disconnect
Unidentified network Access type: Mo network access
Public network Connections: [ Local Area Connection
Change your networking settings =
i Set up a new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a
router or access point.
fs. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPM network connection,
See also Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing
HomeGroup settings.
Internet Options
Windows Firewall Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information. il

® Click Local Area Connection and select Properties.
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&
Local*
Conn % Disable
Status
Diagnose

®' Bridge Connections

Create Shortcut
Delete
#' Rename

Ay IProEerties

® Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

U Local Area Connection Properties [ S|
["Networking |
Connect using:
¥ Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

] % Client for Microsoft Networks

i) QoS Packet Scheduler

2 File and Printer Sharing for Microsoft Networks
-4 Intemet Protocol Version 6 (TCP/IPv6)

B oot Prtoco Verson 4 (TCP/1Pvd) |

™ -a. Link-Layer Topology Discovery Mapper 1/O Driver
W] .a. Link-Layer Topology Discovery Responder

Descrict

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

@ Select Obtain an IP address automatically and click OK

Click OK on the Local Area Connection Properties window to save your settings
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Internet Protocol Version 4 (TCP/IPv4) Properties m
General | Alternate Configuration

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(@ Obtain an IP address automatically )
() Use the following IP address:

IP address:

Subnet mask:

Default gateway:

E’@ Obtain DNS server address automatically ]

() Use the following DNS server addresses

Preferred DNS server:

Alternate DNS server:

| validate settings upon exit




Chapter 3 Login the Router

3.1 Login

To access the Router’s Web-based Utility, launch a web browser such as Internet

Explorer or Firefox and enter http://192.168.1.1 in your browser's address bar. Press

“Enter”.
& MTC Wireless Router - Windows Internet Explorer

@ D = |E. http://192.168.1.1/

The system will automatically display the login page, please enter the correct the

password (default password is admin). Click the “Sign in” button or press “Enter”.

Please sign in

English v

| admin| ‘

3.2 Web Page

After clicking the “Sign in” ,the system will display the router Web page. You can view

and modify settings here


http://192.168.1.1/

.\
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Operation Mode Select Help

Router:The Ethernet port will
@® Router Wired connect to ADSL/Cable Modem via WAN port and share Intemet ta local wireless and wired network behave as a WAN port for wired
cennection to ADSL or Cable
modem.The MAT routing will be
performed between the WAN and

WLAN. Making IP sharing
passible.

‘WISP:In this mode, the device
will behave as client In addition,
router function is added between
the wireless WAN side and the
Ethernet LAN side Therefore, the
‘WISF subscriber can share the
‘WISP cannection without the
need of extra router.

© WISP Wirelessly connect to ISP stationfhotspot to share Internet to local wireless and wired network.

Chapter 4 Features & Configurations

4.1Quick Setup

The “Quick Setup” function can help you use the router quickly. The Router has two
function “Router” “WISP”.
Parameters Specification:
> Router: Retical connect WAN port and ISP(Internet Sever Provider),LAN port
connect PC(personal computer),and you can use Wifi.
»  WISP: Any Wifi as ISP,connect the Wifi, all WAN port and LAN port become LAN
port,connect these port to PC,you can surf the Internet,and you can use your

Wifi.

4.1.1 Set The Router Mode

@ Select Operation mode of Router,including “Router” “WISP”

Operation Mode Select

® Router Wired connect to ADSL/Cable Modem via WAN port and share Internet to local wireless and wired network.

© WISP Wirelessly connect to ISP station/hotspot to share Internet to local wireless and wired network.

NEXT
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® Select your connection type,including “Static IP” “Dynamic IP” “PPPOE”
“‘PPTP” “L2TP”,we use “Static IP” “Dynamic IP” “PPPOE” as usually,

“PPTP” “L2TP” usually use by company.Using Static IP as example.

WAN Settings

Please select WAN connection type then enter the right infomation which provided by ISP, and click Next to continue.

Connection Type Static IP v
IP Address 172.16.87.159
Subnet Mask 255.255.255.0
Gateway 172.16.87.254
Primary DNS Server 172.16.9.3

Secondary DNS Server 210.16.196.6

Back NEXT

® Set your 2.4G wifi and 5G wifi.

_ Wireless Settings
This sector is used to set wireless network name and wireless password for your local network.
5G Config
SsID MTC_5G_B0OAO11
Channel AutoSelect A
Security Mode WPAZ2 - Personal(AES) -
Pass Phrase 12345678
2.4G Config
SsID MTC_2.4G_B0OAO10
Channel AutoSelect v
Security Mode WPA2 - Personal(AES) -
Pass Phrase = | =ssseeee
Back NEXT

@ Click “Save” and you have setted the Router mode.

Congratulations!

‘You are configuring the device to work as Router mode . If you have confirmed settings,please click Save to reboot the device and activate the
configuration
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4.1.2 Set The WISP Mode

@ Set operation mode of WISP

Operation Mode Select

© Router Wired connect to ADSL/Cable Modem via WAN port and share Internet to local wireless and wired network.

@ WISP Wirelessly connect to ISP station/hotspot to share Internet to local wireless and wired network.

NEXT

@ Click “Open Scan” to scan wifi,then choosing an usable wifi,enter it's
password.

Remote Settings Help

Router:The Ethernet port will

Click "Open Scan" button to scan the wireless signal, then select the remote AP you want to connect.Click \"Close Scan\" button to empty the scan list.(Be behave as a WAN port for wired

Choose

sure to select the correct channel: 1 ~ 11 channels for the 2.4G wireless channels, the cthers for the 5G wireless channels)

Remote SSID RAVPOWER_SGWIFI_BOAD11
2.4G/5G Channel 5220MHz (Channel 44)
Security Mode WPA - Personal

WPA Algorithms ® AES TKIP

Pass Phrase 98764521
-
SsiD MAC ‘Channel ‘Security
RAVPOWER_SGWIFI_BOAD11 00:16:fb:b0:a0: 11 44 NONE
D-Link_DIR-816_5G 1¢:5f2b:90:08:12 148 WPA1PSKWPA2PSK/TKIPAES
TP-LINK_5G_6F52 ec:26:ca:3a6h 52 148 WPA1PSKWPAZPSKIAES

® Set your 2.4G wifi and 5G wifi.

@ Click “Save” and you have setted the WISP mode.

Wireless Settings

5G Config

SsSID
Channel
Security Mode
Pass Phrase

2.4G Config
ssiD
Channel

Security Mode

Pass Phrase

This sector is used to set wireless network name and wireless password for your local network.

MTC_5G_BOAC11
AutoSelect
WPAZ2 - Personal(AES)

12345678

MTC_2.4G_B0OAO10
AutoSelect

WPAZ - Personal(AES)

Back NEXT

connection to ADSL or Cable
modem.The NAT routing will be
performed between the WAN and
WLAN. Making IP sharing possible.

WISP:In this mode, the device will
behave as client.In addition, router
function is added between the
wireless WAN side and the
Ethemnet LAN side.Therefore, the
WISP subscriber can share the
WISP connection without the need
of extra router.

Signal
57

24



Congratulations!

You are configuring the device to work as WISP mede . If you have confimmed settings, please click Save to reboct the device and activate the
configuration

4.2 System Status

4.2.1 System Status

This page displays Connected Clients, System Version, Running Time, System Time.

5y

Operation Mode Select Help
Router:The Ethernet port will
® Router Wired connect to ADSL/Cable Modem via WAN port and share Internet to local wireless and wired network. behave as a WAN port for wired

WISP Wirelessly connect to ISP station/hotspot to share Internat to local wireless and wired network. connection to ADSL or Cable
modam.The NAT routing will be
performed between the WAN and

'WLAN. Making IP sharin ssible,
NEXT ¢ gpe

WISP:In this mode, the device will
behave as client.In addition, router
function is added between the
wireless WAN side and the
Ethernet LAN side.Therefore, the
WISP subscriber can share the
WISP connection without the need
of extra router.

Parameters Specification:

» Connection Clients: displays the number of DHCP clients.

» System Version: Firmware Version.

» Running Time: Displays the time duration indicating how long the router has been up
since startup. Up time is recounted and renewed upon power off.

» System Time: Current system time on this device. The device automatically

synchronizes the system time with Internet time servers.

4.2.2 WAN Status
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System Status

LAN Status

Wireless Status

Y
2
Q
3
)
—
D
=
(%]
n
©
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o
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WAN Status
‘Connection Type
Connection Status
WAN MAC Address
WAN IP
Subnet Mask
Gateway
Primary DNS Server
Secondary DNS Server

Connection Duration

Subnet Mask: Obtained from ISP.

Gateway: Obtained from ISP.

Dynamic IP

Connected

00:16:FB:BO:A0: 11

172.16.87.48

255.255.255.0

172.16.87.254

172.16.9.101

172.18.9.102

0Oday(s)00:06:03

Connection Type: It displays the current access mode of WAN port.
Connection Status: The network connection status.
WAN MAC Address: MAC address of your ISP's router to see.

WAN IP: IP address obtained from ISP.

Primary DNS Server: Obtained from ISP.

Secondary DNS Server: Obtained from ISP.

and ISP connection is properly timed.

Help

Connection Type: Displays the
current access mode WAN port

Connection Duration: Access
method for dynamic IP or PPPOE
server and router and ISP
connection Is property timed.

WAN MAC Address: MAC address
of your ISP's router to see.

Connection Duration: Access method for dynamic IP or PPPOE server and router

WAN IP/Subnet Mask/Gateway/Primary DNS Server/Secondary DNS Server:

This types of information appears only if the router successfully connects to Internet via a

PPPoE or DHCP (dynamic IP) connection. However if you connect the router to Internet

with static IP settings provided by your ISP, these fields will display the settings you

entered whether the router successfully connects to the Internet or not.

If nothing appears in the secondary DNS server field, there is no available secondary DNS

server



(.
_ Domain Name: You can access
_ Domain Name http://router.mtc.com the device's website by this

domain.

System Status
[P Address 10.10.10.252 DHCP Server: If the router as a
WAN Status DHCP server, here shown as
Subnet Mask 255.0.00 enabled.Otherwise disabled.
Wireless Status DHCP Server  Enable

LAN MAC Address 00:16:FB:B0:AD:12

0
2
QO
3
)
—
0]
=
(2]
2
©
(1]
o
=
o
=
o
]

» Domain Name:Enter domain name into URL bar,you can also go into router’'s web
page.

» IP Address: The Router’s LAN IP Address (not your PC’s IP address).

» Subnet Mask: The Router’s LAN subnet mask.

» DHCP Server: The status of DHCP server.

» LAN MAC Address: The router’s physical address.

4.2.4 Wireless Status
This page shows the information of 2.4G Wireless and 5G Wireless.


javascript:void(0);
javascript:void(0);

Wireless Status Help

Display the device's wireless
Information.

W
N
A

5G Status

System Status Wirsless Enable  Enable
WAN Status

SSID Name MTC_5G_BOAD11
LAN Status

BssID 00:16:FB:BO:AD:11
Channel AutoSelect
Security Mode WPAZ - Personal(AES)
2.4G Status
Wireless Enable Enable
SSIDName  MTC_2.4G_BOAO1
BSSID 00:16:FB:B0:AD:10
Channel AutoSelect

Security Mode  WPA2 - Personal(AES)

Parameters Specification:

Y

SSID Name: The name of Wireless.

\4

BSSID: The MAC Address of Wireless.
> Channel: The Channel of Wireless.

» Security Mode: Encryption schemes.

® The default SSID of 2.4G is MTC_2.4G_XXXXXX, and SSID of 5G is
MTC_5G_XXXXXX, where XXXXXX is the last six characters in the device's MAC
address. You can find it on the label attached on the bottom of the device.

® Default channel is Auto Select.

Knowledge Expansion  —---------"-----ooooomoooooooooooooooooooooooooooooooooe

® Auto Select: Under the “Auto Select” the wireless signal will choice the user number
is the least channel to improve the efficiency of the signal, it works for most cases.
® If you choice other mode, the channel will not change all the time not matter the

channel is good or bad.
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4.3 Network Settings

Click “Network Settings” enter the Network setup web page, in this page you can set

“LAN Settings”, “WAN Settings”, “MAC Address Clone”.

4.3.1 LAN Setting

This page is to configure the basic parameters for LAN ports. This IP address is to be
used to access the device’s settings through a web browser. Be sure to make a note of

any changes you apply to this page

Set Steps:
(D Click “Network Settings”.
@ Select “LAN Settings”.
3 Enter IP Address, Subnet Mask.
@ cClick “Save” and wait for the router reboot automatically.
- LAN Settings Help
This is to configure the basic
_ MAC Address  00:16:FB:B0:AD:12 parameters for LAN ports
[Pt prams | 0101015 s T
network.
WAN Setlings Suenetiass . IP Address: The device's IP
MAC Address Clone :::::as seen on your local
Cancel Subnet Mask: It is shown the

device's subnet mask here

Parameters Specification:
» MAC Address: It displays the Router’'s LAN MAC address.
» IP Address: It displays the Router’s LAN IP address.

» Subnet Mask: it displays the Router’s LAN subnet mask.



1. Default IP address and subnet mask are respectively 10.10.10.252 and 255.0.0.0

2. Be sure to make a note of any changes you apply to this page. If you change the LAN

IP address of the router, you have to open a new connection to the new IP address

and log in again. Also, you have to set the default gateway addresses of all LAN PCs

to this new IP address.

3. The router's LAN IP address and WAN IP address cannot be on the same IP segment.

If not, the router will not be able to access Internet.

4.3.2 WAN Setting

Plug Internet cable to WR7502 WAN port.

Set Steps:

(D Enter the web and Select “Network Settings”.

@ Click the “WAN Settings”.

LAN Settings

MAC Address Clone

WAN Settings
Connection Type
IP Address
Subnet Mask
Gateway
Primary DNS Server
Secondary DNS Server

MTU

Parameters Specification:

Static IP

Static IP
PPPOE
PPTP
L2TP

(Optional)

1500 (Default:1500)

Save Cancel

» Connection Type: It displays the routers mode.

1. Configuration the Internet access

Support Static IP mode. Dynamic IP(DHCP). PPPOE.

Help

Static IP: If your broadband ISP
provides you a static IP. please
select the static IP mode.

Dynamic IP: If your ISP uses
DHCP server, please sslact DHCP,
and your ISP will automatically
assign these values to you(includes
the DNS server.)

PPPoE: Inquire your ISP to make
sure whether you can use PPPoE.
If they provide PPPGE Then enter
‘your username and password.

PPTP: Enter the PPTP server IP
address, usemame, and password
that are provided by your ISP.For
the Address Mode, you can choose
to either obiain automatically or
manually enter the information
provided by your ISP.

L2TP: Enter the L2TP server IP
address, username, and password
that are provided by your ISP.For
the Address Mode, you can choose
to either obtain automatically or
manually enter the information
provided by your ISP.

MTU: Enter the MTU value for
network connection, if you are not



WAN Connection Type Instruction

If your ISP provides you with an Ethernet cable from the
incoming Internet side IP information (IP address, subnet
Static IP mode
mask, gateway IP address, DNS server address), your ISP

uses a static IP connection.

If your ISP provides you with an Ethernet cable from the
Dynamic IP incoming Internet side but no ISP login account or IP

information, your ISP uses a DHCP connection.

If your ISP provides you with an Ethernet cable from the
PPPOE incoming Internet side and ISP login account, your ISP uses a

PPPOE connection.

1.1> Static IP mode

Set Steps:

(D Click “Network Settings”.

Select “WAN Settings”.

Select Connection Type “Static IP”.

Enter IP, Subnet Mask, Gateway, MTU, DNS

@ ® ® ©

Click “Save” to confirm.

WAN Settings Help
Static IP: If your broadband ISP
Cannection Type Static IP v provides you a static IP, please
select the static IP mode.
P Address 17218.87.159 Dynamic IP: If your ISP uses
LAN Settings. DHCP server, please select DHCF.
Subnet Mask 2552552550 and your ISP will automatically
assign these values to you(includes
MAG Address Clone Gateway | 172.16.67.254 the DS server.)

PPPoE: Inquire your ISP to make
Primary DNS Server 1721693 sure whether you can use PPPoE.
If they provide PPPoE ,Then enter

(Optional) jour usemname and password.
Secondary DNS Server 210.16.196.6 (Optional} Y [

PPTP: Enter the PPTP server IP

MTU 1500 (Default:1500) address, username, and password
that are provided by your ISP.For
the Address Mode, you can choose
to either obtain automatically or

manually enter the information
m Cancel provided by your ISP.

L2TP: Enter the L2TP server IP

address, username, and password

that are provided by your ISP.For

the Address Mode, you can choose

to either obtain automatically or

manually enter the informaticn
provided by your ISP.

MTU: Enter the MTU value for
network connection, if you are not

Parameters Specification:

» Connection Type: Select Static IP.
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A\

IP  Address/Subnet Mask/WAN subnet
Server/Secondary DNS Server: Enter the
Preparation.

» Click Save to save your settings.

1.2>Dynamic IP mode.

Set Steps:

S

Click “Network Settings”.
Select “WAN Settings”.

Select Connection Type “Dynamic IP”.

@
®
@

Click “Save” to confirm.

WAN Settings

Connection Type Dynamic IP

MTU 1500 (Default:1500)
LAN Settings

MAC Address Clone m Cancel

1.3>PPPOE
Set Steps:
@ Click “Network Settings”.

@ Select “WAN Settings”.

mask/Gateway/Primary

DNS

ISP information you gathered in

Help

Static IP: If your broadband ISP
provides you a static IP. please
select the static IP mode.

Dynamic IP: If your ISP uses
DHCP server, please select DHCP,
and your ISP will automatically
assign these values to you(includes
the DNS server.)

PPPOE: Inquire your ISP to make
sure whether you can use PPPoE
If they provide PPPoE .Then enter
‘your username and password.

PPTP: Enter the PPTP server IP
address, username, and password
that are provided by your ISP.For
the Address Mode, you can choose
1o either obtain automatically or
manually enter the information
provided by your ISP,

L2TP: Enter the L2TP server IP
address, usemame, and password
that are provided by your ISP.For
the Address Mode, you can choose
1o either obtain automatically or
manually enter the information
provided by your ISP.

MTU: Enter the MTU value for
network connection, if you are not



& /IMTC

@ Select Connection Type “PPPOE”.
@ Enter the ISP login User Name, the ISP login Password.
®) Click “Save” to confirm.

® Click “System Status”--->“WAN Status” to confirm

WAN Settings Help

Static IP: If your broadband ISP
Connection Type PPPOE v provides you a static IP. please
select the static IP mode.

Userhame fest Dynamic IP: If your ISP uses
LAN Settings DHCP server, please select DHCP,
Password | e and your ISP will automatically
assign these values to you(includes
MAC Address Clone MTU 1482 (Default: 1492) the DNS server)

PPPOE: Inquire your ISP to make
Service Name (Optional) sure whether you can use PPPoE.

If they provide PPPoE  Then enter

your usemame and password.

PPTP: Enter the PPTP server IP

m Cancel address, username, and password
that are provided by your ISP.For
the Address Made, you can choose
to either obtain automatically or
manually enter the information
provided by your ISP.

L2TP: Enter the L2TP server IP
address, username, and password
that are provided by your ISP.For
the Address Mode, you can choose
to either obtain automatically or
manually enter the information
provided by your ISP.

MTU: Enter the MTU value for

P

Knowledge Expansion  —--------- "o oooooooooooooooooooooooooooooooooooooooooos

® MTU: Maximum Transmission Unit. It is the size of the largest data packet that can be
sent over the network. The default value is 1492.

The common MTU sizes and applications are listed in the table below.

MTU Application

1500 Typical for connections that do not use PPPOE or VPN.

1492 Used in PPPOE environments.

1472 Maximum size to use for ping. (Larger packets are fragmented.)
1400 Used in PPTP environments or with VPN.

® A wrong/improper MTU value may cause Internet communication problems. For
example, you may be unable to access certain websites, frames within websites,

secure login pages, or FTP or POP servers.

Do not modify it unless necessary, but if a specific website or web application



software cannot open or be enabled, you can try to change the MTU value to 1500 or

1400.

4.3.3 MAC Address Clone
Some ISPs (Internet Service Providers) require enter user's MAC address to access

their network. This feature copies your current PC's MAC address to the router.

Set Steps:

@ Click “Network Settings”.

@ Click “MAC Address Clone’.

3 You can set this page from three methods:

1. To Restore to Factory Default MAC

1> Click “Restore to factory Default MAC”

2> Click Save to save your settings.

2. To clone the MAC address of the computer that you are now using to the router:
1> Click Clone My PC’s MAC Address.

2> Click Save to save your settings.

3. To manually enter the MAC address allowed by your ISP:
1> Enter the MAC address allowed by your ISP.

2> Click Save to save your settings.

- VIAG Aiess Gore o
MAC Address clone: Some
MAC Address 00:16:FB:BO.AD: 11 Internet service providers require
end-user's MAC address to access
their network.This feature copies
the MAC address of your network

LAN Settings Restore to Factory Default MAC Clone MAC device to the router.

VAN Settings MAC Address: The MAC address
to be registered with your Internat
service provider.

m Cancel Restore Default MAC: Restore the

default hardware MAC address.

Clone MAC: Register your PC's
MAC address.




Parameters Specification:

» MAC Address: The computer or broadband modem authorized by your ISP.

Knowledge EXpansion -----------------omom

1. Restore to Factory Default MAC: Reset the router's WAN MAC to factory default.
2. Clone MAC: Clicking this button copies the MAC address of the computer that you are
now using to the router. Also, you can manually enter the MAC address that you want

to use. You have to use the computer whose MAC address is allowed by your ISP

4.4 WLAN Settings

Click “WLAN Settings” enter the configure page , here you can configure “Base
Settings”, “Security Settings”, "Advanced Settings”, “WPS Settings”, “Access
Control”, “Connection Status”.

The Wireless includes two working frequency band: 2.4GHz and 5GHz. You can

change it by clicking button

or

-

Knowledge Expansion —------------ - --oooooooooooooooooooooooooooooooooooooooe

® 2.4GHz and 5GHz is the router working frequency. They use different protocol: 2.4G
use 802.11g/b and 5G use 802.11a/ac.802.11n can support 2.4G and 5G at the
sametime. 2.4G band and household appliances are using the same frequency band.
5G band use few. So 5G has strong anti-jamming capability. But 2.4G has stronger

antidamping capability.

4.4.1 Basic Settings

Here you can configure the basic wireless settings of the router

Set Steps:
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@
@
®
@
®
®
@

Security Settings
Access Control
WPS Settings.

Connection Status

Parameters Specification:

A\

\4

A\

Click “WLAN Settings”.

Wireless Enable.

Select Network Mode

Select “Channel”.

Select “Basic Settings”.

Select “Channel Bandwidth”.

Basic Settings

Band Switch

Wireless

Network Mode

SsiD

Broadcast(SSID)

BSSID

Channel

Channel BandWidth

Extension Channel

24G

¥ Enable

11b/g/n mixed mede

MTC_2.4G_BOAO11

® Enable Disable

00:16:FB:B0:A0:10

2412MHz (Channel 1)

20 ® 20140

Channel 5

Wireless: wireless “Enable” or “Disable”.

Enter SSID name (Default name is MTC_2.4G_ XXXXXX).

5G

Cancel

SSID: It is the unique name of the wireless network and can be modified.

Help

SSID: The wireless network public
name.The SSID is a must to enter.

Channel: Select one from the
channels list the default is
AutoSelect As far as possible
select the channel which is used
less for preventing signal
interference

Extension Channel: |t can be
used to ensure 11 N network
frequency.

Broadcast (SSID): Select “Enable” to enable the router’ SSID to be scanned by

wireless devices. The default is enabled. If you disable it, the wireless devices must

know the SSID for communication.

\4

A\

wireless network. The default is Auto Select.

A\

BSSID: This is the MAC address of the device's wireless interface.

Channel: The currently used channel by the router. Select an effective channel of the

Channel Bandwidth: Select an appropriate channel bandwidth to enhance the

wireless performance. Select 20/40M when the network has 11b/g/n to promote its

throughput

® The wireless need to be enable.



® The SSID must be entered.

_-AKnowIedge EXpansion —- """t ooooooooomoomoooooooooooooooooooooooooooooooooooe

Network Mode (802.11 Mode): Select a correct mode according to your wireless clients.

® 11b: This network mode delivers wireless speed up to 11Mbps and is only compatible
with 11b wireless clients.

® 11g: This network mode delivers wireless speed up to 54Mbps and is only compatible
with 11g wireless clients.

® 11b/g mixed: This network mode delivers wireless speed up to 54Mbps and is
compatible with 11b/g wireless clients.

® 11b/g/n mixed: This network mode delivers wireless speed up to 300Mbps and is

compatible with 11b/g/n wireless clients

4.4.2 Security Settings
With the wireless security function, you can prevent others from connecting to your

wireless network and using the network resources without your consent. Meanwhile, you
can also block illegal users from intercepting or intruding your wireless network

Set Steps:

@D Click “Network Settings”.

Select “Security Settings”.

Select “Security Mode”.

® ©®@ ©

Click “Apply” to use you settings and click “Save” to save your settings.



Security Settings Help

WPA/WPA2-Personal: You can
Band Switch 24G 5G enable personal or mix mode, but

you must make sure that the

wireless client also supports the

W
N
A

SSID Name MTC_2.4G_BDAD11 sckoctad sncryption Mool
Basic Settings Security Mode WPAZ2 - Personal(AES)
Disable
Pass Phrase WPA2 - Personal(AES)

Access Control Mixed WPA'WPAZ - Personal(TKIP&AES)

WPS Settings

Connection Status m Cancle

Parameters Specification:

» Security mode: WPA — Personal. WPA2 — Personal. Mixed WPA/WPA2 — Personal.

Security mode Instruction
Disable Not open this function
WPA — Personal Support AES and TKIP cipher types
WPAZ2 — Personal Support AES, TKIP and TKIP+AES cipher types

Both WPA-Personal and WPA2-Personal secured
Mixed WPA/WPA2 — Personal

wireless clients can join your wireless network.

® WPA/WPA2-Personal: You can enable personal or mix mode, but you must make

sure that the wireless client also supports the selected encryption method.

® Recommended that you choice “WPA-Personal” + "AES” mode , make sure the
wireless efficiency and ensure the security of wireless network. Meanwhile, avoid
some kind of wireless network card does not support security mode, cause cannot

connect the wireless network.



4.4.3 WPS Settings

WPS function usually apply to your telephone.Go into your telephone’s Wilan
setting,there is a WPS Push Button. After click the button,click “PBC” as soon,then your
telephone will connect to the wifi automatically.And the Wifi password will compose by 64
randomly generated characters.So the function can guarantee the security of Wifi

meanwhile.

Basic Settings
Security Settings

Access Control

Connection Status

Telephone’s status:

4.4.4 Access Control

Wireless access control is actually based on

Wireless WPS

Select Band

SSID Name

Security Mode

'WPS Connect Status

Press the WLAN Protected Setup button
on your router. It may be PS"
contain this symbol:

Help

You could setup security easily by
choosing PBC method to de Wi-Fi
Protected Setup.

246 56
MTC_2.4G_BOAD1!
Mixed WPA/WPA2 - Personal(TKIPGAES)

Configured

PBC

Reset 0OB

WPS succeeded. Connecting to the

network
called "WPS" or

the MAC address to permit or forbid

specified clients to access the wireless network

Set Steps:

@
@
®

Click “WLAN Settings”.
Select “Access Control”.

Input application’s mac address into

address is 6C:25:B9:1B:E3:16.

Click Add

Click Save

“‘MAC Address”.Such as my telephone’s mac



Access Control

Band Switch 24G
MAC Address Filter Allow
Basic Settings MAC Address
Security Settings

i
]

6C:25:B9:1B:E3:16
WPS Settings

Connection Status

5G

Operation
(]
Delete

-

Help

The Wireless Access Control Is
based on the MAC address of the
‘wireless adapter to determine
whether it communicates with the
Router or not.Select "Off" o disable
this function. Select "Allow” or
"Block” to enable this function.

® Up to 10 wireless MAC addresses can be configured

® You can get the application’s mac address those connected to your wifi in the page

“Connect

Status”,and determine which application you “Allow”,”Block”.Default status of the function

is “off”.

4.4.5 Connection Status
This page shows the current wireless access list

Click “Refresh” to update.

Connection Status

NO. MAC Address.
2.4G List
Basic Setiings
1 6C:25:B2:1B:E3:16
Security Settings
Access Control

WPS Settings

Bandwidth

Help

MAC Address: Shows the
connecting PC's MAC address.

Bandwidth: The width of channel
frequency.



® The bandwidth here refers to the channel bandwidth instead of wireless connection

rate.

You can know whether there are unauthorized accesses to your wireless network by

viewing the wireless client list.

4.5 DHCP Server

Click “DHCP Server” enter the DHCP Server configure page ,here you can set “DHCP

Server”, “DHCP List & Binding”.
4.5.1 DHCP Server

Set Steps:
@ Click “DHCP Server”.

(2 Select “DHCP Server”.

DHCP Server Help
DHCP (Dynamic Host
DHCP Server # Enable Configuration Protocol) Is to assign
an |P address to the computers on
Start P Address  10.10.10. 2 the LAN/private network.When you

enable the DHCP Server, the
DHCP Server will allocate
automatically an unused IP address
from the IP address pool to the

End IP Address 10.10.10. 254

Lease Time One day v requesting computer in premise of

activating abtain an IP Address

DHCP List & Binding Automatically?So specifying the
starting and ending address of the

m Cancel IP Address pool is nesded The

lease time Is the length of the IP
address lease

Parameters Specification:
» DHCP Server:Select whether enable or disable the DHCP server feature.

» Start IP Address and End IP Address: You can specify the starting and ending



address of the IP address pool here. These address should be part of the same IP

address subnet as the router’s LAN IP address.

> Enter the Lease Time

i‘.‘JKnowIedge EXpansion - - - - - -

® DHCP (Dynamic Host Configuration Protocol) assigns an IP address to each device
on the LAN/private network.

® When you enable the DHCP Server, the DHCP Server will automatically allocate an
unused IP address from the IP address pool specified in this screen to the requesting
device as long as the device is set to “Obtain an IP Address Automatically”.

® If you disable this feature, you have to manually configure the TCP/IP settings for all
PCs on your LAN to access Internet.

® [Lease Time: is the length of the IP address lease before it is refreshed.

By default, the router functions as a DHCP server. Do not disable the DHCP server
feature unless you want to manually configure the TCP/IP settings for all PCs on your
LAN.

1. Lease time will be renewed automatically upon expiry. No additional configurations

are needed.

2.If you are not an advanced user, the default DHCP server settings are

recommended.
In order to use the function of the router's DHCP server, LAN in the computer's TCP/IP

protocol must be set to “automatically obtain IP”.

4.5.2 DHCP List & Binding
Set Steps:

@ Click “DHCP Server”.

2 Select “DHCP List& Binding”.



- prier eEndng o
‘You can add the IP address and
_ IP Address  10.10.10. 101 Search IPIMAC Address MAC address manually to set the
DHCP client list.Please note that
_ MAC Address 6C : 25 : 8BS : 1B : E3 :| 16 you shoulld click "Save” to save the
_ settings. Click "Refresh” to update
the related DHCP client
DHCP Server NO. IP Address MAC Address Delete
1 10.10.10.101 6C:25:89-1B.E3 16 —
Host Name IP Address MAC Address Lease
android-c28a%63 1ae3bbb70 10.10.10.101 6C:25:B9:1B:EY 16 2347:14
B3 -

Parameters Specification:
» Enter the IP Address and MAC Address
» Click “Add” add to the DHCP list

» Click “Refresh” to update the related DHCP client information.

® you can specify a reserved IP address for a PC in the LAN. That PC will always
receive the same IP address each time when it accesses the DHCP server. Reserved

IP addresses could be assigned to servers that require permanent IP settings.

® |If the IP address you have reserved for your PC is currently used by another client,
then you will not be able to obtain a new IP address from the device's DHCP server,
instead, you must manually specify a different IP address for your PC to access
Internet.

® [or PCs that has already obtained IP addresses, you may need to reconnect the

router to activate the configured static IP addresses

4.6 Virtual Server

Click “Virtual Server” enter the Virtual Server configure page ,here you can set “Port

Range”, “DMZ Settings”, “uPnP Settings”.



4.6.1 Port Range

You want to share resources on your PC with your friends who are not in your LAN. But,

by default, the router's firewall blocks inbound traffic from the Internet to your computers
except replies to your outbound traffic. You can use the Port Forwarding feature to create
exceptions to this rule so that your friends can access these files from external networks.
When accessing your PC from Internet, type "protocol://Xxx.XxxX.XXX.Xxx:port number" into
your browser’s address or location field. The protocol and port are the ones used by the

service and "XxX.xxX.xxx.xxx" is the WAN IP address of your router. For example, a FTP

Re

server uses the ftp protocol and 21 (standard port number).

WAN [P:192.168.1.3

Reticle

ticle

[P:10.10.10.1

Application Example:

@ Choose a service like “FTP” you want to share with others,and it’s port usually is

“21”.Find your PC’s IP address,and fill it in the blank.Enable the “Port Range”.
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@ Turn on your “FTP service” by setting up a User and choosing files you want to

share.(You can download a software “Xlight FTP” for establish FTP service)
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If WR7502’s WAN [P is 192.168.1.3,0thers’ PCs which connect to the “other

®

router” LAN port enter ftp:\\192.168.1.3:21 in the URL bar,and then enter your

userName and password, others will share your files.
< C &9 192.168.1.3

09 192.168.1.3
i §)28 §uamw

ilin) TETTE +
1 Internet Explorer @ ‘
? ETRINZ e B FAPENER.
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ARFEW: userfame
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n fleeiiEg il

@ € C 0 99216813
o0 AT %8 Gty

b DEBE | [ mEeE 0613 +

FIP 4 T 192.168.1.3

WG TE BR.

WA AT BR .

0BA2/2006 00:30EF 56,254,560 JaSorint ]
LA ILNEF 575,87 JmveSerintE]

v, funteas. coa]. pdf

In fact, there are many port you can use.You can use those ports by surfing the
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Internet.And method is same as the example.

4.7.2 DMZ Settings
Set Steps:

©

Click “Virtual Server”.
Select “DMZ Settings”.
Select “Enable”

Add DMZ Host IP which is the LAN IP

@
®
)
®

Click “Save” to confirm.

DMZ Host

DMZ Host ¥ Enable

DMZ Host IP 10.10.10.1 Your PC's IP address

Save Cancel

Port Range

DMZ Settings

UPnP Settings

® The DMZ Settings screen allows one local computer to be exposed to the Internet for

use of a special-purpose service such as Internet gaming or videoconferencing.

DMZ hosting forwards all the ports at the same time to one PC, differ from Port Range
that

can only open special port you point to.

1. DMZ host poses a security risk. A computer configured as the DMZ host loses much of
the protection of the firewall and becomes vulnerable to attacks from external

networks.
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2. Hackers may use the DMZ host computer to attack other computers on your network

The Universal Plug and Play (UPnP) feature allows network devices on connect to
router can see it's signal in the “Internet”.Click the signal you can straight in the webpage

of the router as below.

IR R|E =BV TR0 EEH)
=t PIEAELE R FEOETENHL TR =~ 0O @
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Click Virtual Server -> UPnP Settings to enter the UPnP page. The UPnP feature is

disabled by default.

UPNnP

UPnP ¥ Enable

Port Range
DMZ Settings

UPnP Settings

4.7 Security Settings

Click “Security Settings” enter the Security configure page ,here you can set “URL

Filter”, “Client Filler”, “MAC Filler”, “Prevent”, “Remote WEB”, “WAN Ping”.



4.7.1 URL Filter

This section is to set URL filtering access. If you want to enable this function, please
activate the checkbox. Select one policy from the drop-down menu and enter a policy
name in the field. Of course, you can set the access restriction in details (e.qg. the fixed IP

range, URL, times and days). Note: When time is 0:0~0:0, it express 24 hours.

Set Steps:
(D Click“Security Settings”.

(2) Select “URL Filter”.
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URL Filter

Remate WEB

URL Filter Application Example:
To prevent your home PC (10.10.10.100) from accessing “YouTube” from 8:00 to 18:00

during working days: Monday- Friday.

Set Steps:

(D Enter a Policy Name

@) Enter the Start IP and End IP here for example:10.10.10.100~10.10.10.200

(3 Enter part of or the entire domain name of the web site you wish to restrict. Separate

different domain names or domain name key words with a comma, for example,
"YouTube, Hollywood.com*"

@ Select time and day
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® Click “Save” to save your settings.

URL Filter

Filtering Setting ¥ Enable

Clear this item Clear
Access Policy Num 1(name) v
Policy Name name

Start IP 10.10.10. 100
URL Filter

End IP 10.10.10. 200

Client Filter
MAC Filter URLstring YuTube,Hollywood.com
Remote \WEB
Time 1" v 10 v~ 18 v 20 v
WAN Ping

Day [ Everyday ® Sun [J Mon [J Tue ¥ Wen ¥ Thr () Fri [ Sat

Save Cancel

1. Different URL strings must be separated with a comma. To match all websites, use *
(asterisk)

2.Up to 10 filter rules can be configured.

3. If you have not set up the system time for this device, click System Tools -> Time

Settings to set up correct time and date for the rules to be effective

4.7.2 Client Filter

This section allows you to set the times specific clients can or cannot access the
Internet via the devices’ assigned IP addresses and service port. Click Security Settings

->Client Filter to enter the configuration page.
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URL Filter

Client Filter

MAC Filter
Remote WEB

WAN Ping

Client Filter
Filter Settings ¥ Enable
Clear this item Clear
Policy Number 1(name) v
Policy Name name
Start IP 10.10.10. 10
End IP 10.10.10. 20
Port 21 ~ 50
Type Both v
Time 1 v 45 v~ 17 v 40 v
Day [J Everyday [ Sun @ Mon @ Tue () Wen (J Thr [J Fri () Sat

Save Cancel

4.7.3 MAC Filter

“MAC Filter” is differ from “Access Control” in “WLAN Settings”,the MAC Filter can block every
applications those connect to the router.And “Access Control” can only block applications which

connect to the router’s Wifi.

You can get the applications’s MAC address which connect to the router by clicking “Search

Mac Address”.

URL Filter

Client Filter

|

Remote WEB

WAN Ping

Policy Name

MAC Address

Time

Day

MAC Filter
Filtering Settings # Enable
Clear this item Clear
Policy Number 1(name) v

name

00 . 23 L24 " B9 T EB 1 A4 Search MAC Address

11 v 10 v~ 14 v 15 A

) Everyday # Sun & Mon & Tue [(J Wen () Thr (J Fri [] Sat



4.7.4 Remote WEB

This section is to allow the network administrator to manage the router remotely. If you

want to access the router remotely, please select “Enable”.

Set Steps:
(D Click“Security Settings”.
Select “Remote WEB”.

Enter the Port

® ® ©

Click “Save” to confirm.

Parameters Specification:

» Port: The management port to be open to outside access.

1. For better security, configure a port number (betweenl1025-65535) as remote web
management interface, do not use the number of any common service port (1-1024).

2. It is unsafe to make your router remotely accessible to all PCs on external network. For
better security, we suggest that only enter the IP address of the PC for remote

management

Remote Web Management Application Example:

To access your router (WAN IP address: 172.16.87.159) at your home from the PC
(172.16.87.154) at your office via the port number 6060(This method have configured
DDNS).Or the applications are in the same LAN.You also can go into the webpage by

enter “http:// 172.16.87.159:6060” into your browser’s address.

Set Steps:
(D Management “Enable”.
@ Enter the Port: 6060.

@) Click “Save” to save your settings.

In the PC 172.16.87.154 Type “http:// 172.16.87.159:6060” into your browser’s address or

location field and you can access the router at your home remotely.



Remote Web Management

Management ¥ Enable

Port 6060 (1024-65535)

IP Address 0.0.0.0

Save Cancel

O
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URL Filter

Client Filter

MAC Filter

Remote WEB

WAN Ping

I

Knowledge Expansion - - - - - - -l

1. Port: This is the management port to be open to outside access. The
default setting is 8080. This can be changed

2. 0.0.0.0: This means all IP address will be ok.

4.7.5 WAN Ping

The ping test is to check the status of your internet connection. When disabling the

test, the system would prevent the ping test from WAN.This function will protect you from

WAN attacking.

WAN Ping

Ignore the Ping from WAN # Enable

Cancel

URL Filter

Client Filter

MAC Filter

Remote WEB




Set Steps:

@ Select the “Expert Setting”

® Select the “WAN Ping”

® Select the “Enable”

Before you enable the “WAN Ping” go into CMD.Enter ping 10.10.10.2,you can get

answer.After enable the “WAN Ping”, Enter ping 10.10.10.2,you cannot get any

answer. The result as below.

WAN Ping ==
Ignore the Ping from WAN ¥ Enable
m Cancel
[ Wireless Router - Google Chrome [E=EEE )
[ 10.10.10.252/filter_mac_arpclient_list.asp @
IP/MAC Address In ARP
No. IP Address MAC Address
1 [Wifi] 6C:25:B9:1B:E3:16
2 10.10.10.1 [Local] 00:23:24:B9:EB:A4
4.8 Routing Settings
In this page you can view the routing table information.
Click “Refresh” to update
_ Routing Table Help
oo
Interface: three types ethi-
_ Destination IP Subnet Mask Gateway Metric Interface mz?a?;ejiéijipg ;::EP oF
_ 17216 87.0 255 255 2550 0000 0 eth2.2 nterface
_ 10000 265000 0000 o b0
= 0000 0000 172 16 67 254 0 sth2 2
» Destination IP: The IP address of the final destination. “0.0.0.0” indicates any



network segment.

» Subnet Mask: The subnet mask for the specified destination.
» Gateway: This is the next router on the same LAN segment as the router to reach.

» Interface: The interface between your router and the final destination.

4.9 Triffic Control

Traffic control is used to limit communication speed in the LAN.Up to 20 entries can
be supported with the capability for at most 254 PCs' speed control,including for IP

address range configuration.

Traffic Control Help

Traffic control is used to limit
Traffic Control [ Enable communication speed in the
LAN.Up to 10 entries can be
supported with the capability
for at most 254 PCs' speed
Cancel control.including for IP

address range configuration.

2. The volume of uplink traffic/downlink traffic should not be larger than that allowed on
your router's WAN (Internet) port. You can ask your ISP to provide the volume of Internet
traffic.

3. The bandwidth for ADSL/DSL line usually refers to the download bandwidth

Bandwidth Control Application Example:
You share a 4M-broadband service with your neighbor (at 192.168.1.102). He always

downloads a large volume of data from Internet, which sharply frustrates your Internet

surfing experience; you can use this feature to set limits for the volume of Internet traffic
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he can get. For example, you can split the 4M into two, so your neighbor can only use up

to 2M Internet traffic and you can enjoy 2M.

_ Traffic Control Help

_ Traffic control is used to limit

_ Traffic Control () Enable communication speed in the
LAN.Up to 10 entries can be

_ IP Range 1921681 - supported with the capability
for at most 254 PCs' speed

DownfUp Down control.including for IP
_ address range configuration
= -
Num P Up/iDown BW Range Apply Edit Del
- h

Set Steps:

(D EnableTraffic Control: Check the Enable box to enable the Traffic Control feature.
@ IP Range: Enter the last number of the IP address. Here in this example, enter 101 in
both boxes.

Up: Set a limit to regulate upload bandwidth of PCs on the LAN.

Down: Set a limit to regulate download bandwidth of PCs on the LAN.

Apply: Check to enable the current rule.

Add: Click to add current rule to the rule list.

Q@ @ ® ®

Click Save to save your settings.

4.10 USB Setting

4.10.1 Device Scan

You could configure the USB drive connected to the Router.
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USB Capacity Help

In this section, you may view the
Device device information like Capacity,

Used Space Percent

Total Capacity: The storage capacity
ofthe storage drive

Used Percent: The Used space
percent ofthe storage drive.

Usb Senvice

User Accounts

button , wait a minute , you could see the USB drive connected to the

USB Capacity Help
In this section, you may view the
Device device information like Capacity,

Used Space Percent

—All Device (Total:1.86G Used:69.02%) e Space Percen

Total Capacity: The storage capacity

ofthe storage drive
Idevisdal (Total:1.86G Used:69.02%)

Used Percent: The Used space
percent of the storage drive

Iser Capacity
Usb Service

User Accounts

4.10.2 USB Server
You can configure USB server on this page. You could enable these servers to share the
information in USB driver. And other user in this local area network could see these

information(including music, video, photo).

USB Service Help

Samba Server: You can configure

Samba Server
Samba server on this section.

Samba ¥ Enable FTP Server: You can configure FTP
server on this section

Service Port: to specify a port for fip
server to use (defaut 21).

FTP Address: Access the storage
device by entering it into a web
brawser.

Samba Devicename Router_SmabaServer
FTP Server
FTP Senice  * Enable

Senver Port 21 Media Server: You can configure

DLMA media server on this section
FTP Address  fip:/M92.168.1.1:21

Media Server
User Capacity DLNA Enable
Usb Sendce

User Accounts
Save Cancel

4.10.3 User Accounts



You could add user in your USB Server. And other user could use this user name and

password to login in the USB Server

Input User names and Passwords you want into the blanks, then kick “ADD”to add

them.

User Capacity
Usb Service

User Accounts

USB Account

D Username
1 root

2 Alisa

3

4.10.4 How to use them—For Samba

@ Input your IP in searching bar

Joi==

[\W192.168.1.1]

Password

Action

Delete

Delete

@ Input the setting User name and Password in the log page.

Help

You can specify the user
name and password for
Storage Sharing and FTP
Server users on this page.

User Name: Type the user
name that you want to give
access to the USB drive. The
user name must be composed
of alphanumeric symbols not
exceeding 32 characters in
length.

Password: Enter the
password in the Password
field. The password must be
composed of alphanumeric
symbols not exceeding 32
characters in length. For
security purposes. the
password for each user
account is not displayed.
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4.10.5 How to use them—For FTP
@® Open “My computer”

® Input your IP in blank bar, then press “Enter”

o

—
)| fepiio2. 168, 1.1

® Input your user name and password in session Windows

x|

%@ BRI FIF RES, ERABCSIER-

FTP JR55E3: 192, 168. 1. 1
P& W Jalisa =]
BRE): [eseee

BRE, AR RS SN SR, LLER SRR,

/8, TP FHIES SRR ESET AT MESRDERSRE . RRIPEDINHELNRT
4, A WebDAV .
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grw | mw |

After Pressing “Enter”, it can be show the information in USB device !
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4.10.6 How use them—For DLNA
@ You can configure DLNA server on this page, select DLAN and press “Save”
User Capacity Media Server
DLNA @ Enable
User Accounis
Network/Media Server Name mic_DLNA
@ Open “ Windows Media Player”, select “mtc_DLNA” on the left of the list.

(O Windows Media Player™ ™ & T T T T T L | (@) ot
Q) » meowa» v » FaEs i =2 B
BIR0) v  WERR) v AEERFEC v Fov|2n )

e i;—m s 8 Ex ] BSAEEAR S = £
IR -3 FMERE 001 The Queen's Dia... 4:03 1.8 MB |
« Jas j) FZAE 002 The Fringe Benefi.. 3:00 =
& AR B 003 The Novelistin W... 2:40
© BRE FIER 004 Unleashing Your ... 2:39
© FR 005 A Writer Must Ha...  2:52 W
B us 006 I Have a Dream 451
= BE 007 Give Me Liberty ..  3:37
= 2uER 008 The Only Thing ... ~ 3:53
009 Blood, Toil, Tears... 3:26
P remxs 010 Keep Looking ... 3:28
4 [’ mtc DINA 011 We Will Make th.. 427
Ji BT 012 Yes, We Can 334
o R 013 I Have Done My ..  2:29
= BR 014 Though Our Chall.. 3:10
= ReevEn 015 Good bye and G...  3:07
016 I Have Followed ...  3:48
017 What Is the Mea...  2:40
018 Pearl Harbor Ad... 6:34
019 Remarks on the ..  3:18
020 The Audacity of ..  3:04
21 The Two Roads 3:06
22 Three Days to See  2:56
23 Of Love 3:07
24 The Road to Succe.. 3:14
- 25 What Is Enlighten...  3:14
26 Advice to Youth 253
27 The World as 1 Se..  3:02
28 Gone with the Wind ~ 3:41
o2 e
SIOM\L(VQJOO—' =




4.11 System Tools

Click “System Tools” enter the configure page ,here you can set “Time Settings”,
‘DDNS”, “Backup/Restore”, “Factory Default”, “Reboot”, “Firmware Upgrade”,

“‘Change Password”, “System Log”.

4.11.1 Time Settings

Click System Tools -> Time Settings to enter the time page.

Configured time and date info will be lost if the device gets disconnected from power
supply. However, it will be updated automatically when the device reconnects to Internet.
To activate time-based features (e.g. firewall), the time and date info shall be set correctly

first, either manually or automatically

_ ote: GMT time will be updated automatically only when the device is connected to Internet zone for your location. If you turn off
the router, the settings for time
| Newoksetings | CumentTime  201502:08 070313 e e e
_ would automnatically obtain the GMT
Customized time & Enable time again once it has access to the
_ Time Zone (GMT+00°'00Y Casanhlanca Monravia Duklin Fdinburat v
DDNS
Backup/Recover
Factory Default
Reboot

Firmware Upgrade
Change Password

Systemn Log

Set Steps:

@ Click “System Tools”.

Select “Time Settings”.

The time will synchronize with the internet automatically in the default situation

Select Time Zone

@ ® ® ©

If you can enter the time and date manually or click “Sync with your PC”,

synchronize automatically.



& /IMTC

® Click Save to save you settings.

» Synchronize with your PC:Specify a time interval for periodic update of time and

date information from your host.

4.11.2 DDNS

DDNS

DDNS Senvice Enable

Time Settings

Backup/Recover
Factary Default
Reboot

Firmware Upgrade
Change Password

System Log

4.11.3 Backup & Recover
Set Steps:

@ Click “System Tools”.

@) Select “Backup/Restore”.

Help

The DDNS (Dynamic Domain Name
Syslem) is supported in this router It
i to assign a fixed host and domain
name to a dynamic Internet IF
address, which is used to monitor
hosting website, FTP server and so
on behind the router If you wantto
activate this function, please select
“Enable” and a DDNS service
provider ta sign up

Backup/Restore

The device provides backupirecover seftings, so you need set a directory to keep these parameters.

Please choose restore file

BEARSIRE | AR

Recover

Time Seftings
DDNS
Backup/Recover
Factory Default
Reboot

Firmware Upgrade
Change Password

System Log

Help

Backup: Click this button to back up
the router's configurations.

Recover: Click this button to restore
the router's configurations.
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configuration will be ineffective.

4.11.4 Firmware Update

The router provides the firmware upgrade by clicking the “Upgrade”after browsing for
the firmware upgrade packet. After the upgrade is completed, the router will reboot

automatically.

I Firmware Upgrade o
Couesmp ) _ e e o e s
_ Select the firmware version: upgrade by clicking the "Upgrade™
) . after browsing for the firmware
| owewerksswngs | R upgrade packet After he upgrade is
_ completed, the router will reboot
automatically.

_ The current firmware version WR7502-NEUTRALH001V002R001C01B156_EN-Aug 25 2016

Time Settings

DDNS

Backup/Recover

Factory Default

Reboot

Change Password

Svstem | na

Set Steps:

S

Click “System Tools”
@ Select “Firmware Upgrade”
® Click “Browse”, select the upgrade file

@ Click “Upgrade”, and wait for it to complete.

1. Before you upgrade the firmware, make sure you are having a correct firmware. A
wrong firmware may damage the device.
2. It is advisable that you upgrade the device's firmware over a wired connection. DO NOT

interrupt the power to the router when the upgrade is in process otherwise the router may

4.11.5 Restore to Factory
Set Steps:



A
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@ Click “System Tools”.

@ Select “Restore to Factory”.

Factory Default Help

Reset: This button is to reset all

c Sefiing
Factory Default Settings. configurations to the defaultvalues.it

means the router wil lose all the
seftings you have set So please note
down the related settings if

necessary.

Time Settings
DDNS

Backup/Recover

Reboot
Firmuware Upgrade
Change Password

System Log

Parameters Specification:

» This “Reset” button is to reset all configurations to the default values. It means the
Range Extender will lose all the settings you have set. So please note down the
related settings if necessary.

» Default Password: admin

» Subnet Mask:255.255.255.0

» Default IP:192.168.1.1

® If you enable this option, all current settings will be deleted and be restored to factory

default values. You will have to reconfigure Internet connection settings and wireless

settings.
® Do not restore factory default settings unless the following happens:
1>You need to join a different network or unfortunately forget the login password.
2>You cannot access Internet and your ISP or our technical support asks you to reset
the router.
4.11.6 Reboot

When a certain feature does not take effect or the device fails to function correctly, try

rebooting the device.



Reboot Help

Rebooting the router is to make the
setlings configured o into effect or
10 setthe router again if seting
failure happens

Reboot the system

Time Settings
DDNS
Backup/Recover
Factory Default

Reboot

Firmware Upgrade
Change Password

System Log

» Rebooting the Wifi Router is to make the settings configured go into effect or to set

the Range Extender again if setting failure happens.

4.11.7 Change Password
You can change the password by this function

Change Password Help

Default password is admin, We
recommend you to change itfor
better security. Otherwise: anyone in
your network can access this utility to
change your settings.

Old Password
MNew Password

Confirm New Password
Old Password: Ifyou first time use
the router, enter admin. If you already

Cancel changed ftand unfortunately fargat,
restore the router to factory defaults,

New Password: Input a new
password. tMUST only consist of 3-
12 characters without any space

Confirm Hew Password: Re-enter
the new password

Time Settings

DDNS
Backup/Recover
Factory Default
Reboot

Firmware Upgrade

|

System Log

Set Steps:

@ Click “System Tools”

@ Select “Change Password”

@ Enter “Old Password” “New Password” and “Confirm New Password”

@ Click “Save” to save you settings.

® The default login password is admin.

® The valid password must be between 3~12 characters and only include letters,

numbers and underscore



4.11.8 System Logs

The section is to view the system log. Click the “Refresh” to update the log.

Click the “Clear” to clear the screen.

[ S Holo

Coumsme The sctonis o dew e st

omemsms Clear | o Cicktne Refreshto update the

21 2015-02-08 00:10:05 goahead -+ 192.168.1.100 time expire! log. Click the “Clear fo clear all the

shown information. Ifthe log is over

_ 22 2015-02-08 00:19:07 goahead -» 192.168.1.100 login success! 200 records, itwill clear
automatically.

_ 23 2015-02-08 00:28:05 goahead -» 192.168.1.100 time expire!

_ 24 2015-02-08 00:56:40 gozhead - 192.168.1.100 login success!

= e

Time Settings

DDNS
Backup/Recover
Factory Default
Reboat

Firmware Upgrade
Change Password

SystemLog

Set Steps:

©

Click “System Tools”

@ Select “System Log”

@) Click “Refresh” can update the information
@

Click “Clear” to clear the screen
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Appendix

1 FAQs

This section provides solutions to problems that may occur during installation and

operation of the device. Read the following if you are running into problems.

1.1 Q: I cannot access the device's management interface. What should | do?
® Make sure the System LED on the device's front panel is on.
® Make sure all cables are correctly connected and the corresponding LAN LED on
the device is on.
® Verify that your PC's TCP/IP settings are configured correctly. If you select the
"Use the following IP address" option, set your PC's IP address to any IP address
between 192.168.1.2~192.168.1.254. Or you can select the "Obtain an IP address
automatically" option.
® Delete your browser cache and cookies or use a new browser. Make sure you
enter 192.168.1.1 in the address bar.
® Press the RST button for about 10 seconds to restore your device to factory

default settings. Then log to your device again.



1.2 Q: I changed the login password and unfortunately forget it. What should | do?

Press the RST button for over 10 seconds to restore your device to factory default

settings.

1.3 Q: My computer shows an IP address conflict error after having connected to
the device. What should | do?
® Make sure there are no other DHCP servers on your LAN or other DHCP servers
are disabled.
® Make sure the device's LAN IP is not used by other devices on your LAN. The
device's default LAN IP address is 192.168.1.1.
® Make sure the statically assigned IP addresses to the PCs on LAN are not used

by others PCs.

1.4 Q: | have problems connecting to Internet/Secure websites do not open or
displays only part of a web page. What should | do?

This problem mainly happens to users who use the PPPOE or Dynamic IP Internet
connection type. You need to change the MTU size. Try changing the MTU to 1450 or 1400.
If this does not help, gradually reduce the MTU from the maximum value until the problem

disappears.

2 Factory Default Settings

The table below lists the factory default settings of your device.

Item Default Settings
Login IP Address 192.168.1.1
Router Login | Login User Name admin
Login Password admin
Internet Connection Type Mode Auto-switch Enabled
Network
1492 (PPPOE)
Settings MTU
1500 (DHCP/ Static IP)
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WAN Speed Auto
DNS Disable
IP Address 192.168.1.1
Subnet Mask 255.255.255.0
LAN Settings | DHCP Server Enabled
(LAND IP Pool 192.168.1.100~192.168.1.200
_ (GMT+08:00)Beijing,Chongqging, Hong
Time Zone
Kong, Urumgqi
Wireless Enabled
MTC_XXXXXX  (where XXXXXX is
SSID the last six characters in the device's
MAC address)
Wireless Mode 11b/g/n mixed Mode
2.4G Wireless | SSID Broadcast Enabled
Channel AutoSelect
Channel Bandwidth 20/40
Extension Channel Auto
Wireless Security Disabled
Wireless Access Control Disabled
Country America
Wireless Enabled
MTC_XXXXXX (where XXXXXX is the
SSID last six characters in the device's MAC
address)
5G Wireless
802.11 Mode 1la/an/ac mode
SSID Broadcast Enabled
Channel AutoSelect
Channel Bandwidth 80
WMM Capable Enable
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APSD Capable Disabled
Wireless Security Disabled
Wireless Access Control Disabled
Remote Web Management Disabled
Bandwidth Control Disabled
Others DMZ Host Disabled
UPNnP Disabled
Internet Access Management Disabled




