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Safety Notes

Safety Notes

For Installation

B Useonly thetype of power source indicated on the marking labels.

B Useonly the power adapter supplied with the product.

B Do not overload wall outlet or extension cords as this may increase the risk of electric shock or file. If the power
cord isfrayed, replace it with anew one.

B Proper ventilation is necessary to prevent the product overheating. Do not block or cover the slots and openings
on the device, which are intended for ventilation and proper operation. It is recommended to mount the product
with a stack.

B Do not place the product near any source of heat or expose it to direct sunshine.

B Do not expose the product to moisture. Never spill any liquid on the product.

B Do not attempt to connect with any computer accessory or electronic product without instructions from
qualified service personnel. This may result in risk of electronic shock or file.

B Do not place this product on an unstable stand or table.

For Using

B Power off and unplug this product from the wall outlet when it is not in use or before cleaning. Pay attention to
the temperature of the power adapter. The temperature might be high.

m  After powering off the product, power on the product at least 15 seconds later.

B Do not block the ventilating openings of this product.

B When the product is expected to be not in use for a period of time, unplug the power cord of the product to
prevent it from the damage of storm or sudden increases in rating.

B Please choose aflat place surface to locate this device in level. If you put the device verticaly, it might be

unsteady and might fall down. We are not responsible for such happening.

For Service

Do not attempt to disassemble or open covers of this unit by yourself. Nor should you attempt to service the product
yoursalf, which may void the user’ s authority to operate it. Contact qualified service personnel under the following

conditions:

B [f the power cord or plug is damaged or frayed.

B If liquid has been spilled into the product.

B [ the product has been exposed to rain or water.

B [f the product does not operate normally when the operating instructions are followed.

B [f the product has been dropped or the cabinet has been damaged.

W [ the product exhibits a distinct change in performance.

Warning

B Thisequipment must be installed and operated in accordance with provided instructions and a minimum 20 cm
spacing must be provided between computer mounted antenna and person’s body (excluding extremities of
hands, wrist and feet) during wireless modes of operation.

B Thisdevice complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Caution

B Any changes or modifications not expressly approved by the party responsible for compliance could void the

authority to operate equipment.
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FCC Information

The Federal Communication Commission Radio Frequency Interference Statement includes the following paragraph:

The equipment has been tested and found to comply with the limits for a Class B Digital Device, pursuant to part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interferencein a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instruction, may cause harmful interference to radio communication. However, there
is no grantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

B [ncrease the separation between the equipment and receiver.
B Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
B Consult the dealer or an experienced radio/TV technician for help.
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Before You Use

Before you use

The Wireless Broadband Router is along-range, high performance wireless LAN product, which provides Access
Point servicesto a 2.4 GHz RF network and bridges to an Ethernet backbone and routes to an Ethernet WAN port.
The Wireless Broadband Router performs all the necessary inter-networking, bridging and routing functions. It
receives data from both networks, stores them locally for further processing, installs and maintains connections, and
transmits the packets to the proper destination.

The Wireless Broadband Router connects computers and laptops to your local network through wirel ess connection.
The Radio Frequency (RF) waves link the wireless clients to the Access Point, and the Access Point works asa
bridge between the wireless clients and the wired LAN or Ethernet clients.

The Wireless Broadband Router is compliant with the |IEEE 802.11 / |EEE 802.11b DSSS specification and is Wi-Fi
certified. Thus all wireless clients, even from different vendors, that meet the 802.11b standard can access your
Ethernet network through this Wireless Access Point. Also, with throughput performance of up to 11 Mbps, the
wireless connection is as efficient as the wired connection. The wireless LAN security is provided through its WEP
(Wireless Equivalent Privacy) support.

Wireless Broadband Router has 4 10/100 Mbps switch ports. This switching automatically detects the speed of the
device that you plug into it and routes it to the appropriate port.

Features

Router Features

€ NAT let multiple users on LAN to access the Internet for the cost of only one I P address and enjoy various
multimedia applications.

€ ALGs(Application Level Gateways) such as NetMeeting, FTP, Real Player, ICQ, CuSeeMe, mIRC, Quake,
Internet Games, etc.

€ DMZ hosting, Multiple Virtual Servers (e.g., Web, FTP, Mail servers) can be setup in local network.

€ Static Route, RIP V1, v2

€ Multiple kind of broadband WAN connection: PPPoE, DHCP Client, Fixed IP

€ DHCP Server, DNS Relay

Bridging Features
€ Supports self-learning bridge specified in IEEE 802.1 D Transparent Bridging

€ Transparent Bridging between 4-port 10/100 MB Ethernet switch and 802.11b Wireless LAN interface.

Security Features
€ PAP(RFC1334), CHAP(RFC1994) for PPPOE session

¢ Wireless support WEP (Wired Equivalent Privacy) uses RC4 with 40/64 and 128 hit key length
€ Block WAN Ping and Client MAC control

Wireless LAN Features

€ Fully compatible to 802.1Ib standard, allowing up to 11Mbps wireless rate with distance up to 300 feet/90
meters.

€ The2.4 GHz Direct Sequence Spread Spectrum (DSSS) technology is exploited.

Seamless roaming within wireless LAN infrastructure.

*

€ Low power consumption via efficient power management.

vii
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System Requirements

For using Wireless Broadband Router, you have to make sure you have the following that installed on the clients:

For Wireless Clients
€ Operating System must be Windows98/2000/NT/ME/XP

€ Wirdesscardinstalled

€ Wirdlesscard driver

For Ethernet Clients
€ Operating System must be Windows98/2000/NT/ME/XP

¢ 10/100 Base-T NIC
€ 10/100 Base-T(UTP) network cable
¢ AHub

Note: Be aware that Cable/DSL Modem service registered from your Internet service provider
is required for Internet access.

Unpacking

After unpack the Broadband Cable/DSL Wireless Router package, please check the contents of the package with the
checklist stated below. If you find any item is missing, please contact the dealer directly.

Broadband Cable/DSL Wireless Router
Power Adapter

Power Cord

RJ-45 Ethernet Cable

Quick Start Guide

User’'s Manual

Driver & Utility Software CD
Subscription for Router Service

To use the Cable/DSL Wireless Router, you have to subscribe for ADSL service from your broadband service
provider. According to the service type you subscribe, you will get various | P addresses:

Dynamic | P: If you apply for dial-up connection, you will be given an Internet account with username and
password. You will get adynamic IP by dialing up to your service provider.

Static IP address.  If you apply for full-time connectivity, you may get either one static | P address or arange of 1P
addresses from your service provider. The number of |P addresses varies according to different
ADSL service provider.



Chapter 1: Overview

Chapter 1: Overview

Before installing the Router, please take alook at the front panel and rear panel of the router. Getting acquainted with
both panels will be helpful for installation later.

Physical Outlook

Front Panel

The figure below illustrates the front panel of the Broadband Cable/DSL Wireless Router. It indicates the status of
therouter in.

After powering on the router, the PWR LED will be on till powering off. These LEDs will not be on simultaneously.
When this device is transferring data, the LED will be blinking to indicate that which port that you are using.

PWR DIAG L1 L2 L3 L4 WLAN WAN
® ® ® ® ® o & ©

LED Indicators
The ADSL Router is equipped with eight LEDs on the front panel as described in the table below (from left to right):

LED |Color |Status |Description

PWR |Green |Unlit Power off.

Solid Power on.

DIAG |Green |Unlit Power off or initial self-test of the unit is OK.

Blinking | When software downloading or updating operation parameters located
in FLASH memory isin progress.

Solid Initial self-test failure or programming FLASH memory failure.

LAN Green | Unlit Power off or no Ethernet carrier is present.

Blinking | Ethernet carrier is present and user datais going through Ethernet port.

Solid Ethernet carrier is present.

WLAN |[Green |Unlit Power off or no radio signal (WLAN card is not present or failsto
function).

Blinking | Traffic is going through Wireless LAN interface.
Solid Wireless LAN interface ready to work.

WAN Green | Unlit Power off or line connection is handshaking or training isin progress.

Blinking | User datais going through WAN port.
Solid Line connectionis OK.
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Rear Panel

Take alook at the rear panel of this wireless router.

L]
L1 L2 LA La

WAN

WAN - It is used to connect to an Ethernet port of Cable/DSL modem broadband device.
L1~L4- LAN port. 10/100 Base-TX, 4 ports auto-sensing & crossover Ethernet switching hub.
RST - A switch to reset to the default settings.

PWR - Power switch.

12vDC - Power connector.



Chapter 2: Installation

Chapter 2: Installation

Connecting the Wireless Broadband Router

The Broadband Wireless Router incorporates a four-port switch for connection to your local Ethernet network. The
Ethernet ports are capable of operation at either 10Mbps (10Base-T) or 100Mbps (100Base-Tx), depending on the
Ethernet interface of the attached PC, hub or switch. For any connection which will operate at 100 Mbps, you must
use a Category 5 rated cable, such as the Ethernet cable included with the Broadband Wirel ess Router.

1. Connect the Ethernet cable with your XDSL/ATU-R to the 10Base-T Ethernet WAN port on your Broadband
Wireless Router.

Note:

The attached xDSL/ATU-R must provide a standard 10Base-T Ethernet connection. Please
use the Ethernet cable comes with your broadband device or any other standard 10Base-T
Ethernet cable.

The Ethernet cable supplied by your ISP for connecting to your XxXDSL/ATU-R may be an
Ethernet crossover or a straight-through cable. It is important to use the cable provided by
your ISP to connect the modem to your Broadband Wireless Router.

2.  Please attach one end of the Ethernet cable with RJ-45 connector to the LAN port of your Wireless Broadband
Router.

3. Connect the other end of the cable to the Ethernet port of the client PC.

i
|I.\I
L 1

T e i
4. If you want to connect to a hub for used by many devices, please connect the other end to the uplink port of
the hub.
e "o

108as=T Ethernet Hub

5. Connect the supplied power adapter to the PWR port of your Router, and plug the other end to a power outlet.
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6. Turn on the power switch.



Chapter 3: Concepts for Connection

Chapter 3: Concepts for Connection

To configure the device viaweb browser, at least one properly-configured PC must be connected to the LAN port
(connected directly or through an external hub/switch to the LAN port of the device). The configuration can also be
performed on awireless client station.

On Ethernet Client

A w NP

To access the Broadband Wireless Router (AP) viathe Ether net interface, the host computer must install
TCP/IP protocol:

Choose aclient PC and configure it to get adynamic | P from the Broadband Wireless Router (AP).
Start up your browser and type 192.168.1.1 as the address to enter the web-based manager.
Enter the default password - admin.

Go to Setup Wizard to finish basic configuration. Select your WAN connection type. Available options include:
Cable M odem,Fixed-IP xDSL, Dial-Up xDSL (PPPoE). Follow the onscreen instructions to finish the basic
setting procedure. Finally, click Finish to exit basic setting web page.

Note: You should contact your ISP for the correct connection type and its corresponding
configuration information.

When the connection is established, the client PCs can access the Internet or remote network through the
Broadband Wireless Router.
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On Wireless Client

1

Install the wireless card driver and verify the wireless setting is as below:

The default SSID: IEEE 802.11 LAN

WEP encryption is disabled. Authentication Type is Open Key (or Open System according to your Wireless
LAN Card).

Use Infrastructure connection mode.

Check that the TCP/IP protocol isinstalled on your wireless client PC. Configure it to get a dynamic IP from the
Broadband Wireless Router.

Enter the default password - admin.

Go to Setup Wizard to finish basic configuration. Select your WAN connection type. Available options include:
Cable M odem,Fixed-IP xDSL, Dial-Up xDSL (PPPoE). Follow the onscreen instructions to finish the basic
setting procedure. Finaly, click Finish to exit basic setting web page.

Note: You should contact your ISP for the correct connection type and its corresponding
configuration information.

When the connection is established, the client PCs can access the Internet or remote network through the
Broadband Wireless Router.

For the wireless-interfaced station, you need to set its SSID to the Broadband Wireless Router (AP)’ s default SSID
value and disable the WEP encryption.

Remote client
xDSL /ATU-R
Network 2

[A]
vyywywy

2

I nternet

Hi |r AT

- E‘
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xXDSL/ZATU-R Connection

The Broadband Wireless Router provides continuous and high-speed access between your wireless and Ethernet
devices. In addition, it can connect your entire network to the Internet through an external broadband access device.

Note:
The attached xDSL/ATU-R must provide a standard 10Base-T Ethernet connection. Please use
the Ethernet cable comes with your broadband device or any other standard 10Base-T Ethernet
cable.

The Ethernet cable supplied by your ISP for connecting to your xXDSL/ATU-R may be an Ethernet crossover cable or
a straight-through cable. It isimportant to use the cable provided by your ISP to connect the modem to your
Broadband Wireless Router.

Connecting to Your xDSL Modem

If you are going to connect the WAN port to aDSL modem, follow the steps below:

1.  Usethe Ethernet cable comes with your DSL modem. Plug one end to the 10Base-T Ethernet port of the
modem, and the other end to the WAN port on your Broadband Wireless Router.

2. Attach one end of the Ethernet cable with RJ-45 connector to the LAN port of your Broadband Wireless Router,
and the other end to a hub or aclient PC.

At the LAN side, you also can use wireless client at the same time.
Set the DSL Modem'’ s connection mode as bridge mode.

Enter the web-based Configuration Manager to configure the WAN setting. Choose the connection type that
you registered from your ISP,

Wireless LAN Broadband Wireless Router(AP)
‘ Network 1

xDSL Modem

Network 2
Ethernet LAN

H!: o kY C

K }I
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Chapter 4: Configuration

Chapter 4: Configuration

In order to access the Internet through the router, each host on your network must install/setup TCP/IP. Please follow
the steps below for select a network adapter.

Setting TCP/I1P on Client PC

To access the Router via Ethernet, the host computer must meet the following requirements:
B With Ethernet network interface.

B Must have TCP/IP installed.

B Setclient PC with obtain an | P address automatically or set fix |P address.

B With aweb browser installed: Internet Explorer 5.x or later.

The Router is configured with the default IP address of 192.168.1.1 and subnet mask of
255.255.255.0. Asthe DHCP server is Enable by default, the DHCP clients should be able to access the
Router. Or you could assign an | P address to the host PC first for initial configuration.

You a so can manage the Router through a web browser-based manager. The Router manager uses the HTTP protocol
viaaweb browser to allow you to set up and manage the device.

To configure the device viaweb browser, at least one properly-configured PC must be connected to the network
(either connected directly or through an external hub/switch to the LAN port of the device).

If TCP/IPisnot aready installed, follow the steps below for installation.

For Windows 98

1. Click onthe Start menu, point to Settings and click on Control Panel.

Contsal Parsd
] Priias
M Tarkbs Gl b

=) Eric O pliam
7 Iﬂ e Eﬂ Syt Chark lop "
= :'::I B ‘ mdear Uipdets
-E‘%' Leg ¥
M Siug Cemen

e R
2.  Double-click the Network icon.
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3. The Network window appears. On the Configuration tab, check out thelist of installed network components.

Option 1: If you have no TCP/IP protocol, click Add.
Option 2: If you have TCP/IP protocol, go to Step 6.

Coriguran: | e o | 2roens Coneal |

T billcmiy] sl i fucrmiad | s il e
[y e LLI L L =
N by F e, Lo

[ g cdmien Your network
il ES202-Bmwd [irmmn

T TCRAP it 3395 Bt Elborei - interface card.
| | )J\
Check out if TCP/IP

L L R e | [Nforyour NICis

installed or not.
|I'L-.i|'|l-|u'.ml-r.-n1.: _ﬂ

i P Sharg |

[heed gl

o) em |

4. Highlight Protocol and click Add.
[Selacs Hotmah Campnam Twe 0|

Chch b g o rbert Comparasi pos v i inanal
3= _teig |

el —

wHTEE
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5.

8.

On the left side of the windows, highlight Microsoft and then select TCP/IP on the right side. Then click OK.

Wkt s et Pt Wl s ol il W . D 1 i et
¥ o i ke b e B ke e D

M b emterol, Pzl
Eurwam T ol Mool 0|
EH i Sl L
e it [
=818 J

i Jmrd km Mg gyl Pigiamcal 1 :l
B byt Fasly Lagon

Lot iy b e

Irdgd ATEOS B aped EFares

[ ] feew |

Prpmary Fesianal | rgwn
I..lrlrll'llmlll!k-m.' 3

i el Pl B I

[ ey
TCPAP it o e wd
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Frrpsars ||

Canesl |

On |P Address tab:

Enable Specify an | P address option. Enter the |P Address: 192.168.1.x (X is between 2 and 254) and Subnet
Mask: 255.255.255.0 as in figure below. On Gateway tab: Add a gateway |P address: 192.168.1.1. And click

OK.
|

Brceg | Sk ared ] HubicEs
DA Cosfiparmion | Gaisey | WG Coaguniion 1P addsis

i P kbt i b bzl wingresd i corpuie

il e gt o Y
:ﬂ-ﬁﬂiﬂhmﬂ.ﬂiﬂhmil
g ppae berios

T Qb s I i ool
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s
bk [ 5 1]

[ ] _ceee |

When returning to Networ k window, click OK.

Eraingn ] fuctvancmd I T3] Y
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9.  Wait for Windows copying files.

10. When prompted with System Settings Change dialog box, click Yesto restart your computer.
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Chapter 4: Configuration

For Windows ME

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Click on the Start menu, point to Settings and click on Control Panel.
Double-click the Network icon.

The Networ k window appears. On the Configuration tab, check out the list of installed network
components.

Option 1: If you have no TCP/IP protocol, click Add.
Option 2: If you have TCP/IP protocol, go to Step 6.
Highlight Protocol and click Add.

On the left side of the windows, highlight Microsoft and then select TCP/IP on theright side. Then click
OK.

While returning to Networ k window, highlight TCP/I P protocol for your NIC and click Properties.
|

Dorvigasiae. | ket ston | dcomss Tonmsd |
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Step 7 OnthelP Addresstab, select Specify an | P address. Enter the | P address: 192.168.1.x (x is between 2 and

254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click OK.
[EEI—— 1=

Horednge 1 Ackarcud I HelE EF 1
DIE':nh.lhl Oubramy | W Conbiganiion P Addm

Ay | P e O ben peborestiveds sedigred bo Hhis poatpbe
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Iha 1pace baboa
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Subeedl Magh: | 266 255, 266, @

¥ |[stuci ronractan ia rebaak resda

o] e |

Step 8 Whilereturning to the Networ k window, click OK.
Step9 Wait for Windows copying files.
Step 10 When prompted with the System Settings Change dialog box, click Y esto restart your computer.

For Windows NT

1. Click Start, point to Settings, and then click Control Panel.

13



Wireless Broadband Router User’s Manual

The Networ k window appears. On the Protocols tab, check out the list of installed network components.
Option 1: If you have no TCP/IP Protocol, click Add.
Option 2: If you have TCP/IP Protocol installed, go to Step 7.

Hardbcubon| Swaces  Pioiacek | asepi | 8 ndng |
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4. Highlight TCP/IP Protocol and click OK.
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Chapter 4: Configuration

Click Yesto use DHCP.
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Insert the Windows NT CD into your CD-ROM drive and type the location of the CD. Then click Continue.
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Returning to the Networ k window, you will find the TCP/IP Protocol among the list. Select TCP/I P Protocol

and click Properties.
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8. Enable Specify an | P address option. Enter the | P Address: 192.168.1.x (x is between 2 and 254) and Subnet

Mask: 255.255.255.0 and Default Gateway: 192.168.1.1 asin figure bel ow.
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9. When returning to Networ k window, click Close.
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10. When prompted with Networ k Settings Change dialog box, click Yes to restart your computer.
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4,

3.

2.

For Windows 2000
1.

T - BER R

Right-click the Local Area Connection icon and then click Properties.
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On the General tab, check out the list of installed network components.

Option 1: If you have no TCP/IP Protocaol, click Install.
Option 2: If you have TCP/IP Protocol, go to
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Highlight Protocol and then click Add.

From the Start menu, point to Settings and then click Network and Dial-up Connections.
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5. Click Internet Protocol (TCP/IP) and then click OK.
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6. When returning to Local Area Connection Properties window, highlight Internet Protocol (TCP/IP) and then

click Properties.
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Under the General tab, enable Use the following | P Address. Enter the | P address: 192.168.1.x (X is between

2 and 254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click OK. When prompted
to restart your computer, reboot it to enable the settings.
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For Windows XP

Step 1l From the Start menu, point to Control Panel and then click Network and Internet  Connections.
Step 2 Click Network Connection and then click Properties.
Step 3  Onthe General tab, check out the list of installed network components.
Option 1: If you have no TCP/IP Protocol, click I nstall.
Option 2: If you have TCP/IP Protocol, go to Step 6.
Step 4 Highlight Protocol and then click Add.
Step5 Click Internet Protocol (TCP/IP) and then click OK.

Step6 OntheLocal Area Connection Properties window, highlight I nternet Protocol (TCP/IP) and then click
Properties.
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Step 7 Under the General tab, enable Usethefollowing | P address. Enter the | P address: 192.168.1.x (X is
between 2 and 254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click Ok
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Configure PC to get IP address from DHCP

If your ADSL Router operates as a DHCP server for the client PCs on the LAN, you should configure the client PCs
to obtain adynamic | P address. Please follow the previous section to install TCP/IP component. Only that you do not
need to specify an IP address when configuring TCP/IP properties.

The following section describe the procedures for CPEsto get | P address:

For Windows 98
Onthe | P Addresstab, select Obtain an | P address automatically. Then click OK.
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For Windows ME

Onthe | P Addresstab, select Obtain an | P address automatically. Then click OK.
T 1|
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For Windows NT

Onthe | P Addresstab, click on the drop-down arrow of Adapter to select required adapter. Enable Obtain an | P
addressfrom a DHCP server and then click OK.
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When prompted with the message below, click Yesto continue.
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For Windows 2000

Enable Obtain an | P address automatically and then click OK.
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For Windows XP
OnthelP Addresstab, select Obtain an I P address automatically. Then click OK.
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Renew IP Address on Client PC

Thereis achance that your PC does not renew its | P address after the ADSL Router is on line and the PC can not
access the Internet. Please follow the procedures below to renew PC's | P address.

For Windows 98

1. Select Run from the Start menu.
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2.  TypewinipcTg inthedialog box and the click OK.
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3. When the figure below appears, click Release and then Renew to get an | P address.
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For Windows ME

1. Select Run fromthe Start menu.
2.  Typewinipcfg inthedialog box and the click OK.

3. When the figure below appears, click Release and then Renew to get an | P address.
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For Windows NT

1. Select Run from the Start menu.
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Windows NT Wi

2. Typecmd inthe dialog box and the click OK.
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3.  Typeipconfig at prompt. Then you will seethe IP information from DHCP server.

4. If youwant to get anew IP address, type ipconfig /release toreleasethe previous I P address and then
type ipconfig /renew toget anew one.

For Windows 2000

1. Fromthe Start menu, point to Programs, Accessories and then click Command Prompt.

EBAYE N

2. Type ipconfig at prompt. Then you will see the IP information from DHCP server.

3. If youwant to get anew IP address, type ipconfig /release toreleasethe previous | P address and then
type ipconfig /renew to get anew one.

For Windows XP
1. Fromthe Start menu, point to Programs, Accessories and then click Command Prompt.
2. Type ipconfig at prompt. Then you will see the IP information from DHCP server.

3. If youwant to get anew IP address, type ipconfig /release toreleasethe previous | P address and then
type ipconfig /renew to get anew one.
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Chapter 5: Web Configuration

Using the Web-Based Manager

Once your host PC is properly configured as described in previous chapters, please proceed as follows:

1. Start your web browser and type the private | P address of the Wireless Broadband Router in the URL field:
192.168.1.1.

2. After connecting to the device, you will be prompted to enter password. By default, it isadmin.

LOGIN PASSWORD

Password: |

TLOGIN | CANCEL

If the login is successfully, the main web page appears. From now on the Wireless Broadband Router acts as aweb
server sending HTML pages/forms on your request. Please fill out these pages/forms and apply them to the Wireless
Broadband Router.

Outline of Web Manager

The home page is composed of two areas:

Setup Wizard: It guides you to set WAN Type, WAN Settings, and WLAN for the Wireless Broadband
Router.
Advanced Setup: Includes advanced settings for System, WAN, LAN, WLAN, NAT, Firewall, and Routing.

For Setup Wizard and Advanced Setup page, there are two buttons that you have to know.
Home: It allows you to go back to the home page of this web configuration page.

L ogout: It allows you to exit web configuration page and makes you get into with another user.

To Have the New Settings Take Effect

The Wireless Broadband Router uses Apply button to enable new settings. That’sto say, when the Apply button is
clicked, your customizations take effect at the same time.
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Setup Wizard

Now you are getting onto the web page for proceeding setting up for your router. To configure your Wireless
Broadband Router in easy way, please press Setup Wizard.

There arefive items that you have to take notice, WAN Type, WAN Setting, WL AN Settings and DNS. These
setting will be executed one after one. That's, after you finish setting WAN Type, you can press Next button to get
into next page. The whole setting is done after finished DNS setting.

WAN Type

Some types for WAN connection are provided here. Specify a Cable modem, Fixed-1P xDSL and Dial-Up

xDSL (PPPoE) as the WAN connection type. Next pages will be changed slightly according to the connection type
you choose here. It allows you to specify how the WAN port of the router connects to your service provider’s server.
Please choose your connection mode by clicking on the radio button as required by your service provider. The
default setting is PPPoE.

PPPoOE: PPP over Ethernet is a protocol for connecting remote hosts to the Internet over an
always-on connection by simulating a dial-up connection. With PPPoE the client does not set a
static IP address, instead an IP address is assigned dynamically whenever the client access to
the Internet. For detailed settings please refer to advanced “WAN Setting”.

1. WAN Type

aLd Jd
r ﬂ!camu Moderm
SR IR ] EaEed | Ie e

T Fixed-P xDSL

fnlal.up xOEL[FPPoE|

WAN Setting

The WAN setting differs according to different WAN Type that you choose. After you type all the necessary
information on this web page, please click Next button to get into next page.

For Cable Modem, the settings will be:

'&!l’_‘ahln Modom

ot Hligiog I
WAL Addeais [ | | |
Glony WAC Adimen. |
eee
Host Name: Type in your host name.
MAC Address: Typein the MAC address.
Clone MAC Address: Makes each set of MAC Address to be the same.
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For Fixed-1P xDSL, the settings will be:

By FixedP xDSL

P pidieirs Bl N piiad EP

Sabred Bagk

SF fawmeamy Adrrpsn

I P address assigned by your | SP:

Subnet Mask:

| SP Gateway Address:

dFavay | =] b ey b et [GF i e appeopiani e e

eee

Typein the fixed |P address if your service provider has assigned a fixed
permanent | P address.

Type in the Subnet Mask address that your service provider assigned for
you.

Type in the gateway address that your service provider assigned for you.

For PPPoOE xDSL, the settings will be:

,EFDIHIJJP ¥DSL{PPPoE)

Jser Mame
“arg=ond

Please ralype yaur

i B

Sarace Namra |

T L (a0 1452 |

el om Lleswaared ™ Enabled I minutes [Maimumn Idia Time)
Enler tha Lkar Mame and Passwand reguinad by your ISP n the apsropiate falds. Fyour IEP hes
riradd yau wilh & Seeaca Name, smles d in B Seeace Mams Mk olheratie, ks 1 Blank

User Name:

Password:

Please retype your password:
Service Name:

MTU (1400-1492):

Dial on Demand:

Maximum ldle Time:

eee

Type in the user name to access the remote server or your service
provider.

Type in the password to access the remote server or your service provider.
Type your password again for confirmation.
Enter the name of your PPPOE service.

Enter the maximum transmission rate for the data transferring. The
default setting is 1492.

Check on thisitem to make the system reconnect automatically after
disconnected by unknown reason.

This value specifies the idle minutes that elapse before the Home Route
automatically disconnects the PPP session. If no traffic is passing through
during the span of time your specified, the PPP session is terminated.
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WLAN Settings
This section shows you how to configure the wireless LAN setting.
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Wireless SSID (Service Set | dentity): A name that uniquely identifies adomain. All clients that want to
communicate with the Wireless Broadband Router must have the same SSID asit.

Channel: The frequency in which the radio links are about to be established. Usually the clients
will scan the whole operable channels and then select the desired communications
channel automatically. Here provided 14 types of channel.

WEP Encryption Mode; To enable WEP encryption function, select your encryption length as 64-bit or 128-hit.
Either 64-bit or 128-bit WEP keys can be generated from user-defined characters or
manual entry.

Authetication Alogorithm:  The Router supports two authentication types. Open System and Shared key. This
should be considered with the WEP(Wired Equivalent Privacy) mechanism.

64-bit WEP keys
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128-bit WEP keys
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The privacy security function can enhance wirel ess media security by encryption technology. All wireless clients
must set the same encryption key to maintain the tightened communication with the ADSL Router properly. The
Authenticate Algorithm options are:

Wired Equivalent Privacy Mechanism

When the wired Equivalent Privacy Mechanism is Turns off. Using Open-key as authentication algorithm, you are
running the risk of allowing some unauthorized wireless LAN cards that have the capability of eavesdropping your
SSID to associate itself to the device.

Turns on encryption. Wired Equivalent Privacy Mechanism is Turns on. You should select the encryption key length
as 64- or 128- bit key. Then enter the encryption key in Key Entry fields.

Note: When Wired Equivalent Privacy Mechanism is enabled, the wireless client must be
configured with exactly the same encryption level (64 or 128-bit) and encryption key as
identified in the ADSL Router, so that access to the unit is allowed.

DNS

On this page you can choose to disable or enable DNS function. To enable DNS, simply enter the value for Primary
and Secondary DNS address and click Finish.
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Primary DNS address: Type in the DNS address that you get from your service provider.
Secondary DNS address: Type in the secondary DNS address that you get from your service provider.
Click Finish button to quit the setup page.
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Advanced Setup

Click on Advanced Setup to get into the Advanced Setup screen for further configuration.

Advanced Satup
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System

The System page includes all the configuration tools for the router such as Administrator, Firmware Upgrade,
Configuration Tools, Status, System Log, and Reset.

Administrator Settings

This setting allows you to set for password and activate the remote management.
Administrator Settings
Hasswennd Sotinis

Set 3 passsond 1o resnct masagement access b the mouter Fyou wasl o marage The mgle fmom a
ramale lncsimon (oubside of B local nebwork], yau st slso specify the 12 address of the remole PO
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Blloww 10 Soan Bacunty Pad (103) [

Enabis Ftip remobe Access rp b I K
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Current Password: Type in the password that you use for login.

Password: Type another new password if you don’t want to use current one.

Re-type passwor d: Type the new password again for confirmation.

Idle Time Out: Type the idle minutes that elapse before the device disconnected automatically.

Discard PING from WAN side: Check this box can discard PING from WAN side.
Allow to San Security Port(113): Check this box for scanning security port.

Enable Http remote Access. Check the box and typein the |P address for http remote access that is assigned by your
service provider.
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Enable Telnet remote Access: Check the box and type in the | P address for Telnet remote access that is assigned by
your service provider.

Firmware Update

The Wireless Broadband Router supports the upgrading by using web page. The original configuration will still exist
and not reset to the factory defaults.

Firmware Update
Askey Computer Comp, may creste new finmware for youe router to improve furdlionalily snd parfomants

Click here 1o chack for an ypgrade on Sskey's wehsite
Entar the path and name of tha wpgrada file then click the APFLY bution balow, You will be prompted 1o confim the upgrade

Caimrend Firmmasare Version: W 1.0

Firrvarare Date: A0041E313
Erw-.l

e

1.  Enter the name and the path of the firmware upgrade file onto the input box or use the Browse button to locate
thefile.

2. Click Apply.

To transfer the firmware file, follow the steps below:

Note:
1. Do not interrupt the upgrade process otherwise it might cause damage to your Router.

Configuration Tools
This page provides you some tools of configuration for your wireless broadband router.

Configuraticn Tools
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Restore Factory Default Configuration: You can use the Restore to Factory Defaults tool to force the router
performing reset and restore the original factory settings. If you choose this item, the page
will guide you to next page for clicking Restor e button to execute the settings.
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Restore Factory Default

I'o regtare fhe FEctory defaull sellings of the router, click an tha "Hestore™ budton, You will be asked (o confirm

your decigian
Restore. |

Backup Settings/Restor e settings: Allows you to backup settings or restored saved settings. Choose this button and
click Apply, you will be guide to next page as below.

Configuration Tools

Backup Settings
Pleaze press the "Backup Setlings” bution 1o save the conliguration dala 1o your PC

Backug Setbrgs |

Restore Settings
Enter the path and name of the backup file then press the "Restore Setlings” bution below. You will be prompled 10 corfirm

he tlﬂl:h:l][l masbnration.
Browss |

Restore Seltngs |

Backup Settings button allows you to save the router's current configuration to afile named config.bin on your PC.
Restore Settingstool allows you to restore the saved configuration of the router by entering the path and the name of
the file and click the Restor e Settings button.
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Status

This page shows the basic information of your Wireless Broadband Router including the software version, WAN
MAC address, LAN MAC address, Wireless LAN MAC address etc. It provides a general overview of your Wireless
Broadband Router.
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System Log

System Log your service provider lays arunning record of your router, including information, warning and error log.
The information provided here is useful in working with your service provider or system administrators when
troubleshooting.

System Log

Yiew any event that have been happened on the router,

Log File
Time Histar i
(i 24 User lagined fram 10.1.1.3 No
@ 22 User Logout Ma
i1 14 User logined from 10.1.1.3 No
@ 11 The WrAM inteface get IP address 10.3.1.43 from remote DHCP Senver Mo

Download:  Download the log file information.
Clear: Erase current log files information.

Refresh: Renew current log files information.

Reset Wireless Broadband Router

This page allows you to restart your router for invoking new configuration. After restarting, you should wait for
several secondsto let the system come up. When restarting the system, your brower session will be disconnected.
Please wait until the device finish restarting.

Resat Router

I the everd 1hat the rower slops responding comactly or in some way siopg TURCIsanng, you can pedom a
resel Your setlings will nol be changed To pedoem the reset, click on the *Resel” bulton belos. ¥ou will be
asked {0 confirm your decision The resel will be complebe when the power light stops blinkeng

S|

@
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WAN

The Broadband Wireless Router provides three WAN connections: Dynamic |P Address, Static IP Address and
PPPOE. Each connection you have to do specific configuration, otherwise you cannot access into Internet properly.
Please choose the one you want to connect and click APPLY .

WAN

The router can be connected to your service provider in any of the following ways:

o)

Owynamic IP Address  Obtain an IP address automatically from your senice provider,

Uses a static IP address. Your service provider gives a static

" Static IP Add [
atlc ress IP address to access Internet semvices.

PPP over Ethernet is a commaon connection method used far

-~
FFFcE (DL

" Bridge WAN Warking as a bridge device

Dynamic IP Address

This connection will obtain an | P address automatically from your service provider.

The Host Name is optional, but may be required by some Service Provider's. The default MAC addressis set to the
WAN's physical interface on the router. If required by your service provider, use the Clone MAC Address button to
copy the MAC address of the Network Interface Card installed in your PC and replace the WAN MAC address with
this MAC address. The BigPond login is optional, commonly used in Austraia. If your service provider need you to
do the BigPond login, please enable it and fill the user name, password and the server name.

Dynamic IP

The Host Mame is optional, but may be reguired by some Service Provider's. The default MAC address
i zet to the YWAN's physical interface on the router. If required by your Service Provider, use the
"Clane MAC Address” button to copy the MAC address of the Network Interface Card installed in your
PC and replace the WAN MAC address with this MAC address.

Host Mame |

MAC Address | N | - - -

Clone MAC Address |

Host Name: Enter the name of your host.

MAC Address: Enter the MAC address that you get from your service provider.

Static IP Address

This page allows you to use a static | P address. Your service provider gives a static |P address to access Internet
services. If your service provider has assigned a fixed | P address, enter the assigned | P Address, Subnet Mask and
your service provider Gateway Address provided.
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Static IP

i your Service Prowder has assigned a fiked IP addre=s | enler the assigned 1P Address, Subrel Mazhk
ard ISP Galewsy Address prowded

F addresa assigned by ypour | | | |
=H

Subnet kask | | | |

SP Galeway Address | | | |

Doeg ISP provide more 1P ,
addresges I Yes

| P address assigned by your I1SP: Typein the fixed |P address if your service provider has assigned afixed
permanent | P address.

Subnet Mask: Type in the subnet mask that you get from your service provider.
| SP Gateway Address: Type in the gateway address that you get from your service provider.

Does | SP provide more | P addresses. If your service provider gives you more than one | P address, please check
Yes box here.

PPPOE

PPP over Ethernet is a protocol for connecting remote hosts to the Internet over an always-on connection by
simulating a dial-up connection.

Enter the PPPOE user name and password assigned by your service provider. The Service Name is normally optional,
may be required by some service providers. Enter aMaximum Idle Time (in minutes) to define a maximum period of
time for which the Internet connection is maintained during inactivity. If the connection is inactive for longer than the
defined Maximum Idle Time, then it will be dropped. You can enable the Auto-reconnect option to automatically re-
establish the connection as soon as you attempt to access the Internet again.

PPPoE

Enter the PPFoE user nama and password assigned by your Samice Provider, The Serace Mamae is
nomnaly cptional, by may be requirad by soma serece providers. Enler & Masenum ldls Tirms [in
nulEso dfing & magimum penod of beng Tor wiech The Intemel Conmeclion 18 mentarssd duing
inaciiaty. IT 1h& conneclion is inactve fior longer than (ke defred Maximum Idie Tene, then il will be
dropped You can enable the Dial on Dermand optcn 10 automatically re-establizh the connection as
500N && you altempt 10 &ccess he Intemal again

H your Intermed Serdce Prowder raquings the use of PPPoE, enber the information bslow

iLbgeeer Mamp |

Fasevenind I

Flgase malyps your I
pEsvennd

Serace MNams |

RATL (1400-1892) |

Cocsl-or-Diemard r Enahlrdl mnutes fMaxrmum ldle Time)
User Name: Typein the user name to access the remote server or your service provider.
Password: Type in the password to access the remote server or your service provider.

36



Chapter 5: Web Configuration

Pleaseretype your password: Type your password again for confirmation.

Service Name: Enter the name of your PPPOE service.

MTU (1400-1492): Enter the maximum transmission rate for the data transferring. The default setting is
1492

Maximum Idle Time: This value specifies the idle minutes that el apse before the Router automatically

disconnects the PPP session. If no traffic is passing through during the span of time

your specified, the PPP session is terminated.

DNS

A Domain Name system (DNS) server islike an index of | P addresses and Web addresses. If you type a Web address

into you browser, a DNS server will find that name in itsindex and find the matching | P address.

Most | SPs provide a DNS server for speed and convenience. Since your Service Provider may connect to the Internet

with dynamic P settings, it islikely that the DNS server | P addresses are also provided dynamically. However, if
thereisa DNS server that you would rather use, you need to specify the | P address below.

DNS

A Domain Mame system [DMNE] samver iz like an index of IP addresses and Wab addreszes. If you type
a Wieb address mbo you bedeeser, Such a5 Wit askey com, 8 DNS seres willl Tind fhat name in is
index and find tha matching IF sddress - 291,21 189106

Most 15Ps provide @ DNS semver for speed and comvenience. Since your Semice Prosider sy
canngct to the Infemed with dymamic IF setings, it is hkely that the DNS senmr P addresses are also
provided dynamically. Howeser, if there iz 2 OMS senar that you would rather usa, you nesd to specify
he [P address bl

Damain Marme Serer | | | |
[DNS) Addrass

Sacondary OMS Address | | | |
|optionad)

Domain Name Server (DNS) Address. Type in the DNS address that you get from your service provider.

Secondary DNS Address (optional):  Typein the secondary DNS address that you get from your service
provider.

Bridge
Therouter acts like a 5-port switch on this mode for transmitting the packets between LAN and WAN interface.

Bridge Mode

WAM will run in bridge mode. The DHCP server still can serve the DHCP request. If you do not need it,
you can disable the DHCP server function in the seting LAN page.

LAN

LAN Settings
This setting allows you to define the IP address over the LAN interface.
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LAN Settings

You can anabde DHCP to dynamically abocale IF addmszas to your chend PCs

P Afddress [ |
mubnel Mask 23 2o5.2a50
The Gatewsy acis as DHCP Seear ¥ Enahble

P Pool Starfing Address 192 168.2 |
P Pool Ending Address 1921882 |
Legza Tene |i"t-'-=“&' *l

Local Diomasn Mame [ {optaonal)

oY

IP Address: Allows you to specify the private |P address on the device's LAN interface.
By default, the IP address and subnet mask is 192.168.1.1 and 255.255.255.0. It is
recommended NOT to change the default settings.

Note: If you have changed the LAN IP address for the router, you have to renew or reassign
the LAN IP for client’s PC. Otherwise, the client’s PC will not be able to access the router.

Subnet Mask: Type in the subnet mask address that you get from your service provider.
The Gateway actsas DHCP Server: Check Enable to make gateway be able to act as DHCP server.
P Pool Starting Address:  Make the I P address you enter here to be the starting point.

IP Pool Ending Address:  Make the I P address you enter here to be the ending point.

Lease Time: Specify the time that a network device can lease a private | P address before the Wireless
Broadband Router reassigning the IP address. By default, it is 1 day/ 0 hour/ O minutes.

Local Domain Name:  You can check the Report this host asthe DNS server box to use this host as the default
DNS. Or you can uncheck the box and manually set up the DNS IP address in the
Primary/Secondary DNS I P addressfields. The DNS server addresses will be passed to
the DHCP clients along with the | P addresses. The DHCP clients use the DNSto map a
domain name to its corresponding | P address and vice versa.

DHCP Client List
DHCP Clent List shows the | P address, host name and MAC address of the clients which connected to the Barricade.
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DHCP Client List

Tha DHCP cham Bsl allows you 10 see wihech clients ang connacted Bo Tha Bamicase wa IP addness | hosf nama, and MaC addess

AL Aalilaess

Simie

Hivst Maimn 1 Mildrass
fes] 192.163.1.2
garaor_malebaok 19218813
LT 1921631 4

WLAN

DO-DCe50- 250 B-A0
DO-D059- 58843
DOHOCHSE-0-08-A3

XL

Wireless LAN Settings

This page shows you how to configure the wireless LAN setting.

WLAN isshort for Wireless Local Area Network. To get the wireless broadband router quick working for your
wireless LAN, basically, you must have your wireless SSID and your preferred channel set up. If the network
security isyour great concern, you can enable the WEP Encryption functionality and type in your encryption key for

set-ups in appropriate fields.

Whralass LAN Satiings

Wl iohes 551D |
Le TETET Il’l.u-u- I 17 WD ﬁ
WP I rcrpptlon daids C Baable ® 6d bl © 128 b

Auyibuelicatien Ferdlim
WP [ rorgprien Key Bealp
Ercrpption Rry Langik &1 Hh
Ky 81

Hay A2

Ry

Hay &

Encrpplien Koy Langlk 1700
Hay 81

L

Harg #1

Harg

Drrfau® TE Hugp

T Open Key ® Showed ey

T EECh T HER

PP e
Y i |
sacs [ |
waf el

wics i |

T T—

a-:r-| ...:-l

IH.I-I Hii -I

[k 1]

@0

Wireless SSID (Service Set I dentity): A name that uniquely identifies awireless domain. All wireless clients that
want to communicate with the ADSL Router must have the same SSID asiit.

Desired Channdl:

The frequency in which the radio links are about to be established. Select channel that you
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40

want. Usually the wireless clients will scan the whole operable channels and then select the
desired communications channel automatically.

WEP Encryption Key Mode: Select ASCII or Hex as the calculation standard.
If using HEX format, the utility converts two entered charactersinto its corresponding ASCI|
code and vice versa. Note that when using HEX format, only digits 0-9 and letters A-F are
allowed. Valid key length for each encryption type is as below:

HEX Format ASCII Format
64 Bit 10 hexadecimal digits 5 ASCII characters
128 Bit 26 hexadecimal digits 13 ASCII characters

Authetication Algorithm: Choose Open Key or Shared Key as the Authentication Type.
Default TX Key: Select one WEP key from the four keys to encrypt the data you transmit.
Wired Equivalent Privacy Mechanism

The privacy security function can enhance wireless media security by encryption technology. All wireless clients
must set the same encryption key to maintain the tightened communication with the ADSL Router properly. The
Authenticate Algorithm options are:

When the wired Equivalent Privacy Mechanism is Turns off. Using Open-key as authentication algorithm, you are
running the risk of allowing some unauthorized wireless LAN cards that have the capability of eavesdropping your
SSID to associate itself to the device.

Turns on encryption. Wired Equivalent Privacy Mechanism is Turns on. You should select the encryption key length
as 64- or 128-bit key. Then enter the encryption key in Key Entry fields.

Note: When Wired Equivalent Privacy Mechanism is enabled, the wireless client must be
configured with exactly the same encryption level (64 or 128-bit) and encryption key as
identified in the Router, so that access to the unit is allowed.

WLAN MAC Control

To block certain wireless client PC accessing your wireless network based on the MAC address, you can use WLAN
MAC Control pageto do it.

wWLAN MAC Control

ou can block cerain Wireless client FCs accessng the Winless neteork based on MAC addresses

Wirslees MAL Sddre=s Coninol =

Allors unspecfied Wirsless MAC addmas
connesd bo nedvwork

=)

MAC Address Cantral List
MAL Addeess e
& Ao O Doeny | oo Al |

& Allemr © Dy DD10EEDEF2T4 Dalale i
& Allowr © Deny 0210~508F3C0 Delele E
& Ao © Dieny L7 ARSFTIEFAE Daleie i
Palicy: “Allow” meansto alow the MAC address for the wireless device listed below to be

connected to your router (AP). “Deny” meansthe MAC address for the wireless device listed
below cannot be connected to your router (AP).

MAC Address: Typein the MAC Address.
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Add and Delete: Click Add to add anew MAC address on the list. Click Delete to remove the MAC address
that you do want to.

NAT

NAT allows multiple users at your local site to access the Internet through a single public 1P address or multiple
public IP addresses. NAT can also prevent hacker attacks by mapping local addresses to public addresses for key
services such as the Web or FTP.

MNAT Settings

Metwoark Address Translation (NAT) allows multiple users at your local site to access the Internet through a
single public I[P address ar multiple public IP addresses. NAT can also prevent hacker attacks by mapping

local addresses to public addresses for key services such as the Web or FTP.

¥ Enahle i~ Dizable

Virtual Server

This page shows all virtual server rules configured in your ADSL Router.

The Router implements NAT to let your entire local network appear as a single machine to the Internet. The typical
situation is that you have local serversfor different services and you want to make them publicly accessible. With
NAT applied, it will trandlate the internal 1P addresses of these serversto asingle |P address that is unique on the
Internet. NAT function not only eliminates the need for multiple public | P addresses but also provides a measure of
security for your LAN.

When the router receives an incoming | P packet requesting for accessto your local server, the router will recognize
the service type according to the port number in this packet (e.g., port 80 indicates HTTP service and port 21
indicates FTP service). By specifying the port number, you tell the router which service should be forwarded to the
local 1P address you specify.

After you setting the virtual server you should modify the filter rule whichever port and service you set on virtual
server. Because the firewall has protect the route by filter rule so that you should update the filter rule after you set up
virtual server.

41



Wireless Broadband Router User’s Manual

Virtual Server

¥ou can conlgure ke rouler 5= 8 wrivsl sener 90 kel remiole users sctessing semees such 58 (ke ‘Wehb
or FTR af your local site wia pubbc 1P addresses can be sfomatically mdirecied 10 local severs confioumd
wilh prvale IF addresses In olhes wordes, depending on the reguesied secace (TCRUDP pon number), 1he
muter wdracls b axtemal serace request 10 the SpoMpriale Banss I;I‘:I:-F“l?‘d at another inlamal P

address)
Server P Mapping Porks Enabled

1 mwal I E
2 mwmz] | r
3 mewaz] | r
i we w2l | -’
5 meweal [ =
B woema] | r
7. w2 a2 | r
8 e waz| I r
g @z | r
0 wmemaz] 0 | r

Server |P: Specify the server |P address.

M apping Ports: Enter the mapping port for the |P address.

IP addresses can be automatically redirected to local servers configured with private IP addresses. In other words,
depending on the requested service (TCP/UDP port number), the router redirects the external service request to the
appropriate server (located at another internal 1P address).

NAT Link Table

The table list below shows the status for current internet connection links information.

NAT Link Table

“iew all the interned connection bnks information. The infamations include Sounce 1P, Por, Destination g
Foat, Aligs IP, Port, and Connact Typs

192.16€ 1.2 1024 1.1.1.1 8 1123 Jeed  TCP
192168 1.6 2048 11211.1.2 21 1.1.23 6Rds  TCP
192.168.1. 24 11024 2101249 238 56 3l 1.1.2.3 MIE  TDP
192 168.1.2 10224 11.1.1 23 1.1.2.3 23 TCP
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Firewall

Thispageis used to set the firewall for your system. Please choose one from the provided items and click Apply to
enableit.

MAC Control
You can block certain client PCs accessing the Internet based on MAC addresses.
MAC Address Control: Enable the MAC address control by checking the box.

Allow unspecified MAC address connect to Internet:  Make unspecified MAC address to connect to the
Internet with any difficulty, please check this box.

MAC Control

Youcen bock cetan chant PCx mcoessng e indemel based on W0 addienes

WBL Apbdreas O ol rod =

Al un;p.erlh—:l MWIEL arkdrese oot B e

BMAL Addiess Ceatial L
= Add |

(=

F III OISE0GTETA Lulne I
¥ (I LA 00 Caiite I
F S ABSF ORFAE Luiati I

@0e

DMZ(Demilitarized Zone)

A DMZ (De-Militarized Zone) separates an external network from directly referencing an internal network. With
DMZ configuration, aDMZ host acts as a neutral zone between the private network and the outside network. For
example, if you have a host providing online games or videoconferencing applications which are incompatible
through NAT, you can specify its | P address here and then click Apply button.

DMEZjDemilitarized Zone)

T iy v & becal clsn] P thel cansal mn mn Injemsl sppicslion gropedy o Behonid 1he AT Sewall, you cen apsn ihe diesl up o
unmesincied teteway mirmes sccess by defning a wwtual DR Host
Erable I

F Addeess of Widual DM Hosi 192 1B8. 123 |

@00

Enable:  Enablethe DMZ function.
IP Addressof Virtual DMZ Host: Typein the last |P address.
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Routing

For multiple routers that installed on your network, please configure each unit's routing functions for proper using.

Static Routing
This setting allows different P domain users to access the Internet through this device.

Static Routing

The static routing funclion determines the path that data foloees ovar your network before and afier it
passas through your router. You can use ststic routing fo allow difeent IP domain users 10 aooess tha
Intarnat through this device

Destinatir o e

Subriet Mash [ [ | |

Gl By |
10.10.1.0 255 JEER DR () 1.1 Do
21121830 295,205 25510 192 168.1.1 Dedete
1001001000 255, 285 510 101.1.1 Do

This page shows all the routing rules of data packets going through your Wireless Broadband Router if it runsin
routing mode. Under normal circumstances, the router has adequate routing information after it has been configured
for Internet access, and you don’t need to configure additional static routes. Unless your network is unusual case such
as multiple routers or multiple IP subnets and you must configure static routes.

For example, if the circumstances below apply to your network:
B You have another subnet network in your network.
B Your another network is 10.1.1.x.

Then you need to create a static route. You should enter the destination |P address 10.3.1.x and gateway |P address
192.168.1.1 to commit the setting.

At thefirst time you have to configure your router, you will find a default route created with your service provider as
the gateway, and the second static route was created to your local network for all 192.168.1.1 addresses.

Destination LAN IP: Typein the destination LAN |P address.

Subnet Mask: Type in the subnet mask of the destination IP address that your service provider gives
you.

Gateway: Type in the gateway address.

Dynamic Routing

Routing Information Protocol (RIP) is utilized as a means of exchanging routing information between routers. It
helps the routers to determine optimal routes. This page alows you to enable/disable this function.
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Dynamic Routing

The dynamec fouling testuré of the foulss can be w2ed 1o Slow the rouler ie aulomatically adjusl to
phivzcad changes in the nefeork’s layout The souler uses the dynamic RSP pretocol B delermines the
roi@ that 1he metears packets 1aka hased on the fewnst numbsr of hops betwesn 1he source and the
destinalion. The RIF profocol regidady Doadcasts oaing Information 1o olher iouler on The nelwrk

Dynamic Routing Disahled d

@00

Dynamic Routing: Make the router automatically adjusts to physical changesin the network's layout. The
settings include RIP1,RIP Compatible and RIP2. By default, RIP is disabled with Disable
selected. To disable RIP, just select Disable from the drop-down list.

Routing Table

This page shows a table about routing information, such as Destination LAN 1P, Subnet Mask, Gateway, Metric,
Interface and so on.

Routing Table

The Routing table allows you to sea how many routings on your roubing table and
intarface informalion

Destination -

0.0.0.0 0.0.0.0 192.168.0.1
192.168.0.0  255.255.255.0 192.168.0.6 O WAN
192.168.1.0 255.255.255.0 192.168.1.1 O

| Eefreih_i @

Destination LAN IP: It shows the destination address of the network where data packets are to be sent.

Subnet mask: The subnet mask of the destination address.

Gateway: It shows the I P address of Gateway.

Metric: The number of the routers which connect to the destination.
Interface: The interface that access point use for routing.

Refresh: Click this button to refresh the routing information.
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Chapter 6: Troubleshooting

If the suggested solutions in this section do not resolve your problem, contact your system administrator or Internet
service provider.

Problems with LAN

PCs on the LAN can not get IP addresses from the Wireless Broadband Router.
The chances are that the interface used as DHCP server is modified and the client PCs do not renew | P addresses.

If your DHCP server is enabled on Private IP Address previously and you modify the interface to Public P Address,
the client PCs should renew | P addresses.

The PC on the LAN cannot access the Web page of the Wireless Broadband Router.
Check that your PC is on the same subnet with the Wireless Broadband Router.

The virtual server can’t be access after setting virtual server.

Check thefilter rule of the port that virtual server service setting for example, the virtual server service set FTP 21
you need update the filter rule of the ftp 21 Direction setting: Choose filter the packets that incoming action (In
Bound) are Allow on the interface.

Can’t access the Router’s Web Configuration interface from a PC on your local
network.
Make sure you are using the correct login information, the default password is admin (small letters).

Make sure your PC’'s | P address is on the same subnet as the router. If you are using the recommended addressing
scheme, your PC’s address should be in the range of 192.168.1.2 to 192.168.1.254.

Note:

1. If you use DHCP server and your PC’s IP address is shown as 169.254.x.x: please renew
the IP address and check the connection from the PC to the router.

2. Ifyou are using a wireless LAN card equipped PC, check that the SSID and WEP settings are
the same for the router and PC.

3. If your router’s IP address has been changed and you don’t know the current IP address,
clear the router’s configuration to factory defaults. This will set the router’s IP address to
192.168.1.1.

Problems with WAN

If you router can’t access the Internet.

B You should first determine whether the router is able to obtain a WAN IP address from the ISP. Or you have
been assigned a static | P address.

B Check the IP address for the WAN port.

m  [f your ISP requires alogin program as PPP over Ethernet (PPPOE), ensure the user name and password you
enter are correctable.

B [f your Broadband Wireless Router is set to routing mode and you use private | P addresses on the LAN, make
sure Network Address Trandation (NAT) is enabled.

B Your PC may not recognize any DNS server address. Check your DNS setting on the Broadband Wireless
Router.
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B Check the physical connection between the Wireless Broadband Router and the LAN.

At the DOS prompt, ping the I P address of the Wireless Broadband Router, e.g, ping 192.168.1.1. If the
following response occurs:

Relay from 192.168.1.1 bytes=32 time=100ms TTL=253
Then the connection between the Wireless Broadband Router and the network is OK.
If you get afailed ping with the response of:
Request time out
Then the connection is fail. Check the cable between the Wireless Broadband Router and the network.
B Check the DNS setting of the Wireless Broadband Router.

At the DOS prompt, ping the IP address of the DNS provided by your ISP. For example, if your DNSIPis
168.95.1.1, then ping 168.95.1.1. If the following response occurs:

Relay from 168.65.1.1 bytes=32 time=100ms TTL=253
Then the connection to the DNSis OK.
If you get afailed ping with the response of

Request time out

Then the DNS is not reachable. Check your DNS setting on the Wireless Broadband Router.

Problems with Upgrading

The following lists the error messages that you may see during upgrading and the action to take.

B Error Message: Upload Data Error  Please make sure your fileis correct!
Possible cause: The firmware file format isinvalid.

Action: Check thefile format is correct, otherwise download a firmware file with correct format.

Microsoft Internet Explores

! E Uplead Data Error! Flease make sure wour file 15 correct!

B Error: Therouter shut down for some unknown reason and the web page got problem
Possible cause: The firmware might be damaged.

Action: Execute recovery firmware update. Simply type 192.168.0.1 on URL line to open the page. Choose the
proper file and click Apply to execute the recovery process.

Recovery Firmware Update

The frmweare may be damaged in sorme condition. Pleases upgrade (he limmeare again
Erdar ik path and name of the upgrade e Then click e AFPLY biflon bede Yo wall b promgiad 1o
confirm the upgrade

File Path : | Brovas |

When thefile is copied, a successful web page appears as follows. Now the router’s firmware is upgraded. It

a7



Wireless Broadband Router User’s Manual

can be used again.

Upgrade Firmware Successfully

Your router has successfully been upgraded.

Please wait until the power light stops blinking.
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Chapter 7: Glossary

Authentication and WEP Encryption

The absence of a physical connection between nodes makes the wireless links vulnerable to
eavesdropping and information theft. To provide a certain level of security , the IEEE 802.11
standard has defined two types of authentication methods, open system and shared key. With
open system authentication a wireless PC can join any network and receive any messages that
are not encrypted. With shared key authentication, only those PCs that possess the correct
authentication key can join the network. By default IEEE 802.11 wireless devices operate in an
Open system network.

DHCP (Dynamic Host Configuration Protocol)

When operates as a DHCP server, the Wireless Broadband Router assign IP addresses to the
client PCs on the LAN. The client PCs “leases” these Private IP addresses for a user-defined
amount of time. After the lease time expires, the private IP address is made available for
assigning to other network devices.

The DHCP IP address can be a single, fixed public IP address, an your service provider assigned
public IP address, or a private IP address.

If you enable DHCP server on a private IP address, a public IP address will have to be assigned
to the NAT IP address, and NAT has to be enabled so that the DHCP IP address can be
translated into a public IP address. By this, the client PCs are able to access the Internet.

Infrastructure mode

A backbone to extend the service provided by network. This mode provides wireless
connectivity to multiple wireless network devices within a fixed range or area of coverage,
interacting with wireless nodes via an antenna.

LAN (Local Area Network) & WAN (Wide Area Network)

A LAN is a computer network limited to the immediate area, usually the same building or floor
of a building. A WAN, on the other hand, is an outside connection to another network or the
Internet.

The Ethernet side of the Wireless Broadband Router is called the LAN port. It is a twisted-pair
Ethernet 10Base-T interface. A hub can be connected to the LAN port. More than one
computers, such as server or printer, can be connected through this hub to the Wireless
Broadband Router and composes a LAN.

The WAN port of the Wireless Broadband Router composes the WAN interface, which supports
PPP or RFC 1483 connecting to another remote DSL device or cable modem.

MAC Address

Media Access Code Address. A unique, 48-bit number assigned to every network interface card
by the manufacturer.

NAT (Network Address Translation) IP Address

NAT is an Internet standard that translates a private IP within one network to a public IP
address, either a static or dynamic one. NAT provides a type of firewall by hiding internal IP
addresses. It also enables a company to use more internal IP addresses.

If the IP addresses given by your your service provider are not enough for each PC on the LAN
and the Wireless Broadband Router, you need to use NAT. With NAT, you make up a private IP
network for the LAN and assign an IP address from that network to each PC. One of some public
addresses is configured and mapped to a private workstation address when accesses are made
through the gateway to a public network.

For example, the Wireless Broadband Router is assigned with the public IP address of
168.111.1.1. With NAT enabled, it creates a Virtual LAN. Each PC on the Virtual LAN is assigned
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with a private IP address with default value of 192.168.1.2 to 192.168.1.254. These PCs are
not accessible by the outside word but they can communicate with the outside world through
the public IP 168.111.1.1.

Private IP Address

Private IP addresses are also LAN IP addresses, but are considered “illegal” IP addresses to the
Internet. They are private to an enterprise while still permitting full network layer connectivity
between all hosts inside an enterprise as well as all public hosts of different enterprises.

The Wireless Broadband Router uses private IP addresses by assigning them to the LAN that
cannot be directly accessed by the Internet or remote server. To access the Internet, private
network should have an agent to translate the private IP address to public IP address.

RIP (Routing Information Protocol)

RIP is a routing protocol that uses the distance-vector routing algorithms to calculate least-
hops routes to a destination. It is used on the Internet and is common in the NetWare
environment. It exchanges routing information with other routers. It includes V1, V2 and
V1&V2, which controls the sending and receiving of RIP packets over Ethernet.

SSID

SSID is a thirty-two character(maximum) alphanumeric key identifying the wireless local area
network.

Service Set Identity. A group name shared by all members of an IEEE 802.11b network. Only
devices with the same SSID are allowed to establish connections. For the wireless devices in a
network to communicate with each other, all device must be configured with the same SSID.

UDP (User Data gram Protocol)

UDP is a connectionless transport service that does not own the reliability services provided by
TCP. UDP gives applications a direct interface with IP and the ability to address a particular
application process running on a host via a port number without setting up a connection
session.

Virtual Server

You can designate virtual servers, e.g., a FTP, web, telnet or mail server, on your local network
and make them accessible to the outside world. A virtual server means that it is not a dedicated
server -- that is, the entire computer is not dedicated to running on the public network but in
the private network.



Appendix: Specifications

Appendix: Specifications

Software

Standards Compliance
® |EEE 802.11/802.11b Standard

B |EEE 802.3/|EEE 802.3u Standard
B |EEE 802.1d MAC Bridges Standard

Wireless LAN Features
Fully compliant with |EEE 802.11 / |EEE 802.11b DSSS devices

Provide 11/ 5.5/ 2/ 1 Mbps wireless connectivity to the wireless clients
Auto fallback datarate under noisy environment

| EEE 802.11 Wireless Access Point function

Distributed Coordination Function (DCF)

CSMA/CA

Backoff Procedure

NAV Management

ACK Procedure

Retransmission of unacknowledged frames
RTS/CTS Handshake

Duplicate Detection and Recovery
Beacon Generation

Probe Response

Fragmentation and Reassembly
Wired Equivaent Privacy Algorithm
Authentication Algorithm

Power Management

Short Preamble and Long Preamble

L 2R 2R 2R 2R 2R 2R 2% 2% 2

B Association / Re-association / De-association

Home Gateway Controller Features
1K MAC look-up table

MAC security
Auto-sense 10Base-T / 100Base-TX operation modes

Wire speed reception and transmission for Ethernet Port

Upper Layer Applications

DHCP Server
DHCP Client
HTTP Server

PPP over Ethernet
NAT (IP Sharing)
DNS Proxy
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Virtual Server
RIPv1&v2

Operation Modes

B 802.11/802.11b Access Point
Roaming
B Seamless roaming within the same | P subnet

Access Point Bridging Features

Support self-learning transparent bridge specified in IEEE 802.1d between wired LAN and Wireless LAN

Support up to 256 wireless MAC learning addresses
Automatic Learning Process

Forwarding Process

Aging Function

Filtering Database

Security Features

Support ESSID network identification for security

Support 64-bit and 128-bit WEP Data Encryption and Decryption
Support Authentication: Open System, Shared Key

Access Control by MAC Address

Configuration and Management

Web-based browser configuration management.

B Using HTTPto upgrade firmware or configuration setting

B Support DHCP Client function to obtain an I P configuration from a DHCP Server
B Clear LED Indicators for real time monitor current network status

Hardware

Interface

B 24GHz RF interface for Wireless LAN connection

B Four switch ports for 10/100 Mbps Ethernet LAN connection

Radio Characteristics

Frequency Band: 2.400 ~ 2.4835 GHz ISM Band (subject to local regulations)

Spreading: Direct Sequence Spread Spectrum

Modulation:; CCK: 11Mbps and 5.5Mbps
DQPSK: 2Mbps
DBPSK: 1Mbps
Number of Channels: 11 Channels (US, Canada)
13 Channels (Europe)
14 Channels (Japan)
Data Rate: 11Mbps/ 5.5Mbps/ 2Mbps/ 1IMbps
Antenna: Dua antenna supporting diversity
Transmit Power: 17dBm (typical)



Chapter 7: Troubleshooting

B Recever Sensitivity:  -82dBm @ FER < 8%

Regulatory Approvals and Compliance
®  EMI/Immunity: FCC part 15 and Class B

B SHfety: VCCI, TELEC, CE, UL/cUL

Power Requirement and Operation Environment Requirement
B Power Adaptor: Input 120/60 VAC; Output 12 VDC, 1A

B Ambient Temperature: Operating - 0°C to 40°C, Storage - -20°C to 70°C
B Relative Humidity: 20% to 90% (non-condensing)

Ethernet Interface
B 4 port 10/100 Integrated Switch with Physical Layer Transceivers

B Hardware based 10/100, full/half, flow control and auto negotiation

LED Indicators (from left to right in front panel)
B Power (Green)

B Diagnose (Green)

B 10Mbps/ 100Mbps Ethernet Link (Green)
[

[

WLAN(Green)

WAN(Green)
Physical
H  Dimensions: 152 mm (L) x 113 mm (W)
B Weight: 2829

Certification
B Wi-Fi Certified
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