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Section 1 - Product Overview

Package Contents

* D-Link DIR-635 RangeBooster N™ 650

* 3 Detachable Antennas

* Power Adapter

e CAT5 Ethernet Cable

e CD-ROM with Installation Wizard, User Manual,
and Special Offers

Note: Using a power supply with a different voltage rating than the one included
with the DIR-635 will cause damage and void the warranty for this product.

System Requirements

» Ethernet-based Cable or DSL Modem

e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
adapter

* Internet Explorer Version 6.0, Mozilla 1.7.12 (5.0), or Firefox 1.5 and above (for configuration)

* Installation Wizard requires Windows® XP with Service Pack 2
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Section 1 - Product Overview

Introduction

TOTAL PERFORMANCE
Combines award winning router features and Draft 802.11n wireless technology to provide the best wireless performance

TOTAL SECURITY
The most complete set of security features including Active Firewall and WPA2 to protect your network against outside
intruders

TOTAL COVERAGE
Provides greater wireless signal rates even at farther distances for best-in-class Whole Home Coverage.

ULTIMATE PERFORMANCE

The D-Link RangeBooster N™ 650 (DIR-635) is a draft 802.11n compliant device that delivers real world performance of up to
14x faster than an 802.11g wireless connection (also faster than a 100Mbps wired Ethernet connection). Create a secure wireless
network to share photos, files, music, video, printers, and network storage throughout your home. Connect the RangeBooster
N™ 650 to a cable or DSL modem and share your high-speed Internet access with everyone on the network. In addition, this
Router includes a Quality of Service (QoS) engine that keeps digital phone calls (VolP) and online gaming smooth and responsive,
providing a better Internet experience.

EXTENDED WHOLE HOME COVERAGE

Powered by RangeBooster N™ technology, this high performance router provides superior Whole Home Coverage while reducing
dead spots. The RangeBooster N™ 650 is designed for use in bigger homes and for users who demand higher performance
networking. Add a RangeBooster N™ 650 notebook or desktop adapter and stay connected to your network from virtually
anywhere in your home.

TOTAL NETWORK SECURITY

The RangeBooster N™ 650 supports all of the latest wireless security features to prevent unauthorized access, be it from over
the wireless network or from the Internet. Support for WPA and WEP standards ensure that you'll be able to use the best possible
encryption method, regardless of your client devices. In addition, this RangeBooster N™ 650 utilizes dual active firewalls (SPI
and NAT) to prevent potential attacks from across the Internet.

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-635 provides up to 300Mbps* wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio. The performance of this 802.11n wireless router
gives you the freedom of wireless networking at speeds 14x faster than 802.11g.

e Compatible with 802.11b and 802.11g Devices - The DIR-635 is still fully compatible with the IEEE
802.11b standard, so it can connect with existing 802.11b PCI, USB and Cardbus adapters.

* LCD Display - The LCD display screen provides information regarding the router.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

» Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-635 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-635
can securely access corporate networks.

» User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-635 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental

conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Qverview
Connections

gss t a USB 1.1 or 2.0 flash Reset

dqnncatc a f ' ﬂ?r » las Pressing the Reset button restores
rive 1o contigure ihe Wireless the router to its original factory default

settings using WCN. settings

TINTERNET usB

LAN Ports (1-4) Internet Port _ Power Receptor
Connect Ethernet devices such as The auto MDI/MDIX Internet port is Receptor for the supplied power
computers, switches, and hubs. the connection for the Ethernet cable adapter.

to the cable or DSL modem.
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Section 1 - Product Overview

T

Internet LED
A solid light indicates connection on the
Internet port. This LED blinks during
data transmission.

Status LED

A blinking light indicates that the

DIR-635 is ready.

Power LED

A solid light indicates a
proper connection to the
power supply.

Hardware Qverview

LEDs
b

WCN LED

settings.

ij

Insert a USB flash drive with WCN
information. The LED will blink 3 times
if it successfully transfers the wireless

WLAN LED

A solid light indicates that the wireless
segment is ready. This LED blinks
during wireless data transmission.

Local Network LEDs

A solid light indicates a connection to an
Ethernet-enabled computer on ports 1-4.
This LED blinks during data transmission.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.
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Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within

the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

.Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.

D-Link DIR-635 User Manual

10



Section 2 - Installation

Getting Started

The DIR-635 includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the Setup Wizard to
guide you quickly through the installation process.

Insert the Quick Router Setup Wizard CD in the CD-ROM drive. The step-by-step instructions that follow are shown
in Windows® XP. The steps and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer, go to Start > Run. In the run box type
“D:\Autorun.exe” (where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click the orange Install RANGEBOOSTER N™ 650 ROUTER
Router button.

@ Imstall Rowber
! View Manual

2 Adobe Rreader

o Suppeart

Note: It is reccomended to write down the SSID and Security Key, followed by the login password on the provided CD
holder.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Web-based Configuration Utility

To access the configuration utility, open a web-browser
such as Internet Explorer and enter the IP address of

<A D-Link - Microsoft Internet Explorer

the router (192.168.0.1). File Edit Wew Favarites Tools Help
G Back - 2, \ﬂ \EI] .'“J P ) search
Address | &] 192.168.0.1 | B &0

Select Admin from the drop-down menu and then enter  pges
your password. Leave the password blank by default. e

User Name : :Admin 7

Password : | LogIn |
If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.
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Section 3 - Configuration

Setup Wizard

Click Launch Internet Connection Setup Wizard to begin.

If you want to configure your wireless settings, click Launch Wireless some P ] —
Security Setup Wizard and skip to page 65. I e S e i e bk

| ocmser comecriamsenemenn |’
You may click Setup Wizard to quickly configure your router. ey g e i g |
If you want to enter your settings without running the wizard, click [ _
Manual Configuration and skip to page 17. T T ]

P il g i s D el . el i o i, et . BT et
izl e o E ol Ly s b o L LA s e o L
B iss

Lt dwmail ad

S i g e g L N S Ly LTS LTS AR TS (ST P e
it e 3a ey L ol cored § M D Pk,

UARELESS

Click Next to continue. D-Link c—
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Section 3 - Configuration

Create a new password and then click Next to continue.

Select your time zone from the drop-down menu and then click Next
to continue.

Select the type of Internet connection you use and then click Next
to continue.

iy el o v B Tk Pl o e g s b b ks < i v A e a
S e [ sty it e s e b

Pl

Bty

md [ [omm]

WiNELESS

e ma i

Arl e e o e e e e e e (e b
S o v

R e P T AT, s TR

Loee] L) L

STUF 3 COMNIGURT YOUR INTEREET CONSTCTION

Wi Itk Carsastioes roadd ot B datectsr plssce cebert your batsrmst Sarvies Peraides (1SF]
Trisem Ehes Bt busbow. I yosmr B52 i rocrl Bt skt Ehe "t | iskond o Dot Minors™ gt oy maitimanlly
ron e Yo COwsThon.

Fiot Lwied o Dot lira =

IF penir Iebermest Sarvee: Prirvider vns el Eetel or you doa't keow who it 5, pleos sdert The
Intamat connsction Dy ek

& DNCP Comsection {Dyramic [P fddnms]
Chesoas thir f yoar lekamat ranrachios. Brteratraly provices ytu st 3 [P Ardnes. Mot Cabis Mdsms
it Ebm By of Saanecina
Ehermame | Pasvword Cosmnction [PAPal)
hrscas 1 5000 yer TESTHE M5 T ISOunes 3 isrems anil namsnd 10 (it onies, Moe 061
Foders U Tha [i04 o Catnbitnn
hermume | Pasveced Cosswction (PPTR]
FFTP et
hermame | Fassveoed Cosmecmon (LETF)
LITP cart

e B Addnins (onmeTon

Choose the spoon # iyt Iterat Setur Provder provided you with 7 Addness nformaton that Fasto be
ruvally configured,

e ]

BygPend Cabe [ Aasi-al]
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Section 3 - Configuration

If you selected Dynamic, you may need to enter the MAC address of the
computer that was last connected directly to your modem. If you are currently
using that computer, click Clone Your PC’s MAC Address and then click
Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the Router and may be changed.

If you selected PPPoE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click
Next to continue.

[me | [ ] | o

WIRELESS

—

SN WS MEAFT AND PASSEORD CONNI OV {#0E |

|t g i ot e b 16 R s ] P e S ST MR Pravaler
| B pe ad bwe em mheirsatie, plosse cantict e B
Ao Male . 7 (e (i
Bk
T P
Fampened  ess
Tty Fanbsord - beake
e renr B R
i s o b iy i . B o s Py e

-
IO, b e v

P | [fen ] (o]

LWIRELESS

D-Link

tor et g Ui srme D oy il e L e Lnrvvnes
T s moed FITF B asterun, O v o 8t b s mbammattass, 500

SR N | S e S ——
12 caainid ewas I

T P B 18 B 3
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Section 3 - Configuration

If you selected L2TP, enter your L2TP username and password. Click Next

) D-Link
to continue.

FL WL HNAML AND PASNINOEL OO TRON (L)

o sai mnTh ooovncn yoa ool s00d 5 hive o Wiarnar sl Fanweiod e sest Totersol Samic Prosider.
Wi s et | FT1 £ s, ot - e v T, e, i s i pmar 165

N B [Ty e
LITP P Asdvsan s DA T

AT el Pl - e AR

Fanvwad  trtee

fmai

LWIRELESS

If you selected Static, enter your network settings supplied by your Internet E
provider. Click Next to continue.

llH'!ll.l\lﬁuﬂIILln -ﬂ-ldwodh-l-!rvlwﬁﬂkhlﬂ'ldlﬂli'mﬂ*lh1wl ipyert
e runr Frasesies. O pem [ plrase camtaud yues .

I Al . AAE S

Galrmew fukbma . 1300
Frimary GO Adderus | 120
Losnrsury BES Addewe | 2003

= = =

LURELESS

Click Connect to save your settings. Once the router is finished rebooting, E
click Continue. Please allow 1-2 minutes to connect.

Pl B e S WL b (i, K L St I i ey i L g vl

Close your browser window and reopen it to test your Internet connection.
It may take a few tries to initially connect to the Internet. . il e |

D-Link DIR-635 User Manual 16



Section 3 - Configuration

My Internet
Connection:

Host Name:

Use Unicasting:

DNS Addresses:

MTU:

MAC Address:

Manual Configuration
Dynamic (Cable)

Select Dynamic IP (DHCP) to obtain IP Address
information automatically from your ISP. Select
this option if your ISP does not give you any IP
numbers to use. This option is commonly used
for Cable modem services.

The Host Name is optional but may be required
by some ISPs.

Check the box if you are having problems
obtaining an IP address from your ISP.

Enter the Primary DNS server IP address
assigned by your ISP.

Maximum Transmission Unit - you may need to
change the MTU for optimal performance with
your specific ISP. 1500 is the default MTU.

The default MAC Address is set to the Internet
port’s physical interface MAC address on the
Broadband Router. It is not recommended that
you change the default MAC address unless
required by your ISP. You can use the Clone
Your PC’s MAC Address button to replace
the Internet port's MAC address with the MAC
address of your Ethernet card.

WIRELESS

SETUR ADVANCED

Intemnet Connection

Lk this seciion Lo conligare sour Inbernet Corvechion Lype. There are sever al cormection Uypes bo dhocse

frome Static [P, DHCF, PRPoE, FRTP, LETR, and BigPond. I you ane unsune of your connection method, please

enrdack yinr Mlorwl Service Privicler.

Iotes IF wsng the PRFoE option, you will need to remove or disable any FRFFoE dhent softwane on your
Coenpuiers.

Save Settegs | | Dot Savm Setngs. |

INTERNET CIINNECTION TYFE
Chinse the mende ta be ised by the ratier o connect Bo the [nbermet.

My Inbermet Conmection i1 Dyname [P (DHCE) b

DYNAMIL 1P (DHEP) INTERNET CONNECTION TYPE @

Use this Intrmet comnection bype il yeur Intermet Seeviee Provider (15P) didn't provide yoo
weilh 1P Adkdress lorrabicn and/or & usernanme sid passworid.

Host Mame =
Use Unicansling :  [](compatbdty for some DR Servers)
Primary NS Server s 0,0.0,0
Secondary DNG Server = 00000
MTU: 19 Mirptes] MU def sl = 1500

AL Address @ 00 00: 00000 00: 00

i e Wik P MAL Auddeas ]
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Section 3 - Configuration

Internet Setup
PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

My Internet Select PPPoE (Username/Password) from the drop-down menu.

Connection:

Address Mode:

IP Address:
User Name:

Password:

Service Name:
Reconnection Mode:

Maximum Idle Time:

DNS Addresses:

MTU:

MAC Address:

Select Static if your ISP assigned you the IP address, subnet mask, EEEEs e S /A
gateway, and DNS server addresses. In most cases, select Dynamic. e i 1 TR i
Enter the IP address (Static PPPoE only). -:m e

Enter your PPPoE user name. T e s

Enter your PPPoE password and then retype the password in the next w,..m..(_,.

box. A

Enter the ISP Service Name (optional). e ooy

Select either Always-on, On-Demand, or Manual. ]

e T T

Enter the Primary and Secondary DNS Server Addresses (Static PPPoE
only).

13- I
ol Vet (50 b desmiam

LINRELESS

Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this feature,
enable Auto-reconnect.

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port’'s MAC address with the MAC address of your Ethernet card.
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Internet Setup
PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

Address Mode: Select Static if your ISP assigned you the IP address, D-Link R —
subnet mask, gateway, and DNS server addresses. In e ——
most cases, select Dynamic. Pey/] BT oo | toos | stas | sussorr |

wano e
PPTP IP Address: Enter the IP address (Static PPTP only). Irkermet Conmection :
o s o, P, oD e, oo, B 1o e e o e e
PPTP Subnet Enter the Primary and Secondary DNS Server Addresses e S e
Mask: (Static PPTP only). ot e S St G sy Bt s

[_srmsmenn | [ oorit sevm smtirmn

PPTP Gateway: Enter the Gateway IP Address provided by your ISP. TR —

PPTP Server IP: Enter the Server IP provided by your ISP (optional). oy Interst Covamctionts s [P ommms P

PRTIF INTERNET COMNMECTION TYPE :

Username: Enter your PPTP username.

Erker the infomnastion provided by your Inkernet Service Provider (15F),

Adkdreas Minde s () ¢ P S P
Password: Enter your PPTP password and then retype the password o s [

in the next box. o

——
Reconnect Mode: Select either Always-on, On-Demand, or Manual. prememe:
Maximum Idle Enter a maximum idle time during which the Internet Reconnect Mode: ) abvays o ©) on denand ) Marwad
Time: connection is maintained during inactivity. To disable this ey
feature, enable Auto-reconnect. Secondory O Sevver : (0000

£ 14 ehash MU defult = 1400

MAL Adddres @ (0 (0 (0 (K1 (K12 00)

DNS Servers: The DNS server information will be supplied by your ISP -
(Internet Service Provider.) '
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Section 3 - Configuration

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1452
is the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port’'s MAC address with the MAC address of your Ethernet card.
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Section 3 - Configuration

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

Address Mode:

L2TP IP Address:

L2TP Subnet Mask:

L2TP Gateway:
L2TP Server IP:
Username:

Password:

Reconnect Mode:

Maximum Idle Time:

DNS Servers:

Internet Setup

L2TP

Select Static if your ISP assigned you the IP address,
subnet mask, gateway, and DNS server addresses. In
most cases, select Dynamic.

Enter the L2TP IP address supplied by your ISP (Static
only).

Enter the Subnet Mask supplied by your ISP (Static
only).

Enter the Gateway IP Address provided by your ISP.
Enter the Server IP provided by your ISP (optional).
Enter your L2TP username.

Enter your L2TP password and then retype the password
in the next box.

Select either Always-on, On-Demand, or Manual.
Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this

feature, enable Auto-reconnect.

Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

UNRELESS

Ut s section 1o configure your Bttt Cormection trpe. Thire re Sewensl connetion trpei i dhoos
Froes: Sttie 1P, DRACP, PPPol, PREP, L2TP, ard Bgored. B o are ursiuns of i torvwction method, pleaie
cortack yir Iemet Servics

s F iy e PPOE optaon, vou will Feed o v or diiabis ary PP dlerd oftmans o pour
1o

[ srmimmem | [ contien o |

Chasgaee (e masie to B usedd by Uhe ressber Do connet Lo D Intermet.

iy Inbrrned Connecbion s ;. LITF (Uusmames | Pageand] w0

Tnips ther aulnrmakion [wovided by your Inermet Service Proyider (I59).

Address Mode () Dynaee B (2 Sabc P
LETP 1P Aikeess : 00000
LITP Sulbaest Pasdc ;

L2TP Caboway 1P Addewsa: 0000

LETP Sarver 1P Addimsa 1}

o) BT ol = 1400

§ OO0 00000

[ i Fins $1C8 AL Adklrmss 1
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Section 3 - Configuration

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1464 is
the default MTU.

Clone MAC The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
Address: recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.
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Internet Setup
Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the
appropriate IP form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.
Subnet Mask: Enter the Subnet Mask assigned by your ISP.

Default Gateway: Enter the Gateway assigned by your ISP.

DNS Servers: The DNS server information will be supplied by your e S I, LD, FPoo P, TR o] Baponc. T o cre o Yok conwamm ot o

ISP (Internet Service Provider.) bt your Iteen Servcs Preveer.

ke IF usireg the PRFOE opkion, 'you wil Peed Lo remove of diable any PRPCE dient softwars on your
COTEREETS.

MTU: Maximum Transmission Unit - you may need to Somettes_| [__ e Sovn Sttons
change the MTU for optimal performance with your e R RTTE
specific ISP. 1500 is the default MTU.

Chespge the mesde bo be geed by the router bo cennect bo the Intemet,

Fhy Interrwel Lonmecleon s Sals [P b

MAC Address: The default MAC Address is set to the Internet port’s

physical interface MAC address on the Broadband STATIC 1P ADDRESS INTERNET CONNELTION TYPE ©

Router. It is not recommended that you change the titer the static address information provided by your Intermet Service Pravider (15°).
default MAC address unless required by your ISP. P Address: 0.0.00

You can use the Clone Your PC’s MAC Address Suboet Mask | 55.255.75.0

button to replace the Internet port's MAC address i —

Primary D8NS Server: 00000

with the MAC address of your Ethernet card. Sesombary 0V Server: (130

MTL: 150 (botms)  MTU defaul = 1500
MAL Aulebeews ;O 00:00:00: 00 :00

[ o v s M Aderess |

WIRELESS
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BigPond Server:
BigPond Username:

BigPond Password:

DNS Servers:

MTU:

MAC Address:

Internet Setup
Big Pond

Enter the IP address of the login server.
Enter your BigPond username.

Enter your BigPond password and then retype
the password in the next box.

The DNS server information will be supplied
by your ISP (Internet Service Provider.)

Maximum Transmission Unit - you may need
to change the MTU for optimal performance
with your specific ISP. 1500 is the default
MTU.

The default MAC Address is set to the
Internet’s physical interface MAC address on
the Broadband Router. It is not recommended
that you change the default MAC address
unless required by your ISP. You can use the
Clone Your PC’s MAC Address button to
replace the Internet port’'s MAC address with
the MAC address of your Ethernet card.

WIRELESS

Intermel Connediamn

Lisn this section bo configune your Internet Connection fype. There ane seweral oonnection fypes tn choose
[riom: Ratic IP, DHCP, PPPoE, PRTE, LITP, o BigPond, B yvou are wrsure of o conneclion method, pleasss
ConbaCt your Bnbaimeet Sérvite Provider

Mobe: I wsng the PPPOE option, you vl need Lo nemove or deable any PPRE chent softvware on your
Compaters.

[ sevesennms | [ oot seve seos |

INTERNET CONNECTION TYPE

sde L e wssedd by Ulse router ba conneel bo Lhe Dol ernel,

Cheirse Uhe o

iy Inbermet Connection bs @ fobond (fstrala) |

HIG PUND INTEREAET DONNECTION TYPE ©

Enter the mfarmation peovided by your Intemet Seevice Prosides (150).

Bighand Server
Bigkond Leer 1d :
gPond Pasewond -
Verily Passwmord ©
Frimary DNS Server o 0000
Secondery DNS Server: 0,000

[ LT RN L] (Brtes) MTU dafait = LHN0

HAC Address = D000 00 0000:00

[ s o s A Addvess |

SUPFORT

Hirlplud Hirl s

Inkesinset
skiler (150
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Enable Wireless:

Wireless Settings

Check the box to enable the wireless function.
If you do not want to use wireless, uncheck the
box to disable all the wireless functions.

Wireless Network Service Set Identifier (SSID) is the name of your

Name:

Enable Auto
Channel Scan:

Wireless Channel:

802.11 Mode:

wireless network. Create a name using up to 32
characters. The SSID is case-sensitive.

The Auto Channel Scan setting can be selected
to allow the DIR-635 to choose the channel with
the least amount of interference.

Indicates the channel setting for the DIR-635.
By default the channel is set to 6. The Channel
can be changed to fit the channel setting for an
existing wireless network or to customize the
wireless network. If you enable Auto Channel
Scan, this option will be greyed out.

Select one of the following:

802.11g Only - Select if all of your wireless
clients are 802.11g.

Mixed 802.11g and 802.11b - Select if you
are using both 802.11b and 802.11g wireless
clients.

802.11b Only - Select if all of your wireless
clients are 802.11b.

802.11n Only - Select only if all of your wireless
clients are 802.11n.

WIRELESS

Lisa this saction to configure the wielass settings for your D-Link Router. Mease note that
changes made on this section may also need to be duplated on your Wireless Clent.

Save Seiorgs |
WIRELESS HETWORK SETTINGS

Enalbde: Wireless 1 [

Wireless Hetwork Name : gk [Ako cabed tha S5I)
802,11 Mode : Hied B02. 10, BO2. 1ig arei BO2. 10h w

Fnabls Auto Channel Scan ;|

Wireless Channel 1  «
Transmssen Kate
Channed Width :
Visilsility Stalus @

Best (mtremane ) » (MbESs)
20 Mz -

& Vbl Invebile

WIRELESS SECURITY MODE

To protect yous privacy you can configune sirekess securty features. This device suppodts thiee
wireless s ourty modes, noudng WEP, WPRA-Persanal, and WPA-Enterprse. WEP & the original
wireless encryption fandand. WPA provides a higher kvl of securty. WPA-Personal does not
requng 30 authentication sener. The WRA-Enterpree oplion nequres an axtemal RADILS denner.

Security Mode 1 tione -

SUFPORT

Heipilal Hinks_

Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.
Mixed 802.11n and 802.11g - Select if you are using a mix of 802.11n and 802.11g wireless clients.
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Channel Width: Select the Channel Width:
Auto 20/40 - Select if you are using both 802.11n and non-802.11n wireless devices.
20MHz - This is the default setting. Select if you are not using any 802.11n wireless clients.

Transmission Rate: Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.

Visibility Status: Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the DIR-635. If Invisible is selected,
the SSID of the DIR-635 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID of your
DIR-635 in order to connect to it.

Wireless Security: Refer to page 65 for more information regarding wireless security.
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Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address: Enter the IP address of the router. The default IP
address is 192.168.0.1.

If you change the IP address, once you click Apply, | e e oo oo B e o o e B
ST A IR § farfguoed berw b1 P ASE TS v wa 10 Booek B Wieb-baied

you will need to enter the new IP address in your ey et
browser to get back into the configuration utility. St mie it

Subnet Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

Local Domain: Enter the Domain name (Optional).

Enable DNS Relay: Uncheck the box to transfer the DNS server T ——
information from your ISP to your computers. If e
checked, your computers will use the router for a baecisiemioniemssf o :
DNS server. s . 1 (et o e o)

BRI deoenrama
Lk WEEIOS Sromm WANE
BUEDE Fop {epoicnal]
NI nesde type Troadenst oy [t whe 56 WHE sorverd Eetigrtd]
Ponnnebest (oo bitadit
e (Bonirs, e For ko

HyLre (P L-L0-P L L] B GO0

RUMEBIE O OYNAMIC DNCP CLITNTSS]

Furdware Addeess  Asmigesd [P Hekrame D

wrilegelsaia L iea 0.l MSBUASTER I3 Fours4d Mmces  Ageiay B
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-635 has a built-in DHCP server. The DHCP Server will automatically assign
an |IP address to the computers on the LAN/private network. Be sure to set your computers to be DHCP clients by setting their TCP/IP
settings to “Obtain an IP Address Automatically.” When you turn your computers on, they will automatically load the proper TCP/IP settings
provided by the DIR-635. The DHCP Server will automatically allocate an unused IP address from the IP address pool to the requesting
computer. You must specify the starting and ending address of the IP address pool.

Enable DHCP
Server:

DHCP IP Address
Range:

DHCP Lease Time:

Always Broadcast:

NetBIOS
Announcement:

Learn NetBIOS
from WAN:

NetBIOS Scope:

NetBIOS Node:

WINS IP Address:

Check this box to enable the DHCP server on your router. Uncheck to
disable this function.

Enter the starting and ending IP addresses for the DHCP server’s IP
assignment.

Note: If you statically (manually) assign IP addresses to your computers
or devices, make sure the IP addresses are outside of this range or you
may have an IP conflict.

The length of time for the IP address lease. Enter the Lease time in
minutes.

Enable this feature to broadcast your networks DHCP server to LAN/
WLAN clients.

NetBIOS allows LAN hosts to discover all other computers within the
network, enable this feature to allow the DHCP Server to offer NetBIOS
configuration settings.

Enable this feature to allow WINS information to be learned from the
WAN side, disable to allow manual configuration.

DHCP SERVER SETTINGS

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers
on your netwaork.
Enable DHCP Server: [J]
DHCP IP Address Range: 132,168.0.100 to 192.168.0.199
DHCP Lease Time: 1440 (minutes)

Always broadeast: [7] (compatibiity for some DHCP Clients)

NetBIOS announcement: [7]
Learn NetBIOS from WAN:
NetBIOS Scope: (optional)
NetBIOS node type : Broadcast only (use when no WINS servers configured)
Point-to-Point (no broadcast)
3 Mixed-mode (Broadcast then Point-to-Point)
Hybrid (Point-to-Point then Broadcast)
Primary WINS IP Address:

Secondary WINS IP Address:

ADD DHCP RESERVATION

Enable: 7]

Computer Name:

<= Computer Name -
IP Address:

MAC Address:

[ Copy Your PC's MAC Address

| Save | Clear

This feature allows the configuration of a NetBIOS ‘domain’ name under which network hosts operates. This setting has no

effect if the ‘Learn NetBIOS information from WAN'’ is activatede.”

Select the different type oif NetBIOS node; Broadcast only, Point-to-Point, Mixed-mode and Hybrid.

Enter your WINS IP address
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DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation.
The router will assign the IP address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Computer Name: Enter the computer name or select from the Enable: 7]
drop-down menu and click <<. Computer Name: << Computer Name ~
IP Address:

IP Address: Enter the IP address you want to assign to the
computer or device. This IP Address must be :
within the DHCP IP Address Range. [ o Youx BC 5 MAG Mokl |

I Save ] I Clear ]

MAC Address:

MAC Address: Enter the MAC address of the computer or

vice.
device DHCP RESERVATIONS LIST

Copy Your PC’s If you want to assign an IP address to the
MAC Address: computer you are currently on, click this button

to populate the fields.

Enable Computer Name MAC Address IP Address

Save: Click Save to save your entry. You_must click e el e B s
Save Settings at the top to activate your 00:13:46:e7:e3:08  192.168.0.174 MSIMASTER 23 Hours 45 Minutes  Revoke Reserve
reservations.
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Virtual Server

The DIR-635 can be configured as a virtual server so that remote users accessing Web or FTP services via the public
IP address can be automatically redirected to local servers in the LAN (Local Area Network).

The DIR-635 firewall feature filters out unrecognized packets to protect your LAN network so all computers networked
with the DIR-635 are invisible to the outside world. If you wish, you can make some of the LAN computers accessible
from the Internet by enabling Virtual Server. Depending on the requested service, the DIR-635 redirects the external
service request to the appropriate server within the LAN network.

The DIR-635 is also capable of port-redirection meaning incoming traffic to a particular port may be redirected to a
different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the Virtual Servers List. There are
pre-defined virtual services already in the table. You may use them by enabling them and assigning the server IP to
use that particular virtual service.

For a list of ports for common applications, please visit http://support.dlink.com/faqg/view.asp?prod_id=1191.
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This will allow you to open a single port. If you would like to open a range of ports, refer to page 32.

Name: Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

IP Address: Enter the IP address of the computer on your
local network that you want to allow the incoming
service to. If your computer is receiving an IP
address automatically from the router (DHCP),
you computer will be listed in the “Computer
Name” drop-down menu. Select your computer
and click <<.

Thes Witusl v epition s o b cheline i virsghe public pawt o yus nauler For recrachion bo an kel
I..haﬂ,hdd-m e Priviatin LAN port f requersd. Thes Testure & useful for fostng online services such = FT9
o Tarears,

[ savesetings | [ DontSave Settings |

24 -~ VIRTUAL SERVERS LIST

A
08

Private Port/ Enterthe portthat you want to open next to Private

Public Port: Portand Public Port. The private and public ports
are usually the same. The public port is the port
seen from the Internet side, and the private port
is the port being used by the application on the
computer within your local network.

3 |
~ |

~

2 Bl B B E]

Protocol Type: Select TCP, UDP, or Both from the drop-down
menu.

| E]

Private Probecel Indsteand Filer

Inbound Filter: Select Allow All (most common) or a created cass il corptmte o] vt
[1::. Apphoation Hame - 5] Both J;hm]-\. _-r'_

Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

Schedule: The schedule of time when the Virtual Server
Rule will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.
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Port Forwarding

This will allow you to open a single port or a range of ports.

Name: Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

SUMPDRT

IP Address: Enter the IP address of the computer on your local . ot
network that you want t_o aIIow_tr_le incoming service WO |t b o ks o i S s s o b ekt A e e
to. If your computer is receiving an |IP address St 11053700 AN Aot I 094 0 I A PSS W

automatically from the router (DHCP), you computer - B | sorosccives | [ oot Sev seiws
will be listed in the “Computer Name” drop-down :
menu. Select your computer and click <<.

Hiame

TCP/UDP: Enter the TCP and/or UDP port or ports that you __ ~ paston
want to open. You can enter a single port or a range
of ports. Seperate ports with a common.

Example: 24,1009,3000-4000
Inbound Filter: Select Allow All (most common) or a created

Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

Schedule: The schedule of time when the Virtual Server Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the
Tools > Schedules section.
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-635. If you need to run applications that require multiple connections,
specify the port normally associated with an application in the “Trigger Port” field, select the protocol type as TCP or
UDP, then enter the firewall (public) ports associated with the trigger port to open them for inbound traffic.

The DIR-635 provides some predefined applications in the table on the bottom of the web page. Select the application
you want to use and enable it.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Enter a name for the rule. You may select a
pre-defined application from the drop-down
menu and click <<.

This is the port used to trigger the application. It
can be either a single port or a range of ports.

Select the protocol of the trigger port (TCP,
UDP, or Both).

This is the port number on the Internet side that
will be used to access the application. You may
define a single port or a range of ports. You
can use a comma to add multiple ports or port
ranges.

Select the protocol of the firewall port (TCP,
UDP, or Both).

The schedule of time when the Application Rule
will be enabled. The schedule may be set to
Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.

This option i wted bo open sigle o multigle DOTEE O your rouker whan tha router sansas dats sent to the
Inkeenet on a trigger” port or port range, Specil Applcations nules pply to o computers on your inbernal

bk,

[ sovesetrgs | [ Dot Sowm Settings |

24 == APPLICATION RULES

D-Link DIR-635 User Manual

33



Section 3 - Configuration

QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

Enable Q0S: This option is disabled by default. Enable this
option for better performance and experience with
online games and other interactive applications,
such as VolP.

Dynamic This option should be enabled when you have a B e e B e L
Fragmentation: slow Internet uplink. It helps to reduce the impact ™ | e o e AR ot ok
that large low priority network packets can have p seesetwgs | | Dentsavesetmos |
on more urgent ones.
Automatic Uplink This option is enabled by default when the QoS e n,:"::::fﬁm :
Speed: Engine option is enabled. This option will allow s Measured Uplk Speed : fiot Cstrmated
your router to automatically determine the uplink PR Dy e~ e <

Connection Typs: Auvndetect

speed of your Internet connection.

Detected x06GL or Other Fo
Frame Reky Retwork @

Measured Uplink This displays the detected uplink speed.

Spﬁ&d: Enabhks QoS Engine : | J
Autonatic Classification : | &
Manual Uplink The speed at which data can be transferred from T amurnion: B
Speed: the routefto your ISP. This is determined by your
ISE. ISP’s often speed as a dow_nload/_uploald o— — ——
pair. For example, 1.5Mbits/284Kbits. Using this ! (1.25%) << T«
example, you would enter 284. Alternatively you ST \orapart e

can test your uplink speed with a service such Remate I Range Remote Port Range
0008 to I55.255.255.255 o to &5535
as www.dslreports.com.

Connection Type: By default, the router automatically determines whether the underlying connection is an xDSL/Frame-relay network or some
other connection type (such as cable modem or Ethernet), and it displays the result as Detected xDSL or Frame Relay Network.
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If you have an unusual network connection in which you are actually connected via xDSL but for which you configure either
“Static” or “DHCP” in the Internet settings, setting this option to xDSL or Other Frame Relay Network ensures that the router
will recognize that it needs to shape traffic slightly differently in order to give the best performance. Choosing xDSL or Other

Frame Relay Network causes the measured uplink speed to be reported slightly lower than before on such connections,
but gives much better results.

Detected xDSL: When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering Off, allow MAC
Filtering: addresses listed below, or deny MAC addresses
listed below from the drop-down menu.

MAC Address: Enter the MAC address you would like to

filter.
To find the MAC address on a computer, please g B | . T e b ot AL o L e vsret s
refer to the Networking Basics section in this :
manual.
DHCP Client:

Cordugurs MAL Fltanng Balow:

Select a DHCP client from the drop-down menu B | e recraeg o
and click << to copy that MAC Address. ' =
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental
Controls to only grant access to approved sites, limit web access based on time or dates, and/or block access from

applications like P2P utilities or games.

Add Policy: Click the Add Policy button to start the Access
Control Wizard.

oo dmin vl g alisn s s il i 1 e B o i, U o Fnsirn oy St
vl Ly vk gl afimen s el b, el sl it Bl i 1o o it s, srlfen bk et
ware e i e T ke o g

[amnoman | [ csties snmm

LUIRELESS

Click Next to continue with the wizard.

1 i il g nd Dwmgh D bellowing saps e ol a s (ol bor S cras Camteel

S 1+ e rene fars for o pelics
T T

S 3 - ot e maschies £ whah - ke o
T 4 - fasct Alering mticed

Stp § - Salact ey

B £ - Conligarn Wl Ao Loy

BN (e ERN (ool

LWIRELESS
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Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

Select a schedule (I.E. Always) from the drop-down menu
and then click Next to continue.

Enter the following information and then click Next to
continue.

» Address Type - Select IP address, MAC address, or
Other Machines.

* |IP Address - Enter the IP address of the computer
you want to apply the rule to.

| —

R e LN
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Access Control Wizard (continued)

Select the filtering method and then click Next to continue.

Enter the rule:
Enable - Check to enable the rule.
Name - Enter a name for your rule.
Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.
Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.
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Website Filters

Website Filters are used to allow you to set up a list of allowed Web sites that can be used by multiple users through
the network. When Web Filter is enabled, all Web sites not listed on this page will be blocked. To use this feature enter
the text string of allowed websites and click Save Settings. You must also select Apply Web Filter under the Access
Control section. To delete the text, click Clear the list Below.

Website URL/ Enter the keywords or URLs that you want to
Domain: allow. Any unlisted URL with the keyword will
be blocked.

Thee Wi Filver opbion alows you to et up 8 ket of slowed Web sites that cen be used by mukiple urers, When
Wiy Fillvw i evundubed, il Wl i el rucd b o L sy woall Lo Riochned. T csiom [ D, cns rrusilh by
Salact the "Rppdy Wb Filtir® chatdbao in the Astess Contral sachon.

| sovesetergs | [ ooeitseve et |
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Name:
Action:
Enable:

Source IP Start:

Source IP End:

Save:

Inbound Filter
Rules List:

Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you
can configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used
with Virtual Server, Port Forwarding, or Remote Administration features.

Enter a name for the inbound filter rule.
Select Allow or Deny.
Check to enable rule.

Enter the starting IP address. Enter 0.0.0.0 if
you do not want to specify an IP range.

Enter the ending IP address. Enter
255.255.255.255 if you do not want to specify
and IP range.

Click the Save button to apply your settings.
You must click Save Settings at the top to
save the settings.

This section will list any rules that are created.
You may click the Edit icon to change the
settings or enable/disable the rule, or click the
Delete icon to remove the rule.

Thee: Enbcaandd Fillber ogtion |5 an adkvanced method of controling data recetnd from the [ntnmet, With this
Featore you can confgure inboured dats [ering rules thal confrol data based on an [P scdkdness range,

Inbound Fiters can be uwed foe lmiting scoess 1o 8 Server on your netvork bo o sysbem of group of syrsiems,
Fillwr 1w, <01 Eum uirm vty Vin bl S vovm, Pl Frrmechreg, (w P Ackriretaalun Fnadurns

[ savesettngs | [ Dont Sove Setiegs. |

ADD INBOUSD FILTER RLILE

Praamee -

Action: | Demy |
Source [ Range

INDDUND FILTER RULES LIST

WIRELESS
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Firewall Settings

A firewall protects your network from the outside world. The D-Link DIR-635 offers a firewall type functionality.

Enable SPI: SPI (Stateful Packet Inspection, also known as dynamic packet
filtering) helps to prevent cyber attacks by tracking more state per
session. It validates that the traffic passing through the session
conforms to the protocol.

B | The Frowal Sottrgn Mt 1ou 13 0 ShR EOMRUSE & voat AeDwerk sutsde o thi
g

Lyttt Bl L L

NAT Endpoint Select one of the following for TCP and UDP ports:
Filtering: Endpoint Independent - Any incoming traffic sent to an open port
will be forwarded to the application that opened the port. The port
will close if idle for 5 minutes.

Address Restricted - Incoming traffic must match the IP address
of the outgoing connection.

Address and Port Restriction - Incoming traffic must match the
IP address and port of the outgoing connection.

Anti-Spoof Enable this feature to protect your network from certain kinds of
Checking: “spoofing” attacks.

Enabhle DMZ Host: If an application has trouble working from behind the router, you
can expose one computer to the Internet and run the application on
that computer. Note: Placing a computer in the DMZ may expose
that computer to a variety of security risks. Use of this option is only
recommended as a last resort.

EPPLICATION I%T1 GATIWAY [AIE) CORIIGUEATION

IP Address: Specify the IP address of the computer on the LAN that you want to
have unrestricted Internet communication. If this computer obtains
it's IP address automatically using DHCP, be sure to make a static
reservation on the Basic > DHCP page so that the IP address of
the DMZ machine does not change.

Non-UDP/TCP/ICMP Enable this feature to allow the router’ NAT to track application that uses protocols other than UDP, TCP or ICMP.
LAN Sessions:
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Application Level Gateway (ALG) Configuration

Here you can enable or disable ALG’s. Some protocols and applications require special handling of the IP payload to
make them work with network address translation (NAT). Each ALG provides special handling for a specific protocol
or application. A number of ALGs for common applications are enabled by default.

PPTP:

IPSEC (VPN):

RTSP:

MSN Messenger:

FTP:

H.323
(Netmeeting):

SIP:

Wake-0n-LAN:

MMS:

Allows multiple machines on the LAN to connect to their corporate network using PPTP protocol.

Allows multiple VPN clients to connect to their corporate network using IPSec. Some VPN clients support traversal of IPSec
through NAT. This ALG may interfere with the operation of such VPN clients. If you are having trouble connecting with your
corporate network, try turning this ALG off. Please check with the system adminstrator of your corporate network whether
your VPN client supports NAT traversal.

Allows applications that use Real Time Streaming Protocol to receive streaming media from the internet. QuickTime and
Real Player are some of the common applications using this protocol.

Allows all of the Windows/MSN Messenger functions to work properly through the router.

Allows FTP clients and servers to transfer data across NAT. Refer to the Advanced > Virtual Server page if you want to
host an FTP server.

Allows Microsoft NetMeeting clients to communicate across NAT. Note that if you want your buddies to call you, you should
also set up a virtual server for NetMeeting. Refer to the Advanced > Virtual Server page for information on how to set up
a virtual server.

Allows devices and applications using VolP (Voice over IP) to communicate across NAT. Some VolP applications and
devices have the ability to discover NAT devices and work around them. This ALG may interfere with the operation of such
devices. If you are having trouble making VolP calls, try turning this ALG off.

Allows Ethernet network adapters with Wake-On-LAN (WOL) to function.

Allows Windows Media Player, using MMS protocol, to receive streaming media from the Internet.
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Router Settings

The Routing option is an advanced method of customizing specific routes of data through your network.

Destination IP: Enter the IP address of packets that will take
this route.

Netmask: Enter the netmask of the route, please note
that the octets must match your destination
IP address.

Gateway: Enteryour next hop gateway to be taken if this
route is used.

Metric: The route metric is a value from 1 to 16 that
indicates the cost of using this route. A value 1
is the lowest cost and 15 is the highest cost.

Interface: Select the interface that the IP packet must
use to transit out of the router when this route
is used.

SUFPORT

Heipilal Hinks_

This Routing page slows you to seofy custom routes that determing how data & moved
around your netwoek.
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Advanced Wireless Settings

Transmit Power: Set the transmit power of the antennas.

Beacon Period: Beacons are packets sent by an Access Point to
synchronize a wireless network. Specify a value. /f strup
100 is the default setting and is recommended. % :
1 you are nat famlar wich these Advanced VWireless satongs, please raad the help sacman

befora sttempting to modfy thasa settings

RTS Threshold: This value should remain at its default setting of

, _ _ [ sesutzmn |I[ OoritsoreSotins. |
2346. If inconsistent data flow is a problem, only -
a minor modification should be made. Tl ADVANCED WIRELESS SETTINGS
Fragmentation The fragmentation threshold, which is specified i o =
Threshold: in bytes, determines whether packets will be et Tn Tl
fragmented. Packets exceeding the 2346 byte s DTIM Tnterval : ||
setting will be fragmented before transSMISSION. " 802.11d Enable : [
2346 is the default setting. e g
short Gl : [
DTIM Interval: (Delivery Traffic Indication Message) 3 is the R EXtra Wireless Protection : [z

default setting. A DTIM is a countdown informing
clients of the next window for listening t0 ki
broadcast and multicast messages.

802.11d: This enables 802.11d opration. 802.11d is a wireless specification developed to allow implementation of wireless networks in
countries that cannot use the 802.11 standard. This feature should only be enabled if you are in a country that requires it.

WLAN Partition: WLAN Partition prevents associated wireless clients from communicating with each other.

WMM Function: WMM is QoS for your wireless network. This will improve the quality of video and voice applications for your wireless
clients.

Short GI: Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may
create higher data loss.

Extra Wireless Extra protection for neighboring 11b wireless networks. Turn this option off to reduce the adverse effect of legacy wireless
Protection: networks on 802.11ng performance. This option is available only when 802.11 Mode is set to 802.11ng only.
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Enable WISH:

HTTP:

Windows Media
Center:

Automatic:

WISH Rules:

WISH Settings

WISH is short for Wireless Intelligent Stream Handling, a technology developed to enhance your experience of using
a wireless network by prioritizing the traffic of different applications.

Enable this option if you want to allow WISH
to prioritize your traffic.

Allows the router to recognize HTTP transfers
for many common audio and video streams
and prioritize them above other traffic. Such
streams are frequently used by digital media
players.

Enables the router to recognize certain
audio and video streams generated by a
Windows Media Center PC and to prioritize
these above other traffic. Such streams are
used by systems known as Windows Media
Extenders, such as the Xbox 360.

When enabled, this option causes the router
to automatically attempt to prioritize traffic
streams that it doesn’t otherwise recognize,
based on the behaviour that the streams
exhibit. This acts to deprioritize streams that
exhibit bulk transfer characteristics, such as
file transfers, while leaving interactive traffic,
such as gaming or VolIP, running at a normal
priority.

Product Page: DIR-G55

WIFI PROTECTED
SETLP

ADNANCED NETWORK

WIsH (Wireksss Intebgent Stream Handing) prceritzss the traffic of vanows winsless
AppACations,

Cnable WISH @

R

PRIORITY CLASSIFIERS

HTTR :

F

Winndows: Mudia Cenler : 5

surtomatic @

B (default if rot matched by anwthing elke)

24 -~ WISH RULES
Hame

Pricrity Protocol

[ [ e crfert iy =] | 2 [1r =]
Host 1 P Range Hast 1 Port Range

r h.oan 1o [255. 255 255, 08 fn 1o feecs
HOsE 2 B Range Hont 2 Port Bange:
oo 1o [255.255.255.255 |7 to %
Hama Pricinity Protocol
[ [z ChFert ) =] | R I |
Hiek 1 P Ranga: Hosl 1 Port Range:

= h.oan 1o [255. 255 255, 08 o ks

SUPPORT

Hredgphul Hinks...

Erwibi= L option if
youl el 1o

A WISH Rule identifies a specific message flow and assigns a priority to that flow. For most applications, the priority
classifiers ensure the right priorities and specific WISH Rules are not required.

WISH supports overlaps between rules. If more than one rule matches for a specific message flow, the rule with the highest

priority will be used.
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Name:

Priority:

Protocol:
Host IP Range:

Host Port Range:

Create a name for the rule that is meaningful
to you.

The priority of the message flow is entered
here. The four priorities are defined as:

BK: Background (least urgent)
BE: Best Effort.

VI: Video

VO: Voice (most urgent)

The protocol used by the messages.

24 -- WISH RULES

Marne Priority Protocal

| | Best Effort (BE) = | & <z |TCP |
- Host 1 IP Range Host 1 Part Range

fo.0.0.0 to [255.255.255.255 fo to |65535

Host 2 IP Range Host 2 Port Range

fo.0.0.0 to [255.255.255.255 fo to |e5535

The rule applies to a flow of messages for which one computer’s IP address falls within the range set here.

The rule applies to a flow of messages for which host’s port number is within the range set here.
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Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup”
as well as the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well
as manufactures. The process is just as easy, as depressing a button for the Push-Button Method or correctly entering
the 8-digit code for the Pin-Code Method. The time reduction in setup and ease of use are quite beneficial, while the
highest wireless Security setting of WPA2 is automatically used.

Enable: Enable the Wi-Fi Protected Setup feature.

Lock Wireless Locking the wireless security settings prevents the
Security Settings: settings from being changed by the Wi-Fi Protected
Setup feature of the router. Devices can still be

added to the netV\_/ork using Wi-Fi Prot_ected Setup. & B | e P e o e o o e
However, the settings of the network will not change | [ Sevesemngs | [ comtswesenne ]

once this option is checked.

WI-F1 PROTECTED SETUPR

PIN Settings: A PIN is a unique number that can be used to add s e
the router to an existing network or to create a & P ¢
new network. The default PIN may be printed on - PIN SETTINGS (ADMINISTRATOR ACCESS ONLY)
the bottom of the router. For extra security, a new | Current PIN : 24681353
PIN can be generated. You can restore the default B _ [ restrmviooman | [ coermenewrm |

PIN at any time. Only the Administrator (“admin”
account) can change or reset the PIN.

ADD WIRELESS STATION (ADMINISTRATOR ACCESS ONLY)

]_ idd 'Wireless Device 'Wizard ]

Current PIN: Shows the current value of the router’s PIN. =

Reset PIN to
Default: Restore the default PIN of the router.

Generate New PIN: Create a random number that is a valid PIN. This becomes the router’s PIN. You can then copy this PIN to the user interface
of the registrar.
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Add Wireless This Wizard helps you add wireless devices to the wireless network.
Station:
The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter the
PIN for the device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup
and has a configuration button, you can add it to the network by pressing the configuration button on the device and then
the on the router within 60 seconds. The status LED on the router will flash three times if the device has been successfully
added to the network.

There are several ways to add a wireless device to your network. A “registrar’ controls access to the wireless network. A
registrar only allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected

Setup button on the device. The router acts as a registrar for the network, although other devices may act as a registrar as
well.

Add Wireless
Device Wizard: Start the wizard.
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Advanced Network Settings

UPnP Settings: To use the Universal Plug and Play (UPnP™)
feature click on Enabled. UPNP provides
compatibility with networking equipment, software
and peripherals. ) . ol

ekahad Hints..
Internet Ping: Unchecking the box will not allow the DIR-635 to OB 1 x4 omeothes dc edest,o secionefrs et
respond to pings. Blocking the Ping may provide
some extra security from hackers. Check the box
to allow the Internet port to be “pinged”.

Internet Port You may set the port speed of the Internet port
Speed: to 10Mbps, 100Mbps, or auto. Some older cable

or DSL modems may require you to set the port

= 1] able this [ . the: of will respond fi hee
speed to 10Mbps. FUREITRTON | 1. i cre scnt tothe WAN 19 Addecas. et

ADNANCED NETWOEI Enalsle WA&N Ping Rrspomd 1 [7]

Multicast Check the box to allow multicast traffic to pass
streams: through the router from the Internet.

AN Ping Inbound Filter

Detisls : Everyons slosed
WAN PORT SPEED

WAN Port Speed | ko L0N100MEs )

MULTICAST STREAMS

Erialale Plullac st Streame s [7]

LWIRELESS
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make any changes. Only the admin account has the ability to change both admin and user account passwords.

Admin Password:

User Password:

Gateway Name:

Remote
Management:

Remote Admin
Port:

Inbound Filter:

Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management.
There are two accounts that can access the management interface through the web browser. The accounts are admin
and user. Admin has read/write access while user has read-only access. User can only view the settings but cannot

Enter a new password for the Administrator Login Name.
The administrator can make changes to the settings.

Enter the new password for the User login. If you login as
the User, you can only see the settings, but cannot change
them.

Enter a name for the DIR-635 router.

Remote management allows the DIR-635 to be configured
from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator tasks.
This feature enables you to perform Administrator tasks from
the remote (Internet) host.

The port number used to access the DIR-635.

Example: http://x.x.x.x:8080 whereas x.x.x.x is the Internet
IP address of the DIR-635 and 8080 is the port used for the
Web Management interface.

This section will list any rules that are created. You may click
the Edit icon to change the settings or enable/disable the
rule, or click the Delete icon to remove the rule.

SEne ADVANCIDR TODOLS STATUS

B | The ‘e el e’ pOCourtS OO S00ESS the maniageeet Fbird por. The i B reacdrrs aooess o
o gy e dh, whils U it . nia-orly SiTe.

Bl By def it thers i r passsord corifguesd. [ i highly iecomemendied that 1o mrests & s b baep P

TRk B

L swmsmings | [ poot 5w seringe. |

Please enbev (e same password it o beth boses, or conlinmmation,

Pasveord :
Wewily Pasawesrid :

USER PASSWIHD

Pirase enber Uhe sane password ifo beth buses, lor confirmalion.

Fasvword
Wrwily Pasuword |

GYSTEM NAME

Gatewray Pame @ D-Urs DIR-020

ADMINIGTRATION

Tnabile Remote Managersent © ||
Bemole Aderen Pt :

Ermnat e Adonan Irdsonad
Filtwr ¢

Dt : Evmryirm alinesd]
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NTP Server Used:

Section 3 - Configuration

Time Settings

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system
clock. From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also
be configured to automatically adjust the time when needed.

Time Zone: Select the Time Zone from the drop-down
menu.

Daylight Saving: To select Daylight Saving time manually, select

enabled or disabled, and enter a start date and
an end date for daylight saving time.

Enahle NTP NTP is short for Network Time Protocol. NTP
Server: synchronizes computer clock times in a network
of computers. Check this box to use a NTP
server. This will only connect to a server on the
Internet, not a local server.

Enter the NTP server or select one from the
drop-down menu.

Manual: To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.
You can also click Copy Your Computer’s
Time Settings.

TIME CONFIGURATION

SLTUP ADVANLLD STATUS SUFPLRT

Helplul Hinks._.

Tirnee Comfigrar sliun

The Time: Configuration option allowrs you tn configurs, update, and mairkan the comect me on the intemal
sysbermn chock. From his seckion yiu can sk e lime sons thal you e inand et the HTP {Nelvaork, Tams
Protocol) Server. Daykght Saing can atso be configurned to sutomaticslly sdust the tims vwihen nesded.

Current Router Time s Satureday, January 31, 2004 2:50:54 P
Tirve Zowve & | {GT-008:00) Pawcific Term LIS/ anuncla), Tiamna
Enalsde Daylighl Sawing : ]
Dayiight Soving Offext :
Daylight Saving Dales : Moreh sk
ST Slart
[T Eral

Dy of wask T

AUTOMMATIE TIME CONFIGIRRATION

SET THE DATE ANL TIME MANUALLY

LWIRELESS

A |«
w| Hote 80 (3] Secord (45 (] pm (v

Yo [2004 %] Month 2 %] Day
Date And Time @
Hewr | 2

[ Copry Yo Comgader's Time Sellin |
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SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs
to a SysLog server on your network.

Enable Logging to Check this box to send the router logs to a
SysLog Server: SysLog Server.

SysLog Server IP The address of the SysLog server that will be | os-ass sETuP | novasceo
Address: used to send the logs. You may also select
your computer from the drop-down menu (only M e o B e e e o ot Ve oo
if receiving an IP address from the router via | rmtiorm  rrmro—"
DHCP).

Ersalsde Logyiey To Sysheg ()

Sypabog Sevver 1P fddress s 0000 oo | Comguber Mo

WIRELESS
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Enable Email
Notification:

From Email
Address:

To Email Address:

SMTP Server
Address:

Enable

Authentication:

Account Name:

Password:

On Log Full:

On Schedule:

Schedule:

Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification
to your email address.

When this option is enabled, router activity logs
are e-mailed to a designated email address.

This email address will appear as the sender
when you receive a log file or firmware upgrade
notification via email.

Enter the email address where you want the
email sent.

Enter the SMTP server address for sending email.
If your SMTP server requires authentication,
select this option.

Check this box if your SMTP server requires
authentication.

Enter your account for sending email.
Enter the password associated with the account.
Re-type the password associated with the

account.

When this option is selected, logs will be sent
via email when the log is full.

Selecting this option will send the logs via email

according to schedule.

SCH RES
EMAIL SETTINGS

The Emad Fastire can be used to send the systen log files, nooter slert messoges, and frmevns Lodate
rekfication to your el address.

[ savesetoos | [ ieotseesemnss |

T N OENARME

Enable Crnadl Motification: [«

Froam Crmeall Address :

Toa Frvninil Rliehres ¢
SMTP Server Sddress
Fnahle Authentication: ||

Avcount Name ;
Password ;
Vrrily Password |

EMAIL LI WHEN FULL OR 0N SCHEDLILE

O Log Full: [
on Schedule: | ]

Schedule §

This option is enabled when On Schedule is selected. You can select a schedule from the list of defined schedules. To create

a schedule, go to Tools > Schedules.
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System Settings

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard disk
of the computer you are using. First, click the
Save button. You will then see a file dialog,
where you can select a location and file name

for the settings.

Load Settings Use this option to load previously saved
from Local Hard router configuration settings. First, use the
Drive: Browse control to find a previously save file

of configuration settings. Then, click the Load

button to transfer those settings to the router.

Restore to Factory This option will restore all configuration settings
Default Settings: back to the settings that were in effect at the
time the router was shipped from the factory.
Any settings that have not been saved will be
lost, including any rules that you have created. If
you want to save the current router configuration

settings, use the Save button above.

Rehoot Device: Click to reboot the router.

WIRELESS

SETURP | ADVARCED STATLS SUrPORT
L —_—

Helplul Hinty...

The Srstem SHttngs secton sloms wou bo reboot the device, of restions the router bo the factory defeult
lmmp.nmn-qmm te b Fachory ded sl settingss wil mrarse &l setbingss, inchacing afmy rules Ehat o
e created.

Thee: current syshem soktings can be saved as 0 e onio the local hard detve. The syend filn or any obher syvend
st Ml crested bry devacs can be uskosded nio the ue.

SYSTEM SETTINGS

Save Sellings T Local Hard
Deive: I—Is'"" Satigricen

il Sk Birvgs. Frosmn Lo sl M
Hasrd Duives [ Fsbin e ot ageat s Fr o ke ] | carcel |

Restore To Factory Delault I.

Settings: Fstong o beltngs Lo the Factiry Defats

Rehaont The Deviee: foeksooi the Devics
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Update Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

Firmware Click on Check Online Now for Latest Firmware
Upgrade: Version to find out if there is an updated firmware;
if so, download the new firmware to your hard

drive.

Browse: After you have downloaded the new firmware, K e Frmie Uooads secton can b uied to update 1 the Btest frmiare code to marows
click Browse to locate the firmware update on e | you ol e 0 b notfied when new frware & reeasad, place  chedmsr £ the box
your hard drive. Click Upload to complete the P e
firmware upgrade.

.
Notifications Check Automatically Check Online for Latest B Ehm— VL 0.

Options: Firmware Version to have the router check il ‘e e e 1 Hay A
automatically to see if there is a new firmware €k horn 1 access femware onkne.
Hparace. oo
Check Email Notification of Newer Firmware Y s
Version to have the router send an email when e e e e

there |S a new flrmware avallable_ To upgrade the lmwann, your PC maeet have o wired connection bo the router. Enber

Bl mamae ol Ehae Dirrmasiee upgrade Tike, and ciick on the Uiload button.
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DDNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in
your domain name to connect to your server no matter what your IP address is.

DDNS:

Server Address:

Host Name:

Username or Key:
Password or Key:

Timeout:

Dynamic Domain Name System is a method of
keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Choose your DDNS provider from the drop
down menu.

Enter the Host Name that you registered with
your DDNS service provider.

Enter the Username for your DDNS account.
Enter the Password for your DDNS account.

Enter a time (in hours).

SLTUP ADVARLLD | SUFPORT

Helplhal Hints_

Thie DDMS feature slows you t hast 3 sener (Web, FTP, Game Server, ete_..) using a domain
nama that you have purchased [www, whatevenycumamais.com) with your dynamically
assignad IP address, Most broadband Intesnat Sarice Providers assign dynamsc (changing) TP

wddrasses, Usng 2 DONS sarvice provider, your friends can antar your hest name to conn et
0 yOUr gama Server no matter what your [P address s,

Sign up for D-Link's Free DONS senvice at yosow. DUNKDOHS. com.

DYNAMIC DNS

Enaldle Drgramic DNS;

{&.g.: ma.mydaman, nat)
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System Check

Ping Test: The Ping Test is used to send Ping packets to test if a
computer is on the Internet. Enter the IP Address that you
wish to Ping, and click Ping.

stiur ADVANLID surrana

-

Ping Results: The results of your ping attempts will be displayed here. B Pt e o e s 1

el Pt ar 1P At | ]

Ender Bl feren o 1 skl abscren el ik Tl

WIRELESS
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Schedules

Name: Enter a name for your new schedule.

Days: Select a day, a range of days, or All Week to

inCIUde every day SETUP | ADVANCED | SUPPORT
FLHIE Helpdul Hints...
Time: Check All Day - 24hrs or enter a start and end J | 1 b cofourton ot s s g s e o vars el nd el el
time for your schedule. -
[ sovesetngs | [ Dot saveseures |
Save: Click Save to save your schedule. You must click s ADD SCHEDULE RULE
Save Settings at the top for your schedulestogo = S e
into effeCt' - rI!:mf_fr-:-.!—lm.: I_Ilw:d.'_'IThu e O s
Schedule Rules The list of schedules will be listed here. Click the sty : = : ::m::::“?
List: Edit icon to make changes or click the Delete T

icon to remove the schedule.

SOHEDULE RULES LIST

WIRELESS
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Device Information

This page displays the current information for the DIR-635. It will display the LAN, WAN (Internet), and Wireless
information.

If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be
displayed. Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoOE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

General: Displays the router’s time and firmware version.
WAN: Displays the MAC address and the public IP settings for the router.

LAN: Displays the MAC address and the private (local) IP settings for the
router.

Wireless LAN: Displays the wireless MAC address and your wireless settings such as
SSID and Channel.

LAN Computers: Displays computers and devices that are connected to the router via
Ethernet and that are receiving an IP address assigned by the router
(DHCP).

IGMP Multicast Displays the Multicast Group IP Address.
Memberships: v i,

AL iy | P A
erasdh maw (ALY e

LIRELESS
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Logs

The router automatically logs (records) events of possible interest in it’s internal memory. If there isn’t enough internal
memory for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows
you to view the router logs. You can define what types of events you want to view and the level of the events to view.
This router also has external Syslog Server support so you can send the log files to a computer on your network that
is running a Syslog utility.

What to View: You can select the types of messages that you want
to display from the log. Firewall & Security, System,
and Router Status messages can be selected.

View Levels: There are three levels of message importance:
Informational, Warning, and Critical. Select the levels
that you want displayed in the log. SESSR | =t cpion 2 view th route ogs. You can define what ypes of events you wark o view nd he avert

B | s b i TREE router Mlss hid el fysiog Server sUSHor 80 ou o Seed th 1og Flet B0 & comprter
o o etk Lt i sufrang a Tpkg Ly,

Apply Log Will filter the log results so that only the selected ¥
Settings: options appear. s T i T T i
Wi Lewebi s [F] sl =] waenares (] Infarmationsl
Refresh: Updates the log details on the screen so it displays suetionsemmon ]
any recent activity.
[retmt | [ooe | [LEmittion | [ 3omis |
Clear: Clears all of the log contents. [}t o 31 152187008 Ak oo ke mfveikms b 1 ko 192,198,156
NG Sab Tars 30 0003233 000 Lateil |
EJFC_IIE-& Jan 3L 115_‘"52!-3:')1 Ferrasare W:de seEver papodt, diink. com b ot [P eideess €47, 200,130
: . Thi : : (3] St Jan 31 122,29 20 Lt 1 f ks 96 s
Email Now: This option will send a copy of the router log to (0] ¢ b 3 15150t L 42100, ety ot RIS
the email address configured in the Tools > Email L LLlmp 00 S M B [0 s oA e S T Y.
[ERaFco] Rt L XU 002301053 FO0M rdtualiation complate, claitng DHCR werver
screen. BRG] Sk Lo 31 11:21/58 PO0H Ftimating g of WaN rberface

RO S Jan 31 1120050 2004 WAl inberfaoe i up. Convecbion ko Inbermet esablsred with [P address
152160, 111,65 anc defauk gateway 152, LG8 ELT.Y
[F] Sk Jan 20 102000 2004 Obearad 37 Address usng DHOP. 1P sddeds 8 192,160, 111,65

Save Log: This option will save the router to a log file on your B0 5t Jor 31 1:21 50 2008 P Ser e P 14 e ekt v odor it
(O] S Jan 3L 1120050 2004 DHOP Server Parameter 3 vl sdded bo the parameter detabase
computer. () st o 3L 1112148 004 g WAR GG RS

[PFC] St Tarn S0 1 13 0408 00 AN et e o bl Puv Bwsers s o

(BRG] Sab Tar 31 11:31 408 00 DHOP Server Paramnlier & vari ackiod b Hhn per aivcler dobalsis
[EFO] S Jan 31 11220 08 200K LAN inderf s0e 5 up

[TF] St Jane 30 10020 85 2004 LAN Etherrest Caries Detected

o] Sat Jan 30 1520 ik 200 Davce:

(EFC] S L 3L 10537 o 004 Wbt L .

IFO] 5ol Rare 31 1 0:27 48 D00 Bowed cordagparlion bn morrndatils ssimory

[P0 S Jan 30 0 L2095 200H W Intwenet gccess polcy i i effect, Unrestrichess Inteened sooess shoved bo
]

[ ] Thaa 2t 08 D0000:00 1900 Lodded corfgar sticn From fofrvwolitle: mardery

WIRELESS
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Statistics

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-635
on both the Internet and the LAN ports. The traffic counter will reset if the device is rebooted.

IIRELESS

DIR-635 // SETUP ADVANCED TOOLS ‘ STATUS ‘ SUPPORT

This page displays the full details of active internet sessions to your router. is is @ list of all active

ations between
mputers and

Local NAT Internet Protocol State Dir Priority Time Out omputers.
192.168.0.174:49565 49565 208.111.144.64:80 TCP TW  Out 128 239

192.168.0.174:49564 49564 64.7.210.130:80 TCP EST Out 136 7787

192.168.0.174:49563 49563 64.7.210.130:80 TCP EST Qut 175 Fi87

192.168.0.174:49562 49562 216.246.93.56:80  TCP EST 0Out 129 7769

192.168.0.174:49561 49561 64.210.194.51:80 TCP LA Out 128 194

192.168.0.174:49558 49558 208.111.144.64:80 TCP LA Out 128 164

192.168.0.174:49553 49553 216.246.93.59:80  TCP CcL Dut 128 169

D-Link DIR-635 User Manual 62



Section 3 - Configuration

Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless clients.

|
SETLP ADVANCED

dsnarcdabied Winrhess Clicnl List

L this opltion bo view the wreless dients that sre connected to your wereless router.

HUMBER UF WIRELESS CLIENTS © 1

AL Address P iddress
fetE icH B s b 192.168.0.127

WIRELESS

WISH Sessions

The WISH Sessions page displays full details of wireless clients that are connected when WISH is enabled.

D-Link

SCTUP ! ADVANCCD STATUS SUPFORT

Hriplid Mints.

Tha WiSH Sessions page deplays ful detals of active local wreless sassions theough your router
wihen WISH has bean enabled, A WISH session s a conversation between a program of
ma;ﬂciumm a wirelessly connected LAN-side computer and another computer, howeaver

WISH SESEIONS

WIRELESS
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WIRELESS

ADVARCLOD TOOLS STATUS

SUPPORT

ADVARCED HELP

Yiriua :.-.‘I:J
Eoit Ferwigding
ADChETON, Fukts

M Checi
sHhedulss
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-635 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal
- using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Wireless Security Setup Wizard

To run the security wizard, click on Setup at the top and then
click Launch Wireless Security Setup Wizard.

Select how you would like to configure your wireless security
settings:

Auto - Allows the router to auto-generate Wireless Network
Name (SSID) and WPA-Personal Passphrase. Click Save to
apply the auto-generated settings.

Manual - Allows you to go through the Wireless Security Setup
Wizard and enter your settings manually.

Click Next to continue.

o [k Wirwlers aming Rouutes ™ povest v by Sraniragre™ oanaloery ressts e demands of ndvdasy
I e s dimata crkra (g SpErEnoL

ENET CORMNLLTEON SETUP WiEARD

whb-batid St Wi i e b ot wos In conrsctine s res D-Urk ot b e
T T San.g Wioiwel il quide g Hrecaih sa-by-gag Fetrictions on how 1 pst pour Intwrt
CONCAON L BN PG, (ICH th Exitten Sssko b B

[ Laauly admymd Coere fnn el Wil I

PR o B rachineg b ek, it s 5 0 it ko ol shacs st the uick
ot bt Gpache ko] i s s

T oy e 2 W 8 dmacyc = govt o 1 by Ty st Wi
Wi Fnig | BBty WAL, s i 1 o 0 T o s ot s ] s
kn 8w

I I S Sty Sy W) |

P4 o e i i 14 s S e i A e S o8 o e
i bt P . il gt P P Pk B

WNRELESS

PLEASE SELECT CONFIGURATION METHOD TO SET UP YOUR WIRELESS NETWORK

Auto @ Select this option if your wireless device supports Wi-Fi Protected Setup

Manual ) select this option if you want to setup your network manualy

WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

This wizard will guide you through a step-by-step process to setup your wireless network and make it secure.

» Step 1: Mame yvour Wireless Metwork
» Step 2: Secure yvour Wireless Nebwark
» Step 3: Sek vour Wireless Security Password
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Enter the SSID (Service Set Identifier). The SSID is the
name of your wireless network. Create a name using up to
32 characters. The SSID is case-sensitive.

Select the level of security for your wireless network:
* Best - WPA2 Authentication
* Better - WPA Authentication
* Good - WEP Encryption
* None - No security

Click Next to continue.

If you selected Best or Better, enter a password between
8-63 characters.

If you selected Good, enter 13 characters or 26 Hex digits.

Click Next to continue.

STEP 1: NAME YOUR. WIRELESS NETWORK

Your wireless network needs a name so it can be easily recognized by wireless clients. For security purposes, it
is highly recommended to change the pre-configured network name of [dlink].

Wireless Network Name "
{S5ID) : dlink.

’ Pres ] iNext l [ Cancel ]

STEP 2: SECURE YOUR. WIRELESS NETWORK

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose
one of the following wireless network security settings.

There are three levels of wireless security -Good Security, Better Security, AND Best Security. The level you
choose depends on the security features your wireless adapters support.
BEST () Select this option if your wireless adapters SUPPORT WRAZ
BETTER () Select this option if your wireless adapters SUPFORT WPA
Goop ) Select this option if your wireless adapters DO NOT SUPPORT WRA

NONE (&) Select this option if you do not wank ta activate any security features

For information on which security features your wireless adapters support, please refer to the adapters'
documentation.

Mote: All D-Link wireless adapters currently support WPA.

’ Pres ] iNext I [ Cancel ]

STEP 3: SET YOUR WIRELESS SECURITY PASSWORD

‘You have selected vour security level - you will need to set a wireless security password.

Wireless Security Password :
(8 to 63 characters)

Note: You will need to enter the same password as keyed in this step into your wireless clients in order to
enable proper wireless communication.

(] (o] [t ]
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If you selected Good, the following screen will show you your

WE P key to enter On you r WI reless CI |entS Below is a detailed summary of your wireless security settings. Please print this page out, or write the

information on a piece of paper, so you can configure the correct settings on your wireless client adapters.
Wireless Network Name :
] o ) . (SSID) : dlink
Click Save to finish the Security Wizard. Wep Key Length : 128 bit
Default WEP Keyto Use: 1
Authentication: Open
Wep Key: 41AC3 DBES25 1FEAE DEVAC B1BOF D

Prev Cancel I Save I

If you selected Better, the following screen will show you your

Pre-Shared Key to enter on your wireless clients. =ty T i s g e e g et g2 O
Wireless Network Name dlink
. .. . . (S5ID) :
Click Save to finish the Securlty Wizard. Encryption : WPA-PSK/TKIP (also known as WPA Persanal)

Pre-Shared Key : password M2Z

Prev Cancel | Save |

If you selected Best, the following screen will show you your
Pre-Shared Key to enter on your wireless clients.

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client adapters.

Click Save to finish the Security Wizard. B

Encryption: WPAZ-PSK/AES (also known as WPAZ2 Personal)
Pre-Shared Key: password

[Prev ] ’ Cancel ] ’ Save ]

If you selected WPA-Enterprise, the RADIUS information will be displayed. Click Save to finish the Security Wizard.
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Configure WEP

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1.Log into the web-based configuration by opening a
web browser and entering the IP address of the router
(192.168.0.1). Click on Setup and then click Wireless
Settings on the left side.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless
security modes induding: WEP, WPA-Personal, and WPA-Enterprise, WEP is the original wireless encryption
standard. WPA provides a higher level of security, WPA-Personal does not require an authentication server,
The WPA-Enterprise option requires an external RADIUS server,

Security Mode : | WEP b

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the

2. Next to Security Mode, select WEP.

3. Next to WEP Key Length, select the level of ecryption (64
or 128-bit).
Hex - (recommended) Letters A-F and numbers 0-9
are valid.

. Next to WEP Key 1, enter a WEP key that you create.
Make sure you enter this key exactly on all your wireless
devices. You may enter up to 4 different keys.

. Next to Authentication, select Shared Key.

. Click Save Settings to save your settings. If you are
configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and
enter the same WEP key as you did on the router.

router and the wireless stations. For 64 bit keys you must enter 10 hex digits into each key box.
For 128 bit keys you must enter 26 hex digits into each key box. A hex digit is either a number
from 0 to @ or a letter from A to F. For the most secure use of WEP set the authentication type
to "Shared Key" when WEP is enabled.

You may also enter any text string into a WEP key box, in which case it will be converted into a
hexadecimal key using the ASCII values of the characters. A maximum of 5 text characters can
be entered for &4 bit keys, and a maximum of 13 characters for 128 bit keys.

If you choose the WEP security option this device will ONLY operate in Legacy Wireless mode
(802.11B/G). This means you wil NOT get 11N performance due to the fact that WEP is not

supported by Draft 11N specification.
WEP Key Length :

WEP Key 1 :

'WEP Key 2 :

WEP Key 3 :

'WEP Key 4 :

Default WEP Key :

54 bit (10 hex digits) = (length applies to all keys)

WEPKey 1 =
Authentication : Open -
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Configure WPA-Personal (PSK)

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

. Log into the web-based configuration by opening a web browser
and entering the IP address of the router (192.168.0.1). Click
on Setup and then click Wireless Settings on the left side.

. Next to Security Mode, select WPA-Personal.

. Nextto WPA Mode, select Auto, WPA2 Only, or WPA Only. Use
Auto if you have wireless clients using both WPA and WPA2.

.Next to Cypher Type, select TKIP and AES, TKIP, or AES.

. Next to Group Key Update Interval, enter the amount of time
before the group key used for broadcast and multicast data is
changed (3600 is default).

.Next to Pre-Shared Key, enter a key (passphrase). The key is
entered as a pass-phrase in ASCII format at both ends of the
wireless connection. The pass-phrase must be between 8-63
characters.

. Click Save Settings to save your settings. If you are configuring

WIRELESS SECURITY MODE

Ta protect your privacy you can configure wireless security features, This device supports three wirgless
security modes induding: WEF, WPA-Personal, and WPA-Enterprise, WEF iz the original wireless encryption
standard. WPA provides a higher level of security, WPA-Personal does not require an authentication server,
The WPA-Enterprise option requires an external RADIUS server,

Security Mode: |WPA-Personal v

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy dients while maintaining higher security with stations that are WPA2
capable. Also the strongest cipher that the dient supports wil be used. For best security, use
WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are not allowed access
with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher.
Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode :  auto (WPA or WPAZ) -

Cipher Type : TKIF and AES
Group Key Update Interval :

3600 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample
length and should not be a commonly known phrase.

Pre-Shared Key :

the router with a wireless adapter, you will lose connectivity until you enable WPA-PSK on your adapter and enter

the same passphrase as you did on the router.
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8.

Configure WPA-Enterprise (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

. Log into the web-based configuration by opening a web browser

and entering the IP address of the router (192.168.0.1). Click
on Setup and then click Wireless Settings on the left side.

. Next to Security Mode, select WPA-Enterprise.

. Nextto WPA Mode, select Auto, WPA2 Only, or WPA Only. Use

Auto if you have wireless clients using both WPA and WPAZ2.

.Next to Cypher Type, select TKIP and AES, TKIP, or AES.

. Next to Group Key Update Interval, enter the amount of time

before the group key used for broadcast and multicast data is
changed (3600 is default).

. Next to Authentication Timeout, enter the amount of time before

a client is required to re-authenticate (60 minutes is default).

.Nextto RADIUS Server IP Address enter the IP Address of your

RADIUS server.

Next to RADIUS Server Port, enter the port you are using with
your RADIUS server. 1812 is the default port.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless
security modes including: WEP, WPA-Personal, and WPA-Enterprise. WEP is the original wireless encryption
standard. VWPA provides a higher level of security, WPA-Personal does not require an authentication server,
The WPA-Enterprise option requires an external RADIUS server,

Security Mode : | WPA-Enterprise

Use WPA or WPA2 mode o achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy clients while maintaining higher security with stations that are WPA2
capable. Also the strongest cipher that the client supports will be used. For best security, use
WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are not allowed access
with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher.
Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode :  auto (WPA or WPAZ)
Cipher Type : TKIP and AE5
Group Key Update Interval :

3800 (seconds)

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients
via a remote RADIUS server.

Authentication Timeout : &g (minutes)
RADIUS server IP Address : g.0.0.0

RADIUS server Port : 1317

RADIUS server Shared Secret :

MAC Address Authentication : [¥]
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9.Next to RADIUS Server Shared Secret, enter the security
key.

When WPA enterprize iz enabled, the router uses EAP (802, 1x) to authenticate dients via a remote RADIUS
server,

10. If the MAC Address Authentication box is selected then the Authentication Timeout: |60 (minutes)
user will need to connect from the same computer whenever | rabws server e address: 0.0.0.0
logging into the wireless network. RADIUS server Port : |1812

RADIUS server Shared

Secret : radius_shared

11. Click Advanced to enter settings for a secondary RADIUS | MAcAddress Authentication:

Server. <pdne

Optional backup RADIUS server:

12. Click Apply Settings to save your settings. Second RADIUS server IP

Address :
Second RADIUS server Port: |1312

Second RADIUS server
Shared Secret:

Second MAC Address
Authentication :

0.0.0.0

radius_shared
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

{1 Wireless networks detected

One or more wireless networks are in range of this computer.

To see the list and connect, dick this message

Change Windows Firewall settings
Open Metwork Connections

Repair
Yiew Available Wireless Networks

Choose a wireless nebwaork

e

mﬂw
[lﬁl}
r.lﬁ:l

Tl

e e wree ety

defaull

WG T N P e
raloyicet
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enitd

[ R [T pa————

reptwrk, cick Connect
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Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available

. Repair
ereless Networks- Yiew Available Wireless Networks

Change Windows Firewall settings

Cpen Metwork Connections

") Wireless Network Connection 6 E'

Hetwork Tagi Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,

3 ) A~
S e -

Unsecured wireless network l[l[l[lﬂ

1 H H H default
2. Highlight the wireless network (SSID) you would like to Related Tasks “q ﬂ
i i L bout wirel Unsecured wireless network ln[l[l
connect to and click Connect. b icless P —

Change the order of ﬁ . =

preferred networks 't Security-enabled wireless network lluuu

testl

%ﬁ- Change advanced
settings
ﬁ Security-enabled wireless network

This network requires a network key. If you want to connect to this
network, dick Connect.

DGL-4300

((ﬁ:) )

[£3
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3. The Wireless Network Connection box will appear. Enter the [ S nr—m. X
same WEP key that is on your router and click Connect.

The network "testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

It may take 20-30 seconds to connect to the wireless network. If the | e the key, and then cick comnect
connection fails, please verify that the WEP settings are correct. The Network key: |
WEP key must be exactly the same as on the wireless router.

Connect ll Cancel
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Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Open Metwork Connections

Repair
Yiew Available Wireless Networks

") Wireless Network Connection 6 E'

P Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
< Setup a wireless network @) Test *
for a home or small office ﬁ
Unsecured wireless network l[l[l[lﬂ
Related Tasks ((ﬁ}) default
) Learn about wireless Unsecured wireless network IDI][II]
networking salestest
(@)
Change the order of = ﬂ =
preferred networks "t Security-enabled wireless network lluu

test1

(3» Change advanced
settings

ﬁ Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

@

£
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3. The Wireless Network Connection box will appear. Enter the Wireless Network Connection X
WPA-PSK passphrase and click Connect. -

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then dick Connect.
connection fails, please verify that the WPA-PSK settings are correct. Network key: |

The WPA-PSK passphrase must be exactly the same as on the
wireless router. comect ] [ cance
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-635. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

* Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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* Configure your Internet settings:

* Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination
could be another computer, or a URL.

* Click on Start and then click Run.

* Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

plng [urI] ['f] ['l] [MTU value] C:~\>ping vahoo.com —f -1 1482

Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:
Packetsz: Sent = 4, Received = B, Lost = 4 (188x loss).
Examp|e: plng yahOO.com -f -| 1472 Approximate round trip times in milli-seconds:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

C:~>ping yahoo.com —f -1 1472

Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234_.13: hytes=1472 timne=%3ms TTL=52

Reply from 66.94.234_.13: bytes=1472 time=180%ms TTIL=52
Reply from 66.94.234_.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=2803ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

» Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.
* To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

» Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
* Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to

start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the
router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.

D-Link DIR-635 User Manual 86



Appendix A - Wireless Basics

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

» Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more DIR-635 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from

a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® Vista users type cmd in the Start Seach

box.)
At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and
the default gateway of your adapter.

If the address is 0.0.0.0, check your adapter
installation, security settings, and the settings
on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

e C:YWINDOWS\system 32\cmd.exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings>ipconfig

Hindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . . - . - - . - . =
Subnet Mask

Default Gateway

C:“Documents and Settings>_

: dlink
18.5.7.114

: 255.255.2%5.8

- 18.5.7.1
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1

Windows® Vista - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage
Network Connections.

Windows® XP -  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3

Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4 . Internet Prodacal (TOPAP) Properties E‘_
Click Use the following IP address and enter an IP address that is on the same | @

subnet as your network or the LAN |IP address on your router. o can gt I st wsigd wacocay |y v ggits
Example: If the router’s LAN IP address is 192.168.0.1, make your IP address | .o

192.168.0.X where X is a number between 2 and 99. Make sure that the number " 080 2

you choose is not in use on the network. Set Default Gateway the same as the LAN BT =

IP address of your router (192.168.0.1).

o Liam e beolensang DVNG seremt sddresens
Freteied DHE perve 192.168. 0 1

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The NN
Secondary DNS is not needed or you may enter a DNS server from your ISP.

Step 5 e
Click OK twice to save your settings.
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Technical Specifications

Standards Frequency Range
e [IEEE 802.11n (draft) 2.4GHz to 2.483GHz
* [IEEE 802.11¢g
* |EEE 802.11b External Antenna Type
* |EEE 802.3 Three (3) detachable reverse SMA Antennas
* [IEEE 802.3u
LEDs
Security * Power e Internet e Status
* WPA-Personal * WLAN * LAN (10/100) * USB
* WPA2-Personal
* WPA-Enterprise Operating Temperature
* WPA2-Enterprise 32°F to 104°F ( 0°C to 40°C)
* 64/128-bit WEP
Humidity
Wireless Signal Rates* 95% maximum (non-condensing)
* 108Mbps * 48Mbps
* 54Mbps * 24Mbps Safety & Emissions
*36Mbps ¢ 12Mbps *FCC
* 18Mbps * 9Mbps
* 11Mbps * 5.5Mbps Dimensions
* 6Mbps * 1Mbps | =7.6inches
* 2Mbps *W = 4.6 inches
* H = 1.2inches
MSC (0-15)
* 130Mbps (270) * 117Mbps (243) Warranty
* 104Mbps (216) » 78Mbps (162) 1 Year

* 66Mbps (135) * 58.5Mbps (121.5)
* 52Mbps (108) * 39Mbps (81)

* 26Mbps (54) * 19.5Mbps (40.5)
e 12Mbps (27) * 6.5Mbps (13.5)

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
factors will adversely affect wireless signal range.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

J Reorient or relocate the receiving antenna.
J Increase the separation between the equipment and receiver.
. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

. Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator & your body.
This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
The availability of some specific channels and/or operational frequency bands are country dependent and
are firmware programmed at the factory to match the intended destination. The firmware setting is not
accessible by the end user.
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Europe — EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive 1999/5/EC. The following test
methods have been applied in order to prove presumption of conformity with the essential requirements of
the R&TTE Directive 1999/5/EC:

EN 60950-1: 2006
Safety of Information Technology Equipment

EN 50385: 2002

Product standard to demonstrate the compliance of radio base stations and fixed terminal stations for
wireless telecommunication systems with the basic restrictions or the reference levels related to human
exposure to radio frequency electromagnetic fields (110MHz - 40 GHz) - General public

EN 300 328 V1.7.1 (2006-10)

Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband transmission systems;
Data transmission equipment operating in the 2,4 GHz ISM band and using wide band modulation
techniques; Harmonized EN covering essential requirements under article 3.2 of the R&TTE Directive

EN 301 489-1 V1.6.1 (2005-09)
Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic Compatibility (EMC)
standard for radio equipment and services; Part 1: Common technical requirements

EN 301 489-17 V1.2.1 (2002-08)

Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic Compatibility (EMC)
standard for radio equipment and services; Part 17: Specific conditions for 2,4 GHz wideband transmission
systems and 5 GHz high performance RLAN equipment

This device is a 2.4 GHz wideband transmission system (transceiver), intended for use in all EU member
states and EFTA countries, except in France and ltaly where restrictive use applies.
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In Italy the end-user should apply for a license at the national spectrum authorities in order to obtain
authorization to use the device for setting up outdoor radio links and/or for supplying public access to
telecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some areas the RF output

power may be limited to 10 mW EIRP in the frequency range of 2454 — 2483.5 MHz. For detailed
information the end-user should contact the national spectrum authority in France.

€ 0560 (D
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Cesky [Czech]

[Jméno vyrobce] timto prohlasuje, Ze tento [typ zafizeni] je ve shodé se zakladnimi pozadavky a dalSimi pfisluSnymi ustanovenimi
smérnice 1999/5/ES.

Dansk [Danish]

Undertegnede [fabrikantens navn] erklaerer herved, at fglgende udstyr [udstyrets typebetegnelse] overholder de veesentlige krav
og gvrige relevante krav i direktiv 1999/5/EF.

Deutsch [German]

Hiermit erklart [Name des Herstellers], dass sich das Gerat [Geratetyp] in Ubereinstimmung mit den grundlegenden
Anforderungen und den Ubrigen einschlagigen Bestimmungen der Richtlinie 1999/5/EG befindet.

Eesti [Estonian]

Kéesolevaga kinnitab [tootja nimi = name of manufacturer] seadme [seadme tllp = type of equipment] vastavust direktiivi
1999/5/EU pohinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele satetele.

English

Hereby, [name of manufacturer], declares that this [type of equipment] is in compliance with the essential requirements and other
relevant provisions of Directive 1999/5/EC.

Espafiol [Spanish]

Por medio de la presente [nombre del fabricante] declara que el [clase de equipo] cumple con los requisitos esenciales y
cualesquiera otras disposiciones aplicables o exigibles de la Directiva 1999/5/CE.

EAANVIKA [Greek]

ME THN TMAPOYZA [name of manufacturer] AHAQNEI OTI [type of equipment] ZYMMOP®QNETAI MPOX TIX OYZIQAEIX
AMNAITHZEIZ KAI TIZ AOITIEZ EXETIKEX AIATAZEIX THX OAHIIAX 1999/5/EK.

[#] Francais [French]

Par la présente [nom du fabricant] déclare que I'appareil [type d'appareil] est conforme aux exigences essentielles et aux autres
dispositions pertinentes de la directive 1999/5/CE.

[it] Italiano [Italian]

Con la presente [nome del costruttore] dichiara che questo [tipo di apparecchio] € conforme ai requisiti essenziali ed alle altre
disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Latviski [Latvian]

Ar 80 [name of manufacturer /izgatavotaja nosaukums] deklarég, ka [type of equipment / iekartas tips] atbilst Direktivas 1999/5/EK
batiskajam prasibam un citiem ar to saistitajiem noteikumiem.

Lietuviy [Lithuanian]

Siuo [manufacturer name] deklaruoja, kad $is [equipment type] atitinka esminius reikalavimus ir kitas 1999/5/EB Direktyvos
nuostatas.

Nederlands [Dutch]

Hierbij verklaart [naam van de fabrikant] dat het toestel [type van toestel] in overeenstemming is met de essentiéle eisen en de
andere relevante bepalingen van richtlijn 1999/5/EG.

Malti [Maltese]

Hawnhekk, [isem tal-manifattur], jiddikjara li dan [il-mudel tal-prodott] jikkonforma mal-htigijiet essenzjali u ma provvedimenti ohrajn
relevanti li hemm fid-Dirrettiva 1999/5/EC.

Magyar [Hungarian]

Alulirott, [gyartd neve] nyilatkozom, hogy a [... tipus] megfelel a vonatkozo6 alapvetd kdvetelményeknek és az 1999/5/EC iranyelv
egyéb eldirasainak.

[pl] Polski [Polish]

Niniejszym [nazwa producenta] oswiadcza, ze [nazwa wyrobu] jest zgodny z zasadniczymi wymogami oraz pozostatymi
stosownymi postanowieniami Dyrektywy 1999/5/EC.

Portugués[Portuguese]

[Nome do fabricante] declara que este [tipo de equipamento] esta conforme com os requisitos essenciais e outras disposi¢des da
Directiva 1999/5/CE.

[sI] Slovensko [Slovenian]

[Ime proizvajalca] izjavlja, da je ta [tip opreme] v skladu z bistvenimi zahtevami in ostalimi relevantnimi dologili direktive 1999/5/ES.

Slovensky [Slovak]

[Meno vyrobcu] tymto vyhlasuje, Ze [typ zariadenia] spifia zakladné poziadavky a vSetky prislusné ustanovenia Smernice
1999/5/ES.

Suomi [Finnish]

[Valmistaja = manufacturer] vakuuttaa taten ettd [type of equipment = laitteen tyyppimerkintd] tyyppinen laite on direktiivin
1999/5/EY oleellisten vaatimusten ja sitéd koskevien direktiivin muiden ehtojen mukainen.

Svenska [Swedish]

Harmed intygar [foretag] att denna [utrustningstyp] star | Gverensstdmmelse med de vasentliga egenskapskrav och &vriga
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