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1. YOUR HERCULES WIRELESS N ROUTER

Your Hercules N Router opens up the doors to a new world of WiFi for you: one of high-speed wireless
communications and extended coverage. In keeping with the trend of Web 2.0, your Hercules N Router takes
interactivity with users even further and allows you to share your Internet access to watch high-definition
videos or transfer large files without any worries. It also allows you to share your devices and your data
between several computers, while at the same time doing away with the need for kilometers worth of cables.

Great care has been taken in designing your product. Both simple to operate and user-friendly, it is well
suited to beginners and advanced users alike.

And now, it's time to learn about your new product and join in the Wireless Attitude™!

1.1. Recommendations
- Never open up your Hercules Wireless N Router, as you risk damaging its internal components.
- In order to avoid the risk of fire or electrical discharge, keep your Router away from:
- rain or humidity, as well as all fluids (water, chemical products and any other liquids),
- sources of heat such as heaters, stoves and any other heat-producing devices (including amplifiers),
- direct sunlight.
- Do not cover your Router.

- Unplug the Router's power cable if you do not plan on using it again for an extended period of time. To
unplug the power cable, take hold of and pull on the plug. Never pull on the cable itself.

- Disconnect the Router before cleaning. Use a soft cloth for cleaning and avoid using aerosol cleaners.

1.2. Specifications

Your Hercules Wireless N Router is equipped with several functionalities: (1) 802.11n wireless WiFi router,
(2) 10/100 LAN switch and (3) Internet firewall.

= Compatible with the following WiFi protocols:
- 802.11b: 1, 2, 5.5 and 11Mbits/s data rates in the 2.4GHz band
- 802.119: 6, 9, 12, 18, 24, 36, 48 and 54Mbits/s data rates in the 2.4GHz band
- 802.11n draft 1.0 and 2.0: data rates in the 2.4GHz band, varying depending on the bandwidth of
the channel used (20 or 40MHz). Values are classified from MCS0 to MCS15 and vary from 7.2
to 144.44Mbits/s for 20MHz and from 15 to 300Mbits/s for 40MHz
. DSSS/CCK frequency range and OFDM modulation from 2.412GHz to 2.484GHz (13 channels)
= Compatible with the following security protocols:
- WEP with 64 and 128-bit key length
- WPA-PSK with TKIP or AES encryption (802.11i security protocol)
- WPA2 with TKIP and AES encryption (802.11i security protocol)
Filtering by MAC address/IP address, URL blocking
SPI firewall
WMM mode support (Wi-Fi MultiMedia™)
WPS (Wi-Fi Protected Setup™)
WAN mode support (PPPoE, automatic DHCP, static IP)
LAN mode support
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Router mode support

802.11n wireless access point

RF specification: frequency band = 2.4GHz - 2.484GHz

Maximum transmission power: 100mW

3 removable, adjustable 3dBi antennas

4 RJ-45 connectors for a Fast Ethernet 10/100Mbps connection
Auto-MDIX support (automatic detection of crossed cabling)

Conforms to the IEEE 802.3u specification

IEEE 802.3x flow control support in Full Duplex mode

External DC power supply. Input: 200~240V, 50/60 Hz; output: 9V DC/1 A

O—(CE—Q®

. Blue LEDs on front face
. Software update via Ethernet port

1.3. Minimum system requirements

To access configuration settings:

" Intel Pentium Ill, AMD Athlon/AMD-K6

64MB RAM

Ethernet 10/100 RJ45 network card

CD-ROM drive

Operating system: Microsoft Windows 2000/XP/Vista

To access the Internet:

" Active Internet line

" Internet Explorer 6.0, Netscape Navigator 4.7 or Mozilla Firefox 1.0 or higher

= ADSL Ethernet modem, cable modem, Internet “Box” (Livebox®, Freebox®, Neufbox®...)

1.4. Box contents

Please verify that the following elements are present in your Hercules Router box:

Hercules Wireless N Router

CD-ROM containing the installation Assistant and User Manual in PDF format
Quick Start Guide in English

Ethernet cable

Power adapter

Hercules Wireless N USB Key (optional)
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1.5. Front face overview

¢ @ : Power LED

9

. WIiFi LED: lit up when the WiFi connection is active. Flashes during
data transfer.

18

: 4 LEDs corresponding to the 4 Ethernet ports: the LED is lit up
when a device is connected to the corresponding port. The LEDs

#
flash during data transfer.
&
i é . Internet LED: lit up when the Ethernet cable is connected to the <

=1

WAN connector. Flashes during data transfer.

1.6. Connectivity overview
@ Power plug to connect the power adapter.

@ Four Ethernet ports allowing your Hercules Router to be connected to 4
desktop computers and/or laptop computers and/or game consoles equipped
with Ethernet (RJ-45) ports and/or devices (webcam...) in order to create a
network.

® RJ-45 WAN port allowing you to connect an ADSL modem, cable modem or
Internet “Box” to your Hercules Router.

@ WPS button (Wi-Fi Protected Setup™).

® Return to factory default settings button.
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2. INSTALLING YOUR HERCULES WIRELESS N ROUTER

Your Hercules Wireless N Router has been designed to be simple to use and install. If you are new to
working with wireless products, we invite you to first follow the advice presented in chapters 2.1 to 2.3.
Otherwise, you can proceed directly to chapter 2.4. Launching the Hercules Wireless N Router installation
Assistant, which explains how to install your Hercules Wireless N Router step by step.

2.1. How to position your Hercules Wireless N Router

Remove the Router and the power adapter from the box.

To help you select the best spot to position your Hercules Router, we are pleased to offer you the following
tips, which you may adapt according to your environment (the number of rooms, computers, floors in your
home, the presence of any obstacles, the locations of power and telephone plugs...).

. Position the Router near your modem (ADSL, cable or Internet “Box”) and a power outlet.

" Try to place your Router in a room centrally located in relation to your other computers and WiFi
devices.

" Keep a minimum distance of 2m between the Router and any computers and WiFi devices.

" If you have several computers or WiFi devices on different floors in your home (on the ground floor and
the second floor, for example), you should ideally try to place your Hercules Router on the ground floor.
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A Your Router's WiFi performance may be greatly affected by certain obstacles, such as the presence
of paper (a bookcase), metal, water (an aquarium) or a wall made of reinforced concrete between the
Hercules Router and any WiFi adapters.

Moreover, do not hesitate to adjust each of the 3 antennas to different positions in order to achieve
optimum reception of the WiFi signal.

2.2. Uninstalling your modem or disabling the automatic
connection to your modem

If you already have an Internet “Box” or Ethernet modem connected to your computer, we recommend that
you uninstall it or disable the automatic connection to this modem. The objective in doing so is to
establish the Internet connection via the TCP/IP local area network created by the Hercules Router, and no
longer directly via your ADSL modem.

& This procedure only applies if you connect to the Internet via an Ethemet modem. If you have a USB
modem, you cannot connect the USB modem to your Hercules Router and access the Internet.

If you decide to uninstall the modem's drivers:
- Switch off and then disconnect your modem from your computer's Ethernet port.

- Uninstall the software supplied by your service provider, as well as the modem's drivers. For more
information, please refer to your modem's user manual.

- Now connect your modem to the Intemet port on your Hercules Router.

If you decide to disable the automatic connection to the modem:
In order to avoid software conflicts, please follow the procedure described below:

- Open your Internet Explorer browser.

- Click Tools/Internet Options.

The Internet Options window is displayed.

- Select the Connections tab.
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Imernet Dptions el Scenario 1: your ISP appears in the Internet
Geretal | Secusdy | Prvacy | Cordend | Conneiorn | Pagram: | Advarced Options WindOW.
'Il=_-.§ T s et e - Disable the automatic copnection to your merm
e e _ by selecting the Never dial a connection option.
D ared Vintual Pirvale Hstet, celfeg;
our P (el l A I - Click OK.

Choose Settings F you nesd to configare & proocy

v i & oo,

() Merver dinl & conneclion

(71 Dl wresraivte i twetrk connection i Rol presant
{7 Aberirys dhal vy cheimll correciion

Cunént Vour ISP

Lo sl fomn Metwaak [LAMN] settrgs

ot o Ly bt O (T
(ot ][ concd ]
Scenario 2: your ISP does not appear in the
St et h vl mme] Cirinecian |l pame b Ahcancid Internet Options window.
B a) To 8t a0 et cocnucton, o e The automatic connection is managed directly by
e = the software fumished by your ISP.
[ aas ] - Refer to the user manual for your ADSL modem or
for the software furnished by your ISP for details
haase Settings F vou need to configure & preoey on how to disable the automatic connection

sorver for & connechion,

and/or for the Internet connection to be
established via a local area network (TCP/IP).

Reminder: it is the Hercules Router that will create
a local area network through which the computers

Lascal A Mok, [LAN] il will access the Internet.

LAM Settings do not soply bo disf-up connections, LAM Setings |
Chusrier Seblwngs absener lor adkal ugs seblings

[on ][ Cace ]

& You can also find information on our website (FAQs etc.): www.hercules.com.

2.3. Getting past the Content Advisor (parental control)

If you have enabled the Content Advisor in your Internet browser in order to control access to certain sites
which may include contents of a violent or otherwise undesirable nature, you will not be able to immediately
connect to WiFi Manager N to configure and view the settings for your Hercules Wireless N Router.

After launching QuickAccess, the quick connection utility to WiFi Manager N, the Content Advisor will ask you
for authorization to view the site http://192.168.2.1. This site corresponds to the WiFi Manager N interface on
your Router. To access the site, simply give your authorization to Always allow this Web site to be viewed.
Once you have done so, the Router's address will be stored in your Internet browser and you will then be able
to access WiFi Manager N directly.
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2.4. Launching the Hercules Wireless N Router installation
Assistant

The Assistant, available on the CD-ROM included with the Router, will guide you through the different steps of
the installation. To help you with the installation, each of the steps is described below.

- Insert the included CD-ROM into your CD-ROM drive.
The installation Assistant appears automatically.

If the installation menu is not launched automatically:
- Double-click My Computer (Windows 2000/XP) or Computer (Windows Vista).

- Double-click .' |
- Double-click Setup.exe, if necessary.

The Welcome page appears. Click Next (the arrow symbol).

| - Hercules RouterN-Installation Assistant
7 Bl v clcome to the installation Assistant for your Hercules router. This installation is to
HF H‘U EI(1 be carried out only on the computer you will use to configure your router. Please
UiLUILY | refer to the User Manual to connect any other computers or devices. This Assistant

| SESEEESES S Y will guide you through several steps in order to connect and configure your router. To
continue, click "Next".

The following page prompts you to install the product of your choice.
You can choose to install the Hercules pack (composed of the Hercules Wireless N Router and the Wireless

N USB Key), the Hercules Wireless N Router only or the WiFi Station N software only, which is required for
using your Hercules Wireless N Key.
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| Hercules RouterM-Installation Assistant

HB ”:U Hﬂ Please select the product you wish to install:

Hercules Router and USB
WiFi key pack

m Router User Manual
R ———————— R —

Hercules Router

% T R m USB Key User Manual

-
|

capiede SN LQ

2.5. Installing Hercules Wireless N Router only

Step 1

Hercules Router

- Click the button.

AX The Assistant will launch the installation procedure for your Router, along with the associated software,
WiFi Manager N, specifically developed by Hercules to set, verify and configure all connection and security
settings for Hercules Wireless N series devices.

For more information on WiFi Manager N, please refer to section 3. WiFi Manager N, the versatile utility.
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Step 2

- Connect the Hercules Router's power adapter to the power plug and plug the power adapter into an electrical
outlet.

Hercules RouterH Installation Assisiant

! | | _Il | il T o GConnect the pawer cabile ta your router and plug it into an electrical outlat,
| E_.,':_ | :'l

- Click Next (the arrow symbol).

Step 3

- Disconnect the cable connecting your modem to your computer, and connect it to the WAN port on your
Hercules Wireless N Router.

Hercubes Routeri Installaiion Asxintani

Disconmoet the Ethmrmet cable conmecting your modmm to your computise and
eonnect the modem's Ethamet cabla to ths WaN connactor on the routar.

Moclem
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The power LED lights up and the WiFi LED flashes. The Internet (WAN) LED lights up and flashes during
data transfer.

- Click Next (the arrow symbol).

Step 4

- Connect one end of the included Ethernet cable to one of the four Ethernet ports on your Hercules
Wireless N Router, and the other end to your computer's Ethernet port.

The LED corresponding to the number of the Ethernet port you have selected lights up.

| - Hercules RouterN-Installation Assistant

o Connect the included Ethernet cable between your router and your computer.
,ll] |

Modem

- Click Next (the arrow symbol).

Step 5

The Assistant prompts you to install Hercules QuickAccess, the quick connection utility to WiFi Manager N.
Click the Install QuickAccess button if you wish to install this utility.

& If you do not wish to install this utility, you will only be able to access your Router by manually
entering its address (please see section 3.1 Opening the doors of WiFi Manager N).

Step 6

Once QuickAccess has been installed, the WiFi Manager N installation Assistant is launched, allowing you
to automatically configure your Hercules Wireless N Router.
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& For more information on the WiFi Manager N installation Assistant, please refer to section 3.4. Easy
customization of your Hercules Wireless N Router.

Step 7

- Disconnect the Ethernet cable from your computer, if you have already enabled WiFi in the WiFi Manager N
installation Assistant.

End of installation: WPS connection

| Hercules RouterMN-Installation Assistant E|

H 1rntloo How to connect with the WPS function?
HHJU J l]l

— =]

Installation of your Hercules Wireless N Router is now complete. Before learning about advanced
functionalities and moving on to practical applications, the screen shown above demonstrates how you can
connect very easily using WPS. Click Close to exit this screen, then click Close again to exit the installation
Assistant.

For more information on connecting using WPS, please refer to section 2.9. Connecting to a network with
Wi-Fi Protected Setup™.

To learn about all of your product's advanced functionalities, please refer to section 3. WiFi Manager N, the
versatile utility.

To learn about practical applications for your WiFi devices, please refer to section 4. Welcome to the
Wireless Attitude™.
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2.6. Installing the Hercules pack (Hercules Wireless N Router +

Wireless N USB Key)
Step 1
- Click the SSSCCRCIICRNN | .,

& The Assistant will successively launch installation of your Router and your Key, as well as of the
associated software (WiFi Manager N for the Hercules Wireless N Router and WiFi Station N the Hercules
Wireless N USB Key), specifically developed by Hercules to set, verify and configure all connection and
security settings for Hercules Wireless N series devices.

For more information regarding WiFi Manager N, please refer to section 3. WiFi Manager N, the versatile
utility.

For more information regarding WiFi Station N, please refer to the PDF manual for your Hercules
Wireless N USB Key.
Step 2

- Connect the Hercules Router's power adapter to the power plug and plug the power adapter into an electrical
outlet.

Hercubes Routerh Inyiallation Assistant

| I¢ | —.| | ||_ Tu Gonnact the povier cable to your reuter and plug it inte an electrical outlat,
HGILUG

- Click Next (the arrow symbol).
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Step 3

- Disconnect the cable connecting your modem to your computer, and connect it to the WAN port on your
Hercules Wireless N Router.

Hercules Rosdart Intallaiion Asbdant

Discrrmmet Vs Clhmrrst colib Alng your i year L cnal
emniect the modem’s Ethommat cable to thie WAN conmsctor on the roster.

Haodem

The power LED lights up and the WiFi LED flashes. The Internet (WAN) LED lights up and flashes during
data transfer.

- Click Next (the arrow symbol).

Step 4

- Connect one end of the included Ethernet cable to one of the four Ethernet ports on your Hercules
Wireless N Router, and the other end to your computer's Ethernet port.

The LED corresponding to the number of the Ethernet port you have selected lights up.

Hencules RouierH  Insialbsilon Aesistant

| i |-| il 10 annnect ths included Ptharmet cohls batwaan your roatar and your computar.
NEILUGY

Mocleim

- Click Next (the arrow symbol).
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Step 5

The Assistant prompts you to install Hercules QuickAccess, the quick connection utility to WiFi Manager N.
Click the Install QuickAccess button if you wish to install this utility.

& If you do not wish to install this utility, you will only be able to access your Router by manually
entering its address (please see section 3.1 Opening the doors of WiFi Manager N).

Step 6

Once QuickAccess has been installed, the WiFi Manager N installation Assistant is launched, allowing you
to automatically configure your Hercules Wireless N Router.

&For more information on the WiFi Manager N installation Assistant, please refer to section
3.4. Easy customization of your Hercules Wireless N Router.

Step 7

The WiFi Station N installation Assistant then starts up to launch installation of your Hercules Wireless N USB
Key. Follow the on-screen instructions.

& For more information on installing WiFi Station N, please refer to the PDF manual for your Hercules
Wireless N USB Key.

Step 8

Harcules Houtert dneiadiation Assisiant

|||||| o o Da you want te install WIFL Station N on this compatae?
HETLUIG o

WIFE Station & will Install the softwars and drivers needad for your Herculas
Wilraless & key,

Tnstal] Wik Statien & on thstall Wi Station N af
this compiter Anpther Coaip e

- If you wish to install WiFi Station N on another computer, click Install WiFi Station N on another computer.
In that case, remove the CD-ROM from the computer and insert it into the CD-ROM drive of the computer on
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which you wish to install WiFi Station N.  You should then launch installation of WiFi Station N on that
computer. Once installation is complete, remove the CD-ROM to complete installation of your Router.

- Otherwise, click Install WiFi Station N on this computer to launch installation of WiFi Station N.

End of installation: WPS connection

Hercules RowierM - [nsialbation Assivian

Huow Lo conmect with Ue WPS TunctionT

Installation of your Hercules Wireless N Router/Hercules Wireless N USB Key is now complete. Before
learning about advanced functionalities and moving on to practical applications, the screen shown above
demonstrates how you can connect very easily using WPS.

For more information on connecting using WPS, please refer to section 2.9. Connecting to a network with
Wi-Fi Protected Setup™.

To learn about all of your product's advanced functionalities, please refer to section 3. WiFi Manager N, the
versatile utility or section 4. The WiFi Station N utility in the PDF manual for your Hercules Wireless N Key.

To learn about practical applications for your WiFi devices, please refer to section 4. Welcome to the
Wireless Attitude™.
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2.7. Installing the Wireless N USB key only
To install the Wireless N USB Key:

o). ifistation N FEeY

The WIiFi Station N installation Assistant is launched. Follow the on-screen instructions

& For more information on installing WiFi Station N, please refer to the PDF manual for your Hercules
Wireless N USB Key.

2.8. Exploring the CD-ROM

- Click the q button.

The CD-ROM's tree structure is displayed in the new window. You can browse through the contents of the
different folders.

2.9. Connecting to a network with Wi-Fi Protected Setup™

If connecting to a WiFi network and configuring it seems like too much trouble to you, you can use the
integrated WPS (Wi-Fi Protected Setup™) functionality, indicated on the product or packaging by one of the

following logos:
Wi-Fi PROTECTED
@ setur A

or
What is WPS (Wi-Fi Protected Setup™) ?

WPS is a technology which simplifies the connection procedure to a wireless network between a WPS-
compatible device (your Hercules Wireless N Key, for example) and your Hercules Wireless N Router.
Different connection methods are available to you: simply click a button located on the router or in WiFi
Manager N, or enter the PIN code of the device to be connected (your Hercules Wireless N Router or your
Hercules Wireless N Key, for example) in the WiFi Manager N interface.

About master and client modes

To get a better understanding of the two connection modes via WPS, it is important to grasp the concepts of
master and client. In master mode, the WPS device (your Hercules Wireless N Router, for example) is the
access point to which other WPS devices will connect (your Hercules Wireless N Key or another WPS
device). In client mode, it is the WPS device (your Hercules Wireless N Key or another WPS device) which
connects to the master (your Hercules Wireless N Router).

Note: The procedure detailed hereafter describes connecting your Hercules Wireless N Router with the
Hercules Wireless N USB Key; however, you can also connect other WPS devices. Should you wish to do
so, please refer to your WPS device's user manual

&A In order to enjoy using a simplified connection thanks to the WPS (Wi-Fi Protected Setup™)
functionality, devices which will be connecting to your Router must be WPS-compatible and certified.
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2.9.1.Connecting to a network in master mode

Note: by default, your Hercules Wireless N Router is configured to master mode, meaning that it will serve
as the access point to which other WPS devices will be able to connect.

1st option: use the WPS button located on the Router

l - On your WiFi Router: press the WPS button @ located on the back
@ of the Router.
]
“@“‘ You now have two minutes to connect your Hercules Wireless N USB
) Key to the Router. You will not have to repeat this step the next time
you connect.
& %3

-Press the WPS button located on the side of the Hercules

\ ~ ' Wireless N Key or the WPS button on a WPS-compatible device.
I

2nd option: use the WPS button accessible in WiFi Manager N
-On the WiFi Manager N home page, press the

Automatic WiFi client connection {WP5) : Automatic WIiFi client connection (WPS)
button.
Push-Button Configuration method (PBC) is
W E F ' M ana g € I'N =|  selected by default.

DE\EBEmBD

- Click the @ connection button.

Aubomaic Wil chert conmecion {WRDH

Alternatively:

- Select Personal Identification Number method
(PIN code).

- Enter the PIN code of the WPS device you wish to
connect.

- Click the @ connection button.

% To find out the PIN code for your WPS device,
o please refer to section 4.3.3. Connecting to a
network with a PIN code in the user manual of
your Hercules Wireless N USB Key, or refer to
the manual supplied by the manufacturer of your
WPS device.
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You now have two minutes to connect your Hercules Wireless N USB Key or your device via WPS.

If the connection is not secure, a WPA or WPA2 type security key (depending on the client's capabilities) is

generated automatically.

For more information on connecting your device via WPS, please refer to the PDF user manual of your
Hercules Wireless N USB Key or to the manual supplied by the manufacturer of your WPS device.

2.9.2.Connecting to a network in client mode

Note: by default, your Hercules Wireless N Router is configured to master mode, meaning that it will serve
as the access point to which other WPS devices will be able to connect. By switching to client mode, your
Router will connect to a master WPS device which will become the access point. You should be aware,
however, that your Hercules Wireless N Router, with its router function, is not meant to connect to other

WPS devices.

Automatic WiFi client connection (WPS)

WiFi ManagerN

lmDBENB:D

- On the WiFi Manager N home page, press the
Automatic WiFi client connection (WPS)
button.

- Click the Advanced settings button.

Two options are available to you: Master mode or
Client mode.

- Select Client mode.

WiFi Manager N displays the PIN code for your
Hercules Wireless N Router. Make a note of this
code, as you will have to enter it in the client's
interface in order to connect your Router to other
devices.
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3. WIFI MANAGER N, THE VERSATILE UTILITY

With WiFi Manager N, nothing could be easier than combining your high-speed Internet modem with the
Hercules Router, thereby sharing your Internet access with all of the computers in your home or small
business, or simply creating a wireless network.

WiFi Manager N is the interface which allows you to communicate with your Hercules Router and configure
your wireless network or Internet firewall.

3.1. Opening the doors of WiFi Manager N

The Installation Assistant you have launched from the CD-ROM has installed a connection utility on your
Desktop, called “Hercules QuickAccess’. This utility will bring you straight to the door (locked with a key, for
the moment) to WiFi Manager N.

- To access the door to enter WiFi Manager N, simply double-click the Hercules

Ii QuickAccess icon on your Desktop.

Fercrles The connection window fo the Router appears.

QuickACcess

ks WiFi ManagerN
BNLES 8 MO0

I
Conned to router |
I

Pasaward:

Irnitial default possword; 123456

L -

<

Change password

Mate: We strongly recommend thet you change the password whien
ertering this meny for the lirst bme. To change the password, dck the
"Change password"” button

Change password Iu' I
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Or, if you have chosen not to install the QuickAccess icon:

- Open up the browser of your choice (Internet Explorer, Mozilla Firefox or Netscape Navigator) and enter the
address http://192.168.2.1.

You are now at the door to enter WiFi Manager N, which you must open using a password.

- To open the door, enter the default password or enter your own password if you have already defined one
(for information on how to define your own password, please refer to chapter 3.2. Changing the WiFi
Manager N password!).

- Click Connection.

A The password ensures that you are the only one who can access your WiFi Manager N interface, and
therefore your Hercules Router’s settings. For this reason, it is important that you change the password
when using WiFi Manager N for the first time (see below).

3.2. Changing the WiFi Manager N password!

When opening the door to WiFi Manager N for the first time, we strongly recommend that you change the
default password, 123456, during your first use directly via the Connect to Router window.

vk WiFi Manaa Ef_N- | - Click the Change password buttgn. |
- Enter the old password (123456, if you are doing

this for the first time), the new password, which
you will select, and then confirm the new
password.

W L == .

- Click Confirm and Connect to store your new
password and connect.
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The door to WiFi Manager N opens to the Home page depicted below. You can now explore all of your
Hercules Router’s functionalities.

s WiFi ManagerN

AMLAAMAA Froduct infsrmation

General settings % Advanced settings Toolhax
o

|
General settings |
|
- i -
Connectad devices |
|

4 H

Compuler
bt P addrean HAE adidress

! 15714873 D00aTnddS
UL 196874 o1 rd1eatadd
BWARF- - =
EEWRATCLE 1RR 1681000 OOLTSbIEFan

3.3. Navigating within the WiFi Manager N interface

The WiFi Manager N interface has been designed to simplify navigation through the different menus.
Nevertheless, should you ever feel a bit lost, you can always click the General settings button at any time to
return to the Home page, the starting point for all of your Hercules Router’s functionalities.

3.4. Easy customization of your Hercules Wireless N Router

Thanks to the Installation Assistant available in WiFi Manager N (launched automatically during the Flash
installation), you can very easily configure all of your settings (password, Internet connection, WiFi network,
security...) in a few easy steps.

To launch the Installation Assistant

: _ . : - Click the Installation Assistant button.
- Installation Assistant 1 )
' - Click Next to move on to step 1: Change the

password for accessing the interface.
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3.4.1. Step 1: Change the password for accessing the interface

WiFi Mana ge I'_N_ | - Enter the new password, and then confirm it.
| —— ~1 - Click Next to move on to step 2 : Internet (WAN)

connection.

Step 1: Change the password for (15
accessing the interface o

@ e

3.4.2. Step 2: Internet (WAN) connection
iy w | Fl M ana g EfN - Indicate how you connect to the Internet: Internet

"Box" or cable modem, ADSL Ethernet
Stop 2: Internet (WAN ) connaction Q’-}

(PPPoE) modem, or Other connection.

If you connect to the Internet via a "Box", cable modem or Router:

Assign IP: puamane DHCP = -Select the Assign IP type: Static IP or
Automatic DHCP.

- If you select Automatic DHCP, the DHCP server
will be responsible for assigning the IP address.

Assign 11: Stuo I - - Select Static IP if you have subscribed to an
IP address; L 1 Internet line with a fixed IP address.
SRR IREL Al bl This information can be found in the membership
Default gatewsry: - - details sent to you by your ISP.
. - Enter the IP address, subnet mask and default
hPITlI'ldRF‘f' DS server:

gateway.
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- Click Next to move on to step 3: Enabling your
WiFi network.

If you connect to the Internet via an ADSL Ethernet modem:

- Select the PPPoE connection type.

) e g - Enter your connection username (login) and
password.

This information can be found in the membership
details sent to you by your ISP.

- Also enter a valid MTU value.

The MTU value corresponds to the maximum
value, in bytes, of transmitted data packets (for
example, 1500 bytes on an ADSL WiFi network).

-If you wish, you can always stay connected,
thereby leaving your Internet connection enabled
all the time; you can also choose to disconnect
automatically after a certain length of time.

- Click Next to move on to step 3: Enabling your
WiFi network.

If you use another connection mode (PPTP or L2TP)

- For information on your connection mode, please verify your connection information found in the
membership details sent to you by your ISP.

- If you select the PPTP connection type:

T Ot Eomee SR AR e o) - Select PPTP in the drop-down list.

Addressing typs Pusomase DECP - - Enter the host name supplied when subscribing
to the service.

- If necessary, click the Clone button to clone your
PC's MAC address.

sk RS T - Enter your connection username (login) and
*  Aways stay cannected Dsconnect automatically password

- Also enter the PPTP gateway and, if you wish, a
connection ID for this gateway.

This information can be found in the membership
details sent to you by your ISP.

- Enter a valid MTU value.

The MTU value corresponds to the maximum
value, in bytes, of transmitted data packets (for
example, 1500 bytes on an ADSL WiFi network).

- Click Next to move on to step 3: Enabling your
WiFi network.

26/101 — User Manual



HWNR-300

- If you select the L2TP connection type:

{opuonal):

Thionde? sulomaticaly

Hercules Wireless N Router

- Select L2TP in the drop-down list.

- Enter the host name supplied when subscribing
to the service.

- If necessary, click the Clone button to clone your
PC's MAC address.

- Enter your connection username (login) and
password.

- Also enter the L2TP gateway and, if you wish, a
connection ID for this gateway.

This information can be found in the membership
details sent to you by your ISP.

- Enter a valid MTU value.

The MTU value corresponds to the maximum
value, in bytes, of transmitted data packets (for
example, 1500 bytes on an ADSL WiFi network).

- Click Next to move on to step 3: Enabling your
WiFi network.

3.4.3.Step 3: Enabling your WiFi network

If you do not wish to enable your WiFi network:
v+ WiFi Manager N

Step 31 Enable your WiFl network 'Ellﬁ'

© 00|

If you wish to enable your WiFi network:

-

This step allows you [o salect whather you wish 1o
enable your WIF network and, I you do wish 1o enable
it, lebs you define @ network name

Enable the WiF "f'

N Wk

WiFi nelwork narme Harculas

(551D

- Deselect the Enable the WiFi network box.

-Leave the Enable the WiFi network box
selected.

- Enter the network name.

Once your network has been enabled, it will be
visible to other WIiFi devices. We therefore
recommend that you define a security key (please
see the following screen).

- Click Next.
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3.4.4.Step 4: Selecting security for your WiFi network

- Choose whether to select Automatic or Manual

S —— security for your WiFi network.

& In WiFi Manager N, you must not select a higher level of security than that supported by your
computers or other WiFi devices. For example, if your computers or other devices only support the MEDIUM
level (WEP 128), you should not select the HIGH (WPA-PSK) or VERY HIGH (WPAZ2) levels.

If you wish to automatically define security for your WiFi network:

- Click the Automatic button.

Automatic Your network will be automatically protected via a
— WPA2-WPA2 key (TKIP and AES).

- Click Next.

Summary of your WiFi connection ind On the page displayed, you can view a summary
of your WiFi connection. Make a note of the
o Herudn network name, security type and key used.
e - Click Close to exit the Assistant and return to the
e ety home page.
Your settings are immediately saved and applied.

If you wish to manually define security for your WiFi network:
- Click the Manual button.

Manual
Select your level of security: - Read the text explaining the concept of security.
-Select your level of security: MEDIUM
(WEP 128), HIGH (WPA), VERY HIGH (WPA2)
[_] wery high (WPAZ type security) or None (no security).
[ ] High (wPA type security) - Click Next.

For more information on security levels, please
refer to section 3.6.2. Securing your WiFi
R Mone (no security) network.

[ ] Medium (WEP128 type security)

28/101 — User Manual



HWNR-300

Summiary of your WiFl connection 'm'

WA
]

Hercules Wireless N Router

On the page displayed, you can view a summary
of your WiFi connection. Make a note of the
network name, security type and key used.

- Click Close to exit the Assistant and return to the
home page.

Your settings are immediately saved and applied.

If you select the "HIGH (WPA)" or "VERY HIGH (WPA2)" security type:

@ wWery high (WPAZ type security)
Security key

E High (WP type security)
Security key

Summary of your WiFi conmection i

If you select the "MEDIUM (WEP 128)" security type:

R Mediurn (WEP128 type security)
Security key

-Enter the password of your choice (8
alphanumeric characters minimum).

An alphanumeric character corresponds either to a
number (0-9), or to a letter (a-z or A-Z).

- Click Next.

On the page displayed, you can view a summary
of your WiFi connection. Make a note of the
network name, security type and key used.

- Click Close to exit the Assistant and return to the
home page.

Your settings are immediately saved and applied.

- Enter a WEP key composed of 26 hexadecimal or
13 alphanumeric characters.

A hexadecimal key is composed of numbers from 0
fo 9 and letters from A to F (example:
123456789ABCD for a 128-bit key).

An alphanumeric character corresponds either to a
number (0-9), or to a letter (a-z or A-Z).

- Click Next.
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Summary of your WiFi connection i On the page displayed, you can view a summary
of your WIiFi connection. Make a note of the
i network name, security type and key used.

s v o kL - Click Close to exit the Assistant and return to the
s o= home page.

Your settings are immediately saved and applied.
@
If you select NO SECURITY (not recommended):

Mone (no securit
@ ¢ ¥) A If you do not apply any security, your network

will not be protected. Any user, whether with bad
intentions or not, will be able to connect.

- Click Next.
o On the page displayed, you can view a summary of

your WiFi connection. Make a note of the network
name, security type and key used.

- Click Close to exit the Assistant and return to the
home page.

Your settings are immediately saved and applied.

Summary of your WIFl connection

]
b

@

& If you have mastered the concept of WiFi security, you can use the (less user-friendly) method of
directly entering your security criteria. This method is accessible via the home page, by clicking the Your
WiFi connection settings button.

3.5. Sharing your Internet connection via the Router

You can easily pair your Hercules Router with your modem, thereby sharing your Internet connection with your
other computers and/or game consoles.

Once installation of your Router is complete, your WiFi connection and firewall are enabled. However, you
must still select your type of Interet connection (via Ethernet modem, "Box" or other method) and enter the
required information. To do so, simply consult the items of information supplied by your ISP, typically found in
the membership details sent to you (connection username (login), connection password...).

3.5.1.Selecting your Internet connection

With WiFi Manager N, you don't have to be a computer expert to share your Internet connection via WiFi with
your Router: just get together the information sent to you by your service provider.
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W ADSL Etharnat modem (PRPOE connection)
Cannection type FPPOE

Cannaction USamans Harcdlas

Cligings ercules

Connpchion Password: LLLLLL L]

MTU {Masimum

1352 812, 1492
Transmission umt) L 12, 145

@ Always stay connected O Disconnect automatically

Gaeondary DNE sarver 0 L[
Clana my PC's MAC Sddress m

Hercules Wireless N Router

- On the home page, click WAN settings
(Internet connection).

- Select the Internet connection mode:
ADSL Ethernet modem or Internet "Box",
Cable Modem or Router.

If you select the ADSL Ethernet modem
mode:

- Select the PPPoE connection type.

- Enter your connection username (login)
and password.

This information can be found in the
membership details sent to you by your
ISP.

- Also enter a valid MTU value.

The MTU value corresponds to the
maximum value, in bytes, of transmitted
data packets (for example, 1500 bytes on
an ADSL WiFi network).

-If you wish, you can always stay
connected, thereby leaving your Internet
connection enabled all the time; you can
also choose to disconnect automatically
after a certain length of time.

If you select the Internet "Box", Cable
Modem or Router mode

- Select the Assign IP type: Static IP or
Automatic DHCP.

- If you select Automatic DHCP, the DHCP
server will be responsible for assigning the
IP address.

- Select Static IP if you have subscribed to
an Internet line with a fixed P address.

This information can be found in the
membership details sent to you by your
ISP.

- Enter the IP address, subnet mask, and
default gateway.

User Manual — 31/101



Hercules Wireless N Router HWNR-300

If you select another connection type:
- If you select the PPTP connection type:

bl : - Select PPTP in the drop-down list.
Aukoomadc DHCP 3 - Enter the host name supplied when subscribing

e to the service.

Clone my FC's MAC

Siress T BET - |f necessary, click the Clone button to clone your
PC's MAC address.

- Enter your connection username (login) and
password.

- Also enter the PPTP gateway and, if you wish, a
connection ID for this gateway.

This information can be found in the membership
details sent to you by your ISP.

- Enter a valid MTU value.

The MTU value corresponds to the maximum
value, in bytes, of transmitted data packets (for
example, 1500 bytes on an ADSL WiFi network).

- If you select the L2TP connection type:

- Select L2TP in the drop-down list.
Scon AL -t Hon] - Enter the host name supplied when subscribing
- to the service.

- If necessary, click the Clone button to clone your
[ cene ] PC's MAC address.

- Enter your connection username (login) and
password.

) - Also enter the L2TP gateway and, if you wish, a
123 connection ID for this gateway.

Drsconnect autamancaly This information can be found in the membership
details sent to you by your ISP.

- Enter a valid MTU value.

The MTU value corresponds to the maximum
value, in bytes, of transmitted data packets (for
example, 1500 bytes on an ADSL WiFi network).
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A Once you have selected your connection mode, don't forget to click the Apply and Save button to
save your settings.

3.5.2. Testing your Internet connection

Once you have selected your Internet connection mode for your Hercules Router, you can carry out a first test
and verify that you are able to access the Internet.

On the General settings page, you can also view the Earth icon
connected), or red (Router not connected).

to see your status: green (Router

& During this test, leave the Ethernet cable connected to your Hercules Router.

Fie Edt ‘iew Favorites Toos Help -Launch an Internet browser (Internet Explorer,
(X A 2 Netscape Navigator or Mozilla Firefox) on your
s | computer.
wanehercuies. com - Enter the address www.hercules.com.

The Hercules website homepage should appear.

If your Internet connection is working properly:

It is now time for you to learn how to master your WiFi network (please see section 3.6. Mastering your WiFi
network at your fingertips).

A Do not disconnect your Ethernet cable just yet, so long as your WiFi network has not been created;
you will need it in order to communicate with your Router.

3.5.3.Resolving any difficulties accessing WiFi Manager N or the
Internet

If you have not managed to connect to the WiFi Manager N interface or to the Internet, your computer’s
settings may not be properly configured. The instructions below will help you to resolve this problem.

Note: the access paths mentioned below may vary slightly if you have modified the default display
configuration in Windows XP or Vista (meaning the Start menu properties and Control Panel display).
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Windows XP or Vista

LAN or High-Speed Internet

ocal Apes Connacton

[ I Disaie
Stakus
Repar

Bridge Cormetions

Creabe Shorbout

Praname

[ R v

Wi o g P waingn sogresd mimancaly § e et Do
L L L

1 KR a8 b e ol

Liet P billowsray 1" bt

- Dt LA s w81 o sl

™ L s i £ e ml
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1. Click Start/Control Panel. Double-click Network
Connections.

2. In the LAN or High-Speed Internet section, right-click the
icon corresponding to your network adapter (or network
bridge, if you have created one) and select Properties.

3. In the General tab of the Local Area Connection
Properties window, scroll through the list and highlight
Internet Protocol (TCP/IP).

4. Click Properties, select Obtain an [P address
automatically and Obtain DNS server address
automatically.

5. Click OK to close the windows, then exit the Control
Panel.

The Hercules Router will now be able to assign an IP address
to your computer.

An IP address is a unique address assigned by the router to
the computer. Each computer has its own identity, via its IP
address, allowing it to be identified within the network.
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Windows 2000

General | Sharing |

21

BB Hercules Wireless G

Components checked are uzed by this connection:

] = Client for Microsoft Metwarks
W] g2 File and Printer Sharing for Microsoft Networks
W AEGIS Protocol [EEE 802.1%) «3.0.0.5

2k g |teimet Protocaol (TCP/AP)
Install... | Urinztall Fropertiesz
- Description

Tranzmizzion Control Protocol/lnternet Protocal. The default
wide area network, protocol that provides communication
across diverze interconnectad networks.

[ Show icon in taskbar when connected

] | Cancel |

Internet Protocol {TCP/IP) Properties

General |

21

ou can get [P settings aszigned automatically if your nebwork supports
thiz capability. Otherwize, you need to ask pour netwark administrator for
the appropriate P zettings.

+ ‘Obtain an |P address automaticall
— Uze the following IP address:

P address: I
_

Subnet mask: |

Default gateway; I

@ [Obtain DMS server address automatically

— Use the following DMS server addresses:

N —
—

Advanced... |
ok I

Bretered NS senver

filternate DS senven

Cancel |

Hercules Wireless N Router

1. Click Start/Settings/Control Panel. Double-
click Network and Dial-Up Connections.

2. Right-click the appropriate connection and
select Properties.

3. Inthe General tab, highlight Internet Protocol
(TCP/IP).

4. Click Properties and select Obtain an IP
address automatically and Obtain DNS
server address automatically.

5. Click OK to close the windows, then exit the
Control Panel.

The router will now be able to assign an IP
address to your computer.

An IP address is a unique address assigned by
the router to the computer. Each computer has its
own identity, via its IP address, allowing it to be
identified within the network.
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Windows 98 SE/Me

Metwork

Configuration | Identificationi Access Eontroll

The fallowing network compotients are inztalled:

B8 Hercules Wireless G PCI =]
[ [EEE 8021 Protocol

U TCPAF <> Diaklp Adapter

4 TCP/IP -» D-Link DFE-530T: PCI Fast Ethernet Adapter |
¥ TCP/P -» Fast Ethernet Adapter |

b |

Remaove | Properties |

Frirnary Hetwark, Lagan:
Microsoft Family Logon j

File and Print Sharing... |

Description

TCRAIP iz the protocol you uge to connect to the Intermet and
wide-area networks.

0k I Cancel |
TCP/IP Properties 7 x|
Bindings | Advanced | MetBIOS |

DMS Configuration i Fateway i wiNS Configuration I Address

A IP addreszs can be automatically aszigned o thiz computer.
IF your network, does not automatically azsign IP addresses, ask
waour network, administrator for an address, and then type it in
the space belomey.

% :Obtain an P address autamaticall

' Specify an IP address;

R Eddress; | . i i |

Starret i Esk | . I A |

o |

Cancel
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1. Click Start/Settings/Control Panel. Double-
click Network.

2. In the Configuration tab of the Network
window, highlight the name of your network
adapter.

3. Click Properties and select Obtain an IP
address automatically in the IP Address tab.

4. Click OK to close the windows, then exit the
Control Panel.

The Router will now be able to assign an IP
address to your computer.

An IP address is a unique address assigned by
the router to the computer. Each computer has its
own identity, via its IP address, allowing it to be
identified within the network.
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3.6. Mastering your WiFi network at your fingertips

In this chapter, you will learn how to personalize your WiFi network and secure it against unwelcome intrusion
attempts.

& Configuration of your network is carried out via the Ethernet cable connecting your Router to your
computer. Once you have finished, you can disconnect this cable and explore all the subtleties of WiFi,
described in chapter 4. Welcome to the Wireless Attitude™!

3.6.1.Personalizing your WiFi network

When the wireless access point (your Hercules Router's WiFi function) is enabled, WiFi Manager N displays
the name of your network, the Radio Frequency (RF) channel and security type used. These settings may be
modified, subject to certain conditions.

&Should you decide to modify certain settings, we recommend that you take care to follow the
recommendations below.

To personalize your WiFi network:

-On the Home page, select Your WiFi

connection settings.
AN Aur AL iy y . , , , ,
C ” e e Various items of information are displayed,

such as the name of your network and the RF
channel used.

- Before personalizing your WiFi network,
verify that the WiFi network enabled box is
ticked.

& it ' %@ -If you wish, you may personalize the
1 Atsring Diate - Network name (SSID) (Hercules, by default).

The SSID (Service Set Identifier) is the unique
name shared by the WIiFi adapters and the
access point in a wireless network. Make
sure that you do not lose or forget this
name, as you will need it to connect your WiFi
devices.

- Select the transmission power (100 % by
default).

- If necessary, change the Radio Frequency
3 (RF) channel used by the local area WiFi
freur wirders network b not precestad. network to communicate (from 1 to 13).

|We recommend Mat you secure it s by dicking YES in
I|:|rt||:r b presoent mealiciows weers from usang your Iniermet
il

|comm e,

[ .Chan'ge this setting only if anotf]er transmitter
is using the same channel, which may result

in a drop in your Router’s WiFi performance.
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AA Don't forget to protect your network by
selecting a security key; otherwise, any user,
whether with bad intentions or not, will be able
to connect to it.

For details on how to protect your network,
please refer to section 3.6.2. Securing your
WiFi network.

- Click the Modify button to validate your
settings.

The access point restarts. All computers or
devices connected via WiFi are disconnected.
The ADSL connection, however, remains
active.

Modify

3.6.2.Securing your WiFi network

Creating a WiFi network is very useful if you have several wireless computers or devices, but how can you
avoid having someone on the outside connect to your network without permission or intercept your
unencrypted data exchanges? Thanks to the WiFi Manager N, you can define your own security choices. To
help you select the best level of security for your network, we invite you to consult the table below, which sums
up the 5 types of security supported by WiFi Manager N.

Type

Level of security

Key used

Authentication

WEAK (WEP
64)

The lowest level of security, whereby
simple encryption is carried out on
exchanged data. Each wireless client
in the network must use the same key
to decode the transmission.

64-bit key in hexadecimal
format (10 characters), or in
alphanumeric format with 5
ASCIl  characters  (e.g.:
hello).

A hexadecimal key is
composed of numbers 0 to 9
and letters A to F (example:
A123BCD45E for a 64-bit

key).

An alphanumeric character
corresponds either to a
number (0-9), or to a letter
(a-z or A-Z).

Open (no authentication),
Shared (authentication
method via shared key) or
Auto (authentication when
requested by the device).

MEDIUM
(WEP 128)

Level of security identical to that of
WEP64. Only the key length is
different.

128-bit key in hexadecimal
format (26 characters), or in
alphanumeric format with 13
ASCII characters.

A hexadecimal key is
composed of numbers 0 to 9
and letters Ato F.

An alphanumeric character
corresponds either to a
number (0-9), or to a letter
(a-z or A-Z).

Open (no authentication),
Shared (authentication
method via shared key) or
Auto (authentication when
requested by the device).
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Type Level of security Key used Authentication
HIGH (WPA- Latest-generation heightened level of | Password with a minimum of | TKIP
PSK) security,  specially designed for | 8 alphanumeric
environments such as a small office or | characters.
the home, based on a pre-shared key.
An alphanumeric character
corresponds either to a
number (0-9), or to a letter
(a-z or A-2).
VERY HIGH Latest-generation very heightened level | Password with a minimum of | AES
(WPA2) of security, specially designed for | 8 alphanumeric
environments such as a small office or | characters.
the home, based on a pre-shared key.
An alphanumeric character
corresponds  either to a
number (0-9), or to a letter
(a-z or A-2).
WPA ou Level of security selected by the router | Password with a minimum of | TKIP or AES
WPA2 depending on the maximum level of | 8 alphanumeric

security supported by the devices on
the network.

characters.

An alphanumeric character
corresponds either to a
number (0-9), or to a letter
(a-zor A-Z).

& You must not select a level of security in WiFi Manager N more advanced than that supported by your
computers or other WiFi devices. For example, if your computers or other devices only support the WEAK
(WEP 64) or MEDIUM (WEP 128) levels, you should not select the HIGH (WPA-PSK) or VERY HIGH (WPA2) level.

A If you have used the WPS function to connect, a WPA or WPA2 type security key has automatically

been generated.

To secure your WiFi network:

Security: NO WIFI SECLURITY

WIFI sacurity Chsabled -
Your wireless neltwork Is nol prolected.
vie recommeend that you secure it now by clicking YES in

order to prevent malicious users from using your Intermet

connection,

- Before enabling security for your WiFi network,
verify that the Enable WiFi network box is ticked.

- Select your level of security: MEDIUM (WEP 128),
HIGH (WPA) or VERY HIGH (WPA2).
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If you select the "VERY HIGH (WPA2)" security type:

WIFh security WIFAZ-FSE securty p
Homadocemsl valus -

Enter a key composed of 64 hexadedmal characters (numbsars from
=% and latters from A to F)

WPRAZ is the most recent and highest level of security. Random

¥ robust. One password 13 all you nead: thers's no
&y to remambari

IF yoir WIF aquipment installad in your compurers doss
pport e WEAZ seourity l=vel, you must sslect anather level
of secunity for your router, otherswise your computars will not be
abde o connect

Enabled
WEAZ(ALS)
g Disabled

HWNR-300

- Select the level of security: WPA2 (AES).

-Enter a password (8 alphanumeric characters
minimum) or a key with 64 hexadecimal
characters.

An alphanumeric character corresponds either to a
number (0-9), or to a letter (a-z or A-Z).

A hexadecimal key is composed of numbers 0 to 9
and letters A to F (example: A123BCD45E for a 64-bit
key).

In the status zone, you can consult the overview of
your WIFi settings. Make a note of the network
name, security type and key used.

- Click Modify to validate the new settings.

If you select the "VERY HIGH (WPA-WPA2)" security type:

WiFl sacunty: | WPRPA-WPAZ secunty >
Hexadecimal value | =

Enter a key compased of 64 hexadecimal characters (numbers
from 0-9 and letters from A to Fl
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- Select the level of security: WPA-WPAZ2.

-Enter a password (8 alphanumeric characters
minimum) or a key with 64 hexadecimal
characters.

An alphanumeric character corresponds either to a
number (0-9), or to a letter (a-z or A-Z).

A hexadecimal key is composed of numbers 0 to 9
and letters A to F (example: A123BCD45E for a 64-bit
key).

In the status zone, you can consult the overview of
your WIFi settings. Make a note of the network
name, security type and key used.

- Click Modify to validate the new settings.



HWNR-300

Hercules Wireless N Router

If you select the "HIGH (WPA)" security type:

WIF| Security: | WRAPSK {THF) socunly [=

Hoxadecrmial wislu | =

Enter a koy composed of 64 hexadedimal characters (numbers
fram 0-9 and letters from A to F).

WPA-PSK k5 @ high level of seourity based on a pre-shared key,
Random encryption has been improved. One password £ all you
need: thera's no complicated key to remember!

WARNING: If your WIF eguipment installed in your computers does
not support the WPA security level, you must select another level
of security for your router, otherwise your computers will not be
able to connect.

Enatied
WPA-FSE (TEIF) secunity
Dizabied

- Enter a password with 8 alphanumeric characters
minimum, or a key with 64 hexadecimal characters
of your choice.

An alphanumeric character corresponds either to a
number (0-9), or to a letter (a-z or A-Z).

A hexadecimal key is composed of numbers 0 to 9
and letters A to F (example: A123BCD45E for a 64-bit

key).

In the status zone, you can consult the overview of
your WiFi settings. Make a note of the network
name, security type and key used.

- Click Modify to validate the new settings.

If you select the "MEDIUM (WEP 64-WEP 128)" security type:

Security lavel: WEP128

W' WEPSS I

Hexcadecimal valog (=

Enter a key compased of 10 hexadecmal characters (numbérs from
0-9 and letters from A 10 F) if you have selected WEPES, or 28
characters if you have s&ected WEP128.

The WEFP &4 level is the first level of secunity, whereby single
Encryption (s cammed out on exchanged data.

Each network computer connected via WiFl must use the same key
to decede the transmission.

The security key is in &4-bit format; It is therefore a hexadecmal
key with exactly 10 characters. The WEP 128 level is the zecond
level of security, wheraby encryption is carried out on exchanged
dama,

Each network computer connected wia WIFI must use the same key
to decode the transmission

The security Key is in 128-hit format; it 15 therefore a hexadecimal
key with exactly 26 characters.,

WARNING! If the Wikl equipment instaed in your computers anly
Supports WEP B Securty, you must select the same Sacurity level
for your router, or alse your computers will not be able o COnMect
o it

WiF] matwark Enabied
SecLnty WEP secunty
MAC address fitenng:  Dizabled

- Enter a key with 10 hexadecimal characters or a
password with 5 alphanumeric characters for
WEP 64 security, or a key with 26 hexadecimal
characters or a password with 13 alphanumeric
characters for WEP 128 security.

A hexadecimal key is composed of numbers 0 fo 9
and letters A to F (example: A123BCD45E for a 64-bit

key).

An alphanumeric character corresponds either to a
number (0-9), or to a letter (a-z or A-Z).

In the status zone, you can consult the overview of
your WiFi settings. Make a note of the network
name, security type and key used.

- Click Modify to validate the new settings.

If you select NO (Disabled) security (not recommended):

WiF security: | Disabled v

Your wireless network is not protected.

we recommend thar you secure It now by clicking ¥rs In arder
to prevent mallcleus users from using your Internet
connection.

& If you don't apply any security, your network
will not be protected. Any user, whether with bad
intentions or not, will be able to connect to it.
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In the status zone, you can consult the overview of
your WiFi settings. Make a note of the network
name, security type and key used.

- Click Modify to validate the new settings.

3.6.3.Limiting access to your WIiFi network to certain WiFi
compulters or devices

Filtering by MAC address is a complement to your security settings, allowing you to select the wireless
computers and devices authorized to connect to your local area WiFi network.

A MAC address is a unique address created by the builder of the network device (WiFi or Ethernet), serving
to identify this element within a network.

A Before enabling filtering, we recommend that you connect via WiFi all computers you wish to authorize.

To enable filtering by MAC address:

i - Before you can enable filtering by MAC address,
Enable WiFi network verify that the Enable WiFi network box is ticked.

- Click the Enable MAC address filtering button.

- Tick the Enable MAC address filtering box.

Enable MAC address filtering [y

To add a WiFi computer or device (webcam, game console or other) to the list:

If you are using this function for the
first time:

Any new computer or device must be added

MALC addrédd N AAARGALASRAAMY FOrmal williGul

separstors manually.
y -Manually enter its MAC address (in
T AAAAAAAAAAAA format, without separators).
: - Click the Add button.
Remove MAC addrass comment
» e This address has been added to the list of WiFi

computers and devices authorized to connect.

- If you wish, add a comment in the corresponding
zone.

m - Click the Modify button to validate your settings,

or Cancel to cancel the settings you have entered.
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A Once you have enabled the filtering by MAC address function, only the computers and devices
appearing in this list will be authorized to connect to your Hercules Router.

& If your friends visit you with their WiFi computer or device, or if you wish to connect new WiFi devices,
don't forget to add their MAC address to the filtering list, or else they will never be able to connect.

To remove a WiFi computer or device (webcam, game console or other) from the
list:

L | -In the Remove column, click # | next to the
: computers or devices you wish to remove from the
filtering list.
- Confirm the removal in the dialog box which
appears.

m - Click the Modify button to validate your settings,

or Cancel to cancel the settings you have entered.

3.6.4.Disabling your WiFi network

If you wish to use your Hercules Router as a wired router only (that is to say, connected to the computer via

the Ethernet port and not by WiFi), simply disable your WiFi network by clicking the ﬁﬂ:‘}) button. The

WiFi LED * on the router switches off.
3.6.5. Re-enabling your WiFi network

If you wish to re-enable your WiFi network, click the @ button again or proceed as follows:

@ G:ﬁ:) - Click the Your WiFi connection settings button.
v N " Your WiFi connection settings

You will note that your WiFi network, your WiFi
security settings and filtering by MAC address are
disabled.

- Tick the Enable WiFi network box if you wish to
re-enable your WiFi network.

Enable wWiFi network [ |

@ Are you sure you wish ko disable sour Wi nebwork? - Confirm that you wish to re-enable your WiFi
network.

‘ Ok, i l Annuler
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3.7. The firewall: your ultimate protection against Internet
attacks

Like a secure fortress, your network is protected by a drawbridge and ramparts that are impossible to scale.
On top of this, all of your defenses are in a state of alert to repel any intrusion attempts. It is possible,
however, to lower these defenses from time to time, in order to authorize your computers to access specific
Internet services (P2P, web/FTP servers, IP or WiFi camera...), to simply limit access on a specific computer
to certain Internet services, or to redirect all Internet requests to a designated computer. For more
information, please refer to chapters 5.2.1. Opening doors in your firewall to put your camera online or
authorize access for a computer to certain Internet services, 5.2.2. Limiting access of one of your
network computers to Internet services and 5.2.3. Redirecting Internet requests to a specific computer.

& If your computer is equipped with a software firewall (Norton Personal Firewall, Windows Service
Pack 2 Firewall, McAfee Personal Firewall...), disable it when you connect to the Router, as your Router’s
firewall is sufficiently strong on its own, or adopt the same configuration settings as those established for
your Router in order to avoid any possible conflicts. If you go somewhere else with your computer, however,
and have to connect to other networks, you can re-enable your software firewalll.

Be careful not to confuse a firewall with an antivirus program!

An antivirus program analyzes the contents of your computer, your emails, files you have downloaded from
the Internet, etc., and detects, blocks and/or removes any viruses, worms and Trojans in order to ensure that
your computer functions properly.

Your firewall hides your computer on the network, monitors the Internet data arriving at your computer and
blocks intrusion attempts to stop computer hackers from stealing your personal information.
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4, WELCOME TO THE WIRELESS ATTITUDE™!

Now that you have mastered the main functionalities of WiFi Manager N, it is time to move on to a few
practical applications. In the following chapters, we will show you how wireless computing is closely linked to
user-friendliness and ease of use. Sharing your folders, your printer, or letting friends use your ADSL
connection for online gaming are some examples of the things we will help you to do. Enter the world of
wireless and join in the Wireless Attitude™!

41. A few important points to bear in mind before getting
started

We advise you to follow the instructions provided hereinafter for each of your computers:

- The procedures described in this chapter differ according to the various operating systems discussed.
Please ensure that you refer to the chapters corresponding to your operating system.

- These procedures also apply to the computers or devices directly connected to your Router via an Ethernet
cable.

- To share an ADSL connection, your Hercules Router and your modem (ADSL Ethernet, cable or Internet
"Box") must be switched on and your ADSL line must be active.

Reminder: the WiFi network you have just finished setting up is an Infrastructure type network (as opposed
to Ad hoc mode), as it is composed of an access point and one or more computers.

4.2. Computers running Windows Vista: Sharing folders, a
printer or an ADSL connection

1& To create a network of computers, share data, a printer or an ADSL connection between computers
running Windows Vista, it is not imperative that the computers belong to the same workgroup. However, if
you wish to share between Windows Vista and an earlier operating system, make sure to define the same
workgroup on all computers. For information on how to create a workgroup, please refer to the manual of
your Hercules product.

Note: The access paths described hereafter may vary slightly if you have modified the default display in
Windows Vista (that is to say, the Start menu properties and the Control Panel display).

You have connected your computer to a private network (as opposed to a public network). Therefore, the
discovery options (namely, the ability to view outside devices and computers and to be seen by other
networks) are enabled, but sharing options are not. You must therefore enable them manually before you
can share your folders, your Internet connection or your printer.

4.2.1.Enabling sharing

Before setting up sharing for your folders, your printer or your Internet connection, you must enable sharing in
the Network and Sharing Center.

WO
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Note: To open the Network and Sharing Center, click the network icon in the Windows taskbar, then the
Network and Sharing Center link.

L2
» Control Panel » MNetwork and Sharing Center

Network and Sharing Center
View computers and devices

- View full map
Connect to a network

Manage wireless networks ’*} | — + U

Set up a connection or network
PC-WIFI Hercules Internet
Manage network connections (This computer)

Diagnose and repair
m Hercules (Private network) Customize
Access Local enly

Connecticn Wireless Metwork Connection (Hercules) View status

ol Signal strength: Good Disconnect

2 Sharing and Discovery

Network discovery

—

Y &) <)

&)

File sharing

Public folder sharing

@) @) &) G

R

Printer sharing

Seealso Password protected sharing

Internet Options Media sharing

Windows Firewall

Show me all the files and folders I am sharing

Enabling file sharing .
- In the Sharing and Discovery zone, click the Off link or the (¥ button located opposite File sharing.

- Select the Turn on file sharing radio button.
File sharing o Off '-5}

When file sharing is on, files and printers that you have shared from this computer can be

e network.
@ Turn on file sharing

i Turn off file sharing

- Click Apply. In the Windows Vista confirmation window, click Continue.

Enabling public folder sharing

Note: A public folder is a folder which can be shared by other users of the same computer or of the same
network.
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- In the Sharing and Discovery zone, click the Off link or the © button located opposite Public folder
sharing.

- Select the Turn on sharing so anyone with network access can open files radio button (they will only be
able to consult files) or select Turn on sharing so anyone with network access can open, change, and
create files (there will be no limitations on the contents of these folders in terms of viewing, making changes
and additions or other actions).

Public felder sharing Q@ Off ()

When Public folder sharing is on, people on the network can access files in the Public folder.

LTiTl © [

i@ Turn on sharing so anyone with network access can open files
) Turn on shaning so anyoene with network access can ocpen, change, and create files
1 Turn off sharing (people logged on to this computer can still access this folder)

€ Apply |

- Click Apply. In the Windows Vista confirmation window, click Continue.

Enabling printer sharing

Note: To enable printer sharing, you must first have installed a printer.

- In the Sharing and Discovery zone, click the Off link or the © button located opposite Printer sharing.
- Select the Turn on printer sharing radio button.

Printer sharing o Off ()

When printer sharing is on, pecple with network access can connect to and use printers

@ Turn on printer sharing I

i1 Turn off printer sharing

¥ Apply
- Click Apply. In the Windows Vista confirmation window, click Continue.

Enabling media file sharing

Note: This option allows you to enable sharing of your music, videos and images.

- In the Sharing and Discovery zone, click the Off link or the © button located opposite Media sharing.

- Click Change...
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When media sharing is on, people and devices on the network can access shared music,
pictures, and videos on this computer, and this computer can find those types of shared files

on the networl:,

- In the Media Sharing window that appears, tick the Share my media box.

—_— RS 3

|| L" Find and share music, pictures, and video on your networl.
- {Leam more about sharing.

Sharing settings

[¥] Share my media to: Settings...

g

Cther users of
this PC

Allow Dery Customize. ..

4B Your networl (belkinB4g)is a private networs. Devices that you allow can -
'\ ,"I find your shared media. I MNetwarking... I I
How does sharing change firewall settings? [ oK ] [ e ] Anply I

- Click OK. In the Windows Vista confirmation window, click Continue.

- In the following window, you can define the different settings, such as: authorize or refuse groups of users,
set parental controls, select media types to be shared, and so on.

- When you're done, click Apply, then OK.

4.2.2.Windows Vista: Sharing public or personal folders

Reminder: In Windows Vista, there are two types of folders; personal or local folders and public folders.
A personal folder is a folder belonging to a specific user created on the computer, whereas a public folder is
a folder that can be shared by any other user of the same computer or the same network. In essence, a
public folder is shared, and therefore available to everyone for viewing (minimum authorization level). For
sharing personal folders (your folder of your own images, for example), you must select the users who will be
able to access their contents and set the authorization level, as indicated in the following procedure.
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1. Select the folder that you wish to share, without
F‘ie'; = v opening it. Here, your Pictures folder.
a4 esktop

<& Pc-wir 2. Right-click the folder. Select Share.
& Contacts
[ ﬁ Desktop
EI Documents
l'_] Downloads
[ E{ Favorites
I Links
B’ Music
E' :;zt: Expand
[ E Searg Explore
I8 video Open
> 48 Public
4 i-gl Compy
"&lﬂ Flopg Share...
b & Lacal Add to archive...
b Local Add to "Pictures.rar”

2
B2

b = Loca 8 Compress and email...
B2

»

Search...

Compress to "Pictures.rar” and email

I = Local
b é_.; DvVD Restore previous versions
,
b em DVD Send To »
> 'E!" Metwol
[ Contro Cut
5 Recycle Copy
| g Delete
Rename
New 3
Properties

Choose people to share with

People must have a user account and password for this computer to access files you have shared. To
change this setting, use the Metwork and Sharing Center,

john

PC-WiFi Level

Everyone (All users in this list)
Create a new user..,

Tell me about different ways to share in Windows.

3. Inthe File Sharing window, select the user(s) who will be able to access this folder, then click Add.

Note: You can provide access to all users with no restrictions (Everyone option) or select specific users
previously created on your PC. You can also create new users by clicking Create a new user... in the drop-
down list.
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4. Select the Permission Level you wish to assign by clicking on the line for that user: Reader (authorization
to view only), Contributor (authorization to view, add and delete) or Co-owner (authorization to view,
modify, add and delete).

5. Click Share. Be sure to note the path indicated, which will allow for access to the shared folder on the
network from another computer. For example: \PC-WIFI\Users\My documents\Shared Pictures
Folders.

6. Click Done.

The folder is now shared. You can now display all shared folders and files on the computer or the shared files
on the network by clicking the links in the Network and Sharing Center.

4.2.3. Computers running Windows Vista: Accessing shared folders

1. In the file explorer, accessible via
Start/Computer, double-click
Network.

d ve ot dwhme MESSESYou access the list of the computers
I 1 :;F WL _'-..._e e on the same network. Use the path
B * indicated by Windows when setting up
| Mo - sharing  (for  example:  \\PC-
. -m" i WIFI\Users\My  documents\Shared
B vews Pictures Folders).
‘;f‘::f- 2. Double-click the computer sharing
B HOME the folders you wish to access.
::‘ WTF 3. If a password has been defined,
j;::‘f::z:"' enter your user name and your
o password.

All shared folders appear. Depending
on your authorization level, you can
display, modify, add and/or delete
shared folders and files.

4.2.4.Windows Vista: Sharing a printer

You can put a printer on the network and thereby share it with all computers in your home equipped with a
WiFi adapter.

& To access a printer on the network, sharing for the printer must first be set up in the Network and
Sharing Center (please refer to chapter 4.2.1 Enabling sharing). The printer must then be set up for
sharing on the computer to which is connected and on which it is installed.
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On the computer connected to the printer:
1. Click Start/Control Panel.

ER Control Panel »

#« Control Panel Home .
System and Maintenance

Get started with Windows
Back up your computer

Classic View

Security

Check for updates

Check this computer's security status

@Alluw a program through Windows
Firewall

. Network and Internet
View network status and tasks
Set up file sharing

' IHardware and Sound |
. Play CUs or other media automatically

Mouse

- Programs
h- Uninstall 3 program

Change startup programs

Open

@ Run as administrator ¥
Printing Preferences...
Pause Printing

Sharing...
Use Printer Offline

Refresh

Create Shortcut
Delete

Rename

Properties

2. Under the Hardware and Sound heading, click the Printer link.

User Accounts
e.l Add or remove user accounts

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Ease of Access
Let Windows suggest settings
Optimize visual display

Additional Options

The list of installed printers is displayed.

3. Right-click the printer and select the Sharing...
option.

User Manual - 51/101



Hercules Wireless N Router HWNR-300

%M.—maa = W i ﬂ] 4. In the Prlnt.er Prqperhes window, click the
e I Change sharing options button.
Color Management | Security About . . . . . .
4153,1&@ Shang | Pors T 5. In the Windows Vista confirmation window, click
5 I you share this printer, only users on your network with a Contlnue
=4 usemame and password for this computer can prirt to it. The
5 printer will not be availabl eps. To changs
these settings, use the i
|[ ") Change sharing options | |
Shire this printer
| Render print jobs on client computers
Drivers
Additional Drivers
—— , — = : 6. Tick the Share this printer box.
= Microsoft Office Docmmes _|
: 7. Select the name of the printer which will be
Color Management Security About .
= Snamng | Pons I displayed on the network under Share name.
7 I you share this prirter, only users on your network with a 8 C“Ck Apply, then OK

:ﬂ usemame and password for this computer can print to it. The
h printer will not be available when the computer sleeps. To change
these settings, use the Network and Sharing Center.

[¥] Share this printer

Share name: | Shared Printer

Render prirt jobs on client computers

Drivers

I this printer iz shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to

the shared printer.
Additional Drivers...

T

4.2.5. Computers running Windows Vista : Accessing the shared printer

On the computers that will use the shared printer:
1. Click Start/Control Panel.
2. Under the Hardware and Sound heading, click the Printer link.
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» Control Panel »

» Control Panel Home .
: . s System and Maintenance
Classic View

Get started with Windows
Back up your computer

|/ Security
Check for updates
Check this computer's secunity status

|@Jflllt:w\-' a program through Windows
Firewall

&_- . Network and Internet
¥ View network status and tasks
-

User Accounts
i Add or remove user accounts

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen reselution

Clock, Language, and Region
Change keyboards ar other input
methods

Set up file sharing

Ease of Access

4 Hardware and Sound
I I Let Windows suggest settings

. Play CDs or other media automatically

Optimize visual display
Mouse B .
Additional Options

Programs
: Uninstall a program

Change startup programs

3. Click the Add a printer button.

The Add a printer assistant appears.

= Add 3 printer

4. Click Add a network, wireless or Bluetooth
printer.

Choose a local or network printsr

* Add a bocal printer
Use thari eptaan onky d you don't e & UEE prnter, [Wandamr, sdormatsally
sty LIS goinbers scbsms you grbus e .|

* Add a network, wireless or Bluetooth printer
Mlake sure thit your comguter @ conmectid Bo the netwark, of thit your Blestco)
oF weithegi prirbes i furned or.
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5. Windows searches for the shared printers on your
network. Select the shared printer.

6. Click Next.
Select a printer
b 7. If necessary, accept installation of the printer's
T e drivers when you are being prompted by
Windows.

* The printer that Demant isa'e listed

= 8. Validate the name of your printer, then click Next.
’m 9. Click Finish to close the assistant.
I

Tipe a printer name

Frrasr name: Tktrani Fruass TN By Mo
Lot e b it prerier

Thes prirvter hass been rsssled with the Tektronin Phaser 8600 by Xerow drver.

[ e || concas |

4.2.6.Windows Vista: Sharing an ADSL connection in an
Infrastructure type network

Reminder: If you have a Livebox, a modem router or a router connected to a modem and one or more
computers, your network will be in Infrastructure mode by default. In this mode, the WiFi adapters are
connected to your access point, which might be your Livebox, your Hercules Modem Router or your Hercules
Router connected to a modem. Infrastructure mode is ideal for exchanging data, online gaming, and also for
sharing an Internet connection and/or printer among several computers. Follow the instructions below to
finally free yourself from the cable that connects you to your modem... without cutting the links to your ADSL
connection. Viva the Wireless Attitude!

Proceed as follows for each computer that will use the shared Internet connection:

1. Connect to your wireless network (Hercules or
Currently connected to: Livebox_AAAA, for example).

Ay Hercules Al 2. Access the Network and Sharing Center. To do
"

=g Accesst Local only

so, click the network icon on the Windows
taskbar, then click the Network and Sharing
Center link.

3. Click the View status link.

Connect or disconnect...
MNetwork and Sharing Center
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In the Wireless Network Connection Status
window, click Properties.

General

Connection

In the Windows Vista confirmation window, click

IPv4 Connectivity: Local Continue.
IPv6 Connectivity: Limited
Media State: Enabled
55ID: Hercules
Duration: 04:40:27
Speed: 54,0 Mbps

Signal Quality: :!5!!

[ petais... || wirelessProperties |

Activity
Received

Bytes: 42

1 Wireless Network Connection Properties “_‘i 6. Inthe Wireless Network Connection Properties
Networing |Shasing] tab, select Internet Protocol version 4
onding | Sharing
(TCP/IPv4).

Connect using:
iKY Hercules Wireless G USB

7. Click Properties.

This connection uses the following items:

[w] % Cligrt for Microsoft Networks

W gaos Packet Scheduler

vl Q File and Printer Sharing for Microsoft Networks
. -& Intemet Protocol ‘u’ersmn 5

[ s Linke- Laj,rer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oKk || Ccancel
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General | Alternate Configuration

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

I (@ Obtain an IP address automatically I

(7) Use the following DNS server addresses:

| Advanced...

[ OK ]| Cancel |

Internet Protocol Version 4 (TCF’:’I_.PME PmE =rties ! - 8

9.
© Use e Tolowing P addre: 10.Do the same for Internet Protocol version 6

In the Internet Protocol version 4 (TCP/IPv4)
window, select Obtain an IP address
automatically and Obtain DNS server address
automatically.

Click OK to validate.

(TCP/IPV6).

To access the Intemet, simply launch your Internet
I (@ Obtain DNS server address automatically I browser.

4.3. Computers running Windows XP: Sharing folders, a printer

or an ADSL connection

A simple solution for sharing folders, a printer or an ADSL connection in Windows XP is to use the Network
Setup Wizard. This Wizard will help you create a real home network.

Note: the access paths mentioned below may vary slightly if you have modified the default display
configuration in Windows XP (meaning the Start menu properties and Control Panel display).

4.3.1.Windows XP: Using the Network Setup Wizard in an

Infrastructure network

Proceed as follows for each computer:

2 HyperTerminal

i;-_ Metwork Connections

& Mebwork Setup \Wizard
.'|1_=1| Mew Conneckion YWizard

Q Remote Desktop Connection
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1. Click  Start/All  Programs/Accessories/
Communications/ Network Setup Wizard.

The Network Setup Wizard is launched.
2. Click Next twice.
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The window opposite may appear if The Wizard

The wizad found ditconnecied network hardmare: found disconnected network hardware.

m

3. If your Hercules Wireless Adapter wireless

vt connsctins ed belon s Sacoenediad P ot vtk bl i qehNork connection is .not displayed in the list,
- tick the Ignore disconnected network
JB Lol i Cirwenstm 0Lk OFE G307 B Pl Ethwrrsd dsclogder faee ) hardware box, then click Next. Otherwise,

exit the Wizard by clicking Cancel and
establish the connection from your network
device to your router (if you use a Hercules
Figran dcmrrsbd e ot Wireless G PCI, USB or PCMCIA adapter,
please refer to the “The WiFi Station utility”
chapter of your User Manual).

| cBock W Mety || Coead |

The window opposite may appear if The Wizard

Do pou want fo use the thared connection? found a shared Internet connection on the
computer.

Rt AR At SRS A S LI e A EE 4. Select No, let me choose another way to
connect to the Internet, then click Next.

1D i vl B i et dsaibing shaiad connachon Bai Tk compuba’s Inlémet sEcadd?

(T1%ea. e e esinbing thared connection bor fhin computes's Infemet scosan iecommended)
() Mo, bl e chaoa another way 1o comnest o e Indemel

clack || tets | [ Caxca |
5. In the Select a connection method window,
Sulact a connection method | 5, | select the Other option.
hd

L 6. In the following window, select This
Lniect the sishsmerd Bhal bl desrsies the compuine .
S T s ot i s S T i coumi e et el computer connects to the Internet directly

B3 thes Irbairesl Sricuch tht ComadRer H

S e or through a network hub, then click Next.
71 Them cammguadv corrmsds b Do Dbt Hocugh arsthe oo on oy rebecl, o g

A immleritel gatev.

ey o shesgle

1 ke

e

Lawer: b abiadt boires o evuil bt ptortek condupurten;

[ ehaen | mews ||
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Metwork Soiup Wirard

Relect pour Intemet conneckion

Linloc] poast Irdomel comneckon ham B balovang el

Cornecinne
sl Netwadk Connaction 2 GJIllIIEEEmE!Ib-uU"EIAMﬂ
b iniery Hetwor Canection. Heso [

=i Local Area Lonnechion U-Link OF£-5307A PLI T ast Ethermel Saapier (iev.a)

?,n‘l Lt mcte about b by dheteimins your Infaimdt conraction,

Thix & confi i mol 1ec st

The robecrk conhgraalan you delachod o roll incommended Bocause mons Than ong
f ! evirgader connechi dinetly Lo the Inbsinel. Thein & o iehabin vy o shain hiss beleesn
enmpuier whils paoinchng your computet lom Inipmal iecunly Sanaly

el e armerais m etk u whed ol coogade conrec b e et tegh 4 g
g i thetaagh & resxieril guley.

The vzl wll rrvatle: the drdrert Cormecton Frowal [0F ] om s coepader I0F vl parterd
s comrpaiten froam Indranet sncurty vl bl f maght et prervend I comgudn bom shaimg
s wath cib crempdrs on pess reter

T beain sk befles retnadk, Configu st o advarced ntlworking Iachisgues sookcable 1
ﬁm wﬂ‘:m luimﬁﬂmmwﬁdmﬂlﬂ 8 Supean
-4

[obocs |[ Hmas | [ Coew |

Matwork Setup Wizard

Yo comgutes has multiple conmechion.

Wiens i it Bhar oew connoehan of s comgubsi TRe vasai] con "Tadge™ these
corrnchon. 50 thal ol compulees usng thsis Can commrscabe.

T vz e 40 kmow wheeh conrachions e fon pour nebweonk.

(52 Digd g appropn Bou e Flecommended]
7 Lt v it B e b i iy nelvk

Lo

Leam more about peheprd: Bridgrg

[cfock ][ Hem: ][ o ]
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7. If the window opposite appears, select the
Hercules Wireless network connection, then
click Next.

8. When this warning screen appears, ignore it
by clicking Next.

If you are using the Hercules Router, your
computers are already protected by the integrated
firewall.

9. If your computer has at least three
connections (or network devices), the window
opposite appears. In this case, let the Wizard
determine the appropriate connections.

10. Click Next.
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Matwark Setup Wizard

Giva Ehis compatan & descripticn snd nama,
Comgules daserphion Wiy vt como e
Enarmpias. Fasdy Floom Compule o Morcs's Compuim

FédalL'y
Fammpin. FAMILY ox WIINICS

Tha cirent Compier R @ wit-Comgaer

Crnguiim ruwre

Dome Intemet Service Prowidern [15P1) requine thet s use & ppeclic compute name. Thi iy
oiten e for computers with a cable

¥ thes iy the cave loe o computer, o ot change e compuber Fame provaded by you I5P,

Lesasm maoee shout competer namey grd degoiptiony

[ et [ Heer ][ Comel |

Matwark Selup Wizard

Hams pois aolrark.

Name pour nebwodic by specdhng & work geoun rams befow A romDebaty on pour e
shundd hren thin s vk g name

HOME
Examgles HOMWE e (FFICE

‘Workproun rame

cBack || Hews | [ Conent |

Metwark Setup Wizard
Fou'rn almost dons... "':"_.

B Vow e Ba o the Bebwark Sehun Winsd nnes onoaach ol e comguieey on pois
.‘1‘) erbmcals, T s B bt o caeagmaaes Hial s ol vy Wiafoned S E. s e L
B e 53 O i i ik b Inch
‘Wil A poa wark 0 do 7
(%) Dieale 3 Mebwodk, Sehp Ditk
{7 Lo T Msbwerk, Siabugs Dk | skmacks hanm
(7 Uk ey Windowe 4P LD
O3 dunk Finish thes wzand: | dion't nesed b rum fhe sizeed on off e compuien

11. Enter the computer name and a description, if
required.

Give the computer a name that is unique and
sufficiently distinctive, making it easy to recognize
on your network (my-computer, wifi-computer or
julie, for example).

12. Click Next.

13. Enter the workgroup name (HOME, OFFICE
or HERCULES, for example) and a
description, if required.

The workgroup name must be identical (be sure to
respect the case of letters) for all computers you
wish to link together in a network.

14. Click Next.

15. Verify the configuration settings you have
entered in the window that appears, then click
Next.

The Wizard configures the computer for the home
network. This may take a few minutes.

16. Before completing the procedure, you may
select the Create a Network Setup Disk
option. This consists of copying this Wizard
onto a storage medium (your choice of floppy
disk or USB key) so that it can be launched on
computers equipped with operating systems
other than Windows XP.

This operation is carried out automatically, once
you have selected a medium for saving the
Wizard.
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Matwark Setup Wizard 17. Click Finish to exit the Wizard.

- Completing the Metwork Setup
; Wizard s .
Once the procedure is finished, Windows XP may

i hiree dusgmsshuly sl g thes congaaes o hone o snal

oics remod g prompt you to restart your computer.

Frox laokgs walbs eatmes o small olficn nebwaahung, son the
Frllewpars bispmet i Hislps el Sl Canlind

= Ulgmg the Shareed Documents lokdsi

= ko Mics and lokiory

T sew other compriery om o retwel, chol, Sha, aed then
e, Wy s, Places

T chosn this reaand, cick, Frch

& The procedures described in this chapter are specific to Windows XP. For all other questions
related to sharing folders, a printer or an Internet connection, or on using Windows, please refer to the
Windows online help utility.

4.3.2.Windows XP: Sharing folders

After having configured all of your computers using the Network Setup Wizard, you can now share data
located on different disk drives, as long as the user has authorized access.

1. Select the folder you wish to share, without opening it.

My Music Propartias
Gereral | Shaimg h
e . B | LT e
.:. howira) arel ey i ?‘1'1'51' M|_|5||:
Toshaie lhe bolde roth olben s ol B comemtes | | | L G Tt
W58 ool g o the Shoee Docsmment ek .

T o sk U Poduden el i llicddein piresle 0 thal
nnly you have apeess, sednct the inlowing cherck s

2. Right-click the folder. Select Sharing and Security.

Metwoik ihanng and céousty

3. T shate s ke i ol ek o an e 3. In the Network sharing and security section of the
i it eer e Sharing tab, tick the Share this folder on the network
[] B this Indeder o thes nestwork box.

Shime name. | My Mubs

4. On the Share name line, enter the folder name as it will be
displayed on the network (12 characters maximum to
ensure compatibility with other operating systems).

[] dlinew restwace zres o changn my fies

Lot mose s sl arad st You can also tick the Allow network users to change my
T | files box. In this case, the user will be able to read files and

save any changes. If this box is not ticked, the shared files
can only be read, and not changed.
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&The [Shared folder name] Properties window is divided into two sections. Local sharing and
security only allows for the sharing of files among several users on the same PC. The files are then placed
in a Shared Documents folder. Network sharing and security, however, allows for the sharing of files
among more than one computer.

5. Click Apply to validate your choices, then click OK to

= close the window.
| e Ay Music , ) o
- - An icon representing a hand beneath the folder indicates that
the folder is now shared.

:& You can only share the contents of a folder, and not an individual file. We therefore recommend that
you create a folder specifically for this purpose where you will put files to be shared.

4.3.3. Windows XP: Accessing shared folders

To easily access folders set up for sharing by several computers, it is preferable that the computers belong to
the same workgroup. In Windows XP, the workgroup name has been defined using the Network Setup
Wizard.

1. Click Start/My Computer.

Network Tasks = 2. Click My Network Places, then click View workgroup

computers.
o Add anetwork place

& View network conmectioris You directly access the list of computers in your workgroup.

#) Set up & home or smal 3. Double-click the computer that is sharing the folders you
~ " affice network wish to access.
r“j Yiew workaroup computers | All shared folders appear.

4.3.4.Windows XP: Sharing a printer

It is possible to put a printer on the network and share it with all computers in the house equipped with a WiFi
adapter.

& To access a printer on the network, the printer must be set up for sharing on the computer where it is
connected and installed.
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On the computer connected to the printer:

& wifl printer Properiies F?'FEI

General| Sharg | oy | Advanced | Device Seitngs

W Vi can thae Thin prnbsr vt oiher UBEE on o el To
-‘2'.-1 erwble shanng lor this penesy, chok Shae thip ponbs

) Dvreal e Bhas puiwved

(%1 Snae M prres

Shae name. | e prnte]

Dirreery

¥ thes prwies = whussed el Lt s e ol ermnl versee of
Wik, pus mum sl by welall achilurd dhrems, s lhal B
utenn dho red heren b brd e el dievet when By conreed 1a
i Pt prniet

Auleltional Direere

[ o ][ cwes ||tk |

1. Click Start/Control Panel/Printers and Other Hardware/
Printers and Faxes.

2. Right-click the printer and select Sharing.

3. In the Sharing tab, select the Share this printer radio
button and enter a name for your printer.

Give the printer a name that is unique and sufficiently
distinctive, making it easy to recognize (my-printer or home
laser printer, for example). If one of your computers is running
Windows 98 SE, we recommend that the sharing name not
exceed 12 characters (without spaces) in order to ensure its
compatibility with this operating system.

4. Click Apply, then OK.

On the computers that will use the shared printer:

| Printer Tasks

[2] Add & printer
s Setup faxing
d
Lzl o7 Mabwaik ;
T widiwe] twt b e it e o G ol g I

Sedect the coaor e descnbe; Fe Drte pou ST 3wl

(D) Lol powtne i b Bt computi

(514 et Tarie. 0 & Do BEChed) 15 STOMT COPTUE

j [0 Bl S netak gk tal i rot stached 1 4 T v
..“J e P “Locsl preie” aplon

[ esax | mear ][ Cocw |

Add Prinier Wizard
2
o

Einsn i Prstar
ettt bt of fankons dpoean. sSiocl e i e e 1

Fortes | Lister poves

Gharecorrran
'13- Bl Windem: Higheod
T

-} E
E Py

Shahsi Aewdy Drismrfi g -]

[ amack [ himts | [ Caren |
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1. Click Start/Control Panel/Printers and Other Hardware/
Printers and Faxes. In the Printer Tasks section, select
Add a printer.

2. The Add Printer Wizard is launched. Click Next.

3. Select the A network printer, or a printer attached to
another computer option, then click Next.

4. In the window that appears, click Next to launch the
search for shared printers.

5. In the list displayed, double-click the computer connected
to the printer.

6. Select the shared printer, then click Next.

7. If you wish, set the shared printer as the default printer,
then click Next.
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Comoletng the Add Printer
Wizard

Toas horwe paccmichlly complened the dudd Pariestwiomd
o e e ooy prnias ieengi

[T Lsaas prnder

Telmdt

Hercules Wireless N Router

8. Click Finish to exit the Wizard.

You can now use the network printer thanks to your WiFi
connection. For more information on sharing a printer, please
refer to your printer's manual.

4.3.5.Windows XP: Modifying a workgroup name

It may happen that you need to change the name of your workgroup (advanced users only). To do so,

proceed as follows:

Systam Proparties E|@
Sydtern Metiooe Mupomane Updaler Remets

Tiarasial Conntries Mame Hairkeain Bdearend

\findnws uzes The infloving mdnemalion (o iderty yow eommiin
-, o ek e

Compudes descriphory Wy W] nrempuitr
Fon mwampler ' Kirchen Compate™ o "W anss

Camputer
Fill prumpuiies name: wih reenuer
Ydnebgrope HOME
Toienate that Compober of joe & wologie o, chch [horge

Ehanga

Computer Name Changes

You can change the nhame and the membership of thiz
computer. Changes may affect access to network resources.

Computer hame:

[ wifi-camputer

Full computer name:

wifi-compLter.

TR0 .

[HOME |
ak ] [ Cancel ]

1. Click Start/Control Panel/Performance and
Maintenance/System.

2. In the System Properties window, select the Computer
Name tab.

3. Click the Change... button.

4. In the Computer Name zone, enter a name sufficiently
distinctive that it can easily be recognized in the list of
computers for the workgroup (my-computer, wifi-
computer or julie, for example).

5. In the Workgroup zone, enter a name for the group
(HOME, OFFICE or HERCULES, for example).

The workgroup name must be identical (be sure to respect the
case of letters) for all computers you wish to link together in a
network.

6. A Windows message indicates that the task has been
carried out successfully and that you must restart the
computer.

7. Repeat this procedure for each computer.
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4.3.6.Windows XP: Manually enabling or disabling your adapter’s
WiFi connection (advanced users)

You can manually enable or disable your adapter's WiFi connection for a variety of reasons: to temporarily
avoid connecting to networks, save battery power, efc.

e T S
M Teg  Fahs

L ar High-Speed Intemet

el Bt Coretin

[rrprg—
B ETTr—

LA v P St [riter
AP ot Mg Speed Inter . D
Crexte Sharbost

Ko

Propesties

- Click Start/Connections/Show All Connections.

Verify that your Hercules Wireless network connection is
listed.

- If its status is Disabled, right-click your Wireless Network

Connection and select Enable.

- If its status is Enabled, right-click your Wireless Network

Connection and select Disable.

4.4. Computers running Windows 2000: Sharing folders, a
printer or an ADSL connection

To create a network of computers, share data, a printer or an ADSL connection in Windows 2000, it is
preferable that the computers belong to the same workgroup.

4.4.1.Creating a workgroup in Windows 2000

fiarsial  Heiwmork bdenfieshon |H.-n.\m-=| Waer Piutdes | Actiamesd |

CH|  wireioss unes B Iolsang inloamalion I dendily woor compaber
B el

My W Comguie
HOME

Full compeier name
Wiph g

2ix

T e the Mlaheod Idemidic s Wizsd 1o joe s i

omant and ol & beol v, chek et [ Ntk 0 |

T rndires i Commpetin of fou) i domnn, chek [rr——

Pacpestis —I
Identification Changes i 2|

'ou zan change the name:and the membership.of this
computer. Changes may affect access to netwark resources,

Computer name:

by "iFi Comptiter

Full computer name;
My WiFi Computer.

- Member of
" Damair:

|
& warkgroup:
[HOME
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1.
2.

Click Start/Settings/Control Panel. Double-click System.

In the System Properties window, select the Network
Identification tab.

Click the Properties button.

In the Computer name zone, enter a name sufficiently
distinctive that it can easily be recognized in the list of
computers for the workgroup (my-computer, wifi-
computer or julie, for example).

In the Workgroup zone, enter a name for the group
(HOME, OFFICE or HERCULES, for example).

The workgroup name must be identical (be sure to respect the
case of letters) for all computers you wish to link together in a
network.

6.

Click OK. A Windows message indicates that the task has
been carried out successfully and that you must restart the
computer.

Click OK once more.
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4.4.2.Windows 2000: Sharing folders

My Pictures Properties
Grnenl - Shanm |

- 1 ioed man e L boldes among otfer )

loikgei,

™ e ract shars this feldes
1% Ghiewe e fokde

i 1)

VIRE
.;_—s.--l nntwnek. To enahle shaning for this loides, click Sheen this

Shoan name |h'|l_lr‘-\:lue.'

Crammar |
|zt ik T s glowed

r .ﬂ.lwi _1; Ugsiz

Frdeder ceeres tha nrdewuk | rck Pr
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1. Select the folder you wish to share, without opening it.
2. Right-click the folder. Select Sharing.

3. Inthe Sharing tab, select Share this folder.

4

. On the Share name ling, enter the folder name as it will
be displayed on the network (12 characters maximum to
ensure compatibility with other operating systems).

You can also limit access to the folder by selecting a limited
number of users and the type of access by clicking the
Permissions button.

5. Click Apply, then OK.

4.4.3. Windows 2000: Accessing shared folders

Folders

x

m Deskkop

= -Zfﬂ My Documents

B My Pictures

el U Iy Camputer

|— - % Iy Metwork Places

B se-' Entite Mebwork

P I':,".,,i“" Microsoft Windows Mebwork,
-

gl Wiorkgroup

|

1. Click Start/Programs/Accessories/Windows Explorer.

2. Double-click My Network Places, Entire Network, then
Microsoft Windows Network.

3. Double-click your workgroup.

You access the list of the computers in your workgroup.

4. Double-click the computer that is sharing the folders you
wish to access.

All shared folders appear.

4.4.4. Windows 2000: Sharing a printer

It is possible to put a printer on the network and share it with all computers in the house equipped with a WiFi

adapter.

AA To access a printer on the network, the printer must be set up for sharing on the computer where it is

connected and installed.
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On the computer connected to the printer:
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Additional Drivers... |
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1. Click Start/Settings/Printers.
2. Right-click the printer and select Sharing....

3. In the Sharing tab, select the Shared as: radio button and
enter a name for your printer.

Give the printer a name that is unique and sufficiently
distinctive, making it easy to recognize (my-printer or home
laser printer, for example). If one of your computers is running
Windows 98 SE, we recommend that the sharing name not
exceed 12 characters (without spaces) in order to ensure its
compatibility with this operating system.

4. Click Apply, then OK.

1. Click Start/Settings/Printers. Double-click the Add
Printer icon.

2. The Add Printer Wizard is launched. Click Next.
3. Select the Network printer option, then click Next.
4. Click Next to locate the shared printer.

5. In the list displayed, double-click the computer connected
to the printer.

6. Select the shared printer, then click Next.



HWNR-300 Hercules Wireless N Router

paimmervod 7. If you wish, set the shared printer as the default printer,
etauh Poniy then click Next.

inw cowrputn sl shremyt o] deumeri s b the e i i s e r_':_
8. Click Finish to close the Wizard.

You can now use the network printer thanks to your WiFi
connection. For more information on sharing a printer, please
refer to your printer’s manual.

Do o et P ‘wincioses-Leaond SROGEIRG 10 W68 Pl Dty 0 e Ot prene 7
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M

[ ] |

4.4.5. Windows 2000: Modifying a workgroup name

It may happen that you need to change the name of your workgroup (advanced users only). To do so,
proceed as follows:

X - gth Start/Settings/Control Panel. Double-click
General  Metwork Identification | Hardwarel User Prnfilesi Advancedl y5tem

ﬂ Windows uzes the following information to identify your computer 2 |n the SySte_n_l P_ropertles W|ndOW, SeleCt the

= Network Identification tab.

Full computer name: My-iFi-Computer. 3. Click the Properties button.

‘warkgraup: HOME

i the k Identification ‘Wizard to joi

e e Netwtk 0 |

Ta rename this computer of join a domain; click Properties |
Properties.

e 4, In the Computer name zone, enter a name
Identification Changes j’_’jﬂ - L. . . .

= sufficiently distinctive that it can easily be recognized

‘T'ou can change the name and the membership of thiz in the list of computers for the workgroup (my_

camputer, Changes may affect access ta nebwark resources,

computer, wifi-computer or julie, for example).

T 5. In the Workgroup zone, enter a name for the group
Wiy WiF | Computer (HOME, OFFICE or HERCULES, for example).

Full computer name:

My WiFi Compttar The workgroup name must be identical (be sure to

respect the case of letters) for all computers you wish to

Witia | link together in a network.

- Wermnber of 6. Click OK. A Windows message indicates that the

& Domain: task has been carried out successfully and that you
| must restart the computer.

2 l""mkgf”“p: 7. Repeat this procedure for each computer.
HOME

(] 4 I Cancel |
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4.4.6.Windows 2000: Sharing an ADSL connection in an
Infrastructure network

Proceed as follows for each computer that will use the shared Internet connection:

iQ

[ FL oot ranris and Dol-mp Cmrwvstfinns
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Connections
r Crada Birtod
Lot sl Area Comttion &
L
Trpe LAN Cordtwaticn ¥
’ =
| i Wi o & T
| Tiemiaes e propees of He sserted posrmon
2]
Lereial | Sau!-nl
Connécl usirg
|q Heseides Winkess
[ty |
Components checknd ae usad by this coreechior
¥ ) Cher bor Mizosoll Helworks
o] ol Fibe snd Printes Shisiireg for Micronot Meseorks
¥ 0 AFGIS Pradnenl IFEE B2 13005
st | Lrisind Fiopesiis |
Tearamizsion Conteol Profecolinirenet Proinenl The dedal
wide ares retwaork, probocod that prosiches ComimuUne stion
acioes dvesss mleconneched rebvoaks.
o Shopy Kor o Ll wien oorreched
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General I

YVou can get IP settings assigned automatically if your netwark supportz
this capability. Otherwise, you need to ask wour network administratar for
the appropriate IP settings.

T Lign the Tl 1P sk
R
—
)

= (ptan DMY ser sdder suomalzaly
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7.

. Click Start/Settings/Network and Dial-up Connections.

Select the connection to the local area network
corresponding to your Hercules Wireless G device.

Right-click the connection and select Properties.

In the Local Area Connection Properties window, select
Internet Protocol (TCP/IP).

Click Properties.

In the Internet Protocol (TCP/IP) Properties window,
select Obtain an IP address automatically and Obtain
DNS server address automatically.

Click OK to close the windows.

Windows may prompt you to restart your computer.

To access the Internet, you can now simply launch your
Internet browser.
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4.4.7.Windows 2000: Manually enabling or disabling your
adapter’s WiFi connection (advanced users)

You can manually enable or disable your adapter's WiFi connection for a variety of reasons: to temporarily
avoid connecting to networks, save battery power, etc.

To manually enable or disable your adapter’s WiFi connection in Windows 2000:

- Access the Device Manager.

- Select your WiFi adapter in the list of network adapters.

- Right-click your adapter and select Properties.

- To enable your adapter, select Enable. To disable it, select the Disable option.

For more information on manually enabling or disabling the adapter in Windows 2000, please refer to the
Windows online help utility.

4.5. Computers running Windows Me: Sharing folders, a printer
or an ADSL connection

A simple solution for sharing folders, a printer or an ADSL connection in Windows Me is to use the Home
Networking Wizard. This Wizard will help you create a real home network.

4.5.1.Windows Me: Using the Home Networking Wizard in an
Infrastructure network

= r : 1. Click  Start/Programs/Accessories/Communications/

' Lot Hlerkng Home Networking Wizard.

B2 Home Metworking \Wizard L

. _ _ The Wizard is launched.

Q[‘;) Internet Connection '/ izard 2. Click Next.

E MSM Meszzenger Service

ad Mettdesting A If you have already used this Wizard on this computer,

t% . the Setup Options panel appears. Select | want to edit my
Phaone Dialer Home Networking settings on this computer, then click

Next.

User Manual — 69/101



Hercules Wireless N Router

HWNR-300

T

|mbeirvet Commeot e
B comndules caacreds he Jtemet dischi o e e thaed conrection o
e e

T poni v Fre beevrust o s congim
ezt coingutes s Bae Bl

™ cormectin ki it Comgutie on ey e et Bl frovdes doct Koss
i e il s farntes FLP]

15 A gt comremceon b ey 155w th folkoveryg deveos

™ Mg, B compule doed not we e iniemet.

o [Ho]

Cancat |

Intemnet Connestion Shameg
ey Tun e COMEAET B ROrEIeg D PR PO N, WIS D CORpRAR i
In pour Bome oan sooeen e el

Do pou r? pihey compuiiens O PO fome Pefrat D e e inemel connecien on
LT

Lt ]
Sdect e v il cormmity i ompute 1 o e nsssork

[ = g

15 My |t gt ) sy vy oot covremiar

s =]

I'An'.-l

sinme Metworking Winmd

Compster aned wonkninup mamez.
Lo compaiel on vour Mo reirrl Fis Fve 8 UPegue R o Delang i
e mare o oD

&

Conpuie Nare
T o urnum name 4o B Conpabe. hon eosie. T amidtoon ' Hary

Cownguitni mads

Wik e Ml

ek g ol e i (o o Exrrgatin o i o neteork, I vl o osd
reamhadi ol & holidahs Hhd diad ackdivis

1 Use e edad vk prou niares HSHOML |isconmended]

MEHL

i e e gk gy rarme

tEnnlﬂr-ni Caerl |

#ame Metworkimg 'Wizmd x|

Sheen ez sed primes -~
Vo cean phse foiciens andl patecs on i compte Fath UL oot e h{*

stwnd conpuUiet:

et the chech Dow belosy Ior Fbay o vaard 1o Hhase vl ot Compaben] o e
Bome netvor. Clas the cheek bos bar ary 1esouce pou dosl man o ware

Dacnacsd

St et e bt [ Grsie pward 83 tharm vt yibee Cormgasing om e
Fam et Cham i checd, (o ben [rrims o dont wank &) cham

e

Tathars adtionl okt of portees on poin woopat, Sick Sie, cich B, ol
Mty o it B ] ] in ks Hals 1 e wu] St

-:B.ulﬂ-ni |

70/101 — User Manual

3. In the Internet Connection window, select the A direct
connection to my ISP using the following device:
option.

4. Select your Hercules Wireless G adapter in the drop-
down list, then click Next.

5. If the Internet Connection Sharing window appears,
select No, | do not want to share my Internet
connection.

6. Click Next.

7. Enter the computer name.

Give the computer a name that is unique and sufficiently
distinctive, making it easy to recognize in the list of
workgroup computers (my-computer, wifi-computer or julie,
for example).

8. Select the Use this workgroup name option and enter
the workgroup name (HOME, OFFICE or HERCULES,
for example).

The workgroup name must be identical (be sure to respect
the case of letters) for all computers you wish to link
together in a network.

9. Click Next.
10.I1f you wish, you can enable sharing for the My
Documents folder by ticking the My Documents folder

and folders in it box. In this case, the Wizard will
prompt you to enter a password.

11. If you wish, you can enable sharing of your printer by
selecting it in the list.

12. Click Next.
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13.Before completing the procedure, you may copy this
e e 8 v 3 i etk Wizard onto a setup disk so that it can be launched on
S i R e Ml ot e bl o computers equipped with operating systems other than
e e Windows Me. In this case, select the Yes, create a

St Home Networking Setup disk option.

T Fow PR 1 e 1 Moo Kimeptang St oub T
i [oc conate o Fomm Fetcitng feng dek

T Mg oo no oems o Mo oot ng S deb

This operation is carried out automatically, once you have
selected a medium for saving the Wizard.

teme Ketmories Mo =l 14. Click Finish to exit the Wizard.

Completing the Home Metworking
wizard

Tne e statingvoud ey ek g change Once the procedure is finished, Windows Me prompts you
et st Hore it o S 4 to restart your computer. Once your computer has

oty thet chil b tha Aoy die

st e e e, Wik restarted, a message invites you to configure your other

biadn e Torwnt Tk Sindt sleke Badn sk o

Mabsorking snd than chick Ll sing liowva: Nahaodorg com uters
Fia oo ey o olek Fet. B pou e peomphid foseshan p :
yin et ik Vet

T (e

4.5.2.Windows Me: Sharing folders

After having configured all of your computers using the Home Networking Wizard, you can now share data
located on different disk drives, as long as the user has authorized access.

Select the folder you wish to share, without opening it.
Right-click the folder. Select Sharing.

Metwork E
Configuration  |dentification IAccess Contral l
windows uses the following information to identify pour

1.

2.

3. Inthe Sharing tab, select Shared As.
——j¢ computer onthe network. Please type a name for this 4

Pl . On the Share Name line, enter the folder name as it
computer, the workgroup it will appear in, and a short , .
description of the computer. will be displayed on the network (12 characters
maximum).

Computer name: lwifi-computer

Wakgo:  [FOME You can also limit access to the folder by selecting the
type of access and a password.

Computer

Drescription: 1!‘«15.! Wk campter

&If the Sharing tab does not appear, you must
enable file sharing.

oK I Cancel
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File and Print Sharing ZIx]i 1. Click Start/Settings/Control Panel. Double-click
Network.

2. In the Network window, click the File and Print
Sharing... button.

3. Tick the I want to be able to give others access to

¥ 1 want to be able to give others access to m files:

™ | want to be able to allow others to print to my prinker(s).

ok | cocel | my files box.
Windows may prompt you to insert the installation CD-
ROM.

4.5.3. Windows Me: Accessing shared folders

To easily access folders set up for sharing by several computers, it is preferable that the computers belong to
the same workgroup. In Windows Me, the workgroup name has been defined using the Home Networking
Wizard.

1. Click Start/Programs/Windows Explorer.

M B t
kRS 2. Double-click Network Neighborhood and expand it.

&3
g Internet Explorer
=i,
=

Netwark Neighborhood You access the list of the computers in your workgroup.
ﬂ] Entire Metwark
ﬁ Home 3. Double-click the computer that is sharing the folders you

5 E} wish to access.
All shared folders appear.

Wif-computer

4.5.4.Windows Me: Sharing a printer

It is possible to put a printer on the network and share it with all computers in the house equipped with a WiFi
adapter.

A To access a printer on the network, the printer must be set up for sharing on the computer where it is
connected and installed.

On the computer connected to the printer:

Home: piintor Propties B 1. Click Start/Settings/Printers.
Basphica | 1 Fania) | 17 D Dilacra | 72" Posiscaed 2. Right-click the printer and select Sharing.

R | LA wae: || e 3. In the Sharing tab, select the Shared As radio button and
(‘: ::" ‘“"c‘l":'_] enter a name for your printer.
) S Give the printer a name that is unique and sufficiently
e distinctive, making it easy to recognize (printer or wifi printer,
LComment: Ihome prirker fOI" eXample)
Password: I 4 ClICk Apply, then OK
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File and Print Sharing HE

™ | wart to be able to give others access to my files.

¥ i warlt to be able to allow others to print to my printers);

oK I Cancel |
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:& If the Sharing tab does not appear, you must enable file
sharing.

1. Click Start/Settings/Control Panel. Double-click
Network.

2. Inthe Network window, click the File and Print Sharing...
button.

3. Tick the | want to be able to allow others to print to my
printer(s) box.

Windows may prompt you to restart your computer.

On the computers that will use the shared printer:

Hirer 1 s i licbem b e e

I i deectly allached i poag comoler, chol, Local
Prinkss IF it i itiechaad o Brofhar conpiter. chok Matad:

)

[

& Hoieeek, prebed

ALY

(e

i Back I Kl 3 I Cancel

Printe X

Select the network, printer that you want ko add.
Mote: Printers are usually attached to computers.

MHetwork Neighborhood
E]wﬂ; Entire Metwork
E---Q Wifi computer

T s, 3

(]9 I Cancel |

F’ e 0 £ et B P o Pt Bl 0 jadi ) L1
A hm!wﬂﬂbm“mmmhﬁhd.
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;_; Errden e
L"'-:' & [ =
\

- (Do yoy ek o eincdem Based procpamy o use i
= erber e the dsloul prder?

-
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1. Click Start/Settings/Printers.  Double-click the Add
Printer icon.

2. The Add Printer Wizard is launched. Click Next.
3. Select the Network printer option, then click Next.
4. Click Browse... to locate the shared printer.

5. In the list displayed, double-click the computer connected
to the printer.

6. Select the shared printer, then click OK.
7. Click Next.

8. If you wish, set the shared printer as the default printer,
then click Next.

9. Click Finish to close the Wizard.

You can now use the network printer thanks to your WiFi
connection. For more information on sharing a printer, please
refer to your printer’s manual.
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4.5.5.Windows Me: Modifying a workgroup name

It may happen that you need to change the name of your workgroup (advanced users only). To do so,

proceed as follows:

T
Network

Configuration | dertification I.&ccess Eontloll

ig Windows uses the following infarmation to identify yaur
(== computer on the network. Please tipe a name for this
computer, the workgroup it will appear in. and a short
dezcription of the computer.

Computer harme: ’wifi-computer

wiorkgroup: IHDME

Computer

B iM_\J WiFi computer

Ok I Cancel |

. Click Start/Settings/Control Panel. Double-click

Network.

2. Select the Identification tab.

In the Computer name zone, enter a name
sufficiently distinctive that it can easily be recognized
in the list of computers for the workgroup (my-
computer, wifi-computer or julie, for example).

In the Workgroup zone, enter a name for the group
(HOME, OFFICE or HERCULES, for example).

The workgroup name must be identical (be sure to
respect the case of letters) for all computers you wish to
link together in a network.

5.

Click OK. A Windows message indicates that the
task has been carried out successfully and that you
must restart the computer.

Repeat this procedure for each computer.

4.5.6.Windows Me: Manually enabling or disabling your
adapter’s WiFi connection (advanced users)

You can manually enable or disable your adapter's WiFi connection for a variety of reasons: to temporarily

avoid connecting to networks, save battery power, etc.

To manually enable or disable your adapter's WiFi connection in Windows Me:

- Access the Device Manager.

- Select your WiFi adapter in the list of network adapters.

- Right-click your adapter and select Properties.

- To enable your adapter, select Enable. To disable it, select the Disable option.

For more information on manually enabling or disabling the adapter in Windows Me, please refer to the

Windows online help utility.
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4.6. Computers running Windows 98 SE: Sharing folders, a
printer or an ADSL connection

To create a network of computers, share data, a printer or an ADSL connection in Windows 98 SE, it is
preferable that the computers belong to the same workgroup.

4.6.1.Windows 98 SE: Creating a workgroup

Hetwork [ 7]

Configuration  Identification IAccess Eontroll

(B3] Windows uses the following infarmation to identify your

=1 computer on the netwark. Pleaze type a name far this
computer, the workgroup it will appear in, and a short
description of the computer.

Computer name: !wifi-computer

whork group: iHDME

Computer

Description: iMP WIFECmipLte

oK I Cancel I

1. Click Start/Settings/Control Panel.  Double-click
Network.

2. Select the Identification tab.

3. In the Computer name zone, enter a name sufficiently
distinctive that it can easily be recognized in the list of
computers for the workgroup (my-computer, wifi-
computer or julie, for example).

4. In the Workgroup zone, enter a name for the group
(HOME, OFFICE or HERCULES, for example).

The workgroup name must be identical (be sure to respect
the case of letters) for all computers you wish to link
together in a network.

5. Click OK. Windows prompts you to restart your
computer.

6. Repeat this procedure for each computer.

Note: to modify the name of a workgroup, follow the same procedure.

4.6.2.Windows 98 SE: Sharing folders

General  Sharing |

are Name: IMY MUSIC

LComment: !

Access Type:
' Read-Only
© Full
" Depends on Password

Passwards:

Fiead-Only Pazzword: I

My Music Properties EHE

QK I Cancel Apply

1. Select the folder you wish to share, without opening it.
2. Right-click the folder. Select Sharing.

3. Inthe Sharing tab, select Shared As.
4

. On the Share Name line, enter the folder name as it
will be displayed on the network (12 characters
maximum).

You can also limit access to the folder by selecting the
type of access and a password.

& If the sharing tab does not appear, you must enable
file sharing.
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File and Print Sharing B i
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1. Click Start/Settings/Control Panel.  Double-click
Network.

2. In the Network window, click the File and Print
Sharing... button.

3. Tick the | want to be able to give others access to
my files box, then click OK.

4. Click OK to close the window.

Windows may prompt you to insert the installation CD-
ROM and restart the computer.

4.6.3. Windows 98 SE: Accessing shared folders

===

[+ i. My Docurnents

- @ Internet Explarer

=-gs
I_I

|+

Metimork, Meighborhood
ﬂj Entire M etworlk,

1. Click Start/Programs/Windows Explorer.
2. Double-click Network Neighborhood and expand it.

You access the list of the computers in your workgroup.

3. Double-click the computer that is sharing the folders you
wish to access.

All shared folders appear.

4.6.4.Windows 98 SE: Sharing a printer

It is possible to put a printer on the network and share it with all computers in the house equipped with a WiFi

adapter.

& To access a printer on the network, the printer must be set up for sharing on the computer where it is

connected and installed.

On the computer connected to the printer:

Hrme: pairter Pinperie: E1E3
Gimbws | Fonls | DesceOpbons | Pustboml
Gererl | Dieaih Shair | Popm
f"Ng!b'hared
¢ Shared &%

Share Mame: IHDME
LComment: Ihome printer
Password: I
()8 Cancel
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1. Click Start/Settings/Printers.
2. Right-click the printer and select Sharing.

3. In the Sharing tab, select Shared As and enter a name
for your printer.

Give the printer a name that is unique and sufficiently
distinctive, making it easy to recognize (printer or wifi
printer, for example).

4. Click Apply, then OK.

& If the Sharing tab does not appear, you must enable
file sharing.
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File and Print Sharing | 7] ﬁ

¥ | warit to be able to give others access bo my files

™ | want to be able to allow others to print b my printer(s).

ok I Cancel |

Hercules Wireless N Router

1. Click Start/Settings/Control Panel.  Double-click
Network.

2. In the Network window, click the File and Print
Sharing... button.

3. Tick the | want to be able to allow others to print to
my printer(s) box.

Windows prompts you to restart your computer.

On the computers that will use the shared printer:

rj Hires e i st bem] b ras: comgades
!
118 = deectly attached o yeg comper, cicl, Local
s Pt IFi i antichad 1o arnothar computer, cicl; Matvad:
D S| Pl
— |
'._-_'.1 ™ Locl pntas
\d & Hewtook porved
-
I —
# Back I il 3 I Cancel
= |
Browse for Printer 7] x|

Select the network printer that you want to add.
Mote: Printers are usually attached to computers,

MHetwork Neighborhood
E]J; Entire Metwork
E---Q Wifi computer

Ok I Cancel |

Y A Ry B Pt I Pt PTEL O o E L
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1. Click Start/Settings/Printers.  Double-click the Add
Printer icon.

2. The Add Printer Wizard is launched. Click Next.
3. Select the Network printer option, then click Next.
4. Click Browse... to locate the shared printer.

5. In the list displayed, double-click the computer connected
to the printer.

6. Select the shared printer, then click OK.
7. Click Next.

8. If you wish, set the shared printer as the default printer,
then click Next.

9. Click Finish to close the Wizard.

You can now use the network printer thanks to your WiFi
connection. For more information on sharing a printer, please
refer to your printer’s manual.
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4.6.5.Windows 98 SE: Sharing an ADSL connection in an
Infrastructure network

Proceed as follows for each computer that will use the shared Internet connection:

o 1. Click Start/Settings/Control Panel.  Double-click
Corfusaion | ericoion| Aconss Conid | Network.
; : 2. In the Configuration tab of the Network window
The follswing components ’
T mmm. S Fi select the TCP/IP -> Hercules Wireless G component.
Bt et i 3. Click Properties.
4 ILPAF < DLk DFE-S301 PO Fasd E kel Adaote |

-» Hercules Wireleis G

Add... | Femove | Properties |

Primary Metwork Logon:

[Micrasaft Family Lagon ~|
1 o = —

File and Print Sharing... |

Description

TCPAP is the protocol you use to connect ta the Internet and
wide-area networks.

oK I Cancel |

TP - 4. In the IP. Address tab, select Obtain an IP address
automatically.

Bindngs | Advanced |  MeliDs |
DM5 Configuration I Gateway I WINS Corfiguration 1P Address

A0 IP address can be automatically assigned to this computer.
If your network. does not automatically assign |P addresses, ask
your network. administrator for an address, and then type it in
the space below.

& Obtain an P address automaticalls

’,("' Specify an |P address:

B Sddiess:

()8 I Cancel
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TCPAP Properies. ) 5. In the Gateway tlab, if there are gateways installed,
— select them and click Remove.
Bindings I Advanced I MetEIOS I
DNS Configuration  Gateway | WS Configuration I IP Address 6 C||Ck OK to Close the W|ndOWS
The first gateway in the Installed Gateway list will be the default. W[ndOWS may prompt yOU to restar‘t your Computer
The address order in the list will be the order in which these

machines are used.

To access the Internet, you can now simply launch your
Internet browser.

Hew gateway:

D e sad |

Installed gateways:

| Eemave |

()8 I Cancel |

4.6.6.Windows 98 SE: Manually enabling or disabling your
adapter’s WiFi connection (advanced users)

You can manually enable or disable your adapter's WiFi connection for a variety of reasons: to temporarily
avoid connecting to networks, save battery power, efc.

To manually enable or disable your adapter’s WiFi connection in Windows 98 SE:

- Access the Device Manager.
- Select your WiFi adapter in the list of network adapters.
- Right-click your adapter and select Properties.

- To enable your adapter, select Enable. To disable it, select the Disable option.

For more information on manually enabling or disabling the adapter in Windows 98 SE, please refer to the
Windows online help utility.
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5. WIFI MANAGER N FOR ADVANCED USERS

WiFi Manager N has been designed to respond to the needs of the widest cross-section of the public. Thus,
after having explained the most useful functionalities in the previous chapters, we dedicate this chapter to
users who wish to take advantage of the subtleties of WiFi, and explore their Router's more advanced
functionalities. But be careful! Modifying certain settings may have a negative impact on the proper
functioning of your network, and therefore on your Router. You should bear in mind, however, that nothing is
irreversible, and that you can always retumn to the original configuration or reload a personalized configuration.

A In certain cases, your settings will only be taken into account after WiFi Manager N has restarted.

5.1. Configuring your WiFi network’s advanced options

AA This window contains the settings which affect the functioning of your Hercules Router. If you do not
know their functions, we recommend that you keep the default settings.

-In the General settings window, click the Your
C’ﬁ @ﬁj)) WiFi connection settings button.

- In the Your WiFi connection settings window,
Expert WiFi settings click the Expert WiFi settings button.

o [—

- The Fragmentation threshold consists of defining
Fragmentation threshold: |2346 the size at which data packets are fragmented. |If
the size is less than the predefined amount, the
packet is not fragmented. By contrast, if the size is
greater, the packet is fragmented before being
transmitted, then reconstituted at the access point.

Fragmentation lets you improve the success of
transmissions.

o -When an RTS threshold is defined, the wireless
RTE threshold: 2347 | device asks the access point for authorization to
transmit data, thereby avoiding data arriving

simultaneously (risk of collision).

Modifying the RTS threshold may affect your
Router’s performance.

fhsEor Perad: Moo -The Beacon Period.allt_)ws you to define the
- wireless network detection interval.

. -The DTIM interval corresponds to the
OTIM: 3 interval between two synchronous frames containing
information on the transmission messages.
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- The Data Rate corresponds to the speed at which

data packets are transferred, both being sent and

Data rate:  |Auto ¥ received. It is set to Auto by default, but can be
- adjusted from 1Mbps (min) to 54Mbps (max).

- The N Data Rate is specific to the transfer of data
in the 802.11n standard. The values vary from
MCS0 to MCS15.

M Data rate: | Auto

Channel bandwidth: (&) Auto 20/40MHz () 20MHz - Select the channel bandwidth.

Select bandwidth of 20MHz (on one channel) to limit
interference, or define a higher bandwidth, 40MHz
(two channels), for transmission of your data in total
comfort.

- The Preamble type defines the size of WiFi
packets. A Short preamble optimizes transfer rates
at the expense of WiFi coverage. A Long preamble
(selected by default) favors WiFi coverage by way of
longer latency times.

- If you do not wish for your network to broadcast its
name, select the Disabled radio button.

Preamble type: () Long preamble & Short preamble

Broadcast ESSID: %) Enabled ) Disahled

If the SSID is hidden, the name of the network will
not be displayed during detection by a WiFi client
(the Network name (SSID) is empty in Hercules WiFi
Station N, for example).

Be sure to remember this name, as you will need it
to connect your WiFi devices.

-CTS (Clear-To-Send) protection guarantees the
connection of wireless B, G and N devices to the
Hercules Wireless N Router when using wireless B,
G and N devices at the same time on the network.

Enabling this function may reduce the speed of your
Hercules Wireless N Router.

CTS protect: O Auto O Always & MNone

5.2. Configuring your Internet firewall

In this chapter, you will learn how to lower certain defenses in order to authorize access to your computers or
your IP or WiFi camera for specific Interet services (P2P, web/FTP servers, viewing your camera on the
Internet...), or shore up other defenses to limit access on a specific computer to certain remote or Internet
services. Finally, you also have the possibility of redirecting all Internet requests to a computer whose
address you have specified.

5.2.1.0pening doors in your firewall to put your camera online or
authorize access for a computer to certain Internet services

If you wish to put a camera online, or if you would like for your computers to be able to either provide specific
Internet services (P2P, web/FTP servers...), or access specific services, you will have to open up mini-
drawbridges (referred to as ports) in your firewall using port forwarding.
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To put your camera online or authorize access to one or more of your computers
for specific Internet services (automatic mode):

——— - - - On the home page, select Your Internet
Your Internet firewall settings . .
firewall settings.

- Click the Port Forwarding button.

Port Forwarding

P Fredefned soclicatons B -In Fhe _Add a rule list, select a predefined
ModV the brédéfined rite ; apphcatlor.l: Webcgm or IP camera, Peer to
e Peer, Online gaming...

SEMVICS Manme

Computer on which the service will be apphed: | Computer v -Select the name of the computer,

ar connected to the Router, on which the

IF address | [ § service will be applied, or enter its IP

address.

Fratodol TCELUDPE - . ) .
= -The other settings are filled in

Fort range '{

automatically.
TCP ports LDF ports

SLart, port SEArt peort
End part End port

& If you wish to modify the default number of ports and save the rule with different values than those

predefined, click the “ icon.
Next, enter the new port numbers.
This procedure does not modify the default values entered in the Router, but rather creates a new rule.

If you subsequently remove this rule, then add it again, the modifications you have made will be lost and the
default values will apply.

- Click the Add button.

The computer is added to the list. You can
then modify, remove or view the contents
of the list.
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To put your camera online or authorize access to one or more of your computers
for specific Internet services (manual mode):

. . = -On the home page, select Your Internet
Your Internet firewall settings . .
firewall settings.

- Click the Port Forwarding button.

Port Forwarding

P Credeinad etolicaions B - In the Add a rule list, select Other rules.
Madify the predefined rule J - Enter the service name in the dedicated
Service name zone (for example, peer to peer).
Computer on which the service will be appbed: | Computer - -Select the name of the computer,
£ : connected to the Router, on which the
" andress e service will be applied, or enter its IP
Frotot i address.
TOTC0] TCFEUDF »
Part range .4 - Select the protocol (TCP, UDP or TCP
and UDP).
TCP parts LDP ports .
Scenario 1: you enable the range of ports
o sk -Enter a value in the Start port and End
End part End port

port fields (between 1 and 65535).

You can specify a single port by entering the
same start and end port.

The fields for external and internal ports will
be inaccessible and will take on the same

value.

Scenario 2: you disable the range of
ports

The fields for start and end ports will be
inaccessible.

-Enter a value in the External port and
Internal port fields.

The external port corresponds to the port on
the Router at which the request arrives
(connection to the Intemet, for example). It
is supplied by your ISP. The intemnal port
corresponds to the port to which the request
s redirected.

You can specify a single port by entering the
same external and internal ports.

- Click the Add button.
The computer is added to the list. You can

then modify, remove or view the contents
of the list.

- Click the Modify button to validate your
settings and return to the home page.
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9.2.2.Limiting access of one of your network computers to

Internet services

By default, the computers are able to access all Internet services. If you wish to limit access on one specific
computer to certain Internet services, however (Internet access, Peer to Peer sites...), you can use the IP

address filtering and website blocking system.

To limit access on a specific computer to an Internet service (filtering method by

IP address):

Your Internet firewall settings

IP Filtering
Add u rule
service name Lomputers’ 1¥ addresses  startport  Lod port

Currantly defined sarvices;

Service Computers' 1P Start Lnd
LR name addrrsses part part | Memove

- On the home page, select Your Internet firewall
settings.

- Click the IP Filtering button.

-Enter the service name (for example, FTP
server).

-Enter the IP address or the range of IP
addresses of the computers in question.

- In the drop-down list, select the service type that
will be blocked.

- Select the protocol (TCP, UDP or TCP and
UDP).
- Enter a value in the Start port and End port
fields.

If you only open one port, the Start port and End
port (external port) will have the same value.

- Click the Add button.

The service is added to the list. You can then
modify, remove or view the contents of the list.

- Click the Modify button to validate your settings
and return to the home page.

To limit access on a specific computer to an Internet service (website blocking

method):

Webgite addrezs or keywaord

- On the home page, select Your Internet firewall
settings.

- Click the IP Filtering button.

- Enter the website you wish to block by entering
its URL (www.example.com).

Or:

- Enter a keyword (for example, violence), which
will block access to any site containing this word.
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- Click the Add button.
Website address or

keyword: Remove The website or keyword is added to the list. You
can then remove contents from the list .

- Click the Modify button to validate your settings
and return to the home page.

5.2.3.Redirecting Internet requests to a specific computer

To protect the computers on your network from any unwelcome Internet requests, you can create a
demilitarized zone (or DMZ) which will redirect these requests, on whatever port, to a specific computer. This
computer will process the requests according to the type (game server, FTP server...).

/l\ Although this operation allows you to protect the computers on the network, the computer to which the
requests are directed itself becomes vulnerable to attacks.

— - — - On the home page, select Your Internet firewall
Your Internet firewall settings .
~ settings.

e . - Select DMZ.

Computer's IF address;
or
Computer i

- Enter the IP address of the computer to which
Internet requests will be directed or select its
name in the drop-down list.

- Deselect the applications you do not wish to
include.

ﬁ - Click the Add button.

The table displays the rules applied to the Router.

- Click the Close button to validate your settings
and return to the home page.

Computer's IP address: Remove

9.2.4.Protecting yourself from Internet attacks with the DOS
(Denial Of Service) function

The DOS (Denial of Service) function protects you from external attacks. When this function is enabled, your

firewall is able to send large volumes of requests in order to saturate the hacker's bandwidth and prevent the
hacker from continuing to send or receive data.

- On the home page, click the Advanced settings
Advanced settings button.

- Select Denial Of Service.

Denial Of Service
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Fing of Death
Cancel WAN ping

Scan ports

] T

sync Flood

To customize the DOS function:

Advanced DOS settings

@’ Fing of Death
Mumber of packets per & Secand ||

Burst 5
R cancel wan ping

T scan ports
W NMEP FIN / URG / PSH

M Xmas ftree

M Another Xmas tree

@ Mull scan

W SvN/RST

R svN/FIN

g S¥M (only unreachable port)
@ sync Flood
Mumber of packets per 30 Second |¥
Burst 30
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- Ping of Death consists of sending ping packets
of more than 65535 bytes.

- Block WAN ping allows you to disable the WAN
ping.

-Scan ports consists of detecting possible
vulnerabilities on the ports.

- Sync Flood sends a flood of TCP/SYN packets,
often accompanied by a false issuing address,
with each of these packets being treated as a
connection request.

- Click the Modify button to validate your choices.

- On the home page, click the Advanced settings
button.

- Click the Advanced DOS settings button.

- Select the number of ping packets sent per
hour/minute/second.

By default, all entries under Scan ports are
enabled, although you can disable those you do
not wish to use.

- Select the number of ping packets sent per
hour/minute/second.

- Click the Modify button to validate your choices.
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5.3. A toolbox with multiple facets

WiFi Manager N functions as a toolbox which can help you to correct any mistakes you might make.

9.3.1.Restarting your Hercules Router

The Restart the Router function cuts off all of the Hercules Router’s functions (WiFi and ADSL connections,
firewall, router) and restarts WiFi Manager N.

A All computers or devices connected via WiFi or Ethernet will be disconnected.

To restart the Router:

- On the home page, click the Toolbox button.

Toolbox

- Select Restart the Router.

An explanatory text explains the function of this
button.

ﬁ - Click YES to confirm the restart.

A The Router restarts with the last settings saved. No data is lost.

9.3.2.Restoring your original settings

If you have modified certain settings — whether intentionally or not — and wish to restore the original settings,
follow the instructions below.

& During the restoration, all settings that you have previously modified (Internet connection mode, WiFi
security key, filtering by MAC address...) will be lost!

To restore the original settings:

- On the home page, click the Toolbox button.

Toolbox

Resteveenpininalespttiiie - Select Restore original settings.

- Click YES to confirm restoration of the original
settings.
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You can also use the Reset button
located on the Router:

- Disconnect the Router.

- Press the Reset button ® for 5 seconds using
an object with a pointed tip, while at the same time
reconnecting the Router.

- Release the button, then wait.
Your Router will load its original settings and then
restart.

5.3.3.Updating firmware

If you wish to take advantage of new functionalities or improved functionalities for your Hercules Router, we

recommend that you regularly visit the www.hercules.com website to check whether any firmware updates
are available.

A We strongly recommend that you carry out firmware updates while connected by the Ethernet cable
(and not via WiFi).

A During the update, all settings that you have previously modified (Internet connection settings, WiFi
security key...) will be lost!
If a firmware update is available:

- On the www.hercules.com website, click the Support/FAQ link.
- Follow the on-screen instructions provided. Then:

-On the WiFi Manager N homepage, click the
Toolbox button.

- Select Update firmware.

- Click the Browse button.

i - Select your firmware file, then click Open.
S - Click Update to import the data.

Your Hercules Router will now use this new
firmware version.
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5.4. Other advanced options

Hercules Wireless N Router

5.4.1.Assigning priority to a type of data in the event of an

overloaded network

WiFi Manager N, using the QOS (Quality of Service) function, allows you to ensure the continuity of data
streams, even on an overloaded network, by giving priority to a specific stream in relation to other data

streams. To access the QOS function:

R Enable Qos

Thiz page lets you add a QOGS rule
Fuule rame

Bandwideh: | Downlosd = khit/s | Guaranhppd =
Lacal IF address:

Local port range

Remota [P address:

Remole port rangs
Traffic typ= Mane ™
Brofocol TCR -

-On the home page, click the Advanced
settings button.

- Select QOS.

- Enable the QOS function.

- If you wish, add a priority rule by clicking the
Add a rule button.

- In the window which opens, enter the name of
the rule.

-Select the transfer type, upstream or
downstream.

- Enter the speed you wish to use.
- Select a priority: guaranteed or maximum.

Maximum priority corresponds to the highest
level of priority. The principle consists of using
the required bandwidth for the immediate transfer
of data.

Guaranteed priority guarantees data traffic
according to the availability of bandwidth.

Your network serves as a bridge between two
networks, the local network (the computers and
devices connected at your home) and the
Internet network.

- If you wish, enter a local IP address and a
local port.

The local IP address and local port correspond
to the local network. The QOS rules only apply to
the computers communicating within this network.

- If you wish, enter a remote IP address and a
remote port.
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|t Rame bandwidth

Downstream
handwidth

radify Remave
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The remote IP address and remote port
correspond to the computers which communicate
with the Intemet. In this case, the QOS rules only
apply to data streams coming from the Internet to
a computer in the local network.

- Select a traffic type: FTP, HTTP (websites),
SMTP and POP3 (email management).

- Select the protocol: TCP, UDP or both.
- Click Apply to validate the new settings.

Rules applied to the Router are displayed in the
table.

- Click Modify to apply the rule.

5.4.2.Configuring the DHCP server

This chapter will explain how to configure the internal DHCP server which manages the IP addresses of your

computers.

fAdvanced settings

IP address:

Subnet mask:

Enable DHCF

IF address -Iease timé
Start IF address:

End IF address;

Cromain narme
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192

255

| Farever v |

192

[192]

Router's IP configuration

(168 |2

255 | |25h

J 168 |

168 ||

2

2

1

|0

uf

254 |

-On the home page, click the Advanced
settings button.

- Select Router's IP configuration.

-You can modify the Router's IP address
(192.168.2.1, by default) and its subnet mask
(255.255.255.0, by default).

/l\ Be sure to make a note of this IP address.
Without it, you will not be able to reconnect to
your Router.

- If you enable DHCP, you can modify the start
IP address (192.168.2.2, by default), the end IP
address (192.168.2.128, by default) and the
lease time for these addresses (Forever is the
default value).

- If you do not enable DHCP, you decide to set
the IP address for each computer yourself.

-You can assign a domain name to this server
and a specific IP address according to the
computer's MAC address.
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Hercules Wireless N Router

Assaciate an 1P address with 4 MALC address
IF address: M address:

Agsociation table of MAC addresses and [P addresses

S Allaws you to remove

1P address: the rule from the list.

The table displays the list of IP and MAC
addresses added.

- Click the Modify button to validate your settings.

9.4.3. Facilitating connection of devices with the UPnP protocol

WiFi Manager N’s UPnP protocol has the objective of facilitating the connection of devices on the network for
the sharing of files or of the Internet connection, for example, by carrying out an automatic identification of the

computer's components.

To enable the UPnP protocol:

Advanced settings

Universal Plug and Play

[ ] Enable the UPNP function on the router

-On the home page, click the Advanced
settings button.

- Select Universal Plug and Play.

- Tick the Enable the UPNP function on the
router box.

- Click the Modify button to validate your choice.

5.4.4. Selecting a primary and secondary domain name server
In order for you to access the Internet, your ISP may sometimes require you to enter an IP address

corresponding to a primary and/or secondary DNS server.

Primary DNS server address | ||_ |_| |

Secondary DNS server address | _||

-On the home page, click the Advanced
settings button.

- Select DNS.

- Enter the primary DNS server address, along
with that of the secondary DNS server, which
takes over from the primary DNS server if it
should fail.

This information is included in the membership
details sent to you by your ISP.
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- Click the Modify button to validate your choice.

9.4.5. Linking an IP address to a dynamic domain name server

Thanks to the Dynamic DNS (or DDNS) function in WiFi Manager N, your IP address is always known to your
domain name server. Simply enter the supplied password and username and the Dynamic DNS service takes
care of regularly sending your Router's public IP address (that assigned to your Router's Internet connection
by your service provider).

Note: You must have subscribed to a Dynamic DNS service.

-On the home page, click the Advanced

Advanced settings | settings button.
St DDNS
W' Enable CONS - Tick the Enable DDNS box.
S, DynoNS (] - Select the DDNS server to which you have

subscribed, then enter the required information

(username and password).
Comain name . . . .
These items of information were supplied when

User name/Email you subscribed to the service.
Password/Key

m m - Click the Modify button to validate your choice.

5.4.6. Configuring your Router remotely
Thanks to a computer connected to the Internet, WiFi Manager N allows you to remotely control the Router.

-On the home page, click the Advanced
settings button.

- Select Remote management.

Enable remote management V' - Enter the IP address and communication port
N ) of the computer which can remotely configure the

IP address N Router.

Port

- Click the Modify button to validate your choice.
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5.4.7. Setting priorities for types of data according to available
bandwidth

WMM allows you to assign priority in relation to the types of data circulating on the network. If this option is
ticked, the priorities are assigned as follows:

Priority Type
1 Voice over IP (telephone calls via the
Internet)
2 Video data
3 Other applications frequently using

the network (Web browser...)

4 Background task applications
(printing jobs, downloads,
email/messaging...)

For example, if bandwidth is insufficient to allow for the simultaneous transit of a phone call via the Internet,
watching a video, surfing the Internet and a download, the WMM function will hold off on the download, surfing
the Internet, and the video. The objective is to guarantee optimal comfort of use for the main task at hand.

You can freely enable or disable this option. Be aware, however, that if you disable this option, bandwidth will
be split up between all current tasks, without order of priority, which can be detrimental to your comfort of use
(for example, untimely disruptions in your phone calls via the Internet or your videos, or a slowdown in terms
of your downloads).

& The WMM function is only compatible with other WMM devices.

-On the home page, click the Advanced
settings button.

Advanced settings

- Select WMM.

Enable the WM function By default, the WMM function is enabled. Un-tick
E this box to disable the function.
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5.5. Product information

WiFi Manager N allows you to view all of the information relating to the functioning of your Hercules Router.

To consult product information:

| Product information

Procant & hirmelien

TNITRACT

LONNECTLON
Fhotar A Sadrenyl 00909 B H IR0 [ i)
LAN SECTION LOTHHCLI Ry P Dy [P
: LibarTiet IF SR TRTTEERT
LR SET e SLAL Eriatbid
Ttslmer LB Roores e s Buibiest mask TERING 2540
Sudbret- skt 5255 DEED Nl Yol vy (AL R ELE
el S e FrEmary UAE servers (R A
W AR SECTTOR Eecondary DS sarven 10, 0%
W | NS STITHR Enabled MAL addrew: [0, FERHE LY
hetwork name tcrado
TR AR |
rhanns simhen i S errenlaind < |
i 1.0
vl s nuEiy! e el ]
MAC pddres e ks abbail NEATTIVTARL
Urrsli B, & |
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- On the home page, click the Product information
button.

The following items of information are displayed:
MAC address of your Hercules Router, status of
the ADSL connection, of the local area network and
wireless network, as well as the firmware and
hardware versions.
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6. GLOSSARY

802.11

Standard established in 1997 by the IEEE (Institute of Electrical and Electronics Engineers, an American
organization), defining wireless networks in the 2.4 — 2.48GHz frequency range and offering transfer speeds of
between 1 and 2Mbits/s. Revisions have been made to the original standard in order to optimize transfers
(this is the case for the 802.11a, 802.11b and 802.11g standards, referred to as physical 802.11 standards) or
to ensure better security or improved interoperability of equipment.

802.11b

Standard established by the IEEE (Institute of Electrical and Electronics Engineers, an American organization)
in the 802.11 family, allowing for theoretical transfer rates of 11Mbits/s in the 2.4GHz frequency range with a
physical range of up to 300m in an environment free from obstructions. The frequency range used is the
2.4GHz band, with 3 radio channels available.

802.11g

Standard established by the IEEE (Institute of Electrical and Electronics Engineers, an American organization)
in the 802.11 family, allowing for theoretical transfer rates of 54Mbits/s in the 2.4GHz frequency range with a
physical range of up to 300m in an environment free from obstructions. The 802.11g standard offers
backwards compatibility with the 802.11b standard, which means that equipment compliant with the 802.11g
standard will also work with 802.11b.

802.11i

Standard established by the IEEE (Institute of Electrical and Electronics Engineers, an American organization)
in the 802.11 family, whose goal is to improve security by integrating WPA-PSK authentication into AES
encryption. This Hercules adapter is compatible with this standard.

802.11n

Standard established by the IEEE (Institute of Electrical and Electronics Engineers, an American organization)
in the 802.11 family, allowing for theoretical transfer rates of 300Mbits/s in the 2.4GHz frequency band with a
physical range of up to 300m in an environment free from obstructions. The 802.11n standard offers
backwards compatibility with the 802.11b and g standards, which means that equipment compliant with the
802.11n standard will also work with 802.11b and/or g.

Access point

The access point is the heart of your local WiFi network. The system access point is a wireless router whose
function is to bring several clients together, which is to say link together all computers equipped with WiFi
adapters, thanks to its radio antenna.

Ad hoc mode
Mode allowing several computers equipped with WiFi to communicate directly with one another. This mode is
also referred to as Peer to Peer.

ADSL (Asymmetric Digital Subscriber Line)
This equipment, connected to a standard telephone line, offers great speed in terms of sending and receiving
data.

AES (Advanced Encryption Standard)
A symmetrical block-based encryption standard supporting different key lengths, this is a powerful, quick and
efficient encryption method.

ATM (Asynchronous Transfer Mode)
High-speed transfer mode for fixed-size data.

CCK (Complementary Code Keying)
Advanced encoding scheme for radio waves in wireless networks allowing for high transfer speeds.

Client
Computer equipped with a PCI, USB or PCMCIA WiFi adapter.
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DHCP (Dynamic Host Configuration Protocol)
Protocol managing the allocation of IP addresses to computers.

DSSS (Direct Sequence Spread Spectrum)
Technique for using radio frequencies in broad-spectrum wireless networks meant to increase the range of
transmissions.

ESSID (Service Set Identifier)
8 to 32-character identifier, often abbreviated as SSID, serving as the unique name for a network shared by
clients and the access point.

Ethernet port (or RJ-45)
Port allowing for the connection of two devices via a cable, such as a PC and a router, in order to exchange
data packets without collision.

Filter
Device placed between the telephone plug and the modem to improve the quality of telephone
communications, which are often degraded by ADSL signals.

Firewall
Combination of software and security devices protecting a network connected to the Internet.

Infrastructure mode
Communication mode consisting of grouping together several computers equipped with WiFi in a network via
a wireless access point such as the Hercules ADSL router.

IP address
Unique computer address assigned by the router. Each computer has its own IP address, allowing it to be
identified within the network.

LEAP (Lightweight Extensible Authentication Protocol)
Security protocol developed by the company Cisco for the world of Windows. The format used is
identifier/password.

MAC address (Message Authentication Code)
Unique address created by the builder of the client adapter or router, serving to identify this element within a
network.

MIMO technology (Multiple In, Multiple Out)

Technology used in the 802.11n standard, allowing for the WiFi signal to be shared over several antennas
with a corresponding increase in terms of signal range and transfer speeds. Transmission can take place on
one channel in the 20MHz frequency band (for theoretical maximum transfer speeds of 144.44Mbits/s) or two
channels simultaneously (for theoretical maximum transfer speeds of 300Mbits/s) with 40MHz bandwidth. In
both cases, the WiFi signal's coverage and range are the same. The choice of one mode or the other (20 or
40MHz) depends solely on the transmitter used. The Hercules Wireless N key will automatically adapt to the
signal received.

NAT (Network Address Translation)
Technique allowing for the masking of IP addresses of local area network computers with respect to the
Internet.

OFDM (Orthogonal Frequency Division Multiplexing)

Radio transmission technique providing very high transfer speeds widespread within DSL technology, in the
wireless terrestrial distribution of television signals and adopted for the high-speed 802.11 wireless
communication standard.

PPPoA (Point-to-Point Protocol over ATM)
Protocol allowing for connection to the Internet of computers linked over an ATM network, while still identifying
the user.
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PPPoE (Point-to-Point Protocol over Ethernet)
Protocol allowing for connection to the Internet of computers linked over an Ethernet network via a high-speed
modem.

Static IP
Permanent IP address assigned to a computer by the access provider.

Subnet mask
Part of an IP address indicating the class of the network used (class C, type 255.255.255.0 for a local area
network).

TKIP (Temporal Key Integrity Protocol)
The WPA standard uses the TKIP protocol, which consists of regenerating new keys for each data packet,
whereas WEP uses a system based on a fixed key.

UPnP (Universal Plug n’ Play)
Protocol allowing for the connection to one another of many computers and peripherals available on a
network.

WEP (Wired Equivalent Privacy)

Security protocol for wireless networks using encryption based on a 64-bit, 128-bit or 256-bit fixed key used
only once, at the start of the decryption phase. To decode a transmission, each wireless network client must
use the same 64, 128 or 256-bit key. WEP is part of the 802.11 standard with a view to ensuring
authentication (access is only authorized for those who know the WEP key) and confidentiality (encryption).
An encryption key is composed of numbers 0 to 9 and letters A to F (example: A123BCD45E).

WiFi (Wireless Fidelity)

An abbreviation of Wireless Fidelity, WiFi is the commercial name adopted by the WECA (Wireless Ethernet
Compatibility Alliance), an organization responsible for maintaining the interoperability of equipment in a
wireless local area network (WLAN) compliant with the IEEE 802.11 standard. Thus, a WiFi network is
actually a 802.11 network. In practice, WiFi allows for the connection of laptop computers, desktop computers
or Personal Digital Assistants (PDAs) many tens of meters distant from one another via an access point,
allowing them to communicate with one another without any cables and exchange data at high speeds.

WiFi Manager N

Utility developed by Hercules to configure and view settings for the Hercules Wireless N Router.

WMM (Wi-Fi Multimedia)

Functionality certified by the Wi-Fi Alliance, whose goal is to define levels of priority according to available
bandwidth. Thus voice over IP (priority 1) will take precedence over transmission of video data (priority 2),
which will itself take precedence over applications making use of the network, such as Internet browsing
(priority 3), and then lastly come background applications, such as printing jobs or downloads (priority 4).

WiFi Router
Device installed at the heart of a WiFi network, allowing for the connection of several computers equipped with
WiFi adapters for the exchange of data.

WiFi Station N
Utility developed by Hercules to define, verify and configure all connection and security settings regarding your
WiFi installation.

WLAN (Wireless Local Area Network)
Wireless local area network, generally employing the 802.11b, g or n standards.

Workgroup
Group of computers with which you wish to communicate or share resources such as folders, a printer or an
Internet connection. To be part of a workgroup, computers must have the same group name.

WPA (WiFi Protected Access)

Wireless network security standard put in place by manufacturers, employing a data encryption algorithm
relying on dynamic key management, which was lacking in WEP, the difference being that once
communication is established, the key changes randomly for enhanced security.
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WPA2 (WiFi Protected Access 2)
Security standard for wireless networks based on the WPA standard, which adds support for the TKIP or AES
encryption algorithm, for heightened security.

WPA-PSK (WiFi Protected Access-Pre-Shared Key)

Latest-generation heightened security protocol specially designed for use in environments such as a small
office or the home, based on a pre-shared key (a single password). This key is also used for TKIP or AES
data encryption.

WPS (Wi-Fi Protected Setup™)

Technology standardized by the Wi-Fi Alliance, which aims to simplify the connection and configuration of a
wireless network while at the same time maintaining a high level of security. This technology allows the user
to enable protection of a WiFi network via a single button located on the WiFi client, or via entry of a PIN code
in the software supplied with the router.

Log on now to our website (www.hercules.com) to download the latest driver and software versions, consult
the list of Frequently Asked Questions (FAQs) relating to your product and access User Manual updates. You
can also discover the entire Hercules range and get information on upcoming products.
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7. TECHNICAL SUPPORT

If you encounter a problem with your product, please go to http://ts.hercules.com and select your language. From there you
will be able to access various utilities (Frequently Asked Questions (FAQ), the latest versions of drivers and software) that
may help to resolve your problem. If the problem persists, you can contact the Hercules products technical support service
(“Technical Support”):

By email:
In order to take advantage of technical support by email, you must first register online. The information you provide will help

the agents to resolve your problem more quickly.
Click Registration on the left-hand side of the Technical Support page and follow the on-screen instructions.
If you have already registered, fill in the Username and Password fields and then click Login.

By telephone:

. . 08450800942 Monday to Friday from Noon to 4pm and 5pm to 10pm
United ngdom Charges at local Saturday from 9am to Noon and 1pm to 7pm

Sunday from 9am to Noon and 1pm to 4pm

rate
Denmark 80887690 Monday to Friday from 1pm to 5pm and 6pm to 11pm (English)
Free Saturday from 9am to 1pm and 2pm to 8pm
Sunday from 10am to 1pm and 2pm to 5pm
Sweden 0200884567 Monday to Friday from 1pm to 5pm and 6pm to 11pm (English)
Free Saturday from 9am to 1pm and 2pm to 8pm
Sunday from 10am to 1pm and 2pm to 5pm
Finland 0800 913060 Monday to Friday from 2pm to 6pm and 7pm to Midnight (English)
Free Saturday from 10am to 2pm and 3pm to 9pm

Sunday from 11am to 2pm and 3pm to 6pm

8. WARRANTY

Worldwide, Guillemot Corporation S.A. (“Guillemot’) warrants to the consumer that this Hercules product will be free from
material defects and manufacturing flaws for a period of two (2) years from the original date of purchase. Should the product
appear to be defective during the warranty period, immediately contact Technical Support, who will indicate the procedure to
follow. If the defect is confirmed, the product must be returned to its place of purchase (or any other location indicated by
Technical Support).

Within the context of this warranty, the consumer’s defective product will, at Technical Support's option, be either repaired or
replaced. Where authorized by applicable law, the full liability of Guillemot and its subsidiaries (including for indirect
damages) is limited to the repair or replacement of the Hercules product. The consumer’s legal rights with respect to
legislation applicable to the sale of consumer goods are not affected by this warranty.

This warranty shall not apply: (1) if the product has been modified, opened, altered, or has suffered damage as a result of
inappropriate or abusive use, negligence, an accident, normal wear, or any other cause not related to a material defect or
manufacturing flaw; (2) in the event of failure to comply with the instructions provided by Technical Support; (3) to software not
published by Guillemot, said software being subject to a specific warranty provided by its publisher.

9. ENVIRONMENTAL PROTECTION RECOMMENDATION

At the end of its working life, this product should not be disposed of with standard household waste, but rather dropped off at
a collection point for the disposal of Waste Electrical and Electronic Equipment (WEEE) for recycling.

This is confirmed by the symbol found on the product, user manual or packaging.

Depending on their characteristics, the materials may be recycled. Through recycling and other forms of
processing Waste Electrical and Electronic Equipment, you can make a significant contribution towards
helping to protect the environment.

mmmmm  "'ease contact your local authorities for information on the collection point nearest you.

User Manual — 99/101



Hercules Wireless N Router HWNR-300

Trademarks

Hercules® is a registered trademark of Guillemot Corporation S.A. Intel® and Pentium® are registered trademarks of Intel Corporation. Wireless
Attitude™ ! is a trademark of Guillemot Corporation S.A. Microsoft® Windows® 2000, XP and Vista are either trademarks or registered trademarks
of Microsoft Corporation in the United States and/or other countries. All other trademarks and brand names are hereby acknowledged and are
property of their respective owners. lllustrations not binding.

Declaration of conformity with EU directives
This device can be used in: AT, BE, FR, DE, IE, IT, LU, NL, PL, ES, SE, GB, FI, CH.

Hereby, GUILLEMOT CORPORATION, Carentoir France, declares that this Hercules HWNR 300 is in compliance with the
essential requirements and other relevant provisions of Directive 1999/5/EC. The Declaration of Conformity can be consulted
at this website address:

ftp://ftp.hercules.com/wifi/DoC/HWNR-300/DoC-eng_Hercules_ HWNR-300.pdf

CE 0470 O

Hercules is a division of Guillemot Corporation.

EUROPEAN USERS:

This equipment has been tested and found to comply with Directive 1999/5/EC of the European Parliament and of the Council
on radio equipment and telecommunications terminal equipment and the mutual recognition of their conformity. After
assessment, the equipment has been found to comply with the following standards: EN 300.328 (radio), EN 301 489-1, EN
301 489-17 (electromagnetic compatibility) and EN 60950 (safety). This equipment may be used in all European Union
countries and in all countries applying Directive 1999/5/EC, without restriction, with the exception of the following countries:
FRANCE:

When this equipment is used outdoors, output power is limited to within the frequency bands listed below. For more
information, consult the ART website: www.art-telecom.fr.

Location Frequency band (MHz) Power (EIRP)

Indoor (no restrictions) 2400 — 2483.5 100mW (20dBm)

Outdoor 2400 - 2454 100mW (20dBm)
2454 — 2483.5 10mW (10dBm)

Operation of this equipment in a residential environment may give rise to radio interference; if so, it is incumbent upon the
user to rectify the situation.

ITALY:

This device complies with the National Radio Interface and the requirements of the Frequency Allocation Table. Use of this
wireless product outside of the boundaries of the owner's property requires a general authorization. For more information,
consult the website www.comunicazioni.it.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on,
the user is encouraged to try to correct the interference by one of the following measures:

+ Reorient or relocate the receiving antenna.

+ Increase the separation between the equipment and receiver.

+ Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

+ Consult the dealer or an experienced radio/TV technician for help.
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation. This device and its antenna(s) must not be co-located or
operating in conjunction with any other antenna or transmitter. FCC Caution: Any changes or modifications not
expressly approved by the party responsible for compliance could void the user's authority to operate this
equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator & your body.


ftp://ftp.hercules.com/wifi/DoC/HWNR-300/DoC-eng_Hercules_HWNR-300.pdf
http://www.comunicazioni.it/
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Copyright

© Guillemot Corporation S.A. 2008. All rights reserved.

This publication may not be reproduced in whole or in part, summarized, transmitted, transcribed, stored in a retrieval system,
or translated into any language or computer language, in any form or by any means, electronic, mechanical, magnetic,
photocopying, recording, manual or otherwise, without the prior written permission of Guillemot Corporation S.A.

Disclaimer

Guillemot Corporation S.A. reserves the right to make changes to specifications at any time and without notice. The
information provided by this document is believed to be accurate and reliable. However, no responsibility is assumed by
Guillemot Corporation S.A. either for its use or for the infringement of patents or other rights of third parties resulting from its
use. This product may exist in a light or special version for PC integration or other purposes. Certain functions detailed in this
manual may not be available in these versions. Wherever possible, a README.TXT will be included on the installation CD-
ROM detailing the differences between the supplied product and the product described in the present documentation.

End-user software license Agreement

IMPORTANT: please read the Agreement carefully prior to opening and installing the Software. By opening the Software
package, you agree to be bound by the terms of this Agreement. The Software enclosed in this package is licensed, not sold,
and is only available under the terms of the present license Agreement. If you do not agree with the terms hereafter, you
must promptly return the Software within 15 days, together with the entire contents of the box, to the place of purchase.

The Guillemot Corporation S.A. Software (hereafter named the “Software”) is copyrighted by Guillemot Corporation S.A. All
rights are reserved. The term “Software” refers to all documentation and related material, including drivers, executable
programs, libraries and data files. The purchaser is granted a license to use the Software only. The licensee also agrees to
be bound by the terms and conditions of the present Agreement concerning copyright and all other proprietary rights for any
third party Software, documentation and related material included in the Software package.

Guillemot Corporation S.A. reserves the right to terminate this license in the event of failure to comply with any of
the terms or conditions laid out in the present Agreement. On termination, all copies of the Software shall
immediately be returned to Guillemot Corporation S.A.; the purchaser remaining liable for any and all resulting
damages.

License:

1. The license is granted to the original purchaser only. Guillemot Corporation S.A. retains all title to and ownership of the
Software and reserves all rights not expressly granted. The licensee is not permitted to sub-license or lease any of the
rights that are hereby granted. Transfer of the license is permitted, provided that the transferor does not retain any part or
copy of the Software and the transferee accepts to be bound by the terms and conditions of the present Agreement.

2. The licensee may only use the Software on a single computer at any time. The machine-readable portion of the Software
may be transferred to another computer provided it is previously erased from the first machine and there is no possibility
that the Software can be used on more than one machine at any one time.

3. The licensee acknowledges the copyright protection belonging to Guillemot Corporation S.A. The copyright notice must not
be removed from the Software, nor from any copy thereof, nor from any documentation, written or electronic,
accompanying the Software.

4. The licensee is granted the right to make one back-up copy of the machine-readable portion of the Software on the
condition that all copyright and proprietary notices are also reproduced.

5. Except where the present Agreement expressly permits, the licensee is strictly prohibited from engaging in, nor may he
permit third parties to engage in, the following: providing or disclosing the Software to third parties; providing use of the
Software in a network, multiple PCs, multi-user or time-sharing arrangement where the users are not individual licensees;
making alterations or copies of any kind of the Software; making any attempt to disassemble, de-compile or reverse
engineer the Software in any way or form, or engaging in any activity aimed at obtaining underlying information not visible
to the user during normal use of the Software; making copies or translations of the User Manual.
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