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Regulatory notes and statements

Wireless LAN, Health and Authorization for use

Radio frequency electromagnetic energy is emittechfWireless LAN devices. The energy levels of ¢éhes
emissions however are far much less than the eleemynetic energy emissions from wireless devidesfbr
example mobile phones. Wireless LAN devices aree sifr use frequency safety standards and
recommendations. The use of Wireless LAN deviceg baarestricted in some situations or environméoits
example:

-Onboard airplanes, or

-In an explosive environment, or

-In case the interference risk to other deviceseorices is perceived or identified as harmful

In case the policy regarding the use of Wireles$NLdevices in specific organizations or environmegpetsg.
airports, hospitals, chemical/oil/gas industriahrgl, private buildings etc.) is not clear, pleask for
authorization to use these devices prior to opggatie equipment.

Regulatory Information/disclaimers

Installation and use of this Wireless LAN devicestnie in strict accordance with the instructionduded in

the user documentation provided with the producty Bhanges or modifications made to this device dha

not exclickly approved by the manufacturer may vtheé user’s authority to operate the equipment. The
Manufacturer is not responsible for any radio ¢tewsion interference caused by unauthorized meation of
this device, of the substitution or attachment. Maoturer and its authorized resellers or distobsitwill
assume no liability for any damage or violationgoernment regulations arising from failing to cdyngwith
these guidelines.

FCC statement
Federal Communication Commission Interference Statent

This equipment has been tested and found to cowigiythe limits for a Class B digital device, puasii to Part 15 of the FCC Rules.
These limits are designed to provide reasonableegion against harmful interference in a resideritistallation. This equipment
generates, uses and can radiate radio frequencgyeard, if not installed and used in accordandh wie instructions, may cause
harmful interference to radio communications. Heeve there is no guarantee that interference woll oaccur in a particular

installation. If this equipment does cause harniftdrference to radio or television reception, ebhcan be determined by turning
the equipment off and on, the user is encouragéy to correct the interference by one of thedaiing measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipmenteaed/er.

- Connect the equipment into an outlet on a cirdifferent from that to which the receiver is cootes.
- Consult the dealer or an experienced radio/TYnagan for help.

FCC Caution: Any changes or modifications not expressly appcoby the party responsible for compliance couldl tbe user's
authority to operate this equipment.

This device complies with Part 15 of the FCC Ruf@peration is subject to the following two condit® (1) This device may not
cause harmful interference, and (2) this devicetmosept any interference received, including fetence that may cause undesired
operation.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation expodurgts set forth for an uncontrolled environmefhis equipment should be
installed and operated with minimum distance 20etwben the radiator & your body.
This transmitter must not be co-located or opegatinconjunction with any other antenna or trantamit

The availability of some specific channels andjoerational frequency bands are country dependehaenfirmware programmed at
the factory to match the intended destination. flin@ware setting is not accessible by the end user.




PART 68 statement

This equipment complies with Part 68 of FCC Ruled the requirements adopted by the ACTA.. On thes lbmit of this equipment
is a label that contains, among other informategoproduct identifier in the form&tS: CAMDLO1BDSLR2000G. If requested, this
number must be provided to the telephone compalmg.REN for this product is part of the product iifésr that has the formatS:
CAMDLO01BDSLR2000G. The digits represented by 01 are the REN withalg@mal point.

The REN is useful to determine the quantity ofides you may connect to your telephone line arichstve those devices ring when

your telephone number is called. In most, but ticddraas, the sum of the REN of all devices coretd one line should not exceed
five (5.0). To be certain of the number of deviges may connect to your line, as determined byRE#\, you should contact your
local telephone company to determine the maximurN RE your calling area.

If your equipment causes harm to the telephone aritwthe telephone company may discontinue youvigertemporarily. If
possible, they will notify you in advance. If adeannotice is not practical, you will be notified s@on as possible. You will be
informed of your right to file a complaint with tHeCC. Your telephone company may make changes ifadilities, equipment,
operations or procedures that could affect the gréynctioning of your equipment. If they do, yoill\we notified in advance to give
you an opportunity to maintain uninterrupted telepd service.

If you experience trouble with this telephone equémt, please contact the following address and @mamber for information on
obtaining service or repairs:

The telephone company may ask that you disconhecetijuipment from the network until the problens lb@en corrected or until
you are sure that the equipment is not malfunatigni

This equipment may not be used on coin serviceigeovby the telephone company. Connection to pargs is subject to state
tariffs.

Contact information for service center in case of pblems as below:
Company: TRENDware International, Inc.

Address: 20675 Manhattan Place Torrance, CA 9058A U

Tel no.:310-961-5500

CE statement
Europe — EU Declaration of Conformity

This device complies with the essential requiremearitthe R&TTE Directive 1999/5/EC. The followingst methods have been
applied in order to prove presumption of conformifiyh the essential requirements of the R&TTE Direx 1999/5/EC:

EN60950-1: 2006
Safety of Information Technology Equipment
EN 50385: 2002

Product standard to demonstrate the compliancedib rbase stations and fixed terminal stationswfiseless telecommunication
systems with the basic restrictions or the refezelmwvels related to human exposure to radio frecueariectromagnetic fields
(110MHz - 40 GHz) - General public

EN 300 328 V1.7.1 (2006-10)

Electromagnetic compatibility and Radio spectrumttéta (ERM); Wideband transmission systems; Daasimission equipment
operating in the 2,4 GHz ISM band and using widedomodulation techniques; Harmonized EN coverirgepsal requirements
under article 3.2 of the R&TTE Directive

EN 301 489-1 V1.8.1 (2008-04)

Electromagnetic compatibility and Radio Spectrumttsta (ERM); ElectroMagnetic Compatibility (EMC)astdard for radio
equipment and services; Part 1: Common technigaiirements

EN 301 489-17 V1.3.2 (2008-04)

Electromagnetic compatibility and Radio spectrumttets (ERM); ElectroMagnetic Compatibility (EMC)asidard for radio
equipment and services; Part 17: Specific conditifom 2,4 GHz wideband transmission systems , 5 Gigka performance RLAN
equipment and 5,8GHz Broadband Data Transmittirgiedys.

This device is a 2.4 GHz wideband transmissionesggtransceiver), intended for use in all EU mendiates and EFTA countries,
except in France and Italy where restrictive ugdias.

In Italy the end-user should apply for a licens¢hat national spectrum authorities in order to wbgaithorization to use the device
for setting up outdoor radio links and/or for syppy public access to telecommunications and/omvogk services.




This device may not be used for setting up outdadio links in France and in some areas the RFubytpwer may be limited to 10
mW EIRP in the frequency range of 2454 — 2483.5 Mtz detailed information the end-user should acinthe national spectrum

authority in France.

[ez] Cesky [Czech]
Dansk [Danish]
Deutsch [German]
Eesti [Estonian]
English
Espafiol [Spanish]
E)Jrr]vucﬂ [Greek]
Francais [French]
Gt italiano [ltalian]
Latviski [Latvian]
Lietuviy [Lithuanian]
[rNederlands [Dutch]
Malti [Maltese]
[ Magyar [Hungarian]

(el polski [Polish]

[Jméno vyrobceltimto prohlasuje, Ze tentftyp zafizeni] je ve shod se zakladnimi pozadavky a dalSiini
prislusnymi ustanovenimi sfrmice 1999/5/ES.

Undertegneddfabrikantens navnlerkleerer herved, at fglgende uddiydstyrets typebetegnelseyerholder de
vaesentlige krav og gvrige relevante krav i direk®@9/5/EF.

Hiermit erklart [Name des Herstellers]dass sich das GerjGeratetyp] in Ubereinstimmung mit den
grundlegenden Anforderungen und den Ubrigen eiagagn Bestimmungen der Richtlinie 1999/5/EG befindlet

Kéesolevaga kinnitaljtootja nimi = name of manufacturerbeadme[seadme tllp = type of equipmer{]
vastavust direktiivi 1999/5/EU pdhinduetele ja niated direktiivist tulenevatele teistele asjakobkssatetele.

Hereby, [name of manufacturer]declares that thiftype of equipmentjs in compliance with the essential
requirements and other relevant provisions of Divecl999/5/EC.

Por medio de la presenppombre del fabricanteldeclara que €elclase de equipolcumple con los requisitcs
esenciales y cualesquiera otras disposicionesaydis o exigibles de la Directiva 1999/5/CE.

ME THN ITAPOYZA [name of manufactureAHAQNEI OTI [type of equipmentEtYMMOPOQONETAI ITPOX
TIZ OYZIQAEIX ATTAITHZEIZ KAI TIE AOIIIEE EXETIKEY AIATAZEIX THX OAHI'TAY 1999/5EK.

Par la présentgnom du fabricant] déclare que l'apparejtype d'appareil] est conforme aux exigences
essentielles et aux autres dispositions pertinelgds directive 1999/5/CE.

Con la presentgnome del costruttore]dichiara che questftipo di apparecchio] € conforme ai requisit
essenziali ed alle altre disposizioni pertinergbgite dalla direttiva 1999/5/CE.

Ar 30 [name of manufacturer / izgatavga nosaukumspeklag, ka [type of equipment / iektas tips] atbilst
Direktivas 1999/5/EK titiskajam prasbam un citiem ar to saighjiem noteikumiem.

Siuo [manufacturer name]deklaruoja, kad Sigequipment type]atitinka esminius reikalavimus ir kitas
1999/5/EB Direktyvos nuostatas.

Hierbij verklaart[naam van de fabrikantldat het toesteJtype van toestellin overeenstemming is met (e
essentiéle eisen en de andere relevante bepalagemchtlijn 1999/5/EG.

Hawnhekk,[isem tal-manifattur] jiddikjara li dan[il-mudel tal-prodott] jikkonforma malhtigijiet essenzjali u
ma provvedimentikrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Alulirott, [gyarté neve]nyilatkozom, hogy 4... tipus] megfelel a vonatkozé alapvetd kévetelményeknekzés a
1999/5/EC iranyelv egyéb eldirasainak.

Niniejszym [nazwa producentajoswiadcza,ze [nazwa wyrobu]jest zgodny z zasadniczymi wymogami oraz
pozostatymi stosownymi postanowieniami Dyrektyw@25%/EC.

Portugués [Portugues¢][Nome do fabricantefleclara que esféipo de equipamentogsta conforme com os requisitos essenciais esotra

[Islovensko [Slovenian]
Slovensky [Slovak]
[filSuomi [Finnish]

(1] Svenska [Swedish]

disposic¢des da Directiva 1999/5/CE.

[Ime proizvajalca] izjavlja, da je taftip opreme] v skladu z bistvenimi zahtevami in ostalimi reletrami
dolccili direktive 1999/5/ES.

[Meno vyrobcu]tymto vyhlasuje, Z¢typ zariadenia]sdia zékladné poZziadavky a vsetky prislusné ustanaveni
Smernice 1999/5/ES.

[Valmistaja = manufacturerjvakuuttaa taten etfiype of equipment = laitteen tyyppimerkint§lyppinen laite
on direktiivin 1999/5/EY oleellisten vaatimustersjta koskevien direktiivin muiden ehtojen mukainen

Harmed intygafforetag] att denngutrustningstyp]star | 6verensstammelse med de vasentliga egesisiay
och dvriga relevanta bestammelser som framgarraktii 1999/5/EG.
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ABOUT THIS GUIDE

Congratulations on your purchase of this IEEE 8D&/d Wireless ADSL Router.
This integrated access device combines ADSL modet@;net gateway functions
with wireless LAN and Fast Ethernet switch. It po®s a complete solution for
Internet surfing and office resource sharing, dnd easy to configure and operate
for every user.

Purpose
This manual discusses how to install the IEEE 80&d Wireless ADSL Router.

Terms/Usage

In this guide, the term “the WLAN ADSL Router” refeto your IEEE 802.11b/g
Wireless ADSL Router.

Overview of this User’'s Guide

Introduction. Describes the IEEE 802.11b/g Wireless ADSL Rowrd its
features.

Unpacking and Setup.Helps you get started with the basic installabbthe IEEE
802.11b/g Wireless ADSL Router.

Identifying External Components. Describes the front panel, rear panel and LEL
indicators of the IEEE 802.11b/g Wireless ADSL Ravut

Connecting the WLAN ADSL Router. Tells how you can connect the IEEE
802.11b/g Wireless ADSL Router.

Technical SpecificationsLists the technical (general, physical and envirental,
performance and Routers settings) specificationheflEEE 802.11b/g Wireless
ADSL Router.




INTRODUCTION

The wireless router is a high-speed ADSL2+ EthéWeeless router that is
specifically designed to connect to the Internet tndirectly connect to your local
area network (LAN) via high-speed 10/100 Mbps HEtlkér or wireless LAN
(WLAN). The ADSL2+ modem is compatible with thedat ADSL standards,
including ADSL2 and ADSL2+, and supports up to 2bdd downstream and 1.5
Mbps upstream to deliver true broadband speed lamadighput. The DSL router
supports wireless 802.11b/g and the following s&cwrotocols: WEP, WPA, and
WPAZ2, and 802.1x. To ensure fully compatibilityetbSL device was tested with
all major DSLAMs, and support standard 10/100 MBpse-T Ethernet interface
Auto MDI/MDIx 10/100 Switch function allowing useasily to link to PC or other
Switches/Hubs. The DSL device is an idea solutamniulti-users utilizing build-
in channel mode (PPPoE/A, IPOA, IPOE), IP routiNg\T functionalities sharing
the ADSL link. The DSL device is also a perfectusioin for the residential users, it
supports the users with bridge mode in host baB#tbE Client.

Applications:

Broadband Internet access:

Several computers can share one high-speed broddbannection through
wireless or wired (WLAN, LAN and WAN-Internet).

Resource sharing:

Share resources such as printers, scanners angoetifgherals.

File sharing:

Exchange data, messages, and distribute filesrtaldng good use of hard disk
space.

Online gaming:

Through the local area network, online gaming armbr@merce services can be
easily setup.

Firewall:

A built-in firewall function — for security and artacking systems.

Supported Features:

€ Built-in ADSL Modem. The Wireless ADSL Router habuailt-in ADSL
modem, supporting all common ADSL connections

€ PPPOE, PPPOA, 1483 Bridged, 1483 MER, 1483 Routddl&a77 Routed. The
Wireless ADSL Router supports all common connectimthods
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Auto-detection of Internet Connection Method. Instinsituations, the Wireless
ADSL Router can test your ADSL and Internet conioecto determine the
connection method used by ISP

Supports ADSL standards for ITU-T G.992.1(G.dmtiNN T1.413 Issue 2,
G.992.2 (G.lite), ADSL2 G.dmt.bis (G.992.3), ADSLEZ$.992.5)

Wi-Fi compliant with IEEE 802.11g and IEEE 802.1stbndards

4 x 10/2100Mbps Auto-MDIX LAN port and 1 x 10/100M&pVAN port
(Internet)

High-speed up to 54Mbps data rate using wireleE€IB02.11g connection
One 2dBi dipole external antenna supports highdpegormance and great
coverage

Firewall features for IP/Port filtering, MAC filtarg, Port forwarding, URL
blocking, Domain blocking, Port triggering and DMZ

Support Wi-Fi Protected Setup (WPS) for easy commec

Easy management via web browser and remote manageme

Supports 64/128-bit WEP, WPA/WPA2 and WPA-PSK/WPAZK

Works with Windows 95/98/NT/2000/XP/2003 Serverhdid_inux and Mac
OS

Coverage up to 30 meters (330ft.) indoor;(depemddhe environment)
Coverage up to 100 meters (980ft.) outdoor;(dependbe environment)




UNPACKING AND SETUP

This chapter provides unpacking and setup informnafor the IEEE 802.11b/g
Wireless ADSL Router,

Unpacking

Open the box of the WLAN ADSL Router and carefullypack it. The box should
contain the following items:

* & o o

*

TEW-436BRM Wireless ADSL Router
CD-Rom (User’s Guide)

External power adapter

1 1.5m (5ft) Cat.5 Ethernet Cable

1 RJ-11 (ADSL) cable

If any item is found missing or damaged, pleasetaminyour local reseller for
replacement.

Setup

The setup of the WLAN ADSL Router can be perfornmoperly using the
following methods:

*
*

The power outlet should be within 1.82 meters @)fef the Broadband Router.

Visually inspect the DC power jack and make sued this fully secured to the
power adapter.

Make sure that there is proper heat dissipationaamedjuate ventilation around
the WLAN ADSL Router. Do not place heavy objectstbe WLAN ADSL
Router.

Fix the direction of the antenna. Try to place WeAN ADSL Router in a
position that can best cover your wireless netwdl&armally, the higher you
place the antenna, the better the performancebgillThe antenna’s position
enhances the receiving sensitivity.




HARDWARE INSTALLATION

Front Panel

The figure below shows the front panel of the IE&E2.11b/g Wireless ADSL

Router.

@ TRENDNET

POWER

LAN1 LAN2 LAN3 LAN4 WLAN WPS DSL INTERNET

Front Panel

LED Indicators

LED Color State Description
Green | Solid on Power on, normal operation.
Power Red Solid on Power on, self-test failed, indicating dev
malfunction.
Off Power off.
Blinking Pending ADSL line synchronization.
DSL Green . : .
Solid on ADSL line synchronized.
Blinking Internet activity.
Green : — —
Solid on Internet connectivity, no activity.
Internet : . :
Red Solid on Internet connection setup failed.
Off No Internet connection.
Blinking | Ethernet activity.
Green : , —
LAN 1~4 Solid on | Ethernet connection, no activity.
Off No Ethernet connection.
Blinking | Wireless activity.
Green : : : —
WLAN Solid on | Wireless connection, no activity.
Off Wireless disabled.
Blinking | WPS in progress.
Green : J Prog
Solid on | WPS success.
WPS , .
Red Solid on | WPS fail.
Off WPS disabled.

ce




Rear Panel

The figure below shows the rear panel of the IEER.81b/g Wireless ADSL
Router.

Antenna—»ﬂ

ADSL Port Reset DC IN

DSL WPS RESET DCIN ON/OFF —

(9...0770 el

Iy Iy

WPS Button L LAN 1~4 J Power On/Off Switch

Rear Panel
Antenna
One 2dBi gain antenna for wireless connection.
LAN (1-4)

Four RJ-45 10/100Mbps Auto-MDIX ports for connegtito either 10Mbps or
100Mbps Ethernet connections.

DSL (ADSL Port)
Connect to an active telephone line (RJ-11).

DC IN
Receptor for the supplied power adapter.

ON/OFF (On/Off Switch)
Press this button to turn the unit on or off.

WPS Button
Press to enable Wi-Fi Protected Setup.

RESET

Holding the Reset button for 5 seconds restoresWhé&N ADSL Router to its
original factory default settings.




Hardware connections

Connecting the WLAN ADSL Router

1. Connect ADSL Cable

Connect the supplied RJ-11 ADSL cable from to ti&_[port on the Wireless
ADSL Router (the RJ11 connector) to the ADSL temam provided by your
phone company.

2. Connect LAN Cables

Use standard LAN cables to connect PCs to the LANspon the Wireless
ADSL Router.

3. Connect Power
Connect the supplied power adapter to the Wired3SL Router. Use only the
power adapter provided. Using a different one n&yse hardware damage.
Check the installation
The LEDs on the WLAN ADSL Router are clearly vigibhnd the status of the
network link can be seen instantly:

1. With the power source on, once the device is caedet the phone line and
PCs, the Power, LAN, WLAN and DSL, INETRNET LEDs tife WLAN
ADSL Router will light up indicating a normal statu

2. When the ADSL line is connected the DSL LED widht up.

3. When the Internet is connected the INTERNET LEDI wght up. (Need to
configuration)




PC NETWORK TCP/IP SETTING

The network TCP/IP settings differ based on the mater's operating system
(Win95/98/ME/NT/2000/XP/Vista) and are as follows.

Windows 95/98/ME

1. Click on the ‘Network neighborhood’ icon found on the desktop.

2. Click the right mouse button and a context menulvélshow.

3. Select Properties’ to enter the TCP/IP setting screen.

4. Select ‘Obtain an IP address automatically on the ‘1P address field.

TCP/IP Properties 2] x|

Bindings | Advanced | HeiBiDs |
DNS Configuration ] Giateway l wING Configuration [P Addiess

An IF address can be automatically assigned to-this computer.
IFpour nebwark daes not automatically assign [P addresses, ask
wour nehiark administrator for an address. and then' type it in
the space below.

¢ btain an P address sutomaticalls

4 Specify an P address

IEEdd e |]|] b i |

Subrethissk (255265255 0|

] |
5. Select Disable DNS in the “DNS’ field.

TCP/IP Properties (2] x]

Bindings | Advanced | HeBIDS
DS Configuration i Gateway i WINS'Eanigura[ion'i IP &ddress

 Disatle DNG
" EnableDNS

et I,,:H LrGrE; ! i
[5G Gemer Search e
T rri L |

168.95.192
203.66:59.251

Lomiam St EanehiEder




6. Select None’ for the “Gateway addressfield.

TCP/IP Properties EE

Bindings i Advanced I MelBlOS i

DS Configuiation  Gatewsy | wiNS Configuration | 1P Address

The first gatewayin the Installed Gateway list will be the default
‘The addrezs order in the listwill be the arder in which these
riachings are uzed.

Mew gateway:
I el

= Installed gateways:

Ok, I Cancel

Windows 2000

Double click on the My Computer” icon on the desktop. WherMy Computer”
window opens, open theControl Panel’ and then open theNetwork dialup
connectior applet. Double click on the “Local area networknaection” icon.

Select “Properties” to enter the TCP/IP settingdeoiv.

1. In the “Local area network status window, click on ‘Properties.”
2. In the “Local area network connectiori window, first select TCP/IP setting

and then selectProperties.”

3. Set both P address a

nd “DNS’ to Automatic confi

guration.

= A

Fi Advanced | lelp
T e e =

address [ 31 Hetwork and Disk-up Connections

”";EI L
Network and Dial-
C

Dl
apee. | 22 P oy o qot 1P setings sssianed autamatioalif you et suppors
i oL s o sk g etk sdmiristiator for

2l

this capabilty. Otheniss
the apprapiate IP s

' Obtain DNS server addiess automatically

" Usethe fallowing NS server add




Windows XP / Vista

Point the cursor and click the right button on‘thly Network Place” icon.
Select “properties” to enter the TCP/IP settingdaiw.

1. Set ‘1P address to “Obtain an IP address automatically”

2. Set ‘DNS’ to “Obtain DNS server address automatically

Internet Protocol [TCP/IP) Properties EJ ®

General _.t’-‘-.ltemate Configuration

You can get P settings aszsigned automatically if your network, supparts
thiz capability. Othenaize, you need to ask wour netwark. administrator for
the appropriate 1P settings.

%) Obtain an IP address automatically
{7y Usge the following IP address:

{@i0btain DNS server addiess automaticalls

") Use the follawing DMS server addresses:

l_ Ok l[ Cancel ]
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CONFIGURATION

First make sure that the network connections aretfoning normally.

This WLAN Router can be configured using Interneplérer 5.0 or newer web
browser versions.

Login to the WLAN ADSL Router through Wireless LAN
Before configuring the WLAN ADSL Router through WDNA make sure that the
SSID, Channel and the WEP is set properly.

The default setting of the WLAN ADSL Router thatuywill use:
SSID: TRENDnNet436

Channel: Auto

802.11 Mode: 802.11b+g mixed mode

Security: disable

IP Address: 192.168.10.1

VPI/VCI for ATM: 5/35

ADSL Line mode: Auto-detect

Login to the WLAN ADSL Router

Before you configure this device, note that whem WHLAN ADSL Router, make
sure the host PC must be set on tResubnet that can be accessed by the
xDSL/Cable modem. For example, when the defaulivodt address of the
xDSL/Cable modem Ethernet interface is 192.168,1ien the host PC should be
set at 192.168.10.xxx (where xxx is a number betmZzand 254), and the default
subnet mask is 255.255.255.0.

Using the Web Browser

1. Open Internet Explorer 6.0 or above Internet brawse

2. Enter IP addredsttp://192.168.10.1the factory-default IP address setting) to
the URL web address location.

Address | @] http:if192.168.10.1

AN NI N N N N

3. When the following dialog box appears, enter ther mme and password to
login to the main configuration window, the defaudername and password is
“admin’.

11



Connect to 1%2.1468.10.1

User name: | € adomn v.|
Password; 20000 |
[ Iremember my password

| ok || cancel |

After entering the user name and password, the psge comes up, the screen will
display the WLAN ADSL Router status.

@ TREnDnET Wireless ADSL Modem Router

TEW-436BRM

= TEW.

192.168.10.1

2552552550

Enabled

0018e75c3cda

Refresh

Eopyright & 8009 TRENDnet: All Rights Reserved.
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Configuration Menu

When the main page appears, find the Configuratkemu in the left side of the
screen. Click on the setup item that you want wfigore. There are ten options:
Setup Wizard, Status, Setup, Firewall (form routeszde only), Advance (form
router mode only), Maintenance, Diagnostic, Monitgr Mode and Reboot as
shown in the Configuration Menu screen.

== TEW-436BRM
& Setup Wizard
B Status
B Setup
B Firewall

“= TEW-436BRM
& Setup Wizard
& Status

B Advance = Setup

B8 \laintainance

B8 Diagnostic

8 \Monitoring

B Mode

B Reboot

B \laintainance
] Diagnostic
B \lonitoring
B Mode

B Reboot

Configure menu on Router mode Configure menu on Moeim mode
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SETUP WIZARD

Setup wizard is provided as part of the web comégan utility. User can simply
follow the step-by-step process to get the WLAN ADRouter configuration ready
by clicking on" the “Wizard” button on the functianenu. The following screen
will appear.

Step 1: Determine Connection Method

Choose “Auto-detect” for auto detect the Interngreection method or “Manual
Selection” for manually configure the ADSL setting.

Setup Wizard

Determine Connection Method

W Selectihe desired oplion.

Select the method of determining the type of Internet
cannection,

@ Auto-detect

2 Manual Selection

Auto-detect

Selected the “Auto-detect” then click “Next” buttathe wizard will automatically
detect the first usable PVC and automatically deRiePoE, PPPoA, and Bridge
Protocol (with DHCP Server available)

Manual Selection

Selected the “Manual Selection” then click “Nextitton, the wizard will setting
the Internet connection manually.

14



Step 2: ADSL Setting

ADSL Setting

These seftings are available from your ADSL provider.

5

35

@LLC O VC-Mux

[eLte FeDmt MT1413
[¥]ADSL2: [V]ADSL2+

< Back Next > Cancel

VPI: Enter the VPI value provided by ISP

VCI: Enter the VCI value provided by ISP

Encapsulation: Select the encapsulation type for LLC or VC-Mux

ADSL modulation: Select the ADSL modulation type defined by youp IS
Step 3: Select Channel Mode

Select the type of network protocol for 1483 Bridg#483 MER, PPPoE, PPPoOA
or 1483 Routed.

Eetquﬁﬁiﬁnﬁ;

Select Channel Mode

Channel Mode:

@ 1483 Bridged

() 1483 MER

& PPROE

I PPPoOA

71 1483 Routed

15



1483 Bridged

Selected the 1483 Bridged mode then click nextobutthe WLAN ADSL Router
will save configuration and reboot the WLAN ADSL Rer.

Setup Wizard

Configuring

The DSL Router has been configured. System is rebooting. Please wait
57 seconds.

When rebooted the WLAN ADSL Router, enabled thestTiaternet Connection”
then click finish button for test Internet conneati click close button close the
setup wizard.

Setup Wizard : Setup Wizard

Data input completed Data input completed

a to the Internst Gateway.

ADSL connection OK
Internet connection OK
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1483 MER

Selected the 1483 MER mode then click next buttmmtinuing the WAN IP
setting.

Setup Wizard

Select Channel Mode

Channel Mode:

11482 Bridged

@ 1483 MER

) PPPOE

) PPPoA

(71 1483 Routed

Select whether user wants to specify an IP addressually, or want DHCP to
obtain an IP address automatically. When FixedsIBelected, type the Local IP
Address, Remote IP Address and Subnet Mask inextebbxes. User’'s ISP will
provide with this information.

Setu p\hﬁzar‘ﬂ

1483 MER

WARN IP Setlings
Type:| () Fixed P @ DHCP
Local IP Address: ||

Remote IP Address:|

Subnet Mask:|

Default Route:| @ Disable () Enable
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Click next button to save configuration and rebihet WLAN ADSL Router
Setup Wizard

Configuring

The DSL Router has been configured. System is rebooting. Please wait
A7 seconds.

When rebooted the WLAN ADSL Router, enabled thestTiaternet Connection”
then click finish button for test Internet conneati click close button close the
setup wizard.

Setup Wizard Setup Wizard
H Data input completed

| Data input completed
TestInternet C

clion TestInternet Connection
Click "Finish" to sa | data to the Internet Gateway. Click "Finish" to save all data to the Internet Gateway.
Test Results

Test Results

Commencing Test ...
ADSL connection OK
Internet contection OK

< Back Finish Close

< Back Finish Close

PPPOE/PPPOA

setting.

Selected the PPPoOE or PPPOA mode then click nasriQucontinue the account

Setup}ﬂﬁﬁnﬂ; Setup.}ﬁﬁz%ind..;
Select Channel Mode .

: Select Channel Mode
Channel Mode:

11483 Bridged

Channel Mode:
() 1483 MER

(1 1483 Bridged
@ PPPOE

() 1483 MER

1 PPPoA

) PPPOE

(211483 Routed

@ PPPoA

(711483 Routed

< Back

Next > cancel
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User Name:Enter the username provided by ISP.
Password:Enter the password provided by ISP

Type: Select the connection type fGontinuousConnectingConnect on Demand
or Manual connecting.

Idle Time: Enter the idle time for Connect on Daemon, whenmernet access
during the idle time, the ADSL connection will autizconnect.

Default Route: Setting the default router function disable orldea

Set up\nﬁzarﬂ

PPPoE

PPPoE Settings

Continugus = 1 Continuous

@ Disable (" Enable @ Disable (" Enable

Click next button to save configuration and rebbetWLAN ADSL Router
Setup Wizard

Configuring

The DSL Router has been configured. System is rebooting. Please wait
57 seconds.
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When rebooted the WLAN ADSL Router, enabled thestTiaternet Connection”
then click finish button for test Internet conneati click close button close the
setup wizard.

Setup Wizard Setup Wizard
| Data input completed | Data input completed

Tes ction Testin ection

= Click ™ | data to the Internet Gateway. = Click "Finis all data to the Internat Gateway.

Test Results — W TestResuits

s Commencing Test ...

= = ADSL connection OK

= = Internet connection OK
e Feaa T =

1483 Routed

Selected the 1483 Routed mode then click next buttontinuing the WAN IP
setting.

Setup Wizard

Select Channel Mode

Channel Mode:

(711483 Bridged

() 1483 MER

& PPROE

1 PPPoA

@ 1483 Routed

NAPT: Checked to enable the NAPT on the WLAN ADSL Router

Local IP Address : Enter local IP address provided by ISP

Remote IP Address :Enter remote IP address provided by ISP

Unnumbered: Checked to enable the IP unnumbered on the WLAN IAR8uter.
Default Route: Setting the default router function disable orldea
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Setup Wizard

1483 Routed

WAN IP Setiings

("I Disable @ Enable

Click next button to save configuration and rebbetWLAN ADSL Router
Setup Wizard

Configuring

The DSL Router has been configured. System is rebooting. Please wait
57 seconds.

Step 4: Completed the Setup Wizard

When rebooted the WLAN ADSL Router, enabled thestTiaternet Connection”
then click finish button for test Internet conneati click close button close the
setup wizard.

Setup Wizard . Setup Wizard
i Data input completed i Data input completed

Test Internet C ction : Test Internet Connection

Click "Finish™ to save all data to the Internet Gateway. : Click "Finish™ to save all data to the Internet Gateway.

Test Results = Test Results

Commencing Test ...
ADSL connection OK
Internet connection OK
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MANUAL SETINGS

Find that there are ten items, including Setup Wiz&tatus, Setup, Firewall (form
router mode only), Advance (form router mode onlMgintenance, Diagnostic,
Monitoring, Mode and Reboot in Setup menu.

Status

This page displays the WLAN ADSL Router currentstaand settings. Click the
“Refresh” button to update the status.
@ TRENDAET Wireless ADSL et

= TEW.436BRM ~ ADSL Router Status

This page shows the current status and some basic settings of the device

Alias Name | TEW-436BRM
Uptime 114
Firmware Version | 1.00.10

DSP Version | 2.9.0.4
Name Servers
Default Gateway

Operational Status| ACTIVATING.
Upstream Speed | 0 kbps
Downstream Speed | 0 kbps
1P Address | 192.168.10.1
Subnet Mask | 255.255.255.0

DHCP Server|Enabled

MAC Address|0018e75c3cda

Encap Protocol
LLC

Setup

The section enables users to configure the Int€&i@sL), LAN, Wireless, DHCP
and Time Zone setting.

Internet Setup

The WLAN ADSL Router comes with 8 ATM Permanenttal Channels (PVCs)
at the most. There are mainly three operation®&wh of the PVC channels: add,
delete and modify. And there are several channalendo be selected for each
PVC channel. For each of the channel modes, théngels quite different
accordingly.
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@ TRENDNET Wireless ADSL Modem Router

TEW-436ERM

Internet Setup

This: page i used o configure the parameters for the channel operation m

VPI: Virtual Path Identifier. Enter the VPI value prded by ISP.
VCI: Virtual Channel Identifier. Ethernet the VCI valpmvided by ISP.

Encapsulation: Select the encapsulation type LLC or VC-Mux proetiby your
ISP.

Channel Mode: Select the channel mode for 1483 Bridged, 1483 MERPOE,
PPPoOA, 1483 Routed or 1577 Routed provide by ISP.

Enable NAPT: Checked to enable the NAPT function on the WLAN ACRouter.

Admin Status: Enable or disable the ATM VC setting when addiaghe ATM
VC Table.

PPP Settings:When the channel mode selected by PPPoE or PPPoA.
User Name:Enter the user name provide by ISP.
Password:Enter the user name provide by ISP.

Type: Select the connection type for “Continuous”, “Ceanon Daemon” or
“Manual” connect.

Idle Time: Enter the idle time for Connect on Daemon, whemnernet access
during the idle time, the ADSL connection will awtsconnect.
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WAN IP Settings:

Type: Select whether user wants to specify an IP addmemsually, or want
DHCP to obtain an IP address automatically. WhewedriP is selected, type the
Local IP Address, Remote IP Address and Subnet Ma#like text boxes. User’s
ISP will provide with this information.

Unnumbered: Checked to enable the IP unnumbered on the WLAN IADS
Router.

Default Route: Setting the default router function disable orldea
Add Button: Click add button to add the new VC setting toAfiéM VC Table.

Modify Button: Selected on of VC setting from the Current ATM VY@ble then
click the Modify button to save the modified VCtaag.

Current ATM VC Table: Shows all of the ATM VC settings in the table.

Auto-PVC Search: Enable the Auto-PVC Search or add new PVC settin
manually.

Current Auto-PVC Table: Shows all of the Auto-PVC settings in the table.
LAN Setup

This screen enables users to set up the WLAN ADSUt& WAN connection,
specify the IP address for the WAN, add DNS numleend enter the MAC address.

br0

1P Address:| 192,163,101

Subnet Mask: | 2552552550

GateVvay: (|17 155101

I} Secondary IP

1P Address: | |19 168 100,

Subnet Mask: || 255 0550

IGMP Snooping:| @ Disabled () Enabled

Ethernet to Wireless| o .

Blocking:| d [ Enabled

IP Address: This is the IP address of the router. The deféldltaddress is
192.168.10.1.

Subnet Mask: Type the subnet mask for the router in the tex. Adhe default
subnet mask is 255.255.255.0.
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Secondary IP:Checked to enable the secondary IP address setiitite LAN.
IP Address: The secondary IP address setting of the LAN.
Subnet Mask: The secondary Subnet Mask setting of the LAN.

Ethernet to Wireless Blocking: When enabled the Ethernet to Wireless Blocking
all of Ethernet users can’t communicate with WLASELs.

Wireless
This section enables users to configuration thelegéis communications parameters
for the WLAN ADSL Router.

@ TRENDNET : Wireless ADSL

Settings

3 D Disable Wireless LAN Interface
;| 24 GHa (B+C) +

| AP
| TREMDned 36

r| Auo -

mW -

Associated Clients: Show Active Clisnts

Copyright © 2003 TREND ek, Al Fights Feserved.

Basic
This page allow user to enable and disable thelesseLAN function, create a
SSID, and select the channel for wireless commtioits.

Disable: Checked to disable the wireless function of theAMLADSL Router.

Band: Select one of the following:
02.4Ghz (B+G) - Selected if you are allowing both 802.11b an@.80g
wireless clients connect to the WLAN ADSL Routetlrsd same time.
02.4Ghz (B)- Selected if you are allowing the 802.11b wirslekents connect
to the WLAN ADSL Router only.
02.4Ghz (G) - Selected if you are allowing the 802.11g wirsledients
connect to the WLAN ADSL Router only.
SSID: Type an SSID in the text box. The SSID of any {ese device must match
the SSID typed here in order for the wireless dewicaccess the LAN and WAN
via the WLAN ADSL Router.
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Channel:; Select a transmission channel for wireless comaoatioins. The channel
of any wireless device must match the channel salebere in order for the
wireless device to access the LAN and WAN via theAN ADSL Router.

Radio Power (mW): The maximum output power for wireless LAN: 15mW,
30mW or 60mW.

Associated Clients: Click the “Show Active Client” button displays the
information of connected wireless clients.

Security

SSIDTYPE:| @ Root © VAPD O VAP1 O VAPZ () VAP3
Encryption: M
802.1x Authentication | "] Use 802 1x Authentication

WEP:|[ 52t WEP Eey

WPA Authentication

@ =
Mode: Enterprise (RADIUS) @ Personal (Pre-Shared Key)

Pre-Shared Key Format: Fassphrase

Pre-Shared Key:| '

Authentication

1512
RADIUS Server: Port IP address

SSID TYPE: The WLAN ADSL Router supports up to four multipl&I® feature
(Multiple Virtual AP), select which AP (Root AP, \PO~VAP3) will configure the
security setting.

Encryption: There are 4 types of security to be selected. Tarseyour WLAN,
it's strongly recommended to enable this feature.

WEP: Make sure that all wireless devices on your netware using the same
encryption level and key. Click Set WEP Key buttorset the encryption key.

WPA (TKIP): WPA uses Temporal Key Integrity Protocol (TKIP)r fdata
encryption. TKIP utilized a stronger encryption ha and incorporates Message
Integrity Code (MIC) to provide protection agaihsickers.

WPA2 (AES): WPA2, also known as 802.11i, uses Advanced Enionypt
Standard (AES) for data encryption. AES utilizeslyanmetric 128-bit block data
encryption.

26



WAP2 Mixed: The AP supports WPA (TKIP) and WPA2 (AES) for data
encryption. The actual selection of the encryptmethods will depend on the
clients.

802.1x Authentication: Checked to enable the 802.1x authentication. Thi
option is selectable only when the “Encryptions&ected to either None or WEP.
If the “Encryption” is WEP, you need to further setl the WEP key length to be
either WEP 64bits or WEP 128bits.

WEP: Click the “Set WEP Key” button to setting WEP keyhen the
“Encryption” is selected to “WEP”.

Set WEP Key

This page allows you setup the WEP key value. You could choose use 64-bit or 128-bit as the encryption
key, and select ASCIl or Hex as the format of input value.

SSID TYPE:| @ Root VAPD VAP VAP2 VAP3

Key Length:| 6d-hit

Key Format:| ASCILS chavacters)

Default Tx Key:| Eeyl -

Encryption Key 1:| *tes

Encryption Key 2:| *#kdk

Encryption Key 3:| ®#dk

Encryption Key 4: | ##t4#

SSID TYPE: The WLAN ADSL Router supports up to four multiplSI®
feature (Multiple Virtual AP), select which AP (RoAP, VAPO~VAP3) will
setting the WEP key.

Key Length: Select the level of encryption from the drop-ddigh64 and 128-
bit encryption.

Key Format: Select the key format from the drop-down list H&XASCII.

Default TX Key: Select which encryption key 1~4 will be use toaddf TX
key.

Encryption Key 1 ~ 4: Enables users to create up to 4 different WEP ,key:
manually enter a set of values for each key.

WPA Authentication Mode: There are 2 types of authentication mode fol
WPA.

Enterprise (RADIUS): WPA RADIUS uses an external RADIUS server to
perform user authentication. To use WPA RADIUSgeethe IP address of the
RADIUS server, the RADIUS port (default is 1812)ahe shared secret from
the RADIUS server. Please refer to “Authenticat®ADIUS Server” setting
below for RADIUS setting.
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Personal (Pre-Shared Key):Pre-Shared Key authentication is based on
shared secret that is known only by the partieslred. To use WPA Pre-
Shared Key, select key format and enter a passwothde “Pre-Shared Key
Format” and “Pre-Shared Key” setting respectivéljease refer to “Pre-
Shared Key Format” and “Pre-Shared Key” settingWwel

Pre-Shared Key Format:

Passphrase:Select this to enter the Pre-Shared Key secreatsasfriendly
textual secret.

Hex (64 characters): Select this to enter the Pre-Shared Key secret ¢
hexadecimal secret.

Pre-Shared Key: Specify the shared secret used by this Pre-Shaeyd IKthe
“Pre-Shared Key Format” is specified as Passphthea,it indicates a passphrase
of 8 to 63 bytes long; or if the “Pre-Shared Keyrrat” is specified as
Passphrase, then it indicates a 64-hexadecimal eumb

Authentication RADIUS Server: If the WPA-RADIUS is selected at “WPA

Authentication Mode”, the port (default is 1812 hddress and password of

external RADIUS server are specified here.
WPS
Although home Wi-Fi networks have become more amdenpopular, users still
have trouble with the initial set up of network.iglobstacle forces users to use the
open security and increases the risk of eavesdungppliherefore, The Wi-Fi
Protected Setup (WPS) is designed to ease set ugeafrity-enabled Wi-Fi
networks and subsequently network management. diigedt difference between
WPS-enabled devices and legacy devices is thas ukenot need the knowledge
about SSID, channel and security settings, but teyd still surf in a security-
enabled Wi-Fi network. This device supports Pustiddumethod and PIN method
for WPS. The following sub-paragraphs will describhe function of each item.
The webpage is as below. Although home Wi-Fi neksdrave become more and
more popular, users still have trouble with thetiahiset up of network. This
obstacle forces users to use the open security iaockases the risk of
eavesdropping. Therefore, The Wi-Fi Protected S&NIPS) is designed to ease set
up of security-enabled Wi-Fi networks and subsetiyeretwork management. The
largest difference between WPS-enabled devicesegyadty devices is that users do
not need the knowledge about SSID, channel andigesettings, but they could
still surf in a security-enabled Wi-Fi network. $hilevice supports Push Button
method and PIN method for WPS. The following subageaphs will describe the
function of each item. The webpage is as below.
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@ TRENDNET Wireless ADSL

— = TEW.A36BRM
- B Setu pv\
]

WPS (Wi-Fi Protected Setup). Using this feature
s 3 nd connect to the Access Pointin am

[T] selectto disable WPS

WPS Status: Configured @ UnConfigured

Self PN Number:| 12345670
A AR

=

~Copyright & 2003 TRENDNEE All Hights Bescrved. —

Disable WPS Checked to disable the Wi-Fi protected Setup.

WPS Status: When the WLAN ADSL Router settings are factory ddfféout of
box), it is set to open security and un-configustate. “WPS Status” will display
it as “UnConfigured”. If it already shows “Configea”, some registrars such as
Vista WCN will not configure AP. Users will need go to the “Backup/Restore”
page and click “Reset” to reload factory defauttisgs.

Self-PIN Number: The “Self-PIN Number” is AP’s PIN. Whenever userany
to change AP’s PIN, they could click “Regenerat®&l’Pand then click “Apply
Changes”. Moreover, if users want to make their &M, they could enter four-
digit PIN without checksum and then click “Apply &ifges”. However, this
would not be recommended since the registrar sedEls to be supported with
four-digit PIN.

PIN Configuration: Click the “Start PIN” button to start the PIN methof
WPS.

Push Button Configuration: Click the “Start PBC” button to start the push htto
method of WPS.

Client PIN Number: It is only used when users want their station o P’s
network. The length of PIN is limited to four ogbt numeric digits. If users enter
eight-digit PIN with checksum error, there will Bavarning message popping up.
If users insist on this PIN, AP will take it.
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DHCP Settings

You can configure your WLAN ADSL Router to use thH&namic Host
Configuration Protocol (DHCP). This section prod®HCP instructions for
implementing it on your network by selecting théerof DHCP protocol that this
device wants to play.

DHCP Mode: There are two different DHCP roles that this devean act as:

DHCP Server and DHCP Relay. When acting as DHC{#eseyou can setup the
server parameters at the below DHCP Server settihge acting as DHCP Relay,
you can setup the relay at the below DHCP RelayngetOtherwise, selected the
None to disable the DHCP service.

DHCP Relay

Some ISPs perform the DHCP server function forrtbestomers’ home/small

office network. In this case, you can configurestdevice to act as a DHCP
relay agent. When a host on your network requegtsret access, the device
contacts your ISP to obtain the IP configuratiomd ahen forward that

information to the host. You should set the DHCRIeafter you configure the

DHCP relay.

DHCP Settings

This page be used to configure DHCP Server and DHCP Relay.

DHCP Mode: None @ DHCP Relay DHCP Server

DHCP Relay Configuration

Configure DHCP server IP addresses for DHCP Relay

DHCP Server Address: | 172.19314

DHCP Server Address: Specify the IP address of your ISP’'s DHCP server
Requests for IP information from your LAN will beagsed to the default
gateway, which should route the request appropyiate

DHCP Server

By default, the device is configured as a DHCP aerwith a predefined IP
address pool of 192.168.10.2 through 192.168.10.1@0bnet mask
255.255.255.0).
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DHCP Settings

This page be used to configure DHCP Server and DHCP Relay.

DHCP Mode: ) None () DHCP Relay @ DHCP Server

DHCP Server

Enable DHCP Server if you are using this device as a DHCP server. This page lists the [P
address pools available to hosts on your LAM. The device distributes numbers in the pool to
hosts on your network as they request Internet access.

LAN IP Address:|192.168.10.1
Subnet Mask: | 255.255.255.0
IP Pool Range: | 192.168.102 - 19216310100 Cliemt

Subnet Mask: | 2552552550

Max Lease Time:| 86400 seconds (-1 indicates an infinite lease)

Domain Name: | domain name

Gateway Address: | 192,168,101
IP Pool Range:Specify the lowest and highest addresses in the poo
Subnet Mask: Specify the subnet mask value.

Max Lease Time:The Lease Time is the amount of time that a netwisky is
allowed to maintain a network connection to the ickewsing the current
dynamic IP address. At the end of the Lease Tihee|dase is either renewed or
a new IP is issued by the DHCP server. The amobiiin® is in units of
seconds. The default value is 86400 seconds (1 @lag)value —1 stands for the
infinite lease.

Domain Name: A user-friendly name that refers to the group o$teqsubnet)
that will be assigned addresses from this pool.

Gateway Address:Specify the gateway IP address.

Show Client: When click the “Show Client” button, all dynamic O client
computers are listed in the new window and progdine IP address, MAC
address and Time Expired of the client.

DHCP Client

This table shows the assigned IP address, MAC address and time expired for each DHCP leased
client.

IP Address MAC Address Time Expired(s)
192 .168.10.2 00:14:d1:64:3c:bd 76610
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MAC-Base Assignment: Click the “MAC-Base Assignment” button to

configure the static IP base on MAC Address. You assign/delete the static IP.
The Host MAC Address, please input a string witk hember. Such as "00-dO-

59-c6-12-43". The Assigned IP Address, please iamiting with digit. Such as

"192.168.10.100". Click “Assign IP” button to addetstatic DHCP setting to

the MAC-Base Assignment Table.

Static IP Assignment Table

This page is used to configure the static IP base on MAC Address. You can assign/delete the static IP.
The Host MAC Address, please input a string with hex num 5 "00-d0-58-c6-12-43". The
Assigned IP Address, please input a string with digit. Such as "192.168.1.100".

Host MAC Address(xx-
OH-XOH-XO-XK-XX )

Assigned IP Address
OO0 KKK

Assigned IP Address

Time Zone

Simple Network Timing Protocol (SNTP) is a protoamed to synchronize the
system time to the public SNTP servers. The WLANSACRouter supports SNTP
client functionality in compliance with IETF RFC2D3SNTP client functioning in

daemon mode which issues sending client requegstsetoonfigured SNTP server
addresses periodically can configure the systerkalothe WLAN ADSL Router.

@ TRENDNET

| Time Zone

Day ir j Hr 0 Mn 0 Sec ‘1787
(GMT-05:00)Ezstern Time (US & Canada)

[T] Enable SNTF client update
@ | 20311718036 Asia Pacific -

((Manual IP Setting)

Enable Daylight Saving 7]

Month Week Day of Week Time
Daylight Saving Dates Start [Mer - [Ind ~| [Sm - lam |
End [Nov +| [Ist +| [Swm - Zam -

[ Avwty Chonge_|

Current Time: The current time of the specified time zone. Yon sat the
current time by yourself or configured by SNTP.

32



Time Zone Select: The time zone in which the WLAN ADSL Router resides
Enable SNTP client update: Enable the SNTP client to update the system clock

SNTP server: The IP address or the host name of the SNTP sev\mr.can
select from the list or set it manually.

Daylight Saving: Checked to enable daylight saving time. When athldelect
the start and end date for daylight saving time.

Firewall — Used only on Router mode settings

The Firewall setting is for the WLAN ADSL Routeragsnfigured on Router mode
only. Please refer tidode setting in page 72.

Firewall contains several features that are uselkhy or allow traffic from passing
through the device.

IP/Port Filtering

The IP/Port filtering feature allows you to denigal specific services or
applications in the forwarding path

Outgoing Default Action: Specify the default action on the LAN to WAN
forwarding path.

Incoming Default Action: Specify the default action on the WAN to LAN
forwarding path.
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Add/Modify Rule
Add or modify the IP/Port filtering rule.

Direction: Select the traffic forwarding direction “Outgoingf “Incoming”.
Protocol: Select the protocol type for TCP, UDP or ICMP.

Rule Action: Deny or allow traffic when matching this rule.

Source: The source IP address, Subnet Mask and Port i@ssigned to the traffic
on which filtering is applied.

Destination: The destination IP address, Subnet Mask and Boger assigned to
the traffic on which filtering is applied.

Add: Click the “Add” button to save the rule entry keetconfiguration.

Modify: Click the “Modify” button to modify the selectedile form the Current
Filter Table.

Delete SelectedClick the “Delete Selected” button to delete th&ested rule from
Current Filter Table.

Delete All: Click the “Delete All” button to delete the all ofile in the Current
Filter Table.

MAC Filtering

The MAC filtering feature allows you to define raléo allow or deny frames
through the device based on source MAC addresgyaffid direction.

@ TRENDNET Wireless ADSL Mo

= EnLa3eBRM AC Filtering

Entries in this table are use types of data packets from your local network to |
through the Gateway. Use of e helpful in securing or restricting your local netw:

~Gopyright © 200 TRENDREE. Al Hights Heserved.

Default Action: Specify the default action on the LAN to WAN fomdang path.
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Add/Modify Rule
Add or modify the MAC filtering rule.
Rule Action: Deny or allow traffic when matching this rule.

Source: The source MAC address. It must be xxxxxxxxxxxsat. Blanks can be
used in the MAC address space and are consideghoh&dscare.

Add: Click the “Add” button to save the rule entry keetconfiguration.

Modify: Click the “Modify” button to modify the selectedile form the Current
MAC Filter Table.

Delete SelectedClick the “Delete Selected” button to delete th&ested rule from
Current MAC Filter Table.

Delete All: Click the “Delete All” button to delete the all ofile in the Current
MAC Filter Table.

Port Forwarding

Firewall keeps unwanted traffic from the Interneiag from your LAN computers.
Add a Port Forwarding entry will create a tunnebtigh your firewall so that the
computers on the Internet can communicate to ortbeotomputers on your LAN
on a single port.

@ TRENDNET e

TEW-436BRM Port Forwarding

Entries in this table allo
behind the NAT fires
aweb server or mai

[Boh -

IP Address

IP Address

[raa [ oy

Delztz Selectad Brzletz Al

=L P N S

Port Forwarding: Select to enable or disable the port forwardiraduee.
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Add/Modify Rule
Add or modify the Port Forwarding rule.

Protocol: Select the protocol type for TCP, UDP or Both (T&te UTP).
Enable: Check to enable this rule.

Interface: Select the WAN interface on which the port-forwagdrule is to be
applied.

Local: The local IP address and Port range assignecetwaffic on which filtering
Is applied.

Destination: The remote IP address and Port range assignée teatffic on which
filtering is applied.

Add: Click the “Add” button to save the rule entry leetconfiguration.

Modify: Click the “Modify” button to modify the selectedile form the Current
Port Forwarding Table.

Delete SelectedClick the “Delete Selected” button to delete tb&ested rule from
Current Port Forwarding Table.

Delete All: Click the “Delete All” button to delete the all afle in the Current Port
Forwarding Table.
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URL Blocking

The URL Blocking is the web filtering solution. Thieewall includes the ability to

block access to specific web URLs based on striatches. This can allow large
numbers of URLs to be blocked by specifying only FQDN (such as

tw.yahoo.com). The URL Blocking enforce a Web uspghkcy to control content

downloaded from, and uploaded to, the Web.

@ TRENDnET e

== TEW_436BRM RL Blocking

This page is used to blocked Fully Qualiied Domain Name (FQDN), such as myspace.com, an
filtered keyword. Here you can add/delete FQDM and filtered keyword.

~Copyright © 2009 TRENDiieE All Rights Reseried.—

URL Blocking: Select to enable or disable the URL blocking fesatu

Add FQDN Rule
Rule Action: Deny or allow traffic when matching this rule.

FQDN: A fully qualified domain name (or FQDN) is an unaiguous domain
name that specifies the node's position in the M8 hierarchy absolutely, such
as tw.yahoo.com. The FQDN will be blocked to access

Add: Click the “Add” button to save the rule entry keetconfiguration.

Delete SelectedClick the “Delete Selected” button to delete th&ested rule from
URL Blocking Table.

Delete All: Click the “Delete All” button to delete the all @file in the URL
Blocking Table.

(D
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Add Keyword Rul
Rule Action: Deny or allow traffic when matching this rule.

Keyword: The filtered keyword such as yahoo. If the URUuwles this keyword,
the URL will be blocked to access.

Add: Click the “Add” button to save the rule entry keetconfiguration.

Delete SelectedClick the “Delete Selected” button to delete th&ested rule from
Keyword Filtering Table.

Delete All: Click the “Delete All” button to delete the all ofile in the Keyword
Filtering Table.

D

Domain Blocking

The firewall includes the ability to block accessspecific domain based on string
matches. For example, if the URL of Taiwan Yahoded#e is “tw.yahoo.com”
and you enter “yahoo.com”, the firewall will blocdl the DNS queries with
“vahoo.com” string. So the Host will be blockedaocess all the URLs belong to
“vahoo.com” domain. That means you can protect ywaumputer, your house, your
office and anything else that uses DNS from beirlg 80 service domains that you
don’t want to load.

@ TRENDRET Wireless ADSL Mo

Here you can add/delete the blocked domai

Dalzts Szlected Dzlzt= Al

~Gapyright & 2009 TRENDaet.

Domain Blocking: Select to enable or disable the Domain blockiraduies.
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Add Rule
Rule Action: Deny or allow traffic when matching this rule.
Domain: Enter the blocked domain.

Add: Click the “Add” button to save the rule entry keetconfiguration.

Delete SelectedClick the “Delete Selected” button to delete tb&ested rule from
Domain Block Table.

Delete All: Click the “Delete All” button to delete the all ofile in the Domain
Blocking Table.

Port Triggering

The Port Triggering enables users to specify spegplications, such as games
which require multiple connections that are blockgdNAT.

@ TRENDNET Wireless ADSL Mo

@ Add by Application () Add Manually
Aprlication Name

Disable Selected Enable Selected Delete Selected Delete All

Copyrigt € 2009 TRENDna: Al Aighis Reserved.

Port Triggering: Select to enable or disable the Port Triggeriraguie.
Add by Applicatior

Add by Application: Select pre-define the application rule from ligent click
“Add” button to add the selected application rule.

Add by Manuall
Enable: Check to enable this rule.

Name: Enter a descriptive name for the application rule.

Match Protocol: Select the outgoing protocol type for TCP, UDRGP&UTP.

—

~
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Match port range: Enter the outgoing port range that can be useatctess the
application in the text boxes.

Related Protocol: Select the incoming protocol type for TCP, UDPTQP&UTP.

Related port range: Enter the incoming port range that can be useattess the
application in the text boxes.

Add: Click the “Add” button to save the rule entry keetconfiguration.

Modify: Click the “Modify” button to modify the selectedle form the Trigger
Table.

Delete SelectedClick the “Delete Selected” button to delete th&ested rule from
Trigger Table.

Delete All: Click the “Delete All” button to delete the all ofile in the Trigger
Table.

Disable SelectedClick the “Disable Selected” button to disable getected rule
from Trigger Table.

Enable Selected:Click the “Enable Selected” button to Enable tletested rule
from Trigger Table.

DMZ

A DMZ (Demilitarized Zone) allows a single comput@n your LAN to expose
ALL of its ports to the Internet. Enter the IP agsl of that computer as a DMZ
(Demilitarized Zone) host with unrestricted Interiaecess. When doing this, the
DMZ host is no longer behind the firewall.

@ TRENDNET. fiﬁii?é%égsf.ﬁEiSLa,Mi E R

== TEW-436BRM
B Setup Wizard

Apply Changes

Copyrigt € 2009 TRENDna: Al Aighis Reserved.
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DMZ Host: Select to enable or disable the DMZ feature.

DMZ Host IP Address: Enter a IP address of the local host. This feasats a
local host to be exposed to the Internet

Advance — Used only on Router mode settings

The Advance setting is for the WLAN ADSL Routercsnfigured on Router mode
only. Please refer tidode setting in page 72.

Wireless
Advanced Settings

These settings are only for more technically adedngsers who have a sufficient
knowledge about wireless LAN. These settings showtdbe changed unless you
know what effect the changes will have on your WLANSL Router.

Advanced Settings

These settings are only for more technically advanced users who fiave a sufficient knowledge about
wireless s should not be changed unless you know what effect the changes will

dvance :| ) Open System () Shared Key @ Auto
= Wireless

[/ y—— Fragment Threshold: | 2346 (256-2346)

B Access Control

B mBssiD —
B DNS Server Beacon Interval:| 100 (20-1024 ms)
B Dynamic DNS

RTS Threshold:| 2347 (0-2347)

Data Rate:| Ao

Preamble Type:| @ | ong Preamble ) Short Preamble

Broadcast SSID:| @ Enabled (7) Disabled

Relay Blocking:| ) Enabled @ Disabled

WMM support:| ( Enabled 1@ Disabled

% Changes
B Remote Access Arphy —
B ATM Settings
B ADsL Settings

Authentication Type: Open System:Open System authentication is not requirec
to be successful while a client may decline to enticate with any particular
other client.Shared Key: Shared Key is only available if the WEP option is
implemented. Shared Key authentication supportbeatication of clients as
either a member of those who know a shared seeyebka member of those who
do not. IEEE 802.11 Shared Key authentication agtisites this without the
need to transmit the secret key in clear. Requitireguse of the WEP privacy
mechanismAuto: Auto is the default authentication algorithm. itlwhange its
authentication type automatically to fulfill clieatrequirement.
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Fragment Threshold: This value should remain at its default settin@000. It
specifies the maximum size for a packet before gateagmented into multiple
packets. If you experience a high packet error, saga may slightly increases the
“Fragment Threshold” value within the value rande266 to 2346. Setting this
value too low may result in poor network performan©nly minor modifications
of this value are recommended. The default is 2346.

RTS Threshold: This value should remain at its default settin@000. Should
you encounter inconsistent data flow, only minodrfioations are recommended.
If a network packet is smaller than the preset “RiAi®shold” size, the RTS/CTS
mechanism will not be enabled. The ADSL modem (&) Aends Request to
Send (RTS) frames to a particular receiving stadioa negotiates the sending of a
data frame. After receiving an RTS, the wirelesdi@h responds with a Clear to
Send (CTS) frame to acknowledge the right to béginsmission. The default is
2347.

Beacon Interval: The Beacon Interval value indicates the frequemtgrval of
the beacon. Enter a value between 20 and 1024aéobds a packet broadcast by
the ADSL modem (or AP) to synchronize the wirelessvork. The default is 100.

Data Rate: The rate of data transmission should be set depgratfi the speed of
your wireless network. You should select from ageanf transmission speeds, or
you can select Auto to have the WLAN ADSL Routetoaatically use the
fastest possible data rate and enable the Autb&aMIfeature. Auto-Fallback will
negotiate the best possible connection speed betiheeAP and a wireless client.
The default setting is Auto.

Preamble Type: The Preamble Type defines the length of the CRCcliCy
Redundancy Check) block for communication betwelea AP and mobile
wireless stations. Make sure to select the apmtpmreamble type. Note that
high network traffic areas should use the shoramiae type. CRC is a common
technique for detecting data transmission errors.

Broadcast SSID: Select to enable or disable the Broadcast SSiurfedt this
option is enabled, the device will automaticallansmit their network name
(SSID) into open air at regular interval. This featis intended to allow clients to
dynamically discover and roam between WLANS; ifstioption is disabled, the
device will hide its SSID. When this is done, thatisn cannot directly discover
its WLAN and MUST be configure with the SSID. Ndteat in a home Wi-Fi
network, roaming is largely unnecessary and thd3f8badcast feature serves no
useful purpose. You should disable this featur@rprove the security of your
WLAN.
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Relay Blocking: Select to enable or disable the Relay BlockinguieatWhen
Relay Blocking is enabled, wireless clients willtrime able to directly access
other wireless clients.

WMM support: Select to enable or disable the WMM (Wi-FI MultinedQoS
feature.

Access Control

This feature allows administrator to have accesgrobby enter MAC address of
client stations. When Enable this function, MAC wes$ can be added into access
control list and only those clients whose wirel®$&8C address are in the access
control list will be able to connect to your WLANDSL Router.

@ TRENDNET Wireless ADSL M

Access Control

you choose Allow Listed', only those 55 MAC sses are inthe access
| list will be able to connect to yi ‘Deny 'is selected, these wirele:
s on the list will not be able to co

| tex.00E086710502) ||| e

Apply Changes

ng
B IGMP Proxy
B urPnP Dalete Saleck Belets All
B RP
B snmp
B Port Mapping

-Copyright © 2003 TRENDre: ANl ights Aeserved.

Wireless Access Control Mode: DisableDisable the wireless ACL feature;
Allow Listed: When this option is selected, no wireless cliegxsept those
whose MAC addresses are in the current accessotdiatiwill be able to connect
(to this device),Deny Listed When this option is selected, all wireless ckent
except those whose MAC addresses are in the cuaseiss control list will be
able to connect (to this device).

MAC Address: Enter client MAC address and click “Add” buttom add client
MAC address into current access control list.

Delete SelectedClick the “Delete Selected” button to delete tledested rule
from Current Access Control List.

Delete All: Click the “Delete All” button to delete the all ofile in the Current
Access Control List.
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