]).I‘il‘k® Version 1.0| 01/31/2013

User Manual

Wireless AC750 Dual Band Cloud Router

DIR-810L



Preface

D-Link reserves the right to revise this publication and to make changes in the content hereof without obligation to notify any
person or organization of such revisions or changes.

Manual Revisions

Revision Date Description

1.0 January 31,2013 « Initial release for Revision A1

Trademarks

D-Link and the D-Link logo are trademarks or registered trademarks of D-Link Corporation or its subsidiaries in the United
States or other countries. All other company or product names mentioned herein are trademarks or registered trademarks of
their respective companies.

Copyright © 2013 by D-Link Systems, Inc.

All rights reserved. This publication may not be reproduced, in whole or in part, without prior expressed written permission
from D-Link Systems, Inc.

D-Link DIR-810L User Manual i



Table of Contents

Table of Contents

Preface . ciiiccccnnnecccssnnneccssnnsecsssssssessssssssesssssssssssssssssssssans PPTP oo eeetrerstsstssesstssssssesasssssssssssssssssssssssssssssssssassens 33
ManUal REVISIONS.......ouriueeriererisisisisisisssssssssssssssssssssssssessssns i L2TP oeeeetreseetnesseisesssessessssssessssesssssssssssssssssssssssssssssens 35
TrAdEMATKS .eeeeeeereereireireiseiseisesesesesesssssssssssssssssssssssssssssssssssens [ DISLITE weieererireerecirerresieeseseseisesssesssssssssssssssssssssssssssseses 37

. Wireless Connection Setup Wizard .........cccceeevueerruennee 38

Product OVEervVieW.......cccceeccnnnnneccccssssnnsanseccssssssnssssssscssssanes 1 Wi-Fi Protected Setup Wizard ..o 41
Package Con’Fents ......................................................................... 1 Manual wireless NEtWOrk SEtUD.....oooo 42
System quuwements ................................................................. 2 Manual Setup - 2.4Ghz Band oo 43
INEFOAUCTION ..ottt st bbb sessss s sesaenes 3 Manual Setup - 5Ghz BaNG oo 48
FEATUIES....ee et ssessnsaes 4 WATEIESS SECUMLY oo 53
HArdWare OVeIVIEW wvrmsvrssrsssssssssrsssrssrss > WHE IS WPA? oo 53

e > NETWOIK SETHINGS ...uvererririririeisesiss s sssssssssasssnes 54
LEDS woueeeeeireenseessissessssssissssssssssssssssssssssssssssssssssssssssssssssssssssssses 6 T Ly —— 54

INSEAlIAtION «..vveececereneneneanaencsesessesensasassesesesssssnsasassssesasassanens 7 DHCP Server Settings ... 55
BEfOre YOU BEGIN . eeeeeeeeeeeeeeeereeeeeeeeeeeeevsessssssssssssssssssssssssnsannns 7 DHCP ReServation ... 57
Wireless Installation ConsiderationsS... oo 8 [PVG .ooeeeetetecirtensteesstessesesssessssessssssssssssssssssssssssssssssssns 58
MANUAI SETUD c.oooeeeeeeecsmssssssssssssssssssssssssssssssssesssssssssssssss 9 IPV6 Internet Connection Setup Wizard................ 59

IPv6 Local Connectivity Settings.......cccceeeevernernennes 64

CoNfIGUratioN....eeecccccnnecccssnneccsssnnneccssssssecssssssssessssnnnsscs 11 IPV6 MANUAL SELUD errreree oo 65
QUICK SEtUP WiIZard.......cceeereereirereinsesesesseiseisessessssssessesssens 12 MY ANK™ SEEENGS rrerrsnresnresrseresseressesrsesesseessenes 74
QRS Mobile App (I0S, ANAFOid) .o 19 AAVANCEU.....iirreiersessinsseissssssssisssssssssssssssssssssssssssssssnes 77
Web-based Configuration Utility .......eeeessssssssrnn 20 VIFUBI SEIVET c.covevveeeeeescceeeeeeeesessesssssssssssssssssssssssssns 77

Internet Connection SEtUp .....eevececeenereeeccennnnns 21 POrt FOrWAIAING coveeeeesoeeeesseeeesseeeessessssessssnesssseeeen 78
Internet Connection Setup Wizard..........coeuveene 22 APPIICALION RUIES .eeeeeoeeeeeeeeeeeeeeeeeeeeereeeeeeeeeesessessessssssssens 79
Internet (Manual SETUP) ... 28 QOS ENGINE eeeeemrssssssssesessessssssssssssssssssssssen 80
Static (assigned by ISP) o 30 NEEWOIK FIIETS ccevvvveeeeeereeeceesccemeseeenessessessssssssmsnsssseen 82
PPPOE (DSL).cccuvterrreerrrrerssensesssssassssssssessssssssessassssssassens 31 Access CONtIolo 83

D-Link DIR-810L User Manual ii



Table of Contents

WEDSItE FIlLErS ...ttt esesessesssessesesenee 86
INbOUN Filters....ueeeceeeeeeeeete e 87
Firewall SEttiNGS ....ccuevveeveereeeeieeeeeeteeeeeeeseeseessesassaesens 88
ROUTING coeeticecrtcstecisesssensssssssssssssssssssssssssssssses 90
Advanced Wireless .....eeeereeeereeereeesesesesesaenes 91
Wi-Fi Protected Setup (WPS) ...ovvereveerererireereennns 92
Advanced Network Settings........ccceceeeveeererreneennnns 94
GUEST ZONE...uetreeetstereeeresesess s sessssssesesssssssesenns 95
[PV6O FIireWall ...ttt 96
[PVO ROULING ...eeerierriecirecisteesisssisssevssssssssesssssssssssens 97
TOOIS ettt ses e ses s ss s sassesesaessassenans 98
AQMIN.ctititirrtrtretereere e seses s sessssessssesesasees 98
THMI@ e s s s s s s s e s s s s s nsasseaen 99
SYSLOG ceuiuirirenrrensensiensisesensessssessesssssssessssssssssssssessssenes 100
EMail SETtiNGS...vvveeeereeeererreeeseses et 101
SYSTEIM ettt ssessessssesssssssssssssssenns 102
FIFMNWAIE . s s s s s enens 103
Language PacK......ceereceeneeeeieeseeseseesesseseesessnnes 103
DYNamic DNS .....rrereeierisieseessensesssensessssens 104
System ChecK ... 105
SCHEAUIES ...t ssane 106
STATUS et resesess e sesess e sesessesassesesesasassesesesasans 107
DEVICE INTO ettt resseseesenee 107
LOGS iiiierieriiensiseerseessiseesseessasessssssssasesssssssassnsases 108
STALISTICS vt ses s s sess s sesesenens 109
INTEINEt SESSIONS ...t eesenessesenes 110
ROUTING eeiiieieeitensieenseessiessseessasesssssensasenssees 111
WIFEIESS..u. ettt ses e sesessesesassesenaes 112

[PVG .oeeeetereeeretsssssessesssssssssssssssssssssssssssssssssssssssssssansens 113

[PV ROUTING ..ceeereenrieciseensiesseensaensssesessasessnses 114

SUPPOIT ettt ssssssssssss s sessssssssssssssesssssssases 115
Connect a Wireless Client to your Router .......ccccccceuneees 116
WPS BUTTON c.ceeieiecienectenseessessessssessesssesssssssssssssssssssnes 116
WINAOWS® 8......iereriniisisisissssssssssssssssssssssssssssssssnes 117
WPA/WPAL ....coeeerrrersisssssississssssasssssssssssssssssssssssssssens 117
WINAOWS® 7...erirrinisisisisisssssssssssssssssssssssssssssssssssssnes 119
WPA/WPAL .....eeeeteerreirsirssssississssssssssssssssssssssssssssssssssssens 119

WPS ..ttt ssssass s s sssssssssssssssssssssssssens 122
WINAOWS VISTa®.....ouvririisisisisisissssessssssssssssssssssssssssssssssnes 126
WPA/WPAL ....coeeeeerrrrsisssssessissssssassasssssssssssssssasssssssssens 127
WPS/WON 2.0 ..ccererrreerrirernsissessssssessassssssssssssssssssssssssssens 129
WINAOWS® XP....oeererrrinisisisisisssssssssssssssssssssssssssssssssssnes 130
WPA/WPAL .....oeeteerrrrsisssssassissssssssasssssssssssssssssssssssssens 131
Troubleshooting .......cccccccccneennennnnnnnnnneeeeeeceeccccsccsssssssnee 133
Wireless BasiCs ccccccereccccnsrecccsnssaecsssnsssesssssssassssssssssssssnnns 137
WHhat is WIrel@SS7......cuereereireieiseiseisssssissisessssssssssssssssssssssssans 138
TIPS eueeetreeerertrteesrsssesesesssastssessassssssssssssssssssesssssssssssssssssssssesenes 140
Wireless MOAES........cveireerrinsiniissisesssississsssssssassssssssssssssssans 141
Networking BasiCS .....ccccceccccnnnnneeccssscscnnsnnnecccssssnsssnssscses 142
Check your IP address.....ernrisisresssssssssssssssssessessenes 142
Statically Assign an IP address.......cvvevenenernerneneennens 143
Technical Specifications......ccccceecvennneececccccssnnnneeccccccsnnes 144
Warranty..ccccceeeeeeesssssssssseeeeeccsssssssssssssssssssssssssssssssssssssssses 145

D-Link DIR-810L User Manual



Section 1 - Product Overview

Package Contents

DIR-810L Wireless AC750 Dual Band Cloud Router

1 Ethernet Cable
_I | Power Adapter

WI-FI Configuration Note

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the DIR-810L will cause damage and void the warranty
for this product.
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Section 1 - Product Overview

System Requirements

« An Ethernet-based Cable or DSL modem
+802.11a,802.11g, 802.11n, or 802.11ac wireless clients
- 10/100 Ethernet

Computer with the following:
+ Windows®, Macintosh, or Linux-based operating system
+ An installed Ethernet adapter

Browser Requirements:
« Internet Explorer 7 or higher
- Firefox 3.5 or higher
- Safari 4 or higher
+ Chrome 8 or higher

Windows® Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.

« iPhone/iPad/iPod Touch (iOS 3.0 or higher)
+ Android device (1.6 or higher)
- Computer with the following browser requirements:
« Internet Explorer 7 or higher
- Firefox 3 or higher
« Safari 5 or higher
« Chrome 5 or higher

iPhone, iPad, and iPod touch are registered trademarks of Apple Inc. Android is a trademark of Google, Inc.
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Section 1 - Product Overview

Introduction

Now you can monitor and manage your home network right from your laptop, iOS, or Android™ device. This cloud-enabled
router can be configured to notify you whenever new devices are connected to your network or unwanted access is detected.
Monitor in realtime websites that are being visited, with recent browser history displayed on the mydlink™ Lite app - which is
great for parents keeping an eye on children using the internet at home. The D-Link Cloud Service can help you to detect and
block unwelcome guests who attempt to access your wireless network, and any suspicious activities will be displayed right
on your mydlink Lite app or browser.

The D-Link DIR-810L is a draft IEEE 802.11ac compliant device that delivers speeds up to 3 times faster than 802.11n, while
staying backward compatible with older 802.11b/g/n devices. Connect the DIR-810L to a Cable or DSL modem and provide
high-speed Internet access to multiple wireless clients. Powered by the latest draft 802.11ac technology, this router provides
superior wireless coverage for small to medium sized homes. The DIR-810L also includes a 4-port 10/100 Fast Ethernet switch
that connects Ethernet wired devices for high-speed wired connectivity.

With some routers, all wired and wireless traffic, including VolP, Video Streaming, Online Gaming, and Web browsing are mixed
togetherinto a single data stream. By handling data this way, applications like video streaming could experience lags or delays.
With D-Link Intelligent QoS Technology, wired and wireless traffic are analyzed and separated into multiple data streams. You
can also assign priorities to different data streams to ensure that the traffic most important to you recieves optimum bandwidth.

The DIR-810L supports the latest wireless security features to help prevent unauthorized access, be it from inside your wireless
network or from the Internet. Support for the WPA and WPA2 standards gives you a range of security and encryption choices,
based on the capabilities of your wireless clients. In addition, this router utilizes Dual Active Firewalls (SPl and NAT) to prevent
potential attacks from across the Internet.
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Section 1 - Product Overview

Features

« Ultimate Fast Wireless Networking - The DIR-810L provides a wireless connection up to 300Mbps on the 2.4GHz
band, and up to 433Mbps on the 5GHz band. This capability allows users to participate in real-time activities
online, such as video streaming, online gaming, and real-time audio. The performance of this 802.11ac wireless
router gives you the freedom of wireless networking at speeds up to three times faster than 802.11n.

« Compatible with 802.11a/g/n Devices - The DIR-810L remains fully compatible with the IEEE 802.11b,802.11g

and 802.11n standards, so it can connect your existing wireless clients, providing backwards compatibility for
older devices.

« Advanced Security Features - The Web-based user interface displays a number of advanced network
management features including:

- Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or Domain
Name.

- Filter Scheduling - These filters can be scheduled to be active on certain days or for a duration of
hours or minutes.

« Secure Multiple/Concurrent Sessions - The DIR-810L can pass through VPN sessions. It supports
multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-810L can securely access
corporate networks.

« User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-810L guides you
through the process of setting up a customized, secure wireless network, allowing you to configure your router
to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11b, 802.11g, 802.11n and draft 802.11ac specifications. Actual data throughput will vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

WPS Button Press to start the WPS process. The Power LED will start to blink.

LAN Ports (1-4)  |Connect 10/100 Ethernet devices such as computers, switches, storage (NAS) devices and game consoles.

Internet Port Using an Ethernet cable, connect your broadband modem to this port.

Power Button | Press the power button to power on and off.

Power Receptor |Receptor for the supplied power adapter.

N U1 | A WN =

Reset Button (Hole) |Use a paperclip to depress the reset button and restore the router to its original factory settings.
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Section 1 - Product Overview

Hardware Overview
LEDs

DIR-810L

A solid green light indicates a proper connection to the power supply. The light will blink green during the
1 Power LED . . : .

WPS process. The light will be solid orange during boot up.

A solid light indicates connection on the Internet port. If the LED is orange, a connection is present but the
2 Internet LED

router cannot connect to the Internet.

D-Link DIR-810L User Manual




Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router
in an enclosed area such as a closet, cabinet, or in an attic or garage.

Before you Begin

« Please configure the router with the computer that was last connected directly to your modem.

« You can only use the Ethernet port on your modem. If you were using the USB connection before using this router,
then you must turn off your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port

on the router, and then turn the modem back on. In some cases, you may need to call your ISP to change connection
types (USB to Ethernet).

- Ifyou have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as WinPoet,
Broadjump, or Enternet 300 from your computer, or you will not be able to connect to the Internet.

D-Link DIR-810L User Manual 7



Section 2 - Installation

The DIR-810L Wireless AC750 Dual Band Cloud Router lets you access your network using a wireless connection from virtually
anywhere within the operating range of your wireless network. Keep in mind, however, that the number, thickness and location
of walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending
on the types of materials used and background RF (radio frequency) noise in your home or business. The key to maximizing

Wireless Installation Considerations

wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the router and other network devices to a minimum - each wall
or ceiling can reduce your adapter’s range by 3-90 feet (1-30 meters.) Position your devices so that the number
of walls or ceilings is minimized.

. Be aware of the direct line between network devices. A wall that is 0.5 meters thick (1.5 feet), at a 45-degree

angle appears to be almost 1 meter (3 feet) thick. At a 2-degree angle it can appear over 14 meters (42 feet)
thick! Position devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for
better reception.

. Building materials can affect your wireless signal. A solid metal door or aluminum studs may have a negative

effect on range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish
tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF

noise.

. If you are using 2.4GHz cordless phones or X-10 wireless products (such as ceiling fans, lights, and home security

systems), your wireless connection may be degraded dramatically or even drop completely. Make sure your
2.4GHz phone base is as far away from your wireless devices as possible. The base transmits a signal even if the
phone in notin use.

D-Link DIR-810L User Manual



Section 2 - Installation

Manual Setup

1. Turn off and unplug your cable or DSL broadband modem. This is required.

Modem @

®

M\@_ !@

2. Position your router close to your modem and a computer. Place the router in an open area of your intended
work area for better wireless coverage.

3. Unplug the Ethernet cable from your modem (or existing router if upgrading) that is connected to your computer.
Plug it into the LAN port labeled 1 on the back of your router. The router is now connected to your computer.

]
]

.

Computer DIR-810L
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Section 2 - Installation

4. Plug one end of the included blue Ethernet cable that came with your router into the yellow port labeled
INTERNET on the back of the router. Plug the other end of this cable into the Ethernet port on your modem.

Computer

@ DIR-810L

© == FCEECE

W= r—s

Modem

1

=]

5. Reconnect the power adapter to your cable or DSL broadband modem and wait for two minutes.

6. Connect the supplied power adaptor into the power port on the back of the router and then plug it into a power
outlet or surge protector. Press the power button and verify that the power LED is lit. Allow 1 minute for the
router to boot up.

Computer
A DIR-810L
i
g
1%
——1
Modem _
——
——

7. If you are connecting to a Broadband service that uses a dynamic connection (not PPPoE), you may be online
already. Try opening a web browser and enter a web site. A solid light on the Internet LED indicates connection
on the Internet port and the router can connect to the Internet. If the LED is orange, a connection is present but
the router cannot connect to the Internet.

D-Link DIR-810L User Manual
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Section 2 - Installation

Configuration

There are several different ways you can configure your router to connect to the Internet and connect to your clients:

 D-Link Setup Wizard - This wizard will launch when you log into the router for the first time. Refer to“Quick Setup Wizard”
on page 12.

- QRS Mobile App - Use your iOS or Android device to configure your router. Refer to "QRS Mobile App (iOS, Android)” on
page 19.

- Manual Setup - Log into the router and manually configure your router (advanced users only). Refer to “Internet (Manual
Setup)”on page 28.

D-Link DIR-810L User Manual 11



Section 3 - Configuration

Quick Setup Wizard

If this is your first time installing the router, open your web

L — . E |
browser. You will automatically be directed to the Wizard Setup g S
Screen. If not, enter “http://dlinkrouter.local”. Then, press Enter. s -j,l '._u_i' = Mhitp://dlinkrouter.local/

If you have already configured your settings and you would like to
access the configuration utility, please refer to“Internet (Manual
Setup)”on page 28.

If this is your first time logging into the router, this wizard will
start automatically.

WELCOME TO THE D-LINK SETUP WIZARD

This wizard is designed to guide you through a step-by-step o ) )
. E:nv;cl:aég ‘t'lw:elzl Igrll.ltlgfnzl;l.l through a step-by-step process to configure your new D-Link router and
process to configure your new D-Link router and connect to the

& Step 1: Configure your Internet Connection

I nte rn et » Step 2: Configure your Wi-Fi Security
. « Step 3: Set your Password

& Step 4: Select your Time Zone

» Step 5: Confirm WI-FI settings

e Step 6: mydiink Registration

Click Next to continue.

Gre
Please wait while your router detects your internet connection type. STEP 1: CONFIGURE YOUR INTERNET CONNECTION
If the router detects your Internet Connection, you may need to enter Router is detecting your Internet connection type, please wait ...
your ISP information such as username and password. [

Pres | Tt | Cancel

D-Link DIR-810L User Manual 12



Section 3 - Configuration

If the router does not detect a valid Ethernet connection from the
Internet port, this screen will appear. Check the connection between
your broadband modem to the Internet port and then click Try Again.

If the router detects an Ethernet connection but does not detect the type
of Internet connection you have, this screen will appear. Click Guide me
through the Internet Connection Settings to display a list of connection
types to choose from.

Select your Internet connection type and click Next to continue.

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please plug one end of the included Ethernet cable that came with your router into the port labeled
INTERNET on the back of the router. Plug the other end of this cable into the Ethernet port on your
modem and power cycle the modem.

P i < -

A 7 Cable/xDSL

‘m‘__,_.q( ' r Broadband Modem

Your Device

==l

STEP 1: CONFIGURE YOUR INTERNET CONMECTION

Routers is unable to detect your Internet connection type.

Cancel Try again Guide me through the Internet connection settings

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please select your Internet connection type below:

' DHCP Connection {Dynamic IP Address)

Choose this if your Internet connection automatically provides you with an IP Address, Most Cable Modems
use this type of connection,

" Username / Password Connection (PPPDE)

Choose this option if your Internet connection requires a username and password to get onling, Most DSL
modemns use this connection type of connection,

" Username / Password Connection (PPTP)

PRTP dient.

' username / Password Connection (L2TP)
L=TP client.

' static IP Address Connection
Choose this option if your Internet Setup Provider provided you with IP 2ddress information that has to be
manually configured.

Frey | Mext | Cancel

D-Link DIR-810L User Manual
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Section 3 - Configuration

If the router detected or you selected PPPoE, enter your PPPoE username
and password and click Next to continue.

Note: Make sure to remove any PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If the router detected or you selected PPTP, enter your PPTP username,
password, and other information supplied by your ISP. Click Next to
continue.

If the router detected or you selected L2TP, enter your L2TP username,
password, and other information supplied by your ISP. Click Next to
continue.

SET USERNAME AND PASSWORD CONNECTION {(PPPOE)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. If you do not have this information, please contact your ISP.

User Name :
Password :

Frev | MNext Cancel

SET USERNAME AND PASSWORD CONNECTION (PPTP)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. You also need PPTP IP adress. If you do not have this information, please contact
your ISP,

Address Mode : & Cwnamic 1P ¢ Static IP

PPTP IP Address : [o.0o0

PPTP Subnet Mask : [ooo

PPTP Gateway IP Address : W

PPTP Server IP Address l—
(may be same as gateway) :

User Name : l—

Password : l—

Verify Password : l—

DNS SETTINGS
Primary DNS Address :
Secondary DNS Address @

Prey | Mext Cancel |

SET USERNAME AND PASSWORD CONNECTION (L2TP)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. You also need L2TP IP adress. If you do not have this information, please contact
your ISP,

Address Mode : & Dynamic P © Static IP

L2TP IP Address : [0000

L2TP Subnet Mask : [oooo

L2TP Gateway IP Address : W

LZTP Server IP Address l—
(may he same as gateway) :

User Name : l—

Password : l—

Verify Password : l—

DNS SETTINGS
Primary DNS Address :
Secondary DNS address :

Prev | Mext | Cancel

D-Link DIR-810L User Manual
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Section 3 - Configuration

If the router detected or you selected Static, enter the IP and DNS
settings supplied by your ISP. Click Next to continue.

For both the 2.4GHz and 5GHz bands, create a Wi-Fi network name
(SSID) using up to 32 characters. These names will identify your wireless
network.

Create a Wi-Fi password (Network Key) (between 8-63 characters). Your
wireless clients will need to have this password or key entered to be able
to connect to your wireless network. It is recommended that you make
a record of this information for future reference.

Click Next to continue.

In order to secure your router, please enter a new password, which will
be used to access the web-based configuration utility. Check the Enable
Graphical Authentication box to enable CAPTCHA authentication for
added security. Click Next to continue.

SET STATIC IP ADDRESS CONNECTION

To set up this connection you will need to have a complete list of IP information provided by your
Internet Service Provider. If you have a Static IP connection and do not have this information,
please contact your ISP.

1P Address : [0.0.0.0

Subnet Mask : |0.0.0.0

Gateway Address : |0.0.0.0

DNS SETTINGS
Primary DNS Address :
Secondary DNS Address :

Prev | Next | Cancel

STEP 2: CONFIGURE YOUR WI-FI SECURITY

Give your Wi-Fi network a name and a

password. (2.4GHz Band)

Wi-Fi Network Name (SSID) :

dlink-7EDC (Using up to 32 characters)

Wi-Fi Password :
00000000 (Between 8 and 63 characters)

Give your Wi-Fi network a name and a
password. (5GHz Band)

Wi-Fi Network Name (SSID) :

dlink-7EDE-media (Using up to 32 characters)

Wi-Fi Password :
00000000 (Between 8 and 63 characters)

STEP 3: SET YOUR PASSWORD

By default, your new D-Link Router does not have a password configured for administrator access
to the Web-based configuration pages. To secure your new networking device, please set and verify
a password below, and bling CAPTCHA ical Authentication provides added security
protection to prevent unauthorized online users and hacker software from accessing your network
settings.

Password:

Verify Password :

Enable Graphical B
Authentication :

D-Link DIR-810L User Manual



Section 3 - Configuration

Select your time zone from the drop-down menu and click Next to
continue.

The Setup Complete window will display your Wi-Fi settings. Click Next
to continue.

If you want to create a bookmark for the router’s web-based configuration
utility, click OK. Click Cancel if you do not want to create a bookmark.

If you clicked Yes, a window may appear (depending on which web
browser you are using) to create a bookmark.

STEP 4: SELECT YOUR TIME ZONE

time server.

(GMT +08:00) Taipei

Select the appropriate time zone for your location. This information is required to configure the
time-based options. Your router will be set to automatically update its internal clock from an NTP

-

STEP 5: CONFIRM WI-FI SETTINGS

devices.

'Wi-Fi Network Name (SSID) 2.4GHz Band:
Wi-Fi Password :
'Wi-Fi Network Name (SSID) 5GHz Band:

Wi-Fi Password :

Below is a detailed summary of your Wi-Fi security settings. Please print this page out, or write
the information on a piece of paper, so you can configure the correct settings on your Wi-Fi

dlink-7EDC
00000000
dlink-7EDE-media

00000000

Message from webpage

N

{el Do you want to bookmark "D-Link Router Web Management"?

OK

| | concel

Add a Favorite . — —

[SC)

Add a Favorite

Favorites Center.

N' Add this webpage as a favorite. To access your favorites, visit the

Name: [D-Link Router Web Management]

Create in: IL‘;‘ Favorites

VH New folder |

[ Add

| [ Cancel |
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Section 3 - Configuration

To use the mydlink service (mydlink.com or the mydlink Lite app), you
must have an account. Select whether you do have a mydlink account
or if you need to create one. Click Next to continue.

If you do not want to register at this time, click Cancel.

If you clicked Yes, enter your mydlink account name (email address) and
password. Click Login to register your router.

If you clicked No, fill out the requested information and click Sign Up
to create your mydlink account.

MYDLINK REGISTRATION

To use the features of mydlink.com and the mydlink Lite app, you will need an account with
mydlink.com. If you already have an account, select Yes, I have a mydlink account and click Next to
register the router with mydlink.com. If you do not have an account, select No, I want to register
and login with a new mydlink account and click Next to create an account. If you do not wish to
sign up for the mydlink service, please click Cancel.

Do you have mydlink account?
© Yes, 1have a mydiink account.

@ Mo, 1want to register and login with a new mydlink account.

STEP 6: MYDLINK REGISTRATION

E-mail Address (Account MName): Imvdlinkaccnunt

Password: [Faees

Login | Prey | Cancel |

STEP 6: MYDLINK REGISTRATION

Please fulfill the options to complete the registration.

E-mail Address (Account Name) :
Password :

Confirm Password :

Frrst Name :

Last name :

1 Accept the mydink terms and conditions,

D-Link DIR-810L User Manual
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Section 3 - Configuration

The mydlink App will allow you to receive notifications, browse
network usage, and configure your router from aniOS (3.0 or higher),
Android (1.6 or higher) device.

To download the "mydlink lite" app, visit the iOS App Store, Google
Play Store, or http://mydlink.com/Lite.

PCand Mac users can use the mydlink portal at http://mydlink.com.

h{/z\ﬁnk

E-mail

Password

Stay signed in ™®"e™)

FAQ | Support | Language: Englishv

What's mydlink Access Anywhere Product Family Experience mydlink

See your home from anywhere

With mydlink-enabled network cameras, its simple to keep
an eye on your hame and everything in it from anywnere.

| More Details >
e

News & Maintenance

2011120031200 Which devices does the mydlink APP . o) Sefup wizard, User manual, Firmware, Quick
7 201111251200 mydlink+ 3pp now available for iPad ... fn3tEManon Ciede A o 2

Support & Download
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Section 3 - Configuration

QRS Mobile App (iOS, Android)

D-Link offers an app for your iOS or Android device which will assist you to install and configure your router.

Step 1

From an iOS device, go to the iOS App Store. From an Android
device go to the Google Play Store. Search for ‘D-Link select
QRS Mobile, and download the app to your device. You may
also scan the appropriate code on the right to locate the app
download page.

| ®,
Android

Step 2 - ~
Once your app is installed, you may now configure your router. e R

Connect to the router wirelessly by going to your wireless utility
on your device. Scan for the Wi-Fi name (SSID) as listed on the

supplied info card. Select and then enter your Wi-Fi password.

S~
(G

Cru T
Step 3 e
Once you connect to the router, launch the QRS mobile app and I R
it will guide you through the installation of your router. G
T

D-Link DIR-810L User Manual
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Section 3 - Configuration

Web-based Configuration Utility

To access the configuration utility, open a web-browser such as — C ———— —
Internet Explorer and enter address of the router (> W o s .
(http://dlinkrouter.local or http://192.168.0.1). )| &

Non-Windows and Non-Mac users may also connect by typing
http://192.168.0.1 in the address bar.

Leave the password blank by default.

Login to the router :

User Name : |~dmin

Password : | [ﬂ]

D-Link DIR-810L User Manual 20



Section 3 - Configuration

Internet Connection Setup

If you want to configure your router to connect to the Internet
using the wizard, click Internet Connection Setup Wizard.
You will be directed to the Quick Setup Wizard.

Click Manual Internet Connection Setup to configure your
connection manually and continue to the next page.

There are two ways to set up your Internet connection: you can use the Web-based Internet
Connection Setup Wizard, or you can manually configure the connection.

INTERNET CONNECTION SETUP WIZARD l‘

If you would like to utilze our easy to use Web-based Wizards to assist you in connecting your
new D-Link Systems Router to the Internet, click on the button below.

Internet Connection Setup Wizard

Note : Before launching these wizards, please make sure you have followed all steps outlined in
the Quick Instalation Guide included in the package.

MANUAL INTERNET CONNECTION OPTIONS

If you would ke to configure the Internet settings of your new D-Link Systems Router
manually, then click on the button below.

Manual Internet Connection Setup

Helpful Hints...

If you are new to
networking and have
neve igured a
router before, dick on
Internet Connection

rd and

il guide
h a few

o get
¥ up and
running.

on:
an advanced user and
have configured a
router before, dick
Manual Internet
Connection Setup to
input all the setting
manually.

D-Link DIR-810L User Manual
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Internet Connection Setup Wizard

When configuring the router for the first time, we recommend that you
use the Internet Connection Setup Wizard, and follow the instructions
on the screen. This wizard is designed to provide users with a quick and
easy method to configure the Internet Connectivity of this router.

At any time during the Internet Connection Setup Wizard, users can click
on the Cancel button to discard any changes made and return to the main
Internet page. Also users can click on the Prev button, to return to the
previous window for re-configuration.

Welcome:

This wizard will guide you through a step-by-step process to configure
your new D-Link router and connect to the Internet.

Click Next to continue.

Step 1: Set Your Password

By default, the D-Link Router does not have a password configured for
administrator access to the Web-based configuration pages. To secure
your new networking device, please enter and verify a password in the
spaces provided. The two passwords must match. You should also make
a record of this password for future reference.

Click Next to continue.

1f you are configuring the device for the first time, we recommend that you click on the Internst
Connection Satup Wizard, and follew the instructions on the screen, If you wish to medify or
configure the device settings manuslly, chick the Manual Inbermat Connection Setup.

INTERNE | CONNECTLON SETUF WILAAKLD

1 o wauld like ta utility our 235y to use Web-based Wizard to assist you in connecting your new
D-Link Swstems Router to the Intermet, dick on the button below,

Internet Conmectian Setup Wizard

Note: Hefore lBunching the wizard, please make sure you have fallowed all steps outimed in the
Quack Installztion Guide mcluded in the package,

WELCOME TO THE D-LINK INTERNET CONNECTION SETUP WIZARD

This wizard will guide you through a step-by-step process to configura your new D-Link rouler and
connect to the Internek

Step 1 Sef your Passward

Step 2: Select your Time Zone

Step 3¢ Configure your Internet Connechan
Step 4 Save Sethings and Connect

| [ Mest | | Comcel

STEP 1= 56T YOUR PASSWORD

By default, your new D-Link Router does not have a password configurad for administrator acoess to
the Web- hased configuration pages. To secure your new nebworking device, please set and venfy a
password balow:

Password :
Verify Password :
Mext

[ Piew | Cancel ]
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Step 2: Select Your Time Zone
Select the appropriate time zone for your location. This information is
required to configure the time-based options for the router.

Click Next to continue.

Step 3: Internet Connection

STEP - SELECT YOUR TIME JONE

Select the appropriate ime zona for your lecation. This information is required Lo configure the tme-
bas=d options for the mouter,

Time Zona : |(GMT-+03:00) Taiped =

[ Prew | [ best | [ cancel |

Here the user will be able to configure the Internet connectivity used by this device. If your ISP connection is listed in the drop-down menu,
select it and click Next. If your ISP connection is not listed then you can proceed to select any of the other manual Internet connection methods
listed below.

The following internet connection types will be available for configura-

tion:

Dynamic IP Address: Choose this if your Internet connection
automatically provides you with an IP Ad-
dress. Most Cable Modems use this type of

connection.
PPPoE: Choose this option if your Internet con-

nection requires a PPPoE username and
password to access the internet. Most DSL

modems use this type of connection.
PPTP: Choose this option if your Internet con-
nection requires a PPTP username and
password to access the internet.
L2TP: Choose this option if your Internet con-
nection requires an L2TP username and

password to access the internet.
Static IP Address: Choose this option if your Internet Service

Provider provided you with IP Address
information that has to be manually con-
figured.

STEP 3: CONFIGURE YOUR INTERNET CONNECTION

Your Intermet Connection could not be detected, please select your Intemet Service Provider (15P)
from the list below. If vour ISP is not listed; select the "Mot Listed or Don't Know" option to manually
configure your connection,

Mot Listed of Doa't Know =]

If your Internet Service Provider was not listed or you don't know who It 15, please select the Internet
connection type below:
@ DHCP Connection (Dynamic IP Addrass)

Chouosa this if wour Internet connection autemnatically provides vou with 2n IP Address. Most Cable Modems use
this type of connedion.

" Usarname [ Password Connection (PPPoE)

Choose this opion it vour Intemet connection requires a usemname and password to get online, Mast DSL
maodams use this type of cannecticn,

'~ Username | Password Connection (PPTP)

Chooss this cption if your Internet connection requires s usernams and password to get online, Maost DSL
rmadams use this type of connection.

Username § Password Connection (L2TP)

Choosa this option IF yvour Intemet connection requires a usemame and password to get online, Most DSL
madems use this tyee of connecticen,

_ Static IP Address Connection

Choaoss this cption if your Internet Sebup Provider provided you with IP Address information that hezs to be
manually configured,

prev | | met | | cancel |
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Step 3: Internet Connection (Dynamic IP Address)

After selecting the Dynamic IP Address Internet connection method, the following page will appear.

The following parameters will be available for configuration:

MAC Address: Enter the MAC address of the Internet gate-
way (plugged into the Internet port of this
device) here.

Copy Button: If the configuration PC also acts as the Inter-
net gateway, then click on the Copy Your PC’s
MAC Address button to copy the PC's MAC
address into the space provided. If you're not
sure, leave the MAC Address field blank.

Host Name: Enter the host name used here. You may also
need to provide a Host Name. If you do not
have or know this information, please contact
your ISP.

Click Next to continue.

Step 3: Internet Connection (PPPoE)
After selecting the PPPoE Internet connection method, the following
page will appear:

The following parameters will be available for configuration:

Address Mode: Choose the IP address mode for your PPPoE
connection.
IP Address: If you are using Static PPPoE, enter the IP ad-
dress provided by your ISP.

User Name: Enter the PPPoE account user name used here.

This information is given by the ISP.
Password: Enter the PPPoE account password used here.
This information is given by the ISP.

Name: You may be required to enter a Service Name
by your ISP.

DHCP CONNECTION (DYNAMIC IP ADDRESS)

To set up this connection, please make sure that you are connected to the D-Link Router with the
PC that was originally connected to your broadband connection. If you are, then click the Clone
MAC button to copy your computer's MAC Address to the D-Link Router.

MAC Address : 00:18:E7:95:7E:DD (optional)

Copy Your PC's MAC Address ]

Host Name : DIR-310L

MNote: You may also need to provide a Host Name. If you do not have or know this information, please contact
your ISP.

’ Prev l ’ Next l ’ Cancel ]

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

To set up this connection you will nead to have a Username and Password from your Internat
Service Provider. If you do not have this information, please contact your ISP.

Address Mode : @ Dynamic PPPoE
IP Address :

) Static IP

User Name :

Password

Verify Password :

Service Name : (optional)

Mote: You may also need to provide a Service Name. If you do not have or know this information, please
contact your ISP.

[Prev ] [Next ] [ Cancel ]
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Step 3: Internet Connection (PPTP)

After selecting the PPTP Internet connection method, the following

page will appear:

The following parameters will be available for configuration:

Address Mode:

PPTP IP Address:

PPTP Subnet Mask:

PPTP Gateway IP Address:
PPTP Server IP Address:
User Name:

Password:
Verify Password:

Click Next to continue.

Here the user can specify whether this
Internet connection requires the use of a
Dynamic or Static IP address. PPTP usually
requires a Dynamic IP configuration.
Enter the PPTP IP address used here. This
option is only available if Static IP is se-
lected.

Enter the PPTP Subnet Mask used here.
Enter the PPTP Gateway IP address used
here.

Enter the PPTP Server IP address used
here. This is normally the same a the PPTP
Gateway IP address.

Enter the PPTP username used here.
Enter the PPTP password used here.
Re-enter the PPTP password used here.

SET USERNAME AND PASSWORD CONNECTION (PPTP)

your ISP.

Address Mode
PPTP IP Address :
PPTP Subnet Mask :

PPTP Gateway IP Address :

PPTP Server IP Address (may
be same as gateway) :

User Name :
Password :

Verify Password :

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. You also need PPTP IP adress. If you do not have this information, please contact

Dynamic P ©) Static IP

| prev | | Next | | Cancel |
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Step 3: Internet Connection (L2TP)
After selecting the L2TP Internet connection method, the following
page will appear:

The following parameters will be available for configuration:

Address Mode: Here the user can specify whether this
Internet connection requires the use of a
Dynamic or Static IP address. L2TP usual
requires a Dynamic IP configuration.
L2TP IP Address: Enter the L2TP IP address used here. This
option is only available if Static IP is se-
lected.
L2TP Subnet Mask: Enter the L2TP Subnet Mask used here.
L2TP Gateway IP Address: Enter the L2TP Gateway IP address used
here.
L2TP Server IP Address: Enter the L2TP Server IP address used
here. This is normally the same a the L2TP
Gateway IP address.
User Name: Enter the L2TP username used here.
Password: Enter the L2TP password used here.
Verify Password: Re-enter the L2TP password used here.

Click Next to continue.

SET USERNAME AND PASSWORD CONNECTION (L2TP)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. You also need L2TP IP adress. If you do not have this information, please contact
your ISP.

Address Mode : @ DynamicIP ) Static IP
L2TP IP Address :

L2TP Subnet Mask :

L2TP Gateway IP

dress :

L2TP Server IP Address
(may be same as
gateway) :

User Name :
Password :; sssssssssssssssss

Verify Password : ssssssssssssssses

[Prev ] ’ Next ] [ Cancel ]

D-Link DIR-810L User Manual

26



Step 3: Internet Connection (Static IP Address)
After selecting the Static IP Address Internet connection method, the following page will appear:

The following parameters will be available for configuration:

. . To set up this connection you will need to have a complete list of IP information provided by your
IP Address: Enter the Static IP address provided by the  Internet Service Provider. If you have a Static IP connection and do not have this information,

ISP here. please contact your ISP.
Subnet Mask: Enter the Subnet Mask provided by the ISP 1P Addvess <P000
here. Subnet Mask : 0.0.0.0
Gateway Address: Enter the Gateway IP address provided by Qateey Address 0000
the ISP here. Primary DNS Address : 0.0.0.0
Primary DNS Address: Enter the Primary DNS IP address used Secondary DNS Address | -
here. '

’ Prev ] ’Next ] [ Cancel ]

Secondary DNS Address: Enter the Secondary DNS IP address used
here. This field is normally optional. Only
one DNS address is required for a func-
tional Internet connection, but using a
second DNS address provides more stabil-

ity.

Click Next to continue.

Setup Complete! vaen

This is the last page of the Internet Connection Setup Wizard. _ )
Thee Internet Connecticn Setup Wizard has completed. Click the Connect button Lo save your settings.

Click the Connect button to save your settings.

| Piey ¢ Camcel Connedt
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Internet (Manual Setup)

On this page the user can configure the Internet connection settings
manually. To access the Manual Internet Connection Setup page, click
on the Manual Internet Connection Setup button. On this page there
multiple parameters that can be configured regarding the Internet Con-
nection setup.

MANUAL INTERNE | OONNECTION (FTLON

17 you wiauld like ta configure the Internet settings of your new O-Link Reuter manusly, then dick
an the button below,

| manual internet Connaction Setup |

At any stage throughout the wizard, users can save the current configu- _

ration by clicking on the Save Settings button. If you wish to discard the
changes made, click on the Don’t Save Settings button.

Use this section to configure your Internet Connection type. There are several connection bypes to
choose fram: Statc IR, DHCF, PRPOE, PRTR, and L2TR, If you are unsure of ¥our connection
method, phaase contact wour Internet Service Provider.

Mote : If using the PPPOE option, you will need to remove or disable amy PPPOE diant software on
vour comouters.

Save Sethings | | Dom't Sove Setiings
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Internet Connection Type

In this section, the user can select from a list of Internet connection types that can be configured and used on this router. Options to choose from
are Static IP, Dynamic IP, PPPoE, PPTP, L2TP, and DS-Lite.

After selecting a specific Internet connection type, this page will automatically refresh and provide unique fields to configure related to the
specified Internet connection type.
My Internet Connection is: Dynamic IP (DHCP)

The default WAN configuration for this router is Dynamic IP (DHCP). This
option allows the router to obtain an IP address automatically from the
device that is connected to the Internet port.

Note: If you're not sure about the type of Internet Connection you have,
please contact your Internet Service Provider (ISP) for assistance.

After selecting Dynamic IP, the following parameters will be available for

configuration:
Advanced DNS Service:

Host Name:

Use Unicasting:
Primary DNS:

Secondary DNS:

MTU:

Check the box to enable Advanced DNS

Service
The Host Name is optional, but may be

required by some ISPs. Leave blank if you

are not sure.
Tick this option if your ISP uses the unicast

method to provide IP addresses.
Enter the Primary DNS IP address used

here.
Enter the Secondary DNS IP address used

here. This field is normally optional. Only
one DNS address is required for a func-
tional Internet connection, but using a
second DNS address provides more stabil-

ity.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is :  Dynamic IP (DHCP) -

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-
correction of common URL typos.

Enable Advanced DNS Service : [

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE

Use this Internet connection type if your Internet Service Provider (ISP) didn't
provide you with IP Address information and/or a username and password.

Host Name : DIR-810L
Use Unicasting : (compatibility for some DHCP Servers)
Primary DNS Server : 0.0.0.0
Secondary DNS Server : 0.0.0.0

MTU : 1500 (bytes) MTU default = 1500
MAC Address : 5. 15.£7:95.78:00

Copy Your PC's MAC Address

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. The

default MTU is 1500

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It
is not recommended that you change the default MAC address unless required by your ISP. You can use the Copy
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet

card.
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Section 3 - Configuration

Manual Internet Setup
Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP
address, subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields
must be in the appropriate IP form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address
if it is not in this format.

My Internet Select Static IP to manually enter the IP settings supplied

Connection:

Advanced DNS
Service:

IP Address:
Subnet Mask:
Default Gateway:
DNS Servers:

MTU:

MAC Address:

by your ISP.

Check the box to enable Advanced DNS Service.

Enter the IP address assigned by your ISP.

Enter the Subnet Mask assigned by your ISP.

Enter the Gateway assigned by your ISP.

The DNS server information will be supplied by your ISP

Maximum Transmission Unit - you may need to change
the MTU for optimal performance with your specific ISP.
1500 is the default MTU.

The default MAC Address is set to the Internet port’s
physical interface MAC address on the Broadband Router.
It is not recommended that you change the default MAC
address unless required by your ISP. You can use the Copy
Your PC’s MAC Address button to replace the Internet
port’s MAC address with the MAC address of your Ethernet
card.

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is:  StaticIP -

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-
correction of common URL typos.

Enable Advanced DNS Service : [ |

STATIC IP ADDRESS INTERNET CONNECTION TYPE

Enter the static address information provided by your Internet Service Provider

(ISP).

IP Address :  0.0.0.0

Subnet Mask : 0.0.0.0

Default Gateway : 0.0.0.0
Primary DNS Server : 0.0.0.0
Secondary DNS Server :  0.0.0.0

MTU : 1500 (bytes) MTU defaul = 1500
MAC Address : 5. 13.67.95:75:0D

Copy Your PC's MAC Address
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Section 3 - Configuration

Internet Setup

PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide you with a
username and password in this case. This option is typically used for DSL services. Make sure to remove any existing PPPoE
software from your computer. The software is no longer needed and will not work through a router.

My Internet Connection:

Advanced DNS Service:

Address Mode:

IP Address:
Username:
Password:

Verify Password:
Service Name:

Reconnect Mode:

Select PPPoE (Username/Password) from the drop-down
menu.

Check the box to enable Advanced DNS Service.

Here the user can specify whether this Internet connection

requires the use of a Dynamic or Static IP address. PPPoE

usually requires a Dynamic IP configuration.
Enter the PPPoOE IP address used here. This option is only

available if Static IP is selected.

Enter the PPPoE account user name used here. This infor-
mation is given by the ISP.

Enter the PPPoE account password used here. This informa-

tion is given by the ISP.
Re-enter the PPPoE account password used here.
This optional field enables the user to enter a service name

to identify this Internet connection here.
Use the radio buttons to specify the reconnect mode. The

user can specify a custom schedule or specify the On De-
mand, or Manual option. To specify a custom schedule, use
the drop-down menu to select one of the schedules that
has been defined in the Schedules page.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is :

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-
correction of common URL typos.

PPPoE (Username [ Password) -

Enable Advanced DNS Service : []

PPPOE INTERNET CONNECTION TYPE

Enter the information provided by your Internet Service Provider (ISP).

Address Mode
IP Address :

@ Dynamic IP () Static IP

Username :
Password : esssssssss
Verify Password : eeesesssse
Service Name :

Reconnect Mode :

(optional)

) Always on @ On demand © Manual
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Section 3 - Configuration

Maximum Idle Time:

Primary DNS Server:
Secondary DNS Server:

MTU:

MAC Address:

Enter a maximum idle time during which the Internet
connection is maintained during inactivity.

Enter the Primary DNS IP address used here.

Enter the Secondary DNS IP address used here. This

field is normally optional. Only one DNS address is
required for a functional Internet connection, but us-
ing a second DNS address provides more stability.
Maximum Transmission Unit - you may need to
change the MTU for optimal performance with your

specific ISP. The default MTU is 1492.
The default MAC Address is set to the Internet port’s

physical interface MAC address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your ISP. You
can use the Copy Your PC’s MAC Address button

to replace the Internet port’s MAC address with the
MAC address of your Ethernet card.

Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :

MTU :
MAC Address :

5
0.0.0.0
0.0.0.0
1492

(minutes, 0=infinite)
(optional)
(optional)

(bytes) MTU default = 1492

00:18:E7:95:7E:0D

Copy Your PC's MAC Address

)
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Section 3 - Configuration

Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services.

My Internet Connection:

Advanced DNS Service:
Address Mode:

PPTP IP Address:

PPTP Subnet Mask:
PPTP Gateway IP Address:
PPTP Server IP Address:

Username:
Password:
Verify Password:
Reconnect Mode:

Maximum Idle Time:

Select PPTP (Username/Password) from the drop-
down menu.

Check the box to enable Advanced DNS Service.

Here the user can specify whether this Internet
connection requires the use of a Dynamic or Static
IP address. PPTP usually requires a Dynamic IP
configuration.

Enter the PPTP IP address used here. This option is
only available if Static IP is selected.

Enter the PPTP Subnet Mask used here.

Enter the PPTP Gateway IP address used here.

Enter the PPTP Server IP address used here. This is
normally the same a the PPTP Gateway IP address.
Enter the PPTP username used here.

Enter the PPTP password used here.

Re-enter the PPTP password used here.

Use the radio buttons to specify the reconnect mode.

The user can specify a custom schedule or specify the On
Demand, or Manual option. To specify a custom schedule,
use the drop-down menu to select one of the schedules
that has been defined in the Schedules page. To create a
new schedule, click the New Schedule button to open the
Schedules page. Schedules will be discussed later.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable
this feature, enable Auto-reconnect.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is :  PFTP (Username [ Password)

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-
correction of common URL typos.

Enable Advanced DNS Service : []

PPTP INTERNET CONNECTION TYPE

Enter the information provided by your Internet Service Provider (ISP).

Address Mode @ Dynamic IP () Static IP
PPTP IP Address :
PPTP Subnet Mask :
PPTP Gateway IP Address :
PPTP Server IP Address :

Username :

A -

Verify d:
Reconnect Mode : () Always on @ On demand © Manual

Maximum Idle Time: 5

(minutes, 0=infinite)
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Section 3 - Configuration

Primary DNS Server:
Secondary DNS Server:

MTU:

MAC Address:

Enter the Primary DNS IP address used here.
Enter the Secondary DNS IP address used here. This

field is normally optional. Only one DNS address is re-
quired for a functional Internet connection, but using a

second DNS address provides more stability.
Maximum Transmission Unit - you may need to change

the MTU for optimal performance with your specific

ISP. 1400 is the default MTU.
The default MAC Address is set to the Internet port’s

physical interface MAC address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your ISP. You
can use the Clone Your PC’s MAC Address button to
replace the Internet port’s MAC address with the MAC
address of your Ethernet card.

Primary DNS Server :
Secondary DNS Server :

MTU :
MAC Address :

0.0.0.0

0.0.0.0

1400 (bytes) MTU default = 1400
00:18:E7:95:7E:0D

Copy Your PC's MAC Address
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Section 3 - Configuration

Internet Setup

L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username and

password. This option is typically used for DSL services.

My Internet Connection: Select L2TP (Username/Password) from the drop-
down menu.
Advanced DNS Service: Check the box to enable Advanced DNS Service.
Address Mode: Here the user can specify whether this Internet

connection requires the use of a Dynamic or Static
IP address. L2TP usual requires a Dynamic IP con-
figuration.

L2TP IP Address: Enter the L2TP IP address used here. This option is

only available if Static IP is selected.
L2TP Subnet Mask: Enter the L2TP Subnet Mask used here.
L2TP Gateway IP Enter the L2TP Gateway IP address used here.

Address:
L2TP Server IP Address: Enter the L2TP Server IP address used here. This is

normally the same a the L2TP Gateway IP address.
Username: Enter the L2TP username used here.
Password: Enter the L2TP password used here.
Verify Password: Re-enter the L2TP password used here.
Reconnect Mode: Use the radio buttons to specify the reconnect

mode. The user can specify a custom schedule

or specify the On Demand, or Manual option. To
specify a custom schedule, use the drop-down
menu to select one of the schedules that has been
defined in the Schedules page. To create a new
schedule, click the New Schedule button to open
the Schedules page. Schedules will be discussed
later.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : LITP (Username [Password) -

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-
correction of common URL typos.

Enable Advanced DNS Service : [

L2TP INTERNET CONNECTION TYPE

Enter the information provided by your Internet Service Provider (ISP).

Address Mode @ Dynamic IP () Static IP
L2TP IP Address :
L2TP Subnet Mask :
L2TP Gateway IP Address :
L2TP Server IP Address :
Username :
Password ; eessssssssssssnes

Verify Password : esesssssssssnsrsne

Reconnect Mode : ) Always on @ On demand © Manual
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Section 3 - Configuration

Maximum Idle Time:

Primary DNS Server:
Secondary DNS Server:

MTU:

MAC Address:

Enter a maximum idle time during which the Inter-
net connection is maintained during inactivity. To

disable this feature, enable Auto-reconnect.
Enter the Primary DNS IP address used here.
Enter the Secondary DNS IP address used here. This

field is normally optional. Only one DNS address is
required for a functional Internet connection, but

using a second DNS address provides more stability.
Maximum Transmission Unit - you may need to

change the MTU for optimal performance with your

specific ISP. 1400 is the default MTU.
The default MAC Address is set to the Internet port’s

physical interface MAC address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your ISP. You
can use the Clone Your PC’s MAC Address button

to replace the Internet port’s MAC address with the
MAC address of your Ethernet card.

Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :

MTU :
MAC Address :

5
0.0.0.0
0.0.0.0
1400

(minutes, O=infinite)

(bytes) MTU defaulkt = 1400

00:18:E7:95: 7E:0D

Copy Your PC's MAC Address
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Section 3 - Configuration

Internet Setup
DS-Lite

DS-Lite is an IPv6 connection type. After selecting DS-Lite, the following parameters will be available for configuration:

DS-Lite Configuration: Select the DS-Lite DHCPv6 Option to let
the router allocate the AFTR IPv6 address
automatically. Select the Manual Configu-
ration to enter the AFTR IPv6 address in
manually.

AFTR IPv6 Address: After selecting the Manual Configuration
option above, the user can enter the AFTR

IPv6 address used here.
B4 IPv4 Address: Enter the B4 IPv4 address value used here.
WAN IPv6 Address: Once connected, the WAN IPv6 address

will be displayed here.
IPv6é WAN Default Gateway Once connected, the IPv6 WAN Default

Gateway address will be displayed here.

Click on the Save Settings button to accept the changes made.
Click on the Don’t Save Settings button to discard the changes made.

AFTR ADDRESS INTERNET CONNECTION TYPE :

Enter the AFTR address information provided by your Internet Service Provider(ISP).

DS-Lite Configuration : @ DS-Lite DHCPv6 Option & Manual Configuration
AFTR IPv6 Address :

B4 IPv4 Address : 192.168.0. (optional)

WAN IPv6 Address :
IPve WAN Default Gateway :
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Wireless Connection Setup Wizard

On this page the user can configure the Wireless settings for this device. There are three ways to configure Wireless using
this router. Firstly, the user can use of the quick and easy Wireless Connection Setup Wizard. Secondly, the user can choose
Wi-Fi Protected Setup. Lastly, the user can configure the Wireless settings manually.

Wireless Settings: Wireless Connection Setup Wizard

The Wireless Connection Setup Wizard is specially designed to assist
basic network users with a simple, step-by-step set of instructions to
configure the wireless settings of this router. It is highly recommended
to customize the wireless network settings to fit into your environment
and to add higher security.

To initiate the Wireless Connection Setup Wizard click on the Wireless
Connection Setup Wizard button.

Step 1: In this step, the user must enter a custom Wireless Network
Name or SSID. Enter the new Network Name (SSID) in the appropriate
space provided.

By default, the SSID selected for the 2.4GHz Network Name will be the
same for the 5GHz Network Name. Users can check the Manually set
5GHz band Network Name(SSID) checkbox to specify a different SSID
for the 5GHz band.

Users can choose between two wireless security wizard configurations.
The user can select Automatically assign a network key, by which the
router will automatically generate a WPA/WPA2 pre-shared key using
the TKIP and AES encryption methods; or the user can select Manually
assign a network key by which the user will be prompted to manually
enter a WPA/WPA2 pre-shared key using the TKIP and AES encryption
methods.

The Tollowing Veb-based wizards are designed b assist yvau i wour wireless network satup and
wnreless dewice connection,

Eefore lzunching these wizards, please make sure you have folowed 2l steps outlined in the Quick
Instaliztion Guide included in the packages.

WIRELESS NETWORK SETUP WIZARD

This wizard is designed to assist you in your wireless network setup. It wil guide you through
step-by-step instructions on how to set up your wireless network and how to make i secure.

[ Wireless Network Setup Wizard ]

Note : Some changes made using this Setup Wizard may require you to change some settings
on your wireless client adapters so they can still connect to the D-Link Router.

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

Give your network a name, using up to 32 characters.

Network Name (SSID) 2.4GHz Band: dink-7EDC
[ Manully set 5GHz band Network Name(SSID)

@ Automaticaly assign a network key for both 2.4GHz and 5GHz band (Recommended)

To prevent outsiders from accessing your network, the router wil automatically assign a security (also called
WEP or WPA key) to your network.

) Manually assign a network key

Use this options if you prefer to create our own key.

Note: All D-Link wireless adapters currently support WPA.

Coev | [ ] [conel |

At any stage during this wizard, you can click on the Prev button to return to the previous page, click on the Next button to continue to the next
page, or click on the Cancel button to discard the changes made and return to the main wireless page.
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Step 2: This step wil only be avalable i the user selected Manually

assign a network key in the previous step. Here the user can manually
enter the WPA/WPA2 pre-shared key in the Wireless Security Password | Youhave selected your security level - you will need to set a wireless security password.

space provided. The key entered must be between 8 and 63 characters The WPA (Wi-Fi Protected Access) key must meet following guildelines

long. Remember, this key will be used when wireless clients connect - Between 8 and 63 characters (A longer WPA key is more secure than a short one)
to this device, so it is important to make a record of this key to prevent - Exactly 64 characters using 0-9 and A-F

trouble accessing your wireless network in the future.

{Use the same Wireless Security Password on both 2.4GHz and 5GHz band

If you wish to use the same Wireless Security Password for both 2.4GHz 2.4GHz Band Wireless
. . . i ssword
and 5GHz bands, tick the option provided. If not selected, you need to SGH2 Band Witckes Security
input two seperate Wireless Security Passwords for each individual Wire- Password :
|ESS band, Note: You will need to enter the same password as keys in this step into your wireless clients in

order to enable proper wireless communication.

Click on the Next button to advance to the next step. [prev | [mext | [ concel |

SETUP COMPLETE!

. . . . . . Below is a detailed summary of your wiraless security settings. Pleasa print this page out, or write the
Setup Complete: The wireless configuration information will be summa- | i rmation on = piece of paper, o you can configure the correct settings on your wirsless client

rized on this page. It is recommended that you check the correctness of | dapters.
these settings and make a record of the information listed on this page Wi o & 55 Band

for future reference. Wireless Network Name (S5ID) : dink-scbd

Click on the Save button to advance to complete the setup wizard and e ot b S

save the changes made. Cipher Type : THIP and AES
Pre-Shared Key : 2:2dbdoe5d

wireless Band @ 5G4z Band
Wireless Network Mame (SSID) @ dink-media-ecba
security Mode : Auto (WP8 or WPAZ] - Persanal
Cipher Type @ THIP and AES

Pre-Shared Key : 2c2dbdbesd

Prey : | cancel Save
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After clicking the Save button, the device will save the settings made
and return to the main wireless page.

The settings are being saved and are taking effect.

End of Wizard.

Pleasze wark _..
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Wi-Fi Protected Setup Wizard

Wireless Settings: Wi-Fi Protected Setup Wizard

If your Wireless Clients support the W-Fi Protected Setup (WPS) con-
nection method, this WPS Wizard can be used to initiate a secure wire-
less connection between this device and wireless clients with a simple
click of the WPS button. The Wi-Fi Protected Setup Wizard is specially
designed to assist basic network users with a simple, step-by-step set of
instructions to connect wireless clients to this router securely using the
WPS method.

To initiate the Wi-Fi Protected Setup Wizard click on the Add Wireless
Device with WPS button.

Step 1: In this step there are two options to choose from. You can
choose Auto if the wireless client supports WPS, or Manual if the wire-
less client does not support WPS.

At any stage during this wizard, you can click on the Prev button to
return to the previous page, click on the Next button to continue to the
next page, or click on the Cancel button to discard the changes made
and return to the main wireless page.

Step 2 - Auto: After selecting Auto, the following page will appear.
There are two ways to add a wireless device which supports WPS. Firstly,
the Personal Identification Number (PIN) method will prompt you to
enter the PIN code which was provided with your wireless device. This
PIN code should be identical on the wireless client. Secondly, the Push
Button Configuration (PBC) method will allow the wireless client to con-
nect to your router by pressing the WPS button on the client device.

Choose the preferred method of WPS and click on the Connect button
to establish a connection.

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WLZARD

This wizard is designed ko assist you in connecting your wireless device b your wireless router. It |
wall guide yau thraugh step-y-step metructions on how to geb your wirgless device conneced. Cick
thee button belewy o begin,

S Wirelese Digwice with WPS

STEP 1= SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and dick next to continuee.

Buto '@ Salact this option if your wireless device supparts WPS {Wi-Fi Protected Setup)

Manual © Select this option will display the current wireless semings for vou o configure the wireless device

manually

Mesk | | Cancel

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

There are two ways to add wireless device to your wireless network:
-PIN (Personal Identification Number)

-PBC (Push Button Configuration))

@ PIN:
please enter the PIN from your wireless device and dick the below "Connect’ Button

- PBC
please press the push button on your wireless device and click the below 'Connect’ Button within 120 seconds
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Step 2 - Manual: After selecting Manual, the following page will appear.
On this page users can view the wireless configuration of this router. The
wireless clients should configure their wireless settings to be identical
to the settings displayed on this page for a successful connection. This
option is for wireless clients that do not support the WPS Push Button
method to connect to this router.

It is recommended that you make a record of this information for future
reference. Click on the OK button to the Wireless Settings page.

End of Wizard.

STEP 2: CONNECT YOUR WIRELESS DEVICE

Below is a detailed summary of your wireless security settings. Please print this page out, or
write the information on a piece of paper, so you can configure the correct settings on your
wireless client adapters.

2.4GHz Band SSID: dlink-7EDC
Security Mode: Auto (WPA or WPA2) - Personal
Cipher Type : TKIP/AES

Pre-shared Key: 00000000

5GHz Band SSID: dlink-7EDE-media
Security Mode: Auto (WPA or WPA2) - Personal
Cipher Type : TKIP/AES

Pre-shared Key: 00000000

Manual wireless network setup

Wireless Settings: Manual Wireless Network Setup

The Manual Wireless Network Setup option allows users to configure
the wireless settings of this device manually. This option is for advanced
users and includes all parameters that can be configured for wireless
connectivity.

To initiate the Manual Wireless Setup page, click on the Manual Wire-
less Connection Setup button.

At any stage during setup, you can click on the Save Settings button to
save the current configuration, or click on the Don’t Save Settings but-
ton to discard any changes made and return to the main wireless setup

page.

FANUAL WIRELESS NETWORE SETUR

IF wour wiraless network & already sot up with Wi-F Protected Setup, manual configuration of the
wireless network will destrov the sxdsting wireless network, If you would like o configure the
wirefess settings of wour new D-Link Systems Router manually. then click on the Manual Wireless
Metwork Setup button below.

| Manual wirskess Connection Setup |

Uz this section to configure the wireless settings for vour D-Link rouker, Flease note that changes
made in this sectian may also need to be duplicated on your wireless cient.

To proftect your privacy you can configure wireless securlty features, This deiice supports thres
wirelass security modes including: WEP, WPA znd WPAZ,

Save Sethings | Cion't Save Selings
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Manual Setup - 2.4Ghz Band

Thefllowing parameters wil b avaabl o configurtion

Wireless Band: Displays the wireless band being config- Wireless Band : 2.46Hz Band

ured. The following configuration relates i
Enable Wireless: [ s - Add New
to the 2.4GHz band. =

Enable Wireless: Check the box to enable the wireless func-
tion at all times. If you do not want to use
wireless, uncheck the box to disable all
wireless functions. To set a schedule for
the times when you want the wireless net-
work to be available, click on the Add New
button to specify a new schedule.

Wireless Network Name: The Service Set Identifier (SSID) is the name of your wireless network. Create a name using up to 32 characters. The
SSID is case-sensitive.

802.11 Mode: Here the user can manually select the preferred wireless standard to use for this wireless network. You should
select the 802.11 mode according to the capabilities of the wireless clients/devices which will be accessing this net-
work. If only 802.11n devices will be accessing your network, it is recommended to set the 802.11 mode to 802.11n
only.

Enable Auto Channel Scan: Theyauto channel selection setting can be selected to allow this device to choose the wireless channel with the
least amount of interference.

Wireless Channel: If Auto Channel Scan had been disabled, you can select your preferred wireless channel. By default the channel is
set to 1. The channel can be changed to fit the channel setting for an existing wireless network or to customize the
wireless network.

Transmission Rate: Select the transmission rate. It is strongly suggested that Best (Automatic) is selected for best performance.

Channel Width: When using the 802.11n frequency band, users have an option to choose between a 20MHz or 20/40MHz band-
width.

Visibility Status: This option allows you to adjust the visibility of your SSID. If Visible is selected, the SSID of your wireless network
will be visible to any wireless clients within range of the signal. If Invisible mode is selected, clients must search for
the SSID of your wireless network manually in order to connect to the network.

Wireless Network Name:  dlink-7EDC (Ao called the SSID)
802.11 Mode: Mixed 802.11n, 802.11gand 802.11b -
Enable Auto Channel Scan:
Wireless Channel:
Transmission Rate :  Best (automatic) -
Channel Width:  Auto 20/40MHz -
Visibility Status: @ Visble O Invisible
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By default the wireless security of this router will be disabled. In this option the user can enable or disable wireless security
for the frequency band 2.4GHz. There are two types of encryption that can be used: WEP or WPA/WPA2. For further informa-
tion on these security types, please refer to “Wireless Security” on page 53

Wireless Security Mode: WEP

Wired Equivalent Privacy (WEP) is the most basic form of encryption that
can be used for wireless networks. WEP is considered to be a relatively Security Mode @ |wEs £l
weak security method, however it provides more protection than an
unsecured network. Older wireless adapters may only support WEP en-
cryption. It is recommended that this method is used only if your wire-

fess clients do not support WPA, wee .
The following parameters are available for configuration: .

WEP Key Length; Here the user can specify to either use a WEP & the wireless encrypton standard, Ta use it yau must enter the same kew(s) into the router
. . and the wareless stabions. Far 64-bik keys you must enter 10 hes digits info each key bow. For 128-
64Bit or a 128Bit encrypted key. bat kews vou must encer 26 hex digits Into each key bow. A hex digit 15 esther 3 number from 0 to 9
Authentication: Authentication is a process by which the or a |etter from A b F. For the most secure use of WEP set the authenticstion type bo “Shared Key'
. . . when WEP 5 emzbled.
router verifies the identity of a network
device that is attempting to join the wire- You may also enter any text string inte 2 WEP kay box, in which case it will be converted into 2
hexadermal key usng the ASCIL values of the characters. & mazimum of 5 b=t characters can be
less network. There are two types authen- enterad For 64-bit keys, and a maximum of 13 charackers for 128-bit kays,

tication for this device when using WEP.
If wou chonse the WEP securty opoon tis device will ONLY operate in Legacy Wireless mode

Open System allows all wireless devices (802.11B/6). This mesns vou will NOT get 11N perfermance due to the fack that WEP is not
to communicate with the router before Apyiorind oy e Dot LA pcchitation

they are required to provide the encryp- WEP Key Length : [62 bit {10 hex digts] [ ] {length applies to all keys)
tion key needed to gain access to the Authentication : |Bath =]

network. Shared Key requires any wire- WEP Key 1 ¢

less device attempting to communicate
with the router to provide the encryption
key needed to access the network before
they are allowed to communicate with the
router.

WEP Key 1: Enter the WEP key used here. For 64-bit keys you must enter 10 hex digits into each key box. For 128-bit keys you
must enter 26 hex digits into each key box. A hex digit is either a number from 0 to 9 or a letter from A to F. You
may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using
the ASClI values of the characters. A maximum of 5 text characters can be entered for 64-bit keys, and a maximum
of 13 characters for 128-bit keys.
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Wireless Security Mode: WPA-Personal
Wi-Fi Protected Access (WPA) is the most advanced wireless encryption
method used today. This is the recommended wireless security option.

WPA supports two authentication frameworks. Personal (PSK) and Enter-

prise (EAP). Personal requires only the use of a passphrase (Pre-Shared
Key) for security.

The following parameters will be available for configuration:
WPA Mode: WPA is an older standard; select this op-

tion if the clients that will be used with the

router only support this older standard.
WPA2 is the newer implementation of the
stronger IEEE 802.11i security standard.
With the WPA2 option, the router tries
WPA2 first, but falls back to WPA if the
client only supports WPA. With the WPA2
Only option, the router associates only
with clients that also support WPA2 secu-
rity.

Cipher Type: Se)I/ect the appropriate cipher type to use

here. Options to choose from are Temporal

Key Integrity Protocol (TKIP), Advanced
Encryption Standard (AES), or Both (TKIP
and AES).

Group Key Update Interval: Enter the amount of time before the group

key used for broadcast and multicast data
is changed.

Pre-Shared Key: Enter the password to be used for the
wireless network here. This password is
required by wireless clients for them to be
able to connect to the wireless network
successfully.

Serurity Mode © |wea-Persenal [ =) ‘

Use WA ar WRA2 mode to achieve a balance of strong security and best compatbility. This moda
uses WP for legacy dients while maintzining higher security with stabions that are WPA2 capable.
Llso the strongest apher that the dient supports will be usad. For best security, use WPAZ Only
moda, This mode uses AES{CCMP) cipher and begacy stations are nof allowed access with WPA
seourty. For masimum compatielity, use WA Only. This mads uses TEIF cpher. Some gaming
and legacy devices work only in this mode,

To acheve better wireless performance use WEAR Onby secunty mode (or in other words AES
cpher.

WPA Mode @ | Auto(WPa co WPaZ) [=]
Cipher TYDE & | THIP and AES =

Group Key Update Interval @ zz00 tseconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of
ample length and should not be a commaonly known phrase,

Pre-Shared Key @
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Wireless Security Mode: WPA-Enterprise
WPA-Enterprise is a more sophisticated level of wireless security which requires a RADIUS Authentication Server. This form of security is used
primarily in medium to large-scale network environments.

The following parameters will be available for configuration:
WPA Mode: WPA is an older standard; select this option if
the clients that will be used with the router only
support this standard. WPA2 is the newer imple-

mentation of the stronger [EEE 802.1 i security

WPA Mode @ | Auto{Wrs ce WPAZ) [=]
Cipher TYDE & | THIP and AES [~ |
Group Key Update Interval @ 3s00 {=serands)

standard. With the WPA2 option, the router tries o _
WPA2 first, but falls back to WPA if the client Only | micrs o s e e e @ Fouter uses EAP (802.1x) to authenticate
supports WPA. With the WPA2 Only option, the
router associates only with clients that also sup- Authentication Tameout: |60 (minutes)
port WPA2 security. RADIUS server IP Address: 0.0.0.0
Cipher Type: Select the appropriate cipher type to use here. RADIUS server Port: 1812
Options to choose from are Temporal Key Integ- RADIUS server 22;;“3
rity Protocol (TKIP), Advanced Encryption Stan- MAC Address Authentication:
dard (AES), and Both (TKIP and AES).
Group Key Update Interval: Enter the amount of time before the group Optional backup RADIUS server:
key used for broadcast and multicast data is Second RADIUS ‘Address: 0000
changed. Second RADIUS server Port: 1312
Authentication Timeout: Specifies the amount of time before a client will Second Fmﬂ?{;ﬁr
be required to re-authenticate. Second MAC Address
RADIUS Server IP Address: When the user chooses to use the EAP authenti- Authentication:

cation framework, the RADIUS server’s IP address
can be entered here.
RADIUS Server Port: When the user chooses to use the EAP authentication framework, the RADIUS server’s port number can be entered
here.
RADIUS Server Shared Enter the shared secret (password) used here. This password needs to be the same on all of the wireless clients for
Secret: them to be able to connect to the wireless network successfully.

MAC Address Select this option to include authentication of clients according to their MAC address.
Authentication:
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Optional backup RADIUS This option allows users to specify a secondary
server: RADIUS server to be used in the event that the
primary RADUIS server fails. Enter the informa-
tion for the secondary server in the same manner
as the primary server described in the steps on
the previous page

Optional backup RADIUS server:
Second RADIUS server IP 0.0.0.0
Address:
Second RADIUS server Port: 1812
Second RADIUS server
Shared Secret:

Second MAC Address
Authentication:
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Manual Setup - 5Ghz Band

The following parameters will be available for configuration: M

Wireless Band:

Enable Wireless:

Displays the wireless band being config-

ured. The following configuration relates Wireless Band : 56Hz Band

to the 5GHz band. Enabla Wireless : [ [awaye [=]| mew scheduls |

Check the box to enable the wireless func- Wireless Network Name © ginkmedia-echa (adeo called the SSID)
tion at all times. If you do not want to use 802.11 Mode : |Mixed 802.11ac =

wireless, uncheck the box to disable all Enable Auto Channel Scan = (7]

wireless functions. To set a schedule for il Chidinal =

the times when you want the wireless net- TranSmISSIon Rate : | fest (sutamatic) =] (Mbt/<)

work to be available, click on the Add New Channel Width : (2043720 Wris{utz) 2]

button to specify a new schedule.
p y WSHJIIIT\" Status @ @ '\.‘|l|5||:||E_. ”T'F’ﬁbf

Wireless Network Name: The Service Set Identifier (SSID) is the name of your wireless network. Create a name using up to 32 characters. The

802.11 Mode:

SSID is case-sensitive.
Here the user can manually select the preferred frequency band to use for this wireless network.

Enable Auto Channel Scan: The auto channel selection setting can be selected to allow this device to choose the channel with the least

Wireless Channel:

Transmission Rate:
Channel Width:

Visibility Status:

amount of interference.
If Auto Channel Scan is not enabled, users can manually select a wireless channel. By default the channel is set to

36.The channel can be changed to fit the channel setting for an existing wireless network or to customize the wire-

less network.
Select the transmission rate. It is strongly suggested to select Best (Automatic) for best performance.
When using the 802.11n frequency band, user have an option to choose between a 20 MHz, 20/40 MHz, or

20/40/80 MHz bandwidth for 802.11ac.
This option allows you to adjust the visibility of your SSID. If Visible is selected, the SSID of your wireless network

will be visible to any wireless clients within range of the signal. If Invisible mode is selected, clients must search for
the SSID of your wireless network manually in order to connect to the network.
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By default the wireless security of this router will be disabled. In this option the user can enable or disable wireless security
for the frequency band 2.4GHz. There are two types of encryption that can be used: WEP or WPA/WPA2. For further informa-
tion on these security types, please refer to “Wireless Security” on page 53

Wireless Security Mode: WEP

Wired Equivalent Privacy (WEP) is the most basic form of encryption that

can be used for wireless networks. WEP is considered to be a relatively
weak security method, however it provides more protection than an
unsecured network. Older wireless adapters may only support WEP en-
cryption. It is recommended that this method is used only if your wire-

less clients do not support WPA.
The following parameters will be available for configuration:

WEP Key Length: Here the user can specify to either use a

64Bit or a 128Bit encrypted key.
Authentication: Authentication is a process by which the

router verifies the identity of a network
device that is attempting to join the wire-
less network. There are two types authen-
tication for this device when using WEP.
Open System allows all wireless devices
to communicate with the router before
they are required to provide the encryp-
tion key needed to gain access to the
network. Shared Key requires any wire-
less device attempting to communicate
with the router to provide the encryption
key needed to access the network before

they are allowed to communicate with the

router.
WEP Key 1:

Saourity Mode & |wEp

-

WEP

WEP = the wireless encryphion standard. To use i you must enter the same key[z) nta the router
and the wirebess stations, For 64-0it keys you must entes 10 hex digies into each key bok. For 128-
bt keys you must enter 26 hex digits inte each key box, & hex diok is either 2 number from 0 o @

or & letter from A ta F. For the most secure uss of WEP set the authenhcaton type to "Shared Key”

wihen WEP is enablad.

You may also enter amy bexd sting into 2 WEP key box, in which case it will be converted into a
hexadecimal key using the ASCIT values of the characters, A madmum of 5 text characters can ba
enbared for 64-bit kays, and a magimum of 12 charatters for 128-b#t keys.

If wou choese the WEP security option this device will ONLY cperate in Legacy Wireless mode
[(BOZ.11BfG}. This means yvou will NOT get 114 performance due to the fact that WEP is not

supported by the Draft 11N speafication.

WEF Key Length : |64 kit {10 hex digits) T [lenoth apples bo 28 keys)
Authentication @ | Soth i
WEP K&ty 1 >

Enter the WEP key used here. For 64-bit keys you must enter 10 hex digits into each key box. For 128-bit keys you

must enter 26 hex digits into each key box. A hex digit is either a number from 0 to 9 or a letter from A to F. You
may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using
the ASClI values of the characters. A maximum of 5 text characters can be entered for 64-bit keys, and a maximum

of 13 characters for 128-bit keys.
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Wireless Security Mode: WPA-Personal

Wi-Fi Protected Access (WPA) is the most advanced wireless encryption
method used today. This is the recommended wireless security option.
WPA supports two authentication frameworks. Personal (PSK) and Enter-
prise (EAP). Personal requires only the use of a passphrase (Pre-Shared

Key) for security.

The following parameters will be available for configuration:

WPA Mode:

Cipher Type:

Group Key Update Interval:

Pre-Shared Key:

WPA is the older standard; select this op-
tion if the clients that will be used with the
router only support the older standard.
WPA2 is the newer implementation of the
stronger IEEE 802.11i security standard.
With the WPA2 option, the router tries
WPA2 first, but falls back to WPA if the
client only supports WPA. With the WPA2
Only option, the router associates only
with clients that also support WPA2 secu-
rity.

Se)llect the appropriate cipher type to use
here. Options to choose from are Temporal
Key Integrity Protocol (TKIP), Advanced
Encryption Standard (AES), and Both (TKIP
and AES).

Enter the amount of time before the group
key used for broadcast and multicast data
is changed.

WIRELESS SECURITY MODE

Security Mode © |wea-Personal

Lise WRA or WPAZ mode to achéeve a balance of strong security and best compatbility. This moda
uses WA for lagacy dients while maintzining higher security with stabions that are WPA2 capable.
Llsa the strongest apher that the disnt supports will be used. For best security, use WPAZ Only
mode, This mode wses AES{CCMP] dpher and begacy stations are not allowed acoess with Wea
security. For maximum compstibility, use WPA Only. This mode uses THIP cipher. Some gaming
and legacy dewices werk only m this mode.

-

To achieve better wirdess performance use WPA2 Onby security mode (or in cther words AES
opher).

WPA Mode @ | Auto{WPa or WPA2) (=]
Cipher TYpe @ |THIP and AES | x|

Group Key Update Interval @ szo00 {=zcands)

FRE-SHARED KEY

Enter an & to 63-character alphanumeric pass-phrase. For good security it should be of
ample length and should not be a commaonly known phrase.

Pre-Shared Key @

Enter the password to be used for the wireless network here. This password is required by wireless clients for them
to be able to connect to the wireless network successfully.
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Wireless Security Mode: WPA-Enterprise
WPA-Enterprise is a more sophisticated level of wireless security which requires a RADIUS Authentication Server. This form of security is used
primarily in medium to large-scale network environments.

The following parameters will be available for configuration:
WPA Mode: WPA is the older standard; select this option if
the clients that will be used with the router only
support this older standard. WPA?2 is the newer

implementation of the stronger IEEE 802,11

WPA Mode @ | futofWRA oo WRaZ) [=]
Cipher TYD @ | THIF and A5 [+ |
Group Key Update Interval @ 3500 {secands)

security standard. With the WPA2 option, the ) i enabled th -
router tries WPA2 first, but falls back to WPA if the | trete i s o i, e router uses EAP (802.1x) to authenticate
client only supports WPA. With the WPA2 Only
option, the router associates only with clients furthentication Timeout: |60 (minutes)
that also support WPA2 security. RADRIS server IP Address: 0.0.0.0
Cipher Type: Select the appropriate cipher type to use here. RADIUS server Port: 1812
. RADIUS server Shared
Options to choose from are Temporal Key Integ- Secret:
rity Protocol (TKIP), Advanced Encryption Stan- MAC Address Authentication:
dard (AES), and Both (TKIP and AES).
Group Key Update Interval: Enter the amount of time before the group Optional backup RADIUS server:
. . Second RADIUS server IP
key used for broadcast and multicast data is Address; 20-00
changed. Second RADIUS server Port: 1312
Authentication Timeout: Specifies the amount of time before a client will Second DTS Server
be required to re-authenticate. Second MAC Address
: Authentication:
RADIUS Server IP Address: When the user chooses to use the EAP authenti-

cation framework, the RADIUS server’s IP address
can be entered here.
RADIUS Server Port: When the user chooses to use the EAP authentication framework, the RADIUS server’s port number can be entered
here.
RADIUS Server Shared Enter the shared secret (password) used here. This password needs to be the same on all of the wireless clients for
Secret: them to be able to connect to the wireless network successfully.

MAC Address Select this option to include authentication of clients according to their MAC address.
Authentication:
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Optional backup RADIUS This option allows users to specify a secondary
server: RADIUS server to be used in the event that the
primary RADUIS server fails. Enter the informa-
tion for the secondary server in the same manner
as the primary server described in the steps on
the previous page

Optional backup RADIUS server:

Second RADIUS server IP

Address:

Second RADIUS server Port: 1812
Second RADIUS server
Shared Secret:

Second MAC Address
Authentication:

0.0.0.0
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Section 4 - Security

Wireless Security

This section discusses the different levels of security you can use to protect your data from intruders. The DIR-810L offers the
following types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key) « Wired Equivalent Privacy (WEP)
« WPA (Wi-Fi Protected Access) « WPA-PSK (Pre-Shared Key)
What is WPA?

WPA (Wi-Fi Protected Access), is a Wi-Fi standard that was designed to improve the security features of WEP.
The 2 major improvements over WEP:

« Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing algorithm
and, by adding an integrity-checking feature, ensures that the keys haven’t been tampered with. WPA2 is based on 802.11i and
uses Advanced Encryption Standard (AES) instead of TKIP.

« User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP regulates access
to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple to be sniffed out and stolen.
EAP is built on a more secure public-key encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between 8 and 63
characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key entered on your wireless router or
access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public key encryption
system to ensure that only authorized network users can access the network.
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Section 3 - Configuration

Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router Settings
Router IP Address: Enter the IP address of the router. The default IP address
is 192.168.0.1.
s this section to configure the internal netwark settings of your router, The IP Address that

. . is configured here is the [P Address that you use o access the Web-based rmanagement
Ifyou cha nge thelP address, onceyou click Save Settlngs, interface. If you change the IP Add_ress here, you may need to adjust vour PC's network
you will need to enter the new IP address in your browser ettings to sccess the network again.
in order to return to the configuration utility. Router IP Address : [192.165.0.1

Subnet Mask : [255.255.255.0
Subnet Mask: Enter the Subnet Mask. The default subnet mask is

255.255.255.0.

Device Name :  [dirkrouter

Local Domain Name : |

. Enable DNS Relay : ¥
Device Name: Enter a name for the router.

Local Domain: Enter the Domain name (Optional).

Enable DNS Relay: Uncheck the box to transfer the DNS server information
from your ISP to your computers. If checked, your
computers will use the router for a DNS server.
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Section 3 - Configuration

DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-810L has a built-in DHCP server. The DHCP Server will automatically
assign an IP address to the computers on the LAN/private network. If using DHCP, be sure to set your computers to be DHCP
clients by setting their TCP/IP settings to Obtain an IP Address Automatically. When your wireless devices connect to the
router, they will automatically load the TCP/IP settings provided by the DIR-810L. The DHCP Server will automatically allocate
an unused IP address from the IP address pool to the requesting device. You must specify the starting and ending address of

the IP address pool.

Enable DHCP Check this box to enable the DHCP server on your router.
Server: Uncheck to disable this function.

DHCP IP Address Enter the starting and ending IP addresses for the DHCP
Range: server’s IP assignment.

Note: If you statically (manually) assign IP addresses to your
computers or devices, make sure the IP addresses are outside
of this range or you may have an IP conflict.

DHCP Lease Time: The length of time for the IP address lease. Enter the Lease
time in minutes.

Always If all the computers on the LAN successfully obtain their
Broadcast: IP addresses from the router’s DHCP server as expected,
this option can remain disabled. However, if one of the

computers on the LAN fails to obtain an IP address from the

router’s DHCP server, it may have an old DHCP client that

incorrectly turns off the broadcast flag of DHCP packets.

DHCP SERVER SETTINGS

Us= this section to configure the built-in DHOP s&ner to assign P address to the computers on your

mebanrk,

Enable DHCP Server :
DHCP IP Address Range :
DHCP Lease Time :
Always broadcast :

NetBIOS announcemeant

Prmiary WINS 1P Address @
Secondary WINS 1P Address @

[#
100 b0 199  (addresses within the LAN subnet)
104050 [ minates)

[ {compatibility for some DHCP Oents)

= | |
Learm NetBIOS from WAN @
Netfils Scope -
NetBIOS node bype -

{optional}
Broadcast onby [uss when no WINS servers configured)
Pamt-to-Paint {no brogdoest)
Y Mued-mode (Broadcast then Pont-to-Foint)
kybrid (Point-to-Point then Broadcast)

Enabling this option will cause the router to always broadcast its responses to all clients, thereby working around the problem, at

the cost of increased broadcast traffic on the LAN.

NetBIOS Check this box to allow the DHCP Server to offer NetBIOS configuration settings to the LAN hosts. NetBIOS allows LAN hosts to

Announcement: discover all other computers within the network, e.g. within Network Neighborhood.
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Section 3 - Configuration

Learn NetBIOS If NetBIOS announcement is switched on, it will cause WINS information to be learned from the WAN side, if available. Turn this
from WAN: setting off to configure manually.

NetBIOS Scope: Thisisanadvanced setting and is normally left blank. This allows the configuration of a NetBIOS domain name under which network
hosts operate. This setting has no effect if Learn NetBIOS information from WAN is activated.

NetBIOS Node: This field indicates how network hosts are to perform NetBIOS name registration and discovery. H-Node indicates a Hybrid-State
of operation. First WINS servers are tried, if any, followed by local network broadcast. This is generally the preferred mode if you
have configured WINS servers. M-Node (default), this indicates a Mixed-Mode of operation. First Broadcast operation is performed
to register hosts and discover other hosts, if broadcast operation fails, WINS servers are tried, if any. This mode favours broadcast
operations which may be preferred if WINS servers are reachable by a slow network link and the majority of network services such
as servers and printers are local to the LAN. P-Node indicates to use WINS servers ONLY. This setting is useful to force all NetBIOS
operations to the configured WINS servers. You must have configured at least the primary WINS server IP to point to a working
WINS server. B-Node indicates to use local network broadcast ONLY. This setting is useful where there are no WINS servers available,
however, it is preferred that you try M-Node operation first. This setting has no effect if the Learn NetBIOS information from WAN
option is activated.

WINS IP Enter your WINS Server IP address(es).
Address:
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Section 3 - Configuration

DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation. The router
will assign the specified IP address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enable:

Computer Name:

IP Address:

MAC Address:

Copy Your PC’s
MAC Address:

Save:

DHCP
Reservations List:

Enable:
Edit:

Delete:

Check this box to enable the reservation.

Enter the computer name or select from the drop-down
menu and click <<.

Enter the IP address you want to assign to the computer
or device. This IP Address must be within the DHCP IP
Address Range.

Enter the MAC address of the computer or device.

If you want to assign an IP address to the computer you
are currently on, click this button to populate the fields.

Click Save to save your entry. You must click Save Settings
at the top to activate your reservations.

DHCP Reservations List

Displays any reservation entries. Displays the host name
(name of your computer or device), MAC Address, and IP
address.

Check to enable the reservation.

Click the editicon to make changes to the reservation entry.

Click on the trash can icon to remove the reservation from
the list.

ADD DHCP RESERVATION

Enable :
Computer Name :
IP Address :
MAC Address :

]

<« Computer Name ~

[ Copy Your PC's MAC Address

Save Clear

DHCP RESERYATIONS LIST

Enable
v

Host Marmne MAC Address IP Address

PrM_test0l

0004 23205183 192,1658.0,112 E ?

NUMBER OF DYNAMIC DHCP CLIENTS : 1

Hardware Address  Assigned IP
00:04:23:20:51:43 192.162.0.112 PM_test0l Thu Sep 1 19:49:06 2011 Revoke Reserve

Hostname  Expires
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IPv6

On this page, the user can configure the IPv6 Connection type. There are two ways to set up the IPv6 Internet connection. You
can use the Web-based IPv6 Internet Connection Setup Wizard, or you can manually configure the connection.

For beginner users that have not configured a router before, click on the IPv6 Internet
Connection Setup Wizard button and the router will guide you through a few simple
steps to get your network up and running.

For the advanced user that has configured a router before, click on the Manual IPv6
Internet Connection Setup button to input all the settings manually.

To configure the IPv6 local settings, click on the IPv6 Local Connectivity Setup button.

Thare ane two ways B0 5T up your IPvG Intemat connection. You can use the Wab-based
TPvé Intemet Connaction Setup Wizand, of you can manualy configurs the connection.

IPVE INTERNET CONRECTION SETUP WIZARD

T you would ke to uties 5y to wse Web-based Wiards bo assit you in connecting you
new D-Link Systerms Router !A ||qu6i|ll.mP| chck on the button belove.

| {Fvt Intemet Connection Sehup Wizard

Note : Before Bunching these wizards, please make sure you have folowed al steps outined n
tha Quick Instaliation Guide nduded in the padage.

MANUAL IPVE LOCAL CONNECTIVITY SETUP

¥ you would B to configure the TPy kacal cannectiity settings of your B-Link Router, then
cick an thie button below.,

| TPe6 Local Connectivity Seitirgn

MANUAL IPVE INTCRNET CONNCCTION SCTUP

1IF you would lka to configurs the Bvé Inbamet sattings of your new D-Link Systams Router
manualy. then cick on the button below.

[ MHanusl [P temet Comecton 5et0 ]
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Section 3 - Configuration

IPv6 Internet Connection Setup Wizard

On this page, the user can configure the IPv6 Connection type using the IPv6 Internet Connection Setup Wizard.

Click the IPv6 Internet Connection Setup Wizard button and the router will guide
you through a few simple steps to get your network up and running.

Click Next to continue to the next page. Click Cancel to discard the changes made
and return to the main page.

The router will try to detect whether its possible to obtain the IPv6 Internet
connection type automatically. If this succeeds then the user will be guided through
the input of the appropriate parameters for the connection type found.

IPVG INTERNET CONNECTION SETUP WIZARD

If you would lke to utiize our easy to use Web-based Wizards to assist you in connecting your
new D-Link Systems Router to the IPv6 Internet, click on the button below.

IPvé Internet Connection Setup Wizard

Note : Before lunching these wizards, please make sure you have followed all steps outlined in
the Quick Installztion Guide included in the package.

WELCOME TO THE D-LINK IPV6 INTERNET CONNECTION SETUP WIZARD

This wizard will guide you through a step-by-step process to configure a new connection to the
IPv6 Internet.

« Step 1: Configure your IPv6 Internet Connection
+ Step 2: Save Settings and Connect

STEP 1: CONFIGURE YOUR IPV6 INTERNET CONNECTION

Router is detecting your IPv6 Interent connection type, please wait ...

l Prev ] [ Next ] [ Cancel ]
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Section 3 - Configuration

However, if the automatic detection fails, the user will be prompt to either Try again
or to click on the Guide me through the IPv6 settings button to initiate the manual
continual of the wizard.

There are several connection types to choose from. If you are unsure of your
connection method, please contact your IPv6 Internet Service Provider.

Note: If using the PPPoE option, you will need to ensure that any PPPoE client
software on your computers has been removed or disabled. The 3 options available
on this page are IPv6 over PPPOE, Static IPv6 address and Route, and Tunneling
Connection.

Choose the required IPv6 Internet Connection type and click on the Next button
to continue. Click on the Prev button to return to the previous page. Click on the
Cancel button to discard all the changes made and return to the main page.

STEP 1: CONFIGURE YOUR IPV6 INTERNET CONNECTION

Router is unable to detect your IPv6 Internet connection type.

l Cancel I [ Try again ] [ Guide me through the IPv6 settings

STEP 1: CONFIGURE YOUR IPV6 INTERNET CONNECTION

Please select your IPv6 Internet Connection type

@ IPv6 over PPPoE

Choose this option if your IPve Internet connection requires a username and password to get online. Most
DSL modems use this type of connection.

) Static IPv6 address and Route

Choose this option if your Internet Service Provider (ISP) provided you with TPv6 address information that has
to be manually configured.

© Tunneling Connection (6rd)

Choose this option if your Internet Service Provider (ISP) provided you a IPv6 Internet connection by using
6rd automatic tunneling mechanism.

[ Prev ] [ Next ] [ Cancel I

Click on the Next button to continue. Click on the Prev button to return to the previous page.

Click on the Cancel button to discard all the changes made and return to the main page.
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IPv6 over PPPoE

After selecting the IPv6 over PPPoE option, the user will be able to configure the
IPv6 Internet connection that requires a username and password to acess the
Internet. Most DSL modems use this type of connection.

The following parameters will be available for configuration:

PPPoE Session: Select the PPPoE Session value used here. This
option will state that this connection shares it's
information with the already configured IPv6
PPPoE connection, or the user can create a new
PPPoE connection here.

User Name: Enter the PPPoE username used here. If you do not
know your user name, please contact your ISP.

Password: Enter the PPPoE password used here. If you do not
know your password, please contact your ISP.

Verify Password: Re-enter the PPPoE password used here.

Service Name: Enter the service name for this connection here.
This option is optional.

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

To set up this connection you will need to have a Username and Password from your IPv6 Internet
Service Provider. If you do not have this inforamtion, please contact your ISP.

PPPoOE Session : @ Share with IPv4 () Create a new session
Username :
Password :
Verify Password :

Service Name : (optional)

MNote: You may also need to provide a Service Name. If you do not have or know this
information, please contact your ISP.

[Prev ] [Next ] [ Cancel ]
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Static IPv6 Address Connection

This mode is used when your ISP provides you with a set IPv6 addresses that does not change. The IPv6 information is manually entered in your
IPv6 configuration settings. You must enter the IPv6 Address, Subnet Prefix Length, Default Gateway, Primary DNS Server, and Secondary DNS
Server. Your ISP provides you with all this information.

Use Link-Local The Link-local address is used by nodes and routers when
AddreSS: Communicating Wlth nelghborlng nOdeS on the same Iink' To set up thisconr!ection you will need to havea_complete list of_IPvﬁ information prov!ded by your
This mode enables IPv6-capable devices to communicate nfaramtson, please contact your 1o, T 2 Static 1Pv6 connection and do not have this

with each other on the LAN side.

Use Link-Local Address :

IPv6 Address :

IPv6 Address: Enter the WAN IPv6 address for the router here. Subnet Prefix Length :
Default Gateway :

Subnet Prefix Enter the WAN subnet prefix length value used here. 56;:::::: s:zzx:

Length: LAN IPv6 Address : /64

[Prev ] [Next ] [ Cancel ]

Default Gateway: Enter the WAN default gateway IPv6 address used here.

Primary IPv6 DNS Enter the WAN primary DNS Server address used here.
Address:

Secondary IPv6 DNS Enter the WAN secondary DNS Server address used here.
Address:

LAN IPv6 Address: These are the settings of the LAN (Local Area Network)
IPv6 interface for the router. The router’s LAN IPv6 Address
configuration is based on the IPv6 Address and Subnet
assigned by your ISP. (A subnet with prefix /64 is supported
in LAN.)
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Tunneling Connection (6rd)
After selecting the Tunneling Connection (6rd) option, the user can configure the IPv6 6rd connection settings.

The following parameters will be available for configuration:

SET UP 6RD TUNNELING CONNECTION

6rd IPv6 Prefix: Enter the 6rd IPv6 address and prefix value used
To set up this 6rd tunneling connection you will need to have the following information from your

he re. IPv6 Internet Service Provider. If you do not have this information, please contact your ISP.

IPv4 Address: Enter the IPv4 address used here.

ord IPv6 Prefix : /32
1Pv4 Address : 0.0.0.0 Mask Length:

Mask Length: Enter the IPv4 mask length used here. e
6rd Border Rf\l;‘\jfg“ 0.0.0.0

IPv6 DNS Server ;

Assigned IPv6 Displays the IPv6 assigned prefix value here.
Prefix:

[Prev ] [Next ] [ Cancel ]

6rd Border Relay Enter the 6rd border relay IPv4 address used here.
IPv4 Address:

IPv6 DNS Server: Enter the primary DNS Server address used here.

The IPv6 Internet Connection Setup Wizard is complete. _

The IPv6 Inien&(uq:]r‘l;mumn Setup Wizard has completed. Click the Connect button to save your
. . . settings and reboot router.
Click on the Connect button to continue. Click on the Prev button to return to

the previous page. Click on the Cancel button to discard all the changes made

' [efaee] Gorls] (sommerts]
and return to the main page.
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IPv6 Local Connectivity Settings

This opton can be used to manually onfigure PV setings for loca

connectivity. These settings are used only on the local network, and will

not be used to access the internet. If you would like to configure the IPve local connectivity settings of your D-Link Router, then
click on the button below.

IPvé Local Connectivity Settings

Enable ULA: Clickhere to enabie Unique Local IPvs

Unicast Addresses settings.
Enable ULA : []

Use Default Checking this box will automatically configure Use default ULA prefix :

ULA Prefix: the ULA prefix for the default setting. ULA Prefix : /64

. .
ULA Prefix: If you wish to choose your own ULA prefix, enter it here.

Current ULA Prefix :
LAN IPv6 ULA :

Current IPv6 This section with display the current
ULA Settings: settings for your IPv6 ULA.
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IPv6 Manual Setup

There are several connection types to choose from: Auto Detection, Static IPv6, Autoconfiguration (SLAAC/DHCPv6), PPPOE,
IPv6 in IPv4 Tunnel, 6to4, 6rd, and Link-local. If you are unsure of your connection method, please contact your IPv6 Internet
Service Provider.

Note: If using the PPPoE option, you will need to ensure that any PPPoE client software on your computers has been removed
or disabled.

Auto Detection

Select Auto Detection to have the router detect and automatically

COnﬁ g U re yOU r IPV6 Settl n g from yOU r IS P. Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is : | Auto Detection =

IPv6 DNS SETTINGS

Dbtain a DNS server address automatically or enter a specific DNS server address.

& (Ohtain a DNS server address automaticaly
¢ Use the folowing DHS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : ¥
LAN IPY6 Address : | /64
LAN IPv6 Link-Local Address : FES0::218:E7FF:FE95:689E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefixes for
router in your LAN.

Enable automatic IPv6
address assignment :
Enable Automatic DHCP-PD in v

I

LAN :
Autoconfiguration Type : [5LAAC + Stakeless DHCPve = |
Router Advertisement I— "
Lifetime: 1440 (rminutes)
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My IPv6 Connection:

WAN IPv6 Address
Settings:

LAN IPv6 Address:
LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:
IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address Lifetime:

Static IPv6

Select Static IPv6 from the drop-down menu.

Enter the address settings supplied by your Internet provider
(ISP).

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC +
Stateless DHCPve6.

Enter the start IPv6 Address for the DHCPv6 range for your
local computers.

Enter the end IPv6 Address for the DHCPv6 range for your
local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is @ [Static IPve |

WaAN IPv6 ADDRESS SETTINGS

Enter the IPv6 address information provided by your Internet Service Provider {ISP).

Use Link-Local Address : [
IPve Address : IFESU::218:E?FF:FE95:689F
Subnet Prefiz Length : |64

Default Gateway :

Primary DNS Server : |
Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

LAN IPv6 Address : | /64
LAN IP¥6 Link-Local Address :  FE80::218:E7FF:FE95:639E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.

Enable automatic IPv6 "
address assignment :

Autoconfiguration Type @ |SLAAC + Stateless DHCPvE - |

Router Advertisement
Lifetime:

1440 {minutes)
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My IPv6 Connection:
IPv6 DNS Settings:
Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:
IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address Lifetime:

Autoconfiguration

Select Autoconfiguration (Stateless/DHCPv6) from the
drop-down menu.

Select either Obtain DNS server address automatically or
Use the following DNS Address.

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC +
Stateless DHCPv6.

Enter the start IPv6 Address for the DHCPv6 range for your
local computers.

Enter the end IPv6 Address for the DHCPv6 range for your
local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPv6 COMNECTION T¥PE

Choose the mode to be used by the router to the IPy6 Internet.

My IPv6 Connection is : | Autoconfiguration (SLAAC/DHCPEY - |

IPv6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

& Obtain a DMS server address automatically
 Lse the following DMS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : ¥
LAN IPv6 Address : | /64
LAN IPv6 Link-Local Address : FES0::218:E7FF:FEQ5:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPy6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefizes for
router in your LAN.

Enable automatic IPvG "
address assignment :
Enable Automatic DHCP-PD in "

LAN :
Autoconfiguration Type :  [SLAAC + Stateless DHCPve x|
Router Advertisement l— ]
Lifetime: 1440 (rinutes)
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My IPv6 Connection:

PPPoE:

Address Mode:

IP Address:
User Name:

Password:

Service Name:
Reconnection Mode:

Maximum Idle Time:

MTU:

IPv6 DNS Settings:

Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local Address:

Enable Autoconfiguration:

PPPOE

Select PPPoE from the drop-down menu.

Enter the PPPoE account settings supplied by your Internet
provider (ISP).

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic.

Enter the IP address (Static PPPoE only).
Enter your PPPoOE user name.

Enter your PPPoE password and then retype the password in the
next box.

Enter the ISP Service Name (optional).

Select either Always-on, On-Demand, or Manual.

Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature, enable

Auto-reconnect.

Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your specific ISP. 1492 is the default MTU.

Select either Obtain DNS server address automatically or Use
the following DNS Address.

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.
Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is :  [PPPoE =l

PPPDE

Enter the information provided by your Internet Service Provider (ISP).

PPPOE Session: & Share with IPvd © Create a new sessian

Address Mode : % Dynamic IP € Static [P

IP Address : |
Username : |
Password : |
Verify Password : |
Service Name @ | [Optional)
Reconnect Mode : 7 plways on & Ondemand ¢ Manual
Maximum Idle Time : |5 (minutes, O=infinite)

MU [4s2 | (bytes)MTU default = 1492
IPv6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

* Ohtain a DS server address automatically
' Lse the following ONS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
cthange the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : ¥
LAN IPv6 Address : | /64
LAN IPv6 Link-Local Address : FES0::218:E7FF:FE95:689E, 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefizes for
router in your LAN.

Enable automatic IPvo
address assignment :
Enable Automatic DHCP-PD in v

LAN :
Autoconfiguration Type : |SLAAC + Stateless DHCPwE -
Router Advertisement l— "
Lifetime: 1440 (mirutes)
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Autoconfiguration Type: Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless DHCPv6.
IPv6 Address Range Start: Enter the start IPv6 Address for the DHCPv6 range for your local computers.
IPv6 Address Range End: Enter the end IPv6 Address for the DHCPv6 range for your local computers.

IPv6 Address Lifetime: Enter the IPv6 Address Lifetime (in minutes).
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My IPv6
Connection:

IPv6 in IPv4 Tunnel
Settings:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

IPv6 Address
Range Start:

IPv6 Address
Range End:

Pv6 Address
Lifetime:

IPv6 in IPv4 Tunneling

Select IPv6 in IPv4 Tunnel from the drop-down menu.

Enter the settings supplied by your Internet provider (ISP).

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPve.

Enter the start IPv6 Address for the DHCPv6 range for your local
computers.

Enter the end IPv6 Address for the DHCPv6 range for your local
computers.

Enter the Router Advertisement Lifetime (in minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.
=l

IPv¥6 in IPy4 TUNNEL SETTINGS

Enter the IP¥6 in IPv4 Tunnel information provided by your Tunnel Broker.

My IPv6 Connection is ©  [IPv6 in IPv4 Tuninel

Remote IPv4 Address : I
Remote IPv6 Address : |
Local IPv4 Address : 192.168.1.2

Local IPv6 Address : |

IPv6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

@ Chtain a DMS server address automatically
 LUse the following DMS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAM IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD :
LAN IPv6 Address @ | /64
LAN IPv6 Link-Local Address : FES0::218:E7FF:FE95:689E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefizes for
router in your LAN.

Enable automatic IPve "
address assignment :
Enable Automatic DHCP-PD in I~

LAN :
Autoconfiguration Type :  [SLAAC + Stateless DHCPve - |
Router Advertisement l— .
Lifetime: 1440 {minutes)
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My IPv6 Connection:
6 to 4 Settings:

Primary/Secondary
DNS Address:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address
Lifetime:

6 to 4 Tunneling

Select 6 to 4 from the drop-down menu.
Enter the IPv6 settings supplied by your Internet provider (ISP).

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPveé.

Enter the start IPv6 Address for the DHCPv6 range for your local

computers.

Enter the end IPv6 Address for the DHCPv6 range for your local
computers.

Enter the IPv6 Address Lifetime (in minutes).

IPv6 CONMECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

[

My IPv6 Connection is : |6tod

6to4 SETTINGS

Enter the IP¥6 address information provided by your Internet Service Provider (ISP).

6tod Address : 2002:C0A8:0102::C0AB:0102
6to4 Relay : [192.55.99.1

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

LAN IPv6 Address : 2l]l]2:[!l]AB:l]1l]2:IEIEIEIl »1/64
LAN IPv6 Link-Local Address : FEB0::218:E7FF:FE95:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IP¥6 Autoconfiguration to assign IP addresses to the
computers on your network.

Enable automatic IPv6 I~
address assignment :

Autoconfiguration Type :  |SLAAC + Stateless DHCPYG ~ |

Router Advertisement IE'U— frinutes)

Lifetime:
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My IPv6 Connection:

6RD Settings:

LAN IPv6 Address:
LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:

Router Advertisement
Lifetime:

6rd

Select 6rd from the drop-down menu.

Enter the address settings supplied by your Internet provider
(ISP).

Enter the LAN (local) IPv6 address for the router.
Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC+RDNSS or SLAAC + Stateless
DHCPve6.

Enter the Router Advertisement Lifetime (in minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Interneat.

My IPv6 Connection is :  6rd v

6RD SETTINGS

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

Enable Hub and Spoke
Mode :

6rd Configuration : @ 6&rd DHCPv4 Option &) Manual Configuration
6rd IPv6 Prefix : I

1Pv4 Address: 0.0.0.0 Mask Length:

Assigned IPv6 Prefix : None
6rd Border Relay IPv4
Address :

Primary IPv6 DNS Server :
Secondary IPve DNS Server :

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you change the
LAN IPv6 Address here, you may need to adjust your PC network settings to access the
netwaork again.

LAN IPv6 Address: None
LAN IPv6 Link-Local Address : FES0::218:E7FF:FE95:7EDC/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IPv6 addresses to the computers in
your network. You can also enable DHCP-PD to delegate prefixes for router in your LAN.

Enable automatic IPv6
address assignment :

Autoconfiguration Type :  SLAAC +Stateless DHCPvE

Router Advertisement )
Lifetime : (minutes)
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Link-Local Connectivity

My IPv6 Connection: Select Link-Local Only from the drop-down

menu.

. Choose the mode to be used by the router to the IPyo Internet.
LAN IPv6 Address Displays the IPv6 address of the router.

Settings: My IPv6 Connection is :  [Lacal Connectivity Only =1

LAN IPv6 ADDRESS SETTINGS

LAN IPv6 address for local IPv6 communications.

LAN IPv6 Link-Local Address : FES0::218:E7FF:FEQ5:689E/ 64
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mydlink™ Settings

The DIR-810L features a new cloud service that pushes information such as firmware upgrade notifications, user activity, and
intrusion alerts to the mydlink app on your Android or iOS mobile device. To ensure that your router is up-to-date with the
latest features, mydlink will notify you when an update is available for your router. You can also monitor users’online activity
with real-time website browsing history, maintaining a safe and secure environment, especially useful for monitoring your

children’s Internet usage at home.

On this page the user can configure the mydlink settings for this router.
This feature will allow you to use the mydlink cloud services, which in-

clude online access and management of this router through the mydlink

portal website or the mydlink Lite app for iOS and Android mobile
devices.

In the mydlink section, you can view the registration status of the
mydlink account service. The mydlink Service field will either display
Registered or Non-Registered.

In the Register mydlink Service section, we can register or modify a
mydlink account. Click on the Register mydlink Service button to initi-
ate this procedure.

After clicking the Register mydlink Service button, this window will ap-
pear.

Register mydlink Service Wizard: Step 1

In this section we can select one of two options.

« Select the Yes, | have a mydlink account’ option if you already have
a mydlink account that you want to use on this router.

« Select the’No, | want to register and login with a new mydlink ac-
count’ option to register a new account and use it on this router.

Click the Next button to proceed to the next step.
Click the Cancel button to discard the changes made and return to the
main page.

Saetting 2md registaring your product with myvdiink will allow you to wse its mydiink douwd services
feztures, induding online access and management of your device through mydlink portal webaite.

Sewe Settings | Dan't Save Sethings

mydlink Service @ Mon-Regstered

REGISTER MYDLINK SERVICE

| Rnglstnr mydlink Service

MYDLINK REGISTRATION

Ta use the features of mydank com and the mydink Lite app, you will need an account with mychnk com. 1f you
glready hawe an acoount, select Yes, 1 hawe a mydlink account z2nd chick Next ta register the router with
myihink com. I you da not hawe an account, select Mo, 1 want to register and login with a new mydlink
account and click Mext b create an account. [F you do net wish to sign up for the mydlink service, please cick
Cancel.

Do vou have mydlink account?
7' Yes, T have a mydiink sccount.
@ Mo, [ want to register and [ogm with & new mydlink acoount.

[Hext | [ cancel |

D-Link DIR-810L User Manual

74



Register mydlink Service Wizard: Step 2

When registering a new account, the following page appears. The fol-
lowing parameters will be available for configuration:
E-mail Address (Account Enter your e-mail address here. This e-mail
Name): address will also become your account
name.
Password: Enter your preferred password choice
here.
Confirm Password: Re-enter your preferred password choice
here.
Last Name: Enter your last name here.
First Name: Enter your first name here.
Accept terms and Tick this option to accept the mydlink

conditions: terms and conditions.

Click the Next button to proceed to the next step.

Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the
main page.

When logging in with an existing account, the following page appears.
The following parameters will be available for configuration:
E-mail Address (Account Enter your e-mail address here. This e-mail

Name): address will also be your account name.
Password: Enter your preferred password choice

here.

Click the Login button to login using these account details.

Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the
main page.

Please fulfil the options to complete the registration,
E-mail Address (Account Name) :

Password :
Confirm Password : @
Last name :
First Name :
] IAccept the mydiink terms and comditions.
Cancel

[ Mt | [ Prew |

Pleasa fulfill the aptions te complete the registration.

E-mall Address (Account Name)
Password :

Login Prex Canced

D-Link DIR-810L User Manual

75



At any point during this wizard, you can change the prefered language.
To change the language, select the desired language option from the
Language drop-down menu, found on the top right of this page.

End of Wizard

Morsk

Prish
Ramian
Elovenscing

Sunnska
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Advanced
Virtual Server

This will allow you to open a single port. If you would like to open a range of ports, refer to the next page.

The Virtuzl Servar option allows vou Lo define & 2ngle public pork en your router for rediredtion to
an Intermal L&N IP Address and Prvete LAN port If regwred, Thes fezture & useful for hosting online

Name:

IP Address:

Private Port/
Public Port:

Protocol Type:

Schedule:

Inbound Filter:

Enter a name for the rule or select an application from
the drop-down menu. Select an application and click
<< to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming
service to. If your computer is receiving an IP address
automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down
menu. Select your computer and click <<.

Enter the port that you want to open next to Private
Port and Public Port. The private and public ports are
usually the same.The public port is the port seen from
the Internet side, and the private portis the port being
used by the application on the computer within your
local network.

Select TCP, UDP, or Both from the drop-down menu.

The schedule of time when the Virtual Server Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always be
enabled. You can create your own times in the Tools
> Schedules section.

Select Allow All (most common) or a created Inbound
filter. You may create your own inbound filters in the
Advanced > Inbound Filter page.

services such &s FTP ar Web Servers.
Save Settings | Don't Save Settings

14 - VIRTUAL SERVERS LIST

|-y._-c Apphcabion name
[*:._«:‘ Computer Mame=

|-_t_-t Appheation name

< D}ITICIU'[E[NHITIE

Remaining number of rules that can be crested: 24

[=]
(=]
=]
fi]

POt
Pubilic Part

Frivate Part

Public Part

Private Port

Traffic Type
Protocol Schedule
Baoth [i=] Aways |=|

Inbound Filter

Allewe .ﬂ.ll bl |

Probocal Scheduls
Both [i=] Aways =]
Indound Filter

Al Al |
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Port Forwarding

This will allow you to open a single port or a range of ports.

Name: Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

IP Address: Enter the IP address of the computer on your local
network that you want to allow the incoming service
to. If your computer is receiving an IP address
automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down
menu. Select your computer and click <<.

This option is used to open multiple ports or a range of ports in your router and redirect data
through those ports to a single PC on your network. This feature alows you to enter ports in
wvarious formats including, Port Ranges (100-150), Individual Ports (80, 68, 888), or Mixed
{1020-5000, 689).

[ Save Settings ] ’ Don't Save Settings l

14 — PORT FORWARDING RULES

Remaining number of reles that cam be crazted: 24

Ports to Open
Hame o TCP schedule
TCP/UDP: Enter the TCP and/or UDP port or ports that you (24 [Apphcaton name  [=] Alurays ]
want to open. You can enter a single port or a range O IP Address DR Tnbimd Fiker
of ports. Separate ports with a common. [z |Comguter Mame  [*] Allow Al =]
Name TCP Schedule
Example: 24,1009,3000-4000 - <] |apphcotion Name  [=] Alurmys [ ]
IF Address 5 uoe Inbound Fier
Schedule: The schedule of time when the Virtual Server Rule [ | Comautes Hame  [+] Hhow o
will be enabled. The schedule may be set to Always,
which will allow the particular service to always be
enabled. You can create your own times in the Tools
> Schedules section.
Inbound Filter: Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and others.
These applications have difficulties working through NAT (Network Address Translation). Special Applications makes some of
these applications work with the DIR-810L. If you need to run applications that require multiple connections, specify the port
normally associated with an application in the“Trigger Port”field, select the protocol type as TCP or UDP, then enter the firewall
(public) ports associated with the trigger port to open them for inbound traffic.

The DIR-810L provides some predefined applications in the table on the bottom of the web page. Select the application you
want to use and enable it.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Enter a name for the rule. You may select a
pre-defined application from the drop-down menu
and click <<.

This is the port used to trigger the application. It
can be either a single port or a range of ports.

Select the protocol of the trigger port (TCP, UDP,
or Both).

This is the port number on the Internet side that
will be used to access the application. You may
define a single port or a range of ports. You can
use acomma to add multiple ports or port ranges.

Select the protocol of the firewall port (TCP, UDP,
or Both).

The schedule of time when the Application Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the
Tools > Schedules section.

This option is used to open single or multiple ports on your router when the router senses data
sent to the Internet on a “trigger” port or port range. Special Applications rules apply to all
computers on your internal network.

Save Settings ] l Don't Save Settings

14 — APPLICATION RINLES

Remaining nurmber of rules that cam be created: 24

Hame } Applicabon
4| | Application Name | = |

Hame __ Application.
55| | Application Name | x |

Port
Tripger

Firawall

Tripger

Firewszll

Traffic Type

a[x]
CHIEY

Ian [

Schedubs

Alviays ||

Alviays = |
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QoS Engine

The QoS Engine option helps improve your network performance by prioritizing applications. By default the QoS En-
gine settings are disabled and application priority is not classified automatically. The QoS section contains a queuing
mechanism, traffic shaping, and classification. It supports two kinds of queuing mechanisms: Strict Priority Queue (SPQ)
and Weighted Fair Queue (WFQ). SPQ will process traffic based on traffic priority. Queue1 has the highest priority and
Queue4 has the lowest priority. WFQ will process traffic based on the queue weight. Users can configure each queue’s
weight. The sum of all the queue’s weights must be 100. When surfing the Internet, the system will do traffic shaping
based on the uplink and downlink speed. The classification rules can be used to classify traffic to different queues, then
SPQ or WFQ will do QoS based on the queue’s priority or weight.

The following parameters will be available for configuration:

Enable QoS: This option is disabled by default. Enable this option _

for better performance ar“d eXper.len_ce with online Uisa this section te configure D-Link’s Q08 Engine powergd by QoS Enging Technology, This QoS

games and other interactive applications, such as VolP. Engine improves your online geming expenance by ensuring that your game traffic is prioritized
over other nebwork Tafiic, such as FTP or Wab, For best performance, usa the Autormatic
Clzssification opban to automiatically set the pronty for your applications.

Uplink Speed: The speed at which data can be transferred from the
router to your ISP. This is determined by your ISP. ISP’s
often define speed as a download/upload pair. For
example, 1.5Mbits/284Kbits. Using this example, you
would enter 284. Alternatively you can test your up- ]
link speed with a service such as www.dslreports.com. Enable QoS Engine :

Automatic Uplink Speed : []

Downlink The speed at which data can be transferred from the Measured Uplink Speed : Mot Estimated
Speed: ISP to the router. This is determined by your ISP. ISP’s Manual Uplink Speed : 334 kbps << Select Transmission Rate
often define speed as a download/upload pair. For
example, 1.5Mbits/284Kbits.
Using this example, you would enter 1500. Alterna-
tively you can test your downlink speed with a service
such as www.dslreports.com.

Save Settings | Daon't Save Settings
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Section 3 - Configuration

After specifying the QoS framework used, in the QoS setup section, the user can now create individual rules for scenarios that require the use of

traffic control and data priority manipulation.

The following parameters will be available for configuration:
Checkbox: Tick this option to enable the rule specified.

Name: Enter a custom name for the rule being created here.
This name is used for identification.

Queue ID: Select the appropriate priority requirement from the
drop-down menu that will be applied to this rule. Op-
tion to choose from are Highest, Higher, Normal, and
Best Effort.

Protocol: Select the protocol used for the application for in the
drop-down menu and it will automatically place it in
the Protocol field.

Local IP Range: Enter the local IP range used here. This is the IP range
of you Local Area Network. The Router’s IP cannot be
included in this range.

Remote IP Enter the remote IP range used here. This is the IP
Range: range of the public network from the Internet Port
side. To apply this rule to any IP addresses from the

public side, enter the range 0.0.0.1 to 255.255.255.254.

Application Enter the application port number used here.
Port:

Click on the Save Settings button to accept the changes made.
Click on the Don’t Save Settings button to discard the changes made.

10 -- QOS ENGINE RULES

MNarme Priority Protocol
1 (1..255) & <= TCP =
Local IP Range Local Port Range
D 0.0.0.0 to 255.255.255.255 a to 65535
Remote IP Range Remote Port Range
0.0.0.0 fo 255.255.255.255 o] to 65535
MName Priority Protocol
1 (1..255) & < TCP =
Local IP Range Local Port Range
D 0.0.0.0 to 255.255.255.255 a to 65535
Remote IP Range Remote Port Range
0.0.0.0 to 255.255.255.255 o] to 65535
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Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses from

accessing the network. You can either manually add a MAC address or select the MAC address from the list of clients that are
currently connected to the Broadband Router.

Configure MAC SelectTurn MACFiltering Off, Allow MAC addresses

Filtering: listed below, or Deny MAC addresses listed below Configure MAC Fittering below:
fromthed rop-down menu. Turn MAC Filtering OM and ALLOW computers listed to access the netwark =
MAC Address DHCP Client List
MAC Address: Enter the MAC address you would like to filter. 00:00:00:00:00:00 Computer Name =
00:00:00:00:00:00 Computer Name
To find the MAC address on a computer, please refer 00:00:00:00:00:00 Computer Name =
to the Networking Basics section in this manual.

DHCP Client: Select a DHCP client from the drop-down menu and
click << to copy that MAC Address.
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as a parental control to
only grant access to approved sites, limit web access based on time or dates, and/or block access from applications like P2P

utilities or games.

Add Policy: Click the Add Policy button to start the Access
Control Wizard.

The Access Control option allows you to control access in and out of your network. Use this
feature as Access Controls to only grant access to approved sites, limit web access based on
time or dates, and/or block internet access for applications like P2P utilities or games.

[ Save Settings l [ Don't Save Settings

ACCESS CONTROL

POLICY TABLE

Enable Policy Machine Filtering Logged Schedule

Access Control Wizard

Click Next to continue with the wizard.

ADD NEW POLICY

This wizard will guide you through the following steps to add a new policy for Access
Control.

Step 1 - Choose 3 unigue name for your policy

Step 2 - Select a schedule

Step 3 - Select the machine to which this policy applies
Step 4 - Selact fittering method

Step 5 - Select fiters

Step 6 - Configure Web Access Logging
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Enter a name for the policy and then click Next to continue.

Select a schedule (eg: Always) from the drop-down menu and then click
Next to continue.

Enter the following information and then click Next to continue.
- Address Type - Select IP address, MAC address, or Other
Machines.

+ IP Address - Enter the IP address of the computer you want to
apply the rule to.

+ Machine Address - Enter the PC MAC address (i.e. 00:00.00.00.00).

Select the filtering method and then click Next to continue.

STEP 1: CHOOSE POLICY NAME

Choose a unigue name for your policy.

Policy Name: D-ink 1

STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.

Always -

Details:

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.

Specify a machine with its IP or MAC address, or select "Other Machines” for machines that do
not have a policy.

Address Type: @ 1P (0 MAC () Other Machines
1P Address: << Computer Name ~

Machine Address: <<

Machine

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.

Method: — Log Web Access Only © Block All Access @ Block Some
Access

Apply Web Filter: []

Apply Advanced Port |
Filters:
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Enter the rule:
Enable - Check to enable the rule.
Name - Enter a name for your rule.
Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.
Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.

Your newly created policy will now show up under Policy Table.

STEP 5: PORT FILTER

Add Port Filters Rules.

Specify rules to prohibit access to specific IP addresses and ports.

Enable Name gésrttIP gﬁgt = Protocol Eﬁf Eﬁf

Start End

] 0.0.0.0 255.255.255.255  ANY ¥

[ 0.0.0.0 255,255.255.255 ANY v

[ 0.0.0.0 255.255.255.255  ANY ¥

[ 0.0.0.0 255.255.255.255  ANY ¥

[ 0.0.0.0 255.255.255.255 ANY v

& 0.0.0.0 255.255.255.255  ANY ¥

| 0.0.0.0 255.255.255.255  ANY ¥

[ 0.0.0.0 255.255.255.255 ANY v

STEP 6: CONFIGURE WEB ACCESS LOGGING

Web Access Logging: @ Disabled
© Enabled

The Access Control option allows you to control access in and out of your network. Use this
feature as Access Controls to only grant access to approved sites, limit web access based on
time or dates, and/or block internet access for applications like P2P utilities or games.

[ Save Settings ] [ Don't Save Settings ]

ACCESS CONTROL

Enable Access Control:

POLICY TABLE

Enable Policy Machine Filtering Logged Schedule
Ddnk1  192.168.1.1 e No  Always F %
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Website Filters

Website Filters are used to allow you to set up a list of Web sites that can be viewed by multiple users through the network.
To use this feature select to Allow or Deny, enter the domain or website and click Save Settings. You must also select Apply
Web Filter under the Access Control section.

Add Website Select either DENY computers access to ONLY 40 — WEBSITE FILTERING RULES
Filtering Rule: these sites or ALLOW computers access to ONLY
these sites. Configure Vebsite FAlkar below:

DENY computers acoess to QMUY these sbes E
Website URL/ Enter the keywords or URLs that you want to allow [ Clear the It below... |
Domain: or block. Click Save Settings.

Website URL/Damain
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Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you can
configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used with Virtual
Server, Port Forwarding, or Remote Administration features.

The Inbound Riter eption is an advanced method of controlling data received from the Inteérnet.
With this fezbure you can configure inbound datzs filtening rules that control datz bazed on an &

addrass range.
Inbound Filters can be used for limiting access to 2 server on your nefwork to a svstem or group of

Action: Select Allow or Deny_ ﬁ:ng; Filter rules can be used with Virtual Server, Port Farwarding, or Remobe Administration

Name: Enter a name for the inbound filter rule.

Enable: Check to enable rule.

Remote IP Start: Enter the starting IP address. Enter 0.0.0.0 if you
do not want to specify an IP range. Name ;
Lction : .!.IanE|

Remote IP End: Enterthe ending IP address. Enter 255.255.255.255 Remote [P Range : Enzble Remote IPStart  Remeots 1P End
if you do not want to specify and IP range. O oeso 255.255.155.255
[l oo 55.255.255.255
Add: Click the Add button to apply your settings. You M oeao 255.255.255 255
must click Save Settings at the top to save the M GiEs AT
settings. O oeeo 255,255,255,255
Inbound Filter This section will list any rules that are created. You S = 255'f55'155'255
Rules List: may click the Edit icon to change the settings or ol ERREY
enable/disable the rule, or click the Delete icon O aeao TARRR A

to remove the rule. Add || cancd

Mame Action Remote IP Range
Inboundl allow 192168 1.0-10 168.1.254 E'

&)
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Firewall Settings

A firewall protects your network from the outside world. The DIR-810L offers a firewall type functionality. The SPI feature helps
prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain types of applications.
The firewall setup also features a Demilitarized Zone (DMZ) option, which will expose the selected clients completely to the
outside world.

Enable SPI:

Anti-Spoof Check:

NAT Endpoint
Filtering:

SPI (Stateful Packet Inspection, also known as dynamic packet filtering)
helps to prevent cyber attacks by tracking more state per session. It
validates that the traffic passing through the session conforms to the
protocol.

Enable this feature to protect your network from certain kinds of
“spoofing” attacks.

Select one of the following for TCP and UDP ports:

Endpoint Independent - Any incoming traffic sent to an open port will
be forwarded to the application that opened the port. The port will
close if idle for 5 minutes.

Address Restricted - Incoming traffic must match the IP address of the
outgoing connection.

Address + Port Restriction - Incoming traffic must match the IP address
and port of the outgoing connection.

The Firewall Settings allows you to set a single computer on your network outside of the
router.

[ Save Settings ] [ Don't Save Settings ]

ENABLE SPI

Enable SPI:

ANTI-SPOOF CHECKING

DMZ HOST

DMZ means "Demilitarzed Zone." If an application has trouble working from behind the router,
you can expose one computer to the Intemet and run the application on that computer.

Note: Putting a computer in the DMZ may expose that computer to a variety of security risks.
Use of this option is only recommended as a last resort.

Enable DMZ : [
DMZ 1P Address :

APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION

PPTP :

IPSec (VPN) :
RTSP :

SIP @

EEEE
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DMZ IP Address:

PPTP:

IPSEC (VPN):

RTSP:

SIP:

Specify the IP address of the computer on the LAN that you want to
have unrestricted Internet communication. If this computer obtains
it's IP address automatically using DHCP, be sure to make a static
reservation on the Setup > Network Settings page so that the IP
address of the DMZ machine does not change.

Allows multiple machines on the LAN to connect to their corporate
network using PPTP protocol.

Allows multiple VPN clients to connect to their corporate network
using IPSec. Some VPN clients support traversal of IPSec through
NAT. This ALG may interfere with the operation of such VPN clients.
If you are having trouble connecting with your corporate network,
try turning this ALG off. Please check with the system administrator
of your corporate network whether your VPN client supports

NAT traversal.

Allows application that uses Real Time Streaming Protocol to receive
streaming media from the Internet. QuickTime and Real Player are
some of the common applications using this protocol.

Allows devices and applications using VolP (Voice over IP) to
communicate across NAT. Some VolP applications and devices have
the ability to discover NAT devices and work around them. This ALG
may interfere with the operation of such devices. If you are having
trouble making VolP calls, try turning this ALG off.

DMZ HOST

DMZ means "Demilitarized Zone." If an application has trouble working from behind the router,
you can expose one computer to the Internet and run the application on that computer.

Note: Putting a computer in the DMZ may expose that computer to a variety of security risks.
Use of this option is only recommended as a last resort.

Enable DMZ :  [T]
DMZ IP Address :

PPTP :

IPSec (VPN) :
RTSP :

SIP @

EEEE

APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION
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Routing

The Routing option is an advanced method of customizing specific routes of data through your network.

Name:

Destination IP:

Netmask:

Gateway:

Metric:

Interface:

Enter a name for your route.

Enter the IP address of packets that will take this
route.

Enter the netmask of the route, please note
that the octets must match your destination IP
address.

Enter your next hop gateway to be taken if this
route is used.

The route metric is a value from 1 to 16 that
indicates the cost of using this route. A value 1 is
the lowest cost and 15 is the highest cost.

Select the interface that the IP packet must use to
transit out of the router when this route is used.

around your network.

This Routing page allows you to specify custom routes that determine how data is moved

[ Save Settings ] ’

Don't Save Settings

Name

Netrmask
0.0.0.0

MName

Metrmask
0.0.0.0

32 --ROUTE LIST

Destination IP
0.0.0.0

Gateway
0.0.0.0

Destination IP
0.0.0.0

Gateway
0.0.0.0

Metric Interface
WAN -
WAN -
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Transmit Power:

WLAN Partition:

WMM Enable:

Short Gl:

HT20/40 Coexistence:

Advanced Wireless

Set the transmit power of the antennas.

This enables 802.11d operation. 802.11d is a wireless
specification developed to allow implementation of
wireless networks in countries that cannot use the
802.11 standard. This feature should only be enabled
if you are in a country that requires it.

WMM s QoS for your wireless network. This willimprove
the quality of video and voice applications for your
wireless clients.

Check this box to reduce the guard interval time
therefore increasing the data capacity. However, this is
less reliable and may lead to higher data loss.

Enable this option to reduce interference from
other wireless networks in your area. If the channel
width is operating at 40MHz and there is another
wireless network’s channel over-lapping and causing
interference, the router will automatically change to
20MHz.

If you are not familiar with these Advanced Wireless settings, please read the help section
before attempting to modify these settings.

[ Save Settings ] [ Don't Save Settings ]

ADVANCED WIRELESS SETTINGS

Wireless Band : 2.4GHz
Transmit Power : High

WMM Enable :
HT 20/40 MHz Coexistence : @ Enable () Disable

ADVANCED WIRELESS SETTINGS

Wireless Band : 5GHz
Transmit Power : High -
WLAN Partition : []

WMM Enable :
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Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup”as well
as the “Add New Device” processes. The Wi-Fi Alliance has certified WPS across different products as well as manufacturers.
The process as simple as pressing a button for the Push-Button Method or correctly entering an 8-digit code for the Pin Code
Method. WPS significantly reduces the amount of time required to set up a secure wireless network, while maintaining the
highest level of wireless security provided by the WPA2 standard.

Enable: Enable the Wi-Fi Protected Setup feature.

Wi-Fi Protected Setup is used to easily add devices to a network using a PIN or button press.

Note: If th,s Option iS UnCheCked, the WPS button on the Devices must support Wi-Fi Protected Setup in order to be configured by this method.
Side Ofthe I’OUl'el’ Wi/l be disabled. [ Save Settings ] [ Don't Save Settings ]

Lock Wireless Tick this option to lock the configured wireless security  EEEE—

Security Settings: settings.

Lock WPS-PIN Setup: []

PIN Settings: A PIN is a unique number that can be used to add P SETTINGS
the router to an existing network or to create a new
network. Only the Administrator (“admin”account) can
change or I’eset the PIN ADD WIRELESS STATION

Current PIN : 47421523
[ GenerateNewPIN | [ ResetPIN toDefault |

[ Add Wireless Device With WPS |

Current PIN: Shows the current PIN.

Reset PIN to Restore the default PIN of the router.
Default:

Generate New Create a random number that is a valid PIN. This
PIN: becomes the router’s PIN. You can then copy this PIN
to the user interface of the wireless client.
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Add Wireless This Wizard helps you add wireless devices to the wireless network.
Station:

The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter the
PIN for the device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup and has a
configuration button, you can add it to the network by pressing the configuration button on the device and then the on the router
within 120 seconds. The status LED on the router will flash three times if the device has been successfully added to the network.

There are several ways to add a wireless device to your network. A “registrar” controls access to the wireless network. A registrar
only allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected Setup button on the

device. The router acts as a registrar for the network, although other devices may act as a registrar as well.

Add Wireless Click to start the wizard and refer to “Wi-Fi Protected Setup Wizard” on page 41.
Device Wizard:

WPS Button

You can also simply press the WPS button on the side of the router, and then press the WPS
button on your wireless client to automatically connect without logging into the router.

Refer to “Connect a Wireless Client to your Router” on page 116 for more information.

WPS Button
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Advanced Network Settings

Enable UPnP: To use the Universal Plug and Play (UPnP") feature click on
Enabled. UPnP provides compatibility with networking
equipment, software and peripherals.

WAN Ping: Checking the box will allow the DIR-810L to respond
to pings. Unchecking the box may provide some extra
security from hackers.

WAN Port Speed: You may set the port speed of the Internet portto 10Mbps,
100Mbps, or Auto (recommended).

Enable IPV4 Check the box to allow multicast traffic to pass through
Multicast Streams: the router from the Internet (IPv4).

Enable IPV6 Check the box to allow multicast traffic to pass through
Multicast Streams: the router from the Internet (IPv6).

If you are not familiar with these Advanced MNetwork settings, please read the help section
before attempting to modify these settings.

’ Save Settings ] [ Don't Save Settings ]

Universal Plug and Play (UPnP) supports peer-to-peer Plug and Play functionality for
network devices.

Enable UPnP :

WAN PING

If you enable this feature, the WAN port of your router will respond to ping requests
from the Internet that are sent to the WAN IP Address.

Enable WAN Ping Respond :
WAN Ping Inbound Filter :  Deny Al ~
Details : Deny Al

WAN PORT SPEED

WAN Port Speed :  Auto 10/100Mbps  ~

IPV4 MULTICAST STREAMS

Enable IPv4 Multicast
Streams :

IPV6 MULTICAST STREAMS

Enable IPv6 Multicast
Streams :
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Guest Zone

The Guest Zone feature will allow you to create temporary zones that can be used by guests to access the Internet. These zones
will be separate from your main wireless network. You may configure different zones for the 2.4GHz and 5GHz wireless bands.

Enable Guest Check to enable the Guest Zone feature. _

Zone: Use this section to configure the guest zone settings of your router. The guest zone provide a
separate network zone for guest to access Internet.

Schedule: The schedule of time when the Guest Zone will be | savesettngs | [  Dontsavesetings |
active.The schedule may be set to Always, which will

allow the particular service to always be enabled. You

can create your own times in the Tools > Schedules Enable Guest Zone : Aways
section or click Add New. Wireless Band : 2.4GHz Band
Wireless Network Name :  dink_guest (Alo called the SSID)
. . . . Enable Routing Between
Wireless Enter a wireless network name (SSID) that is different Zones: L)

Sacurity Mode :  None -

Network Name: from your main wireless network.

Enable Routing Check to allow network connectivity between the

Between Zones: different zones created. Enable Guest Zone : AMways ~
Wireless Band : 5GHz Band

Wireless Network Name :  dink_media_guest (Also called the 55ID)

Security Mode: Select the type of security or encryption you would Enable Routing Between 1=
like to enable for the guest zone. Zones: |-
Security Mode :  Mone -
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IPv6 Firewall

The DIR-810Ls IPv6 Firewall feature allows you to configure which kind of IPv6 traffic is allowed to pass through the device.
The DIR-810Ls IPv6 Firewall functions in a similar way to the IP Filters feature.

Enable Checkbox:

Configure IPv6
Firewall:

Name:

Schedule:

Source:

IP Address Range:

Dest:

Protocol:

Port Range:

Check the box to enable the IPv6 firewall simple security.

Select an action from the drop-down menu.

Enter a name to identify the IPv6 firewall rule.

Use the drop-down menu to select the time schedule that
the IPv6 Firewall Rule will be enabled on. The schedule may
be set to Always, which will allow the particular service to
always be enabled. You can create your own times in the
Tools > Schedules section.

Use the Source drop-down menu to specify the interface that
connects to the source IPv6 addresses of the firewall rule.

Enter the source IPv6 address range in the adjacent IP
Address Range field.

Use the Dest drop-down menu to specify the interface that
connects to the destination IP addresses of the firewall rule.

Select the protocol of the firewall port (All, TCP, UDP, or
ICMP).

Enter the first port of the range that will be used for the
firewall rule in the first box and enter the last port in the
field in the second box.

The Firewall Settings section is an advance feature used to allow or deny traffic from passing
through the device. It works in the same way as IP Fitters with additional settings. You can
create more detailed rules for the device.

’ Save Settings ] [

IPV6 SIMPLE SECURITY

Enable IPv6 Ingress Filtering:
Enable IPv6 Simple Security : [}

IPVG FIREWALL

Configure IPv6 Firewall below:
Turn IPv6 Firewall OFF -

Don't Save Settings ]

Remaining number of firewall rules that can be configured:
Narne Schedule

Interface TP Address Range Protocol

Source

IP Address Range Port Range

o~

- Interface
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IPv6 Routing

This page allows you to specify custom routes that determine how data is moved around your network.

Route List: Check the box next to the route you wish to enable.
Name: Enter a specific name to identify this route.
Destination IP/ This is the IP address of the router used to reach
Prefix Length: the specified destination or enter the IPv6 address

prefix length of the packets that will take this route.

Metric: Enter the metric value for this rule here.
Interface: Use the drop-down menu to specify if the IP packet
must use the WAN or LAN interface to transit out of

the Router.

Gateway: Enter the next hop that will be taken if this route
is used.

This Routing page allows you to specify custom routes that determine how data is moved
around your network.

[ Sawe Setlings ] [ Don't Save Settings ]
10 —ROUTE LIST
Marme Destination IPve/Prefic Length
/64
Metric Interface Gateway
0 MULL -
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Tools
Admin

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management. There are
two accounts that can access the management interface through the web browser. The accounts are admin and user. Admin
has read/write access while user has read-only access. User can only view the settings but cannot make any changes. Only the
admin account has the ability to change both admin and user account passwords.

Admin
Password:

User Password:
Gateway name:
Enable Graphical

Authentication:

Enable HTTPS
Server:

Enable Remote
Management:

Remote Admin
Port:

Remote Admin
Inbound Filter:

Enter a new password for the Administrator Login Name. The
administrator can make changes to the settings.

Enter the new password for the User login. If you login as the User,
you cannot change the settings (you can only view them).

Enter a name for your router.

Enables a challenge-response test to require users to type letters or
numbers from a distorted image displayed on the screen to prevent
online hackers and unauthorized users from gaining access to your
router’s network settings.

Checkto enable HTTPS to connect to the router securely. This means
to connect to the router, you must enter https://192.168.0.1 (for
example) instead of http://192.168.0.1.

Remote management allows the DIR-810L to be configured from
the Internet by a web browser. A username/password is still required
to access the Web Management interface.

The port number used to access the DIR-810L is used in the URL.
Example: http://x.x.x.x:8080 whereas x.x.x.x is the Internet IP
address of the DIR-810L and 8080 is the port used for the Web
Management interface.

If you have enabled HTTPS Server, you must enter https:// as part
of the URL to access the router remotely.

This section will listany rules that are created. You may click the Edit
icon to change the settings or enable/disable the rule, or click the
Delete icon to remove the rule. Details will display the current status.

The "admin’ account can access the management interface. The admin has read/write access
and can change passwords.

By default there is no password configured. It is highly recommended that you create a
password to keep your router secure.

’ Sawve Settings ] ’ Don't Save Settings ]

ADMIN PASSWORD

Please enter the same password into both boxes, for confirmation.
Password :

Verify Password :

SYSTEM NAME

DIR-B10L

Gateway Name :

ADMINISTRATION

Enable Graphical Authentication :
Enable HTTPS Server :
Enable Remote Management :

Remote Admin Port : 3080 Use HTTPS |

Remote Admin Inbound Filter :
Details :

Deny Al -

D-Link DIR-810L User Manual

98



Section 3 - Configuration

Time

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system clock.
From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also be configured to
automatically adjust the time when needed.

Time:

Time Zone:

Displays the current date and time of the router.

Select your Time Zone from the drop-down
menu.

Enable Daylight To select Daylight Saving time manually, select

Saving:

Enable NTP Server:

NTP Server Used:

Manual:

enabled or disabled, and enter a start date and
an end date for daylight saving time.

NTP is short for Network Time Protocol. A NTP
server will synch the time and date with your
router. This will only connect to a server on the
Internet, not a local server. Check the box to
enable this feature.

Enter the IP address of a NTP server or select one
from the drop-down menu.

To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.

You can also click Copy Your Computer’s Time
Settings to synch the date and time with the
computer you are currently on.

The Time Configuration option allows you to configure, update, and maintain the correct time
on the internal system clock. From this section you can set the time zone that you are in and
set the MTP (Metwork Time Protocol) Server. Daylight Saving can also be configured to
automatically adjust the time when needed.

[ Save Settings l l Don't Save Settings l

TIME CONFIGURATION

Current Router Time : Sat Jan, 1, 2011 00:43:04
(GMT-08:00) Padfic Time (US/Canada), Tijuana -

Time Zone :
Enable Daylight Saving : []
Month Week Day of Week TIME

Daylight Saving Dates ; DST Start
DST End

AUTOMATIC TIME CONFIGURATION

Enable NTP Server :

NTP Server Used : <

SET THE DATE AND TIME MANUALLY

Date And Time : Year 2013 ~ Month Jan ~ Day i B
Hour 12+ Minute 13 ~ Second 37 =~ PM -

[ Copy Your Computer's Time Settings ]
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SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs to a
SysLog server on your network.

Enable Logging to Check this box to send the router logs to a SysLog _
SysLog Server: Server.

The SysLog options allow you to send log information to a SysLog Server.

SysLog Server IP The address of the SysLog server that will be | savesettngs | | Don'tsavesettngs |
Address: used to send the logs. You may also select your

computer from the drop-down menu (only if

receiving an IP address from the router via DHCP). Enable Logging To Syslog Server: [V

Syslog Server IP Address:  0.0.0.0 << Computer Name -
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Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification to your
email address.

Enable Email
Notification:

From Email
Address:
To Email Address:

SMTP Server
Address:

SMTP Server Port:

Enable
Authentication:

Account Name:

Password:
On Log Full:
On Schedule:

Schedule:

When this option is enabled, router activity logs are
emailed to a designated email address.

This email address will appear as the sender when you
receive a log file or firmware upgrade notification via
email.

Enter the email address where you want the email sent.

Enter the SMTP server address for sending email.

Enter the SMTP port used on the server.

Check this box if your SMTP server requires authentication.

Enter your account for sending email.

Enter the password associated with the account. Re-type
the password associated with the account.

When this option is selected, logs will be sent via email
to your account when the log is full.

Selecting this option will send the logs via email according
to schedule.

This optionis enabled when On Schedule is selected. You
can select a schedule from the list of defined schedules.
To create a schedule, go to Tools > Schedules.

The Email feature can be used to send the system log files, router alert messages, and firmware
update notification to your email address.

[ Save Settings ] [ Don't Save Settings ]

ENABLE

Enable Email Notification:

EMAIL SETTINGS

From Email Address :

To Email Address :
SMTP Server Address :
SMTP server port : 25
Enable Authentication : []
Account Name :
Password :

Verify Password :

EMAIL LOG WHEN FULL OR ON SCHEDULE

On Log Full :
On Schedule :

Schedule :  Never -
Details :
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System

This section allows you to manage the router’s configuration settings, reboot the router, and restore the router to the factory
default settings. Restoring the unit to the factory default settings will erase all settings, including any rules that you've created.

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard disk of
the computer you are using. First, click the Save
button. A file dialog will appear, allowing you to

select a location and file name for the settings.

Load Settings Use this option to load previously saved router
from Local Hard configuration settings. First, use the Browse option
Drive: to find a previously saved file of configuration
settings. Then, click the Load button to transfer

those settings to the router.

Restore to This option will restore all configuration settings
Factory Default back to the settings that were in effect at the
Settings: time the router was shipped from the factory.
Any settings that have not been saved will be
lost, including any rules that you have created. If
you want to save the current router configuration

settings, use the Save button above.

Reboot Device: Click to reboot the router.

The Systermn Settings section allows you to reboot the device, or restore the router to the
factory default settings. Restoring the unit to the factory default settings wil erase all settings,
including any rules that you have created.

The current system settings can be saved as a file onto the local hard drive. The saved file or
any other saved setting file created by device can be uploaded into the unit.

SYSTEM SETTINGS

Save Settings To Local Hard [ saveConfiguration |

Drive:
Load Settings From Local Te—
Hard Drive:
[ Restore Configuration from File ]
Restore To Factory Defau"f [ Restore Factory Defaults ]
NGS: pactore al Settings to the Factory Defaults
Reboot The Device: [ Reboot The Device ]
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Firmware

You can upgrade the firmware of the access point here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support website
for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from this site.

. CMRMWAREUPDATE
Browse: After you have downloaded the new firmware, click

Browse to locate the firmware update on your hard it T o e
drive. Click Upload to complete the firmware upgrade.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
button.Once you have found the file to be used, click the Upload button below to start the
firmware upgrade.

Upload: Once you have a firmware update on your computer, _
4 . The language pack allows you to change the lnguage of the user interface on the DIR-810L
use th|s opt|on to browse for the ﬁle and then upload We suggest that you upgr_ade your current Iang_uage pack if you upgrade the firmware. This
. . . . ensures that any changes in the firmware are displayed correctly.
the information into the access point.

To upgrade the language pack, locate the upagrade file on the local hard drive with Browse
button. Once you have found the file to be used, click the Upload button to start the lnguage
pack upgrade.

FIRMWARE AND LANGUAGE PACK INFORMATION

Language PaCk Current Firmware Version: 1.00 Date: 2013/01/16
. Current Language Pack Version : There is no language pack.
You can change the language of the web Ul by uploading Check Oniine Now for Latest Firmware and | pack Vers

available language packs.

FIRMWARE UPGRADE

Browse: After you have downloaded the new language pack, Hote: Some frmware o uration oot
: parades reset the configuration options to the factory
CliCk Browse to |ocate the |anguage paCk ﬁle on your defaults. Before performing an upgrade, be sure to save the current configuration.

i i T de the fi 3 PC must h ired tion to th ter.
hard drive. Click Upload to complete the language To upgrade the fimuare, your PC must have o el connection (0 the routr
pack upgrade.

Upload:

LANGUAGE PACK UPGRADE

Upload:
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Dynamic DNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have purchased
(www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign
dynamic (changing) IP addresses. Using a DDNS service provider, anyone wanting to access your server can enter your domain

name to connect to your server no matter what your IP address is.

Enable Dynamic Domain Name System is a method of
Dynamic DNS: keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Server Select your DDNS provider from the drop-down
Address: menu or enter the DDNS server address.

Host Name: Enter the Host Name that you registered with
your DDNS service provider.

Username or Enter the Username or key for your DDNS
Key: account.

Password or Enterthe Password or key for your DDNS account.
Key:

Timeout: Enter a timeout time (in hours).

Status: Displays the current connection status.

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain
name that you have purchased (www.whateveryournameis.com) with your dynamically
assigned IP address. Most broadband Internet Service Providers assign dynamic (changing) IP
addresses. Using a DDNS service provider, your friends can enter your host name to connect to
your game server no matter what your IP address is.

Sign up for D-Link's Free DDNS service at www.DLinkDDMNS.com

[ Save Settings ] [ Don't Save Settings ]

DYNAMIC DNS

Enable Dynamic DNS :
Server Address :  dinkddns.com(Free) Select Dynamic DNS Server
Host Name : (e.q. myhost.mydomain.net)

Username or Key :
Password or Key : sssssssssssssssss
Verify Password or Key : eesssssssssssssss
Timeout : 576 (hours)
Status : Disconnect

DYNAMIC DNS FOR IPV6 HOSTS

Computer Name

(e.q. myhost.mydomain.net)

Enable Host MName IPv6 Address
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Ping Test:

IPv6 Ping Test:

Ping Results:

System Check

The Ping Test is used to send Ping packets to test if a
computer is on the Internet. Enter the IP address that you
wish to Ping and click Ping.

Enter the IPv6 address that you wish to Ping and click Ping.

The results of your ping attempts will be displayed here.

Ping Test sends "ping” packets to test a computer on the Internet.

PING TEST

Host Name or IP Address :

IPV6 PING TEST

Host Name or IPv6 Address :

PING RESULT

Enter a host name or IP address above and click 'Ping’
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Schedules

Schedules can be created for use with enforcing rules. For example, if you want to restrict web access to Mon-Fri from 3pm to
8pm, you could create a schedule selecting Mon, Tue, Wed, Thu, and Fri and enter a Start Time of 3pm and End Time of 8pm.

Name: Enter a name for your new schedule.

Days: Selectaday, arange of days, or All Week to include
every day.

Time: Check All Day - 24hrs or enter a start and end time
for your schedule.

Save: You must click Save Settings at the top for your
schedules to go into effect.

Schedule Rules The list of schedules will be listed here. Click the
List: Editicon to make changes or click the Delete icon
to remove the schedule.

The Schedule configuration option s used to manage schedule rules for various firewal and
parental control features.

’ Save Settings ] ’ Don't Save Settings l

10 — ADD SCHEDULE RULE

Name :
Day(s): @ AlWeek ) Select Day(s)
Sun Mon Tue Wed Thu Fri Sat

AllDay-24 hrs: [
Time format : 12-hour -

Start Time : 12 ;00 PM = (hour:minute, 12 hour time)
End Time : 12 i PM  » (hour:minute, 12 hour time)
SCHEDULE RULES LIST
Name : Day(s) : Time Frame :
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Status

Device Info

This page displays the current information for the DIR-810L. It will display the LAN, WAN (Internet), and Wireless information.
If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be displayed.
Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use Disconnect

to drop the PPPoE connection and use Connect to establish the PPPoE connection.

General:
WAN:
LAN:

Wireless LAN1:

Wireless LAN2:

LAN Computers:

Displays the router’s time and firmware version.
Displays the MAC address and the public IP settings
Displays the MAC address and the private (local) IP settings for the router.

Displays the 2.4GHz wireless MAC address and your wireless settings such as
SSID and Channel.

Displays the 5GHz wireless MAC address and your wireless settings such as SSID
and Channel.

Displays computers and devices that are connected to the router via Ethernet
and that are receiving an IP address assigned by the router (DHCP).

All of your Intemet and network connection details are displayed on this page. The fimware
version is also displyed here.

GENERAL

TIME :Sat Jan, 1, 2011 00:49:57
Firmware Version : 1.00 , 16, Jan, 2013
mydiink Service : Non-Registered

Connection Type : Dynamic IP (DHCP)
Cable Status : Disconnected
Network Status : Disconnected
Connection Up Time : N/A
MAC Address : 00:18:E7:95:7E:DD
IP Address : 0.0.0.0
Subnet Mask : 0.0.0.0
Default Gateway : 0.0.0.0
Primary DNS Server : 0.0.0.0
Secondary DNS Server : 0.0.0.0
Advanced DNS : Disabled

LAN

MAC Address : 00:18:E7:95:7E:DC

IP Address : 192.168.0.5
Subnet Mask : 255.255.255.0
DHCP Server : Disabled

WIRELESS LAN

Wireless Band: 2.4GHz Band

Wireless Radio : Enable

802.11 Mode : Mixed 802.11n, 802.11g and 802.11b
Channel Width : 20/40MHz

Channel: 4
Wi-Fi Protected Setup : Enabled/Configured
SSID List :
Network Name (SSID) Guest MAC Address Security Mode
diink-7EDC No 00:18:67:95:7E:DC  Auto (WPA or WPAZ) - PSK

WIRELESS LAN2

‘Wireless Band: 5GHz Band

Wireless Radio: Enable

802.11 Mode : Mixed 802.11ac, 802.11n and 802.113
Channel width: 20/40/80MHz

Channel: 36
'Wi-Fi Protected Setup: Enabled/Configured
SSID List:
Network Name (SSID) Guest MAC Address Security Mode
diink-7EDE-media No 00:18:E7:95:7E:DE  Auto (WPA or WPA2) - PSK

LAN COMPUTERS

1P Address Mame (ff any) MAC

192.168.0.123 CC:52:AF:49:E6:9C

192.168.0.130 00:24:2C:2B:A7:DC

192.168.0.100 00:21:9B:57:2A:98
IGMP MULTICAST MEMBERSHIPS

Multicast Group Address
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Logs

The router automatically logs (records) events of possible interestin it’s internal memory. If there isn’t enough internal memory
for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows you to view
the router logs. You can define what types of events you want to view and the level of the events to view. This router also has
external Syslog Server support so you can send the log files to a computer on your network that is running a Syslog utility.

Log Options:

Refresh:

First Page:
Last Page:
Previous:
Next:
Clear:

Email Now:

Save Log:

You can select the types of messages that you want
to display from the log. System Activity, Debug
Information, Attacks, Dropped Packets, and Notice
messages can be selected. Click Apply Log Settings
Now to activate your settings.

Updates the log details on the screen so it displays any
recent activity.

Click to go to the first page.

Click to go to the last page.

Click to go back one page.

Click to go to the next page.

Clears all of the log contents.

This option will send a copy of the router log to your
email address configured in the Tools > Email Settings

screen.

This option will save the router log to a file on your
computer.

Use this option to view the router logs. You can define what types of events you want to view
and the event levels to view. This router also has internal syslog server support so you can send
the log files to a computer on your network that is running a syslog utility.

LOG OPTIONS

Log Options : [¥] System Activity
[7] pebug Information

[¥] Attacks
[ bropped Packets
[¥] Notice
[ Apply Log Settings Now ]
[ First Page ] [ Last Page ]
[ Refresh ] [Clear] [ Email Now ] [ Save Log ]
1/5
TIME Message

Jan 1 00:46:55  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer
Jan 1 00:42:55  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer
Jan 1 00:42:25  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer
Jan 1 00:40:25  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer
Jan 1 00:40:25  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer

user.info: ncc[201]: [fSystemActivity]192.168.0.123 has login to GUI
with Adrmin

Jan 1 00:38:25  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer

Jan 1 00:38:58

Jan 1 00:37:25  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer
Jan 1 00:36:55  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer

Jan 1 00:35:55  daemon.err: miniupnpd[21219]: send(res_buf): Connection reset by peer
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Statistics

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-810L on both

the WAN, LAN ports and the wireless segments. The traffic counter will reset if the device is rebooted.

Traffic Statistics display Receive and Transmit packets passing through your router.

| Refresh Statistics | | Clear Statistics |

LAN STATISTICS

Sent : 70665 Received : 47333
TX Packets 0 RX Packets 0
Dropped : Dropped :
Collisions : 0 Errors: 0

WAN STATISTICS

Sant : 55 Received : 0
TX Packets 0 RX Packets 0
Dropped : Dropped :
Collisions : 0 Errors : 0

WI-FI STATISTICS 2.4GHZ

Sent: 0 Received : 0

TX Packets 0 RX Packets 0
Dropped : Dropped :

Errors : 0

WI-FI STATISTICS 5GHZ

Sent: 0 Received : 0

TX Packets 0 RX Packets 0
Dropped : Dropped :

Errors : 0
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Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is a
conversation between a program or application on a LAN-side computer and a program or application on a WAN-side computer.

This page displays the full details of active interet sessions to your router,

Local
192,168.0.1:137
192.165.0.100: 3600
192.168.0.100: 3704
192,158.0,100: 3702
192.168.0,100: 3701
192.168.0,.100: 3700
192,168.0,100: 3699
192.168.0,.100: 35693
192.168.0,.100: 3697
192,1658.0.100: 3696
192.168.0.100: 3695
192,158.0,100: 35594
192.1658.0.100: 3693
192.168.0,.100: 3689
192,158.0,100: 3588
192.1658.0.100: 3679
192.168.0,100: 3675
192,158.0,100: 3674
192.168.0,100: 3673
192.168.0,100: 3672
192,168.0,100: 3663
192.168.0,.100: 3662
192.168.0.100: 3661
192,165.0,100: 36650

NAT

137

3600
2704
3702
3701
2700
3689
2695
2607
3606
2625
3604
3693
2629
3682
3679
2675
3674
3673
2672
3663
2662
2661
3660

Internet
192,168.0,100:137
192.168.0.1:53
192.168.0.1:80
192,168.0,1:80
192.168.0.1:80
192.168.0.1:80
192,168.0,1:80
192.168.0.1:80
192.168.0.1:80
192,168.0.1:80
192.168.0.1:80
192,168.0,1:80
192.168.0.1:80
192.168.0.1:80
192,168.0,1:80
192.168.0.1:80
192.168.0.1:80
192,168.0,1:80
192.168.0.1:80
192.168.0.1:80
192,168.0,1:80
192.168.0.1:80
192.168.0.1:80
192,168.0.1:80

Protocol State Dir

udp - ouT
udp - ouT
tcp EST OUT
tcp T ouT
tcp L ouT
tcp L ouT
tcp L Ut
tcp L ouT
tcp L ouT
tcp L CouT
tcp L ouT
tcp cL ouT
tcp T CUT
tcp W oUT
tcp Ty ouT
tcp T CUT
tcp W oUT
tcp T ouT
tcp T ouT
tcp W oUT
tcp T Ut
tcp T ouT
tcp W oUT
tcp T CouT

INTERNET SESSIONS

Time Out
170

111
432000
119

LV R RN IOV VT i B V

== = =R = = =
I e Y e s T o
P 2 R R P2 1M QW

101
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This page will display your current routing table.

Routing Table

Routing

This page displays the routing details configured for your router.

Destination
192.168.7.0

192.168.0.0

239.0.0.0

Gateway
0.0.0.0
0.0.0.0
0.0.0.0

Genmask
255.255.255.0
255.255.255.0
255.0.0.0

Metric
0
0
0

Iface
LAN
LAN
LAN

ROUTING TABLE

Creator
SYSTEM
SYSTEM
SYSTEM
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection time and
MAC address of the connected wireless clients.

View the wireless clients that are connected to the router. (A client might linger in the list for a
few minutes after an unexpected disconnect.)

NUMBER OF WIRELESS CLIENTS - 2.4GHZ BAND : 0

MAC Address IP Address Mode Rate (Mbps) Signal (%)

NUMBER OF WIRELESS CLIENTS - 5GHZ BAND : 0

MAC Address IP Address Mode Rate (Mbps) Signal (%)
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IPv6

The IPv6 page displays a summary of the Router’s IPv6 settings and lists the IPv6 address and host name of any IPv6 clients.

All of your Internet and network connection details are displayed on this page. The firmware
version is also displayed here.

IPV6 CONNECTION INFORMATION

IPv6 Connection Type : Link-Local
IPv6 Default Gateway : Mone
LAN IPv6 Link-Local Address @ feg0::bef6:85ff:fed2:4335 /64

LAN IPV6 COMPUTERS

IPv6 Address Name(if any)
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IPV6 Routing

This page displays the IPV6 routing details configured for your router.

IPv6 Routing Table

This page displays the routing details configured for your router,

IP¥Y6 ROUTING TABLE

Destination IP Gateway Metric Interface
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Support

Setup
Advanced
Tools
Status

mydlink Settings

SETUP HELP

Internet Connection
WAN

Wireless

Metwork Settings
STORAGE

1Pve

ADVANCED HELP

Wirtual Server

Port Forwarding
Application Rules

QoS Endne

Metwark Fiter

Arcess Contral
Website Filter
Inbound Filter

Eirewall Settings
Routing

Advanced wirgless
Wi-Fl Protected Setup
Advanced MNetwork
GUEST ZOME

IPvE FIREWALL RILES
IPvE Routing

TOOLS HELP

Adrmin

Tirne,

Syslog

Emai Settings
System
Firrmrare
Drynamic DS
Svstern Check
Schedules

STATUS HELP

Device Info

Logs

Statistics
Internet Sessions
Wireless

IPvE

IPvE Routing
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Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is WPS (Wi-Fi Protected Setup). Most wireless
devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers and cameras will have a WPS button
(or a software utility with WPS) that you can press to connect to the DIR-810L router. Please refer to your user manual for the
wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps below:

Step 1 - Press the WPS button on the DIR-810L for about 1 second. The Internet LED on the front will start to blink.

WPS Button

Step 2 - Within 2 minutes, press the WPS button on your wireless client (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1T minute to configure. Once the Internet light stops blinking, you will be connected and your wireless
connection will be secure with WPA2.
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Windows® 8
WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key (Wi-Fi password) being used.

To join an existing network, locate the wireless network icon in the taskbar, next to the
. . . Lk i B
time display. o Rl O 0

11:35 AM

Wireless Icon

Clicking on this icon will display a list of wireless networks which are within connecting
proximity of your computer. Select the desired network by clicking on the network name. N

Airplane mode

off [
SWSWSW
ASUS_Guestl

TP-PLC Router

AirPort Express

AirPort Express 5GHz
Book-600M +

DIR-505-Claire

DIR-835-Hans-5
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You will then be prompted to enter the network security key (Wi-Fi password) for
the wireless network. Enter the password into the box and click Next.

If you wish to use Wi-Fi Protected Setup (WPS) to connect to the router, you can also
press the WPS button on your router at the point to enable the WPS function.

When you have established a successful connection a wireless network, the word
Connected will appear next to the name of the network to which you are connected.

(© Networks

d-link-07725

Enter the network security key

@ You can also connect
nd by pushing the button
on the router.

Cancel

Networks

Airplane mode

off 0

Wi-Fi

d-link-07725 Connected |
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Windows® 7
WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
O/ 72009

a |m: ok W

Wireless Icon
2. The utility will display any available wireless networks in your area. Not connected " e ‘
dﬂﬂ Connections are available -
Wireless Network Connection A
dlink M
kay2690_24 A
AllenH DIR-655 A
SD6_WLAN all
DAP-2630g ol
wpstestl L
BBIQ633304WPA2 ol
Eddie_APNAS o -
Open Network and Sharing Center
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3. Highlight the wireless connection with Wi-Fi name (SSID) you would & It
. . Mot cted e
like to connect to and click the Connect button. o B
I:EIIH Connections are available |=
If you get a good signal but cannot access the Internet, check your ) _
. . . Wireless Metwork Connection ~
TCP/IP settings for your wireless adapter. Refer to the Networking _ o
Basics section in this manual for more information. i ol
Connect automatically |
kay2690_24 M
james2680g ,ﬁq-ﬂ
ALPHA ‘ﬂ!
dlink 888 "
SD6_WLAN "
DAP-2690q T
DOpen Metwork and Sharing Center

-

4. The following window appears while your computer tries to % Connect to a Network
connect to the router.

Getting information from dlink...
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5. Enter the same security key or passphrase (Wi-Fi password) that is (® Connect to a Network e |
on your router and click Connect. You can also connect by pushing
the WPS button on the router. Type the network security key
Security key: |
It may take 20-30 seconds to connect to the wireless network. If the B e chidactie

connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as on the wireless router.

! You can also connect by pushing the
W button on the router.

=

o)

|
|

- e = —— —/
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WPS

The WPS feature of the DIR-810L can be configured using Windows® 7. Carry out the following steps to use Windows® 7 to
configure the WPS feature:

1. Click the Start button and select Computer from the Start menu. G
I':‘if Getting Started

@ Windows Media Center

- alculator

[F, sticky Notes

% Snipping Teol

% Remote Desktop Connection

@.‘ Magrifier

IIJ Solitaire

Default Programs

Help and Support

> AllPrograms

[ISearch programs and fites

2. Click Network on the left side.

My Computer »

N i

v [ 42 ||| Search Computer

Organize » System properties Uninstall or change a program Map network drive > EEr M @
43¢ Favorites 4 Hard Disk Drives (3)
B Desktop Local Disk () Local Disk (D:)
|4 Downloads T mm— =
| p 2,39 GB free of 100 GB S 227 GB free of 300 6B
% Recent Places
DATA (E)
s T — ]
4@l Libraries S 305 GB free of 531 GE
» |Z Documents P e e .
a
> & Misic evices with Removable Storage (1)

I [&] Pictures
= DVD RW Drive (F)
» B Videos ’

(% Computer |
» & Local Disk (C))
b = Local Disk (D:)

> = DATA (E)

» € Network
g | A100 Workgroup: WORKGROUP Memory: 2,00 GB
e Processor: Intel(R) Core(TM)2 CPU...
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3. Double-click the DIR-810L.

4. Input the WPS PIN number (displayed in the WPS window on the
Router’s LCD screen or in the Setup > Wireless Setup menuin the

Router’s Web Ul) and click Next.

ﬁ =y
€ » Network » [ 49 || searcn N 2]
Organize ¥ Networkand Sharing Center ~ Add.aprinter  Add a wireless device B~ 0 @

4757 Favorites B 4 Computer (1)

[ Recently Change

|
M Deskiop :&J $p3X3-PC

I8 Downloads
. Recent Places 4 Media Devices (1)

4 Libraries w SP3X3-PC: SP3X3:
& [# Dacuments

&« Homegroup

4 8 Computer
& Local Disk (C)
I Local Disk (D)
—— R I P— b
b. hlic AVGPIY-1

. 3items
|

& Music 4 Network Infrastructure (1) Select a file to preview.
I [ Pictures
» B Videos ——= DIR-615

=y e S S ———
U & Set Up a Netwark
i -

To set up a network, type the 8-digit PIN from the router label

You can find the numeric PIN on a label attached to the
router or in the printed information that came from the
il manufacturer.

PIN: |

it | ()
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Section 4 - Security

5. Type a name to identify the network.

6. To configure advanced settings, click the I;:v_:: icon.

Click Next to continue.

@ & Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable,

Type your network name: r@' Security-enabled network
D-Link_Neﬂ Your network is being set up using WPA2-Personal.
Change passphrase, security level and encryption type (advanced): 'l:‘:’::'

'@' Upgrade or replace the router using the network settings stored on this computer

o

@ @ Set Up a Network

Give your network a name

‘Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable,

Type your network name: r@' Security-enabled network
D-Link Net Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced):

Security key: Security level:
femm-gizb—9vmv [WPAZ-Pelsunai (Recommended) - ]
Connect automatically Encryption type:

[AES (Recommended) v]

'@' Upgrade or replace the router using the network settings stored on this computer

o
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7. The following window appears while the Router is being
configured.

Wait for the configuration to complete.

8. The following window informs you that WPS on the router has
been setup successfully.

Make a note of the security key as you may need to provide this

security key if adding an older wireless device to the network in
the future.

9. Click Close to complete WPS setup.

I = O]

I.k.,-j @ Set Up a Network

Setting up D-Link_Net...

R 4 >

— —— - - -

) ¥ Set Up a Network - - —

D-Link_Net has been successfully set up

To add an older wireless device to this network, you might need to provide this security key

894g-eyd5-g5wh

You can print these network settings for future reference.

For gaming consoles or computers running Windows XP, copy the network profile to a USE drive for
easier set up.

Close
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Section 5 - Connecting to a Wireless Network

Windows Vista®

Windows Vista users may use the built-in wireless utility. If you are using another company’s utility, please refer to the user
manual of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the

center of the bubble to access the utility. MakEapiested

L‘. Wireless networks are available.
=

or

Connectto a n_etwu:urk
Right-click on the wireless computericon in your system tray (lower-right DAL N e
corner next to the time). Select Connect to a network. i ZOLI

- T ' Fnday

W g/17/2007

The utility will display any available wireless networks in your area. Click .
. . . &) ¥ Connectto a network
on a network (displayed using the SSID) and click the Connect button.
Disconnect or connect to another network
. Show [All 5 )

If you get a good signal but cannot access the Internet, check you TCP/ . -

N . . . & VOIPtest Unsecured network - JM
IP settings for your wireless adapter. Refer to the Networking Basics . '
section in this manual for more information. < Uptutes il

i .
& tuesday Security-enabled network ol

« [
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WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista Wireless Utility by right-clicking on the Net Connected
wireless computer icon in your system tray (lower right corner of Wi Wireless networks are available.
screen). Select Connect to a network. -

Connect to a network
Metwork and Sharing Center

_Til L Fivl

- v Y  Fnday

W B/17/2007

2. Highlight the Wi-Fi name (SSID) you would like to connect to and PE . Lol B l
click Connect. =

Disconnect or connect to another network

Show [All -
ﬁ' VOIPtest Unsecured network HHJJJ )
b4 diink Unsecured network =il

El tuesday Security-enabled network ,”JJ
. El

Set up a connection or network
Dpen Metwork and Sharing Center

[ Connect J I Cancel
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Section 5 - Connecting to a Wireless Network

3. Enter the same security key or passphrase (Wi-Fi password) that is on
your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as on the wireless router.

@ i‘;’" Connect to a network

— e

Type the network security key or passphrase for Candy

The person who setup the network can give you the key or passphrase,

Security key or passphrase:

|| Display characters

s M youhaveaUSB flach drive with netwaork settings for Candy, insert it now.
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Section 5 - Connecting to a Wireless Network

WPS/WCN 2.0

The router supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista. The following instructions for setting this up
depends on whether you are using Windows Vista to configure the router or third party software.

When you first set up the router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection, the
router must be both enabled and configured. There are three basic methods to accomplish this: use Windows Vista’s built-in
support for WCN 2.0, use software provided by a third party, or manually configure.

If you are running Windows Vista, log into the router and click the Enable checkbox in the Basic > Wireless section. Use the
Current PIN that is displayed on the Advanced > Wi-Fi Protected Setup section or choose to click the Generate New PIN
button or Reset PIN to Default button.

Cuwrrent PIN - 33468734

| Reset PIN toCefaul | | Generate hem PN

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished, proceed
to the next section to set up the newly-configured router.
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Section 5 - Connecting to a Wireless Network

Windows® XP

Windows XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a“site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the z'” ""'re'ﬁ?“f“"‘“:*“’;““?" T X
Ne or More WIreless NeTAorks are In range o 15 COMPLUTer.
center of the bubble to access the utility. To'seetr s and connect, cck tis message g
or
Right-click on the wireless computer icon in your system tray (lower- i il £ vl ik
right corner next to the time). Select View Available Wireless Networks. G Bt oo
Repair
Yiew Available Wireless Networks
''i" Wireless Network Connection 6 |z\
S Choose a wireless network
The Utl“ty Wl” dISplay any avallable WireleSS netWOrkS Iﬂ )/Our al’ea. CIiCk & Refresh network list ﬁg;gxﬂm in the list below to connect to a wireless network in range or to get more
on a Wi-Fi network (displayed using the SSID) and click the Connect gzt | @ ™ ut
Unsecured wireless network l[lﬂu
bUtton‘ Related Tasks ((ﬁ)) defoult u
5] ;Zilﬁ::;t wireless Unie;re;w\reless netwark. ||]ﬂu
If you geta good signal but cannot access the Internet, check you TCP/ ¢ Cronoe e rdrof ‘@ 5 sty b et et alll -
IP settings for your wireless adapter. Refer to the Networking Basics P Corge s (a0 "=
. . . . . ﬁ:‘-amn -enabled wirelessnetwork ~ nllll
section in this manual for more information. mmm“'; R —
(‘ﬂ” DGL-4300 @
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Section 5 - Connecting to a Wireless Network

WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are
joining an existing network, you will need to know the WPA key being used.

1. Open the Windows XP Wireless Utility by right-clicking on the
wireless computer icon in your system tray (lower-right corner ,

. . . Open Metwork Connections

of screen). Select View Available Wireless Networks. B

Repair
Yiew Available Wireless Networks

1

Change Windows Firewall settings

2. Highlight the Wi-Fi network (SSID) you would like to connect

") Wireless Network Connection 6 |§|
to and click Connect. Retwork Tads Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
< getup a wireless network Test ()
~a
for a home or small office ({i))
Unsecured wireless network l[l[l[lﬂ
Related Tasks ({ﬁ)) ettt A
(i) Learn about wireless Unsecured wireless network l[l[l[lﬂ
networking ({ )) salestest
* Change the order of i . n L
preferred networks *_f Security-enabled wireless netwark l.nu

testl

"%i Change advanced
settings

=
HrS Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

({ ﬂ )) DGL-4300

£

~n
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the WPA-PSK [ e sp s
Wi-Fi password and click Connect.

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then dick Connect.

connection fails, please verify that the WPA-PSK settings are correct. The Network key: I |
Wi-Fi password must be exactly the same as on the wireless router. | |

Connect l [ Cancel ]
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Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-810L. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows XP. If you have a different
operating system, the screenshots on your computer will look similar to the following examples.

1.Why can't | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

« Make sure you have an updated Java-enabled web browser. We recommend the following:

- Microsoft Internet Explorer® 7 and higher
- Mozilla Firefox 3.5 and higher

- Google™ Chrome 8 and higher

- Apple Safari 4 and higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a
different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may not be
on.

- Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate,
Norton Personal Firewall,and Windows™ XP firewall may block access to the configuration pages. Check the help files included
with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.

Close your web browser (if open) and open it.

+ Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

- If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2.What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the
factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip
to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about
30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is admin and leave the
password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail,
we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be

another computer, or a URL.

« Click on Start and then click Run.

« Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in cmd) and

press Enter (or click OK).

- Once the window opens, you'll need to do a special ping. Use the following syntax:

ping [url] [-f] [-]] [MTU value]

Example: ping yahoo.com -f -1 1472

C=~>ping vyahoo.com —f -1 1482
Pinging yahoo.com [66.74.234.131 with 1482 bhytes of data:

Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to bhe fragmented but DF set.

Fing statistics for 66.94.234_13:

Packets: Sent = 4, Recedived = B, Lost = 4 (1688x loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = ®ns,. Average = Bms

C=~>ping vyahoo.com —f -1 1472
Pinging yahoo.com [66.974.234.131 with 1472 bytes of data:

Reply from 66.94.234.13: bytes=1472 time=?3ms TIL=52

Reply from 66.94.234.13: bytes=1472 time=10%ms TTIL=52
Reply from 66.94.234.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=203ms TTL=52

Fing statistics for 66.94.234_13:

Packet=z: Sent = 4, Recedived = 4, Lost = B (Bx loss>,
Approximate round trip times in milli—seconds:

Hinimum = 93ms,. Maximum = 283ms, fAverage = 132ns

Can
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the
proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
« Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

- Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page
for the device.

« Click on Setup and then click Manual Configure.
« To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

- Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when and where you want it. You will be able
to enjoy the freedom that wireless networking delivers.

A Wireless Local Area Network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports,
coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and communicate more
efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many
users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide
this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link
delivers the performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But
wireless technology has restrictions as to how you can access the network. You must be within the wireless network range area
to be able to connect your computer. There are two different types of wireless networks Wireless Local Area Network (WLAN),
and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has
a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point
as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles
to serve places like manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and
many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to
30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn't use nearly as
much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other
devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular and is becoming more and more widely used. As a result, whether it's for home,
office, or business, D-Link has a wireless solution for it.

Home
- Gives everyone at home broadband access
« Surf the web, check email, instant message, etc.
- Gets rid of the cables around the house
« Simple and easy to use

Small Office and Home Office
- Stay on top of everything at home as you would at office
« Remotely access your office network from home
« Share Internet connection and printer with multiple computers
« No need to dedicate office space
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Where is wireless used?
Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's becoming
so popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public

places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote locations
like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start.
That's why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have
a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This would significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security

Don't let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.
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Wireless Modes

There are basically two modes of networking:

- Infrastructure - All wireless clients will connect to an access point or wireless router.

« Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in Ad-Hoc
mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type cmd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the
default gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation,
security settings, and the settings on your router.
Some firewall software programs may block a DHCP
request on newly installed adapters.

e C:YWINDOWS\system 32\cmd.exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings>ipconfig

MHindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . . - . . . . . . =
Subnet Mask

Default Gateway

C:-“Documents and Settings>_

: dlink
18.5.7.114

: 255.255.2%5.8

- 18.5.7.1
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP - Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4 Internet Protocol (TCP/IP) Properties
Click Use the following IP address and enter an IP address that is on the same subnet |/t
as your network or the LAN IP address on your router. ot Ao i

the appropiiate |F settings.

() Obtain an IP address automatically

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X A ——
where X is a number between 2 and 99. Make sure that the number you choose is not e T Ve 2 |

Subnet mask: 255255 .25, 0 |

in use on the network. Set the Default Gateway the same as the LAN IP address of your ediaiionn e T 1
router (l.E. 192.168.0.1). e ——
| () Use the following DNS server addiesses:

Preferred DN server (192188, 0 . 1 |

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The
Secondary DNS is not needed or you may enter a DNS server from your ISP.

Alternate DNS server: L s . , _J

.
Step 5 "
Click OK twice to save your settings.
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Technical Specifications

Hardware Specifications

+ LAN Interface: Four 10/100Mbps LAN ports Antenna Type
«  WAN Interface: One 10/100Mbps Internet port + Internal Antenna
«  Wireless Interface (2.4Ghz): IEEE 802.11b/g/n
«  Wireless Interface (5Ghz): IEEE 802.11a/n/ac Wireless Security
64/128bit WEP, WPA/WPA2-Personal, WPA/WPA2-Enterprise, WPS
Temperature (PIN & PBQ)
+  Operating: 0to 40 °C (32 to 104 °F)
« Storage:-20to 65 °C (-4 to 149 °F) Certifications
FCC, CE, C-Tick.
Humidity «  Wi-Fi Certified
»  Operating: 10% - 90% non-condensing « IPv6 Certified
+  Non-Operating: 5% - 95% non-condesing + CCC
Wireless Frequency Range* Dimensions & Weight
+  2.412GHz ~ 2.483.5GHz (802.11b/g/n) « 156.5x113.2x53.6 mm (6.16 x 4.46 x 2.11 inches)
+  5.15GHz ~ 5.825GHz (802.11a/n/ac) « 184.7 grams (0.41 lbs)

Wireless Bandwidth Rate
« |EEE 802.11n:6.5 to 300 Mbps
- |EEE 802.11ac: 6.5 to 1300 Mbps

* Wireless frequency range may vary depending on region
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Federal Communication Commission Interference Statement
This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference will
not occur in a particular installation. If this equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one of
the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may
not cause harmful interference, and (2) this device must accept any interference received, including interference that may
cause undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should
be installed and operated with minimum distance 20cm between the radiator & your body.
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Industry Canada statement:

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions: (1) This device may not
cause harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired
operation.

Ce dispositif est conforme a la norme CNR-210 d'Industrie Canada applicable aux appareils radio exempts de licence. Son fonctionnement est
sujet aux deux conditions suivantes: (1) le dispositif ne doit pas produire de brouillage préjudiciable, et (2) ce dispositif doit accepter tout
brouillage recu, y compris un brouillage susceptible de provoquer un fonctionnement indésirable.

Caution :

(i) the device for operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for harmful interference to co-channel
mobile satellite systems;

(i) high-power radars are allocated as primary users (i.e. priority users) of the bands 5250-5350 MHz and 5650-5850 MHz and that these
radars could cause interference and/or damage to LE-LAN devices.

Avertissement:

(i) les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réservés uniquement pour une utilisation a I'intérieur afin de réduire les
risques de brouillage préjudiciable aux systémes de satellites mobiles utilisant les mémes canaux;

(ii) De plus, les utilisateurs devraient aussi étre avisés que les utilisateurs de radars de haute puissance sont désignés utilisateurs principaux
(c.-a-d., gu'ils ont la priorité) pour les bandes 5250-5350 MHz et 5650-5850 MHz et que ces radars pourraient causer du brouillage et/ou des
dommages aux dispositifs LAN-EL.

Radiation Exposure Statement:
This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20cm between the radiator & your body.

Déclaration d’exposition aux radiations:
Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un environnement non contrélé. Cet équipement doit
étre installé et utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et votre corps.


emily_huang
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