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Section 1 - Product Overview

Package Contents

D-Link DWR-117 Wireless N Router

Power Adapter

Ethernet Cable

.

e by,
o i P e e

CD-ROM

Note: Using a power supply with a different voltage rating than the one included with the DWR-117 will cause damage and void the warranty for this
product.
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Section 1 - Product Overview

System Requirements

Network Requirements

¢ An Ethernet-based Cable or DSL modem
* |IEEE 802.11n-draft/g wireless clients
* 10/100 Ethernet

Web-based Configuration Utility
Requirements

Computer with the following:
» Windows®, Macintosh, or Linux-based operating system
* An installed Ethernet adapter

Browser Requirements:

* Internet Explorer 6.0 or higher

* Mozilla 1.7.12 or higher

* Firefox 1.5 or higher

* Safari 1.0 or higher (with Java 1.3.1 or higher)
* Flock 0.7.14 or higher

* Opera 6.0 or higher

Windows® Users: Make sure you have the latest version
of Java installed. Visit www.java.com to download the latest
version.

CD Installation Wizard
Requirements

Computer with the following:

* Windows® XP with Service Pack 3, Vista®or Windows® 7
* An installed Ethernet adapter

e CD-ROM drive
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Section 1 - Product Overview

Features

¢ Faster Wireless Networking - The DWR-117 provides up to 300Mbps* wireless connection with other 802.11n wireless clients. This
capability allows users to participate in real-time activities online, such as video streaming, online gaming, and real-time audio.

* Compatible with 802.11g Devices - The DWR-117 is still fully compatible with the IEEE 802.11g standard, so it can connect with existing
802.11g PCI, USB and Cardbus adapters.

¢ 3G Internet Connection Support - Connect a 3G USB dongle to the DWR-117 to access 3G Internet Services.

* Advanced Firewall Features - The Web-based user interface displays a number of advanced network management features including:
» Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a duration of hours or minutes.

* Secure Multiple/Concurrent Sessions - The DWR-117 can pass through VPN sessions. It supports multiple and concurrent IPSec and
PPTP sessions, so users behind the DWR-117 can securely access corporate networks.

e User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DWR-117 lets you control what information is
accessible to those on the wireless network, whether from the Internet or from your company’s server. Configure your router to your
specific settings within minutes.

* Maximum wireless signal rate derived from |EEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Rear View

USB Port

This port can be used to attach a

flash drive for uploading of images Power Terminal

and video using the miiiCasa Terminal for the supplied power
feature. adapter.

—
- Py
M

Ethernet Ports 1-4 Reset
In WAN mode port 1 is used to connect to your Pressing the Reset bution restores the router to
WAN connection. In 3G mode the Ethernet port its original factory default settings.

can be used as an additional LAN port.
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Section 1 - Product Overview

3G USB Connection

Connect your 3G USB dongle to this
port if you want to use a 3G Internet
connection.

Hardware Overview

Front View

USB LED
Lights up green when a compatible
USB device is attached to the rear
USB port.

Power LED
A solid green light indicates
a proper connection to the

power supply.

WLAN LED

A solid green light indicates that
the wireless segment is ready.
This LED blinks during wireless
data transmission.

——s==— ==y

Ethernet LEDs

A solid green light indicates that a link
has been established. This LED blinks
during data transmission.

Internet LED

A solid green light indicates a
successful 3G connection. A blinking
green light indicates that the WAN
connection is enabled when the
Router is operating in WAN mode.

WPS Buiton

Press the WPS button for 1 second 1o
initiate the WPS process. The button will
flash while a WPS connection is being
established. The button will light for 300
seconds if a successful WPS connection
has been made.
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Section 1 - Product Overview

Hardware Overview
Switching Between WAN Mode/3G Router Mode

The DWR-117 features a hardware switch that enables users to switch between WAN mode and 3G router mode.

When the DWR-117 is operating in WAN mode, WAN connectivity is achieved via the DWR-117’s Ethernet port. In this mode LAN clients
need to access the DWR-117 via the DWR-117’s wireless connection. When the DWR-117 is operating in WAN mode, network connectivity
is more resilient as Internet connectivity can be failed over to a backup 3G connection, if the main WAN connection fails.

When the DWR-117 is in 3G router mode, LAN clients can access the DWR-117 via the DWR-117’s Ethernet connection, as well as via
the wireless connection. In 3G router mode, if the 3G connection fails, Internet connectivity on the network will be lost.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in an enclosed
area such as a closet, cabinet, or in the attic or garage.

Before you Begin

. Please configure the router with the computer that was last connected directly to your modem.

] You can only use the Ethernet port on your modem. If you were using the USB connection before using the router, then you must
turn off your modem, disconnect the USB cable and connect an Ethernet cable to the Ethernet port on the router, and then turn the modem
back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

. If you have DSL and are connecting via PPPOE, make sure you disable or uninstall any PPPoE software such as WinPoet, Broadjump,
or Enternet 300 from your computer or you will not be able to connect to the Internet.

D-Link DWR-117 User Manual 7



Section 2 - Installation

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the operating range of
your wireless network. Keep in mind, however, that the number, thickness and location of walls, ceilings, or other objects that the wireless
signals must pass through, may limit the range. Typical ranges vary depending on the types of materials and background RF (radio

Wireless Installation Considerations

frequency) noise in your home or business. The key to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum - each wall or
ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that the number of walls
or ceilings is minimized.

. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick!
Position devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on range. Try

to position access points, wireless routers, and computers so that the signal passes through drywall or open doorways.
Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file cabinets, brick, and
concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security

systems), your wireless connection may degrade dramatically or drop completely. Make sure your 2.4GHz phone base
is as far away from your wireless devices as possible. The base transmits a signal even if the phone in not in use.

D-Link DWR-117 User Manual



Section 2 - Installation

Network Diagram
WAN Connection

YOUR NETWORK SETUP

INTERNET

CABLE/DSL MODEM
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Section 2 - Installation

Network Diagram
3G Connection

YOUR NETWORK SETUP

OPTIONAL WARED PC

N

3G USE CONNECTION DWR-117
WIRELESS M
ROUTER
WIRELESS LAN

\VI CONNECTION

e

MEDIA PLAYER

GAME <
DONSOLE

‘ T

PC wath DIGITAL CAMERA
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Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If your Internet connection is provided using a cable/DSL/satellite modem, carry out the following procedure before connecting the router
to a cable/DSL/satellite modem:

* Move the WAN Mode/3G Router Mode switch on the DWR-117 so that it is in the 3G Router Mode position.
* Configure the wireless settings on the DWR-117 in 3G Router mode (see “Wireless Settings” on page 41 for more information).

* After configuring the wireless settings, move the WAN Mode/3G Router Mode switch so that it is in the WAN Mode position.

To connect to a cable/DSL/Satellite modem, please follow the steps below:

1. Place the router in an open and central location. Do not plug the power adapter into the router.
2. Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down your computer.
3. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the Ethernet port

on the router.

5. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

6. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 50 seconds for the router to boot.

7. Turn on your computer.

8. Use the wireless connection on your computer to connect to the router, using the wireless settings you configured previously.

9. Verify the link lights on the router. The power light, Internet light, and the Wireless LAN light should be lit. If not, make sure your
computer, modem, and router are powered on and verify the cable connections are correct.

10.  Skip to “Configuration” on page 14 to configure your router.
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Section 2 - Installation

Connect to a 3G Internet Service

If you are using a 3G USB dongle to connect to the Internet, please follow the steps below:

10.

Move the WAN Mode/3G Router Mode switch on the DWR-117 so that it is in the 3G Router Mode position.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down your computer.
Insert your 3G USB dongle into the DWR-117’s 3G USB Internet connection.

Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the Ethernet port
on the router.

Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).
Plug the power adapter to the router and connect to an outlet or power strip. Wait about 50 seconds for the router to boot.
Turn on your computer.

Verify the link lights on the router. The power light, Internet light, and the Wireless LAN light should be lit. If not, make sure your
computer and router are powered on and verify the cable connections are correct.

Skip to “Configuration” on page 14 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have to do the following
before connecting the router to your network:

Move the WAN Mode/3G Router Mode switch on the DWR-117 so that it is in the 3G Router Mode position.

Disable UPnP™

Disable DHCP

Change the LAN IP address to an available address on your network. The Ethernet port on the router cannot accept a DHCP address
from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the Ethernet port using an Ethernet cable. Make sure your IP
address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the Networking Basics section for more
information. If you need to change the settings, write down your existing settings before making any changes. In most cases, your
computer should be set to receive an IP address automatically in which case you will not have to do anything to your computer.

Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user name to Admin and
enter admin as the password. Click Log In to continue.

Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save to continue.

Click Advanced Settings and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save to continue
Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save to save your settings. Use this
new IP address to access the configuration utility of the router in the future. Close the browser and change your computer’s IP settings
back to the original values as in Step 1.

Disconnect the Ethernet cable from the router and reconnect your computer to your network.

Connect an Ethernet cable into an Ethernet port on the router and connect it to your other router.

To configure your wireless network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration
and Wireless Security sections for more information on setting up your wireless network.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration utility.

Web-based Configuration Utility

A D-LINK SYSTEMS, INC. | WIRELESS ROUTER |

as Internet Explorer and enter the IP address of the router . File Edit View Favorites Tools  Help

To access the configuration utility, open a web-browser such

(192.168.0.1).

. L w —
3 & = 1 e 3 i)
@ Back 7 | » | | ,.-_,:| | Search

o

- fiddress | @ http:f/192.168.0,1

Type Admin in the Administrator field and then enter your

password. The default password is admin. Walcorme Lo D-Link Router
Enter the five character check code. If you are unabletoreadthe | e b | e
check code clearly, click Regenerate to get a new code. e

Chack Codw EmJI —

Click the Login button to log in to the router.

If you get a Page Cannot be Displayed error, please refer to
the Troubleshooting section for assistance.

D-Link DWR-117 User Manual
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Section 3 - Configuration

Web-based Configuration Utility

After you have logged in, the router will attempt to detect your connection type and you will be presented with the Internet Connection
Setup Wizard for 3G Mode or WAN Mode.

D-Link

Welcome to D-Link Router Setup

This is the first time you setup your D-Link router.
We will guide you through the process.

Detecting your connection type.
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Section 3 - Configuration

Internet Connection Setup Wizard (3G Mode)

Auto Config is enabled by default. If you wish to manually configure your 3G Internet Connection, uncheck Auto Config and enter the
following details:

Country: Select the country you are in from the drop down
menu. 3G Internet Connection
ISP: Select your ISP from the drop down menu. i 12y -
i Craelig o Mrokis
User Name: Enter your user name for the connection if you Ghusiry
have one. p
b Hanm A |
Password: Enter the password for the connection if you have Frd inpoec
one. o e
AFH o rred
Dial Number: Your ISP will provide you with this specific code. ST SRS it PreskibL
S Cord IR Dade Tl |
APN: This is the Access Point Name. If you want to give Fll ok Sl
. . (LT}
your connection a name, enter it here.
. . i--i-'-'-:"i-.
Authentication Select from the drop down menu whether to use
Protocol: PAP or CHAP authentication. If you do not know

what type of authentication you should use, leave
it set to Auto.

SIM Card PIN If your SIM card has a security PIN number, enter it here.
Code:

MTU: The MTU is the Maximum Transmission Unit. You may need to change the MTU for optimal performance with your
specific ISP. The default is 1500.

Click Save when you have entered the details and are ready to continue.
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Section 3 - Configuration

SSID: Enter an SSID for your wireless
access point. The SSID is a name
that helps you to identify your
wireless access point, for example,
“Bedroom AP”.

Key: Enter a key which is between 8 and
63 characters. This key will be used
as a security prompt whenever you
try to connect to the wireless access
point.

You can generate a random one by
clicking “Generate a random key”.

Name your wireless and set tha key
This S50 and kay will be usad whan cithar dewcas in yaur hama naed 1o share tha inlermet connaction
5510 :

Hey |

Generxie 2 ndam key or s 3 wacuty ey wih 363 characiens
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Section 3 - Configuration

miiiCasa offers 2 services: miiiCasa Space and miiiCasa
Apps.

miiiCasa Space offers a centralized place for all family
members to easily and instantly store, manage and share
home pictures and fun memories.

miiiCasa Apps runs on any browser within the household,
providing fun and useful applications to enrich your internet
experience.

Choose whether you want to enable the miiiCasa function of
the router and click Next to continue.

If you choose to enable the miiiCasa service, you are then
prompted to select your current timezone. Select your
timezone using the dropdown menu.

Experience miliCasa now!

Troducing rilkzasa, 4 nes famil S00al Sendde TE; Makes ShairD Sl and Bnngs wou Crss o your amity)

muiCasa

Enmzis mnd scczaremice the svaacrin na G saricea nand

Talsar nem skod risCac chek bam

Hainstaialian ragiunad 1 Comakdely fres |

B | v {2 anable mislans esrace, md | agprem iz e maCos Prevacy Pebiey ard Tarre of Saracs

Exparience miiCasa now|

In ordar o crabic miiiSasa. please scloctyow region and time sching

Fleszmer gaial] wili region
3T+ Q1B ami g Cleangque Hony Sarg Lo

-
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Section 3 - Configuration

Enter an administrator password. This is the password that
you are required to enter when you want to access the
Web-based Configuration Utility. It is recommended that you
change this from the default to ensure the security of your
wireless network. Enter the password once more in the Verify
Password field and click Next to continue.

Click the Finish button to save your settings then restart the
router by disconnecting and reconnecting the power source
to the router. When the router comes back up, your internet
connection will be automatically established and you can
begin using the internet.

Input reuter passweord

You wall ise s passwand

ned 10 10 17 oL

Passward

Verfify Passward

raar in ander 10 Change ramer selings
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Section 3 - Configuration

Internet Connection Setup Wizard (WAN Mode)

DHCP Connection (Dynamic IP Address)

If your Internet connection automatically provides you with an IP
Address, select DHCP Connection (Dynamic IP Address). Most cable
modems use this type of connection. Click Next to continue.

Make sure that you are connected to the D-Link Router with the PC
that was originally connected to your broadband connection. Click
the Copy Your PC’s MAC Address button to have it imported
automatically for you.

If your ISP requires you to enter a Host Name, enter it in the Host
Name field. Click Next to continue.

Dk

Configure your Intermst Connection

©LHCI Conradon hmsmic I Sddrami
Chooas chiz F pour intsreei corracioe »ic il y previdar you arh ar P Adchess: Mas Coez e Moderie urs dis ops 5 conmeesiion
£3 lasmame [ Passrd Craeresciva FPPIT

Chooee e ophbon B o iz ek sl bon s £ o oned pasraond o poi onliee Moz DB edeves Loo thes fesaol
ConnREIion

T Erathe 1P B chnas Cernnatian

Creean dham oplion § v rlemel Sahp Troader e ed o w1 24w mlomieben (i bea s be menue iy configund

DHCP Connection {Dynamic |P Addrass)

To miwpdia coormcie, flomw Tador nom b you nw cannesad 130ke Dol ink Aautar iath tha TG el sem sngraly conmecand 12 yaur
bezacbard commchion ¥yt oe hen chick 11 Clons MR Brdon o copy yoar campuders MEC sddwan da Tie LeLnk Jocksr

MG Aderees Qg . 5o - dF . Us- W] - &3 (oplcral

| Famp Tro PR AR Arerems

LLECET

ol Youd Y A v 13 o 2 ksl Moy T oo ricf bt £ K they nfan it phase £3 a0t e £

3
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Section 3 - Configuration

20t lok Next I you chooss o skip e 36 sonfguration, B
and click Next. If you choose to skip the 3G configuration,

the setup wizard will finish.

3G Internet Connection

Skig 3G Conliguratien O

If you want to set up your 3G connection automatically, check D-Link (B ) €z
Auto Config and click Next. To set it up manually, uncheck
Auto Config. Referto page 16 for further information on setting g
up the 3G internet connection. Click Next to continue. e e o e B e I
s oy b 1 I
Coammry
e i

Click the Finish button to save your settings then restart the
router by disconnecting and reconnecting the power source
to the router. When the router comes back up, your internet
connection will be automatically established and you can
begin using the internet.
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Section 3 - Configuration

Internet Connection Setup Wizard (WAN Mode)
Username / Password Connection (PPPoE)

If your Internet connection requires a username and password to get online, select Username / Password Connection (PPPoE). Most
ADSL modems use this type of connection. Click Next to continue.

Configure your Internet Connection

C DHCP Connection (Dynamic IP Address)

Choose this if your Internet connection automatically provides you with an IP Address. Maost Cable Modems use this type of connection.

& Username / Password Connection (PPPoE)

Choose this option if your Internet connection requires a username and password to get online. Maost DSL modems use this type of
cennection.

O Static IP Address Connection

Choose this option if your Internet Setup Provider provided you with IP Address infermation that has to be manually configured.
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Section 3 - Configuration

Address Mode:  Select whether your IP is dynamically
assigned, i.e. a different IP address is
assigned to you each time you connect,
or your IP is a static one, i.e. fixed.

IP Address:  If you chose Static IP, you will be able
to enter your assigned IP address here.
User Name:  Enter the PPPoE Username.
Password:  Enter the PPPoOE Password.

Enter the PPPoE Password once more
for verification.

Verify Password:

If your ISP requires you to enter a Service
Name, enter it here.

Service Name:

Click Next to continue.

If you want to setup a 3G connection also, uncheck the box
and click Next. If you choose to skip the 3G configuration,
the setup wizard will finish.

Set Username and Password Connection (PPPoE)

T sl up this connaction you sl nesd 10 havwe 8 Dsemansa and Pes e fom your infemet Sordcs Provicks H you oo not hwe this
mharetion, pledis comlec your ISR

Agriress Mode & Dyrarc © O Smic (P

P Addren

Usar Mami mp&.p

'\'Brﬂ' Pousword  sasea
Earvioe Mame inptional)

Hole 'ou mary alao nesd to provide @ Eansce Mams. 1y da nat have of know ks imamation, pladss coriect your ISP

3G Internet Connection

Thip 3G Configarntion: [
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Section 3 - Configuration

If you want to set up your 3G connection automatically, check
Auto Config and click Next. To set it up manually, uncheck
Auto Config. Refer to page 16 for further information on setting
up the 3G internet connection. Click Next to continue.

3G Intemet Connection

Ergarthe informatien prosided by your imemi Sardcd Prodder (5P}
Thee ek WAN connectios device moike & 3G only.

4um Cenfig “Enatie

Camntry

I5P
L Flawtrns: aptiona|
Pammaard {aptional]

Dl Mumbin
APR Caph on |

tuthenticatian Protocel a1 (PAP=CHAF| =

SIM Cord PRl Cosdla: ‘nphmal|
Bl Coda Soans

LR

SH

Click the Finish button to save your settings then restart the
router by disconnecting and reconnecting the power source
to the router. When the router comes back up, your internet
connection will be automatically established and you can
begin using the internet.
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Section 3 - Configuration

Internet Connection Setup Wizard (WAN Mode)
Static IP Address Connection

If your ISP has provided you with IP Address information that Static IP Address Internet Connection Type
has to be manually configured, select Static IP Address B e L A g e
Connection.
IP Address: () 1] L1}
Click Next to continue. ot | Gl |

Defairk Galeway: | [ o 4
Prinary DHE Serven 168 55
Secendary DHS Server 168 95 B2 |1 | inpioral
MTL: 1402

MAC Agdress: 00 - 52 - 40 - E1- 00 - 01

IP Address: Enter your assigned IP Address.

Subnet Mask: Enter the subnet mask provided by your
ISP.

Set Static IP Address Connection

comection you wil need 13 b B complels Im) o IP informsbon provided by your infemet Senice Prov

orrteclEan ared do el b s ik mistion, pleass comlact your iSF

Gateway Address: Enter the Gateway Address provided by

IP Addeees [ 1]

your ISP. —_——
Primary DNS Enter the Primary DNS server address Sty Ao |
Address: provided by your ISP. Primary DN Addrusa
jecondary D45 Lodres il
Secondary DNS Enter the Secondary DNS server address S
Address: provided by your ISP. [ Canoel |

Click Next to continue.
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20 ok Next. f you chooes 1 skip the 36 eonfiguration, s

and click Next. If you choose to skip the 3G configuration,

the setup wizard will finish.
3G Internet Connection

Skig 3G Configuration []

If you want to set up your 3G connec’fion automatically, check D-Link T T
Auto Config and click Next. To set it up manually, uncheck
Auto Config. Referto page 16 for further information on setting 3G Internet Connection
up the 3G internet connection. Click Next to continue. it s i i S P
Tha cenere 'WAN corw i duve made W MG swly
s Eordg 7 Beaile
Cauriry
1P
Famywvord Lol )
a1 i
SaN e P sela il
P Conle Sl
—

Click the Finish button to save your settings then restart the
router by disconnecting and reconnecting the power source
to the router. When the router comes back up, your internet
connection will be automatically established and you can
begin using the internet.
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Router Home Screen

When you have completed the Internet Connection Setup Wizard, each time you log into the router, the Home Screen is displayed. Here
you can configure basic settings at ease or if required, access Advanced Mode where you can configure every option on the DWR-117.
Additionally, the Home Screen provides a link to view a map of your network.

£ Advanced Mode ioa Network Map
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Internet Configuration

To modify the Internet connection settings, click the Internet icon from the Home Screen. Refer to pages 16-26 for details for your specific
connection type.
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Basic Router Administration

You can easily change the router password or check for firmware updates by selecting the

icon of the DWR-117 from the Home Screen.

The Help window is displayed showing you the model number of your router, the
firmware version it is running and the Administrator password. To check the D-Link
website for a firmware update, click Check update. You can also change the
administrator password by clicking Change next to the Admin password field. See
page 57 for further information on changing the Administrator password.

Router Model : DVWR-117

Firmware version : 105

Check update

Admin password : admin

Change

D-Link DWR-117 User Manual
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Wi-Fi Security Setup Wizard

To configure the Wi-Fi security settings of your router, click the Wi-Fi icon from the Home
Screen.

Wireless Network Name Enter a name up to 32 characters in length to rr—
(SSID): identify your wireless network. : :
Etep 1; Welcome TO THE D-LINK WIRELESS SECURITY SETUP WIZARD
Automatically Selecting this option will automatically assign Rl g e e
assign a network key a randomly generated security key to your Prlsbam Bty (5 SRR
(Recommended): wireless access point. Pasmmaricty pivgn s setases ks (oSt mmans
T gecnd s Ceed K ced 000w WTLY rCTAE, 10 e B DN CHEly KA © OO0 18 S Fe

T guvs o' bp e a1 gl by

LG8 Thes ke 0 I rIC OGERD D08 W Fae

Manually assign a Selecting this option will allow you to enter your
network key: own security key.

Pliae: B Bilivk, il dapins cumily sapaal WEA
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Automatic network key assignment

If you select to automatically assign a security key, the following screen is displayed indicating that the wizard has completed and showing
a summary of the settings you have selected. Click Save to save the settings.

;h Network Map

Setup Complete!

Below is a detailed summary of your wireless security settings. Please print this page out. or write the information on a piece of paper. so you

can configure the correct settings on your wireless client adapters.
Wireless Band: 2.4 GHz Band
Wireless Network Hame (SSID): DWR-117
Security Mode: Auto (WPA or WPAZ) - Persanal
Cipher Type: TKIP and AES
Pre-Shared Key:

146b5cthesbs5874baafdb856feThadb0525127915681a2chbeadfd3d96223699¢

Cancel | Save
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Manual network key assignment

If you select to manually assign a network key, the following screen is displayed prompting you to enter your desired network security
key. Click Next to continue.

;h MNetwork Map

Step 2: Set your Wireless Security Password

You have selected your security level - yvou will need to set a wireless security password.
The WPRA (WWi-Fi Protected Access) key must meet ane of following guidelines:
- Between & and 63 characters (A longer WPA key is more secure than a short one |

- Exactly 64 characters using 0-9 and A-F

Wireless Security Password: sesse

Note: You will need to enter the same passweord as keys in this step into your wireless clients in order to enable proper wireless

communication.

Cancel MNext
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The following screen is displayed indicating that the wizard has completed and showing a summary of your selections. Click Save to save
the settings.

5 Network Map

Setup Complete!

Below is a detailed summary of your wireless security settings. Please print this page out, or write the information on a piece of paper. so you

can caonfigure the carrect settings on your wireless client adapters.
Wireless Band: 2.4 GHz Band
Wireless Network Name (5SID): DWR-117
Security Mode: Auto (\WPA or WPAZ) - Personal
Cipher Type: TKIP and AES

Pre-Shared Key: 12345678590

Cancel | Save
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miiiCasa Setup

miiiCasa provides a fun and easy way to share all sorts of media, such as
photos or videos with your friends and family. To setup the miiiCasa service,
click the miiiCasa icon from the Home Screen.

TmiiCasa

Click the miiiCasa icon to continue.

Share your files and devices

The Privacy Policy and Terms of Service are displayed. Select Experlence miCasa now!
whether you wish to enable the miiiCasa service or disable it SO T o e et 50cinl 581408 1415 S84 ST A1 DY Y8 OO 0 s
using the radio buttons. Click Save & Exit when you have made ol o : e

your selection.
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If you chose to enable miiiCasa, you are prompted to select
your time zone.

Click Next to continue

The following screen is displayed indicating that you have
enabled miiiCasa. You can begin using miiiCasa by re-
opening your browser.

Click OK to continue.

(P Home )| os emernitap )

Share your files and devices

Selun midCasn
norer by awhle mElams pleass asbact your ieger, tme and wrless mecur astng e

Fleast e voul e on
B8 LU e Do L5 i ] puars -

~cr bt dala prolseton, plase ool up e wrskees ssounty pasm

e
P om0 ST mekmore g )
Al B Sebimelies b UL dsmmeiindailac il

Share your files and devices
Stlua midCesn
NOU MEve e TR

Zimiphy 006 your birowser and enoy & whise Tew imemel exdereroe Erowded by migCasal
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Guest Zone

If you want to allow guests to use your wireless access point without revealing your
administrator password, click the Guest Zone icon

v

The following screen is displayed showing you the current
settings. Click Change Settings to continue.

Use another S3ID and Key for your guests

fau can now sharg 1he Infernat thraugh wireless
5510 OveR-117 G0

Koay o (DA

=3 e
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SSID: Enter the SSID for the guest account.

_—:'_ [E=1 T ET ;

Key: Enter the network security key for the guest

account or click Generate a random key to e

have one created for you automatically. The Lisa anather S0 and Key for your guasis
network security key should be a minimum of L2 R N —
8 characters and a maximum of 63 characters. Kyt aweman
S iabd @ o kdy oF enbar & gecuily Hey with B3 charecian

The following screen is displayed summarizing the settings
you have entered. Click OK to create the guest account.

Use anather SSID and Key for your guests

Yau can nov share the ntemst thnough wirsless
G810 O-Link Guest fzcoont

Kay = AHATaRTPAD)
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Network Map

From the Home Screen, click Network Map in the top right corner to display an overview of the devices you have connected, their IP
addresses and MAC addresses.

Network Map
D-Link DWR-117 Internet
Firmware1.0.5
Hame IP Address MAC
w admin-00nxvandd 192 168.0.101 00-50-BADA 0123

Click the @ icon to display more detailed Device Information. See page 68 for more information.
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Advanced Mode

If you would like to configure more advanced settings, select Advanced Mode from the top right of the Home Screen.

ﬁl Advanced Mode

The Advanced Settings main screen is displayed. Choose a function to view settings and make configurational changes.

At any of the Advanced Settings pages, you will see the @ icon in the top right corner. Clicking this will provide contextual help for the
page you are on.

;h Network Map

Advanced Settings

@9 Network () Wireless () Router

Internet

MNetwork Settings
Port Forwarding
Advanced Network
Dynamic DHS

o Security

Application Rules
MAC Address Filter
Wehsite Filter

Firewall Settings

Wireless Settings
Advanced Wireless

Wi-Fi Protected Setup

i Log

System Check
Device Info

Logs

Statistics
Internet Sessions

Wireless

Administrator Settings
Time

Email Settings
System

Firmware
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Internet

Use this section to configure your Internet Connection type. There are several
connection types to choose from: Static IP, DHCP, PPPoE. If you are unsure of
your connection method, please contact your Internet Service Provider.

Note: If using the PPPOE option, you will need to remove or disable any PPPoE
client software on your computers.

My Internet Connection is: Select Static IP, DHCP or PPPoE

Enable WAN Failover: Checking this will enable the router to use a WAN
connection in 3G mode the event that the 3G connection

is dropped.

......
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If you select Static IP, the WAN section of the Internet page changes to request Static IP Address information.

IP Address:

Subnet Mask:

Gateway Address:

Primary DNS
Address:

Secondary DNS
Address:

MTU:

MAC Address:

Enter your assigned IP Address.

Enter the subnet mask provided by your
ISP.

Enter the Gateway Address provided by
your ISP.

Enter the Primary DNS server address
provided by your ISP.

Enter the Secondary DNS server address
provided by your ISP.

The MTU is the Maximum Transmission
Unit. You may need to change the
MTU for optimal performance with your
specific ISP. The default is 1500.

Enter the MAC Address of the network
adapter which is connected to the router.

Static IP Address Internet Connection Type

Erier the static addmas infrmnation provided by vour inbermed Sianics Provider 03P

B Addrais: 1 0 0
Subaet Mosk ] 0
Dalnult Gareursy- g ]

Primary OHS Server: 168 05 1

Swoondary ONS Sereer  EE 95 143 1 foptinnal)
MTL: w5z
BAAC addrass 00 - G2 m - E1l 0] - 0¥

[ Cione youw PT3 MAC Addiess |
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If you select Dynamic IP, the WAN section of the Internet page changes to request Dynamic IP Address information.

Host Name: Enter the host name if required by your
ISP.

Primary DNS Enter the Primary DNS server address
Address: provided by your ISP.

Secondary DNS Enterthe Secondary DNS server address
Address: provided by your ISP.

MTU: The MTU is the Maximum Transmission
Unit. You may need to change the
MTU for optimal performance with your
specific ISP. The default is 1492.

MAC Address: Enter the MAC Address of the network
adapter which is connected to the router
or click Clone your PC’s MAC Address
to have it entered for your automatically.

Dynamic IF [DHCP) Internet Connection Ty pe

Iaa thes Ifemel comnechion typa o your Imtemat Sanace Prowdar 3571 ddn't provide

EELL]

Heegt M

Frimany DM Sanver

Secondary DMS Sarvsr:

MTLL

MAL fiddress:

168 B 1 ]

16E B 192 1 { pptzanal)

I LA

i 2 41 - E1.- 00

Glone your PCs MAL Address |

i

on and'or 8 usanamE and

oo
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If you select PPPoE, the WAN section of the Internet page changes to request PPPoE information.

Address Mode:

IP Address:

User Name:
Password:

Verify Password:

Service Name:

Reconnect
Mode:

Maximum Idle
Time:

DNS Mode:

Select whether your IP is dynamically
assigned, i.e. a different IP address is
assigned to you each time you connect, or
your IP is a static one, i.e. fixed.

If you chose Static IP, you will be able to
enter your assigned IP address here.

Enter the PPPoE Username.
Enter the PPPoE Password.

Enter the PPPoE Password once more for
verification.

If your ISP requires you to enter a Service
Name, enter it here.

Always-on will allow the router to keep
the internet connection alive. Manual
means that you must re-establish the
connection yourself when it drops and On
demand means that the router will drop
the connection but automatically reconnect
when a request for an internet resource is
made by a client.

Select the time before which the router will
drop the internet connection. Selecting O
effectively disables this function.

Select whether to use your ISPs DNS
Servers or if you want to use your own, you
should select Enter DNS Manually.

FPPFoE Internst Connection Type

Enier ttes inkormiaiion prowided b
fickdross Mode

P Addreak

Ul i

Passavard

Werity Popraornd

Service Name:

Reconnect Mode:

b i ke Time

OH'S Made

Frimory ORS Serer

Secomndary ONS Server

MTIE

LAC Ldciraas

wour Intemet Serace Prowder |15P

% Drynamic P L2 Static 1P
P
L L]
e
{oyptsanal
S kalaymon
Tanus
0w danand
Finuian

= Pasans ONES frami ISP Enbsr DHS Wanusly

[Bplianal

1492

M- & - 40 - E1- 00 - 01

Clhorwa jrur Piis WA Address |
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Primary DNS
Server: Enter the Primary DNS server address provided by your ISP.

Secondary DNS
Server: Enter the Secondary DNS server address provided by your ISP.

MTU: The MTU is the Maximum Transmission Unit. You may need to change the MTU for optimal performance with your
specific ISP. The default is 1492.

MAC Address: Enterthe MAC Address of the network adapter which is connected to the router or click Clone your PC’s MAC Address
to have it entered for your automatically.

If your router is in 3G mode, the 3G Internet Connection section will be available for you to configure. Please refer to page 16 for more
information.
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Network Settings

Use this section to configure the internal network settings of your router
and also to configure the built-in DHCP server to assign IP addresses to
computers on your network. The IP address that is configured here is the
IP address that you use to access the Web-based management interface.
If you change the IP address in this section, you may need to adjust your
PC’s network settings to access the network again.

Router Settings

Router IP Address: Enter the IP address of the router. The default IP
address is 192.168.0.1.

If you change the IP address, once you click Apply,
you will need to enter the new IP address in your
browser to get back into the configuration utility.

Default Subnet Enter the Subnet Mask. The default subnet mask is
Mask: 255.255.255.0.

Host Name: Enter the Host Name of the router.

Local Domain
Name: Enter the Domain name (Optional).

Enable DNS Relay: Uncheck the box to transfer the DNS server
information from your ISP to your computers. If
checked, your computers will use the router for a
DNS server.

Edvmiwed Savings Herwark Svalogp

Metwork Settings

Founer Serings

R IP drdress: 183 0
Ustmoll Sudew Maek :  J25 - 255 350
Hoot Harme :
Rl Cunizin Hanw : o
Enbiia CHS Aol | =

DHHCF Swrver Belings

Enebla DHCT Sarver: 2

LE_F W Adzisan Hange: {1 It

UHLI Lacaw lirmm: 44 (3L LT I

DO Radrvalioea List

Hiaw M I Addredas MAL Addreas
Mamber of Dynamic BHEP Clants
Host Mame IF Addreas FMAC Addreas
acdmin: 1 Imacoald BRI 101 M ka7
24 . DHCF Reosarvabor
i ringg i kad vl reies bl e b <l
Camdilns M LaCEELET MEC Addraki

Expined Time

Expired Time

Trr
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Enable DHCP Server: Check this box to set the router up as a DHCP Server. The DHCP Server will assign internal IP addresses to
connected DHCP clients allowing you to have multiple devices connected to the Internet.

DHCP IP Address Range: Enter the range for the last octet of the DHCP IP Addresses. This may be 1, 2 or 3 digits.

DHCP Lease Time: Enter the length of time in minutes that the DHCP IP Addresses will be reserved for a particular client.

DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DWR-117 has a built-in DHCP server. The DHCP Server will automatically assign
an IP address to the computers on the LAN/private network. If you are going to use the DHCP server, set your computers to be DHCP
clients by setting their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your computers on, they will automatically
load the proper TCP/IP settings provided by the DWR-117. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending address of the IP address pool.

OHCF Server Semdngs

Lage |ox weclon wocor g L owllam JHZF =2ive woz=aign 11 secoess o b comsclens oo vour nglore
Enrabile DHCP Server =

MICP IF &ddress Ranoe 101 R EE] {arc FRaes wachir tha AN sabeat)

CHCM Lapas Time @ {240 e las)

Enable DHCP
Server: Check this box to enable the DHCP server on your router. Uncheck to disable this function.

DHCP IP Address
Range: Enter the range for the last octet of the IP addresses for the DHCP server’s IP assignment. This may be 1, 2 or 3 digits.

Note: If you manually assign |IP addresses to your computers or devices, make sure the IP addresses are outside of
this range or you may have an IP conflict.

DHCP Lease Time: The length of time for the IP address lease. Enter the Lease time in minutes.
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DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation. The router will assign
the IP address only to that computer or device.

Configure the parameters, as described below, to create a new DHCP Reservation.

Note: This IP address must be within the DHCP IP Address Range.

DHCP
Reservations List:

Number of
Dynamic DHCP
Clients:

Computer Name:

IP Address:

MAC Address:

Displays a list of the DHCP reservations that have been
configured on the router.

In this section, you can see information about the LAN
devices that are currently being leased IP addresses.

Enter the computer name or select a computer name from
the drop-down menu on the right-hand side and click <<.

Enter the IP address you want to assign to the computer
or device. This IP Address must be within the DHCP IP
Address Range.

Enter the MAC address of the computer or device.

OHZP Reesreatons Lst

Hnar Hamia IP firdsire=a
Huwgar of Cynardis NHCP Cllanm

Huozt Hame IF Lddress

EE TR TaaTwi NN

24 - OHCFP Resarvation

n-r g s kar of rulms TExd can e creaied 2

Sompubsr Mame ™ Address

Fl0c Arieireaa Fpirad Tima

RlaC Address Explred Tine

R TR salit

MAL Address

When you have finished configuring the above settings, check the boxes next to the DHCP Reservation entries you want to add to the
DHCP Reservations List and click the Save button at the bottom of the window to save your entries and activate your reservations.
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Name:

IP Address:

Port Forwarding

Port Forwarding is a feature that allows you to open a single port or a range of ports and redirect the data received through those ports to
a single PC on your network.

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your
local network that you want to allow the incoming
service to. If your computer is receiving an IP
address automatically from the router (DHCP),
you computer will be listed in the “Computer
Name” drop-down menu. Select your computer
and click <<.

Public Port/ Enter the range of ports that you want to open

Private Port:

Tratfic Type:

Schedule:

next to the Private Port and Public Port fields.
The private and public ports are usually the
same. The private ports are the ports being
used by the application on the computer within
your local network, and the public ports are the
ports seen from the Internet side.

Use the drop-down menu to select whether
TCP, UDP, or All types of traffic are being used
for the port forwarding rule.

Select a schedule for when the Port Forwarding
Rule will be enabled. The schedule may
be set to Always, which will allow the
particular service to always be enabled.
You can create your own times in the
Tools > Schedules section.

Azvancad Semings Peaint Fesrwadadineg

Port Forwarding

This splion b e 1 open ol pans o & range of pams in yoi nautar and rading

10n fepture mbawen v 10 anbar porks in the kol Ford B

24 Fort Farwarding Rules

bl rarey rasorbad of ndess iFak Con b Createad 24

MM

Applicalaan NaEme

P Afdres

s Canngarter Mam

Applicalin Name

Ed

Fublic Post

Frivais Fan

Fubii: Pt

Traffec Typa

ali

Traffic Type

w
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Advanced Network Settings

These options are for advanced users who wish to change the LAN settings. We do not recommend changing these settings from the
factory default. Changing these settings may affect the behavior of your network.

UPNP: To use the Universal Plug and Play (UPnP™) feature check the Enable UPNP box. UPNP provides compatibility with

WAN Ping:

WAN Port Speed:

Enable Multicast
Streams:

Wireless Enhance
Mode:

networking equipment, software and peripherals.

If you enable this feature, the WAN port of your router will respond to ping requests from the Internet that are sent to

the WAN IP Address.

Select the speed that the WAN port will
operate at. You can choose between
10Mbps, 100Mbps or Auto 10/100Mbps.

Check the Enable Multicast Streams box
to allow multicast traffic to pass through the
router from the Internet.

Check the Wireless Enhance Mode box
to enable the router to forward all multicast
streams from the Internet to the wireless
station using a unicast stream. This feature
helps improve the quality of multimedia
applications for wireless users.

Sehanced Settings  Advanced Hahwork

Advanced Metwork Settings

Thewe aptions am fr uzers thet wizh i changs ths LEN =

=l

Changing thess satlinge may sflect the bebavior of your eesevers

ueHE

Uniersal Pluy and Play[UP P | suppois pearioper Flug o

Erahlp UPnps O
VEAN Ping
ablis thid i, the WaH pon of your rubar sl
Enabille WAH Fing Respeorsa:
VAN Porl Spesd
WAH Pert Spandt | 2u6n 101 00MEp &
Milticast Breams
Enabli Malkizasm Strasn: |

Wirnless Enhomce Made:

Rty

sazneal ooz s omel e s sl sl s men o the VAN P Addeaas

= ez nzlessmend shenoms hess soihegs Fom factary defmt
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Dynamic DNS

The Dynamic DNS feature allows you to host a server (Web, FTP, Game Server etc) using a domain name that you have purchased with
your dynamically assigned IP address. Most broadband Internet Service Providers assign dynamic (changing) IP addresses. Using a
DDNS service provider, your freidns can enter your host name to connect to your server no matter what your IP address is.

Enable DDNS: Check this box to enable the Dynamic _ _—
DNS function. If you do not enable this, = s st i
none of the following options will be Aebvancad Semiegs - Dynasmi: DS
configurable.

Server Address: Select from the drop down menu which i
Dynamic DNS hosting service you want e S — o
to use. For more information on this, go e L L e
to www.dlinkddns.com P soivan o
Host Name: Enter the DDNS Host Name, e.g. wiad- e 13 Aot
dwrii 7_dyndns_org Enablo DONE: |
L
User Account: Enter the user account name e.g. wiad- s o
dWr1 1 7 Usar Sosoine
Password: Enter the password for the user account. ]
.i‘.'--'--'-:;“ .

DDNS Account
Testing: Click this button to test the settings you
have entered.
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and WPA2.

Wireless Network

Use this section to configure the wireless settings for your D-Link router. Please note that changes made in this section may also need to
be duplicated on your wireless client.
To protect your privacy, you can configure wireless security features. This device supports three wireless security modes: WEP, WPA

Wireless Network Settings

Enable Wireless:

Wireless Network
Name:

Wireless Channel:

WMM Enable:

Enable Hidden
Wireless:

Check this box to enable the wireless radio in your
router.

Also called the Service Set Identifier (SSID),this is the
name of your wireless network. Create a name using
up to 32 characters. The SSID is case-sensitive.

Indicates the channel setting for the DWR-117. By
default the channel is set to Auto Scan. The channel
can be changed to suit the environment the router
operates in so as to reduce interference with other
devices operating on the same channel.

WMM (Wi-Fi Multimedia) is QoS for your wireless
network. Check this box to improve the quality of video
and voice applications for your wireless clients. This
feature is not available in 802.11n configurations.

Enabling Hidden Mode is another way to secure
your network. With this option enabled, no wireless
clients will be able to see your wireless network
when they perform a scan to see what's available.
In order for your wireless devices to connect

to your router, you will need to manually enter

the Wireless Network Name on each device.

Arteanr e Seaimpe s la

Wiredess Metwork

MY 1 OB Ky A I0H 8 0] WEE £ #

] O FE AEI) AR

T W RIYEE N A 3 ConB

W, 0 WRAE

Wirsigss Metevork Betlinps

Enable Blawian: &2

Wira bt Bhalvosb, Haiew

Wirahsta Charmsb | Zige
A Enzbia- B

Erclibs Hiddan Wiwivan: [

Winglais Securicy Mode

CRR-TIT Ak v ko o BEET

Bt eonimwnded ) W | gl CH

5% s ek

ks vl [ha 230 Bvnadand)

Smourky Wazec | Crapls wroay

WPA Eeiting
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Section 3 - Configuration

Wireless Security Mode

Security Mode: Select from the drop down menu whether to disable security, use WEP or use WPA/WPA2 wireless security.

WEP Setting

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router and the wireless stations. For 64-bit
keys, you must enter 10 hex digits into each key box. For 128-bit keys you must enter 26 hex digits into each key box. A hex digit is either
a number from 0 to 9 or a letter from A to F. For the most secure use of WEP, set the authentication type to ‘Shared Key’ when WEP is
enabled. You may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using the ASCII
values of the characters. A maximum of 5 text characters can be entered for the 64-bit keys and a maximum of 13 chracters for 128-bit keys.

WEF

Authentication: | Dpan W

WEP Encryplion: | gy pie
Dekaiil WEF Hay WEF Kay 1 &

WEP Hay:
Authentication: Select whether the network will be Open or Shared. If you select Open, any device can authenticate to the router. If
you select Shared, only devices with the WEP key can successfully authenticate.
WEP Encryption: Select the level of encryption you would like. 64-bit is the default setting but you may change it to 128-bit.

Default WEP Key: Select from the drop down menu which WEP Key you want to configure.

WEP Key: Enter the WEP Key for the selected WEP key number. You must enter at least 5 ASCII characters or 10 hexadecimal
digits for a 64-bit or 128-bit WEP encryption key.
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WPA Setting

Cipher Type: Choose between AES or TKIP. This setting defaults to Auto (TKIP / AES) allowing both ciphers to work.

PSK / EAP: Select whether to use a Pre-Shared Key (PSK) or the Extensible Authentication Protocol (EAP). A RADIUS server
is required if you select EAP.

WPA Setting
WIPAWPAL requires dlatiang b vse higy grsde encryption and asthentcation
Clpder TYR | AUTONTH FISEE] (8
F3K I LA | PEE &

REtwark oY sssrsssssrassssanss

|1-63 ASCH o B4 HEX)

Network Key: Enter the network key which you will be required to enter to join the wireless network. The key must be between
8 and 63 ASCII characters or 64 HEX.

WFA Sefting
PANNPAZ T e 51610005 10 o3k high giack ancryztin and authaniic diar
Cighar Typa: | ALTOTKEAES] =
FEK ! EAP: |[Exd
REDMUE Sarver IF Address
P
Sharedd becrei:

RADIUS Server IP
Address: Enter the IP address of your RADIUS server.
Port: Enter the port number of your RADIUS server.

Shared Secret: A shared secret is a case-sensitive text string used to validate communications between two RADIUS devices.
Enter the shared secret.

Click Save to save your settings.
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Advanced Wireless Settings

These options are for users that wish to change the behavior of their 802.11n wireless radio from the standard settings. We do not
recommend changing these settings from the factory defaults. Incorrect settings may impact the performance of your wireless radio. The
default settings should provide the best wireless radio performance in most environments.

Transmitting Power: Set the transmit power of the antennas.

Beacon Period: Beacons are packets sent by an Access
Point to synchronize a wireless network.
Specify a value. 100 is the default setting
and is recommended.

RTS Threshold: This value should remain at its default
setting of 2432. If inconsistent data flow
is a problem, only a minor modification
should be made.

Fragmentation: The fragmentation threshold, which is
specified in bytes, determines whether
packets will be fragmented. Packets
exceeding the 2346 byte setting will be
fragmented before transmission. 2346 is
the default setting.

DTIM Interval: Delivery Traffic Indication Message.
The default setting is 1. A DTIM is a
countdown informing clients of the next
window for listening to broadcast and
multicast messages.

Preamble Type: Select Short or Long Preamble. The

= the hes] wralees adn pafomancs nmoest endmamens
Advancad Wiraless setlings
Transmitting Power:  qqrs =
Beocen dsrval § 0 {rresc ranggs M- A0 debaitt: 1080
RT5 Threshold @ 2345 jrengs F53-THE, dalault 3324E)
Fragmesantion . 2345 {renge 101023406 defaui: 2346, seen number anly)
OTIM fedrenl ;1 [ronge: 1-255. defmk 7
Pruambla Typa : '8t Preamik Cilong Praemble
Wirnlass Woda © g7 1 Mixednigh| =
Band Width : 20040 MHzjau1z)
Stoet Guard keereal - 5
e el £

preamble defines the length of the CRC block (Cyclic Redundancy Check is a common technique for detecting data
transmission errors) for communication between the wireless router and the roaming wireless network adapters.
Note: High network traffic areas should use the Short Preamble type.
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Wireless Mode: Use the drop-down menu to selec the wireless modes you want to enable on the router. The
available options are 802.11n only, 802.11 Mixed(g/b), and 802.11 Mixed(n/g/b).

Band Width: Select whether to operate at 20MHz or 20/40MHz.

Short Guard Interval: Check this box to reduce the guard interval time therefore increasing the data capacity. However,
it’s less reliable and may create higher data loss.

Click Save to save your settings.
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Wi-Fi Protected Setup

Wi-Fi Protected Setup is used to easily add devices to a network using a PIN or button press. Devices must support Wi-Fi Protected Setup
in order to be configured by this method.

If the PIN changes, the new PIN will be used in the following Wi-Fi Protected Setup process. Clicking the “Don’t Save Settings” button will
not reset the PIN. However, if the PIN is not saved, it will be lost when the device reboots or loses power.

Enable: Check the enable box to turn on Wi-Fi _ ; (Mo
Protected Setup.

Sdvanced Settings  WiFI Proiscted Senp

PIN Settings: Click Reset PIN to Default to restore the
PIN to the factory default one. If you want to
change the PIN, you can click Generate New
PIN to Create a new one. ‘:: *:'-"w‘.-"' ::1.:.:'--:-1'. add deaces bo m nebweek umng @ Piblor button press. Deaces mist suppon W8P Prolected Setipin

Wi-Fi Protected Setup

Add Wireless i e A

Station: Click the button to start the wizard that sets e N R SN
up the WPA function. Please refer to Section
4-Wireless security “Adding a wireless device
with the WPS wizard” for more information. PIN Sattings

Erabie:

PR

Reet PH 10 Orbdt | [ oot e P14 |

Add Wirelegs Stadoen

Conneact your Wialbses Deace
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Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management. There are two
accounts that can access the management interface through the web browser. The accounts are admin and user. Admin has read/write
access while user has read-only access. User can only view the settings but cannot make any changes. Only the admin account has the

ability to change both admin and user account passwords.

Admin Password: Enter and confirm a new password for the
Administrator Login Name. The administrator
can make changes to the settings.

Enable Graphical
Authentication: Check this box to enable graphical
authentication. You will be required to enter
a CAPTCHA prompt each time you login to
the router. The purpose of this function is to
prevent unauthorized access to your router
by a bot.

Enable Remote Remote management allows the DWR-117
Management: to be configured from the Internet by a web
browser. A username and password is still
required to access the Web-Management
interface. In general, only a member of your
network can browse the built-in web pages
to perform Administrator tasks. This feature
enables you to perform Administrator tasks
from the remote (Internet) host.

Remote Admin The port number used to access the DWR-117.

Adboncad Samings

Adminkrans Samings

Administrator Settings

Thia ‘@drvan’ acc it can @0 e Tha rranagsaniem mefece Thiadmin has rased il stoase and can Changs padsseam

dabmyk thers i ro password comigured. B is highly eocmmended fhet you crets a passend 1o kesp oo ruber secue

Admisistratar
Erasbin Graphicol futhentication ; £
Enahila Remvan Mansgemant : [

Rie it Aok Powrt

conal | s

Port: Example: http:/x.x.x.x:8080 whereas x.x.x.x is the Internet |IP address of the DWR-117 and 8080 is the port used for

the Web Management interface.
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Time Settings

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system clock. From this
section you can set the time zone that you are in and set the Time Server. Daylight Saving can also be configured to automatically adjust
the time when needed.

Time Zone: Selectthe Time Zone from the drop-down menu.

Enable Daylight If you are in a region that observes daylight
Saving: saving time, check the box to enable the router At Settng
to automatically adjust the time.

sync your Time and Date
Computer’s Time Click this button to set the device’s time the same e e e e e b e
Settings: to local PC. i 1 Rl Ol e e T3 s o
Automatically Check the box to enable the device to Tewe 4nd Oz Conouwlr
synchronize with automatically synchronize with a D-Link NTP e R
D-Link’s Internet Server. NTP stands for Network Time Protocol. RS e e Lot i -
time server: NTP synchronizes computer clock times in a Enaltks D bt Savng:
network of computers. This will only connect to ALsematic Tima and Dt Config irutian
a server on the Internet, not a local server. BT iy AT A T Il e

NTP Soraer UBalk | oo rhdi e | 1 ks P

NTP Server Used: Select one of the D-Link NTP Servers from
the drop-down menu. The DIR-412 will then
synchronize it’s clock to be the same time as the
D-Link Internet
time server. Click the Update Now button to e [ e Bain
synchronize with the D-Link Internet time server p— —
immediatley. = —— G

Gat the Tiewe and Crata Marually

Yaa Tt D

Set the Time and To manually input the time, use the drop-down
Date Manually: menus to enter the values in these fields for the Year, Month, Day, Hour, Minute, and Second. You must uncheck the
Automatically synchronize with D-Link’s Internet time server box to be able to configure this.

Click Save to save your settings.
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From Email
Address:

To Email Address:

Email Subject:

SMTP Server
Address:

Account Name:

Password:

Send Mail Now:

E-mail Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification to your e-mail address.

This e-mail address will appear as the
sender when you receive a log file or
firmware upgrade notification via e-mail.

Enter the e-mail address where you want
the e-mail sent.

Enter a subject for the e-mails that will
be sent from the Router.

Enter the IP address of the SMTP server
for sending email.

Enter your account name for sending
e-mail.

Enter the password associated with the
account.

Re-type the password associated with
the account in the Verify Password field.

Adunnqed Soitings Emupil Sehings

EMail Settings

The Emast lestire can be imed b send the: sy=tam kg Eles. rouler alef messapes

EMail Settings

From Emuadl Bddmss:
Tor Evveni] Ackirmes
Email Subject

SMTP Sarvmr Addemes
Aocount Hame
Pasgwerd

Wariy Password

Sard WMail sy

Click the Send Mail Now button to send a test message from the Router to the specified e-mail address.

Click Save to save your settings.
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System Settings

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard
disk of the computer you are using. First,
click the Save button. You will then see a
file dialog, where you can select a location

and file name for the settings.

Load Settings Use this option to load previously saved
from Local Hard router configuration settings. First, use the
Drive: Browse control to find a previously save
file of configuration settings. Then, click the
Load button to transfer those settings to the

router.

Restore to Factory Click the Restore button to restore all
Default Settings: configuration settings back to the settings
that were in effect at the time the router was

shipped from the factory. Any settings that

have not been saved will be lost, including

any rules that you have created. If you want

Advanoed Sadings  System

Save and Restore Settings

O i raufar & comipuread you Can seve e confiing on ssttings o @ confige et o Tl oo syoor and dhe You ssa hie 1He option o lad
comiguralan setiings. or restare he factony debauli seitngs
Save and Reslors Satlings
Save Lemings fo Local Hard Drbve: iEl
Load Ssmings frass Locsl Hard Drive [ Bowan

|- Lpkad Settings |

Rogiom 0 Factery Defwal Sotngs | [ |

Reboot the Device: | Fiatoa 1he Dwrve |

Clhiotd Laepategys Pasche. [ U"""I

233

to save the current router configuration settings, use the Save button above.

Reboot the
Device: Click to reboot the router.

Clear Language

Pack: Click the Clear button to restore the device back to the English interface version and remove other languages installed

for the system web pages.
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Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of the computer.
Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support site for firmware updates at http://
support.dlink.com. You can download firmware upgrades to your hard drive from the D-Link support site.

Firmware : (Prrome ) (ot w )
Information: Displays the currentfirmware version and date. = S
Agheamcad Settimge Firmpsre
You can also check the availability of a new b
firmware version online. If so, download the Firmware Update
new firmware to your hard drive. E
Firmware Afteryou have downloaded the new firmware, T g th Frmieen. i 11n iggrvis i snthe knral b citm st the Feraes buine. Cnem g

iha Updoad baston b st tha S wens Upgiads: "ha a b al by o) b charag

Upgrade: click the Browse control to locate the
firmware update on your hard drive. Click
Upload to complete the firmware upgrade.

ek langamge pack if gracs the Emware

ga pa 3 upgrada Tk an the kazal hard div

ol Click the Liplos ton 70 et the birgupge poack upgrade
Firmvware Information

Cumect Firmwan Verss: 1035

Language Pack This function allows the user to transfer the
Upgrade: language of the GUI from English to their

Firmmamre Maes: A110517 10027

own language by upgrading the language it ST

pack. Click the Browse control to locate the Firmware Upgrade

desired language pack on your hard drive. B o B sl st s e Bl o g s s o s
Click Upload to complete the language pack g

upgrade To upgrads e frmwers, koabe 119 upgrade fke an the local bard dove wilh the Browsa buttos Once pau hres doand the s o be vasd, dick

thm Uposd butan bz aiert the e upgods "ha bngusgs peck sllaws you b changs 1he lengasge of 1 usar inbsrfsce on e e W
sugpast that v upgrsds oo carmant bngege pack i vou upgrao this Bmesars This e that sy changes in tha Brieds wd

chepl oo comreciby, To upgeads 1ke languags pack. locais [hes upgrads §le an the lozal haed doive with the Basee bulan Gnce s b bond
1hea fills by b used, click Tha Uploed Botion o sbat the language pack upgrada

Ulphoamss:
Language Pack Upgrade

Hihems: [Erowsa ] | Lpiasu
ﬂ,m ii

D-Link DWR-117 User Manual 61



Section 3 - Configuration

Application Rules

The Application Rules option is used to open single or multiple ports in your firewall when the router senses data send
to the Internet on an outgoing “Trigger” port or port range. Special Application rules apply to all computers on your
internet network.

Name: Enteraname for the rule you are creating.
This name can be whatever you like so
that it will be easy to remember what the el
rule does.

Application: This drop-down menu contains a list of Application Rules
some common applications. If you want vt BTt
to create a rule for one of the applications augany “Tiagger pon w pan ¢
listed, select it and click << to add the port 24-Application Rules
information automatically. s O oo e A oy b

Harme Appdication Trigger Fort Proincal Firawadl Port Pregccol

Trigger Port: Enter the port number on which the ITrigger) IFivawa)
application will try to communicate out [
of the router. r

Application nama ¥ al a @
Application nama ¥ al o

Application nama = all ol

Protocol (Trigger): Select whether the application
communicates out using TCP or UDP. [
If you are unsure, select all.

Application nama % all ol
Application nama % all ol e

Firewall Port: Enter the port to open on the firewall.
This may be different to the Trigger port
if the application communicates back to
the router using a different incoming port.

Bpplicetion nama = al ol

Bpplication nama & al ™ ol e

HEEEEREE

Applicetion name ¥ @l -

Protocol
(Firewall): Select whether the application communicates in using TCP or UDP. If you are unsure, select all.
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Configure MAG Filtering
below:

MAC Address:

DHCP Client List:

MAC Address Filter

The MAC (Media Access Controller) Address filter option us used to control network access based on the MAC Address of the network
adapter. A MAC address is a unique ID assigned by the manufacturer if the network adapter. This feature can be configured to ALLOW
or DENY network/internet access.

Select whether to Turn MAC Filtering
OFF, Turn MAC Filtering on and
ALLOW computers listed to access
the network or Turn MAC Filtering
ON and DENY computers listed to
access the network.

Enter the MAC address of the
adapter of the desired machine. It
should be entered in the format of
12:34:AB:CD:56:78.

If the machine you want to create a rule
for is a DHCP client, it will be listed in
the drop-down menu. To easily add it
to the list, select it from the menu and
click << to have the MAC added for you
automatically.

Sdvanced Semings  MAC Sddress Fiker

MAC Address Filter

Tieme aTcers

H.MAC Filtering Rules

Fmiasirarug s roibier of ks that ean b creled: 24
MAC Address DHCP Client List

Carpuier Hame
Caarr pariir Mame
Coafrpaster Mame
Carrpuier Hame

Carparier Hame

] La] [2] [2] [=
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Website Filters

Website Filters are used to allow you to set up a list of allowed Web sites that can be used by multiple users through the network. To use
this feature select to Allow or Deny, enter the domain or website and click Add, and then click Save Settings.

Configure Website Select Deny or Allow computers access to
Filter Below: only these sites.

(B rome V(L0 Hitwion Map i

Advanoed Semicgn Wil Filnar

Website URL: Enter the URLs that you want to allow or 9
deny.
Wedbsite Filter

The Weteii Filter aption alows pou b Set up 3 B5k of Wab 216 you would i b slow of deny Ihhaugh jais nebaark.
24 WEBSITE FILTERING RULES
Configuna WWebcio Filer balow

Tum QT WCDSGITE TLTCRING b

Peranng nimber of niles {hol san b creaied 24

Website UAL
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Firewall Settings

A firewall protects your network from the outside world. The D-Link DWR-117 offers a firewall type functionality. The SPI feature helps
prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain types of applications. If you choose
to expose a computer, you can enable DMZ. DMZ is short for Demilitarized Zone. This option will expose the chosen computer completely

to the outside world.

Enable SPI: SPI (Stateful Packet Inspection, also
known as dynamic packet filtering) helps
to prevent cyber attacks by tracking more
state per session. It validates that the traffic
passing through the session conforms to
the protocol.

DMZ IP Address: Check the Enable DMZ box and specify
the IP address of the computer on the LAN
that you want to have unrestricted Internet
communication in the DMZ IP Address
field. Use the drop-down menu to specify a
host that currently has a DHCP lease from
the DWR-117. If this computer has obtained
its IP address automatically using DHCP, it
is a good idea to make a static reservation
on the Network Settings page so that the
IP address of the DMZ machine does not
change.

Firewall Rules: Use this section to create rules that deny or
allow traffic from passing through the device.
See the following page for information on
how to create firewall rules.

Advoncesd Semings  Frewnll Satfings

FIREWALL & DMZ SETTINGS

Firewall Sattings
Erable 521; &

OMZ Hast

Enabla DRG:

T P &iddress:
DT IF Addrass:
24-Firewall Rulzs
Fismresmg rumibssr 1 rubss tht can e crastsd
Blame AT Sourca |P| S End)

Dast 1P| SmmEn) Progscal  Dast Par Range

Ay al

b CT
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To create a firewall rule, configure the parameters as described below:

Name: Enter a name for the firewall rule. 24-Firowali Rilos

Ranieg mviss o rubss that e b erated 21

-

Action: Use the drop-down menu to specify if the router
should Allow or Deny traffic matching the B S WSt T ol i G, 1
firewall rule. O pre a e :

Source IP: Enter the IP addresses of the machines where ot =

(Start/End) the packets will originate. If you are entering a
single IP address, enter it in both the Start and
End fields.

AN AN [

Dest IP Enter the IP addresses of the machines where
(Start/End): the packets will arrive. If you are entering a
single IP address, enter it in both the Start and

End fields.

Protocol: Use the drop-down menu to select the protocol
that will be used for the firewall rule (TCP, UDP,
ICMP, or ALL).

Dest Port You can restrict which ports this rule will apply
Range: to in these fields.
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System Check

The System Check feature allows you to verify the physical connectivity on both the LAN and Internet interface.

Ping Test: The Ping Test is used to send Ping packets to test if a computer is on the Internet. Enter the IP Address that
you wish to Ping, and click Ping.

The results of your ping attempts will be displayed here.
Ping Result:

D-Link

Advanced Settings System Check

@

Ping Test

Fing Test sends "ping” packets to test a computer on the Internet.

Host Name or IP Address: g9 168 0 1

Ping Result

Enter a host name or IP address above and click Ping’

192.168.0.1 is alive

Cancel
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Device Information

This page displays the current information for the DWR-117. It will display the LAN, WAN (Internet), 3G WAN (Internet) and Wireless

information.

See the following for more information.

General: Displays the router’s time and firmware version.

3G WAN/WAN: Displays the MAC address and the public IP

settings for the router.

LAN: Displays the MAC address and the private (local)

IP settings for the router.

Wireless LAN: Displays the wireless MAC address and your

wireless settings such as SSID and Channel.

Athgrpad Sarikegs  Cosles ks

Device Information
AN of JTiw ket Brd NaRAINT 2 OnneeriCn tts 5 o d Spdaged on thia Sage The Fmisers rside & ol & splaged herg
oo Gersral
e
D
W VAN 5 35 WAH
sdr Hinin ehwrek M
s
W AT
o i o L T
o Eckdee Foer addrar
] awaEy - s - Jopp
: S
& LAN I WIRELESS
o1 G323 1E0 %
g
552 i
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Logs

The router automatically logs (records) events of possible interest in it’s internal memory. If there isn’t enough internal memory for all
events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows you to view the router logs. You
can define what types of events you want to view and the level of the events to view. This router also has external Syslog Server support
S0 you can send the log files to a computer on your network that is running a Syslog utility.

Save Log
File:

Log Level:

First Page:

Last Page:

Previous:

Next:

Clear:

Link to Email
Log Settings:

Click the Save button to save the file to your
hard drive.

There are three levels of message importance:
Informational, Warning, and Critical. Use the
radio buttons to select the levels that should be
displayed in the log.

Click this button to view the first page of the log
file.

Click this button to view the last page of the log
file.

Click this button to view the previous page of the
log file.

Click this button to view the next page of the log
file.

Clears all of the log contents.
The user can click the button to “link to email log

settings” and save the logs to a local hard drive
or to a Syslog server.

Atvancad Sanings Lo
View Log
Thie Wi L o displays the aztidiias aclunng on tha DWR-11T
Save Log File
S Log FioTa Laval Herd Dree | Bove I
Log Level
Log Leval! =Critical P aming = Informatizn
LOG FILES

| Firsl Page | | Lol Page | Predas I Pleort I Clear “ Lkt Emoi Lag Settivgs |

paga 1ol
Tirse Event

Dag 31 1600.16 Doeras bnaking dioliod

Dac 37160016 URL Blacking disabled

Dac 31 1600016 PAAC Ml diaaiied

== Sysiem slxbed

i
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Statistics

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DWR-117 on the Internet, LAN
and Wireless connections. The traffic counter will reset if the device is rebooted.

F:‘i Network Map

Advanced Settings Statistics

Traffic Statistics

Traffic Statistics display Receive and Transmit packets passing through the Device.

Receive Transmit
Internet 0 Packsts 2 Packets
LAMN 39494 Packets 39920 Packets
WIRELESS 11n 3055233 Packets 222664 Packets

m

D-Link DWR-117 User Manual 70



Section 3 - Configuration

Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is a conversation
between a program or application on a LAN-side computer and a program or application on a WAN-side computer.

NAPT Displays information about the NAPT Sessions on the router. Including the number of TCP Sessions, the number of UDP
Sessions: Sessions, and the combined number TCP and UDP NAPT Sessions.

NAPT Active Displays the IP address of the local application and the TCP/UDP packets being sent by the source IP address for each
Sessions: NAPT Active Session.

Advanced Semings  Imernet Sessions

o
Internet Sessions

Thes page deaplays Source and Destination sesssns passing thiough the dewce
MAFT Sessions

TCP Sessions: |

LWP Sessions : 0

Tatal: 1

MAFT Active Sessions
IP Address TCP Sessions UDP Sessions
152 168.0.404 1 (1
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection time and MAC address
of the connected wireless clients.

;I—i Network Map

Advanced Settings Wireless

Connected Wireless Client List

Wiew the wireless clients that are connected to the router. (A client might linger in the list for a few minutes after an unexpectad disconnect )

Number Of Wireless Clients:

MAC Address IP Address Mode Rate (Mbps)
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DWR-117 offers the following
types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK(Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).
The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing algorithm and,
by adding an integrity-checking feature, ensures that the keys haven’t been tampered with. WPA2 is based on 802.11i and uses Advanced
Encryption Standard (AES) instead of TKIP.

* User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP regulates access to
a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple to be sniffed out and stolen. EAP is
built on a more secure public-key encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between
8 and 63 characters long. The password can include symbols (1?*&_) and spaces. This key must be the exact same key entered on your
wireless router or access point.

WPA/WPAZ incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public
key encryption system to ensure that only authorized network users can access the network.
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Adding a Wireless Device with the WPS Wizard

From the Advanced Settings screen, select Wi-Fi Protected Setup then
click Connect your Wireless Device. i

Step 1: Select Conflguration Method for your Wireless Network

Flaer nalact o of IOBATY CORIGA"S B FRIN 0 24 Filel 0 2000 LK

Fap (T Seluci it opi 21 § y0x smEEE CReCE BRgporn AFE VAR Foieded Segp|

Warasl © B200 i oph 80 & B B0 Tod JUTE S 00 OTIWE N 00 K BN TN A RO O 1T Ry

Select Auto to add a wireless client using WPS (Wi-Fi Protected Setup).
Once you select Auto and click Connect, you will have a 120 second

time limit to apply the settings to your wireless client(s) and successfully L —
establish a connection. Step 2: Connect your Wilsless Davice
If you select Manual, a settings summary screen will appear. Write down SRS
the security key and enter this on your wireless clients. sl
kel iy

T ,,«_-l_s-.-u.mr;t.p |

PIN: Select this option to use PIN method. In order to use this method
you must know the wireless client’s 8 digit PIN and click Connect.

Arvmeaal Ewibonn  NF] Protacie) Sy

Etep 2: Connect your Wireless Device

PBC: Select this option to use PBC (Push Button) method to add a Bt o o ko Ao s e e
wireless client. Click Connect. T
EEm
'{“F.B:-
=3
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Configure WPA-Personal (PSK)

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish wireless connectivity
before enabling encryption. Your wireless signal may degrade when enabling encryption due to the added overhead.

1. Log into the web-based configuration by opening
a web browser and entering the IP address of the ~ “Wireless Security Mode
router (192.168.0.1). Click on Advanced and then click Security Mode: | Enable WRAMPA2 Wieless Secuityfenhanced)

Wireless Settings.

2. Select Enable WPA/WPA2 Wireless Security
(enhanced) from the Security Mode drop-down menu.  WPA Setting

B mgares FISmng 19 uss migh grade §ncrypon snd sulhent cAlion

3. Select Auto(TKIP/AES), TKIP, or AES from the

Cipher Type drop-down menu. If you have wireless e AT B
clients that use both types, use TKIP/AES. PSKIEAP: | psk v

HEPark i ssssssssssssssssnas
4. Select PSK from the PSK/ EAP drop-down menu. e

5. Enter a key (passphrase) in the Network Key

field. The key is entered as a pass-phrase in either ASCII or HEX format. If using ASCII format the pass-phrase must be between 8-63
characters. If using HEX format the pass-phrase must be 64 characters. The ASCII or HEX pass-phrase must be the same at both ends
of the wireless connection.

6. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose connectivity until
you enable WPA-PSK on your adapter and enter the same passphrase as you did on the router.
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Configure WPA-Enterprise (RADIUS)

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish wireless connectivity
before enabling encryption. Your wireless signal may degrade when enabling encryption due to the added overhead.

1. Log into the web-based configuration by opening
a web browser and entering the IP address of the

. . Wlreless Security Mode
router (192.168.0.1). Click on Advanced and thenclick =

Wireless Settings. Swcurity Made: | Enabls WRANVPAT Wirsless Sacuntiantancad) &
2. Select Enable WPA/WPA2 Wireless Security
(Enhanced) from the Security Mode drop-down menu. P4 Setting
3. Select Auto(TKIP/AES), TKIP, or AES from the  WFawRAZ e statons o use g grads sncopion s athetizaon
Cipher Type drop-down menu. If you have wireless Cigher Typs: | aLTamUPRES) =
clients that use both types, use TKIP/AES. SR —
4. Select EAP from the PSK / EAP drop-down menu. RANIIIE Sarvar IP Address:
Porm:
5. Enter the IP Address of your RADIUS server in the
RADIUS Server IP Address field. Shared Seres

6. Enter the port you are using with your RADIUS server in the Port field.
7. Enter the security key in the Shared Secret field.

8. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose connectivity until you
enable WPA-Enterprise (RADIUS) on your adapter and enter the same passphrase as you did on the router.
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Connect to a Wireless Network
Using Windows Vista®and Windows® 7

Windows Vista® or Windows® 7 users may use the built-in wireless utility. If you are using another company’s utility or Windows® 2000,
please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site
survey” option similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the

center of the bubble to access the utility. Nak Connected
L‘. Wireless networks are available.
=

or

Connect to a network

Right-click on the wireless computer icon in your system tray (lower-right Metwork and Sharing Center
corner next to the time). Select Connect to a network.

"ﬁl Léwi PM

B %y [ Friday

M 8772007

=
The utility will display any available wireless networks in your area. Click (il i
ona network (d|Sp|ayed USIng the SSID) and C“Ck the Connect button Ciscorrect ar conmsd to anather nenwark
Sheen | 81 3
If you get a good signal but cannot access the Internet, check you TCP/ i T 1
IP settings for your wireless adapter. Refer to the Networking Basics - '
section in this manual for more information. 5 oo il
E' T iy ooy erdsiod sctmak "]
| Conamg | | Comcal
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Configure WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your wireless
adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista® Wireless Utility by right-clicking on the
wireless computer icon in your system tray (lower right corer of
screen). Select Connect to a network.

Mot Connected

L' Wireless
-

Connec

Metwork and Sharing Center

networks are available,

tto a network

;-Fi] 1401 Pl
Ty [ Frday
W 8772007

2. Highlight the wireless network (SSID) you would like to connect kgd §  Connectio s netwurk
to and click Connect.
Disoominess oF connedt [o another network
Seon (&) - 5
E" VONPtact e scuned netwsnrk il i
T U ecured netincal ol
El tuesdwy Trunty- anablid fatwork o1l
Zeu 8 conneclign ou nefwoak
Spsa tiderdoang Shaing Ceris
Cainmt n‘_mcﬂ_
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3. Enter the same security key or passphrase that is on your router and click
Connect.

It may take 20-30 seconds to connect to the wireless network. If the connection
fails, please verify that the security settings are correct. The key or passphrase
must be exactly the same as on the wireless router.

-

K ¥ Comectionnetwk

Type the rabwork security key or passphrase for Candy

The o whio setup thes aetmdrk Can pive Yo e bey of prsphinse

Saruriny ey of b

Display chanmcters

=  Hyou hoew a USE fAush difes with neteork settings for Candy, insart & now.

[ Sames

fpmird
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Connect Using WCN 2.0

The router supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista®and Windows® 7. The following instructions for setting this
up depends on whether you are using Windows Vista® to configure the router or third party software.

When you first set up the router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection, the router must
be both enabled and configured. There are three basic methods to accomplish this: use Windows Vista’s built-in support for WCN 2.0,
use software provided by a third party, or manually configure.

If you are running Windows Vista®, log into the router and click the Enable checkbox in the Advanced > Wi-Fi Protected Setup window.
Use the Current PIN that is displayed in the PIN Settings section of Advanced > Wi-Fi Protected Setup window or choose to click the
Generate New PIN button or Reset PIN to Default button.

PIN : 00070225

Reset PIN to Defaulk ] [ Generate Mew PIN

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished, proceed to the next
section to set up the newly-configured router.
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Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service Pack 2
users. If you are using another company’s utility or Windows® 2000, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a “site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-right
corner next to the time). Select View Available Wireless Networks.

The utility will display any available wireless networks in your area. Click
on a network (displayed using the SSID) and click the Connect button.

If you get a good signal but cannot access the Internet, check you TCP/IP
settings for your wireless adapter. Refer to the Networking Basics section
in this manual for more information.

1 Wireless networks detected

One or more wireless networks are in range of this computer.
To see the list and connect, dick this message

Change Windows Firewall settings
Open MNetwork Connections

Repair
Yiew Available Wireless Networks

' Warsleas Metwark Leanneciien i (3]

i "I:' Cleose a wirsless network
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Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If you are joining an
existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-
clicking on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available Wireless

Networks.

2. Highlight the wireless network (SSID) you would like to connect

to and click Connect.

Change Windows Firewall settings

Open Metwork Connections

Repair

Yiew Available Wireless Networks

i Wi Hetwork Lonrection &

8 hetwark Tachs

& Fuhesh e b

Loy -
peefered nelworts

P Crarge sl
Fetings

Choose a wireless nebwork

Dk 3 Thery i e brd bedos o conrect o s pineless mebaork m range or by oet o

dsmapan
(crlm ]
Uraeosed rarsess retmack i'.ll;lu
Eui'e:l i
LU Al A E T lJlJ:'“
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the WPA-PSK
passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the connection
fails, please verify that the WPA-PSK settings are correct. The WPA-PSK
passphrase must be exactly the same as on the wireless router.

Wireless Network Connection

The network 'test1’ requires a network key {also called a WEP key or WPA key). 4 network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then click Connect.

Metwork kev: I |

Connect ][ Cancel ]
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Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DWR-117 Read the following
descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you have a different operating system,
the screen shots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on the Internet or have
to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must be on the same
IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 7.0 or higher

* Opera 8.5 or higher

* Safari 1.2 or higher (with Java 1.3.1 or higher)
* Firefox 3.0 or higher

* Google Chrome 8.0 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a different cable or
connect to a different port on the device if possible. If the computer is turned off, the link light may not be on.

* Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate, Norton Personal
Firewall, and Windows® XP firewall may block access to the configuration pages. Check the help files included with your firewall software
for more information on disabling or configuring it.
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 Configure your Internet settings:

* Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click the button
to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button. Make sure
nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.

* Close your web browser (if open) and open it.

» Access the web management. Open your web browser and enter the |IP address of your D-Link router in the address bar. This should
open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30 seconds and
try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?
If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the factory defaults.
To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip to hold the

button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30 seconds to access the
router. The default IP address is 192.168.0.1. When logging in, the username is admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive e-mails when connecting through my router?

If you are having a problem sending or receiving e-mail, or connecting to secure sites such as eBay, banking sites, and Hotmail, we suggest
lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, efc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you'll have to do a special ping of the destination you’re trying to go to. A destination could be another
computer, or a URL.

¢ Click on Start and then click Run.

» Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in emd) and press Enter (or
click OK).

* Once the window opens, you’ll need to do a special ping. Use the

fO”OWIng SyntaX: C=“\>ping yahoo.com —f -1 1482
Pinging vyahoo.com [66.94.234.13]1 with 1482 hytes of data:

ping [url] [-f] [-1] [MTU value]

Packet needs to be fragmented hut set.

Packet needs to be fragmented hut set.

. Packet needs to be fragmented hut set.

Example: plng yahoo_com -f -| 1472 Packet needs to he fragmented bhut set.

Ping statistics for 66.94.234.13:

Packets: Sent = 4. Received = B, Lost = 4 (188x loss).
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = @mz, Average = Bms

You should start at 1472 and work your way down by 10 each time. Once you
get a reply, go up by 2 until you get a fragmented packet. Take that value and
add 28 to the value to account for the various TCP/IP headers. For example, (St Rt R e A I e
lets say that 1452 was the proper value, the actual MTU size would be 1480, gggﬁ fron 66.94.233-13: };ggggjﬂgg Cime—odns TIL22,

i i i ’ i i = Reply from 66.94.234.13: hytes=1472 time=12%ms TTL=52
which is the optimum for the network we’re working with (1452+28=1480). e o e 94 a3 1a: Dt e taans TTimcs

Ping statistics for 66.94.234.13:

C=~>ping yahoo.com —f -1 1472

Once you find your MTU, you can now configure your router with the proper Packets: Sent = 4, Received = 4, Lost = @ <Bx loss).
. Approximate round trip times in milli-—seconds:
MTU Size. Minimum = 93ms. Maximum = 2B@3ms. Average = 132ms

C=n>
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To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.
* Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page for the device.
* Click on Setup>Internet and then click Manual Internet Connection Setup.
* To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

e Test your e-mail. If changing the MTU does not resolve the problem, continue changing the MTU in increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless connectivity within
your home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link wireless family of products
will allow you to securely access the data you want, when and where you want it. You will be able to enjoy the freedom that wireless
networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of wires.
Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee shops and universities.
Innovative ways to utilize WLAN technology are helping people to work and communicate more efficiently. Increased mobility and the
absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop systems
support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to use servers,
printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio frequency
to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link delivers the
performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But wireless
technology has restrictions as to how you can access the network. You must be within the wireless network range area to be able to
connect your computer. There are two different types of wireless networks Wireless Local Area Network (WLAN), and Wireless Personal
Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has a small
antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point as seen in the picture,
the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve places like manufacturing
plants, industrial locations, college and high school campuses, airports, golf courses, and many other outdoor venues.

Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30 feet away.
Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use nearly as much power

which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other devices that operate
on batteries.
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Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home, office, business, D-Link
has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check e-mail, instant message, and etc
* Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
* Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's becoming so popular
that more and more public facilities now provide wireless access to attract people. The wireless connection in public places is usually
called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote locations like: Airports,
Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to start. That’s why
we’ve put together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to place the router/
access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have a two-story home, you may
need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access point.
This would significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on the WPA or
WEP security feature on the router. Refer to product manual for detail information on how to set it up.
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Wireless Modes

There are basically two modes of networking:

¢ Infrastructure — All wireless clients will connect to an access point or wireless router.

¢ Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network adapters on
each computer, such as two or more DWR-117 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the wireless
router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in Ad-Hoc mode to
communicate.
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Networking Basics

Check your IP address

After you install your adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP server (i.e. wireless
router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the BRSNS R IIoS
default gateway of your adapter. e noright 1985 2061 Hiowosoit comn.

If the address is 0.0.0.0, check your adapter installation,  GESHEEEIZIENE R RFEpE RIS
security settings, and the settings on your router. Some LRSI R
firewall software programs may block a DHCP request on S Py o
newly installed adapters. Connection-specific DNS Suffix . : dlink
IP Address. . . . . . . . . . . . = 18.5.7.114

Subnet Mask : 255,955 255 @
Default Gateway : 18.5.7.1

C:~Documents and Settings>_

D-Link DWR-117 User Manual 93



Appendix B - Networking Basics

Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows Vista®-  Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP - Click on Start > Control Panel > Network Connections.

Windows® 2000 -  From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN IP address on your
router.

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X [l s
where X is a number between 2 and 99. Make sure that the number you choose is not in use on RS =
the network. Set Default Gateway the same as the LAN IP address of your router (192.168.0.1). | e i sescent ot o it oo

the sppropass IP el

~1 Dbt an P ardessy otomsbraly

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The Secondary ] Ui beboring P oidess

DNS is not needed or you may enter a DNS server from your ISP. IF adezs EL
Sisbived ek Mo M5 ML, O

Step5 ELEFE Lo L L 1

Click OK twice to save your settings.

1 Ut e bolowaing [HIG st sdcbesses
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Copyright ©2011 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device
may not cause harmful interference, and (2) this device must accept any interference received, including interference
that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate this equipment.

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to channels 1 through 11.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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The following four 3G cards have passed co-located EMF/RF exposure tests with this device and can be used with this device. Other 3G
cards may or may not comply with the FCC rules. Please consult your manufacturer before purchase.

The EUT can be applied with one 3G 1XEV-DO Card and the following three different models can be chosen,; therefore emission tests are
added for simultaneously transmitting between the wireless LAN and 3G 1XEV-DO function. The emission tests have been performed at

the worst channel of both the WLAN and 3G 1XEV-DO, and recorded in the report.

Brand name Model name FCC D MCC D
O-Link ChyhA-156 KA 156 CCAF103G0Z240T1
O-Link Cryhd-152 RAZMNRTE2 CCAFO9EGOZ30TE
HLUAWYE E1a80 QISETE0 CCAHOSIGO1R0TO
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Industry Canada Statement
This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions:
1) this device may not cause interference and
2) this device must accept any interference, including interference that may cause undesired operation of the device
This device has been designed to operate with an antenna having a maximum gain of 2.91dBi. Antenna having a higher gain is strictly prohibited per
regulations of Industry Canada. The required antenna
impedance is 50 ohms.
To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the EIRP is not more than required for
successful communication.
IMPORTANT NOTE:
IC Radiation Exposure Statement:
This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.

Ce dispositif est conforme a la norme CNR-210 d'Industrie Canada applicable aux appareils radio exempts de licence. Son fonctionnement est sujet aux
deux conditions suivantes: (1) le dispositif ne doit pas produire de brouillage préjudiciable, et (2) ce dispositif doit accepter tout brouillage regu, y compris
un brouillage susceptible de provoquer un fonctionnement indésirable.

Ce dispositif a été congu pour fonctionner avec une antenne ayant un gain maximal de dB [2.91]. Une antenne a gain plus élevé est strictement interdite
par les réglements d'Industrie Canada. L'impédance d'antenne requise est de 50 ohms.

NOTE IMPORTANTE: (Pour l'utilisation de dispositifs mobiles)

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un environnement non contrélé. Cet équipement doit étre
installé et utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et votre corps.
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