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| nstruction M anual

Federa Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiated radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference by

one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure continued compliance, (example — use only shielded interface cables when
connecting to computer or peripheral devices). Any changes or modifications not expressly approved by the

party responsible for compliance could void the user’ s authority to operate this equipment.

FCC Radiation Exposure Statement
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This

equipment should be installed and operated with minimum distance 20 cm between the radiator & your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,

including interference that may cause undesired operation.
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1. Introduction

Based on IEEE 802.11b, WLAN Access Points provide a cost effective way for mobile users to connect to
their corporate Ethernet-based LANs. With the slick Windows based user interface designs, corporate IT
specialists can easily deploy and manage WLAN Access Points in their environments. In addition to corporate
uses, WLAN Access Points are for applications in public areas such as airports, hotels, fast-food restaurants,
etc. People with mobile computers can use services offered by WLAN Access Point within these areas to
connect to the Internet with virtually no effort. Please read this manual to get familiar with the WLAN Access Point.

This manual contains detailed instructions in operation of this product. Please keep this manual for future reference.

1.1 Package Contents

The WLAN Access Point includes the following items:
a. WLAN Access Point
b. The CD including:
1. WLAN Access Point Utility & Driver software
2. User’ s Manual (this document)

c. USB Cable

1.2 Features

e Plug and Play installation

e Roaming function provides full mobility

e Control via USB port

e Data packets bridging between an IEEE 802.11b wireless network and an Ethernet network
e Windows-based user interfaces for configuration, and monitoring

e Wireless data encryption with 64 and 128 bits encryption for security

e Dual antennas with diversity function

e Supports RTS threshold control for better throughput

e Auto fallback data rate under noisy environment

e Supports SNMP utility management

1.3 System Requirement

e Computer with USB support or Ethernet connection
e Windows 98, Windows ME, Windows 2000, Windows XP.



1.4 Hardware Description

e This section mainly describes the hardware of WLAN Access Point.

The physical dimensions of the WLAN Access Pont is: 145mm(W) X 85mm(D) x 26mm(H)
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WLAN/LAN
Indicators

-
Power I ndicator

Thefront panel consists of LED Indicators.

e Reset Button
The reset button is located at the rear side of WLAN Access Point, when pressing one second
on this reset button, you can reset the WLAN Access Point, this action takes place after a user makes

configuration changes in order to initiate the changes. And when keeping pressing six seconds on this

reset button, you can restore the factory default values of the WLAN Access Point.

Chapter 2 Connecting the WLAN Access Point to Your Network

1. Locate an optimum location for the WLAN Access Point. The best place for your WLAN Access Point is
usually at the center of your wireless network, with line of sight to all of your mobile stations.

2. Fix the direction of the antenna. Try to place it in a position, which can best cover your wireless network.
Normally, the higher you place the antenna, the better the performance will be. The antenna’ s position
enhances the receiving sensitivity.

3. Connect an RJ-45 connector to the WLAN Access Point. Then, connect the other end of the Ethernet
cable to a switch or hub. The WLAN Access Point will then be connected to your 10/100 Network.

4. Connect USB cable to the WLAN Access Point. Then, connect the other end of USB cable to your
computer.

5. Connect the AC Power Adapter to the WLAN Access Point s Power Socket. Only use the power adapter
supplied with the WLAN Access Point. Use of a different adapter may result in product damage.

6. The Hardware Installation is complete.



Chapter 3 Configuring the WLAN Access Point

The WLAN Access Point can be configured one of two ways, through the AP Utility or the SNMP Manager.
AP Utility

The AP Utility can be used when configuring the WLAN Access Point through a USB connection and is
compatible with Windows 98, Windows ME, Windows 2000, Windows XP.

SNMP Manager

The WLAN Access Point SNMP Manager can be used when configuring the WLAN Access Pointthrough an
Ethernet connection and is Windows 98, Windows ME, Windows 2000, Windows XP.

DEFAULT SETTINGS:

IP Address: 192.168.168.10
SubNet Mask: 255.255.255.0
ESSID: AP



Chapter 4 Installing the USB Drivers for the WLAN Access Point

4.1 Installing the Driver Software

1. Windows OS will automatically identify the WLAN Access Point, once USB Cable is connected to the PC,
and prompt you to install the necessary driver.
Make sure that the Setup CD is inserted into your CD-ROM drive and click the

Next button on the Add New Hardware Wizard screen to proceed.

| Fotieh pl=ie plEid ey sii= Yy

Welcome to the Found New
Hardware Wizard
This wizard helps you install software for:

DFU DEYICE

'] If your hardware came with an installation CD
L= or Hoppy disk. insert it now.

“Wwihat do you want the wizard to do’?

®install the software automatically (A ecommendedE

() Install fram a list or gpecific location [Advanced]

Click Mext to continue.

[ Mext > ] l Cancel ]

2.  Windows will now search for the driver. After Windows has acknowledged finding the driver, click the

Next button.
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Pleasze wait while the wizard installz the zoftware__. -
_\> DFU DEVICE




3. Windows will now install the driver files. Click the Finish button when completed.

| Fotiieh pl=e plides = Vs

Completing the Found New
% Hardware Wizard
3

The wizard hasz finished installing the software for:

_\> DFU DEVICE

Click Finizh to close the wizard.

Chapter5 WLAN Access Point Utility

The WLAN Access Point Utility is provided to allow you further customization of the WLAN Access Point through
USB port or Ethernet port.

5.1 Install WLAN Access Point Utility

1. Toinstall the WLAN Access Point Utility, first put the Setup CD into your CD-ROM drive.
2. Sdect Run from the Start menu. Type“ EAWLAN Access Point\Utility\Setup.exe” in the Open
box (where is your CD-ROM drive) and click OK.

FeEve o % = n o Y 3 v
= WILAN Access Point - InstallshieldiWizand| J

Extracting Files
The contents of this package are being extracted.

Please wait while the InstallShield Wizard extracts the files needed ko install WLAM
Access Poink on your compuker. This may take a few moments.

Reading contents of package...

Cancel




3. This will bring up the Welcome screen. After reading this screen, click the Next button to continue.

InstallShield Wizarnd Bi

Welcome to the InstallShield Wizard for WLAN
Acceszsz Point

The InztallShield® \wfizard will install WLAM Access Paint
on vour computer. To continue, click Hest,

Cancel

4. The Destination screen will show you the default destination chosen by the utility. If you should want to

install this in another location, click the Browse button and select an alternate destination. When you are
ready to continue, click the Next button

RSt hield Wi zard ]

Chooze Destination Location

Select folder where Setup will inztall files.

Setup will install \WwWLAN Access Paint in the fallowing folder.

To install to this folder, click Mesxt. Toinstall to & different folder, click Browse and select
atwother falder.

i Drestination Faolder -

C:h U AB0211 Wireless LaM\WWLARN Access Paint Browse...

< Back

Cancel ]




5. The next screen will show the Program Folder that the utility will use. If you want to put the utility in
another Program Folder, click an Existing Folder or, if you don’ t want to run this out of a Program Folder,

delete the Program Folder name. Then, click the Next button to continue.

Select Program Folder
Fleaze select a program folder.

Setup will add program icons to the Program Falder listed below. “ou map type a new falder
name, or zelect one from the existing folders list. Click Mext to continue.

Proaram Folders:

Adminiztrative Tools
Games
Startup

|rEtallS hield

< Back I Mest > I Cancel

6. The Utility has now been installed. Then complete installation.

InstallShield Wizard Complete

Setup has finished inztalling WLAN Access Point on your
carnpuker.

Cancel




5.2 Configuring the WLAN Access Point with USB Port / AP Utility

AP Utility location:
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The AP Utility consist of:
1. Code Download (Firmware upgrade):

2. Utilities (Configuring WLAN Access Point):

G e Maneger
[ Tee chent

k,a_:";]-Lﬂq i @ Tn.m{?-l'l' Cosngular

LR Uity

IItilities

Configuration

Cormatds

FRezet AP

Restore Default:

i Infarmation -

Firrmarare “Werzion | 00116
AP Utility ersion | 0052

Firrmwware Upgrade -
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Code Download (Firmware upgrade):
The WLAN Access Point firmware upgrade can be done through the USB port with AP Utility.

1. Click“ ..% button and a dialog box appeared. Select the firmware file as AP Utility, which you want to
upgrade your WLAN Access Point. Then click “Open” button

2. Click “Download” button to process firmware upgrade

[ﬁ AP Utility x|
tilities Information

Firresare Wersion | 007116

Configuration ‘
AP Utility Wersion | 0052
Commands Firrnwware Upgrade
Firrmaare File
Eest D:\APST Dfirmnwwares 001 164
Restore Defaults Diownload

3. The AP Utility process firmware upgrade now. Please wait for a moment.
4. Firmware upgrade completed.

Caution: Do not unplug the power adapter of AP, during the firmware upgrade.

Utilities (Configuring Wireless AP):
A. Under the window that appears, there are two options:
The “Get” button in order to view the current parameters of the Wireless AP

The “Set” button to download any changes to the Wireless AP.

B. Configuration Settings: Click “ Configuration” bottom, then the “ Identifier” and “Vaue’ column
display Wirdess AP s status. From this screen, you can view the status information and modify
the Wireless AP state.



Identifier | Value Get
MAT Address 00-00-1c-aa-bb-09
Eegulatory Domsain MEE1
Eth_IP_Address 192.162.168.10 Set
Eth_Subkdaszk 2552552550
Wirel ESSID AP
AutoFateFallBack Enable

Wirel Chanmel 7

Wirel FragmentationThreshold 2346

Wire]l Ft:Threshold 2347

WEF type Diizabled

WEFP Eex Eewl

Eevl

Eev 2

Eew 3

Eew 4

Preamble Long
AuthenticationType Both Tape

A ecessPointame Becess Poimt (802,110
CperationalFatelet 55kb, 11 MMb
EeaconPeriod 100

DTIM 2

Antenna Diiversity
Cperational Mode Accesz Point

Weer Commndty public

Usar Lccess: READ ONLY

A dmnindsteator Comomndty public

A dmindstrator Sccess: REATWWERITE
Dhep Client Dizable

Primarys Port Ethemet

Preferred BEEID 00 00 00 00 00 00
S3ID Broadoasting Enable

MAC Address. The MAC Address of the WLAN Access Point. Unique 48-bit, hard-coded
Media Access Control address known as the station identifier.

Regulation Domain. Different Country and region

Eth_IP_Address. The IP Address of the WLAN Access Point. Network assigned Internet Protocol
address of the WLAN Access Point.

Eth_SubMask. The Ethernet Station and the WLAN Access Point must be on the same subnet.
The IP address for the WLAN Access Point must correspond to the Subnet Mask.

Subnet Mask consists of four sets of three digits that divide a network into subnetworks.
Wirel_ESSID. The ESSID (up to 32 printable ASCII characters) of the unit is a string used to
identify a WLAN. The ID prevents the unintentional merging of two co-located WLANS.
AutoRateFallBack. Select Enable or Disable. When this is enabled the transmission rate is
defined by the past transmission status.

Wirel_Channel. Select the channel to be used. The channels differ from country to country.

» Wireless Fragmentation Threshold: The size at which packets will be fragmented.

Choose a setting within a range of 256 to 2346bytes.This is the option for the Fragmentation

Threshold activation.

» Wireless RTS Threshold: Minimum packet size to require an RTS (Request To Send).

For packets smaller than this threshold, an RTS is not sent and the packet is transmitted

directly to the WLAN. This is the option for the RTS Threshold activation.

* WEP type: The Wired Equivalent Privacy Algorithm (64 or 128 bits).
* WEP key: The WEP key if the WEP option is enabled in order to activate WEP encryption for

transmissions between the stations and the WLAN Access Point.
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* WEP Keys #1 - #4: Follow the steps below to set your WEP:
(1) Select the Encryption type: 64bit or 128bit from WEP type.
(2) Type WEP Key: If you select 64bit, you must type 10 values in the following range (0~F) from Key1l to
Key 4 space. Besides, if you select 128 bit, you must type 26 values (0~F) in each WEP Key from Key 1
to Key 4. Please note that all the WEP Keys (keyl~key4) have to be flled.
(3) Select WEP Key: Select one of WEP Key from Keyl to Key4 for using.

» Preamble: Select Short or Long Preamble Type. Preamble is the first subfield of PPDU,
which is the appropriate frame format for transmission to PHY (Physical layer).
There are two options, Short Preamble and Long Preamble.

» Authentication Type: Select Open System or Shared Key Authentication Type.

a. Open System: With this setting any station in the WLAN can associate with a WLAN Access Point
and receive and transmit data (null authentication).

b. Shared Key: With this setting only stations using a shared key encryption identified by the
WLAN Access Point is allowed to associate with it.

c. Both: With this setting stations communicate with or without data encryption.

» Access Point Name: Type the Wireless AP’ s name.

« Operational Rate Set: By default the unit adaptively selects the highest possible rate for transmission.
In case of obstacles or interference, the system will step down. Select the basic rates to be used
among the following options: 1 - 2 (Mbps), 1 -2 - 5.5 — 11 (Mbps). Select the Operational Rate set
among the following options, “5.5Mb , 11Mb" (1 -2 -5.5 - 11 Mbps) or “1Mb , 2Mb" (1 - 2 Mbps).

« Beacon Period: Set the Beacon Period parameter, which specifies the duration between beacon packets
(milliseconds). The range for the beacon period is between the range 20-1000 with a typical value of 100.

» DTIM: Set the DTIM period. Determines at which interval the AP will send its broadcast traffic.

Default \alue is 2 beacons.

« Antenna: Set the Antenna among the following options Left, Right or Diversity, to determine which
antennas are used for reception. (Antenna figure shown as in below)

» Operational Mode: Set one of the following operational modes for the WLAN Access Point.

» Access Point
» Wireless Repeater
For more information on each mode of operation see “Chapter 7 Application and Note”.

» User Community: Indicates the user’ s password. The default password is “public”

» User Access: Indicates the user s access for READ only right.

» Administrator Community: Indicates the administrator’ s password. The default password
is “public”.

» Administrator Access: Indicates the Administrator’ s access for READ/WRITE rights.

» Dhcp Client: Enable/Disable automatic IP Address assignment by the DHCP server Primary Port:
Determines the WLAN Access Point' s IP Address.

» Primary Port: The interface, which determines the DHCP server (Ethernet Port/Wireless Port).

 Preferred BSSID: Remote MAC Address for connection, in Wireless Repeater operational mode.

1



» SSID Broadcasting: Enable or disable SSID broadcasting.

NOTE:
l Right side antenna

Left side antenna \

\

5.3 Configuring the Wireless AP with Ethernet Port / SNMP Utility

SNMP Utility location:
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Start SNMP Manager function:

1. Connect an Ethernet station and the WLAN Access Point on the same subnet.
Also the IP address for WLAN Access Point must correspond to the Subnet mask.
NOTE: When connecting to AP, you need to make sure if the station IP address and the Subnet mask

are configured properly.

2. Execute SNMP manager application, under “ File ” menu:

a
O TTNECE SO CEEE SO @!
P Address ||
Carmrnunity ]
Autharity |USE,« L]
Ok Cancel




e Connect to Access Point: Directly connect with the Wireless AP by first typing its
IP Address in the panel which appears and then at the Community field, type the appropriate

password (default password: public)

= o = i
LONNECE 0 ACCESS 0T

IP Address |192.1EE.1EE.1D

Community |*H'“'*

Autharity |Administratnr L]

0] 4 Cancel

Press “OK” button for connection

Note: In Authority mode, if selecting User mode, every menu in this SNMP Manager can be read only.

On the Administrator mode, user can read or configure those menus anytime.

* Find Access Point: This submenu allows you to find and connect with a WLAN Access Point
without the necessity of knowing its IP Address. Choose this submenu in order to find the

WLAN Access Point available for connection.

ATl e EE eSS RO LS E

MHame ] IP Address
20211 AP MWer. 0.0.1.1E) Access Point 192168.162.10

Cancel |

Select one of the available AP and press “Connect”. Then “Connect to Access Point” dialog appears.

Type the appropriate password (default password: public) in the Community field
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IP Address |192.158.158.m

Cormrnunity I**'***‘*

Autharity ]Administratnr j

0] Cancel |

Press “OK” button for connection
3. Now, if “Get Configuration done” appears below then you can use SNMP manager to configure the

Wireless AP.

'_.- Cuﬂlguralnﬂ doma 192155, 168,50 4

File Menu:
* Close Connection AP
Terminates the connection with the WLAN Access Point.
* Download Changes
When all the desired values of the parameters have been set you are able to download the
changes (save the changes) to the WLAN Access Point by selecting this submenu.
* Options
Defines the polling interval according to which the WLAN Access Point Configuration polls the WLAN

Access Point in order to update the statistics and the Associated Stations List.

Setup Menu:
» Bridge: under the “Bridge” submenu, there are two options:
a) IP Configuration

14



S B L e T AT ST RN j

MAC Address |
IP fddress | 192 168 . 168 . 10
IF Mask | 255255 255. 0

[ DHCP Client Enable

Primars Port

i Ethermet " Wireles=s
Configuration Port

v Ethemet [v Wireless

Cancel

« MAC Address. The MAC Address of the WLAN Access Point. Unique 48-bit, hardcoded

Media Access Control address known as the station identifier.

IP Address. The IP Address of the WLAN Access Point. Network-assigned Internet Protocol address
of the WLAN Access Point.

* |P Mask. The Ethernet Station and the WLAN Access Point must be on the same subnet.

The IP address for the WLAN Access Point must correspond to the Subnet Mask.

Subnet Mask consists of four sets of three digits that divide a network into subnetworks

DHCP Client Enable : DHCP client is enabled the IP Address field displays the IP Address that was

dynamically assigned to the WLAN Access Point by the network DHCP server and the IP Mask field

displays the IP Mask utilized by the network DHCP server. Additionally you have to select the Primary

Port which is the interface that determines the DHCP server.

« Primary Port: The interface, which determines the DHCP server (Ethernet Port/Wireless Port).

e Configuration Port: This function allows two different kinds of interfaces to do the AP setting.

Note: If changes are made, you need to “Download Changes” under the “File” menu in order to

save them.

b) Filtering
%

[~ IF Filtering

CE | Cancel

« I[P Routing: If the IP Routing is enabled, only the IP protocol packets will pass through the

WLAN and any other protocol will be filtered out.
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Note: If changes are made, you need to “Download Changes” under the “File” menu in order to

save them.

* Wireless LAN: Under the “ Wireless LAN’ submenu, there are three options:
a) Privacy Options

[- 233 Frigin gy Ly u_j _1 ﬂ“

Kevl
Kev 2

Kew 3
Kewd

Defaultkey |fey | -

WEP
" Enable 64 (" Enable 128 fo Tiizable

Cloze

E

* By choosing this option you must define the encryption key values of your choice. There are four
5 Hex digit encryption keys available if you select 64bit WEP or there are four 13 Hex digit encryption

keys available if you select 128hit WEP.
* The key is enabled only if you select it in the “ Default key” option. Enable the WEP (Wired Equivalent

Privacy) option in order to activate WEP encryption for transmissions between the stations and the

WLAN Access Point.

« WEP is an authentication algorithm which protects authorized Wireless LAN users against

eavesdropping.

Note: If changes are made, you need to “Download Changes” under the “File” menu in order to

save them.
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Cancel

ESSID: It is an ASCII string up to 32 characters used to identify a WLAN that prevents the unintentional
merging of two co-located WLANSs. The ESSID value must be the same in all stations and WLAN

Access Point in the extended WLAN.

Channel: The channels differ from country to country. Select the channel to be used.
* Fragmentation threshold: The size at which packets will be fragmented. Choose a setting within

a range of 256 to 2346 bytes.

RTS Threshold: Minimum packet size to require an RTS (Request To Send). For packets smaller

than this threshold, an RTS is not sent and the packet is transmitted directly to the WLAN.

This is the option for the RTS Threshold activation.

« Authentication Type: Select Open System, Shared Key, or Both
Open System: With this setting any station in the WLAN can associate with a WLAN Access Point

and receive and transmit data (null authentication).
Shared Key: With this setting only stations using a shared key encryption identified by the
WLAN Access Point is allowed to associate with it.
Both: With this setting stations communicate with the WLAN Access Point either with or without
data encryption.

« Preamble Type (Short/Long): Preamble is the first subfield of PPDU, which is the appropriate
frame format for transmission to PHY (Physical layer). There are two options, Short Preamble and
Long Preamble.

« Rates: By default the unit adaptively selects the highest possible rate for transmission.

Select the basic rates to be used among the following options 1 -2 - 5.5 - 11 (Mbps).

« Auto Rate Fall Back: When this is enabled the transmission rate is the optimum rate.

In case of obstacles or interference, the system will automatically fall back.
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« Regulatory Domain: The value of this field is already set and can not be modified.

* Advanced Button:

1
Cueriiinnil ool ﬂ

f* Access Point

-
" Wireles: Fepeater |

Cancel

Access Point: This Mode provides access from wireless stations to wired LANs and from wired LANs
to wireless stations. Furthermore, wireless stations within the range of the WLAN Access Point device
may communicate with each other via the WLAN Access Point.

Wireless Repeater:

This repeater is used as a bridge to connect two different Access Point. Besides, user can also do
wireless access by this repeater.

Preferred BSS: It is enabled only if you select the Wireless Repeater option. BSS corresponds to the

MAC Address of the desired WLAN Access Point.

Note: If changes are made, you need to “Download Changes” under the “File” menu in order to

save them.

c) Authorization Mac Addresses
For security reasons the WLAN Access Point has the ability to associate with authorized MAC

Addresses stations.

]
AATEO T S TR s = Lz

No | Mac Address |
1 00-00-1C-RA-EE-01

2 00-00-1C-44-BB-02 :
3 00-00-1C-44-BB-03 Load file

Do load,

et

Luthorization Table
Enable

v
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» “Load file” button in order to load a file with the MAC Addresses that can be associated with the
WLAN Access Point (Authorized MAC Addresses).
* “Download” button in order to download the Authorized MAC Address to the WLAN Access Point.
« “Get” button in order to get from the WLAN Access Point the Authorized MAC Addresses.
* How to edit MAC address file ?
1) The MAC address file is a txt file.
2) Use Notepad to create Authorization Table file
3) MAC address file content :
00001CAABBO1
00001CAABBO2
00001CAABBO3

I Untitledi= eir=sie JJLS
Eile Edit Format Wiew Help

00001CAABEOL
00001CAABBO.
OO001CAABBOS

Note: If changes are made, you need to “Download Changes” under the “File” menu in order to

save them.

Commands Menu:

* Reset Devices
You can reset the WLAN Access Point. This action takes place after a user makes configuration changes

in order to initiate the changes.

* Restore Defaults

You can restore the factory default values of the WLAN Access Point.
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Info Menu:
* Wireless Statistics

% g hass Siniizies _.J ] ﬁ

Wndcast Transmitted Packets 0 Ticast Received Packets ]
Broadcast Transmitted Packetz  |106 Broadeast Recedved Packets I}
Multicast Transmitted Packets 0 Multicast Received Packets ]

This submenu reports the statistics concerning the unit’ s Wireless activity

* Ethernet Statistics

%{'g AHieriE e i J : ] a
Received Packets Tranzmitted Packets
Totsl Buytes (77595 | TotlBytes laods
Total Packets 305 Total Packets EE
ParketCRCEmors [0 | PacketCRCEmos [0

This submenu reports the statistics concerning the unit’ s Ethernet port activity

Traps Menu: Provides information for trap messages

* View Record: You can see additional information for every Trap Message

Network Menu: Provides information about the Network. Under this menu there is only
the Associated Station submenu.
* Associated stations: Using this submenu you can view the MAC Addresses of the
Associated stations with the WLAN Access Point.
Window Menu: Under this menu there are the following submenus
» Cascade: All opened windows are arranged on the desktop in a cascade fashion.

* Tile: All open windows are visible on the desktop.



Chapter 6 WLAN Access Point Firmware Upgrade with Ethernet Port/ TFTP
Client Utility

TFTP Client Utility location:

Al Inbernet __j My Docunients
frbaret Explorar

g E-nail _l i _,:,-!,'i My Becent Dogpments #

| & Cutbook Bvovess T Wit Cokalog
0§ Ao Usdate
| a@shwmwn =
) S0zl Wrskesolan bk

Fos | ‘AL ficcess Pont.
@ Inteenet Explorer
i MEN Eaplaser
_"j,'l Carthouik S press
() Fles cnd Setbngs Tl 7 Reqrnte sskbanae
Wizand b=t
Y Ao Media Flayer

U e L3 R oo Messenger

|
(2] oo otr. (8] turn cit Computar |

The WLAN Access Point firmware upgrade can be done through the Ethernet port with TFTP Client Utility

B Tftp Client )|

-

IF &ddress 11 92.168.1658.10

Filename ]D:'\.ﬂ.F'51 D firraared 001 168bridge_w. 0,007, _J

Daowrload image E xit |

1. Type the IP address of the WLAN Access Point in the “IP Address” field

2. Click “ .. button then an open file dialog box will appear. Select the firmware file
which you want to upgrade then click “Open” button
3. Click “Download Image” button to process firmware upgrade

4. Firmware upgrade completed.
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Chapter 7 Application and Note

m Access Point

A) Application & Note:
WLAN PCMCIA

N T — /

% /
IEEE 802.11b WLAN \/

Access Point P \ﬁ,’
/ Ethernet LAN

{é
WLAN LUSB
Adapter

All WLAN USB Adapters / WLAN PCMCIA cards operating mode must be configured to
Infrastructure mode.

All WLAN USB Adapters / WLAN PCMCIA cards and Wireless devices (“ Access Point ” mode) must be

configured with the same ESSID and use the same Radio Channel.
° All WLAN USB Adapters / WLAN PCMCIA cards allows to share files between computers by using
TCP/IP,IPX and NetBEUI protocol.

° All devices must in the same subnet.



B) Device setting:
There are two utilities to configure Wireless device, one is “ SNMP Manager ” another is
“ AP Utility ".

SNMP Manager:
1.“ Setup " menu = “ Wireless LAN " = “ Operational Settings ”

Wimelees LA

v Enabls SNMF Traps
Anthorisation

op :
Authoriaed Mec Addresses

[192.168.1.100 £

EGet Configuration done

2. In“ Wireless Operational Settings " dialog box = ESSID and Channel :
All WLAN USB Adapters / WLAN PCMCIA cards and Wireless device(* Access Point "mode) must be

configured with the same ESSID and Channel.

AEH|

Lceess Point Mame |Access Point (802.11)

51D AP 821D Broadcasting v

Chanmnel Ee gulatory Domadin |MK]<_’1

Fragmenta & :ll Rates (Mbps)
RT3 Threshold [2387 = Supported  Dasic
= -
Aunthentication Type Preamble Type 2 I~ ™2
55 8 W
" Open System  ShortPreamble | |11 [|w "
" Fhaved Kew f+ Long Preamble
&+ Bath Auto Rate
Fell Back ™

— R T Anternma —— id d
: wanced... I
 Left Tnternational r

P
 Right oeme
{* Diversibty

L) Cancel I

3. Select “ File ” menu = press “ Download Changes ” to save the changes
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AP Utility :

1. The “Get” button in order to view the current parameters of the Wireless device

Identifier | Falue | et
MAC Addres 00-00-1 c-8a-bb-09
Regulatory Domain MEK1
Eth_IF_Addres 192.168.168.10 Bet
Eth_Subhdack 255 2553550
Wirel ESZID
L P, |
| Wirl Chamel

1re]_FTagHe 2346
Wirel RtsThreshold 2347
WEP twpe Disabled
WEP Eey Kewl
Eewl
Kevwl
Eew 3
Kew 4
Preamble Long
Authentication Type Bath Twpe
AccessPomtame Aeeess Pomt (802,11
OperationalFatelet 55Mb, 11 Mb
BeaconPeriod 100
DTIM 2
Anteris, Diversity
Ciperational Mode A peess Point
Tser Comumiity public
Waer Locess: EELD ONLY
Adynindztrator Conmity public
Administrator Access: RELDVWRITE
Dhep Clisnt Diizable
Frimary Fort Ethermet
Preferred BERID 000000000000
321D Broadcasting Enable

2. Wirel_ESSID & Wirel_Channel :
All WLAN USB Adapters / WLAN PCMCIA cards and Wireless device (“Access Point” mode) must be
configured with the same Wirel _ESSID and use the same Wirel_Channel.

3. Press “Set” button to save the changes.
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m Wireless Repeater

A) Application & Note:

\ | :

Wireloes Repeater MAC: 00 (0 1C AA BB 01
Preferred BSS: 00 00 1C AA B8 01 Ethernet LAN

r‘

Adapter

° All WLAN USB Adapters / WLAN PCMCIA cards operating mode must be configured to Infrastructure
mode.

° All WLAN USB Adapters / WLAN PCMCIA cards and Wireless devices (“Access Point ” mode) must be
configured with the same ESSID and use the same Radio Channel.

o In order to connect to the Wireless device (“Access Point” mode), other Wireless devices can set to
“Wireless Repeater” mode

° When Wireless device operating mode set to “Wireless Repeater’ mode. The Preferred BSSID is
needed to set.

o The Wireless device (“Access Point” mode) and Wireless device (“Wireless Repeater’” mode) must
be configured with the same ESSID / Radio Channel and in the same subnet.

o Preferred BSSID : It is enabled only if you select the Wireless Repeater option. BSSID
corresponds to the MAC Address of the desired Wireless device (“ Access Point” mode), which you

want to link.
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B) Device setting:

There are two utilities to configure Wireless device, one is “ SNMP Manager ” another is
“ AP Utility ".

SNMP Manager:
1.“ Setup " menu = “ Wireless LAN " = “ Operational Settings ”

v Enable SNMP Traps
uthorzation

Get Configuration dene [192.168.1.100

e

2. In “Wireless Operational Settings” dialog box :
ESSID and Channel : The Wireless device (“ Wireless Repeater” mode) and another

Wireless device (‘Access Point ” mode) must be configured with the same ESSID

and use the same Channel.

CIEh)

Mom (B02.113
( ESEID [aP SRIT Broadcasting v

Regulatory Domain  |MEE]

Rates (kdbp=)
= Supported Basic
RT3 Threshold [zza7 = P
= 1 I3 I3
Authentication Tape FPreamble Type 2 v v
55 v I
7 Open System £~ Short Preamble 1 rd
™ Zhared Eew i+ Leong Preamble
i+ Both Auio Fate
Fall Back ¥
— B Tx Antenms —— T -
n wanced... I
 Left Infernationsl  —
arning
" Right
o Diversityr

, ........... [:]K‘ Camel I
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3. In “Wireless Operational Settings” dialog box = press “Advanced..” button

|
Sluil E3

f* Access Point

" Wireles: Fepeater |

Cancel

4. In “Operational Mode” dialog box = select “Wireless Repeater” = Fill in

“Preferred BSS” with MAC Address of the desired Wireless device (“Access Point”

mode) which you want to link.

5. Select “ File” menu = press “ Download Changes ” to save the changes

AP Utility :

1. The “Get” button in order to view the current parameters of the Wireless device

A ST PTG
Tdentifier | Value | Gt
MAC Addres 00-00-1¢-00-00-01
Regulatory Domain MEE1
Eth_IP_Address 192.168.162.10 Set
| Eth_Subbdade— 2552552550
] Wire] ES3ID AP g
A Emmble——
€| Wirel Channel 7 e |
el FragmemtstionThreshold——2346——
Wire] FtsThreshold 2347
WEF type Dizabled
WEF Eev Kevl
Kewl
Kew 2
Key 3
Kewvd
Preamble Long
Authentication Twpe Both Type
AecessPointilame Aeces: Point (802,110
OperationalRateliet 55Mb, 11 Mb
BeaconPeriod 100
DTIM 2
| bntepns—— Priversite—
ﬂq_O_pemﬁnm.l Mode TWireless Repeater __:3
User oMLy — pubdic——
Taer Access: READ ONLY
A ranstrator Commumnity public
Administrator Access: RELDWWTRITE
Dhep Client Dizable
| Primany Pest— Ethermet—
| Preferred BERID 0oo0iC AABEOL =
Sl Brmatrasting— Epable—
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2. Wirel_ESSID & Wirel_Channel :

The Wireless device (“Wireless Repeater” mode) and Wireless device

(“Access Point ” mode) must be configured with the same Wirel _ESSID

and Wirel_Channel.

3. Operational Mode :

Select “Wireless Repeater” mode

4. Preferred BSSID :

Fill with MAC Address of the desired Wireless device (“ Access Point” mode) which you want
to link.

5. Press “Set” button to save the changes.
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Chapter 8 Q&A

What is Ad-hoc ?
An Ad-hoc wireless LAN is a group of computers, each with a WLAN adapter, connected as an independent

wireless LAN. Ad hoc wireless LAN is applicable at a departmental scale for a branch or SOHO operation.

What is Infrastructure ?
An integrated wireless and wired LAN is called an Infrastructure configuration. Infrastructure is applicable to

enterprise scale for wireless access to central database, or wireless application for mobile workers.

What is Roaming ?
Roaming is the ability of a portable computer user to communicate continuously while moving freely

throughout an area greater than that covered by a single Wireless Network WLAN Access Point.

What is BSS ID ?
A specific Ad hoc LAN is called a Basic Service Set (BSS). Computers in a BSS must be configured with the
same BSS ID.

What is ESS ID ?

An Infrastructure configuration could also support roaming capability for mobile workers. More than one BSS
can be configured as an Extended Service Set (ESS). Users within an ESS could Roam freely between BSSs
while served as a continuous connection to the network wireless stations and Wireless Network Wireless

Bridges within an ESS must be configured with the same ESS ID and the same radio channel.

What is WEP ?
WEP is Wired Equivalent Privacy, a data privacy mechanism based on a 64 / 128 bit shared key algorithm, as

described in the IEEE 802.11 standard.

Why RTS Threshold is needed ?

RTS Threshold is a mechanism implemented to prevent the “Hidden Node” problem. *“Hidden Node” is a
situation in which two stations are within range of the same Access Point, but are not within range of each
other. Therefore, they are hidden nodes to each other. When a hidden station starts data transmission
with the Access Point, it might not notice that the other station is already using the wireless medium. When
these two stations send data at the same time, they might collide when arriving simultaneously at the Access
Point. The collision will most certainly result in aloss of messages for both stations. Thus, the RTS

Threshold mechanism will provide the solution to prevent data collisions.



