Using the Web-Based Advanced User Interface

4.

Click “Apply Changes” to finish. You must now set all clients to
match these settings.

Wireless > Security

Security Mode WRAPSK HOME (no server) ¥

Pre-shared Key {PSK) ‘lln------- |

Encryption Technique

FSK can be a word or phrase up to 40 digits

Clear Changes @

Setting WPA (with radius server) Settings
If your network uses a radius server to distribute keys to the clients,
use this setting.

1.

From the “Security Mode” drop-down menu, select
“WPA—Radius Server”.

For Encryption Technique, select “TKIP” or “AES”. This setting
will have to be identical on the clients that you set up.

Enter the IP address of the radius server into the “Radius
Server” fields.

Enter the radius key into the “Radius Key” field.

Enter the key interval. Key interval is how often the keys are
distributed (in packets).

Click “Apply Changes” to finish. You must now set all clients to
match these settings.

Wireless > Security

Security Mode WhA-Radius Server v
Encryption Technique TKIP »

Radius server N N Y
Radius Port
Radius Key [ |

Re-Key Interval
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Configuring your Belkin Wireless G Network Cards to
Use Security

Please Note: This section is to provide you with the information on how
to configure your Belkin Wireless G Network Cards to use security.

At this point, you should already have your Wireless Router or Access
Point set to use WPA or WEP. In order for you to gain a wireless
connection, you will need to set your wireless notebook card and
wireless desktop card to use the same security settings.

Connecting your Computer to a Wireless Network that Requires a
64-bit or 128-bit WEP key:

1. Double-click the Signal Indicator icon to bring up the Wireless
Network screen. The Advanced button will allow you to view and
configure more options of your card.

2. Under the “Wireless Network Properties” tab, select a network
name from the “Available networks” list and click “Configure”.

3. Under “Data Encryption” select “WEP”.

4. Ensure the check box “Network key is provided for me
automatically” at the bottom is unchecked. If you are using this
computer to connect to a corporate network, please consult your
network administrator if this box needs to be checked.

5. Type your WEP key in X
the “Network key” box. ireless Matwork Propeties | authentication |

Metwork name [SSID]: belkinGdg

~ Wireless network ki
Important: A WEP key [S] Thiz netwaork requires a key for the following:
a mixture of numbers and Matwork Authenicalion [opn =1
letters from A-F and 0-9. Dita Encption: Fer > =
For 128-bit WEP, you need e
to enter 26 keys. For bewakier @ D
64-bit WEP, you need to Keyindes fadvancedy [T =
enter 10 keys. This Network I™ Metwork Key is provided for me automatically
key needs to match the key

you assign to your Wireless r i AR ) ket e s
. POINtS are not use
Router or Access Point.

6. Click “OK” to save
the settings.

Cancel Help
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Connecting your Computer to a Wireless Network that Requires
WPA-PSK (no server)

1.

Double-click the “Signal Indicator” icon to bring up the “Wireless
Network” screen. The Advanced button will allow you to view and
configure more options of your card.

Under the “Wireless Networks” tab, select a network name from
the “Available networks” list and click “Configure”.

Under “Network Authentication” select “WPA-PSK (No Server)”.
Type your WPA key in the “Network key” box.
[ireless Network properties T

Wireless Network Froperties | Authentication |

Network name [SS10): belkinSdg

~Wireless network ks

This network requires a key for the following:
P~

Network Authentication: 1W‘

Data Enciyption: TKIP -

Network key:

Kep indey [advanced): 1 _lj

™ Wetwork Key is pravided for me autamatically

is is & computer-to-computer [ad hoc) network; wireless access
I Thi ter-t ter [ad h tuuork: wirel
points are not used

ak. Cancel Help

Important: WPA-PSK is a mixture of numbers and letters from
A-Z and 0-9. For WPA-PSK you can enter 8 to 63 keys. This
Network key needs to match the key you assign to your Wireless
Router or Access Point.

Click “OK” to save the settings.
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Connecting your Computer to a Wireless Network that Requires

WPA (with radius server)

1. Double-click the Signal Indicator icon to bring up the “Wireless
Network” screen. The “Advanced” button will allow you to view
and configure more options of your Card.

2. Under the “Wireless Networks” tab, select a network name from
the “Available networks” list and click “Configure”.

3. Under “Network Authentication” select WPA.

4.  Under the “Authentication” tab, select the settings that are
indicated by your network administrator.

Wireless Network Properties F X|
Witcless Metwork Prapeties  Autheniication |
EAF Method =

TTLS/PEAR

[Tunne\\edxxulhenl\:atinn Fratacol -

i~ Usemame & Password

Domaintl semame:

Fassword;
- Certificat
Name:
Select Wiew.

Walidate server certificate

Issuer [-any Trusted a - |

= Aflows Intermediste certificates

Server name [

€ Server name must match sracty

& Domain name must end in speciied name

‘ oK I Cancel Help

AN Z

5. Click “OK” to save the settings.
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Setting Up WPA for a Non-Belkin Wireless Desktop and
Wireless Notebook Cards

For non-Belkin WPA Wireless Desktop and Wireless Notebook
Cards that are not equipped with WPA-enabled software, a file from
Microsoft called “Windows XP Support Patch for Wireless Protected
Access” is available for free download.

Please Note: The file that Microsoft has made available works only
with Windows XP. Other operating systems are not supported at
this time.

Important: You also need to ensure that the wireless card
manufacturer supports WPA and that you have downloaded and
installed the latest driver from their support site.

Supported Operating Systems:
e Windows XP Professional
e Windows XP Home Edition
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Setting Up Windows XP Wireless Network Utility to Use
WPA-PSK

In order to use WPA-PSK, ensure you are using Windows Wireless
Network Utility by doing the following:

1. Under Windows XP, click “Start > Control Panel > Network
Connections”.

2. Right-click on “Wireless Network Connection”, and select
“Properties”.

3. Clicking on the “Wireless Networks” tab will display the following
screen. Ensure the “Use Windows to configure my wireless
network settings” check box is checked.

P

- Wireless Network Connection Properties

General (Witeless Networks)| Advanced

( @:e “Windows to configure my wireless network settings

Available networks:

To connect to an available network, click Configure.

{ bekinsdg Configure
i DMR-BVH
i bekin

Preferred networks:

Automatically connect to available netwarks in the order listed
below:

P bekinSdg Move up

Move down

[ add. | [ Remove ] [ Propetties ]

Learn about setting up wireless network
confiquration.
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4. Under the Wireless Networks tab, click the “Configure” button,
and you will see the following screen.

IF

Wireless network properties E”Z‘
A jon | & oaton]

Wireless network key

This network requires a key for the following:

Network Authentication: ‘@P

Network key: @
[ =]

/

Confirm network key:

The key is provided for me automatically

[] This is a computer-to-computer (ad hoc) network; wireless
access points are not use:

o

5. For a home or small business user, select “WPA-PSK” under
“Network Authentication”.

Note: Select “WPA” if you are using this computer to connect to
a corporate network that supports an authentication server such
as a radius server, please consult your network administrator for
further information.

6. Select “TKIP” or “AES” under “Data Encryption”. This setting will
have to be identical to the Router that you set up.

7. Type in your encryption key in the “Network Key” box.

Important: Enter your Pre-Shared key. This can be from 8 to 63
characters and can be letters, numbers, or symbols. This same key
must be used on all of the clients that you set up.

8. Click “OK” to apply settings.
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Using the Access Point Mode

Note: This advanced feature should be employed by advanced users
only. The Router can be configured to work as a wireless network
access point. Using this mode will defeat the NAT IP sharing feature
and DHCP server. In Access Point (AP) mode, the Router will need to
be configured with an IP address that is in the same subnet as the
rest of the network that you will bridge to. The default IP address

is 192.168.2.254 and subnet mask is 255.255.255.0. These can be
customized for your need.

1. Enable the AP mode my selecting “Enable” in the “Use as Access
Point only” page. When you select this option, you will be able to
change the IP settings.

2. Set your IP settings to match your network. Click “Apply
Changes”.

3. Connect a cable from the WAN port on the Router to your
existing network.

The Router is now acting as an access point. To access the Router’s
advanced user interface again, type the IP address you specified into
your browser’s navigation bar. You can set the encryption settings,
MAC address filtering, SSID, and channel normally.
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Wireless Range Extension and Bridging

Wireless Range Extension and Bridging works with the following
models only:

F5D7231-4P High-Speed Mode Wireless G Router with Built-In

USB Print Server

F5D7231-4 High-Speed Mode Wireless G Router

F5D7230-4 Wireless Router

F5D7235-4 High-Speed Mode Wireless G Gigabit Router

F5D7130 Wireless Range Extender/Access Point
Please make sure to download the latest firmware version for the Router or
Access Point for optimal performance: http://web.belkin.com/support

What is a Wireless Bridge?

A wireless bridge is actually a “mode” in which your Wireless Router
can directly connect to a secondary Wireless Access Point. Note
that you can only bridge your Wireless G Router (model F5D7230-4,
F5D7235-4, F5D7231-4P, F5D7231-4) to a Belkin Wireless G Range
Extender/Access Point (model F5D7130). Bridging with access points
of other manufacturers is not supported at this time. You can use the
bridge mode to extend the range of your wireless network, or add

an extension of your network in another area of your office or home
without running cables.

Range Extension

Range extension will extend the wireless coverage area in your home
or office. The example on the next page illustrates use of bridging to
extend the range of your wireless network. In this example, the Router
is set up to connect to an Access Point located in another area.
Laptops can roam, or move between the two wireless coverage areas.

*Wireless Range Extension and bridging will not work while in 125
HSM mode.

\
g‘l'::d . \\ Wireless /

- OmpLte \ Computer / L
-:n Vi‘ ‘ ‘ Wireless Computers

77



Using the Web-Based Advanced User Interface

Adding Another Network Segment Wirelessly

Bridging an Access Point to your Wireless Router allows you to add
another network segment in another area in the home or office without
running wires. Connecting a network switch or hub to the Access
Point’s RJ45 jack will allow a number of computers connected to the
switch access to the rest of the network.

: Network Switch
Wired ' Wireless
) = = (=
| Computer Y 0 buter !I | ql | -J
= Wired Computers
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Setting Up a Bridge Between your Wireless Router and a
Secondary Access Point

Bridging your Belkin Router to a secondary Access Point requires that
you access the Router’s Advanced Setup Utility and enter the MAC
address of the Access Point in the appropriate area. There are also a
few other requirements. PLEASE BE SURE TO FOLLOW THE STEPS BELOW,
CAREFULLY.

1.

Set your Access Point to the same channel as the Router. By
default, the Router and Access Point channels are set to channel
11 at the factory. If you have never changed the channel, you
don’t need to do anything (for more information on changing
channels, see page 47 of this manual).

Find the Access Point’s MAC address on the bottom of the
Access Point. There are two MAC addresses on the bottom label.
You will need the MAC address named “WLAN MAC Address”.
The MAC address starts with 0030BD or 001150 and is followed
by six other numbers or letters (i.e. 0030BD-XXXXXX). Write the
MAC address below. Go to the next step.

a RSs-210

o N10117 \ WLAN MAC Address

Serial # FCC ID: K7SF5D7130A w s 003OB D_XXXXXX
Range Extender/ ‘o< —7

Access Point LAN MAC Address
model # F5D7131

€O

Mad

Place your secondary Access Point within range of your Wireless
Router and near the area where you want to extend the range

or add the network segment. Typically, indoor range should be
between 100 and 200 feet.

Connect power to your Access Point. Make sure the Access Point
is on and proceed to the next step.
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5. From a computer already connected to your Router, access the
Advanced Setup Utility by opening your browser. In the address
bar, type in “192.168.2.1”. Do not type in “www” or “http://”
before the number. Note: If you have changed your Router’s IP
address, use that IP address.

6. You will see the Router’s user interface in the browser window.
Click “Wireless Bridge” (2) on the left-hand side of the screen.
You will see the following screen.

3 Wireless > Wireless bridge - Microsoft Internet Explorer

Fle Edt Vew Favortes Tods Hel

Q- ©  [H B O Pmusr Jrraons: @ @ - @

adeiess | &) http://192.168.2.1fwireless_bricige.html VR ks >
V| Gosechweb - G PEE o popups sbowed | ] 4| [ optons

m

Cable/DSL Gateway Rowter Setup Utility

Home| Help| Logout _Internet Status:

Wireless > Wireless bridge

Wirsless Bridaing or Wirelsss Distribution System (WDS) is used to connect Wireless Routers and Access
paints together to extend a netwarl

1) Wireless channels must mtch betwsen Router and 4.
2) Security settings (WEP) must match between Router and AP

3) 1F MAC filtering is enabled, user must be sure to add the WLAN MAC address(es) of the
Router/AP in order to allow communication with each other.

[l Enable Wireless Bridging. (enabling this feature allows other Access Points to
connect o this Access Point.)

[ Enable ONLY specific Access Points to connect. (Enter Wireless MAC Address of
AP £ connect o, IF this Item is not checked, any AP can connect. Note: when connectn
APs, at Ieast one needs to call out the MAC address of the other. Hint: the MAC Address can
be found using a site survey on a wireless dient card.)

Virtusl Servers

e s g LI T
/% ﬁ>

as|_|:
s |

[ pisable ability for Wireless CLIENTS to connect. (This feature should only be.
used when the AP is used exclusively to connect wirslessly to other APs.

System Satiings

& @ mmeernet

7. Check the box that says “Enable ONLY specific Access Points to
connect” (1).

8. In the field named AP1 (3), type in the MAC address of your
secondary Access Point. When you have typed in the address,
click “Apply Changes”.

9. Bridging is now set up.
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