User’'s Manual

Wireless 11n Mini-Router



FCC and Other COmMPlaNCe SLALEMENTS ......cveiieieiiiieie ettt nb e ene e 3
(OFaF=To] (= g [ ) oo [N Tox {To] o IO PRPRTURUROPRPRIN 5
1.1 OVEIVIBW ...ttt bbbt s et b et bbb e et e e b e e st sb e e Rt e me e bt e be et e nbenneenes 5
1.2 FRALUIES ... ettt h e h bttt R bttt R e ae et nn e e nn e 5
1.3 SYStEM REQUITEIMENTS. ......eiiiitiiieieeiieie ettt bttt sb e be e e sbesbe et sbe s enes 6
Chapter 2 INSTAHATION .........ouiiiieie ettt e e b e e e e e bt e et sbeeneas 7
2.1 CNECKIISE ...ttt sttt bt et b e bt ettt nbenae e 7
2.2 The Front LEDS & BULIONS .......ccueiiiiiiiiieie et 8
2.3 THE REAI POITS.....i ittt b ettt e e bt e be e b et e et e e b e nne e 9
Chapter 3 CoNTIGUIALION. .......cciiiiiiici et e e b e e s e sbesrestaeneesaenre e 10
3.1 Determine your CONNECTION SELLINGS. ...cveiviiierieiiiieie sttt 10
3.2 Connecting the Wireless 11n Router to your NEtWOIK ..........cccocviveieieiieiece e 10
3.3 Configuring With WED BIrOWSE .......c..eiieieiiiieiie sttt 10
3.3.0 EASY SEtUP WIZAI ....coveieiiieiieie ettt st ne et st eneas 11
3.3.1 Wireless 11N ROULET SETING......cccueiiiieieiesieie ittt 15
3.3.2 0peration MOde SELHING ......ccviierieiiiieie ettt 16
3.3.2 0peration MOde SELHING ......ccviieieiiieieie et 16
AL WAN SEELING ..ottt ettt ettt e b bt et e bt eer et nreens 17
342 LAN SELLING ..ottt sttt ettt et b st et st e b e e b e b ens 23
3.4.3 DHCP CHENTS SEING ....veiveitieieiieeie ettt et nne s 25
3.4.4 Advanced ROULING SETHING .....coveiueiieieieiiee et 26
3.4.5 QOS SELLING ....eeueetieteeee ettt bttt bbbt bbb h b e e b nae s 27
3.5.1 WIrelesS-BasiC SETING .....c.ccruiiieiiiiiiieie ettt 28
3.5.2 AUVANCET SELLING ....veiieeiieeisiie ettt bbbt nb e s 30
3.5.3 SECUMLY SEELING ....veeveeiee ittt bttt sb et benae s 34
354 WWPS SEIING ..ttt ettt b bbbttt b 39
35,5 SHALION LSt ...ttt ettt bbb 40
3.6.1 MAC/IP/Port Filtering SEttING ......ccviiierieiieieie e 41
3.6.2 Port FOrwarding SELHNG ......cc.viiveieiiiiciese st 43
3.6.3 DIMIZ SEIHING ..ecvvenveitieieiieeieeie sttt sttt ettt sttt r et b ne et beere e e naeens 44
3.6.4 SYStEM SECUNITY SEHINGS. .. .cviiiiiieiieiieeieie sttt bbb sreens 45
3.6.5 Content Filtering SELLINGS ....c.eoiiieieiiiiee et 46
3.7.1 ManagemMENT SEELINGS .....veiveieieiierie ittt ettt bt re s nbenneenes 47
3.7.2UDPQGrade FIMMWAIE ......ooieiiieiieiee ettt sttt b sne et ane e e e 48
3.7.3 SEttings ManNAgEMENT.......cuiiiiie ettt bbbt sbe e e be e e e 49
374 SYSTEIM STALUS ...ttt ettt b et e sb e nbb e st e et e s sneenbeenne s 50



RS TS £ L1 (o TRRRRPPRRTTRR 51

3.7.6 SYSTEM LLOQ .vtiutieiie ittt ettt ettt bbb be e na e be e reenrne s 52
3.8.1 TCP/IP Settings for Windows Operating SYSLem .........ccccvvirienenieniene e 53
Certification: FCC, CE APPENUIX A GIOSSANY ......ooueririiiiieiiesiesiesiesiesie e sie e sse e see s sseesaesnens 60
APPENTIX A GIOSSANY ...ttt sttt sttt ettt s b e bt s et e be e st e s b e sbees e e ebeebeeseenbeebeeseebesbeeneenbenneas 61
AppendixX B Cabling / CONNECTION .......ccuiiiii ittt e b s 68



FCC and Other Compliance Statements

Federal Communication Commission
Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the equipment off

and on, the user is encouraged to try to correct the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.
31. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

4.  Consult the dealer or an experienced radio technician for help.

FCC Caution

This device and its antenna must not be co-located or operating in conjunction with any other antenna or

transmitter.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received, including

interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void the

authority to operate equipment.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In order to avoid



the possibility of exceeding the FCC radio frequency exposure limits, human proximity to the antenna shall not be

less than 20cm (8 inches) during normal operation.

The antenna(s) used for this transmitter must not be co-located or operating in conjunction with any other antenna

or transmitter.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF THE EUROPEAN
PARLIAMENT AND THE COUNCIL of March 9, 1999 on radio equipment and telecommunication terminal

Equipment and the mutual recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal Equipment

and Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However, special
attention must be paid to the dangers of electric shock and static electricity when working with electrical
equipment. All guidelines of this and of the computer manufacture must therefore be allowed at all times to ensure

the safe use of the equipment.

EU Countries Intended for Use

The ETSI version of this device is intended for home and office use in Austria, Belgium, Denmark, Finland,
France, Germany, Greece, Ireland, Italy, Luxembourg, the Netherlands, Portugal, Spain, Sweden, and the United

Kingdom.
The ETSI version of this device is also authorized for use in EFTA member states: Iceland, Liechtenstein, Norway,
and Switzerland.

EU Countries Not intended for use

None.



Chapter 1 Introduction

The Wireless 11n Mini-Router is the perfect option to connect a small group of PCs to a high-speed Broadband
Internet connection or to an Ethernet backbone. Configurable as a DHCP server, the Broadband Router acts as
the only externally recognized Internet device on your local area network (LAN). The Router serves as an Internet
firewall, protecting your network from being accessed by outside users. The data rates up to 300Mbps for wireless
connection, user can easy to share HD video or data transfer. The pocket size design is very easy to carry while

in travel.

1.1 Overview
Wireless 11n will replace the 11b/g as the new generation solution. Via MIMO technology, the wireless through
put and coverage can be better than 11b/g.The new WPS technology, will be very easy to set the wireless security

just push the button only, all the wireless encryption will auto finish.

1.2 Features
° Router Mode
« PPP over Ethernet (RFC-2516)
« DHCP Server and Client
« NAPT (Network Address and Port Translation)
« NAT (Network Address Translation
° Internet Access
- TCP/IP, UDP, ICMP, ARP, RARP, PPPoE, NAT, DHCP (client/server), Static IP assignment
° Security Features
- Password protected configuration access
« User authentication (PAP/CHAP) for PPP connection
° Wireless Features
« Support 802.11b/g, 802.11n draft 3.0 Wireless Access Point
 Support 128-Bit and 64-Bit WEP encryption , 802.1x, WPA, WPA2, WPS
« Support wireless operation mode as AP, WDS and AP Client
« Mode button design easy to switch wireless operation mode
° Security
+ Support packet inspection and filtering
« Intrusion detection and protection

- Password protected system management



° Ethernet Interface

« Compliant with IEEE 802.3 and 802.3u 10/100 Mbps
° HTTP Web-Based Management

« Firmware upgrade by Ul

« WAN and LAN side connection statistics

- Password protected access

+ Wireless LAN

- System log

1.3 System Requirements

1) Personal computer (PC)

2) Pentium Il 233 MHz processor minimum

3) 32 MB RAM minimum

4) 20 MB of free disk space minimum

5) Ethernet Network Interface Controller (NIC) RJ45 Port

6) Internet Browser



Chapter 2 Installation

This chapter offers information about installing your router. If you are not familiar with the hardware or software

parameters presented here, please consult your service provider for the values needed.

2.1 Checklist
Check the shipping box carefully to ensure that the contents include the items you ordered. If any of the items are
missing or damaged, contact your local distributor. The contents of your carton may vary depending on your

service provider.

Contents description

1) Wireless 11n Mini-Router for home/office use

2) Wireless 11n Mini-Router Installation and Operation Guide (this publication)
3) Power supply with 5VAC / 1.5 Ampere switching power adapter

4) Ethernet cable Ethernet category 5 twisted pair cable (6 ft)

5) CD for user manual



2.2 The Front LEDs & Buttons
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WPS Mode
LED State Description
AP ON While the wireless operation mode switch to AP mode.
Router ON While the wireless operation mode switch to Wireless Router mode.
Station ON While the wireless operation mode switch to Station mode.
ON While the WPS link enable.
WPS
Flashing [While start the WPS link, detect the other wireless device enable the WPS too.
Button Description
WPS Press while enable WPS link.
Mode Press to switch the wireless operation mode.




2.3 The Rear Ports

Power WAN LAN
~
() i
| S—
T N
Connector Description
Power connector with 5VAC / 1.5Ampere or via USB cable link to PC/NB USB port, while
POWER
use USB cable, make sure to connect 2 USB ports to keep the power stable.
LAN Connect to PC/Laptop.
The WAN (Wide Area Network) Port is where you will connect your cable, DSL modem or
WAN
Ethernet backbone.




Chapter 3 Configuration

3.1 Determine your connection settings

Before you configure the router; you need to know the connection information supplied by your service provider.

3.2 Connecting the Wireless 11n Router to your network
Via Ethernet Cable to LAN Port and connect to your PC/NB RJ-45 Port or via wireless link to access the 11n

router.

3.3 Configuring with Web Browser
It is advisable to change the administrator password to safeguard the security of your network.
To configure the router, open your browser, type 'http://192.168.0.1' into the address bar and click '‘Go' to get to

the login page. Save this address in your Favorites for future reference.

Connect to 192.168.0.1

Wireless 11n AP/Router

Lser name: | €3 admin w |

Password: | ssane |

[“]Remember my password:

b3

[ 0] 4 ][ Cancel J

At the Password prompt, the User name is 'admin' and the password is 'admin’. You can change these later if

you wish. Click 'OK" to login.

10



3.3.0 Easy Setup Wizard

Share your Internet connection via
a Wireless 802.11n networki

all | close all '
stz |zl Wireless 11n AP/Router
W AF/Router
-] Setup wizard
-1 Cperation Made
o Select Language
E-J Internet Settings  — 1]
E] YWireless Settings |English v |
B Firewall
B Administration

Status
Statistic
Mananement

Start Setup Wizard

R

Easy Setup Wizard is a easy way to set up the router step by step. The Wizard will teach user to set up the router
just few steps. Click Setup Wizard selection in left manual or just click the “Start” button.
[ Step 1]

T JperdaorT o EE
£ Internet Settings
Bl Wireless Setfings
] Firewall

E-] Administration Se'tUp Wizard - Step 1

Welcome to the first part of the setup wizard. Please selectthe proper WAN type. Ifyou're not sure,
try using "DHCP". Click "Mext once you have corpleted

WAN Connection Type: FFFPoE (ADSL) v
User Name [to573754 |
FPassword ||--|--|- ‘
Werify Password ||--|--|- ‘
OppeiEiEn WREe Keep Alive Mode: Redial Period senconds

Cn demand Mode: [dle Time l:l minutes
MAC Clone

[ [Nt } [ Cancel ]

You should be inside the router web interface setup wizard. The first step is to setup your WAN interface.
Depending on your Internet Service Provider’s provided modem, you’ll need to select the proper WAN type to
connect to the Internet. Typically if you can connect to the Internet directly through your broadband modem, you

would select “DHCP (auto config)”. If not, you'll need to contact your Internet Service Provider for more details.
Once you have selected the proper WAN type, click on “Next” to continue.

11



[ Step 2]

{1 Wireless Settings
{1 Firewall
£ Administration

WBCLL Al | LIVSE du

4 AP/RoUter

() setup wizard

1 operation Mode
121 Internet Settings
21 Wireless Settings

27 Administration

Setup Wizard - Step 2

Flease name your wirgless network by entering a name into the field "Metwark Narme(S510)".
This is the narne that will show upwhen you scan forwireless networks on other wireless
devices. Click "Mest' once you have completed.

Rarlio Onioff

Metwark Made 11bfg/n mixed mode +

Netwark Name(33I0)
Multiple S50 [
Multiple 2102 |:|
Multiple SSID3 |:|
Multiple 52104 |:|
Multiple SSID5 |:|
Multiple 55106 ]
Multiple SSID7 |:|

Broadcast Metwork Mame (S5I00

@ Enable O Disable

AP Isolation

Oenable @ Disable

MBSSID AP Isolation

CiEnable @ Disable

hultiple 55104

Multiple SEI06

hultiple SEI07

Il

Broadcast kebwork Mame (S510)

®Enatle O Disable

AP Isolation

(O Enable @ Disable

MBSEID AP Isalation

OEnable @ Disable

BESID

O0:05:B4:7 86590

Fregquency (Channel)

Cperating Mode

WS Mot
HT Physical Mode

2457MHz (Channel 10) +

® Mixed Mode O Grean Field

Channel Bandyidih

Oz @ 2040

Guard Interval

O Long @ Auto

MCE

Reverse Direction Grant{RDG)

O Disanle ® Enable

Extension Channel

2412MHz (Channel 1)+

Agaregation MESDUE-MSDL)

® Disable O Enable

Auto Block ACK

O Disable © Enable

Decline BA Reguest

HT TxEtream

Other

® Disable O Enable

HT RxStream

MNext

J [ Cancel ]
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The second step is setting up your wireless network name. Simply type in a preferred name for your wireless
network, for example: “Wireless” into the field “Network Name(SSID)". Once you have completed that step, click

on “Next” to continue.

[ Final Step ]

1) Operation Mode

Internet Settings

Wireless Settings B B

Firewall Setup Wizard - Final Step

B-Z] Administration

Here you can setup the wireless security settings. YWe recommend you use the fallowing steps:

1. Choose "WRPA-FSE! for "Security Mode"

2. Choose "TKIP" for "WPA Algarithms"

3. Enter awireless password into the "Pass phrase” field
4. Click on"Finish"

NMole 17 Whan connecting o this wirelass nehwori, /oW will be prompted fo enter a password, Enter

the password that ou have entered Into the "Pass phrase" fiaid.
NMole 2: Your wireless adapter will need to support WRA encrsption if vow Wae these steps

Select SSID

551D choice BGAFDT v
Security Mode [WEPAUTO v

Wire Equivalence Protection (WEP)

Drefault ey
WEP Key 1 : 0932630968 Hex «
WEP Key 2 : ex

WEP Keys

WWEP Key 4

Access Policy

)

The next step is setting up your wireless network security. We recommend that you set it with the following
settings for best security.
Caution: If you use these settings, you'll need a wireless adapter that supports WPA-PSK encryption.

1. Select “WPA-PSK” for “Security Mode”
2. Select “TKIP” for “WPA Algorithms”
3. Enter a preferred wireless password into the “Pass phrase” field

Note: You will need to remember this password if you want to connect to this wireless network

Once you have completed filling out the necessary settings, click on “Finish”. When the status screen shows up,

you can check the Internet link status then you may now close your web browser. For advance set up, you can

13



click and expand the left manual to set up the router.

open all | close all

4 AP/RoUter

Setup Wizard
Operation Mode
{1 Internet Settings
B Wireless Settings
B Firewall

-] Administration

System Status

Take a look at system status.

System Info

Firmweare Yersion 3.2.0.0 {Jan 23 2009)
Y0ays 1 8Hour= 31 Minutes
RT3052 emhbedded switch

Systermn Up Time

Systemn Platform

|Operati0n Mode |Gatewa\,r hlode
Internet Configurations

|Cnnnected Type |PPPOE

[aiar IP Address |z0273.18.220
Subnet Mask 2585255 255255
Default Gateway 20373181
Prirmary Domain Mame Server 13917555244
Secondary Domain Mame Server (139.175.252.16
MAC Address 00:05:84:72:65:94
|Local IP Address [192.168.16.1

|255.255 2550
|D0:05:B4:78:65:90

|Local Metrask
[MAC Address

Ethernet Port Status

OEECeE




3.3.1 Wireless 11n Router Setting

2 Setup - Microsoft Internet Explorer

File Edit “iew Favortes Tools Help

eﬁack - @ @ ;;j pSEarch :::?Favuntes @ D/:{v :.\; 3
acddress [ {€] http:J7192.166.0. 1 home. 2sp

W 5% Wireless-N Brc
e L
ooea ol | cloce al Wireless 11n AP/Router

4 PR dter —

{3 Operation Mode EE_C anguane
1 Internet Settings English (| [ Anply
1 wireless Settings
] Firewall Slatug
£ Administration Statistic

Share your Internet connection via
a Wireless 802.11n network!

In AP/Router root page, user can change the language. Click Status, Statistic or Management can directly jump to

the related pages.

15



3.3.2 Operation Mode Setting

2l Setup - Microsoft Internet Explorer

Wireless-N

Operation Mode Configuration

9 AP/Router _ _ )

d Operation Mode fou may configure the operation mode suitable for you environment.
B0 Internet Settings

B Wireless Settings

-] Administration

(&) Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.
O Gateway:

interface are bridged together and are treated as LAMN ports.
(O Ethernet Cor

O AP Client:

ethernet parts are LAN ports.

Apply ] [ Cancel

File Edit Wiew Favorites Tools  Help i !l
e Back = N \ﬂ \ﬂ ! .j ) Search \~?n? Favorites @ . B ‘3

7 s (Tl | 8 - 2 -
fddress |@ http:/{192.168.0,1/home.asp v| Go | Links =

Google G+ vicoos @ B+ 1% cookmarksw Bhoblocked P check » %y Autolink v 2> () Settingsv

Share your Internet connection via
a Wireless 802.11n network!

The first ethernet port is treated as WAN port. The other ethernet ports and the wireless

Thewireless interface is treated as WAkl port, and the ethernet ports are LAMN ports.

The wireless apcli interface is treated as WAN port, and the wireless ap interface and the

& (— © neene:

There are four operation modes can choose, Bridge, Gateway, Ethernet Converter or AP Client.

Bridge : All Ethernet ports and wireless interfaces are bridged into a single bridge interface. The router will work

as bridge only..

Gateway: The device work as wireless router. The NAT will can set as enable or disable, WAN port need to link to

the Internet. User can enable/disable the NAT function.

Ethernet Converter: The wireless interface is treated as WAN port, and the Ethernet ports are LAN ports.

AP Client: The wireless set as wireless client so it is treated as WAN port, all the Ethernet ports are LAN ports.

User can enable/disable the NAT function.

16



3.4.1 WAN Setting

osoft Internet Explorer,

File Edit View Favorites Tools

Help

eBack @ 'J E @ (h pSBarch *Favuntes @ D’:z' :\f .'3

Address |@ http:/f192.168.0.1/home. asp

cpen all | close all

i APfROUter

~{] Operation Mode
B3 Internet Settings
- AN

1) OHCP clients
~[) Advanced Routing
0 Qos
B Wireless Settings

) Basic
~1) Advanced

~[) Station List
B3 Firewall

) MAC/IF/Fort Filtering
Port Forwarding
DMz
System Security

~{) Content Filtering
B3 Administration
Managernent
Uplaad Firrmrare
Settings Management
Status
Shatistics
System Log

CoODoD

LoDooDD

e s

Share your Internet connection via
a Wirefess 802.11n network!

Wide Area Network (WAN) Settings

You may choose different connection type suitahle for your environment. Besides, you may also
configure parameters according to the selected connection type.

'WAN Connection Type: DHCP (Auto config) k

STATIC (fixed I
onfig)

DHCPF [Auto
Hostname
e N =

FFETP

Enabled

I_ Apply _I [ Cancel I

There are 5 selections for WAN connection type, the detail information as follows.

17




STATIC(Fixed IP): If you need to assign static IP addresses to the devices in your network, please remember that
the IP address for each computer or device must be in the same IP address range as all the devices in the
network. Each device must also have the same subnet mask. For example: Assign the first computer an IP
address of 192.168.1.2 and a subnet mask of 255.255.255.0, the second device an IP address of 192.168.1.3
and a subnet mask of 255.255.255.0, and so on.

Note: Devices that are assigned the same IP address may not be visible on the network. Enter the IP address of

the DNS server. The DNS server translates domain names into IP addresses.

A Setup - Microsoft Internet Explorer
File Edit Wiew Favorites Tools Help

eﬁack - Q© @ @ ;;j psaar:h \jz’Favur\tes o D/:{- ; 3

Address |@ http:f{192.168.0.1/home. asp

q > v - -
b Wireless-N Brc
kc ) - Share your Internet connection via

T ERe " a Wireless 802.11n network!
open all| close all Wide Area Network (WAN) Settings

9 APRoUter

{1 Operation Made
B Internet Settings

1) WA

0 Lan

) DHCP dlients

13 Advanced Routing
0 qos

-5 Wireless Settings P s I:l
1) Basic

3 acurce —

) Security

) wps Default Gateway l:l
) Station List

[ MAC/IP/Port Filtering Secandary DNG Server I:l

1) Port Forwarding

You may choose different connection type suitable for vour environment. Besides, you may also
canfigure parameters according to the selected connection type.

WAN Connection Type:

0 oz
[ Systemn Security Enapled
Disahle +
1) Content Filtering
=3 Administration [ Apply ] { Cancel )

[ Management

1) Upload Firmware
Settings Management
Status

Statistics

System Log

0
D
0
0

18



DHCP(Auto config): It's will auto get the IP address from the DHCP Server.. Assign the length of time for the IP

lease, default setting is 86400 seconds. The Hosthame is the name of the device.

2 Setup - Microsoft Internet Explorer,
File Edit View Favorites Tools Help

eBatk < t\_;l E @ \:h pSearch “i\\?Favnr\tas @ Bv ,"_\F .‘ﬁ

Address ‘@ http:)f192,168.0,1/home, asp

k’ “ Share your Internet connection via
e L} " a Wireless 802.11n network!
open al| close all Wide Area Network (WAN) Settings

9 AR/ROUter

0 operation Mode
B3 Internet Settings
<L AN
-] DHCP clients

You may choose diferent connection type suitable faryour environment. Besides, you may also
configure parameters according to the selected connection type

1) Advanced Routng WAN Connection Type: i

0 os
B0 Wirsless Settings Hostname

-] Basic (optional) H ‘

!
0 Advanced
ecurity
-0 wes ety

1) Station List (
B3 Firewall
-] MAC/IR/Port Filtering
-] Port Forwarding
- omz
-] System Security

1) Content Filtering
B39 Administration
-] Managerment
-] Upload Firmware
-] Settings Management
-] Status

1) Statistics

1) Systemn Log

Apply J [ Cancel ]

19



PPPOE(ADSL):

Username and Password: Fill in the User Name and Password that provided by your ISP.
Verify Password: Retype the password to confirm.

Operation Mode: Set the router as Keep Alive or On demand.

2l Setup - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back - -J E @ \:h psaarch *Favur\tes @ B' (—; ."ﬁ

Address |@ hkkp:ff192.166.0.1/home. asp

i ~ Wireless-N Broadb
b Share your Internet connection via
Wit "

i 1

fa! : :

e a Wireless 802.11n network!
|

ooen all | dlose ol Wide Area Network (WAN) Settings

W AP/RoUter
-~ Gperation Mode
B9 Internet Settings

You may choose difierent connection type suitable for your ervironment. Besides, you may also
configure parameters according to the selected connection type.

-0 WaN
) Lam
[ DHCP dlients AN Connection Type:
~[) Advanced Routing onnection Type:
1) qos
Bl e
@I‘S\flree;ziscs Settings Y P— |pppoeiwer |
S Advanced Password |uuuuuu |
-~ Security
- WPS Warify Password |¢|¢o.o|¢|¢|¢ |
) Station List
23 Firewall Keep Alive v
g Ppﬂg.ifézf;;c;r:dm;emng OperE e Lod Keep Alive Mode: Redial Period senconds
) DMZ On demand Mode: IdleTimemmutes
-] Systemn Security MAC Clone
0 Content Filtering
B3 Administration Enabled

0 Managerment ( Apply ] [ Cancal ]
-] Upload Firmware

[0 Settings Management
~[) Status

~[) Statistics

-] System Log

20



L2TP: Layer 2 Tunneling Protocol (L2TP), a tunneling protocol used to support virtual private networks (VPNS).
Server IP Address: Fill in the L2TP Server IP address that provided by your Internet Service Provider (ISP).
Username and Password: Fill in the User Name and Password that provided by your ISP.

Address Mode: Select to use Static or Dynamic IP mode.

IP Address, Subnet Mask and Default Gateway: Fill in the IP address, Subnet Mask and Default Gateway that
provided by your Internet Service Provider (ISP).

Operation Mode: Set the router as Keep Alive or On demand.

MAC Clone: Select to use the following MAC as the MAC address while serving Internet:

Original MAC: the MAC of the device.

Manual Settings: the MAC of your computer. Click on “Clone MAC Address from your Computer” to clone your

computer MAC address in the blank. You can also change the MAC address if you need.

2} Setup - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

eBack M ) ) |ih] @ :] /I__\‘ Search “‘}:1:(’ Favorites {‘} [_'\’v :l_' '3

Address |@ http:ff192.168.0,1/home, asp

&%@ | Wireless:N.

Share your Internet connection via
a Wireless 802.11n network!

open all | close all . .
open all| cloce all Wide Area Network (WAN) Settings
:) APfRouter You may choose different connection type suitable foryour environment Besides, you may also
Eé %ﬁ:pig?ggﬁizs configure parameters according to the selected connection type. '
-] AN
]_1 L&)
-] DHCP dlients WAN Connection Tvoe:
-] Advanced Routing onnection fype:
- Qos
BL’\:"II;;;SCS Settings Saver P
-0 Advanced User Name
-] Security
- WPS Passwaord |........I..
-] Station List -
=+53 Firewall e —
-0 MAC/IR/Port Fitering ik address 192.166.1.1
- Port Forwarding
-] DMZ Subnet Mask 255.255.255.0
-] System Security
- Content Filtering Default Gateway 192.166.1.254
EH33 Administration Keep Alive v
-1 Managerment
1) Upload Firmuware Ceatignivods Keep alive Mode: Redial Period senconds
3 2:;?538 Management on demand Mooz idle Tme 5| minutes
-0 Statistics
-] System Log Enablad
[ Apply } I Cancel ]
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PPTP: Point-to-Point Tunneling Protocol (PPTP) is a method for implementing virtual private networks (VPNS).
Server IP Address: Fill in the PPTP Server IP address that provided by your Internet Service Provider (ISP).
Username and Password: Fill in the User Name and Password that provided by your ISP.

Address Mode: Select to use Static or Dynamic IP mode.

IP Address, Subnet Mask and Default Gateway: Fill in the IP address, Subnet Mask and Default Gateway that
provided by your Internet Service Provider (ISP).

Operation Mode: Set the router as Keep Alive or On demand.

MAC Clone: Select to use the following MAC as the MAC address while serving Internet:

Original MAC: the MAC of the device.

Manual Settings: the MAC of your computer. Click on “Clone MAC Address from your Computer” to clone your

computer MAC address in the blank. You can also change the MAC address if you need.

<A Setup - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

Qe - © - [x] A & ) search 57 Favortes ) - :_\; 3

Address ‘@ hktp:f192.168.0.1/home.asp

W sir Wireless-N
e
open all | close all Wide Area Network (WAN) Settings

4 AP/Router
-~ Qperation Mode
B9 Internet Settings

Share your Internet connection via
a Wireless 802.11n network!

‘Wou may choose different connection type suitable for your environment, Besides, you may also
configure parameters according to the selected connection type

-1 WAN
0 Lam
) DHCP dlients .
-0 Advanced Routing WAN Connection Type: FETE k
- qos PPTP Mode .
BM‘EVEG;Z?CS Settings Server IP pptp_server
-1 Advanced User Nams pptp_user
-] Security
0O wps Passwaord sssssssasss
) Station List =
Eey Firowal Address Made
-1 MAC/IP/Port Filtering IP Address 192.168.1.1
-] Port Forwarding
-~ DMZ Subnst Magk 265.265.255.0
-] Systemn Security
[ Content Filtering Default Gateway 192.168.1.254
-9 Administration Keep Alive v
0 Management
-~ Upload Firmware Gperation Mode keen Alive Made: Redial Periad senconds
S ZT;EISSQS Managernent On demand Mode: Idle Time l:l minutes
-0 Statistics
- System Log Enabled

[ Apply I [ Cancel ]
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3.4.2 LAN Setting

To set up the configuration of LAN interface, private IP of your router LAN port and subnet mask for your LAN
segment. Default IP is 192.168.0.1.

IP Address: The IP of your Router LAN port (default 192.168.0.1).

Subnet Mask: Subnet Mask of you LAN (default 255.255.255.0). All devices on the network must have the same
subnet mask to communicate on the network.

LAN2: Enable / Disable LAN 2.

LAN2 IP: The IP address of LAN2.

LAN2 Subnet Mask: Subnet Mask of LAN2.

DHCP Type: To give your LAN Client an IP, you have to enable DHCP server. If not, manual setting up your client
IP is necessary when you want to use the router as your client’'s default gateway.

Start IP Address: Specify the DHCP Client start IP address.

End IP Address: Specify the DHCP Client End IP address.

Note: The number of the “End IP” must be greater than “Start IP”, and cannot be the same as the router’s IP
address.

DHCP Lease Time: Choose the length of the time for the device to recycle and give out the IP addresses to the
devices in your network (default 86400).

Statically Assigned: Can statically assigned the client MAC and IP address. There are three IP can assign.
802.1d Spanning Tree: Enable/Disable. The Spanning Tree Protocol is an OSI layer-2 protocol that ensures a
loop-free topology for any bridged LAN.

LLTD: Enable/Disable. Link Layer Topology Discovery (LLTD) is a proprietary Link Layer protocol for network
topology discovery and quality of service diagnostics. It was developed by Microsoft as part of the Windows Rally
set of technologies. The LLTD protocol operates over both wired (IEEE 802.3 Ethernet) as well as wireless (IEEE
802.11) networks.

IGMP Proxy: Enable/Disable. IGMP proxy enables the system to issue IGMP host messages on behalf of hosts
that the system discovered through standard IGMP interfaces. The system acts as a proxy for its hosts.

UPNP: Enable/Disable. (Universal Plug-and-Play). Network architecture based on TCP/IP and intended to allow
terminals to be networked without the need for configuration. In the Barricade router, for example, the correct
ports are automatically opened for applications like Net meeting, online games, etc. You can choose to enable or
disable the UPnP Service.

Router Advertisement: Enable/Disable. The ICMP router discovery messages.

PPPoOE Relay: Enable/Disable PPPoe Relay.

DNS Proxy: Enable/Disable DDNS Proxy.
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soft Internet Explorer

File Edit View Favorites Todls

eBack @ w\) @ @ \/b pSearch E’}{Favorites @ 8' ,i_; .“5

Address [ @] http:j/192.168.0.1jhome asp

0

4 AP/Router

-0 Operation Mode
B9 Internet Settings

~L) WAN

-] DHCP dlients

0 Advanced Routing
-0 QoS

B9 Wireless Settings
-] Basic

- Advanced

0 security

-0 WPS

-1 Station List

E Firewall

- MAC/IRPort Filtering
- Port Forwarding
) DMz

-] Systermn Security
-] Content Filtering
B Administration

Wireless-|

Share your Internet connection via
a Wireless 802.11n network!

Local Area Network (LAN) Settings

“ou may enable/disable networking functions and configure their parameters as your wish

LAN p

P Address
Subnet Mask
LAM 2 Crenable ® Disanle

LAMNZ IP Address

I

LAMZ Subnet Mask

MAC Address 00:0C:42:30:61.77

DHCP Type Server ¥

Start IP Address | 192.168.0.100

End IP Addregs || 192.168.0.200

il

) Managernent SubnetMask | 255 255 265.0
0 Upload Firrmware )
R DHE 8
-] Settings Managerment rman erver | 192.166.01
-1 status Secandary DMNS Server
-] Statistics
-] Systern Log Default Gatewsy | 192.168.0.1
Lease Time | 86400
Statically Assinned MaC
IF:
Statically Az=igned MAG
IP:
Statically Assigned MAG l:l
I I
802.1d Spanning Tree ‘ Disahle Vl
202 1d Spanning Tree Disahle +
LLTD Disable
IGMP Prosy Disahle v
UFMP Disable
Router Advertisement Disable
PPFOE Relay Disahle v
DHS Prosy Enshle
L Apply ] [ Cancel
@Done
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3.4.3 DHCP Clients Setting
The information of IP, MAC, address and expire time of the DHCP clients that have connected with this device.

3 Setup - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back - -J Ia @ (h pSearch \;r\\‘(Favnrltes @ Bv .3’__; ‘ﬁ

Address @ hitp:fi192.168.0.1 /home. asp

Wireless-N .

oven all | close al DHCP Client List

4 APfROUter
-0 operation Mode
-3 Internat Settings

=
=) WAN .
[ LAN DHCP Clients

Share your Internet connection via
a Wireless 802.11n network!

“ou could monitar DHCP clients here.

~{] DHCP clients MAC Address IP Address Expires in
S Advanced Routing D0:80:CCAR30:CD 192.168.0.100 23:55:35
-0 QoS
559 Wireless Settings 00:0C43:41:44E7 192.166.0.101 000000
~{] Baszic 00:05B4:88:88:80 192.168.0.102 211427
-0 Advenced 00:1302:11:80:8E 192.166.0.103 234442
-1 Security
-] WPs
[ Station List
-3 Firewall

-1 MAC/IR/Fort Filtering
- Port Forwarding
-] DMZ

[ Systemn Security
-] Content Filtering
B9 Administration

-] Management

Upload Firmurare
Settings Management
Status

Statistics

System Log

CODDOD
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3.4.4 Advanced Routing Setting

22 Setup - Microsoft Internet Explorer,

File Edt View Favorites Tools  Help

eﬁack ) |ﬂ @ ;j ;‘1 Search sj:('Favnntas @ f:{- :\5 ﬁ

address (@] hitp/192,168.0. Lhome.asp

vl

epen all | close all

9 AP/Router
~1) Operation Mode

Wireless-N

Share your Internet connection via
a Wireless 802.71n network!

Static Routing Settings

You may add and remaote custom Internet routing rules, andfor enable dynamic routing
exchange protocol here

3 Internet Settings
0 Lan
3 Advanend Routing
3 Wireless Settings
[ Basic ¢ IREEE
2 dvanced I
) Security
0 wrs Interface |LAN VH
~[) Station List
s —
- MAC/TF/Part Filtering
S E%;Forwardmg [Aeply | -Reset
~1) Systemn Security
- Content Filtering
B3 Administration
Iﬁj L“;.’;i%e;”,fg;m
~[) Settings Management Ma Destination Metmask Gateway Flags Metric |Ref|Use Interface | Comment
1) status 1 |255.265.256.265 |256.255.266.256 [0.0.0.0 (5 |0 Lar
1) statistics (bt
13 system Log 2 |1821a00 (2653852550 (0000 1 0 (Llfr'a‘)

Dynamic Routing Settings

Dynamic Routing Protocol

&) Done

Static Routing Settings

User can set a route rule(table) in here..

Destination: The destination IP address.

Range: Host/Net, when select “Net”, there is another “Netmask” column need to fill out.
Gateway: The gateway for the routing.

Interface: Via LAN/WAN or User can define by custom.

Comment: Memo for the routing rule.

Dynamic Routing Settings

Use RIP to auto build the routing rule. User can enable the dynamic routing settings in here.
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3.4.5 QoS Setting

2l Setup - Microsoft Internet Explorer,

File Edit ‘Wiew Favorites Tools  Help ?
@ Back - -\_) D @ h SEarch \f/\f‘ Favorites @ &3 .- ‘5
fddress |@ hktp:/ /152, 168.0.1/home. asp V| Go | Links

GDDglE||G|v V|Gn & D B~ {9 bookmarksw Bhoblocked P Check v -y Autolink = 2* (C) Settings~

Share your Internat connection via
a Wireless 802.11n network!

o ena]ll close all

Quality of Service Settings

':! APROULer

..... -~ Operation Mode You may setup rales to provide Guality of Serice guarantees for specific applications,
L‘_I 2 Internet Settings
-1 LaN

-] DHCP dlients

OB
B3 Wirel _ Settings |Qua|ih.rc:f89nrice | Disahle

~{] Basic
- Advanced |Up|uad Bandwidth: ” Izer defined Bitsisec |
-] Security | - ” . _

Download Bandwidth: User defined Bitsiset |
- WPS

-[) station List

=] a Administration
Management

Upload Firmware
Settings Management
Status

Statistics

System Log

:U:U:U:U:UD

I@ Done # Internct

The QoS (Quality of Service) Settings page provides different priority to different users or data flows.
Quality of Service: Enable/Disable the QoS, default setting is Disable.

Upload Bandwidth: The parameter for upload bandwidth.

Download Bandwidth: The parameter for download bandwidth.

Please don't forget to submit when you finish the setting.
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3.5.1 Wireless-Basic Setting

2l Setup - Microsoft Internet Explorer,

File Edit ‘Wiew Favorites Tools  Help .
@ Back - -\-) @ @ \{h p Search "?':l\? Favorites @ @ - ..{_!;LF ..‘3
fddress |@ hktp:/ /152, 168.0.1/home. asp V| Go | Links

V|Gn & D B~ {9 bookmarksw Bhoblocked P Check v -y Autolink = 2* (C) Settings~

Basic Wireless Settings

Share your Internat connection via
a Wireless 802.11n network!

[

i ARfRoUter

=0 Operation Mode Yfou could configure the minirmurm nurmber ofireless settings for communication, such as
Ea Internet Settings Metwork Marme (S5I0) and Channel. The Access Point can he set simply with anly the minimum
setting items.
-0 LAN |
-] DHCP clients 7
1) Qos
B9 Wireless Settings
-1 Basic Wireless Network
-] Advanced Radin OniOf RADIO OFF ||
- Security
-] WPS Metwirk Mode | 1h/g/n mixed mode V|
-] Station List :
553 Administration Netwark Name(SS10) wirelass |
-] Management .
-] Upload Firrmware it SE1or | |
g gitimgs Maragement Multiple SSID2 | |
atus
-1 Statistics Multiple SSID3 | |
- System Log
Multiple SSID4 | |
Multiple SSID5 | |
Multiple SSID6 | |
s
< i | &
1€ (T ® Internet

Radio Off: Enable/Disable the wireless.

Network Mode: There are 3 mode can choose, 11/b/g/n mixed mode/11b only/11g only.

SSID: set up the wireless ID, default is wireless.

Multiple SSID 1 ~ 7: You can set up to four SSID for this wireless network.

Broadcast Network Name(SSID): Enable/Disable the SSID broadcast.

AP Isolation: Enable/Disable this function. Create a separate virtual network for your wireless network. When
this feature is enabled, each of your wireless clients will be in its own virtual network and will not be able to

communicate with each other. You may want to utilize this feature if you have many guests that frequent your
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wireless network.

MBSSID AP Isolation: Enable/Disable this function.

BSSID: Displays the Basic Service Set Identity (BSSID) of this router. This parameter is the same as the MAC
address of LAN port.

FIEUETILY LN 244/ WIAZ |LNANNEIG) ¥
Wireless Distribution System(WDS)

WDS Mode

Fhy Mode Lazy hode

S i

Encryp Key [ou32089968 |
AP MAC Address [ ]
AP MAC Addres [ ]
AP MAC Address [
AP MAC Address [
HT TxStream

HT RxStream

Apply ] [ Cancel

WDS (Wireless Distribution System):

WDS Mode: Default is Disable, there are 3 Mode can choose, Lazy Mode(Auto), Bridge Mode(Bridge Only) and
Repeater Mode(AP + Bridge).

Phy Mode: Select the option in the drop-down list to enable CCK, OFDM, HTMIX, or GREENFIELD mode for
physical layer transceivers.

EncrypType: Select the option in the drop-down list to enable WEP, TKIP, and AES encryption types. If you
select None, any data will be transmitted without encryption and any station can access the router.

EncrypKey: For encryption type of TKIP and AES, you have to fill in the WPA encryption key. Please use Pass
Phrase (8~32bytes) key format.

AP MAC Address: For encryption type of TKIP and AES, you have to fill in the WDS AP MAC. You can fill up to 4
sets of WDS AP MAC lists.

Other :

HT TxStream: Set the Tx via 1 or 2 antennas.

HT RxStream: Set the Rx via 1 or 2 antennas.
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3.5.2 Advanced Setting

2} Setup - Microsoft Internet Explorer

Fle Edit Yiew Favorites  Tools  Help

@Back < -\_) E @ \/_h pSearch \;n\?Favorltes 8 L’gv ,i_; ‘ﬂ

Address |@ http:ff192.165.0.1/home. asp

R 3 Wireless-N

Share your Internet connection via
a Wireless 802.11n network!

Advanced Wireless Settings

3 APiRouter Use the Advanced Setup page to make detailed settings for the Wireless. Advanced Setup
1) Operation Mode includes iterms that are not available fram the Basic Setup page, such as Beacon Interval, Control
=43 Internet Settings Tx Rates and Basic Data Rates

<) WA

D LAk

-1 DHCP clients

-0 gos

263 Wireless Settings B Pratection Mode
[ Pasic
- Advanced Beacon Interval ms (range 20 - 999, default 100
- Security
[Data Beacon Rate (OTIM 1 -
-0 wPs (DTIn) ms(range‘\ 258, default 1)
) Station List Fra
gment Threshold 2346 range 256 - 2346, dafault 2345
E3 Firewall ( ! ! !
-1 MAaC/IR/Port Filtering RTS Threshold 2347 (range 1 - 2347, default 2347)
-1 Port Forwarding
-] DMZ TA Pawver (range1-100,defaull100)
-1 System Security
~{ Content Filtering SR (FIEEmnS OEnable @ Disahle
B3 Administration Short Slot @ Enable O Disable
-1 Management
1) Upload Firrmware T Burst @ Enable O Disable
-] Settings Management
-0 Statusg ¢ PH_Aggregate @ Enable O Disable
-] Statistics IEEE £02.11H Support O Enable @ Digabletonly in & hand)
1 System Log
Country Code FR (France) b
Wil Capable @ Enable O Disable
APSD Capable OEnable @ Disahle
DLE Capakle OEnable ® Disahble
Wbt Parameters [ Wihdbd Configuration ]
Multicastto-Unicast O Enable @ Disable
[ Apply ] [ Cancel ]
@Done

Advanced Wireless:

BG Protection Mode: Some 802.11g wireless adapters support 802.11g protections, which allows the adapter
search for 802.11b/g singles only. Select “Auto” to turns it on or off automatically, select “On” to support protection
or select “Off” to disable this function.

Beacon Interval: Beacons are packets sent by an access point to synchronize a wireless network. Specify a
beacon interval value. Default (100ms) is recommended.

Data Beacon Rate(DTIM): Enter a value between 1 and 255 (default 1) for the Delivery Traffic Indication

Message (DTIM). ADTIM is a countdown informing clients of the next window for listening to broadcast and
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multicast messages.

Fragment Threshold: This value should remain at its default setting of 2346. If you experience a high packet
error rate, you may slightly increase your fragmentation threshold within the value range of O to 2346. Setting the
fragmentation threshold too low may result in poor performance.

RTS Threshold: Request To Send threshold. This value should remain at its default setting of 2347. If you
encounter inconsistent data flow, only minor modifications to the value range between 1 and 2347 are
recommended.

Tx Power: Transmit power. You can set the output power of wireless radio. This value should remain at its default
setting of 100. If you

Short Preamble: The length of CRC blocks in the frames during the wireless communication.

Short Slot: Indicates that the 802.11g network is using a short slot time because there are no legacy (802.11b)
stations present

Tx Burst: Select to enable or disable connecting to a Tx Burst supported device.

Pkt_Aggregate: To aggregate lots of packets into a big one before transmitting packets. This can reduce control
packet overhead.

IEEE 802.11H Support: Enable/Disable.

Country Code: Select wireless country code. Six countries can choose.
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Wi-Fi Multimedia:

Wi-Fi Multimedia

WM Capable ® Enable O Dizahle
APSD Capable (O Enable &) Disahle
DLE Capahle O Enahle @ Dizahle
YWl Parameters [ Wdbd Configuration ]

Multicast-to-Unicast Converter

Multicast-to-Unicast ) Enahle & Disahle

[ Apply l [ Cancel ]

Wil Parameters of Access Point
Aifsn CWWhin CAATiax Trop AT AckPolicy
acBE | [3 | s~ [e3% |0 ]| O O
AcBK | |7 | | [15%] | [1023¢] | [0 O O
e I R o o 2 o R O O
wvo | 1 || 39 0| o

ose | 5 | | (59 i ] | o
o | 7] | (59 i | | o
AC_V 2 | 7 ¥ 15 v O

[ Apply ] [ Cancel H Close ]

WMM Capable: This will enhance the data transfer performance of multimedia contents when they're being
transferred over wireless network.

APSD Capable: Automatic Power saves Delivery. Select to enable / disable data flow using power saving mode
during transmitting.

DLS Capable: Enable/Disable this function.

WWhikd Configuration

WMM Parameters: You can configure WMM parameters by clicking on the | button. The
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configuration window pops up (as shown below). Manually configure the parameters and click on the “Apply”
button to execute.

Multicast-to-Unicast: It can receives Multicast streams from the network backbone, converts them to Unicast
format, and routes them to the set-top-boxes of end-users over the last mile infrastructure (e.g. DSL, Ethernet,
WiFi).
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3.5.3 Security Setting

2 Setup - Microsoft Internet Explorer,
File Edit Wiew Favorites Tools Help

@Back L2 ‘.J B @ (h psaarth *Favnritas @ E’:?v “’“_\ﬁ‘ .‘ﬁ

Address |@ hittp:/192. 168.0. 1 fhame. asp

1 ¥ o - e -
4 Wireless-N Br
h’ - Share your Internet connection via
h‘:".u’. L =iy a Wireless 802.11n network!

ooen all | dose ol Wireless Security/Encryption Settings

3 AP/Router
) Operation Mode
EH9 Internet Settings

Setup the wireless security and encryption to prevent frorm unauthotized access and monitaring.

- wan

) LAaN

T S e
) advanced Routing 531D choice

T O s Settings wetess- |
-] Basic
0 advanced Secutity Mode

-] Security
0 wes
o reen st
EH3 Firewa e T
~[) MAC/IP/Port Filtering | Foliey
Do S rssasaon —
-] System Security Apply ] [ Cancel ]

-] Content Filtering
= Administration

~[) Management
Upload Firmurare
Settings Management
Status
Statistics
Systemn Log

UDOUDD

SSID Choice: Please choose a SSID you have set for this router in the Wireless Settings > Basic Settings from
the drop-down list. The SSID will be shown on the wireless network for recognizing..

Security Mode: There are 10 modes for you to select: Open, Shared, WEP Auto, WPA, WPA-PSK, WPA2,
WPA2-PSK, and WPA-PSKWPA2-PSK, WPA1WPAZ2, 802.1x. Please refer to the following description.
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Security Mode -- Open / WEP Auto

I J T RSV R LT o i

a Wireless 802.11n network!

Wireless Security/Encryption Settings

Setup the wireless security and encryption to prevent from unauthorized access and monitoring.

Select SSID

581D chaice BGAPDT (v
Security Mode i-.-“- T -_T
Default Key ‘Key 1 Vi
[WEP Key 1 : [EREE0EEE | [Hex ]
[WEP Key2: \ | [Hex ¥
WEP Keys
\WEF Key 3 \ | [Hex ]
(WEP Key 4 : \ | [Hex ]
Palicy ED\sabIe Vi

iAdd a station Mac: |:‘

[ App\;f ] [ Cancel ]

Default Key: Select to use the WEP key value of 1, 2, 3 or 4 as in the following settings.

WEP Keys: Select ASCII or Hex to setup the key value. ASCII (American Standard Code for Information
Interchange) is a code for representing English letters as numbers from 0-127. Hexadecimal digits consist of the
numbers 0-9 and the letters A-F.

Access Policy:

Policy: Default is Disable, you can allow or Reject the wireless station.

Add a station Mac: Fill out the MAC address of wireless station you want to allow or reject.



Security Mode -- Shared
Wireless-N Birc

Share your Internet connection via
a Wireless 802.71n network!

Wireless Security/Encryption Settings

Setup the wirsless security and encrption to prevent from unauthorized access and monitaring.

55ID chaics [BGARDT |

[E—— ‘ @

| Default Key - ‘@|
WER ey 1 7 imgazagngéa | [fex 9]
;WEP Key2: i \ | .‘iHe}{ |

=t [WEP Key 3 \ \ | Hex v
[—— V \ | . [Hex |

Access Policy

Folicy 'R_eject V|
Add a station Mac: |

[ App\‘y J [ Cancel J

Default Key: Select to use the WEP key value of 1, 2, 3 or 4 as in the following settings.
WEP Keys: Select ASCII or Hex to setup the key value. ASCII (American Standard Code for Information

Interchange) is a code for representing English letters as numbers from 0-127. Hexadecimal digits consist of the
numbers 0-9 and the letters A-F.

Access Policy:
Policy: Default is Disable, you can allow or Reject the wireless station.

Add a station Mac: Fill out the MAC address of wireless station you want to allow or reject.
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Security Mode -- WPA-PSK / WPA2-PSK / WPA-PSK + WPA2-PSK

Wireless Security/Encryption Settings

Setup the wireless security and encryption to prevent from unauthorized access and monitaring.

S8ID choice BGAPOT v

Security Mode Wy v £

"WPA Algorithms OTKP OrES  TKIPAES
Pass Phrase [12345678 |
Key Renewal Interval seconds
Policy
Add a station Mac: [ ]

Apply ] [ Cancel ]

WPA Algorithms: Mark the option to enable modes of TKIP, AES, or TKIPAES (TKIPAES is only available in the
security modes of WPA2-PSK and WPAPSK + WPA2-PSK)

Pass Phrase: Enter a pass phrase encryption key format (8~32 bytes).

Key Renewal Interval: Enter a value to setup the WPA key renewal interval. The device regenerates the key in
every interval seconds that you have setup without disconnection.

Access Policy:

Policy: Default is Disable, you can allow or Reject the wireless station.

Add a station Mac: Fill out the MAC address of wireless station you want to allow or reject.



Security Mode -- WPA / WPA2 / WPA1 + WPA2 / 802.1x

Share your Internet connection via
a Wireless 802.11n network!

Wireless Security/Encryption Settings

Setup the wireless security and encryption to prevent fram unauthorized access and monitaring

.SS\D choice E@E

“BGAPO1"

Security Mode | WYRPATWRAZ "I
wen |
| WPA Algarithms OTkP OAEs OTKIPAES
.Key Renewal Interval . 3600 !sgmnug
IP Address I \-
Fort 1812
Shared Secrat | ralink ‘
|session Timest ]
.Id\e Timeout .. |
Folicy [ Reject v
Add a station Mac

[ Apply I [ Cancel I

WPA Algorithms: Mark the option to enable modes of TKIP, AES, or TKIPAES (TKIPAES is only available in the
security modes of WPA2-PSK and WPAPSK + WPA2-PSK)

Key Renewal Interval: Enter a value to setup the WPA key renewal interval. The device regenerates the key in
every interval seconds that you have setup without disconnection.

Radius Server:

IP Address: Radius Server IP address.

Port: The default port number is 1812.

Shared Secret: The default is “ralink”.

Session Timeout: default is 0.

Idle Timeout: The idle timeout setting.
Access Policy:

Policy: Default is Disable, you can allow or Reject the wireless station.

Add a station Mac: Fill out the MAC address of wireless station you want to allow or reject.
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3.5.4 WPS Setting

Wi-Fi Protected Setup

You could setup security easily by choosing PIN of PBC method to do Wi-Fi Protected Setup

'WPS Config

s
Apply

WS Current Status: Idle

WPS Configured: Yeg

WPS SSI0: BGAPDT

WPE Auth Mode: Open

WRS Encryp Type: WEP

WS Default Key Indesx: 1
WPS KeviHes value) 0832680968
AP PIN: 42774742

Reset O0OB

'WPS Progress

WPS made ®pPiN OPBC

WaC:Idle

The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is to simplify the security setup and
management of Wi-Fi networks. This Router supports the configuration setup using PIN configuration method or
PBC configuration method through an internal or external Registrar.

WPS: Enable/Disable the WPS. Default setting is disable.

WPS Summary: Shows the information of WPS current status, configured, SSID, authentication mode, and
pre-shared key. Click on Reset OOB button to Reset WPS AP to the OOB (out of box) configuration.

WPS Progress: Show the WPS current status.

WPS mode:

PIN method (Personal Identification Number): read the PIN from either a sticker on the new STA or a display.
PBC method (Push Button Communication): in which the user simply has to push a button, either an actual or
virtual one, on both the AP and the new STA. (Users can simply push the

PIN: Users have to fill in the PIN code to enrollee device if selecting PIN mode as the WPS Config method.



3.5.5 Station List

osoft Internet Explorer

File Edt View Favorites Tools

Help

Qe - © - (=] B ) search 57 Favares ) 2 Dﬁ B

| P

epen al | cloge al

4 AP/Router
-] Gperation Mode
B3 Internet Settings
11 wan
0 Lan
) DHCP clignts
[ Advanced Routing
0 gos
B3 Wireless Settings
) Basic
) Advanced
) Security
-] WPS
- Station List
E-3 Firewall
-1 MAC/IP/Port Filtering
{3 Port Forwarding
{0 oMz
[ System Security
[ Contant Filtaring
EH3 Administration

) Managerment
Upload Firrmrare
Settings Management
Status
Statistics
System Log

oo

-0

address @] httpsy/192,168.0.1fhome. asp

Share your Internet connection via
a Wireless 802.11n network!

Station List

“fou could monitor stations which associated to this AP here.

MAC Address Aid PSM MirmaoPS MCS By SGI STBC

00:1 30211 :80:8E [+ o o |7 Jzom o o |

Monitor Stations which associated to this AP/Router here.
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3.6.1 MAC/IP/Port Filtering Setting

2l Setup - Microsoft Internet Explorer

File:

@Back @ -J @ @ (h pSearch *Favorites @ Bv .{_; .‘3

Address @ http:ff192,168.0.1/home, asp

Edit  View Favorites Tools Help

E

T e
openal | close 2l MAC/IP/Port Filtering Settings

9 APRouter
~[) operation Mode
=9 Internet Settings
~L) WA

-] DHCP dlients
-Q Adanced Routng
=9 Wireless Settings MAC/IF(Port Filtering

You may setup firewall rules to protect yvaur netwark from virus warm and malicious activity on
the Internet.

-1 Basic |DefauItPOIicy--The packet that don't mateh with any rules would be: || Dropped.
-] Advanced
-1 Security

0w
-] Station List

=9 Firewall

~{) MAC/IR/Port Filtering
~{) Port Forwarding

-3 oz
- System Securit - —
-0 czntent Filterim\é TR axliliees

=3 Administration Dest IP Address |:|

-] Management
-~ Upload Firmware Source IP Address
-] Settings Management
S Statusg 9 Protocal Mone
~[) Statistics Dest Port Ran
ge
e ]

Action Accept ¥

(The maximurm rule countis 32.)

Source Port Range

Current MACAP/Port filtering rules in system:

Dest | Source

A DestlP | Source IP ) Pkt

Mo, address | sddress | Address Frotocol | Paort Fort | Action |Comment Cnt
Range | Range

@ Dione

The Wireless Router could filter the outgoing packets for security or management consideration. You can set up
the filter against the IP addresses to block specific internal users from accessing the Internet. The firewall could
not only obstruct outside intruders from intruding your system, but also restricting the LAN users. Port filter

restricts certain type of data packets from your LAN to Internet through the router.

Basic Settings:
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MAC/IP/Port Filtering: Enable/Disable the function.

Default Policy - The packet that don’t match with any rules would be: Dropped/Accepted.
MAC/IP/Port Filtering Settings:

MAC address: Fill out the MAC address that you wish to filter.

Dest IP Address: Fill in the destination IP address that you wish to filter.

Source IP Address: Fill in the source IP address that you wish to filter.

Protocol: Select the protocol type of TCP, UDP or ICMP.

Dest Port Range: Fill in the destination port range that you wish to filter.

Source Port Range: Fill in the source port range that you wish to filter.

Action: Accept or Drop the action.

Comment: Input any text to describe this mapping, up to 16 alphanumerical characters.
IP / Port Filter Rule List

Lists the IP / Port Filter Settings you have added before. Click on the list to change configuration, or the delete

button to delete the list.
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3.6.2 Port Forwarding Setting

2} Setup - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools Help

eBack - \J @ @ \-_h ;\J Search “?:1‘\? Favorites @ [E:{v .,:\; ﬁ
Address @ http:ff192.168.0.1fhome, asp

ai ¢  Wireless-N B

hf '3 " Share your Internet connection via
ey EARS - a Wireless 802.11n network!
pen all | cloge all . :

open 2l | close Virtual Server Settings

¥ APfRouter ) ) )
: You may setup Virtual Servers to provide services on Internet.

E-59 Internet Settings

-1 WAN

D Brice dlents
-1 Advanced Routing Yirtual Server Settings

-0 QoS

EHE) Wireless Settings Lgaddices |:|
-] Basic

Port Range
e : ]

-0 Security Pratacal

-1 wPs

~[) Station List Comment |:|
=3 Firewall (The maximum rule count is 32

-1 MAC/IF/Fort Filtering

g Port Forwarding Apply
- DMZ

- Systermn Security

-] Content Filtering

B9 Administration

D Management
-1 Upload Firmware

- Settings Management M. IF Address Fort Range Frotocal Comment
- Status

-] Statistics

-] System Log

Virtual Server help redirect requests from computers on the LAN to a server set up on the LAN. You can setup an
Internet service on the computer on local network, without exposing it on Internet directly. You can also build
many sets of port redirection, to provide many different Internet services on different local computers via a single
Internet IP address.

Virtual Server Settings: Enable/Disable.

IP Address: Fill in the IP of your LAN Server.

Port Range: Fill in the port range that you wish to filter.

Protocol: Select the protocol type of TCP, UDP or Both.

Comment: Input any text to describe this mapping, up to 16 alphanumerical characters.

Virtual Server Mapping List

Lists the Virtual Server Settings you have added before. Click on the list to change configuration, or the Delete

button to delete the list.
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3.6.3 DMZ Setting

23 Setup - Microsoft Internet Explorer
Fle Edt view Favorites Tools Help

@Back - |ﬂ @ h /'._] Search ‘i":‘(Favor\tes @ r_-"- ::,' ﬁ

siddress | @] it {192.168.0. Lihome. asp

Wireless-N Bro
3 Share your Internet connaction via
u

- o4
’kz_- T =t a Wireless 802.11n network!

open al | close all DMZ Settings

9 APRouter

) Operation Made
-3 Internet Settings
O wian

O Lan "
S biee dients
{1 Advanced Routing DMZ Settings

0 qos

[ Basic

1) Advanced

1) Security
0 wrs

U Station List

B3 Firewall

) MAC/IP/POrt Filtering
) Port Forwarding

) DMZ

1) System Security

) Content Filtering
B3 Administration

) Management

1) Upload Firmuare

{1 Settings Management
) Status

[ Statistics

) System Log

“fou may setup & De-militarized Zone(DMZ) to separate internal network and Internet.

The virtual DMZ (Demilitarized Zone) is used to enable protocols, which need to open ports on the router. The
router will forward all unspecified incoming traffic to the host specified in this page. To configure it, mark to enable

virtual DMZ and then enter the Host IP (private IP address) and click Apply to enact the setting.
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3.6.4 System Security Settings

3 Setup - Microsoft Internet Explorer

File  Edit Wew Favorites Tools  Help

eBa[k < -J E @ \r_:j pﬁear[h \;“\?Favnritas @ Bv % .ﬁ

Address |@ http://192.168.0.1 /horme. asp

Share your Internet connection via
ey L) i a Wireless 802.11n network!

Ll
open ol cloe ol System Security Settings

W ap/Router

[ Operation Mode
5 Internet Settings
~) WAN

) LAN
3 Dric arents
~{) Advanced Routing ’m

0 qQos
= Wireless Settings

- % Basic Ping from WAN Filter
Advanced
-3 Security Ping from WAN Filler

~) WS
) Station List

Py
-} MAC/IR/Port Filtering P Firewall ; E

0 Port Forwarding

~{) DMZ

-} System Security

0 Content Filtering

B Administration

-} Management

0 Upload Firmware %
- Settings Manageament

-] Status

) Statistics

- System Log

ou may configure the systern firewall to protect AP outer itself frorm attacking.

Remote Management via WAN: Allow/Deny.
Ping from WAN filter: Disable/Enable.
Stateful Packet Inspection (SPI): Disable/Enable.
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3.6.5 Content Filtering Settings

2} Setup - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

Qe - @ [¥] B @b PO seath Fprowies € (A~ i 2

Address ‘Q htbp: /{192, 168,0.1fhome. asp

r n " - il
o Wireless-N Bro:
*T n Share your Internet connection via
ey " a Wireless 802.11n network!
open all

| close 21 Content Filter Settings

9 AR/ROUtEr
=) Gperation Mode

E£3 Internet Settings
Eo
0O Lan Filters: ’W

{1 DHCP dients

S gg\éanced Routing

B Wireless Settings
[ Basic
1) Advanced

0 seaurity Webs URL Filter Settings

4 wpPs

Y- b i
) MAC/IRPort Flltering N0 [URL

Mo
0 Port Forwarding

0 oMz

o System Securlty
{1 Content Filtering

=3 Administration URL: |:|

1 Management

1 Upload Firmware
[ Settings Managerment
) Status

{] statistics
) System Log Webs Host Filter Settings

Current Website Host Filters:
Mo Hostieyword)

o R

You can setup Content Filter to restrict the improper content access

User can set up content filter to restrict the importer content access.
Webs Content Filter: Can filter Proxy/Java or ActiveX.

Webs URL Filter Settings:

Add a URL filter: Fill in the URL you want to filter.

Webs Host Filter Settings

Add a Host(Keyword) Filter: Fill in the keyword which you want to filter.
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3.7.1 Management Settings

2 Setup - Microsoft Internet Explorer

File Edt View Favortes Tools Help

@Ba(k - @ @ Ch piear(h \:/'\\'(Favnrites o Bv :; 32

adchess €] b/ 1921680, Linome acp

L Wireless-N .
kf p Share your Internet connection via
"t T i a Wireless 802.11n network!

ooen ol | close all System Management

9 AP/Router

[ operation Mode
23 Internet Settings
-1 wan

0 Lan

) Advanced Routing I=0 g
-0) Qos Select Language English

5 Wireless Settings

iU may configure administrator accourt and password, NTP setings, and Dynamic DNS
seftings here

[ Basic [ Apply ] [ Cal ]
1) Advanced
S
[ station List Account
3 Firewall
) MAC/IP/Port Filtering Password
-1} Part Forwardin
-0) DMz 9 [ Apply ] [ Cancel ]
[ System Security
1) content Filtering NTP Settings
-1 Administration .. [ |
-1} Management Current Time |SalJan 110:26:256 UTCZDD“ Syncwith host ]
[ Upload Firrmware N
1) settings Management izt “GMT) England v‘
D status poolntp.org
-} Statistics TP B ex:time.nistgm
-) system Log Ftp0.Broad. mit sdu
time.stdtime. gov.bw
NTP synchronization (Hoursy
[ Apply ] [ cCancel ]
Green AP
Duration Aition
0o La] ~ 0 Jali} Disable R4
W0 [0 (o
W0y o [®
0o La] ~ 0 Jali} Disable R4
1 Annhs 11 Canral 1
] Done

Language Settings: Can select language which you want.

Administrator Settings: Set the account and password to set and manage the Wireless Device.

NTP Settings: Can set the NTP server here.

Green AP: Can set the save mode for the device, set the duration and Wi-Fi Tx power.

DDNS Settings:

Dynamic DNS Provider: The website that provides DDNS service. Please select from the drop-down list.
Account: DDNS login account. For DynDNS users, please fill in your user name; for No-IP and TZO users,
please fill in your email address.

Password: The password of your DDNS service account.

DDNS: The hostname that you have applied for the device.



3.7.2 Upgrade Firmware

2 Setup - MICrosoTL Internet txplorer

File Edit ‘Miew Favorites Tools Help

@Back - \J |ﬂ @ _;j ;\J Search ‘i:(Favorites @ ['E—i{v “*_-\'..u" ﬁ

en all | close all .
 E— Upgrade Firmware
3 AP/Router
=] Operation Mode
9 Internet Settings

Address |@ hktp:/{192.168.0. 1 fhome. asp v| Go | Links *
GDCJSIE |Cv W GO 0@ \9 ﬁ‘ - * Bookmarksw E]D blocked ﬂ.':.?Check » % Autolink - r_ » Settingsv
3 e E
N Wireless-N
ki’ y'3 i Share your Internet connection via
St S 1) i a Wireless 802.11n network!

Upgrade the firmmware to abtain new functionality. It takes about 1 minute to upload and
upgrade flash and be patient please. Caution! A corrupted image will hang up the system.

B9 Administration
1] Management

Upload Firmware

Settings Management

Status

Statistics

Systemn Log

el ol wlwlw

-1 LAan
3 Diice clents
-] Qos Lacatian: | |[ Browse... |
B9 Wireless Settings
-{) Basic Fiefal
-] Advanced
3 Securiy
- WPS :
Location: B
~{) Station List | [RETEEER

Done

‘ Internet

User can upgrade the firmware in this page. Be careful, don’t power off when doing the upgrade process.
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3.7.3 Settings Management

2 Setup - MICrosoTL Internet txplorer

File Edit Wiew Favorites  Tools  Help l','
\ A A i S R

@ Back - </ |ﬂ @ f lj /_ ) Search “J.{ Favorites @ [:_;—__{- (=" ﬁ

Address |@ hktp:/{192.168.0. 1 fhome. asp v| Go | Links *

GD(JS]E |Cv | Go 0@ @ ﬁ‘ - * Bookmarks E]D blocked ﬂ.':.?Check * % Autolink = r_ » Settingsv

t  Wireless-N

Share your Internet connection via
i a Wireless 802.11n network!

Settings Management

&
T
e a 3
s
Noper all | close all

3 AP/Router

) Operation Mode You might save system seftings by exporting therm to a configuration file, restore them by
£3 Internet Settings imparting the file, ar resetthem to factory default.

-0 LAN

~{] DHCP dlients

-0 qos _
553 Wireless Settings

vance

) Security

-0 wWPs

D) Station List
E"der\r‘;lﬂlstratlont Seﬂl@s file location | |[ Browse... ]

anagemen

~{] Upload Firmware [ Import || Cancel |

) Settings Management

- Status

3 Syatam too

Load Default Button Load Default

€l E_____J @ Intemet

Users can Export Settings or Import Settings here. If want to load the factory defaults, please click the Load

default button.



3.7.4 System Status

= Setup = MICTosolL Internet LXplorer = e g s
File Edit Wiew Favorites  Tools  Help 'l','
& A (Y . . D A
@ Back ~ gd |ﬂ @ lj 7 - eszi N (RETLE @ [‘:_'::\ T ﬁ
Address |@ hktp:/{192.168.0. 1 fhome. asp v| Go | Links *
Google |G+ W Go 4 G W - Bookmarksw Oblacked  “S% Check Autolink = » () Settings=
&) A Y 1=l ’
o ¥ y ? Al
h" a R . Share your Internet connection via
e e EIEY Y i a Wireless 802.11n network!
Noper all | close all il
System Status 3
4 AR/Router
ﬂ Operation Mode Take a look at systemn status.
B3 Internet Settings
- LAn System Info
-] DHCP clients SDK version 3200 Now 21 2008)
-0 _QOS ] Systern Up Time S0Minutes
B Wireless Setfings -
-] Basic System Platform RT3051 embedded switch
- Advanced Operation Mode Bridge Mode
) Security Internet Configurations
j WPS Zonnected Type DHCP
1] Station List
. ) AN IP Address 192.168.0.1
Bl Administration
R Management Subnet Mask 255.295.249.0
- Upload Firmware Default Gateway
-1 Settings Management Primary Domain Mame Server 192.168.1.5
-0 Statg{i‘) Secondary Domain Mame Server 1689511
-] Statistics
-} System Log MAC Address 00:05:64:06:6E:10
Local Network
Local IP Address 192.168.0.1
Local Metmask 250.255.2485.0
mAC Address o0:05:B4.06:6E10
File o oo ol M ol MAd . :
@ Done ‘ Internet

You can check the device status in this page, The firmware version, Internet Configuration and LAN settings.



3.7.5 Statistic

2l Setup - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help
@ Back - -J @ @ \/_:j p Search ‘Z,",n:f‘ Favorites @ D:% - k{_; .‘ﬂ
fddress FQ hktp:/{192.168.0. 1 fhome. asp v| Go  Lirks
v|Go 5 @ E ~ 9 Bookmarks BEhoblocked S Check w g Autelink w | Autorl 2 () settings=
Share your Internet conneciion via
a Wireless 802.11n network!
- . .Y
Statistic =
4 AR/RoUter
{1 Operation Mode Take a look atthe statistics
B9 Internet Settings
S o nemary
-] DHCP clients memory total: 29540 kB
-0 Qos _ Mermary left 13508 kB
B9 Wireless Settings T
~{] Basic ]
D) Advanced VAN Ry packets: 2175 g
- Security VAN Ryt ytes: 222577
g WPS VAN Tx packets: 2581
-] Station List
o ) WA T bytes: 14000645
Bl Administration L
-[) Management LAN Ry packets: 2178 %
- Upload Firrmware LAN Ry bytes: |222877
-] Settings Managerment LAMN Tx packets: 2581
-1 Status, LAN Tx bytes: 1400085 | |
-] Statistics Prop—
~{] Systermn Log interlaces
|Name |eth2
Rx Facket 2575
Fx Byte 299188
|Tw Packet 2956
Tk Byte 15697449
Mame o
Rt Packet E
Ry Byte 810
Tx Packet 3
[Tw e [a10
Marme eth2.1
Rx Packet 1]
EES o
Tx Packat 8
Ty Byte BES
Mame sth2.2
R Parkat n &)
@ Cane :] 0 Internet
—

This page allows users to get information of data transferring condition, and monitor the status and performance

of this router including interface, receiving/sending packets, and receiving/sending errors.



3.7.6 System Log

2l Setup - Microsoft Internet Explorer

File Edit \iew Favorites Tools  Help

@Back - J @ @ \_h pSearch \Zi's" Favarites @ [;;:{v :‘\P" .ﬁ
nddressFQhttp:mgz.168.0.1;home.asp v|Go Lirks **

Google [Cl+ viGooa @ B~ €9 Bockmarksw Ehoblocked 3 Check

¥ 5% Wireless-N Broz

N Autolink » | E2 () settings=

Share your Internet conneciion via

o a Wireless 802.11n network!
Noper all | close all S ~
ystem Log 1
3 AP/RoULer
) Operation Mode Syslog:
B9 Internet Settings
"0 Lan
~{) DHCP dlients
- _QOS ] System Log
B2 Wireless Settings
D B asic Jarnn 1 00:35:09 (none) ayslog.info syslogd started: BusyBox wl.12.1
Jarn 1 00:35:09 (hone) user.notice kernel: klogd started: BusyBox wl.l12.1 (2005-
-] Advanced
. Jarnn 1 00:35:11 (none) user.debug kernel: ethZ.2: no IPvS routers present
-1 Security Jan 1 00:38:11 (none) user.debuy kernel: ral: no IPvE routers present
-0 wWPS Jan 1 00:358:12 (none) user.debuy kernel: hr0: no IPvE routers present
D Station List Jarnn 1 00:35:16 (none) user.info kernel: br0: topology change detected, propagat
=5 administration Jarnn 1 00:35:16 (none) user.info kernel: brd: port ZiethZ) entering forwarding =
Jarn 1 00:35:16 (hone) user,info kernel: br0: topology change detected, propagat
D Management Jarnn 1 00:35:16 (none) user.info kernel: br0: port liral) entering forwarding st
-~ Upload Firmware
- Settings Management
- Status
~{] Statistics
~{] Systemn Log
]
Done 0 Internet
&

This page shows the system log information.
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3.8.1 TCP/IP Settings for Windows Operating System

1. How can | find my IP Address in Windows 95, 98, or Me?

« Click on Start, then click on Run.

« The Run Dialogue Box will appear. Type winipcfg in the window as shown then click OK

Aun EE

Type the name of a program, folder, document, or [nternet
rezource, and Windows will open it for you,

Dpen; Iwinipcfg j

(] I Cancel | Browze. .. |

- The IP Configuration window will appear, displaying your Ethernet Adapter Information.
- Select your adapter from the drop down menu.
- If you do not see your adapter in the drop down menu, your adapter is not properly installed.

IP Configuration H[= BT |

— Ethernet Adapter Infarmation

D-Link, DFE-530T PCIFast E i

Adapter Address | 00-05-50-05-36-05
IP Address | 192.168.1.2
SubnetMask | 2552552550
Default Gateway | 132.168.1.1

(] I Releaze | Renew |

Releaze Al | Renew All | bore Info s> |

« After selecting your adapter, it will display your IP Address, subnet mask, and default router.

+ Click OK to close the IP Configuration window.
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2. How can | find my IP Address in Windows 2000/XP?

« Click on Start and select Run.

+ Type cmd then click OK.
7))
- Type the name of a program, Folder, document, ar

Internet resource, and Windows will open it For wou,

open:  |cmd| o

[ Ok ][ Cancel ][ Browse. ..

« From the Command Prompt, enter ipconfig. It will return your IP Address, subnet mask, and default

router.

W WINNT  system32 CMD.EXE

Microsoft Windows 28U@ [Uersion 5.@@.2195]
(C> Copyright 1985-2008 Microsoft Corp.

D:\>ipconfig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific Suffix
IP Address. . . . . = - 192.168.8.174

Subnet Mask . . . . - 255.255.255.08
Default Gateway . . i a 192 .168.8.1

- Type exit to close the command prompt.
+ Make sure you take note of your computer’s Default Router IP Address. The Default Router is the IP

Address of the router. By default, it should be 192.168.0.1
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3. How can | assign a Static I[P Address in Windows 98/Me?
+ From the desktop, right-click on the Network Neighborhood icon (Win ME - My Network Places) and

select Properties.
+ Highlight TCP/IP and click the Properties button. If you have more than 1 adapter, then there will be a

TCP/IP “Binding” for each adapter. Highlight TCP/IP > (your network adapter) and then click Properties.

Network HEL |

Configuration | Identificatiunl Accezs Control I

T he following netwark, components are installed:

Client for Microzoft Metworks
S8 D -Link DFE-530Tx PCI Fast Ethernet Adapter [Rev B)
5 MetBEL

Remove | Froperties |

Prirmary Metwark, Logor:
YWindows Logon j

Eile and Print Sharing... |

Description
TCPAP iz the protocol you uze to connect to the Intemet and
wide-area networks.

k. Cancel
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« Click Specify an IP Address.
- Enter in an IP Address that is on the same subnet as the LAN IP Address on your router. Example: If the
router's LAN IP Address is 192.168.0.1, make your IP Address 192.168.0.X where X is between 2-99.

Make sure that the number you choose is not in use on the network.
TCP/IP Properties EE|

Bindings |  Advanced | Me®lOs |
OMS Configuration I Fateway I WINS Configuration  |F Address

An IP addresz can be automatically aszigned to this computer.
[F wour network, does nat automatically assian P addresses, azk
yoLr network, administrator for an addresz, and then tepe it in
the space below.

= Obtain an IP address automatically

—% Specify an IP address;

IFAddess [192.168. 0 . 2 |

Subnet Mask:  [255.255.255. 0 |

] I Cancel

- Click on the Router tab.
- Enter the LAN IP Address of your router here (192.168.0.1).
- Click Add when finished.

TCP/IFP Properties EE3

Bindings | Advanced | NetBIOS
DMS Configuration  Gateway | WikS Configuration I P Address

The first gatewany in the Installed Gateway list will be the default.
The addresz arder in the lizt will be the order in which theze
machines are uzed.

Mew gatewaw:
192.168. 0 . 1 |

— Inztalled gateways:

192.168.0.1 Hemaye |

K, Cancel
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« Click on the DNS Configuration tab.
- Click Enable DNS. Type in a Host (can be any word). Under DNS server search order, enter the LAN IP
Address of your router (192.168.0.1). Click Add.

TCP/IP Properties

192.168. 0 . 1

192.165.0.1

- Click OK twice.
- When prompted to reboot your computer, click Yes. After you reboot, the computer will now have a static,

private IP Address.
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4. How can | assign a Static IP Address in Windows 20007

+ Right-click on My Network Places and select Properties.

- Right-click on the Local Area Connection which represents your network card and select Properties.

9 Network and Dial-up Connections =10 %]
J File Edit ‘iew Favorbes Tools  Adwvance ”|-

J 4= Bach « =i+ [E] | @Search %Fulders- ®| *E
J Address I@] Metwark and Dial-up Connections j
e
== == i
== T
Make Mew Local area
fonnection - onnection

| | _*|_I

|1 ohject(s) selectad

- Highlight Internet Protocol (TCP/IP) and click Properties.

Local Area Connecktion Properkies _'-‘li
General | _Sharir"ugl

Connect using:

| B3 D-Link DFE-530T: PCI Fast Ethernet Adapter [Rev B]

Compokents checked are Lzed by thiz connection;

T Metwork Moritar Driver -]
[ % HetBEUI Protocol

’ Internet Protocol [TCRAR]
4| | &

Itvstall.... Linirstal Fi[DpE'[tiE_é |

Description

Tranzmission Control Protocol/internet Pratocal. The default
wide ares network: protocal that provides communication
across diverse interconnected networks,

¥ Shovicon in te!sktléll when connected

oK Cancel
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« Click Use the following IP Address and enter an IP Address that is on the same subnet as the LAN IP
Address on your router. Example: If the router’s LAN IP Address is 192.168.0.1, make your IP Address
192.168.0.X where X = 2-99. Make sure that the number you choose is not in use on the network.

+ Set the Default Router to be the same as the LAN IP Address of your router (192.168.0.1).

- Set the Primary DNS to be the same as the LAN IP address of your router (192.168.0.1).

- The Secondary DNS is not needed or enter a DNS server from your ISP.

+ Click OK twice. You may be asked if you want to reboot your computer. Click Yes.

5. How can | assign a Static IP Address in Windows XP?
» Click on Start > Control Panel > Network and Internet Connections > Network connections.

+ See the steps for assigning a static IP address in Windows 2000 and continue from there.

Internet Protocol (TCP/IP) Properties ?x

General l

“Y'ou can get |P setting: aszigned automatically if your network, supports
thiz capability. Othenwize, you need to azk pour network, adminiztrator for

the appropriate [P zettings.

(" Obtain an IP address automatically

* |ze the following [P address:

P address: | 192 168 . 0 . 14
Subnet mazk: | 285 0286 0255 . 0
Diefault gatewsay: | 192 168 . 0 . 1
~

{* Usze the following DMS server addresses:

FPreferred DMS zerver: | 192 162 . 0 . 1

Alternate DMS server: l

Advanced...
(] | Cancel |

« Access the Web management. Open your Web browser and enter the IP Address of your router device in
the address bar. This should open the login page for the Web management. Follow instructions to login

and complete the configuration.
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4-1 Hardware Specification

Standards: IEEE 802.11b/g/Draft-N

Frequency Band: 2.4000 ~ 2.4835GHz (Industrial Scientific Medical Band)
Channel:

FCC (US, Canada) 1 ~11 channel

ETSI (Europe) 1~13 channel

MKKI(Japan) 1~14 channel

Data Rate: 11b: 1/2/5.5/11Mbps

119: 6/9/12/24/36/48/54Mbps

11n (20MHz): MCSO0-15, 32 with Half Guard Interval Support (up to 144Mbps)
11n (40MHz): MCSO0-15, 32 with Half Guard Interval Support (up to 300Mbps)
Securities: WEP 64/128, WPA, WPA2

Cisco CCX V1.0, V2.0 & V3.0 Compliance

Antenna: Internal 2 Antennas with Two TX and Two RX

LEDs: WPS and Mode indication

Transmit Power: 14dBm * 2dBm

Temperature: 32~131°F (0 ~ 55°C)

Humidity: 10-95% (NonCondensing)

Certification: FCC, CE

60



Appendix A Glossary

Address mask
A bit mask used to select bits from an Internet address for subnet addressing. The mask is 32 bits long and
selects the network portion of the Internet address and one or more bits of the local portion. Sometimes called

subnet mask.

AALS5
ATM Adaptation Layer - This layer maps higher layer user data into ATM cells, making the data suitable for
transport through the ATM network.

ADSL

Asymmetric digital subscriber line.

ATM
Asynchronous Transfer Mode - A cell-based data transfer technique in which channel demand determines packet
allocation.

ATM offers fast packet technology, real time; demand led switching for efficient use of network resources.

AWG

American Wire Gauge - The measurement of thickness of a wire.

Bridge

A device connects two or more physical networks and forwards packets between them. Bridges can usually be
made to filter packets, that is, to forward only certain traffic. Related devices are: repeaters which simply forward
electrical signals from one cable to the other, and full-fledged routers which make routing decisions based on

several criteria.

Broadband

Characteristic of any network multiplexes independent network carriers onto a single cable. Broadband
technology allows several networks to coexist on one single cable; traffic from one network does not interfere with
traffic from another. Broadcast A packet delivery system where a copy of a given packet is given to all hosts

attached to the network. Example: Ethernet.

CcOo

Central Office. Refers to equipment located at a Telco or service provider's office.

CPE
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Customer Premises Equipment located in a user's premises.

DHCP (Dynamic Host Configuration Protocol)
DHCP is software that automatically assigns IP addresses to client stations logging onto a TCP/IP network.
DHCP eliminates having to manually assign permanent IP addresses to every device on your network. DHCP

software typically runs in servers and is also found in network devices such as Routers.

DMT

Discrete Multi-Tone frequency signal modulation

Downstream rate

The line rate for return messages or data transfers from the network machine to the user's premises machine.

DSLAM

Digital Subscriber Line Access Multiplex

Dynamic IP Addresses

A dynamic IP address is an IP address that is automatically assigned to a client station (computer, printer, etc.) in
a TCP/IP network. Dynamic IP addresses are typically assigned by a DHCP server, which can be a computer on

the network or another piece of hardware, such as the Router. A dynamic IP address may change every time your

computer connects to the network.

Encapsulation

The technique used by layered protocols in which a layer adds header information to the protocol data unit (PDU)
from the layer above. As an example, in Internet terminology, a packet would contain a header from the physical
layer, followed by a header from the network layer (IP), followed by a header from the transport layer (TCP),

followed by the application protocol data.

Ethernet

One of the most common local area network (LAN) wiring schemes, Ethernet has a transmission rate of 10 Mbps.

FTP

File Transfer Protocol. The Internet protocol (and program) used to transfer files between hosts.
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Hop count
A measure of distance between two points on the Internet. It is equivalent to the number of routers that separate

the source and destination.

HTML
Hypertext Markup Language - The page-coding language for the World Wide Web.

HTML browser

A browser used to traverse the Internet, such as Netscape or Microsoft Internet Explorer.

http
Hypertext Transfer Protocol - The protocol used to carry world-wide-web (www) traffic between a www browser

computer and the www server being accessed.

ICMP
Internet Control Message Protocol - The protocol used to handle errors and control messages at the IP layer.

ICMP is actually part of the IP protocol.

Internet address

An IP address is assigned in blocks of numbers to user organizations accessing the Internet. These addresses
are established by the United States Department of Defense's Network Information Center. Duplicate addresses
can cause major problems on the network, but the NIC trusts organizations to use individual addresses
responsibly. Each address is a 32-bit address in the form of x.x.x.x where x is an eight- bit number from 0 to 255.

There are three classes: A, B and C, depending on how many computers on the site are likely to be connected.

Internet Protocol (IP)

The network layer protocol for the Internet protocol suite

IP address

The 32-bit address assigned to hosts that want to participate in a TCP/IP Internet.

ISP

Internet service provider - A company allows home and corporate users to connect to the Internet.
MAC

Media Access Control Layer - A sub-layer of the Data Link Layer (Layer 2) of the ISO OSI Model responsible for

media control.
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MIB
Management Information Base - A collection of objects can be accessed via a network management protocol,

such as SNMP and CMIP (Common Management Information Protocol).

NAT
Network Address Translation - A proposal for IP address reuse, where the local IP address is mapped to a

globally unique address.

NVT

Network Virtual Terminal

PAP

Password Authentication Protocol

PORT
The abstraction used by Internet transport protocols to distinguish among multiple simultaneous connections to a

single destination host.

POTS
Plain Old Telephone Service - This is the term used to describe basic telephone service.

PPP
Point-to-Point-Protocol - The successor to SLIP, PPP provides router-to-router and host-to-network connections

over both synchronous and asynchronous circuits.

PPPoE
PPP over Ethernet is a protocol for connecting remote hosts to the Internet over an always-on connection by

simulating a dial-up connection.

Remote server

A network computer allows a user to log on to the network from a distant location.
RFC

Request for Comments - Refers to documents published by the Internet Engineering Task Force (IETF) proposing

standard protocols and procedures for the Internet. RFCs can be found at www.ietf.org..
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Route
The path that network traffic takes from its source to its destination. The route a datagram may follow can include

many routers and many physical networks. In the Internet, each datagram is routed separately.

Router
A system responsible for making decisions about which of several paths network (or Internet) traffic will follow. To
do this, it uses a routing protocol to gain information about the network and algorithms to choose the best route

based on several criteria known as "routing metrics".

Routing table
Information stored within a router that contains network path and status information. It is used to select the most

appropriate route to forward information along.

Routing Information Protocol
Routers periodically exchange information with one another so that they can determine minimum distance paths

between sources and destinations.

SNMP
Simple Network Management Protocol - The network management protocol of choice for TCP/IP-based Internet.

SOCKET
(1) The Berkeley UNIX mechanism for creating a virtual connection between processes.

(2) IBM term for software interfaces that allow two UNIX application programs to talk via TCP/IP protocols.

Spanning-Tree Bridge Protocol (STP)

Spanning-Tree Bridge Protocol (STP) - Part of an IEEE standard. A mechanism for detecting and preventing
loops from occurring in a multi-bridged environment. When three or more LAN's segments are connected via
bridges, a loop can occur. Because a bridge forwards all packets that are not recognized as being local, some
packets can circulate for long periods of time, eventually degrading system performance. This algorithm ensures
only one path connects any pair of stations, selecting one bridge as the 'root' bridge, with the highest priority one

as identifier, from which all paths should radiate.
Spoofing

A method of fooling network end stations into believing that keep alive signals have come from and returned to

the host. Polls are received and returned locally at either end
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Static IP Addresses

A static IP address is an IP address permanently assigned to computer in a TCP/IP network. Static IP addresses
are usually assigned to networked devices that are consistently accessed by multiple users, such as Server PCs,
or printers. If you are using your Router to share your cable or DSL Internet connection, contact your ISP to see if

they have assigned your home a static IP address. You will need that address during your Router's configuration.

Subnet
For routing purposes, IP networks can be divided into logical subnets by using a subnet mask. Values below

those of the mask are valid addresses on the subnet.

TCP
Transmission Control Protocol - The major transport protocol in the Internet suite of protocols provides reliable,

connection-oriented full-duplex streams.

TFTP
Trivial File Transfer Protocol - A simple file transfer protocol (a simplified version of FTP) that is often used to boot

diskless workstations and other network devices such as routers over a network (typically a LAN).

Telnet
The virtual terminal protocol in the Internet suite of protocols - Allows users of one host to log into a remote host

and act as normal terminal users of that host.

Transparent bridging
So named because the intelligence necessary to make relaying decisions exists in the bridge itself and is thus
transparent to the communicating workstations. It involves frame forwarding, learning workstation addresses and

ensuring no topology loops exist (in conjunction with the Spanning-Tree algorithm).

UDP

User Datagram Protocol - A connectionless transport protocol that runs on top of TCP/IP's IP. UDP, like TCP, uses
IP for delivery; however, unlike TCP, UDP provides for exchange of datagrams without acknowledgments or
guaranteed delivery. Best suited for small, independent requests, such as requesting a MIB value from an SNMP

agent, in which first setting up a connection would take more time than sending the data.

UNI signaling

User Network Interface signaling for ATM communications.
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Virtual Connection (VC)

Alink that seems and behaves like a dedicated point-to-point line or a system that delivers packets in sequence,
as happens on an actual point-to-point network. In reality, the data is delivered across a network via the most
appropriate route. The sending and receiving devices do not have to be aware of the options and the route is
chosen only when a message is sent. There is no pre-arrangement, so each virtual connection exists only for the

duration of that one transmission.
WAN

Wide area network - A data communications network that spans any distance and is usually provided by a public

carrier (such as a telephone company or service provider).
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Appendix B Cabling / Connection

Network cables connect PCs in an Ethernet network Category 5, called "Cat5" for short is commonly used type of

network cable today.

Cat 5 cables are tipped with RJ-45 connectors, which fit into RJ-45 port.

Straight-through vs. Crossover Cables:

Straight-through — .
FIM 1
Wire Becomes

Straight-through

1 1 1 1
2 2 2 2
3 3 3 3
6 6 6 6
LAN Connection:
Router
O [T T T PC
Straight thraugh LAN [CErT
Router Hub/Switch =
LAN U WITC
] I I
uplink | | | | | LAN Lard ]
Straight through | | Straight through

To check LEDs light up when you finish connecting two pieces of hardware.
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