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Chapter 1
Product Overview

Features

Supports IEEE802.11n and IEEE802.11b/g

With support for Wireless-N, Wireless-G, and Wireless-B standards, the AirStations can transfer data
to and from all standard 2.4 GHz wireless clients.

Dual speed mode

Dual speed mode makes wireless transmission faster by using 2 channels, allowing 300Mbps
transmission.

Support for AOSS and WPS

Both AOSS (AirStation One-touch Secure System) and WPS (Wi-Fi Protected Setup) are supported.
These automatic connection standards make connection with compatible wireless devices easier.

Security Features
The AirStations are equipped with the following security features:

« AOSS

« WPS

« WPA-PSK (TKIP/AES)

« WPA2-PSK(TKIP/AES)

« WPA/WPA2 mixed PSK

« WEP(128/64bit)

« Privacy Separator

« MAC address access restriction
« Deny Any Connection/SSID stealth feature
« Setting screen with password

- Firewall feature with easy rules

Automatic Channel Selection
Monitors wireless interference and automatically assigns the clearest, best channel.

Roaming

You can use multiple AirStations to cover a large area. Wireless clients can automatically switch
AirStations for the best signal.
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Chapter 1 Product Overview

Initialization

To restore settings back to the factory defaults, hold down the Reset button on the bottom of the
unit.

Browser Based Administration
These units can be easily configured from a web browser on your computer.

Auto Mode (Router/Bridge Automatic Recognition)

Auto mode detects whether your network has a router or not and automatically switches to the
appropriate router or bridge mode. You can also manually switch between modes. (See page 10).

Air Navigator CD Requirements

The AirStation wireless router and access point works with most wired and wireless devices. The
automatic installation program on the CD requires Windows 7, Vista or XP to run. Client Manager
software is included for Windows Vista and XP. The use of other operating systems may require that
the AirStation be manually configured from a browser window.

300 Mbps High Speed Mode

With Wireless N connections, 300 Mbps is the maximum link speed for the WHR-G300N. The speed is
for the total wireless data transferred including overhead. Because the overhead is not available for
transfer of user data, the wireless throughput usable by the user will be substantially slower.
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Chapter 1 Product Overview

Package Contents

The following items are included with your AirStation. If any of the items are missing, please contact
your vender.

¢ MAIN UNITaaiiieeseeesesee s sssessesss s sessseseses 1
¢ AC QAAPTEN ...ttt ssssssssss s s s sssssssssssssssssssssssssnes 1
« Stand for vertical/wall-mounting..........cccveeneeneenneerscesssnnnns 1
« Screws for Wall-mouNnting........ennensenssnsssssssessessssnnes 2
¢ LAN CaDI@utresetsetseisis s sisesisesssesssssssessssssssaseses 1
o Air NaVIgAtor CD.....eeeeeeeeresenesisiesesssssessessssssssessssssssssssases 1
o QUICK SETUP GUIE....ceeeerereeireisrseissississesssssssssssassssssssssssssssssnes 1
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Chapter 1 Product Overview

Hardware Overview

Front Panel LED's
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5 DIAGLED (Red)

1 Power LED (Green)

On: The AC adapter is connected
Off: The AC adapter is not connected
Security LED (Amber)

Indicates security status.

Off:  Encryption is not set

On:  Encryption has been set

Double blink: The unit is waiting for an AOSS or WPS

security key

Blinking: AOSS/WPS error; failed to exchange security keys

Note: When the Security LED is lit, an encryption key has
been set. Wireless clients will need the same key to
connect.

Wireless LED (Green)
Indicates wireless LAN status.

Blinking:  Wireless LAN is transmitting

On: Wireless LAN is connected but not active
ROUTER LED (Green)
On: Router functionality is enabled

Blinking:  Router functionality is disabled

This indicates the status of the unit by the number of blinks per cycle.
Note: When the unit is first turned on or restarted, the Diag LED will

blink for almost a minute during boot. This is normal.
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Chapter 1 Product Overview

Diag LED Meaning Status
status
2 blinks *' Flash ROM error Cannot read or write to the flash memory.
3 blinks *' Ethernet (wired) LAN Ethernet LAN controller is malfunctioning.
error
4 blinks *' Wireless LAN error Wireless LAN controller is malfunctioning.
5 blinks IP address setting error Because the network addresses of both the Internet port (WAN

port) and the LAN port are the same, it is not possible to establish
communication. Change the LAN side IP address of this unit.

Continuously
blinking ™

Updating the firmware
Saving settings
Initializing settings

Updating the firmware.
Saving the settings.
Initializing the settings.

*1 Unplug the AC adapter from the wall socket, wait for a few seconds, and then plug it again. If the
light still flashes, please contact technical support.

*2 Never unplug the AC adapter while the Diag LED is blinking continuously.
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Chapter 1 Product Overview

Back Panel
L
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10 Internet Port

Connect your cable or DSL modem to this port. 10Mbps and 100Mbps
connections are supported. In bridge/AP mode (router switch off), the Internet port becomes a

Router Switch

Switches router mode between enabled, disabled, and auto.

On: Router is enabled (router mode).
Off: Router is disabled (bridge/AP mode).

Auto: This switches between modes automatically based
on whether or not another router is detected on the

Internet port. The default setting for this switch is

Auto.
LAN LED (Green)
On: An Ethernet device is connected.

Flashing: An Ethernet device is communicating.

LAN Port

Connect your computer, hub, or other Ethernet devices
to these ports. This switching hub supports 10Mbps and
100Mbps connections.

Internet LED (Green)
On: The Internet (WAN) port is connected.
Flashing: The Internet port is transmitting data.

regular LAN port, for a total of 5 usable LAN ports.

11 DC Connector

Connect the included AC adapter.
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Chapter 1 Product Overview

Top

all =

12 AOSS Button Hold down this button until the Security LED flashes (about 1 second),
while the unit’s power is on, initiates AOSS/WPS mode, allowing the unit to
exchange security keys with AOSS or WPS compatible devices.

Bottom

(T

==

13

13 RESET Button Holding this button until the Diag LED comes on, while the unit’s power is
on, will initialize its settings.
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Chapter 1 Product Overview

15 Note: The right side of the unit may become hot.

Right Side
i
0.0 0
A
O

Please be careful not to place anything next to it
that could be damaged by heat.

15 Factory Default Settings

This sticker shows the AirStation’s SSID, WPS PIN, and default
encryption key. Encryption key is blank if the AirStation is not
encrypted in default settings.
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Chapter 2
Placing Your AirStation

Vertical Placement

To place unit vertically, refer to the following figure to place the vertical/wall-mounting stand.

Horizontal Placement

Place the unit horizontally as the figure below.

[ N\

A

—] —
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Chapter 2 Placing Your AirStation

Wall-Mounting

Ny

/o

/777

To wall-mount, attach the stand
with screws as shown.

8.5cm
(=3.3inches)

Place the center of the AirStation on the
center of the stand and slide downward
to lock in place.

WHR-G300N V2 User Manual
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Chapter 3
Installation

CD Setup

You can set up this unit with the included software CD. Insert the CD into your PC and follow the
instructions on the screen.

* CD Setup is supported for Windows 7/Vista/XP only.

Manual Setup

To configure your AirStation manually, follow the procedure below.

1 Turn off your computer and modem.

2 = 2)disconnect 1) tum offthe computer — [Jnplug the LAN cable that connects
2) disconnect
OFF your computer and modem.

' computer
' & modem E
<

Make sure the mode switch on the back of
the AirStation is in the "AUTO" position.

A@\ Confirm the switch is
/ positioned to “AUTO".
Fa=1l,

4 Plug one end of the LAN cable into your modem and the other side to the Internet port of the
AirStation. Turn on your modem.

LAN cable

1) connect
INTERNET port

2) connect |
Wireless Router

=————— (rearside)
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Chapter 3 Installation

5 Connect you computer to one of the AirStation’s LAN ports with the LAN cable.
Turn on the AirStation, wait one minute, and then turn on your computer.

Wireless Router
(rear side)

‘ 2) connect OFF
1) connect »

computer
LAN cable

6 Confirm that the devices are connected correctly as shown below.

Wireless Router

(rear side) 2) power on

ON

PC

o] ® t

1) Connect the power supply

7 After a minute, the AirStation’s LEDs should be lit as described below:

POWER Green lighton

WIRELESS Green light on or blinking

ROUTER Green light on or off depending on your network
DIAG Off

LAN Green light on or blinking

INTERNET Green light on or blinking

O Refer to page 8 and 10 for LED locations and other details.

8 Launch a web browser. If the “home” screen is displayed, setup is complete.
If a user name and password screen is displayed, enter "root" (in lower case) for the user name,
leave the password blank, and click “OK”. Follow the instructions on the screen to complete
setup.

You've completed initial setup of your AirStation. Refer to Chapter 4 for advanced settings.
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Chapter 4
Configuration

This chapter explains the advanced settings for the AirStation. To change advanced settings, use the
AirStation's web-based configuration utility.

How to Access the Web-Based Configuration Utility

To display the configuration of the AirStation, follow the procedure below.

1 Launch a web browser.

P

2 & Blank Page - Windows Internet Explorer Enter the router’s LAN-side IP address in the address

e | field, and press the "Enter" key.
'\_uj' l"x.h..)' £ 192168111

W ke [@ Blank Page

Note: [ The AirStation’s default LAN-side IP address depends on the position of the mode switch.
In router mode: 192.168.11.1
In bridge mode: 192.168.11.100(*)
Note: If the router switch is set to "AUTO" and the unit is working in bridge mode, the AirStation’s IP
address is assigned to it by the external DHCP server.
0 If you change the IP address of this unit, use the new IP address.

3 Connectto 102,168,111

2,

2 ( When this screen appears, enter “root”
."-TI )

(in lower case) for the user name and the

password that you set during initial setup.

The server 192.168,11.1 at AirStation requires a username Click“OK”.
and password,

‘Warning: This server is requesting that your username and . .
password be sent in aninsecure manner (basic authentication Note: [By default, the password is blank (not set).

without & secure connection). 0 If you forget your password, hold down
the Reset button (page 11) to initialize all

User name: ﬂ oot b . .
settings. The password will then be blank.
Bassword: ke, Note that all other settings will also revert to
Bl rierbet s pascind their default values.
Poook | cancel
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Chapter 4 Configuration

4 il TRILAN | Wrsluss Canflg | Securiy | LANCanifig | Admin Canflg | Oiugreese The configuration utility is
! CH arvaEy
e displayed.
m e s |
B P r—r— 1 e o sk ginaalei
s s i i IREESNE —- A gt o s Sefiwtne'y
i S "l ket
(=] Rimie Seming:
[ Chack Cornmeness | | Bukuab | N . .
) —— Help is always displayed on the

IEEE B0 1ing | Aubs - Rlch ) :Ima‘f.:“umm'nﬁ . . H
il e et ke e right side of the configuration

rrT—r—— = AL AL o ] .

durmrmeime sup L Mm"‘"“ utility. Refer to the Help screens for

el AR T
N e el ]
Eal LT, =

.“lﬂl

more information on each page
in the web-based configuration

ﬂmm utilities.
ey
e
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Chapter 4 Configuration

Configuration Menu (Router Mode)

In router mode, the AirStation’s web-based configuration utility has the following menu screens.
See the pages listed at right for more information about a menu screen.

Main screen Descriptions Page

Internet/LAN

Internet Configure Internet side port and settings Page 26

PPPoE PPPoE settings (DSL login) Page 27

DDNS DNS settings Page 30

VPN Server VPN server settings Page 32

LAN LAN side port and DHCP server configuration Page 34

DHCP Lease DHCP lease settings Page 36

NAT Network address translation settings, used to connect LAN side devices | Page 37
to the Internet

Route Configure the IP communication route that the AirStation uses Page 38

Wireless Config

WPS WPS settings and status Page 39

AOSS AQSS (AirStation One-touch Secure System) settings and status Page 40

Basic Configure basic wireless settings Page 42

Advanced Configure advanced wireless settings Page 46

WMM Set priorities for Wireless Multimedia Extensions (Wi-Fi Multimedia) Page 47

MAC Filter Limit access to specific devices Page 49

Multicast Control Configure limits on sending unnecessary multicast packets to the Page 50
wireless LAN port

WDS Configure communication among AirStation Page 51

Security

Firewall Protect your computer from outside intruders Page 53

IP Filter Edit IP filters which relates to the packets passing through the LAN side | Page 55
and the Internet side

VPN Configure IPv6 passthrough, PPPoE passthrough, and PPTP passthrough | Page 56

Pass Through
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Chapter 4 Configuration

LAN Config

Port Forwarding Configure port translation and exceptions for games and other programs | Page 57

DMZ Configure a destination to transfer communication packets without a Page 58
LAN side destination.

UPnP Configure UPnP (Universal Plug and Play) Page 59

QoS Configure priority for packets that require a certain data flow Page 60

Admin Config

Name Configure the AirStation’s name Page 61

Password Configure the AirStation’s login password for access to configuration Page 62
utilities

Time/Date Configure the AirStation’s internal clock Page 63

NTP Configure the AirStation to synchronize with an NTP server to Page 64
automatically set the AirStation’s internal clock

Access Configure access restrictions to the AirStation’s configuration utilities Page 65

Log Configure a syslog server to manage the AirStation’s logs Page 66

Save/Restore Save or restore the AirStation’s configuration from a configuration file Page 67

Initialize/Restart Initialize the AirStation or reboot it Page 68

Update Update the AirStation’s firmware Page 69

Diagnostic

System Info View current system information for the AirStation Page 70

Logs Check the AirStation’s logs Page 72

Packet Info View all packets transferred by the AirStation Page 73

Client Monitor View all devices currently connected to the AirStation Page 74

Ping Test the AirStation’s connection to other devices on the network Page 75

Logout

Click this to log out of the AirStation’s web-based configuration utility
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Chapter 4 Configuration

Configuration Menu (Bridge Mode)

In bridge mode, the AirStation’s web-based configuration utility has the following menu screens.

See the pages listed at right for more information about a menu screen.

Main screen Descriptions Page

LAN Config

LAN Configure LAN side ports and devices Page 34

Route Configure the IP communication route that the AirStation uses Page 38

Wireless Config

WPS WPS settings and status Page 39

AOSS AOSS (AirStation One-touch Secure System) settings and status Page 40

Basic Configure basic wireless settings Page 43

Advanced Configure advanced wireless settings Page 46

WMM Set priorities for Wireless Multimedia Extensions (Wi-Fi Multimedia) Page 47

MAC Filter Limit access to specific devices Page 49

Multicast Control Configure limits on sending unnecessary multicast packets to the Page 50
wireless LAN port

WDS Configure communication among AirStation Page 51

Admin Config

Name Configure the AirStation’s name Page 61

Password Configure the AirStation’s login password for access to configuration Page 62
utilities

Time/Date Configure the AirStation’s internal clock Page 63

NTP Configure the AirStation to synchronize with an NTP server to Page 64
automatically set the AirStation’s internal clock

Access Configure access restrictions to the AirStation’s configuration utilities Page 65

Log Configure a syslog server to manage the AirStation’s logs Page 66

Save/Restore Save or restore the AirStation’s configuration from a configuration file Page 67

Initialize/Restart Initialize the AirStation or reboot it Page 68

Update Update the AirStation’s firmware Page 69

Diagnostic

System Info View current system information for the AirStation Page 70
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Chapter 4 Configuration

Logs Check the AirStation’s logs Page 72
Packet Info View all packets transferred by the AirStation Page 73
Client Monitor View all devices currently connected to the AirStation Page 74
Ping Test the AirStation’s connection to other devices on the network Page 75
Logout
Click this to log out of the AirStation’s web-based configuration utility
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Chapter 4 Configuration

Setup

The home page of the configuration utility.

Tl nternetiLAN | Wireless Config LAN Config

Wizards & Overview

Easy Setup
Basic Settings

** Runthe Internat Connection YWizard (Easy
Setup)

= Wireless 3510 & Channel(11n300Mbps
Mode)

= WWireless Encryption (WEP/TKIPIAES)

Internet

= |nternet Games (Fort Forwarding)
= Windows Live (MSM) Messenger
= Wireless Multicast Rate

Other

= Update AirStation Firmware
“2 Initialize AirStation

Logout
~

MODE Information Wizards & Overview
Router Mode OR

Internet Information oA B

(PPPoE Connection) . ; )
An overview of your AirStation's

......... ... system infarmation is displayed on
Connection Condition Online the right.

[ Check Connection ] [ Refresh ]

Basic Settings

Run Internet Connection Wizard

(Easy Setup)
WIRELESS This VWizard scans yaur Internet
IEEE 802.11n/g/b ( Auto / 11ch ) Icotnnecttiﬁﬂn atnd %Dlnnechs ta the.”
""""""""""""""""""""""""" nternet Most cable moderms wi
Sl BRI ) connect automatically when the
authentication S0SS WRAWPAZ mixedmode - Internet Connection YWizard is run,
Pak DSL modems may reguire PPPoE

: . information to connectto the
S e R S el Internet. Ifyaur connection requires

aEID O018ETBATEZ231 a password or other PFPOE
information, have it ready! Your ISP

Authentication ADSS WPA-PSK can provide this information if you
Encryption ADSE AES don't have it.
(s Wireless SSID & Channel
i Niea=tr {11n300Mbps Mode}

This Wizard lets you set an 551D
' WPS Setup {netwark name) and chose a
wireless channel for your network,

Fliti Wireless Encryption
Utihiies (WEPTKIP/AES)
[ Metwork Service List Thig Wizard lets you choose the
type of encryption (WERTKIEAES)
to use on yourwireless network.

Parameter Meaning

Internet/LAN Configure WAN side network settings.

Wireless Config Configure wireless settings.

Security Configure security settings.

LAN Config Open ports for games and applications.

Admin Config Open the Admin configuration screen.

Diagnostic Gives information and tools for troubleshooting the network.

WHR-G300N V2 User Manual
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Chapter 4 Configuration

Parameter

Meaning

Easy Setup

Internet Information
Check Connection
Refresh

WIRELESS

AOSS

WPS

Network Service List
Language

Logout

Automatically configures the AirStation’s internet connection.

Displays the current internet connection.

Checks if the AirStation is connected to the Internet properly.
Click to refresh the display.

Displays current wireless settings.

Click to display the AOSS configuration screen.

Click to display the WPS configuration screen.

Shows a list of network services.

Select the language you use.

Log out of the AirStation’s web-based configuration utility. After 5

minutes of inactivity, the AirStation will log off automatically.

WHR-G300N V2 User Manual
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Chapter 4 Configuration

Internet/LAN (LAN Config)

Internet (Router Mode only)

The screen to configure a port of the Internet side.

U Internet/L AN

Internet PPPoE| DDNS| VPN Server| LAN| DHCP Lease | NAT| Route |

Logout

P

Internet Ethernet Settings

As for the P address acquisition method, - ;
"Perform Easy Setup (Internet Connection Yyizard)" is set up. Configuring your Intemet side port: —

To set up PPPoE click here. Normally,_éruu'll cannect the
3 e e Internet side port to an external

network such as the internet,

Method of Acquiring IP Address

Advanced Settings Select ane of the following
methods to acquire a Internet port
IP_Address. Please ask your
Pravider for any other infarmation

| about ‘\I(fur line format. If you're not

Default Gateway

Primary: i sure which method ta choose, try
Address of DNz Name server Savon ] selecting Easy Setup. You can
SRR | Iconﬂrm st_gtu;el.jn;hhde current :
nternet side ress onh the
(& Use Default MAC Address{00:1 8:ETBA1E2T) System Information screen. This
Internet MAC Address o , | | sétting can only be changed when
se this address m.esha.rdw?”e mode SVC‘)”EJEFEDRnCt)ﬁ
S — irSation is set to :
MTU Size of Internet Port 1500 Bytes [ !
Perform Easy Setup (Internet
Ely Connection Wizard)
The Easy Setup scans your
Internet connection and W

C2000-2009 B

Parameter Meaning

Method of Acquiring IP Address Specifies how the current WAN side IP address was obtained.
Default Gateway Specify an IP address for the default gateway.

Address of DNS Name Server Specify an IP address for the DNS server.

Internet MAC Address Configure the Internet side MAC address.

Note: Configuring an improper MAC address may make the AirStation
unusable. Change this setting at your own risk.

MTU size of Internet Port Values between 578 to 1500 bytes may be entered.

WHR-G300N V2 User Manual
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Chapter 4 Configuration

PPPoE (Router Mode only)

The screen to configure PPPOE settings.

U [InternetiLAN

Internet| PPPoE DDMNS| VPN Server| LAN| DHCP Lease | NAT| Route |

Default PPPOE Connection

PPPoE Connection List

Status
Enahle

Mumber Mame
1 Easy Setup

[ Edit Connection List

Preferred Connections

No. Mame Destination address Source address
Mo Preferred Connections are Registered.

[ Edit Preferred Connections ]

[1- Easy Setup v
IF Unnumbered PRFOE Connection | 1: Easy Setup %

PPPoE Settings

If FPPoE is specified in the
Internet side cnnfguration, you'll
have mare detailed setup options
on this page. To specify PPPoE as
the Internet side communication
method, on [Internet SetuE]—

Internet Port], select [FPPFoE

lient Function] or select [Use IP - —
Unnumbered] .

Note:

If [Acouire IP address
automatically frorn DHCP server]
or [Manual Setup] is setas the
Internet side comenunication
method, or it something besides
PPFOE was detected when [Easy
Setup] ran, itis not necessary to
enter infarmation on this page.
(Evenifitis set itis notused)
Additionally, when [Easy Setup] is
executed, infarmation set on this
page may be rewritten.

Default PPPoE Connection

If multiple destinations are
registerad to the PPPoE
Destination List, the destination v

109 BUFEALD NC, All tir

Parameter

Meaning

Default PPPoE Connection

IP Unnumbered PPPoE Connection

PPPoE Connection List

“Edit Connection List”

If you have registered multiple connection destinations in
PPPoE Connection List, connection destinations selected here
have priority. You need to configure the route to which PPPoE is
connected to if you don't use the default setting.

Select the destination from the PPPoE Connection List which is
used when specifying "Use IP Unnumbered" in Method of Acquiring
IP Address (page 25).

Edit PPPoE destination. You can register up to 5 sessions.

Click this button to display the screen to edit the settings of
destination.
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Parameter

Meaning

PPPoE Connection No.*-Add

Preferred Connections

[Edit Preferred Connections]

Click “Edit Connection List” to display.

Name of Connection
Enter a name to identify the connection. You may enter up to 32
alphanumerical characters and symbols.

User Name
Enter the user name specified by your provider for PPPoE. You
may enter up to 32 alphanumerical characters and symbols.

Password
Enter the password specified by your provider for PPPoE. You may
enter up to 32 alphanumerical characters and symbols.

Service Name
Fill in this field only when your provider specifies a Service Name.
Leave blank otherwise. You may enter up to 32 alphanumerical
characters and symbols.

Connection Type
Specifies the timing for the AirStation to connect to your provider.

Automatic disconnection
Set time to disconnect after communication is stopped when the
connection method is set to "Connect on Demand" or "Manual".
You can enter up to 1440 minutes.

Authorization
Configure an authorization method with a provider.

MTU Size
Configure the MTU value between 578 and 1492 bytes.

MRU Size
Configure the MRU (Maximum Receive Unit) value between 578
and 1492 bytes.

Displays connections that you've added to the preferred connection
list.

Click this button to display the screen to edit the settings of
connection destination route.
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Parameter

Meaning

PPPoE Connection No. *-Add

Preferred PPPoE Connection -Add

Keep Alive
If Keep Alive is enabled, the AirStation issues LCP echo requests
to maintain the connection with the PPPoE server once a minute.
If the server does not respond after 6 minutes, then the line is
considered disconnected and the AirStation will terminate the
connection. If your PPPoE connection is often disconnected,
disable Keep Alive.

This is displayed when clicking “Edit Preferred Connections”.

Name
The name of destination to connect by PPPoE if “Destination
address” and “Source address” of the communication match. Select
the destination registered to PPPoE Connection List.

Destination address
Destination address to communicate. When communicating to
this destination address, the AirStation will communicate with
“Name of Connection!

Source address
Source address to communicate. When communicating from this
source address, the AirStation will communicate with “Name of
Connection.”
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DDNS (Router Mode only)

Configure Dynamic DNS settings.

Internet| PPPoE| DDNS VPN Server| LAN| DHCP Lease | NAT| Route|

Dynarmic DNS Service | Disable
Apply

Current Dynamic DNS Information

Interriet Side |P Address 222.4.67.69

Domain Mame Digabled
Status Disabled

Dynamic DNS Settings

Dynarmic DNS Setup.

Before configuring this settings,

|gou need to sign up for a dynamic
NS service provider.

Dynamic DNS Service

Select a dynamic DNS senice
ravider.
ou can select "DynDNS" or
TZO".

« DynDNS
. TZ0

The following values are different
depending on your dyharmic DNS
service pravider. v

y2000-2008 BUFFALD ING. Al righ

Parameter Meaning
Dynamic DNS Service Select a provider (DynDNS or TZO) for Dynamic DNS.
User Name Enter the user name for the Dynamic DNS service. You may enter up

* Only when DynDNS is selected

Password
* Only when DynDNS is selected

Host Name
* Only when DynDNS is selected

Email Address
* Only when selecting TZO

TZO Key
* Only when selecting TZO

Domain Name
* Only when selecting TZO

to 64 alphanumerical characters and symbols.

Enter the password for the Dynamic DNS service. You may enter u
to 64 alphanumerical characters and symbols.

Enter the host name for the Dynamic DNS service. You may enter
up to 255 alphanumerical characters, hyphens, and periods.

Enter the email address which is registered to the Dynamic DNS
service. You may enter up to 64 alphanumerical characters and
symbols.

Enter the TZO Key which is registered to the Dynamic DNS service
You may enter up to 64 alphanumerical characters and symbols.

Enter the domain name which is registered to the Dynamic DNS
service. You may enter up to 255 alphanumerical characters,
hyphens, and periods.

p
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Parameter

Meaning

IP Address Update Period

Internet Side IP Address

Domain Name

Status

Specifies the period to notify the dynamic DNS service provider of
the current IP address. When DynDNS is selected, set it between 0
and 35 days. When TZO is selected, set it between 0 and 99 days. If
0 (zero) day is set, no periodic update is performed.

The WAN-side IP address of the AirStation’s Internet port. This
address is sent to the dynamic DNS service provider.

The domain name assigned by the dynamic DNS Service provider.

The AirStation can be accessed from the Internet using this domain

name.

Displays the status of dynamic DNS service.
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VPN server (Router Mode Only)

Configure a VPN server.

& elglekqd
Internet| PPPoE | DDNS | VPN Server LAN| DHCP Lease| NAT| Route |
Logout
el
VPN Server Settings i
The LAN side IP address is setto 192 168.11.1.
Therefore, a PC connected to BUFFALO's router may be unable to By using the PPTP semer function
access to the PC on the LAN. oL L
The LAN side IP address and DHCP IP address pool should be changed. L,L[Nt?rﬂﬁn”arﬂ{ﬂn*dﬁwgtﬁ.rg%agie‘m?
Auta Input | Generate Recornmended |P Address | Note -
If using GRE protocol (protocol
, IP Address  [192.168.11.1 | no.47) and no 1732 TGP port
LaM Side IP Address ; filtering, then this function may nat
SubnetMask | 256 255 2550 V| weark correctly.
- Also, be aware that if a router on
DHCF Server Function Enable the Intarmet side has these
- protocols blocked, then this L
DHCP IP Address Poal [192.168.11.2 brar up 1o |64 laddresstes) (Rl T Cl A
: Auto Input
PRTR Senver Function  []Enable Click this button to generate a
— T T TIT T SE b . random IP address with a small
Altharization Type fo-LRARY. (AU 20-DIt Encryption) possibility of overlapping with |P
addresses of other Buffalo routers.
[Ameanced Selings) LAN Side IP Address
ke Caonfigure the AirStation's LAN [P
Server IP Address Address. The default is
Manual | | T92.168.11.1. If you want to
connect the AirStation to an
Auta existing LAN, specify a unique,
Client IP Address unused [P Address from the LAN's
Manual | |f0r up to 5 addressies) range of IF addresses.
LAN IP address ofthe AirStation Subnet Mask
DNS Server IP Address Wanual | | Select the AirStation's LAN side
) Subnet Mask. The default is
Do Mot Specify 255255285 0. If you wart to
connect the AirStation to an
WINS Server [P Address | | existing LAN, specify the Subnet
hask the LAN uses.
MTUMRU value |1395 |
S DHCP Server Function
Apply Enable the DHCF Server here. The
default is enabled. If there is
anather DHCR server an the
netwaork, one DHCP server must be
- |:|ihsahleg| nrthe_lg' rahges must bg
3 changed to avoid conflicts cause
PPTP User List b{(uverlapping DHCF scopes. If
DHCP Server is enabled, confirm
User Mame Connection Condition IP Address Operation DHCP IP Address Pool doesn't
: averlap existing IP_Addresses in
Mo registered users the LAN segment.
[ Edit User Inforrmation J DHCP IP Address Pool
This determines the IP Address
range from which [P addresses will
be distributed to DHCP clients
(both wired and wireless). Enter
the starting IP address and the v

WHR-G300N V2 User Manual



Chapter 4 Configuration

Parameter

Meaning

Auto Input
LAN Side IP Address

DHCP Server

DHCP IP Address Pool

PPTP Server
Authorization Type
Server IP Address
Client IP Address

DNS Server IP Address

WINS Server IP Address

[Edit User Information]

User Name

Password

Method of Acquiring IP Address

PPTP User List

Click to generate a random IP address.
Set a LAN side IP address and subnet mask.

If enabled, the DHCP server will assign LAN-side IP addresses
automatically.

You may choose the range of IP addresses assigned by the DHCP
server and select IP addresses to be excluded from that range.
Values from 0-253 may be entered.

Enable to use a PPTP server.

Select the authentication method for PPTP connection.

Select the server IP address.

Select the IP address range.

Set the DNS server IP address for the DHCP server to issue to clients.

Set the WINS server IP address for the DHCP server to issue to cli-
ents.

Click to edit user information.

Enter the user name to connect to the PPTP server. You may enter
up to 16 alphanumerical characters and symbols.

Enter the password to connect to the PPTP server. You may enter up
to 16 alphanumerical characters and symbols.

Select the method to be used to assign the client’s IP address.

Displays the PPTP connection user information.
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LAN

Configure LAN-side IP address settings.

[ RN Wireless Config

 Admin Config | Diagnostic

Internet| PPPoE| DDNS| VPN Server| LAN DHCF Lease | NAT| Route |

Logout

B

LAN Side Ethernet Settings

IF Address  192.163.11.1

| Configure the AirStation's LAN [P

AN Side P Address

DHCP Server Functian Enable

SupretMask | 265,265 2550  +

Address, Subnet Mask, and local
DHCE Sener settings here. Unlass
you're a netwarking expert, the
default settings are recommended.

[192.168.11.2

:'ror up ta |54

lniress(es)

DHCP IP Address Fool

Excluded |P Addresses:

| Note
| Ifyou have an existing LAM, the

AirStation's configuration must be
changed to connectto it. Please

LAN Side IP Address [P Address |

| refar o here to set up your

(For P Unnumbered) gubnetMask 255 255 2551

DHCP Server Settings [Advanced Settings]

Advanced settings

[Coizplay

AirStation on an existing netwark.

LAN Side IP Address

Configure the AirStation's LAN [P
Address. The default is

192.168.11.1. if you want to

connect the AjrStation to an

existing LAN, specify a unigue,

unused |P Address from the LAN's
range of [P addresses. i

< | bl

Parameter

Meaning

LAN Side IP Address

DHCP Server Function
(Router Mode only)

DHCP IP Address Pool
(Router Mode only)

LAN Side IP Address (IP Unnumbered)
(Router Mode only)

Advanced Settings
(Router Mode only)

Lease Period
(Router Mode only)

Set a LAN side IP address and subnet mask.

Enable or disable the DHCP server, which assigns IP addresses
automatically.

Configure the range of IP addresses to be assigned by the DHCP
server and IP addresses to be excluded from that range. Values from
0-253 may be entered.

Set a LAN side IP address for IP unnumbered.
Note: A PC with a normal LAN side IP address and a PC with an LAN side IP
address for IP Unnumbered cannot communicate each other.

Select Display to display the advanced settings options for the
DHCP server.

Set the effective period of an IP address assigned by the DHCP
server. Up to 999 hours may be entered.
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Parameter Meaning

Default Gateway Set the default gateway IP address for the DHCP server to issue to
(Router Mode only) clients.

DNS Servers Set the DNS server IP address for the DHCP server to issue to clients.

(Router Mode only)

WINS Server Set the WINS server IP address for the DHCP server to issue to

(Router Mode only) clients.

Domain Name Set the domain name for the DHCP server to issue to clients. You

(Router Mode only) may enter up to 127 alphanumerical characters, hyphens, and
periods.

Default Gateway Set the default gateway IP address.

(Bridge Mode only)

DNS Server Address Set the DNS server IP address.

(Bridge Mode only)
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DHCP Lease (Router Mode only)

Configure DHCP leases.

Admin Config | Diagnostic

Internet/LAN 'Wﬁmﬂ*ﬂﬁnﬂu' LAN Config |

Internet| PPPoE| DDNS| VPN Server| LAN| DHCP Lease NAT| Route

L ogout

|2

DHCP Lease Settings

Add Client Information
Add manual IE‘ iaclclress P
assignment, delete automatic
IF Address | | Addr%ss assignment or set
automatic assignment to manual
| Manual assignment L
Assign an IP address to specified
WAL address manually,
Up to 200 devices can be
registered for manual assignment.

WMAC Address |

Current DHCP Client Information Add/Edit Client infermation

P Address MAC Address Lease Period Status Customize This area is for adding or editing a

182168.11.3 001D:73:92:0B:7F 4748:26 Auto [ Manual Assignment J line.
(*) The IP Address of the client that is configuring this AirStation is 1 Pddress
192 168.11.2) Enter an IP address for manual
ittt assignment, :
-rl:nhoedg?faun is blank in append
The current |P address is
displayved o edit mode The [P ¥

Parameter Meaning

IP Address Enter an IP address to lease manually. The IP address should be
from the same subnet as the DHCP scope, but not be within the
range that DHCP is assigning to other devices.

MAC Address Enter the MAC address which identifies the client.
Current DHCP Client Information Displays information for current leases. An IP address which is

leased automatically can be changed to be leased manually by
clicking “Manual Assignment’.
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NAT (Router Mode only)

NAT (network address translation) allows your private LAN side network devices to communicate
with the Internet.

| setup  WIEUETNN wireless Config| Security | LAN Config | Admin Config

Internet| PPPoE| DDNS| VPN Server| LAN| DHCP Lease| NAT Route |

L ogout
6.
Network Address Translation
Settings
Address Translation Enable E
Log Output of Deleted Packets  [JEnable Configure address translation to
connect the Intermet side to the
Internet,
Address Translation |

Parameter Meaning

Address Translation Enable to use Network Address Translation.

Log Output of Deleted Packets Enable to log deleted packets (such as errors) from address
translation.
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Route

Configure the AirStation’s IP communication routes.

InternetiL AN -W‘Irufi.r's't"t:uﬁﬁn' LAN Config | Admin Config | Diagnostic
Internet| PPPoE| DDNS| VPN Server| LAN| DHCP Lease| NAT| Route

Logout

|

Routing Information

Add Routin
i Configure Routing Inforrmation.

- IP Address | |

Destination Address
Subnetnﬂask|255,255_255,0 v| Add/Edit Routing !

Cateway |

= This area is for adding or editing a
Metric 115 | line.
Destination Address

Specify the destination IP address
ot network address,

If you're entermg an P address as
destination, s |fPt [Host

il el 255 1] or the subnet
mask. In case of entering a

Routing Information

network address as destlnatlon
Destination Address Subnet Mask Gateway Metric Operation specify the network address and

Routing Configuration is not Registered subnet mask.

Gateway |

Parameter Meaning

Destination Address Adds a destination IP address and subnet mask to a routing table.
Gateway Adds a gateway address to a routing table.

Metric The metric is the maximum number of router hops a packet may

take on the way to its destination address. Values between 1 and 15
may be entered. The default value is 15.

Routing Information Manual entries will appear here after being added.
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Wireless Config

WPS

Configure WPS settings.

(IR secr | LANGorts | AainGants | omaro

wrs aoss | CEEEEREYS TNl CITELCT SRR T DR fac Futer | Multicast Contral | WOS |

WPS [ anakle
External Registrar Request |3 rezeciad In AQES mode

ArStation PN 1235670 Gmt__mj_t_l_‘_l!\l_

Enroliee PIN '

WS Security Information

WIS SEaus confguerdanzE)
SEI0 UM ERIERIE TS
1nvgh Sacurily WRAMTA

Encrypaon ey | X46ETEE0N 1D

L ogot
-

WPS(WIFI Protectad Setup)
WwWes

mwﬂﬁ
WIS s WIFi Protecied Setup
which canesponds to "ﬂ'lmft:mu
Connect Naw-NET
WPE 1] |I1ﬁ KRmsm .l; he WPFI
Ejn Configuration Protocol
‘WS funciion can safely and
wandy diginbule wiroleos fecurm
infarmiatian o an access poi
ﬁn‘arn “ o) to the WS clhents.
dienca whuch ||r|'||rﬂ|;n:.
witeless secunty information is
called Hegistrar
Thin Adrgtation hae an infemal
Regigtrar built-in it, bul con alsa
s mn Extornal HIql:ﬂrar

nigdmode « PEE THIFALS midmods The WPS device which recawes

}Iw wareless securly irformation
ram the Registrar 15 called
Enrollze

Tha default ts Enable
Wi
eWhien o wiiolens sadio b
dizabled, WPS does not waork

Exnminal Reglsiran

0 oL P i s et ]

Parameter

Meaning

WPS

External Registrar

AirStation PIN

Enrollee PIN

WPS status

Enable to use WPS automatic configuration.

Enable to accept external configure requests from other WPS
devices.
Note: External configure requests will not be accepted if AOSS is in use.

Displays the PIN code of the AirStation. Clicking “Generate PIN"
will generate a new PIN code. This code can be entered into other
wireless devices that support WPS.

Enter the PIN code for the other wireless device and click “OK".

Displays “configured”if all available wireless bands are configured.
Displays “unconfigured” if at least one wireless band is unconfigured.
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AOSS

Configure and use AirStation One-touch Secure System (AOSS).

Wireless Config Security LAN Config l Admin Config | Diagnostic
wrs | acss IR CET T ] DR Ac Firter | Multieast Central | WDS |

u“

AOSS Settings - Edit AOSS Client Information
Encryption Types of Excusse SS0 for WEP 802110g0 | Stop %
Encryption i=vel sspansion function 802,911/ | Enabled &

Diedicated WER S2I0 solation 80211 g | | Disabied #
g i I‘unl;ll:\n ry unub\'.lru ity connecing wa WEPR will |
ADIZE Button on the Alrstabon Ling e =1

Current Encryption Information 8021 1n/g/b

Encryption o
WFAF SH-ARS (Nuw i use)
Type

5510 |DBETRATEZS-

Encryplion | '
i 1234557890123

Eﬂcw WAL FERC-malen ) (N 0 k)

w T il S
5810 |DOMBETEAIEZS
EncryRlion | arermaoi 1

ey
Encryption Type WEF 28
550 [O0BETEAIETS3
1245670501 73 Baning e
Ene | 1234567890123 |
WHONSY | ruseraea1z
[12345670001 23
Encryption Typa. Werse
S50 mtammma'
NEARIng Hiy)
Encrypbion key

[ Randem | [ KEY base | [Fewet |

AQSS Client Information

Caent INformatan MAC Adoress  Encryption Type

WEPBLAEPT 78
WA PR TEIRNEA FEKARE

[ Edit ADES Chenl Infommation ]
ADSS Ethernet Converter Information

Chent Informaiion. MAC Adiress Encryptiar Type

Wirgless | Connection Seting

WLELIC-CEA E0Z2.11migih Alirew

oot ranz A TE

Logout

AOSS atlon e Tench
5“""“.'5,5.!.““ o

ADSS is Bulalo's @
technobogy for man“mﬁrm
u:m WAElEES Connection nlu
configuralion ind
15 GOngIn

uhm ADSS] buttan

C«lch ihits burion to stan ACSS.
rwlw % the gamw ay thes

A
nﬂkﬁl ADSE] bumen

Tlun bunnrr uEpnn-u when ADES iy
m ﬂnn Iu.:m:-rm:nTlll

Brnsclions
'\'ﬂﬂlll- chisnty mﬂ b tarminated,
BEEl 10 25 s"-"ﬁm
[ f
o AES. oment
Inlwmumnwl alyg tﬂm
Eﬂlm Seatng and Winn|ens
»:urt: a&lm mmu:td
whan ADSS it digablad
Mol
» Onee ihe ACED buton I8

If [he AdrStation ci
B “T!!:II eliant ﬂu"ﬂr.'ll-:ll!
m’uu ko 83 previous atae.
Un Iy 24 mm;ﬂ
. wmmsm funcienal
Eauil st il I‘Iﬂ-l':ﬂ i
Mm}ﬂu'lgrhw;ﬂ i AOEE
Eufion, edmEr hers of on e 1op
o [Ty renitie

= Lige Argtalion's Sytlem
h'ﬁrrhﬂw i b eyl
Llian Ml
m‘nmlmu

u VTHEN WAt G SCurTly s

R e

In 1hé Sollowing caces, ihe sabling
of wireless seclrity is not
succeedead and ratums
EfTar.

= Ay blank i cantainad in S50

» ViFAPEK IS llHiut'M‘l
"himidocimal B4 characters”
L ﬁmhmmuum

n the canes, lh& ot
utmlnau uzil g

scenndnd mt rebraen
T BMETYPEIOR W"‘ﬁ‘"

Wiieless Auenicalion fs
- ﬂr.

Iﬂ'l'hflﬂ M.rlhnnuhunh

SS m! ul%» krj' to
mhl bevul 1o WA
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Parameter

Meaning

4

Encryption Type of Exclusive SSID for
WEP

Encryption level expansion function

Dedicated WEP SSID isolation

AOSS Button on the AirStation Unit

Current Encryption Information
* AOSS Connection only

[Random]

[KEY base]

[Reset]

AOSS Client Information*

* AOSS Connection only

AOSS Ethernet Converter Information*
* AOSS Connection only

Initiates AOSS automatic wireless configuration. Click this, then
press or click the AOSS button on your AOSS-compatible wireless
client. Repeat for additional AOSS clients.

Click this button to disconnect all AOSS connections.
Note: If AOSS connections are disconnected, the SSID and encryption keys
will be restored to their most recent settings before using AOSS.

You may allow a separate SSID specifically for WEP connections. If
“disabled" is selected, then clients will not be able to connect with
WEP.

Expands security method from TKIP to WPA/WPA2-PSK-mixed
mode.

Set a separate SSID and network segment specifically for WEP
connections. Devices connected with WEP will not be able

to communicate with devices connected using AES/TKIP. All
connected devices will be able to communicate with the internet.

Normally, pressing the physical AOSS button on the AirStation
initiates AOSS. If this box is unchecked, it will not, and the button
on this page will be the only way to initiate AOSS.

Displays the encryption type, SSID, and encryption key that AOSS
has configured.

Click to enter random values for SSID, encryption key, and other
settings.

Click to return the SSID, encryption key, and other wireless settings
to the values on the case sticker.

Click to return the SSID, encryption key, and other wireless settings
to their previous values.

Displays basic information for AOSS clients connected to the
AirStation.

Displays basic information for Ethernet converters connected to the
AirStation via AOSS.
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Basic

Configure basic wireless settings.

Wireless Radio [ Enatile

\Wireless Channel | Auto Channel + | (Current Channel. 8)

300mMbps Mode

Extension Channel :

Broadcast 5510 ] alow

Logout
-~

Basic Wireless Setting (11n/g/b)

You can set basic configuration
information for your wireless LAN
ranually here. If encryption is not
used, comrmunication will be
established just by this basic
setup. Encryption’is highly
recommended, however.

Wireless Radio

| Use Multi Security function | Un-checking "Enable" will disable
wireless LAM functionality. When
digabled, all wireless functionality,
Separate feature Ouse including broadeasting, is halted:
) ) Default value is enabled.
&) Use AirStation's MAC address(0018ETEAIEZT)
551D .
ey :! | Wireless Channel

You may specify a channel
{frequency band) for your wireless
communication. If there are ather
wireless clients near the
AirStation, you may get
interference. Change to a different
{and preferably nun-overla‘]ping)
channel in this case. Available

Wireless authentication | WPAMPAZ mixedmode - PSK ¥ |

[ TKIP/AES mixedmode |

Wireless encryption

WRA-PSK (Pre-Shared Key). |esessssssssss |

0 Iminutes

Fekey interval

channels vary with which wireless
standard you're using. Yhen Auto
channel is selected, a vacant

channel is selected automatically.
Tnfg/b : Aato, 1-11 Channel

Default value © Auta channel ht

Parameter Meaning

Determines whether or not to allow wireless communication. If th
is unchecked, then no wireless connections will be allowed.

Wireless Radio

Wireless Channel Sets a channel (a range of frequencies) used for wireless

is

connections. Channels 1-11 are available. If Auto Channel selected,

the AirStation will automatically use the best available channel.

300Mbps Mode 300/150 Mbps mode uses twice the normal frequency range, 40

MHz instead of 20 MHz. In uncongested areas this can increase

performance. To use 300/150 Mbps mode, set the Bandwidth to 40

MHz and choose an Extension Channel.
Note: If using Auto Channel for the wireless channel, then the Extension
Channel is set automatically.
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Parameter

Meaning

Broadcast SSID

[Use Multi Security function]
[Do not use Multi Security function]

SSID1

SSID2
SSID3

Separate feature

SSID

Wireless authentication

If“Allow” is checked, then the AirStation will respond to SSID
searches from wireless devices by broadcasting its SSID. If “Allow” is
unchecked, then the AirStation ignore SSID searches from wireless
devices.

Clicking "Use Multi Security function" will enable Multi Security,
allowing the use of multiple SSIDs, each with different wireless
security settings. Clicking "Do not use Multi Security function" will
disable the Multi Security function. The AirStation will then allow
one SSID and one type of wireless security.

Note: When using Multi Security, you need to enable at least one of the
following SSID1, SSID2, or SSID3.

Multi Security SSID1 can use WPA-PSK-TKIP or WPA/WPA2-Mixed for
wireless security.

Multi Security SSID2 can use WPA-PSK-AES for wireless security.
Multi Security SSID3 can use WEP for wireless security.

When "Use" is checked, wireless devices connected to the AirStation
can communicate only with the Internet side, not with each other.

SSIDs may contain 1-32 alphanumeric characters.

Choose an authentication method for wireless connections.
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Parameter

Meaning

Wireless encryption

WPA-PSK (Pre-Shared Key)

Rekey interval

Setup WEP encryption key

Select a type of data encryption for wireless communication from
the following options:

No encryption
Data is transmitted without encryption. Avoid this option since
any communication may be intercepted.
“No encryption” can be selected only when “No authentication” is
selected for wireless authentication.

WEP
WEP is a common encryption method supported by most devices.
It uses an encryption key. WEP can only be selected when“No
authentication” is selected for wireless authentication.

TKIP
TKIP is an encryption method which is more secure than WEP, but
slower. Use an pre-shared-key to communicate with a wireless
device. TKIP can be selected only when WPA-PSK or WPA2-PSK is
selected for wireless authentication.

AES
AES is more secure than TKIP, and faster. Use a pre-shared-key to
communicate with a wireless device.
AES can be selected only when WPA-PSK or WPA2-PSK is selected
for wireless authentication.

TKIP/AES mixed mode
TKIP/AES mixed mode allows both TKIP and AES authentication.
TKIP/AES mixed mode can be selected only when WPA/WPA2
mixed mode - PSK is selected for wireless authentication.

There are two different ways to enter pre-shared keys. Character
keys may contain between 8 and 63 case-sensitive alphanumeric
characters. Hexadecimal keys contain exactly 64 characters. Only O -
9 and a - f (not case-sensitive) should be used in hexadecimal keys.

The rekey interval determines how often an encryption key is
updated. Values from 0 to 1440 minutes may be entered.

There are two different ways to enter WEP encryption keys.
Character keys may contain either 5 or 13 case-sensitive
alphanumeric characters. Hexadecimal keys may contain either 10
or 26 digits. Only 0-9 and a - f (not case-sensitive) should be used
in hexadecimal keys.
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Advanced

Don't change advanced wireless settings unless you know what you're doing.

TS Advanced|lin q-b) DL RTEEE ] MAS Filter | Multicast Gontrol | WEHS |

WFSI .ﬂ-ﬂ55|

Muticost Rate  [aute |

DT Penod 1
Privacy Separator  [Jcreble

oepost

Lubhranced Wiheless Sellings
{1/l

ey Advimowd Weeless

SHallmpgs

Multicast Rata

You coan selecl 1.2 66 F 49,11,
.Ef 13,24, 35, 49, SdMaps o

Lo
Dl Woabue e “Burn™

DTIM Paried

OTIM Dy Teaaflie Idombdication
anejﬁ Pariod is an interdal when
wiralgsz LAM equipment
lslr.!lﬁu_lillil":;l.'i b I'“:g.lullmlrlullml

L] FQer B SAVED pnwer
bt may sl%:a netwark traffic. Thes
Siedfing 15 wgnoeed unbss poesr
rranagement 15 activated on the
warelgEs cliend, Valugs that can ba
E1|E|rllul1 1-355 Dol vilun o

Privacy Saparater

Chovan whislbier F-'rr-'.ll.'||I Segraralos
function iz enabled or l:hsaand.
Whan Privacy Separalar is
andlod, sach wirekae LAN
desices connacting this AlrStation

LAM Config | Admin Config | Disgnostic

A

W

Parameter

Meaning

Multicast Rate

DTIM Period

Privacy Separator

Set the communication speed of multi-cast packets.

Set the interval (1 -255) for the beacon to respond to a wireless
device. This setting is only effective when power management is
enabled on the wireless device.

If enabled, the Privacy Separator blocks communication between
wireless devices connected to the AirStation. Wireless devices will

be able to connect to the Internet but not with each other. Devices

that are connected to the AirStation with wired connections will
still be able to connect to wireless devices normally.
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WMM

Configure QoS priorities here.

Setup gl ROV Wiralszse Config Security LAN Config Admin Config Diagnostic
wes | soss | EEEITEEE r ) EETEL T TN l WM Lin gk} MAC Filter | Multicast Contral | WD |
Liospoust
o Ll
WMM-COCA Parameters M Sutings (Tn/ag/h)
Priceity Parameier
for AP FarsTa Pricnitized .lt.iﬁl{yiun e
[ camenurnczibion for spec
i R
% | | i
R i 1017 {110 'Enmn.mll?hmlllrlg:fﬂ“ﬁlmm
= | i irpeove the gus o
"k E" [ athar s:mam?ng pﬂmals
THOP Lifnt | ‘o
Adrmagzion ool - | Digable |
For AP FarsIA WHIK CDCA Paramatars g
i s s | WHIH Semings (11n/g/h) '
i 63 (1073
AL BE(Marmal [e— r— Prioritized AirSeation
i LA | R comminication for spaciSc
. SRy T
Adrnddsion Cantrol - | [esatile bl communication, which can halp
L wrpecnz R qualily of YOIP or
alhir stmaming prolocols
Ehrma
[T
: WHMEDCA Parameters
AC_Vipegh) EEH
THOP Lirmdl It is usually not nacessany 1o
L chimgr thet walie
Adimiassion Cantl,
Prierity
Thir prardly 15 b b
CAmin {Hi IE]A rmalf2 1 far
AR each packat.
AL _VOHRhesl A EH Parameter
THOP Lirns CWmin. CWimax
The mBximum and minimym vakue
Adbrreranon Candicl for 18 contention winoow,
corenton window ks used 1o
- cantrol the Fame rul!EIEE
Apply avaldance system in IEEEA02.11,

\we= that can be | 6 B
.ﬁf"gr. an be inputed ”
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Parameter

Meaning

WMM-EDCA Parameters

You don't usually need to change these settings. Using the default
settings is recommended.

Priority
The following priorities may be applied to individual transmission
packets: (Highest) 8, (High) 4, (Normal) 2, and (Low) 1. From the
queue, these packets are processed in order of priority.

CWmin, CWmax
The maximum and minimum value of the contention window.
The contention window is used in the frame collision avoidance
structure performed in IEEE802.11, and generally the smaller the
value in the window, the higher the probability that the queue
obtains the right to send.

AIFSN
The interval to send frames. The unit of the AIFSN is a slot, just as
the window defined by CWmin and CWmax is. The smaller the
interval of sending frames, the faster the algorithm can restart. As
a result, the priority of the queue is higher.

TXOP Limit
The period of time that the queue can use after obtaining the
right to send. The unit is 32 ms. The longer this time, the more
frames can be sent per right to send. However, the que may
interfere with other packet transmissions. If TXOP Limit is set to O
(zero), only one frame can be sent per right to send.

Admission Control
Restricts new frames from interfering with a previous queue. New
packets are prioritized lower until a queue of them is collected. As
the new queue accumulates more packets, its priority increases.
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MAC Filter

This screen lets you restrict wireless access to wireless devices with specific MAC addresses.

AR Basic(110-y-b) | Advanced(11n g L

Enforce MAC FiErng L1 Enakdi

[#opty |

Registration List

MALC Address. | Connesclion Status
Mo Fepeterad MAC Acdrecsat

[ Edd R b List

1 | WMM[11o-g-L)

'MAC Fliter  Multicast Contral | WDs |
Lt
-

Wireless MAC Filering

‘Wirelezs connections to the
Airstation can be bmited 1o
!i!.ll!l:lﬁl: whend WAL addesses o
enhance security sgainst
urranted neteork visitors. Whean
enwbled, only wireless chenl
adapters with registared MAC
acldneses wall b alleasd 10
connect to the AirStation. The
wiraless MAL filter ig igrored whils
ALES 10w

Enfmrce WAL Fillering
Chetk Enable 10 uge MAC

fitterng. Than, only weelims ohients
wilh regiatered WE;
wan connel ba e alwin

Howerver, aven i [Enable] is

checked, MAL filtenng remains
wlessighlond :; %ﬂ%ﬂﬁmlﬂ Ari
co red, Al e for
A

arng i dizahlad

Hegistoation List
lizt ol : 1l
The list MﬂE A?EE ._-,“ allowed

16 connacl wiikh 1 ation,

sofed by ﬁ G Mﬁrui. Cument

Parameter

Meaning

Enforce MAC Filtering

Registration List

[Edit Registration List]

MAC Addresses to be Registered

List of all clients that are associated
with this AirStation

Enable to restrict wireless connections to devices with registered
MAC addresses.

Displays the MAC addresses of registered devices which are
permitted to connect wirelessly.

Click this button to add a MAC address of a wireless device to the
list of permitted devices.

Enter a MAC address of a wireless device you permit to connect to
the AirStation. Click "Register" to add that MAC address to the list.

Display the list of all MAC addresses of wireless devices connected
to the AirStation.
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Multicast Control

Restrict unnecessary multicast packets from wireless LAN ports.

wes | Aoss|

SnAofinGg [l Enabie

Multicast AQing Teme: A1

Wireless Config m LAN Config | “Admin Config’

Advanced(llo-u L) | WMM{11o- y- L) LSRG Il s ] R L

Bed

Lot

Multcast Contral

Thes !;.||I1u|5 oonfrobn mullssast
packet transfer to wirelezs LAN
post.

Snooping

Snooping observes multicsst
control packets like IGWF 1o
comlml imnecessary Eickal
tramsfer o wired and wireless por
ftark chack boo to enable
rmullicas! Snmopme fratoe
“Wired pon control is not
I;mfﬁrmad wihan bridge mode ks oa.
| your wirebrss clienfs suppoed s
rulticast tunnel transfer rmods,
this unit uzes unnal transter maode
aufarmabsally by ransSer @il

siream stability

Muldeast Aglng Time

Multicazl Snooping feature keeps
leamning infarmation. Thie gatlng
comhquen the hokding lime
Emar‘rlg'iﬂgr value rather than
IFH1P, query interval,

Parameter

Meaning

Snooping

Multicast Aging Time

If enabled, snooping supervises multicast administrative packets

such as IGMP and restricts unnecessary multicast transfers to wired

or wireless ports.

Set the time to hold the data from multicast snooping in the range

of 1 to 3600 (seconds). Enter a value larger than the interval of a

IGMP/MLD query.
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WDS

WDS bridging allows communication between AirStations.

B TG EE Wireless Config | LANConfig
WPS| ADSS [N e ol TR Yol MAC Filter| Multicast Control | WDS

Logout
L
WDS| E
WDS Use |
” O | Configure establish the wireless
Specify Master/slave I Master ¥ conhection with another AirStation.
S50 | Search If the comrmunication between
AirStation and wireless Slave
Wireless authentication Do oot authenticate cannat be established or constant

because the distance between
those two are too far away, Install
AirStation between Master and

Encryption for wirelgss
Slave wireless devices by using

Apply | YWDS to solve these problems..

Parameter Meaning

WDS Check to use WDS bridging.

Specify Master/Slave Define this AirStation's role in a WDS bridge.
Master

This AirStation will the master in a WDS bridge. It will have the
Internet connection, and other AirStations in the bridge will be
connected through this AirStation.

Slave
Slave AirStations are connected to the master AirStation.

Auto
Automatically switches between Master and Slave modes
depending on the surrounding network.
If an AirStation works as a router, it will automatically be set as a
master.
If the Airstation works as a bridge and a DHCP server exists
in the network, it will automatically be set as a master . If the
AirStation works as a bridge and no DHCP server is available, it
will automatically be set as a slave.
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Parameter Meaning
SSID Configure the Master Airstation's SSID.

0 Search O Click to search for other AirStations' SSIDs.
Wireless authentication Configure authentication method for the master AirStation
Encryption for wireless Choose encryption type for the master AirStation.
WPA-PSK (Pre Shared Key) Set the master AirStation's Encryption key.

Notes: A master AirStation can communicate with two slaves only.
A slave AirStation cannot communicate with any AirStation other than its master.

(B
X

)Y

P

Y

Master

N
X
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Security (Router Mode only)

Firewall (Router Mode only)

- Setup | Internet/LAN | Wireless Config JSCIIIY
Firewall IP Filter| VPN Pass Through |

Logout

B

Firewall

Log Cutput Enahl
g Output [ Enakle Limits the type of packets allowed

to pass hetween the Internet and
LAN. When packets reach the =

Enable Basic Rules humber of Packets »‘-‘airStatiEn, the ﬂéefwall e;aluateks
_— - . the packets, and forwards packets
0 Prahibit MBT and hicrosofi-05 Routing 0 that don't match any filter to their
PPPOE1: Easy Setup Prohibit destination. The Firewall blocks
unnecessary packets fraom the
Reject IDENT Requests 0 Internet side and prevents leaking
e ey secure infarmation from the LAN
ock Ping from Inteme side.
v a0
[¥IPPPoOET: Easy Setup lgnore
Log Output
L Anply | Checking this box will record
Firewall information to a lag,
The default setting is disabled, |

FBIFFALD (NG, Allrid

Parameter Meaning

Log Output Enable to output a log of firewall activity.

Basic Rules Enable to use any of the quick filters. Preconfigured quick filters
include:

Prohibit NBT and Microsoft-DS Routing
When enabled, this prevents Microsoft networking from
communicating between the LAN side and the WAN side. You can
configure this with PPPoE if you select “Use PPPoE Client” or “Use IP
Unnumbered” in Method of Acquiring IP address, or if Easy Setup
identified a PPPoE connection during setup.
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Parameter

Meaning

Reject IDENT Requests
Enabling this option will answer IDENT requests from the Internet
side with corresponding rejection packets. Enable this option
if you experience slow transfer speeds for network applications
such as email, ftp, or browsing. If you have configured transfer of
IDENT requests to the LAN side in the address translation settings
(DMZ or TCP port:113), that setting has higher priority, and
overrides this setting.

Block Ping from Internet
If this is enabled, the AirStation will not respond to pings from the
Internet side. You can configure this with PPPoE if you select “Use
PPPoE Client” or “Use IP Unnumbered” in Method of Acquiring IP
address (page 25), or if Easy Setup identified a PPPoE connection
during setup.
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IP Filter (Router Mode only)

Create and edit IP filters.

InternetiLAN | Wireless Config (0L )

Firewall| IP Filter VPN Pass Through |

Log Output  [JEnable

Add IP Address Based Filter
Operatior | Ignared VI

Direction | Intemet—LAN v |

Logout
-~

IP Filter Settings

Lirnits the type of packets allowed
to Rjass between the Internst and
LAN.

The maximum number of rules is
32

[f the packet meets one of the
rmonitaring conditions (see below)
before it is routed, the specified
action will be taken. If multiple
conditions (see below) are met, the
appropriate action will be
performed once the packet meets
the condition.

Log Cutput

IP Address  source Address:|

— Destination; Checking this box will record IP

O Al
OIcmpP

Protocal O ranual Protocol Number:i

filtering information to a log. If
Dperation is Accepted, log output
is disabled.

The default is Disabled.

TCP Part Manual Setting "|Sgeciﬂcati0n method

Add/Edit IP Address Based

@ TCRIUDP

Faort Bumber:

IP Filter Information

Operation Direction S0Urce Address

Filter

Destination Address

IT_his area is for adding or editing a
ine.

Operation

Select the action to be performed
oh packets that.
meet filter criteria

!Sgnored
Eaiit st ; top the packet and do not route

1.

- Rejected

The IP Filter has not heen configured yet Return the rejected packet ta the
point of origin.

A

ccepted M.

Parameter Meaning

Log Output If enabled, IP filter activity is saved to a log.

Operation Specify how to process target packets.

Direction Specify the transmission direction of target packets.

IP Address Specify the sender's IP address and receiver's IP address of the
target packets.

Protocol Select a protocol for target transmission packet.

IP Filter Information

Display the list of IP filters which have been registered.
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VPN Pass Through (Router Mode only)

Configure IPv6 pass through, PPPoE pass through, and PPTP pass through.

Firewall| IP Filter| VPN Pass Through

L ogoLt
|

VPN Pass Through

Specify WYPM Pass Through
settings.

IPv6 Pass Through [CJEnable

BEROEES roLgh
th Through  [ClEnable IPwv6 Pass Through

FPTP Pass Through  [¥]Enable Select whether to use |PvE Pass-
through for address translation.
Apply The default setting is disabled.
Note: “

Parameter Meaning
IPv6 Pass Through Enable to use IPv6 Pass Through for address translation.
PPPoE Pass Through Enable to use PPPoE bridge. Using PPPoE bridge lets you

automatically obtain an IP address from your provider using the
PPPoE protocol from your computer connected to the LAN side
because all PPPoE packets can pass through between the Internet
and LAN.

PPTP Pass Through Enable to use PPTP Pass Through for address translation.
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LAN Config (Router Mode only)

Port Forwarding (Router Mode only)

Configure port translation.

Port Forwarding DMZ| UPnP| QoS |

Add Port Forwarding

InternetlLAN' mmem: LAN Config

Port Forwarding Settings

Although the AirsStation perfarms
Address Translation only for

el |_WPEVGLUP_"! Group hName: | communication which is stared =
from the LAN side |, certain
|A|r81at|on g Internet IP Address Vl applications, such as network

Internet Side [P Address i
hanual IP Address:|

| games, require that you allow
communications from the Internet

the Internet) side via (Static MAT).

Al dit the rules for communicatin
frorm outside the internal network to
O ICMP the LAN side network devicelStatic
T AT) carefully, consulting your
Protocol O manual Protocal Mumber |nternet game's documentation as
— - —_— necessary, Up to 32 rules can be
iTCP Port hanual Setup v Snecification Method —— registered.
@ TCRIUDP : '
Potrt Mumber) |
LAN Side IP Address |192.168.1 1.2 | Add/Edit Port Forwarding
LAN Side Port TCRIUDF Fort:

You can add new port forwarding

Port Forwarding Registration Information

Grall Internet Side P Address Protocaol
M LAR Side IP Address LAN Side Port

Fort Farwarding has not heen set up yet

information and edit existing
information.

Group

You can give a name&\ roup name)
to configured Static MATs and give
multiple Static MATs one name
and manage them together.
By gining names to graups, you
Customize can [Enahle] or [Dlsahlei]eau:h
separatel
To add a j‘Statlc: MAT rule to
existing group, select the group
from the drop-down box and
chunse [Ad I

Parameter

Meaning

Group

Internet Side IP Address

Protocol

Specify a group name for a new rule to belong to. Select "New
Group" and enter the new group name in the Group Name
field to create a new group. A group name can include up to 16
alphanumeric letters.

Enter the Internet side IP address (before translation) for the port
translation table entry.

Select the Internet side protocol (before translation) for the port
translation table entry.
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Parameter Meaning

LAN Side IP Address Enter the LAN side IP address (after translation) for the port
translation table entry.

LAN Side Port Select the LAN side (after translation) port number (1 - 65535) for
the port translation table entry.

Port Forwarding Registration Shows current entries in the port translation table.
Information

DMZ (Router Mode only)

Configure a destination to transfer communication packets without a LAN side destination.

rternetiLAN |Wireless Config| Security BRIl il Admin Config | Diagnostic
Fort Forwarding (| DMZ UPRP | QoS
L ogout

>

DMZ Settings

I Address of DMZ | IP Address of DMZ

{*) The IP Address of the client that is configuring this AirStation is Specifithe address of a LAN side

A network device to which rejected .
[192.168.11.2] communication packets are to be
transferred. When an [P address is
Apply entered far the DMZ, it becomes
possible to access the device at
that address from outside the b

Parameter Meaning

IP Address of DMZ Enter the IP address of the destination to which packets which are
not routed by a port translation table are forwarded.
Note: RIP protocol packets (UDP port number 520) will not be
forwarded.
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UPnP (Router Mode only)

Configure Universal Plug and Play.

m Internet/LAN -wrreles':-conﬂg LAN Config [ T s

Port Forwarding | DMZ| UPnP QoS

Logout
|
UPnP Settings =]

UPnF  [“Enable ; :
Setting up the intemet gateway
function of UPnP: On a PC which

Apply supports UPnP (WindowsxP |, ete),
Byii

The AirStation is automatically
= 11| B | A =1

Parameter Meaning

UPnP Enable or disable Universal Plug and Play (UPnP) functionality.
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QoS (Router Mode only)

Configure the priority of packets sent to the Internet.

' LaNConfig N i ——

Port Forwarding | DMZ| UPnP | QoS

Logout
o

QoS Setting

205 for transmission to the Internet Enable 5
P05 is atechnology to use the
bandwidth on the network more

f— Ggﬁctively. . )
i en two or more packets arrve
Upload bandwidth IlU_UuKbps at the same time, tﬁe packet with
higher priarity is processed first.
Mo. Enable application name protocol  destination port priority This can be used to give priority to
communications that require real
il F] i\f‘oIF' | |UDF' v| | | |high v| time processing, such as YOIP. _
2 | Hssh | [TCP v |22 | |medium »| QoS for transmission to the
Internet
3 ] !telnet | |TCF' V| |23 | |medium V| If checked, this gives priofity to
ackets being transmitted to the
[ nternet. When enabled, you will be
¢ [l (ftp | |TCP v| |21 | | o v| able to add four levels uf?fncreased
riarity far specific applications.
5 O | | [Tcr 4 | | [ow B B ekt thie is dontias
s | | [rer 8 | | llow ¥ uplink Bandwidth
Specify the bandwidth transferred
! Ol | | |TCP v| | | ||°W v| frgm this unit to the Internet in
ps.
3 | | | [TcP ¥ | | [low % The real uplink bandwidth should
be entered.
Tl If a bandwidth value larger than the
real line speed is entered, the
timlinle dnancduidth sl b Iimi_+nn| b __
< >

Parameter Meaning

QoS for transmission to the Internet  Enable to give priority to specific types of Internet traffic.

Upload bandwidth Specify the upstream bandwidth in kbps from the AirStation to the
internet side. Set the actual value for the upstream bandwidth.

Enable Check to enable desired entries, then click [apply].

application name Enter an application name. Names may use up to 32 alpha
numerical characters, double or single tick marks ("), quotation

marks (“), and semicolons (;).

protocol Select either TCP or UDP.
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Parameter

Meaning

destination port

priority

Specify a destination port with the value of 1 - 65535. If this field is
empty, a random port is selected.

Select high, medium or low. If packets do not qualify for classification
as a type on the list, then their priority is treated as a level between
medium and low.

Admin Config

Name

Configure the AirStation’s name.

" Setup | InternetiLAN |Wireless Config| Security | LAN Config XL ket

Name Password| Time/Date| NTP| Access| Log| Save/Restore |

Initialize/Restart| Update |

Logout
Ll
AirStation Name E

Alrstation Mame iAF’DD'] BEFBATEZS

| AirStation Name =

List Metwark Services Enabile

This can be used to assign a
specific descriptive name far the
AirStation.

The AirStation name may be up to
64 alphanumeric characters in »

Parameter

Meaning

AirStation Name

List Network Services

Enter a name for the AirStation. Names may include up to 64
alphanumeric characters and hyphens (-).

Enable display the computers and devices on your network with
their supported services..
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Password

Configure the login password for the AirStation’s configuration utility.

Name | Password Time/Date| NTP| Access| Log| Save/Restore |

Initialize/Restart| Update | Logout
LS
AirStation Administrator E
Password
Administratar Name root (fixed) =,
sssssesse Administrator name

Adrministrator Password

This is the user name used to log

ey (Confirm) into the AirStation's configuration
screens. |t cannot be changed
Apply from 'raot’,

Administrator password v

Parameter Meaning

Administrator Name “root” is the configuration utility’s user name for login. This name is
fixed.

Administrator Password Enter a password for logging in to the AirStation’s configuration

utility. The password may contain up to 8 alphanumeric characters
and underscores ().
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Time/Date

Configure the AirStation’s internal clock.

InternetiLAN | Wireless Config| Security | LAN Config [IXResa
Name | Password | Time/Date NTP| Access| Log| Save/Restore |
Initialize/Restart| Update | Logout

-

Time/Date

The NTP function may have changed some values. y
Set the AirStation's internal clock.  —

Local Date 12009 hearia |M0nth |25 |Da\,f Set the internal clock manually,
Local Time i?3 |H0ur|55 |n-1inute|13 ISecnnds ND"E:I o A ;

The AirStation's internal clockis
Time Zone | (GMT-08:00)Central Standard Time: CET V| reset to its default setting

whenever power is losthecause it

doesn't have a hattery.

’Apply ] ’ Refresh ] [ et Current Time from your PG ] However, the AirStation may he
configured to adjust its clock

automatically even when rebooted &

Parameter Meaning

Local Date You may manually set the date of the AirStation’s internal clock.
Local Time You may manually set the time of the AirStation’s internal clock.
Time Zone Specify the time zone (offset of Greenwich Mean Time) of the

AirStation's internal clock.
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NTP

Configure the AirStation’s internal clock to automatically synchronize with an NTP server.

Name | Password | Time/Date | NTP Access| Log| Save/Restore |

Initialize/Restart| Update |

MNTP Functionality Enhahle

Logout
o

NTP

If an NTP server is configured, the

AirStation will access the specified

NTE Server |time.nist.g0v
Update Interval |24 haurs
| Apply

NTP semer and adjust its internal
clock to conform with the MTF
semver's time, MNTR is an ac:roanJm
of Metwork Time Protocol. An MTR
server distributes accurate time to
network devices.

Parameter

Meaning

NTP Functionality

NTP Server

Update Interval

Enable to use an NTP server to automatically set the AirStation's
internal clock.

Enter the name of the NTP server as a host name, host name with
domain name, or IP address. Up to 255 alphanumeric characters,
hyphens (-), and underscores (_) may be used.

How often should the AirStation submit a time request to the NTP
server? Intervals of 1 - 24 hours may be set.
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Access

You may restrict access to the AirStati

on’s settings screens.

‘Security | LAN Config F:%hilale i)

Name | Password | Time/Date | NTP | Access Log| Save/Restore |

Initialize/Restart| Update |

Log Output  [JEnatle

Logout
L.
Management Access E

fou may prohibit management of
the AirStation in specific
circumstances. Enabling any of

Enable Management ACCESS Mumber of Packets thege limitations will prevent
— g - changes being made to the
| Prohibit configuration from wireless LAN 1] AirStation's settings from PCs that
meet the listed limitation criteria.
1 Prohibit configuration from swired LARN 0 Mote that checking all of these

Internet Side Remote Access Setting

Enable Management ACcess
1 Petmit configuration from wired Internet

hoxes at once will make it very
difficult to make future changes to
the AirStation's settings.

Log Output

Checking this box will record
"Management Access” infarmation
to a log. Logging is disabled by
default.

BUFFALO NG Al

Parameter

Meaning

Log Output

Prohibit configuration from wireless
LAN

Prohibit configuration from wired
LAN

Permit configuration from wired
Internet

Permitted IP address

Permitted Port

Enabling outputs a log of changes to access settings.

If enabled, prevents access to settings screens from wirelessly
connected devices (only wired devices may configure).

If enabled, prevents access to settings screens from wired devices
(only wirelessly connected devices may configure).

If enabled, allows access to settings screens from network devices
on the Internet side.

Displayed only if Internet side configuration is enabled. Enter the IP
address of the device that is permitted to configure the AirStation
remotely from the Internet side.

Displayed only if Internet side configuration is enabled. Set a port
number (1 - 65535) if configuring the AirStation from the Internet
side.
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Log

You may use a syslog server to manage the AirStation’s logs.

Name| Password | TimE'Date| NTP| Access| Log Sa\.rE'Resture|

Initialize/Restart| Update |

Log Transfer  [JEnakle

Syslog Server | |

Logout
o

Syslog Setup

Syslog transfers the AirStation's
log information to a syslog server.

[¥] Address Translation  [¥]IP Filter Log Transfer

G e

[¥] Dynarmic DS [YIDHCP Client infarmation to a deslog server. The
Transfer Logs [ DHCP Server [ soss default is disabled.

[“lwiireless Client [¥] suthentication Syslog Server

Setting Changes Systern Boot Specify the name of your Syslog

FINTE Client [ wired Link Server by host name, host name

[ Apply | [ Select Al | [ Clear Al |

with domain or |P Address,
Alphanurmeric characters, hyphen
“'and dot '.' may be used.

The Syslog Server Name can't

start or end with a hyphen - or dot  «

Parameter

Meaning

Log Transfer

Syslog Server

Transfer Logs

Enable to send logs to a syslog server.
Identify the syslog server by host name, host name with domain
name, or IP address. You may enter up to 255 alphanumeric

characters, hyphens (-), and underscores (_).

Choose which logs will be transferred to the syslog server.
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Save/Restore

You may save your AirStation’s settings as a file and restore settings from that file later.

Name | Password| Time/Date| NTP| Access| Lodg| Save/Restore

Initialize/Restart] Update| Logout
e

Save/Restore AirStation
Settings

Save
Save current settings -

[] Encryptthe configuration file with 3 password Save Current Settings

Once you've got your AirStation
set up the way you want it, you
maﬁ save the current canfiguration
[ of the AirStation to a file on the PC
Backup file | [ Browse.. | that you're using for configuration.

Restare Configuration from Backup File ot

[ Enter passwaord The AirStation will not be ahle to
restore configurations from the
save file in the fallowing w

Parameter Meaning

Save current settings Clicking "Save" will save the current configuration of the AirStation
to a file. If the “Encrypt the configuration file with a password” option

is checked, then the configuration file will be password protected

with the current Administrator Password.

Restore Configuration from Backup Restore the configuration of the AirStation from a saved

File configuration file by clicking the "Browse" button, navigating to the
configuration file, and then clicking Restore. If the configuration file

was password protected, then put a check next to "To restore from

the file you need the password", enter the password, and click “Open”.
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Initialize/Restart

Reboot or initialize the AirStation.

-WIretes':-t:onﬁg Il Admin Config Both i

Name | Passweord | Time/Date | NTP | Access| Log| Save/Restore |
Initialize/Restart Update Logout
)

Initialize/Restart

Thizs reboots your AirStation,

Thig reboots your AirStation.

Settings affected:

Restarting will reset the clock to
defaulttime.

This will restore your AlrStation to the factory default settings,

Initialize: Initialize Mow

Parameter Meaning
Restart Click "Restart Now" to restart the AirStation.
Initialize Click "Initialize Now" to initialize and restart the AirStation.
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Update

Update the AirStation’s firmware.

Name | Password| Time/Date | NTP | Access| Log| Save/Restore |

Initialize/Restart| Update Logout
=

Firmware Update

Firmmare
“ersion it ARt Update the AirStation's firmware. L
E“’m‘ﬁare | |[ Browse.. | Current Firmware

£ Mame Cisplays the firmware version of

the AirStation.

L IUpdate Firrmware ]

Firmware file name

*Get updated firmware files from our website: Use the browse hutton to find the
B firrmeeare file that will be applied to
Download Service the AirStation.

Parameter Meaning

Firmware Version Displays the current firmware version of the AirStation.

Firmware File Name Click "Browse" and navigate to a firmware update file. Click "Update
Firmware."
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Diagnostic

System Info

This screen displays the AirStation’s system information.

System Info Logs | Packet Info| Client Monitor| Ping |

Madel

Alrstation Mame
Mode Switch Status
Operational Mode

Internet

LA

Wireless(B802.11n/gib)

WHR-G300M Yer.1:61 (R3.01/81.00)

APDOTBETEATEZS
Automatic Mode
Router Mode OF

mMethod of Acguiring
IF Address

Mame of Connection
Connection Status

Auto Detect Mode - FRFoE

Easy Setup (Default Connection)
Online

Qperation

IP Address 2224 67.69

FFF Server IP O T

DS (Primany 21018963183 (Auto)
DS 2(Secondany 210141 112163 (Auta)
MTL Size 1454

Wiiired Link 100Base-TH (Full-duplex)
MAC Address DO:1BETBATE 23

IP Address 182168111

Subnet Mask 2852852550

DHCF Server Enabled

MAC Address 0018 ETBAITE 23
Wireless Status Enahled

581D O018ETEATEZS
Authentication WRANVEAZ mixedmode - PEK
Encryption TEIFIAES mixedmode

Broadcast S5ID
Privacy Separator
Wiraless Channel
300mMbps Mode
MAC Address

Enable

Dizable

11 Auto)

20 MHz

008 ETBATE 23

Logout

S

System Information

Display the AirStation's main
settings.
Model

Displays the model name and
firrmweare wersion of the AlrStation.

AirStation Name

Displays the AirStation's host —-
name.

Status of the hardware mode
switch

Displays the status of the
ROUTER switch.

Operational Mode
Displays the current mode of

aperation.

Internet

AirStation's [nternet port side
information.

Method of Acquiring IP Address
Acguiring a Internet IP address.

Hame of the Connection

The name ofthe PPPOE
connection specified in the
configuration.

Connection Status

Dizplays the current Internet side
status.

Ciperational Mode

The Operational Mode will show if
any DHCP or PPPoE configuration
is active, If DHCP is in use, the
following commands can be
executed.

#* [Releaze] : Releases the [P
address assigned hy the
DHCF Server.

» [Renew] : Renews the IP
address from the DHCR
Server.

The following commands can he |
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Parameter

Meaning

Model

AirStation Name

Mode Switch Status

Operational Mode
Internet
LAN

Wireless

Displays the product name of the AirStation and the firmware
version.

Displays the AirStation’s Name.

Displays the status of the mode switch on the back of the
AirStation.

Displays the current operational mode of the AirStation.
Displays the information about the Internet port.
Displays the information about the LAN port.

Displays the wireless status.
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Logs

Check the AirStation’s logs.

System Info | Logs Packet Info| Client Monitor| Ping|

Logout

~

[

Logs

[¥] address Translation IP Filter ; ; ; )
Display log infarmatian recarded in

Firewall PPPoE Client the AirStation.
[¥] Dynarmic DNS [¥] DHCF Client The oldest informatian s
: : overwritten by new logs.
Display log info DHCP Server [¥]a0ss
[“Iwireless Client [¥] authentication Display log info =
Setting Changes Systern Boot Select the types of information that
) : ) should be logged by the AirStation,
NTF Client [wired Link The default i3 All. The follawing
iterns can be selected:
[ Display || Select All || Clear All | e Address Translation
= [P Filter
Logs » Firewall{lncludes discarded IP

Masguerade packets)

| Savetofie logfile.log. | « PPPoE Client{lnternet side)

Date Time Type Log Content « Dynamic DNS(Internet side)
o #» DHCP Client {Internet side}
2009/08/25 23:47:30 DHCPS sending ACK 0 192.168.11.3 « DHCP Server(LAN sids)
2009108725 23:47:30 DHCPS Reguestincoming fram pe-fujiwaraflen:11) + ADSS
'S | CoT + Wireless Client(Startistop and .,

Parameter Meaning
Display log info Choose the types of log information to display.
Save to file Saves selected logs to the file logfile.log.
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Packet Info

Verify transferred packets.

Admin Config elElLE(E

System Info | Logs | PacketInfo Client Monitor| Ping|

sent
Interface
: Marmal

Wired Internet 3268
Wired LAN 10423
PPFoOE Mo.1:

Easy Setup A
Wyireless LAN (B02.11n/g/b) 392

Errars
i
0

0

Logout
Packet Traffic Information
Feceived
The total numbers of packets sent
Mormal  Errors and received by the AirStation, as
5520 i) well as the errors sending and
receiving, are displayed.
B741 0
[Refresh] button
5370 0 Displaved packet information is
renewed with current information
181 a when this button is clicked.

Parameter

Meaning

Sent

Received

Displays the number of packets sent to the Internet side of
Ethernet, the LAN side of the Ethernet, and the LAN side of the
wireless connection.

Displays the number of packet received from the Internet side of
Ethernet, the LAN side of the Ethernet, and the LAN side of the
wireless connection.
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Client Monitor

This screen list connected devices.

System Info | Logs | Packet Info | Client Moniter Ping |
Logout
_A._:

Client Monitor

Lease P Communication Wireless
MAC AdOress  yoqees  MOStNAme oy Authentication 202110 Displays the LAN side clients
PCs) that are accessing the
00:11:09:5C:86F1 - Wired * ™ irStation.
O01DT3:92:0B:7F 192168113 pe-fujiveara  Wireless Authorized Enahle The follnwing e o

displayed:

MAC address

Parameter Meaning

Displays information ( MAC address, lease IP address, host name,
communication method, wireless authentication and 802.11n) for

devices that are connected to the AirStation.

Client Monitor

72
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Ping

A Ping test checks whether the AirStation can communicate with a specific network device.

system Info | Logs | Packet Info| Client Monitor | Ping

Logout
=

Ping

Destination Address |

A Ping test can be performed from

the AjrStation. With a ping test,
you can determine whether the
AirStation can communicate with a
Result specific netwark device.
Destination 192168111 Destinanes fddies

) i Enter the netwark IP address that
64 bytes from 192 168.11.1; icmp_seq=0 tti=E64 time=0.4 ms i

%(au want to ping; e.q.
Result G4 hytes from 192.168.11.1: icmp_seq=1 fti=64 time=0.2 ms 92.168.11.3 or
G4 hytes from 192 168.11.1; icmp_seq=2 tl=64 time=0,2 ms wrw huffalotech. com.
Execute 36|

Parameter Meaning

Destination Address Enter an IP address or a host name for the target device and click
"Execute". The AirStation will attempt to communicate with that
device and the result will be displayed in the “Result” field.
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Connect to a Wireless Network

Automatic Secure Setup (AOSS/WPS)

AOSS and WPS are systems which enable you to automatically configure wireless LAN settings. Just
pressing the buttons will connect wireless devices and complete security settings. Easily connect to
any wireless devices, computers, or game machines which support AOSS or WPS.

‘@‘”i")) AOSS (AirStation One-Touch Secure System) was developed by Buffalo Technology. WPS

roeo Was created by the Wi-Fi Alliance.

AN

Modem

PC or

Game console
(AOSS Devices)

- Before using AOSS or WPS to connect to a Buffalo wireless client, install Client Manager software
from the included AirNavigator CD. Consult your wireless client’s documentation for more
information.

- Buffalo’s Client Manager software can be used with the wireless LAN devices built into your
computer. However, it is not guaranteed to work with all wireless LAN devices available. Some
wireless clients may require manual setup.
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Windows Vista (Client Manager V)

If you are using Windows Vista, use the included Client Manager V software to connect wirelessly
with AOSS/WPS.

1 Click the icon Wb in the system tray.

When the screen at left is displayed, click “Create
2 BUFFALD ) 15 displayed, cl
s e Profile”.
Client Manager ¥ Ver 1.3.7
Profile | (Disconnected)  ~ |
Transmission Speed  ---
Signal Strength Ghante it
X Advanced
3 When the message "A Program needs your permission to continue" appears, click “Continue”.
4 =

— Click the “WPS AOSS “ button.
kel & Create profile

Perform setup of wireless connection to the AirStation

Vireless Adapber | BAJFFALO WYL LAC-G 3000
Sedeci the Setup Meihod

Auomatic Secure Selup

Ferform connecion and security condguration autormagically.

Amvanced Setup

Sibect @ Mabsork Mamme (SSI00 or enfer the SEID,

then connsct manually, P
Omeratse connechwith WPS-FIN method L J
Oution (Eapet o rivananery Ve 37 BUFFALD

Follow any instructions displayed on the screen. When the Security LED on the front of the AirStation
stops flashing and is lit steadily, the connection is complete.

WHR-G300N V2 User Manual 75



Chapter 5 Connect to a Wireless Network

Windows XP (Client Manager 3)

If you are using Windows XP, use Client Manager 3 to connect wirelessly with AOSS/WPS.

1 Right click on the ':'T icon in the system tray, and select “Profile”.

2 BUFFALD X
Sl S Q. Scan [F]  =rarmas
i Craade grofile end detey grarity evel E
— dsplsaie b = | Click the “WPS AOSS” button.
&

=)

Follow any instructions displayed on the screen. When the Security LED on the front of the AirStation
stops flashing and is lit steadily, the connection is complete.
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Other Devices (e.g. Game Console)

If you are using a game machine which supports AOSS or WPS, refer to that device’s manual to
initiate AOSS/WPS. When instructed, hold down the AOSS button on the AirStation for 1 second.

When the Security LED stops blinking and is lit steadily, the connection is complete.

Manual Setup

You can also connect to the AirStation without installing Client Manager V or Client Manager 3 by
using the utility built-in to Windows. The procedure varies depending on which version of Windows
you are using.

Windows 7 (WLAN AutoConfig)

With Windows 7, use WLAN AutoConfig to connect to the AirStation.

1 Click on the network icon in the system tray.

Select the target AirStation’s name and click
“Connect”. If you will be connecting to this
device in the future, checking “Connect
automatically “ is recommended.

Currently connected to:

|"h Metwork
3 Internet access

m

Wireless Metwork Connection ~
manual_G _I.ﬂﬂ
[/] Connect automatically
wap-G al
001BET6A1EGE o

001D7390E9F9 Mame: 0018E76A1EGE
Signal Strength: Fair
Open Network and secyrity Type: WPA2-PSK

Radio Type: 80211n
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3 [ Connect to a Network l23a/] Enter the encryption key and click “OK”.

Type the network security key

Security key:

["] Hide characters

= You can also connect by pushing the
". “wr  button on the router.

-

Windows Vista (WLAN AutoConfig)

With Vista, use WLAN AutoConfig to connect to the AirStation.

1 Right click on the wireless network icon in the system tray.

2 Click “Connect to a network”.

3 ~ 54| When the screen at left is displayed, select the
i W Tonnectte o e . " ]
, network to connect to and click “Connect”.
Eﬁ L0TIESE Y Sy vl v 11{‘_‘. [
Eﬁ LTI S0 i ol et ﬂﬂ]
o |
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If the screen below is displayed, click“/ want to enter the network key or passphrase instead".

Otherwise, go to step 4.

a W Coneactto s network

Enter the FIN for BUFFALD INC WHR-G300N on 00107 3HSH 104

Vorur gan Bl thin P displeyed o thg BUEFALO B9C, WHR -G2008

P

isphey charmcien

1 dions Parve the PIN
|t S metr ihe bl Sy 2y prapety e kel

' (=2 |
ﬂ' % Consactto s netaork
Fracs the oo 1f||:|u ranon DUSTON On Your a00ess point
Fress the configuniben button on the
e #oikss pont befere donirueng
lﬁ
1 N
— ——
Lcan't find the configuenticn buthon
ot B e Al ek Bt iy poaget nag mubaed
e -
(=2 |
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Chapter 5 Connect to a Wireless Network

4 g X Comnedt bo a rtwerk

Type the network security loey or passphrase for GIIDTIESS1D4

Thit prtraees whz setig e netwerk tas give o e lry or panigihvine

ey by of paviphone

Despliy chirisiberi

alP I you have w UL Banty sty weth rerlepr vettsrsgs foe GLOTHSENEM, iaart i now

e

Enter the encryption key and click “Connect”.

Step through the wizard to finish configuration. If the Set Network Location screen is displayed,
select “Home", “Work”, or “Public location” depending where you're using the AirStation.
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Windows XP (Wireless Zero Configuration)

Windows XP includes a built-in utility to connect to your AirStation.

Note:

If Client Manager 3 is installed on your computer, Wireless Zero Configuration is disabled. Uninstall Client

Manager 3 to use Wireless Zero Configuration, or just use Client Manager 3 to connect to the AirStation.

Click“View Available Wireless Networks”.

Wireken Hah

Chaoose o wireless nelwork

i kel tufom | bt

S i B 5 et s 9 et B i e Pusboscth I i o 1 0 e
e

T

3 b g v Ty
Vol B il T
Erlstrd | asks

L Lo nnd sm

eyl

Lt the i of
¥ e

i herse atoeend
wstrE

Right click on the wireless network icon ﬂ displayed in the system tray.

4 Select the network to connect to and click
“Connect”.

Wireless Network Connection

4

A network key helps prevent unknown intruders From connecting to this netwark,

Twpe the kew, and then click Connect.

The network '001073699104' requires a network kew (also called a WEP key or WPA key),

Enter the encryption key (twice) and click
“Connect”.

3

Metwork key: |

Confirm network key: |

L Conneck J [ Cancel

]

Follow the instructions displayed on the screen to finish configuration.
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Chapter 6
Troubleshooting

Cannot connect to the Internet over wired connection.

+ Make sure that your AirStation is plugged in!

« Check that the status LEDs of your AirStation are lit as below:
POWER Green light is ON
WIRELESS  Green light is ON or flashing
ROUTER  Green light may be ON or OFF (depending on your environment)
DIAG OFF
LAN Green light is ON or flashing
INTERNET Green light is ON or flashing

+ Make sure that your computer is set to “obtain an IP address automatically” (see appendix C).

+ Restart your AirStation.

Cannot access the web-based configuration utility.

« See chapter 4 for instructions to open the AirStation’s configuration utility.

« Enter the correct user name and password to login to the configuration screen. The factory
defaults are "root" (in lower case) for the user name and a blank password (enter nothing). If
you changed the password, enter the new password that you set.

- Verify that your web browser is not set to use proxies.

« Make sure that your computer is configured to “Obtain an IP Address Automatically” (see
appendix Q).

« Restart your AirStation.
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Cannot connect to the network wirelessly.

Configure your wireless client with the same SSID, encryption type, and encryption key as set
on the AirStation.
The factory defaults are:

SSID - The AirStation’s MAC address (printed on the label)

Encryption Type - WPA/WPA2 mixed mode - PSK (Connect with either WPA-PSK TKIP or
WPA2-PSK AES).

Encryption Key - Printed on the label of the AirStation (if not, the AirStation is not

encrypted in the default configuration.)
Place your AirStation and wireless devices 2 - 10 feet apart.

Restart your AirStation.

You forgot AirStation's SSID, Encryption Key, or
Password.

Hold down the Reset button on the base of your AirStation for 5 seconds to initialize its settings. All
settings, including your password, SSID, and encryption key will be initialized to their defaults. The
factory defaults are:

SSID - The AirStation’s MAC address (printed on the label)

Encryption Type - WPA/WPA2 mixed mode - PSK (Connect with either WPA-PSK TKIP or
WPA2-PSK AES).

Encryption Key - Printed on the label of the AirStation (if not, the AirStation is not

encrypted in the default configuration.)

The link speed is slower than 300 Mbps (Maximum
link speed is only 150Mbps).

By default, the AirStation’s 300 Mbps mode is not enabled. You may enable it with the following
procedure:

1. Open the configuration utility (chapter 4).
2. Click "Wireless SSID & Channel (11n 300Mbps Mode)" in Easy Setup.
3. Change the value in "300Mbps Mode" - "Band Width" to 40 MHz and click "Apply".

If you still cannot connect at 300 Mbps, check the settings of your wireless client device.
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Other Tips

Issue:

| reset my wireless router to factory settings and forgot how to log in to the configuration utility.

Answer:

Open your browser and enter 192.168.11.1 as the browser address and hit Enter. You will be
prompted to log in. Enter the user name as root and the password box is left empty (no password).
Click "OK" to complete the login and the option to reset your password will be available on the first

page.

Issue:

How do | forward ports on my wireless router for my gaming console?

Answer:

Log in to the router's configuration utility. From the home page, go to the Internet Game/ Port
Mapping section. Enter the port that needs to be forwarded, and the IP address of the gaming
console.

Issue:

How do | enable or modify security encryption settings on the wireless router?

Answer:

Log in to the configuration utility with your browser. Go to the Wireless Config tab and then select
the Security tab. Buffalo recommends WPA for wireless encryption. The passphrase/key should be at
least 8 characters in length.

Issue:

How do | change my wireless router's broadcasted network name (SSID)?

Answer:

Log in to the configuration utility. Go to the Wireless Config tab and then select the Basic tab if
necessary. Find the settings area for SSID. Select the "Use" radio button and enter the name you
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wish to use for your network in the text field provided. Click "Apply" to save the settings. Once the
wireless router has rebooted, you will need to manually select the new network name for all wireless
devices and enter your encryption key if necessary.

Issue:

What can | do if my wireless connection drops randomly or seems slow?

Answer:

There are many environmental factors that may cause this. First, ensure the issue is not range related
by moving the wireless router and the client device closer together. If the the connection drops
continue, continue, then range is probably not the issue.

Other 2.4 GHz devices such as microwaves, other wireless networks, and 2.4 GHz wireless phones
may impact performance. Try a different wireless channel for your wireless router. Log in to the
wireless router with your browser. Click on the Wireless Config tab and then the Basic tab. Wireless
channels from 1 - 11 may be selected. Try the Auto-Channel option if available. Otherwise, manually
select an alternate channel and click "Apply".

Issue:

Though I am able to successfully make a connection with my wireless router, | am unable to access
the Internet with my web browser.

Answer:

First, power off the Cable or DSL modem, the wireless router, and your computer. Move the router's
mode switch to the on position. Verify that the modem is connected to the wireless router with an
Ethernet cable to the WAN port. Power on the modem and wait one minute. Power on the wireless
router and wait another minute. Power on the computer. Open a browser on the computer and
navigate to a familiar website to verify whether the Internet connection is functioning normally.

If after these steps, an Internet connection is still unavailable, power off the Cable or DSL modem
and computer again and directly connect your computer to the Cable or DSL modem with a cable
between the computer and the port on the modem. Power on the modem and wait one minute.
Power on the computer and again check for an Internet connection.

If an Internet connection IS NOT available with a direct connection to the computer, please call the
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Internet Service Provider who installed the modem.
If an Internet connection IS available with a direct connection to the computer, please call our
customer support.

Issue:
Where can | download the latest drivers, firmware and instructions for my Buffalo wireless products?

Answer:

The latest drivers and firmware are available online at
www.buffalotech.com

WHR-G300N V2 User Manual 86



Appendix A

Specifications

Wireless LAN Interface

Standard Compliance

IEEE802.11b / IEEE802.11g / [EEE802.11n

Transmission Method

Direct Sequence Spread Spectrum (DSSS), OFDM, MIMO

Frequency Range

2,412 - 2,462MHz (Channels 1-11)

Transmission Rate

802.11b/qg:
54,48,36,24,18,12,9,6,11,5.5,2, TMbps
802.11n
20MHz Channel
(LongGl) 130/117/104/78/52/39/26/13Mbps (mcs15-8) (2stream)
65/58.5/52/39/26/19.5/13/6.5Mbps (mcs7-0) (1stream)
40MHz Channel
(LongGl) 270.0/243.0/216.0/162.0/108.0/81.0/54.0/27.0Mbps (mcs15-8)
(2streem)
135/121.5/108.0/81.0/54.0/40.5/27.0/13.5Mbps(mcs7-0) (1streem)
(ShortGl) 300.0Mbps (mcs15) (2streem)
150.0Mbps (mcs7) (1streem)

Access Mode

Infrastructure Mode

Security

Wired LAN Interface

Standard Compliance

AOSS, WPA2-PSK (TKIP/AES), WPA/WPA2 mixed PSK, WPA-PSK (TKIP/AES),
128/64bit WEP, Mac Address Filter

IEEE802.3u (100BASE-TX), IEEE802.3 (10BASE-T)

Power Supply

Transmission Rate 10/ 100Mbps

Transmission Encoding 100BASE-TX 4B5B/MLT-3, TOBASE-T Manchester Cording
Access Method CSMA/CD

Speed and Flow Control | 10/100, Auto Sensing, Auto MDIX

Number of LAN Ports 4

LAN Port Connector RJ-45

External AC 100-240V Universal, 50/60Hz

Power Consumption

Approx. 6.4W (Max)

Dimensions

143mm x 127mm x 24mm (5.6 x 5.0 x 0.9 in.)

Weight

2009 (7.1 oz.) notincluded base

Operating Environment

0-40°C (32-104°F) , 20-80% (non-condensing)
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Default Configuration Settings

Feature Parameter Default Setting
Internet Method of Acquiring IP Address Easy Setup (Internet Connection Wizard)
(Router Mode only) Default Gateway none
Address of DNS Name Server none
Internet MAC Address Use Default MAC Address
MTU Size of Internet Port 1500 Bytes
PPPoE Default PPPoE Connection No Active Session
(Router Mode only) IP Unnumbered PPPoE No Active Session
Connection
PPPoE Connection List none
Preferred Connections none
DDNS Dynamic DNS Service Disabled
(Router Mode only) Current Dynamic DNS none

Information

VPN Server LAN Side IP Address

192.168.11.1(255.255.255.0)

Router Mode onl
(RouterMode only) | 1 -p Server Function

Enabled

DHCP IP Address Pool

192.168.11.2 for up to 64 Address(es)

PPTP Server Function

Disable

Authorization Type

MS-CHAPv2 (40/128-bit Encryption)

Server IP Address

Auto

Client IP Address

Auto

DNS Server IP Address

LAN IP address of the AirStation

WINS Server IP Address None
PPTP User List None
LAN LAN Side IP Address Router Mode:

192.168.11.1 (255.255.255.0)

Bridge Mode (Router Switch OFF):
192.168.11.100 (255.255.255.0)

Bridge Mode (Router Switch AUTO):
Obtain automatically from DHCP Server

WHR-G300N V2 User Manual

88




Appendix B Default Configuration Settings

Feature Parameter Default Setting
DHCP Server Function Enabled
(Router Mode only)
DHCP IP Address Pool 192.168.11.2 - 192.168.11.65
(Router Mode only)
LAN Side IP Address none
(IP Unnumbered)
(Router Mode only)
Lease Period 48 Hours
(Router Mode only)
Default Gateway AirStation's IP Address
(Router Mode only)
DNS Servers AirStation's IP Address
(Router Mode only)
WINZ Server Do Not Specify
(Router Mode only)
Domain Name Assigned Domain Name
(Router Mode only)
Default Gateway none
(Bridge Mode only)
DNS Server Address none
(Bridge Mode only)
DHCP Lease Current DHCP Client Information none
(Router Mode only)
NAT Address Translation Enabled
R Mod |
(Router Mode only) Log Output of Deleted Packets Disabled
Route Routing Information none
WPS WPS Enabled
External Registrar Enabled
AirStation PIN An 8-digit random value
(Printed on the label of the AirStation)
WPS Security Information WPS status: configured
SSID: AirStation's MAC Address
Security: WPA-PSK AES, or no
authentication
Encryption key: A 13-digit random value or
blank.
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Appendix B Default Configuration Settings

Feature Parameter Default Setting
AOSS Encryption level expansion Enabled
Dedicated WEP SSID isolation Disabled
AOSS Button on the AirStation Unit | Enabled
Basic Wireless Radio Enabled
Wireless Channel Auto Channel
300Mbps Mode Band Width: 20MHz
Extension Channel: -
Broadcast SSID Allow
Separate feature not used
SSID Configure AirStation's MAC address
Wireless authentication WPA/WPA2 mixedmode-PSK, or no authentication
Wireless encryption TKIP/AES mixedmode, or no encryption
WPA-PSK (Pre-Shared Key) A 13-digit random value (Printed on the label of the
AirStation) or blank
Rekey interval 60 minutes
Advanced Multicast Rate Auto
DTIM Period 1
Privacy Separator Disable
WMM WMM-EDCA Parameters For AP For STA
(Priority AC_BK (Low) ) CWmin 15 15
CWmax 1023 1023
AIFSN 7 7
TXOP Limit 0 0
Admission Control | - Disable
WMM-EDCA Parameters For AP For STA
(Priority AC_BE (Normal)) CWmin 15 15
CWmax 63 1023
AIFSN 3 3
TXOP Limit 0 0
Admission Control | - Disable
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Appendix B Default Configuration Settings

Feature Parameter Default Setting
WMM-EDCA Parameters For AP For STA
(Priority AC_VI (High)) CWmin 7 5
CWmax 15 15
AIFSN 1 2
TXOP Limit 94 94
Admission Control | - Disable
WMM-EDCA Parameters For AP For STA
(Priority AC_VO (Highest)) CWmin 3 3
CWmax 7 7
AIFSN 1 2
TXOP Limit 47 47
Admission Control | - Disable
MAC Filter Enforce MAC Filter Disable
Registration List none
Multicast Snooping Enable
Control Multicast Aging Time 300 Sec.
WDS WDS Use
Specify Master/Slave Master
Firewall Log Output Disable
(Router Mode only) Basic Rules Prohibit NBT and Microsoft-DS Routing Disabled
Reject IDENT Requests Enabled
Block Ping from Internet Enabled
IP Filter Log Output Disabled
(Router Mode only) IP Filter Information none
VPN Pass IPv6 Pass Through Enabled
Through PPPoE Pass Through Disabled
(Router Mode only)
PPTP Pass Through Disabled
Port Forwarding | Port Forwarding Registration Infor- | none
(Router Mode only) | mation
DMZ IP Address of DMZ none
(Router Mode only)
UPnP UPnP Enabled
(Router Mode only)
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Appendix B Default Configuration Settings

Feature Parameter

QoS QoS for transmission to the
(Router Mode only) | Internet

Default Setting
Disabled

Name AirStation Name

AP + AirStation's MAC Address

List Network Services

Enabled

Password Administrator Name

root (fixed)

Administrator Password

none

Time/Date Local Date 2009 Year 1 Month 1 Day
Local Time 0 Hour 0 Minute 0 Seconds
Time Zone (GMT-06:00) Central Standard Time: CST
NTP NTP Functionality Enabled
NTP Server time.nist.gov
Update Interval 24 hours
Access Log Output Disabled
Access Limits Prohibit configuration from wireless LAN Disabled
Prohibit configuration from wired LAN Enabled
Permit configuration from WAN Enabled
Log Log Transfer Disabled
Syslog Server none

Transfer Logs

Router Mode:
Address Translation, IP Filter, Firewall, PPPoE Cli-
ent, Dynamic DNS, DHCP Client, DHCP Server,
AOSS, Wireless Client, Authentication, Setting
Changes, System Boot, NTP Client, and Wired
Link

Bridge Mode:
IP Filter, DHCP Client, AOSS, Wireless Client, Au-

thentication, Setting Changes, System Boot, NTP
Client, and Wired Link
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Appendix C
TCP/IP Settings in Windows

Windows 7

To perform the settings for Windows 7, follow the procedure below.

1

2

Click Start > Control Panel > Network and Internet.

Double click “Network and Sharing Center”.

Click “Change Adapter Settings” on the left side menu.

Right click on“Local Area Connection”, then click “Properties”.

If the message “Windows needs your permission to continue” appeatrs, click “Continue”.

Select“Internet Protocol Version 4 (TCP/IPv4)” then click “Properties”.

Select “Obtain an IP address automatically” and “Obtain DNS server address automatically”, then
click“OK”.

Click“OK”.
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Appendix C TCP/IP Settings in Windows

Windows Vista

To perform the settings for Windows Vista, follow the procedure below.

1 Click Start > Settings > Control Panel.

2  Double click“Network and Sharing Center”.

3 Click “Manage network connections” on the left side menu.

4 Right click on“Local Area Connection”, then click “Properties”.

5 When the message “Windows needs your permission to continue” appears, click “Continue”.
6 Select“Internet Protocol Version 4 (TCP/IPv4)” then click “Properties”.

7 Select “Obtain an IP address automatically” and “Obtain DNS server address automatically”, then
click“OK”.

8 Cdlick“Close”.
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Appendix C TCP/IP Settings in Windows

Windows XP

To perform the settings for Windows XP, follow the procedure below.

1

2

Click Start > Settings > Control Panel.

Double click “Network”.

Right click on“Local Area Connection”, then click “Properties”.

Select“Internet Protocol (TCP/IP)”, then click “Properties”.

Select“Obtain an IP address automatically” and “Obtain DNS server address

automatically”, and then click “OK”.

Click“Close”.
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Appendix D
Restoring the Default Configuration

- ifi—=

Hold down this button for 5 seconds. The
AirStation will be initialized.
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Appendix E
Regulatory Compliance Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pur-
suant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference

will not occur in a particular installation. If this equipment does cause harmful interference to radio
or television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one of the following measures:

+ Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

« Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

Any changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two condi-
tions: (1) This device may not cause harmful interference, and (2) this device must accept any inter-
ference received, including interference that may cause undesired operation.

Important Note - FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for uncontrolled equipment.
This equipment should be installed and operated with minimum distance 20cm between the radia-
tor and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or trans-
mitter.

The availability of some specific channels and/or operational frequency bands are country depen-
dent and are firmware programmed at the factory to match the intended destination. The firmware
setting is not accessible by the end user.

For product available in the USA/Canada market, only channel 1~11 can be operated. = Selection of other
channels is not possible.
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Appendix E Regulatory Compliance Information

European Union Notice:

This device complies with the essential requirements of the R&TTE Directive 1999/5/EC. The follow-
ing test methods have been applied in order to prove presumption of conformity with the essential
requirements of the R&TTE Directive 1999/5/EC:

« EN60950-1: 2006
Safety of Information Technology Equipment

« EN 50385: 2002
Product standard to demonstrate the compliance of radio base stations and fixed terminal
stations for wireless telecommunication systems with the basic restrictions or the reference
levels related to human exposure to radio frequency electromagnetic fields (110MHz - 40 GHz) -

General public

« EN 300 328 V1.7.1 (2006-10)
Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband transmission sys-
tems; Data transmission equipment operating in the 2,4 GHz ISM band and using wide band
modulation techniques; Harmonized EN covering essential requirements under article 3.2 of the
R&TTE Directive

«EN 301 489-1V1.8.1 (2008-04))
Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic
Compatibility (EMC) standard for radio equipment and services; Part 1: Common technical
requirements

«EN 301 489-17 V1.3.2 (2008-04)
Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic
Compatibility (EMC) standard for radio equipment and services; Part 17: Specific conditions for
2,4 GHz wideband transmission systems , 5 GHz high performance RLAN equipment and 5,8GHz
Broadband Data Transmitting Systems.

This device is a 2.4 GHz wideband transmission system (transceiver), intended for use in all EU
member states and EFTA countries, except in France and Italy where restrictive use applies.

In Italy the end-user should apply for a license at the national spectrum authorities in order to obtain
authorization to use the device for setting up outdoor radio links and/or for supplying public access
to telecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some areas the
RF output power may be limited to 10 mW EIRP in the frequency range of 2454 — 2483.5 MHz. For
detailed information the end-user should contact the national spectrum authority in France.
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Appendix E Regulatory Compliance Information

C€ 0560 ©

Cesky[Czech]
Buffalo Technology Inc. timto prohlasuje, Ze tento AirStation WHR-G300N je ve shodé se zakladnimi
pozadavky a dalSimi pfislusnymi ustanovenimi smérnice 1999/5/ES.

Dansk[Danish]
Undertegnede Buffalo Technology Inc. erklzerer herved, at folgende udstyr AirStation WHR-G300N
overholder de vaesentlige krav og @vrige relevante krav i direktiv 1999/5/EF.

Deutsch[German]

Hiermit erklart Buffalo Technology Inc. dass sich das Gerat AirStation WHR-G300N in
Ubereinstimmung mit den grundlegenden Anforderungen und den (ibrigen einschldgigen
Bestimmungen der Richtlinie 1999/5/EG befindet.

Eesti[Estonian]
Kdesolevaga kinnitab Buffalo Technology Inc. seadme AirStation WHR-G300N vastavust direktiivi
1999/5/EU pdhinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele satetele.

English
Hereby, Buffalo Technology Inc. declares that this AirStation WHR-G300N is in compliance with the
essential requirements and other relevant provisions of Directive 1999/5/EC.

Espafol[Spanish]

Por medio de la presente Buffalo Technology Inc. declara que el AirStation WHR-G300N cumple con
los requisitos esenciales y cualesquiera otras disposiciones aplicables o exigibles de la Directiva
1999/5/CE.

EA\Nvikn[Greek]
ME THN MAPOYZA Buffalo Technology Inc. AHAQNEI OTI AirStation WHR-G300N X YMMOPOQNETAI
MPOZ TIZ OYZIQAEIX ANAITHZEIZ KAITIZ AOINEX ZXETIKEX AIATA=ZEIX THX OAHTIIAX 1999/5/EK.

Francais[French]
Par la présente Buffalo Technology Inc. déclare que I'appareil AirStation WHR-G300N est conforme
aux exigences essentielles et aux autres dispositions pertinentes de la directive 1999/5/CE.

Italiano[ltalian]
Con la presente Buffalo Technology Inc. dichiara che questo AirStation WHR-G300N e conforme ai
requisiti essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Latviski[Latvian]
Ar 30 Buffalo Technology Inc. deklaré, ka AirStation WHR-G300N atbilst Direktivas 1999/5/EK
batiskajam prasibam un citiem ar to saistitajiem noteikumiem.
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Appendix E Regulatory Compliance Information

Lietuviy[Lithuanian]
Siuo Buffalo Technology Inc. deklaruoja, kad 3is AirStation WHR-G300N atitinka esminius
reikalavimus ir kitas 1999/5/EB Direktyvos nuostatas.

Nederlands[Dutch]
Hierbij verklaart Buffalo Technology Inc. dat het toestel AirStation WHR-G300N in overeenstemming
is met de essentiéle eisen en de andere relevante bepalingen van richtlijn 1999/5/EG.

Malti[Maltese]
Hawnhekk, Buffalo Technology Inc., jiddikjara li dan AirStation WHR-G300N jikkonforma mal-htigijiet
essenzjali u ma provvedimenti ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Magyar[Hungarian]
Alulirott, Buffalo Technology Inc. nyilatkozom, hogy a AirStation WHR-G300N megfelel a vonatkoz6
alapveto kovetelményeknek és az 1999/5/EC irdnyelv egyéb elbirasainak.

Polski[Polish]
Niniejszym, Buffalo Technology Inc., deklaruje, ze AirStation WHR-G300N spetnia wymagania
zasadnicze oraz stosowne postanowienia zawarte Dyrektywie 1999/5/EC.

Portugués[Portuguese]
Buffalo Technology Inc. declara que este AirStation WHR-G300N esta conforme com os requisitos
essenciais e outras disposicoes da Directiva 1999/5/CE.

Slovensko[Slovenian]
Buffalo Technology Inc. izjavlja, da je ta AirStation WHR-G300N v skladu z bistvenimi zahtevami in
ostalimi relevantnimi dolocili direktive 1999/5/ES.

Slovensky[Slovak]
Buffalo Technology Inc. tymto vyhlasuje, Ze AirStation WHR-G300N splfa zakladné poziadavky a
vsetky prislusné ustanovenia Smernice 1999/5/ES.

Suomi[Finnish]
Buffalo Technology Inc. vakuuttaa taten etta AirStation WHR-G300N tyyppinen laite on direktiivin
1999/5/EY oleellisten vaatimusten ja sita koskevien direktiivin muiden ehtojen mukainen.

Svensk[Swedish]

Harmed intygar Buffalo Technology Inc. att denna AirStation WHR-G300N star | 6verensstammelse
med de vasentliga egenskapskrav och 6vriga relevanta bestammelser som framgar av direktiv
1999/5/EG.
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Appendix E Regulatory Compliance Information

Industry Canada statement

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the follow-
ing two conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause unde-
sired operation.

IMPORTANT NOTE: Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environ-
ment. This equipment should be installed and operated with minimum distance 20cm between the
radiator & your body.

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

For product available in the USA/Canada market, only channel 1~11 can be operated.
Selection of other channels is not possible.

This device and its antenna(s) must not be co-located or operation in conjunction with any
other antenna or transmitter.

To reduce potential radio interference to other users, the antenna type and its gain should be
so chosen that the equivalent isotropically radiated power (e.i.r.p) is not more than that
permitted for successful communication.
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Appendix F
Environmental Information

« The equipment that you have purchased has required the extraction and use of natural resources
for its production.

« The equipment may contain hazardous substances that could impact health and the environment.

« In order to avoid the dissemination of those substances in our environment and to diminish the
pressure on the natural resources, we encourage you to use the appropriate take-back systems.

« The take-back systems will reuse or recycle most of the materials of your end life equipment in a
sound way.

« The crossed-out wheeled bin symbol invites you to use those systems.

hid

- If you need more information on the collection, reuse and recycling systems, please contact your
local or regional waste administration.
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Appendix G
GPL Information

Source code for Buffalo products that use GPL code is available at http://opensource.buffalo.jp/ .
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Appendix H
Warranty Information

Buffalo Technology (Buffalo Inc.) products come with a two-year limited warranty from the date of
purchase. Buffalo Technology (Buffalo Inc.) warrants to the original purchaser the product; good
operating condition for the warranty period. This warranty does not include non-Buffalo Technology
(Buffalo Inc.) installed components. If the Buffalo product malfunctions during the warranty period,
Buffalo Technology/(Buffalo Inc.) will, replace the unit, provided the unit has not been subjected

to misuse, abuse, or non-Buffalo Technology/(Buffalo Inc.) authorized alteration, modifications or
repair.

All expressed and implied warranties for the Buffalo Technology (Buffalo Inc) product line including,
but not limited to, the warranties of merchantability and fitness of a particular purpose are limited in
duration to the above period.

Under no circumstances shall Buffalo Technology/(Buffalo Inc.) be liable in any way to the user
for damages, including any lost profits, lost savings or other incidental or consequential damages
arising out of the use of, or inability to use the Buffalo products.

In no event shall Buffalo Technology/(Buffalo Inc.) liability exceed the price paid for the product from
direct, indirect, special, incidental, or consequential damages resulting from the use of the product,
its accompanying software, or its documentation. Buffalo Technology (Buffalo Inc.) does not offer
refunds for any product.

@ 2003-2009 Buffalo Technology (Buffalo, Inc.)
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Appendix |
Contact Information

North America

North American Technical Support by phone is available 24 hours a day, 7 days a week. (USA and
Canada).
Toll-free: (866) 752-6210 | Email: info@buffalotech.com

Europe

Buffalo Technology provides technical support in English, German, French, Italian, and Spanish.

UK 0845 3511005
Austria 08101 0251552
Belgium 0787 99917
Denmark 70150919
Finland 010802812
France 0811 650220
Germany 01801 003757
Ireland 1890 719901
Italy 848782113
Netherlands 09000401256
Norway 81000050
Spain 9018 10750
Sweden 0771404105
Switzerland 0848 560374

For all other regions please contact +353 61 704617

www.buffalo-technology.com/contact
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Appendix H Contact Information

Asia Pacific

Australia TEL: 1300 761 310
China TEL: 86-800-820-8262

e-mail: support@buffalo-china.com
Hong Kong TEL: 852-2345-0005

e-mail: support@hornington.com
India TEL: 1-8004256210

e-mail: csbuffalo@accelfrontline.in
Indonesia TEL: 021-6231-2893
Malaysia TEL: 03-5032-0138

e-mail: buffalo@ecsm.com.my
Philippines TEL: 2-688-3999

Republic of Korea

e-mail: digisupport@msi-ecs.com.ph
TEL: 02-2057-2095

e-mail: support@buffalotech.co.kr

Singapore TEL: 65-6297-2085
e-mail: buffalo@blumm.com
Taiwan TEL: 0800-660-886
e-mail: support@buffalo-tech.com.tw
Thailand TEL: 02-716-6669
Other Areas Please contact the shop or distributor where you purchased the unit,

referring to the attached warranty card issued by the distributor.
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