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© 2001- 2002 by NETGEAR, Inc. All rights reserved.
Trademarks

NETGEAR isaregistered trademark of NETGEAR, INC. Windows is a registered trademark of Microsoft
Corporation. Other brand and product names are trademarks or registered trademarks of their respective
holders. Information is subject to change without notice. All rights reserved. Statement of Conditions

In the interest of improving internal design, operational function, and/or reliability, NETGEAR reservesthe
right to make changes to the products described in this document without notice.

NETGEAR does not assume any liability that may occur due to the use or application of the product(s) or
circuit layout(s) described herein.

FCC REGULATORY STATEMENT

This equipment has been tested and found to comply with the limitsfor a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interferencein aresidential installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, with can be
determined by turning the equipment of and on, the user is encouraged to try to correct the interference by
on or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and the receiver.

- Connect the equipment into an outlet on acircuit different from that which the receiver is
connected.

- Consult the dealer or an experienced radio/TXV technician for help.

M odifications made to the product, unless expressly approved by NETGEAR, INC., could void the
user’s authority to operate the equipment.

RF Exposure Requirements

WARNING!
To ensure compliance with FCC RF exposure requirements, the antenna used for this device must be
installed to provide a separation distance of at least 20 cm from all persons and must not be co-located or
operating in conjunction with any other antenna or radio transmitter. Installers and end-users must follow
the installation instructions provided in this user guide.

Radio Frequency I nterference Requirements

Thisdeviceisrestricted to indoor use due to its operation in the 5.15 to 5.25 GHz frequency range. FCC
requires this product to be used indoors for the frequency range 5.15 to 5.25 GHz to reduce the potential for
harmful interference to co-channel Mobile Satellite systems. High power radars are allocated as primary
users of the 5.25 to0 5.35 GHz and 5.65 to 5.85 GHz bands. These radar stations can cause interference with
and /or damage this device.
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1 Introduction

1.1 Scope

Theintent of this document isto familiarize you with the NETGEAR Modd HE102
Access Point (AP), its physical characteristics, setup, configuration, and usage.

1.2 Features

The Modd HE102 Access Point isan |EEE 802.11a AP supporting up to 60 IEEE
802.11a dtation associationsincluding the AP itself. Rates of 6 to 54 Mbps are supported
in standard |EEE 802.11a mode, and 12 to 72 Mbpsin turbo mode. All transmission
rates are supported across the lower and middle bands of the 5 GHz spectrum(5.15 to
5.35 GH2).
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2 Getting to Know the Model HE102 Access Point

2.1 Front View

The Model HE102 Access Point (AP) has 3 LED’s, and a pair of side-mounted antennas
that rotate 180° for dternative reception positioning and compact packaging.

NETGEAR
Wil HE 102

et
=

o
o

3
<

1]
b
=
N
I

LED 1 (Power Status) LED 3 (WirdessLink)

LED 2 (Ethernet Link)

Table 1 - LED Functionality

LED 1 Description
Off No Power
On Power On and Ready for Operation
Blink Power On but Not Ready for Operation— at initial power on or reset, this

indicates self-test or software |oading; at other times, thisindicates a system fault
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LED 2 Description

Off No Ethernet Link Detected

Green On 100 Mbps Link Detected but No Activity

Green Blink 100 Mbps Link Activity — blink rateis proportional to activity

Amber On 10 Mbps Link Detected but No Activity

Amber Blink 10 Mbps Link Activity — blink rateis proportional to activity
LED 3 Description

Off Wireless Link Disabled

Very Sow Blink Looking for Network Association

Slow Blink Associated with Network but No Activity

Fast Blink Associated with Network — blink rateis proportional to activity

2.2 Rear View

The rear pand of the AP has a console interface, a RJ-45 Ethernet jack, arestore-to-
default button, and a power supply connector,

RJ-45 Ethernet Jack Power Supply
Connector
Redtore to
Default Button
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The console connector is only used for system configuration during
manufacturing process and should not be connected.

The RJ-45 Ethernet jack is provided for 10/100 Mbps connectivity to awired
Ethernet LAN. The Ethernet jack iswired for direct connection to a Ethernet hub
or switch.

The restore to default push button isto alow the Access Point to be reset back to
the factory default condition in the event that the Access Point is no longer
ble or controllable through its web-based interface.

A 3.3V power supply is provided and is plugged into the power supply connector
of the AP.
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3 AP Network Attachment and Configuration

3.1 AP Network Configuration and Network Boot
Figure 1 shows an example connection of the AP to aHost PC (HPC). Follow these steps
to establish the physica connections.

1. Connect the AP Ethernet port to the HPC Ethernet card through the Ethernet

hub/switch or an Ethernet crossover cable. An Ethernet switch/hub or crossover
cableis not included.

2. Pluginthe 3.3V power supply adapter (provided by NETGEAR) to the AP

power supply connector.
l?asth: T HE102 Access Point T
(AP)
Ethernet
Port | [Power]
[ ] |
h abl
I@ Ethernet Cable | IM
Ethernet Eoiie
Hub/Switch Supply

Figure 1 — Connection Between AP and Host PC
At this point, the Windows-based HPC needs the following configuration stepsin order
to control the AP
1. From the Start menu, choose Settings and open the Network and Did-up
Connections window.

2. Right-click on the Loca Area Network icon in the window, which belongs to the
Ethernet controller that is connected to the AP and select Properties.
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3. Withinthe Loca Area Connection Properties window, choose Internet Protocol
(TCP/1P) and click Properties.

Local Area Connection Properties 2]
General ! Sharing I

Connect uzing:

I B3 IntelR) InBusiness[TH] 10100 Network Adapter

Configure |

Components checked are used by thiz connechion:

Q Client for Microzoft Hetworks

v ,,% File and Printer Sharing for Microsoft Metwarks
¥ |rtemet Protocal [TCPAP)

Inztall... | Urirztal I Froperties

i~ Description

Tranzmizzion Contral Protocal/lnternet Protacal. The default
wide area network, protocal that provides communication
across diverse interconnected netwaorks,

¥ Show icon in taskbar when connected

Close Eaneel
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4. Configure the IP address for the Ethernet connection in the Internet Protocol
(TCP/IP) Propertieswindow. Click OK to continue, and close Locd Area
Connection Properties. Note that this |P addressis used by the HPC to access the
AP through the web-based interface via the Ethernet connection.

Internet Protocol [TCP/IP] Properties KB

General |

Yo can get [P settings assigned automatically if pour network supports
thiz capability. Otherwize, vou need to ask vour netwaork. administrator for
the appropriate [P settings.

" Ohbtain an IP address autamatically

—0% Lze the fallowing IP address:
IP address: 192 162 . 1 . 2

Subnet maszk: I 255 285 28R 0
Diefault gateway: I ; : :

) [t S server addiess attamatizall

—(% |ze the following DMS server addiesses:

Freferred DMS zerver: ! | . . .
Alternate DMS server: I y . .

Advanced... |
(1] I Cancel |
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3.2 Configuring the AP through Web Browser

Thefallowing procedures show the steps to configure the channel frequency and SSID
using aweb browser:

1. Launch aweb browser (Netscape Navigator or Internet Explorer are examples of
commonly used web browsers) from the Host PC or other PC on the same IP
subnet asthe AP, and enter the IP address that is assigned to the AP asthe URL.
Thisisthe“inet on ethernet (€)” vaue specified during the configuration Sep in
Section 3.1.1 or Section 3.1.2. The Access Point Web Server page appears.

23 AP 'oh Sy - Miciosoll ke net Eeplom

Bl Edi Yem  Faeales  Took Heb -
Bak - s - g o hsescn (G Fescies JfHeoy D o4
detimer ] hip /1527183 11 edocy nckes hin | pan || ks ™

Access Point Web Server

2] |a Inkemel
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2. Click Setup. A dialog box appears that requests login authorization. When
prompted, enter the following information to log in:

Login: Admin
Password: 5up

Click OK to complete the login process.

Enter Network Password EE |

? Fleasze type your uger name and pazswornd.
Site: 192168.1.1

Fealm Aocezs Point

User Mame I.-'l‘-.dmin

Pazzward |“““

[ Save thiz password in your pazsword list

k. I Cancel

3. After the Setup menu loads, enter the SSID and | EEE Radio Channd that the
dations (STAS) are associating in Infrastructure mode. Click Apply to commit
the changes. At thistime you can dso change other settings. Refer to Appendix
A for detailed information about each configuration option.

Note that the radio channd is specified using the IEEE 802.11a standard. For
example, channel 48 isthe equivdent of 5.240 GHz. The formula below shows
how the channel number is derived:

Channd Number = Channel Frequency (in MHz) — 5000 MHz
5MHz
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Another new feature added to the AP firmware is the ability to control Tranamit
Power parameter. Thisfeature can be used to decrease the transmit power, and
therefore, reduce the range of theradio. In this operation mode, more than one
AP with the same channd frequency can exigt in the same location (as long asthe
ranges of these APs can cover are not overlapped each other).

3 http://192.168.1.1/fs/2si/setup_htm - Microsoft Intermnet Explorer

| File Edt “iew Favortes Tools Help

| wBack ~ = - & (2] &) | Diseach (GifFavertes (fHistay | B S B

| Address I@ hitp:/#192.188.1.1/fs/ 51/ satup. i

=] @60 ||Liks »

VaWerks AP ETA

Setup
WEFP

Set up Access Point Configuration

Setup

AP

SSID:

System Name:

Radio Channel:
Authentication Type:
Turbo Mode:

Data Rate:

Transmit Power:

Beacon Interval {20 - 1000):
DTIM {1 - 16384):

Fragment Length (256 - 2346):
RTS Length (296 - 2346):

Access Point Parameters

[atheros B0z 118 AP

|48, 5.24Ghz 'l

& Open System ' Shared Key
¥ Disable © Enable
hestx

full
0o

@] Dore

[ | Intenet
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4. Optiondly, you can dso set up Wired Equivaent Privacy (WEP) for security
purposes. To set up WEP, click WEP and the corfiguration screen appears.
Refer to Appendix A for adetailed explanation of the WEP configuration options.
Click Apply to save the settings.

Note that the Un-Encrypted Framesfilter option (previoudy avalable in release
1.0) isnow removed.

'5 http://192.168.1.1/fs/2zi/wep_htm - Microsoft Internet Explorer

| wBack ~ = - &) 2] A} | DiSeach (GlFavertes (AHstow | Ehe S B
| Address |&1 hitp:#1192.168.1.1/fs/ssi/wep.him =] @60 |[Links
Waxwerks AP ETA  Setup

WEP

AP Wired Equivalent Privacy

For 40-hit encryption, enter 10 hexadecimal digits.
For 104-bit encryption, enter 26 hexadecimal digits.
Faor 128-bit encryption, enter 32 hexadecimal digits.

WEP: @ Disable © Enable
Default Shared Key: w1 2 O3 C9

Encryption Key Key Size

Shared Key 1: m
Shared Key 2: m
Shared Key 3: m
Shared Key 4: m

TTIER TN Encryption Key Key Size

s -] [1ea =]

& Read © Write © Delete

©EN Disable  Enable  Strict

CIEEGES MAC Address Key Map Permission

- l |  Deny T Allow

& Read © Write © Delete

Apply |

I@ |_ |_ | Intemet o
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Appendix A—AP Web Server

Introduction

Y ou can configure the AP through aweb browser interface to the AP web server. The
web server resdesin the AP and is accessible from any STA that is connected to the AP
Infrastructure network.

Accessing the AP Web Server

To access the AP web server, use the | P address of the AP asthe URL address, for
example http://192.168.1.1. The web server home page contains severa hyperlinks that
provide viewing of the system information, status of the AP and associated stations, and
configuration parameters of the AP.  On theinitia entry into the AP web server (click on
hyperlink) a popup window appears prompting for a username and password. Enter the
username and password, and click “OK” to enter the AP web server.

If you want to receive warning messages when configuring the AP, enable JavaScript on
the web browser. Otherwise, no warnings are issued.

Edll\wlin-;mu-cmum

4 ¥F 3 f = m o o B &F
G Bk Frcsd  Foes  Sawch Haimas P Gedr  Shew
U TRty B Loostion [ETOGIODRDEIS =] 5 Whats Faleed

Access Point Web Server
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Access Point Web Server

>

s
¥

Rimen| ke | e | ZiAabit | 8 T | P | (Tep o0 | gl | g | St | 5] oo [

Uzername and Password Required

Enter uzername for Access Paoint at 10,7010 46;

=]|

Ilzer Mame:; I

Pazzwiord: I

k. I Cancel

o] AOOE s

Access Point User’s Guide - Page 17



Prdiminary

Setup

Click the Setup hyperlink from the AP Web Server home page to change AP
configuration parameters. This page displays the current configuration of the AP. If you
modify the configuration parameters, you must click Apply to save the changes. The new
configuration is not in effect until you reboot the AP. Click Reboot to reboot the AP. The
web browser loses connectivity with the AP web server asthe AP reboots. To establish a
network connection to the rebooted AP, wait until the AP has completed rebooting, and
then navigate to the web server home page (by clicking the Home hyperlink) to resume
communication with the AP web server.
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i Netscape
Fle Edit Wew Go Communicator Help ¢#Send

-

Back

<« » A &4 2 W S &£

Hame

Forward  Reload

1o x|
&

Stap

@

Search  Metscape Print Secunty Shop

[Home

";-;,;!"Buokmarks \g& Location; |http: 44101001046/ 21 setup. htm

WaWorles

AP 5TA  Setup

j @' “what's Related

Y

Setup

AP

SSID:
System Name:

Radio Channel:

Authentication Type:
Turho Mode:

Data Rate:
Transmit Power:

Beacon Interval {20 - 1000):

DTIM (1 - 16384):
Fragment Length {256 - 2346):
RTS Length (256 - 2346):

Set up Access Paoint Configuration

Access Point Parameters

WEP

IA'H'IEHJS 02.11a WLAN 0D:00:00
|
|32, 5.16Ghz ~|

& Open System [ Shared Key
E] Disable [ Enable

Ihest "l
[ full =l

100

T

|234ﬁ
|234ﬁ

Apnply

Feboot

ik
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WEP

Click the WEP hyperlink to configure the WEP keys.
The configurable options of the WEP page provide the ghility to:
Enable and disable WEP

Sdlect the default shared WEP key

Specify the shared and unique WEP keys

Endble, disable, redtrict, and configure the ACL

Refer to the following table for examples of WEP configurations on the AP and the STA.

WEP: Disable

WEP is disabled. Any STA can access to the
network

WEP: Enable

Shared Key

ACL

ACL

MAC
address

Key Map

Permission

WEP

No

Disable

No

No

No

WEP is disabled. Any STA can access to the
network

Yes

Disable

No

No

No

Only STA with matched shared key can
access to the network

Yes

Enable

Yes

No

Allow

1. STA with matched MAC ID can access to
the network

2. Any STAs with matched shared key are
also allowed to access to the network

Yes

Enable

No

Unique key

Allow

1. STA with matched unique key can access
to the network

2. Any STAs with matched shared key are
also allowed to access to the network

Yes

Enable

Yes

Unique key

Allow

1. STA with matched MAC ID and matched
unigue key can access to the network
2. Any STAs with matched shared key are
also allowed to access to the network

Enable

Yes

No

Deny

STA with the matched MAC ID is blocked
from accessing the network

Enable

No

Unique key

Deny

STA with the matched unique key is blocked
from accessing the network

Enable

Yes

Unique key

Deny

STA with the matched MAC ID and unique

key is blocked from accessing the network
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Yes Strict X X X 1. Only STA with MAC ID and/or unique key
matched to the setup in ACL can access to
the network.

2. The STAs with only shared key are
blocked from accessing the network.

After entering or modifying the WEP configuration, you must click Apply to save the
changes.

=10l x|

File Edit Yiew Go Communicator Help @%end

< @ A DN 2 W S & G & N

Back Forward  Reload Home: Search  Metzcape Frint Security Shop Shop
wf " Bockmarks A Lacation: [http://1010.10.46/fs/ssi/wep htm | @57 What's Related
VxWorks AP STA Sehp

WEP

AP Wired Equivalent Privacy

For 40-hit encryption, enter 10 hexadecimal digits.
Faor 104-hit encryption, enter 26 hexadecimal digits.
Far 122-hit encryption, enter 32 hexadecimal digits.

=2 [ Disable [£] Enable
Default Shared Key: N OREN ¢FN okN oF

Encryption Key Key Size
Shared Key 1: [T la0 =]

Shared Key 2: |128 ~|
Shared Key 3: {128 ~|
Shared Key 4: |128 ~|

AT Encryption Key Key Size

5 <l| 1 [i2s =]

] Read [ write [J Delete

[ pisable [=] Enable [ Strict

THEGES MAC Address Permission
(— 2 peny £ Allow
E] rRead [3 write [ Delete

Apply |
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To view the configuration of a unique key, use the pull down menu to sdect the unique
key ID, select Read indde the Unique Key frame, and then click Apply to view the

unique key. In thisexample, unique key 1D 6 is selected. The next example showsthe
results.

=10l
File Edit Miew Go Communicator Help &Send

=

2 2 A 4 a W I & B @
i Back Formward  Reload Harme Search  Metzcape Pritt Security Shop Stop ! I
7w Bookmarks A Logatior: | http:/10.10.10.46/fs/ssifwep. him | 1™ What's Related

VuWorks AP BTA  Setup !
WEP

AP YWired Equivalent Privacy

For 40-bit encryption, enter 10 hexadecimal digits.
For 104-bit encryption, enter 26 hexadecimal digits.
For 128-hit encryption, enter 32 hexadecimal digits.

[ pisable [ Enable
B1B2E3 02

Encryption Key Key Size

|9b7 eabfc2d37 f860 1bee 138adc6256cc I 128 j

128 =]
128 =]
|128 |

Encryption Key
|aabbeccddee

B2 read [ write £ Delete

Key Size
40 =

[ pisable [=] Enable £ Strict

(e BGE MAC Address
(o

] Read £ wirite [ Delete

Permission

2 peny £ Allow

Apply |
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=10l x|

File Edit Yew Go Communicator Help ¢#Send
e ¢ A /4 2 W =S & B @
Back, Forward  Reload Hame Search  Metzcape Prirt Security Shop Stop

o " Bockmarks A Location: [http: //10.10.10.46/%s/ssi/wep. htm | @7 What's Related
VWiforks AP STA  Sefup

WEP

AP Wired Equivalent Privacy

For 40-bit encryption, enter 10 hexadecimal digits.
For 104-hit encryption, enter 26 hexadecimal digits.,
For 128-hit encryption, enter 32 hexadecimal digits.

=28 [ Disable [=] Enable
Default Shared Key: [OEN #FN 8K

Encryption Key Key Size
e e [ob7eabfc2d37F860 1bee138adcb256ec |128 =]

Shared Key 2: 128 =]
Shared Key 3: 128 =]
Shared Key 4 |128 =]

ANOIES 1578 Encryption Key Key Size

m [1122334a55] an -

Bl Read [ write £ Delete

CHEN [ pisable [£] Enable [ Strict

TGRS MAC Address Permission

[— N 3 peny £3 alow
] Read [ write [ Delete

Apply |
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To make changes, select Write, enter the key changes, select the appropriate key size,
select aunique key 1D, and click Apply. Use the same procedure to add new unique keys.

Note that the unique key ID startsfrom 5 and ends at 64. A tota of 60 unique keyscan
be stored in the AP.

=0l x|

Ele Edit Wiew Go Communicator Help «Send

==

<« @2 A DX 2 ©Ww $ & @ G

Back Forward  Feload Hame Search Metzcape Frirt Security Shop Stop
i " Bookmarks . Lacation: [nitp://10.10.10.46/ts/ssi/wep him Rl cadng i pace
Welotks AP 3TA  Setup

WEP

AP Wired Equivalent Privacy

Faor 40-bit encryption, enter 10 hexadecimal digits.,
For 104-hit encryption, enter 26 hexadecimal digits.
For 128-hit encryption, enter 32 hexadecimal digits.

] pisable [£] Enable
Default Shared Key: [ ORN SN SN S

Encryption Key Key Size
S LY [ob7eabfc2d3778601bee 138 adcb256oe 128 =]

Shared Key 2: 128 =]

Shared Key 3 128 =]

Shared Key 4: [128 =]

AT Encryption Key Key Size

m [0f390afe8a085508485caab25fec3ba |123 'l

2 read [¥] wirite [ Delete

(e [ pisable [£] Enable [ Strict

(THEGE MAC Address Permission
(—] [ peny [J Allow
[:] Read [] write [ Delete

Apply |
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To ddete a unique key, seect Delete, use the pull down menu to select the unique key 1D
that contains the unique key you want to delete, and click Apply.

| 3
File Edit Wiew Go Communicator Help %end
4 2 A A 2 WM I & @ @ N
Back Fomgard Reload Harmne: Search  Metzcape Frint Security Shop Stop |
% w# Bookmaks A LDcatiDn:Ihttp:f’a’ﬂl.‘lD.1D.4B.f'fs.v'ssif’wep.htm j@'wmrx Related
VWorks AP ATA  Setup

WEP

AP Wired Equivalent Privacy

Far 40-bit encryption, enter 10 heradecimal digits.
For 104-hit encryption, enter 26 hexadecimal digits.
For 128-bit encryption, enter 32 hexadecimal digits.

E2 pisable [=] Enable
E10z28304

Encryption Key Key Size
[ob7eabfc2d37fE601bec138adc6256cc 128 =]

128 =]
128 =]
128 =]

Encryption Key Key Size
|l]f34l]afe8a0855l18485caaﬁ25ﬂlec3ba i 128 "I

3 read [ wirite [£] Delete

(e [ pisable [£] Enable [ Strict

CEEGES MAC Address Permission
(—f [ peny [J Atlow
] Read [ write [ Delete

Apply I
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Toview the ACL ligt, sdect Read ingde the ACL frame, enter the ACL ID to be viewed,

and click Apply. Inthisexample, ACL ID 1 is sdlected and displayed, and specifies that
MAC address 00:3f:73:00:00:01 is alowed access.

ol x|
File Edt %ew Go Communicator Help e¥Send

I 4 ¢ A 4 = =% & B & N
i Back Forward Feload Haome Search Metscape Fririk Security Shop Stop

i Wf " Bookmarks A Location: Ihttp:.fﬂ 010710.46/ s/ ssifwep. him j @' What's Related

WxWiorks AP STA  Setup
WEP

AP Wired Equivalent Privacy

For 40-hit encryption, enter 10 hexadecimal digits.
For 104-bit encryption, enter 26 hexadecimal digits.
For 1228-bit encryption, enter 22 hexadecimal digits.

[ pisable [=] Enable
Default Shared Key: [N ORN SFN SN ]

Encryption Key Key Size

Shared Kev 1: T T T [128 =]

[128 =]
[128 =]
128 =]

Shared Key 2:

Shared Key 3:

Shared Key 4:

AGIES Y Encryption Key Key Size

m [0f240afe82085508485caab25Fec3ba |12B 'l

[ read [ write [£] Delete

DN [ pisable [£] Enable [ Strict

CEELES MAC Address
| [oosaf73:00:00:01

] Read £ write £3 Delete

Permission

3 peny [2]iAliow:

Apply |
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In thisexample, ACL ID 3 is sdected and displayed, and specifies that MAC address
11:11:11:12:11:11 is dlowed access with unique key 6.

MNetscape

File Edit Wiew o Communicator Help «Send

T#&ﬁ.’&ad@@lfﬁ%

=01 x|

Back Fopward Reload Harme Search  Metzcape itk Security Shop Stop

. " Bookmarks & Locatior: nitpr//10.10.10 46 1s/ssi/wep. him | 517 What's Felated
¥xWiorks AP STA  Setup

WEP

AP Wired Equivalent Privacy

For 40-hit encryption, enter 10 hexadecimal digits.
For 104-hit encryption, enter 26 hexadecirmal digits.
For 128-bit encryption, enter 22 hexadecimal digits.

Encryption Key Key Size

GGG RS [ob7eabfczd37f8601bee 138adcb256cc |128 ;I

Shared Key 2: 128 =]

Shared Key 3: 128 =]
Shared Key 4 128 =]

AGIES T8 Encryption Key Key Size

m [0f240afe82085508485caab25F0ec3ba |128 'l

3 Read [ write [=] Delete

"W [ pisable [£] Enable [J Strict

(TG MAC Address Permission
E— | [iaiaiasien ] peny [£] Allow
[l Read [] write [ Delete

Apply |
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To add anew ACL entry, select Write, enter the new MAC address, enter key ID

(if needed), select elther Deny or Allow, and click Apply to save the changes. In this
example, the new ACL entry has the MAC address 08:00:20:ac:37:51 using shared key 1
to alow access. The next example shows that the changes are accepted and ACL 1D 4
(the next available ACL ID) isautomatically assgned.

A

=101x]

File Edit Wiew o Communicator Help «Send
<« ¢ 4 &4 a =+ & B @
Back Fonward  Reload Home Search  Metscape Prirt S ety Shop Stop

w§ " Bookmarks A Location: | http: /7101010, 46 /fs/ssi/wep him | 57 What's Felated
VxWorks AP BTA  Setup

WEP

AP Wired Equivalent Privacy

For 40-hit encryption, enter 10 hexadecimal digits.
For 104-bit encryption, enter 26 hexadecimal digits.
For 128-bhit encryption, enter 22 hexadecirmal digits.

[ pisable [£] Enable
Default Shared Key: [ OREN oFN kN o)
Encryption Key Key Size
ST TR RS [ob7eabfczd37f8601bee 138adcb256cc | 128 ;I

Shared Key 2: 128 =]

Shared Key 3: 128 =]

Shared Key 4 [128 =]

U GIES, 578 Encryption Key Key Size

m [0f240afe82085508485caab25Fec3ba |128 "l

32 Read [ write [=] Delete

"W [ pisable [£] Enable [ Strict

EEES MAC Address
| Josmw0:20:ac37:51

3 Read [£] write £ Delete

Permission

1 peny [=] Alow

Apply |
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Preliminary

File Edit Wiew o Communicator Help «Send

==

=01 x|

4 @ A 4 - & & B @
Back Fopward Reload Harme Search  Metzcape itk Security Shop Stop
% Bookmaks A Lacatian;]http;m 0.10.10.46/fs/ssi wep. him =] €517 what's Related

¥xWiorks AP STA  Setup
WEP

AP Wired Equivalent Privacy

For 40-hit encryption, enter 10 hexadecimal digits.
For 104-hit encryption, enter 26 hexadecirmal digits.
For 128-bit encryption, enter 22 hexadecimal digits.

Encryption Key Key Size

GGG RS [ob7eabfczd37f8601bee 138adcb256cc |128 ;I

128 =]

Shared Key 3: 128 =]

Shared Key 2:

Shared Key 4 128 =]

AGIES T8 Encryption Key Key Size

m [0f240afe82085508485caab25F0ec3ba |128 'l

3 Read [ write [=] Delete

"W [ pisable [£] Enable [J Strict

AERGES MAC Address
[ | Josw0:20:ac37 51

3 Read [£] write £3 Delete

Permission

[ peny [=] Alow

Apply |
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Prdiminary

To delete an ACL entry, select Delete, enter the ACL 1D to be deleted, and click Apply.
Inthisexample, ACL ID 2 isdeleted.

=10 %
File Edit Wiew o Communicator Help «Send

==

4 2 A 4 a < & B @
Back Fopward Reload Harme Search  Metzcape itk Security Shop Stop
% Bookmaks A Lacatian;]http;m 0.10.10.46/fs/ssi wep. him =] €517 what's Related

¥xWiorks AP STA  Setup
WEP

AP Wired Equivalent Privacy

For 40-hit encryption, enter 10 hexadecimal digits.
For 104-hit encryption, enter 26 hexadecirmal digits.
For 128-bit encryption, enter 22 hexadecimal digits.

Encryption Key Key Size

GGG RS [ob7eabfczd37f8601bee 138adcb256cc |128 ;I

128 =]
128 =]
128 =]

Shared Key 2:

Shared Key 3:

Shared Key 4:

AGIES T8 Encryption Key Key Size

m [0f240afe82085508485caab25F0ec3ba |128 'l

3 Read [ write [=] Delete

"W [ pisable [£] Enable [J Strict

(TG MAC Address
(o—]

3 Read [ write [£] Delete

Permission

[ peny [=] Alow

Apply |
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