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General Information

The 4-Port Wireless Ethernet Router features 4 LAN ports and a
wireless ability.

| Package Contents

Included in the package is one of each of the following—

4-Port wireless Ethernet router
15 VAC AC power adapter
RJ-11 telephone cable

RJ-45 Ethernet cable

Splitter

User Manual

-_ﬁ | Safety Instructions—Please read.

e Place your router on a flat surface close to the cables in a
location with sufficient ventilation.

e To prevent overheating, do not obstruct the ventilation
openings of this equipment.

e Plug this equipment into a surge protector to reduce the risk
of damage from power surges and lightning strikes.

e Operate this equipment only from an electrical outlet with
the correct power source as indicated on the adapter.

¢ Do not open the cover of this equipment. Opening the
cover will void any warranties on the equipment.

¢ Unplug equipment first before cleaning. A damp cloth can
be used to clean the equipment. Do not use liquid / aerosol
cleaners or magnetic / static cleaning devices.

4-Port Wireless Ethernet Router
User Manual 3
Version 1.0



| Front Panel View

6020VI

LED Mode Indication
Solid Wireless is enabled.
AP No light Wireless is disabled.
Blinking There is wireless traffic.
Solid ADSL is connected.
XDSL No light ADSL is not connected. The ALARM led will be
Link g red.
Blinking The router is connected to ADSL.
Solid ADSL is connected, and there is no ADSL traffic.
XDSL No light ADSL is not connected.
ACT Quick There is ADSL traffic.
blinking
Solid Router is connected to the LAN.
LAN1- No light No connection to the LAN. Check if the LAN
LAN4 0lg cable is connected to the router.
Blinking LAN traffic
Solid (red) ADSL is not connected.
ALARM No light ADSL is connected.
Solid Router is powered on.
POWER No light Router is not powered. Check if the router is

plugged in and if the power switch is turned on.
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| Back Panel View

POWER
SWITCH

POWER RESET LAN4 LAN3 LANZ LAN1 LINE
CONSOLE

Port Description

Power Switch Press to turn the router on and off.

Power Connects to a 15 VAC AC power adapter.
Restart—press the button for less than 4
seconds.

Reset Default settings—press the button for 4
seconds or longer.

LAN1-LAN4 RJ-45 connects the u_nlt to an Ethernet device
such as a PC or a switch.

NOTE: To be used by maintenance

Console professionals only. If the router needs repair,
bring it to a service professional.

Line RJ-11 cable connects to the splitter provided.

4-Port Wireless Ethernet Router
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Installing the Router

Connect the ADSL Line and Telephone

An RJ-11 cable will be connected to the wall phone jack and the
line-end of the splitter. Connect another RJ-11 phone wire from
the modem-end of the splitter to the port labeled “line” on the
router. A third RJ-11 phone wire will be needed to connect the
telephone to the phone-end of the splitter.

f_ Ty f_ Ty

CHOH T

LINE HODEM PHONE

NOTE: See connections on the installation diagram.

| Connect the PC to the Router

Use the Ethernet cable to connect your computer directly to the
router. Connect one end of the Ethernet cable to one of the ports
labeled LAN on the rear panel of the router and connect the other
end to the Ethernet port of your computer. Attach any additional
PCs to the router using RJ-45 cables to the port labeled LAN on
the rear panel of the router.

| Connect the Power Adapter

Complete the process by connecting the AC power adapter to the
POWER connector on the back of the device and plug the adapter
into a wall outlet or power strip. Then turn on and boot up your
PC and any LAN devices, such as hubs or switches, and any
computers connected to them.
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Installation Diagram
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Configuring Your Computer

Prior to accessing the router through the LAN port, note the
following necessary configurations—

e Your PC’s TCP/IP address: 192.168.1.__( the last number
is any number between 3 and 254)

e The router’s default IP address: 192.168.1.1

e Subnet mask: 255.255.255.0

Below are the procedures for configuring your computer. Follow
the instructions for the operating system that you are using.

| Windows 2000

1. In the Windows taskbar, click on the Start button and point
to Settings, Control Panel, and Network and Dial-up
Connections (in that order).

2. Click on Local Area Connection. When you have the Local
Area Connection Status window open, click on Properties.

3. Listed in the window are the installed network components.
If the list includes Internet Protocol (TCP/IP), then the
protocol has already been enabled, and you can skip to
Step 10.

4. If Internet Protocol (TCP/IP) does not appear as an
installed component, then click on Install.

5. In the Select Network Component Type window, click on
protocol and then the Add button.

6. Select Internet Protocol (TCP/IP) from the list and then click
on OK.

7. If prompted to restart your computer with the new settings,
click OK.

8. After your computer restarts, click on the Network and Dial-
up Connections icon again, and right click on the Local
Area Connection icon and then select Properties.

4-Port Wireless Ethernet Router
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9. In the Local Area Connection Properties dialog box, select
Internet Protocol (TCP/IP) and then click on Properties.

10. In the Internet Protocol (TCP/IP) Properties dialog box,
click in the radio button labeled Use the following IP

address and type 192.168.1.x (where x is any number
between 2 and 254) and 255.255.255.0 in the IP address
field and Subnet Mask field.

11. Click on OK twice to save your changes and then close
the Control Panel.

| Windows XP

1. In the Windows taskbar, click on the Start button and point
to Settings and then click Network Connections.

2. In the Network Connections window, right click on the Local
Area Connection icon and click on properties.

3. Listed in the Local Area Connection window are the
installed network components. Make sure the box for
Internet Protocol (TCP/IP) is checked and then click on
Properties.

4. In the Internet Protocol (TCP/IP) Properties dialog box, click
in the radio button labeled Use the following IP address and
type 192.168.1.x (where x is any number between 2 and
254) and 255.255.255.0 in the IP address field and Subnet
Mask field.

5. Click on OK twice to save your changes and then close the
Control Panel.

4-Port Wireless Ethernet Router
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Logging into the Router

This section explains how to log in to your router using the
following steps—

1. Launch your web browser.
2. Enter the URL http://192.168.1.1 in the address bar and click

on Enter.

A login screen like the one below will be displayed after you
connect to the user interface.

Enter Network Password e |

% Pleaze type your user name and pazsword.

Siter 192.168.1.1
Fealm A0SL Router
zer Mame ||

Pazsword |

[T Save thiz password in your password list

k. I Cancel I

3. Enter your user name and password, and then click on OK
to display the user interface.

-!—\l NOTE: There are two default user name and password
combinations. The user/ user name and password combination
can display device status, but cannot change or save
configurations. The admin / admin combination can perform all
functions. Passwords can be changed at any time.

4-Port Wireless Ethernet Router
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Device Info

This section describes the system information that can be
accessed using the menu items under Device Info.

| Summary

Access the general status report from the router by clicking on
“‘Summary” under “Device Info’. It shows information about the
router such as the version of the software, bootloader, etc. It also
displays the current status of your DSL connection as shown
below—

5 welcome Device Info

=23 [Elwice Info
o Summary -
- [ WAN Board ID: WLAN
%‘I Statistics Software Version: 3-00-03-0200.42pB018b2.d15h
= Route
.. [ ARP Bootloader (CFE) Version: |1.0.37-0.7

----- 1 Quick Setup A - A
wireless Driver Yersion: |3.91.41.0
#-_] Advanced Setup

=-] Wireless
..... [ Diagnostics This information reflects the current status of your DSL connection.
#-_1 Management

Line Rate - Upstream (Kbps):

Line Rate - Downstream (Kbps):

LAN IP Address: 192.168.1.1

Default Gateway:

Primary DNS Server: 192.168.1.1

Secondary DNS Server: 192,168, 1.1

4-Port Wireless Ethernet Router
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[WAN

Access the WAN status report from the router by clicking on
“WAN” under “Device Info".

QWEl[:[ImE WAN Info
=3 Device Info
-] Summary
i Con. Service Interface P
YPI/YCI Cateqor Protocol |IGMP | (oS |State | Status
icti / D oY Name Name a4 Address

-[ Quick Setup
#-(] Advanced Setup
-] Wireless

-[ Diagnostics
#-[1 Management

| STATISTICS

LAN Statistics

Access the LAN statistics from the router by clicking on the “LAN”

item under “ Statistics”.

& welcome

£ Device Info
----- [5] Summary
----- [ wAN

- [F] Quick Setup
&-1 Advanced Setup
=-_1 Wireless

-] Diagnostics
E-_] Management

Statistics -—- LAN

Interface Received

Transmitted

Bytes Pkts [Errs |Drops |Bytes |Pkts [Errs |Drops
Ethernet |23107 (661 (O 0 156219 (662 |0 0
Wireless |7363 (69 [0 0 18306 (122 |0 0

Reset Statistics |

4-Port Wireless Ethernet Router
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WAN Statistics

Access the WAN statistics from the router by clicking on the
“‘WAN” item under “Statistics”.

& welcome WAN Statistics
£ Device Info
""" E E’Ar;maw Service WP/ YCI Prutucult[nterface Received Transmitted
[_]a Statistics | thesttsFrrsbrups thesttsFrrsbrups

Reset Statistics |

----- [] Quick Setup
#-[] Advanced Setup
-] Wireless

----- [ Diagnostics
-] Management

ATM Statistics

Access ATM statistics from the router by clicking on the “ATM”
item under “Statistics”.

Ewelcome Statistics -- ATM
&4 Device Info
& E Summary ATV Interface Statistics
WAN 5 e—
In i lid | 1n Port I In Ci it | In OAM
i Statistics n | out | In | I |InHe ':, rl“\':':: O;'E'::ble P dTE "T 'me”' R':w R | IR
~[ILaN Octets | Octets |Errors |Unknown | Errors | Errors i Errors
5 wan Errors Errors Cells | Errors | Errors
[1aTM 0 0 0 0 0 0 0 0 0 0 0 0
[3 ApsL
- B E"R'#e AALS5 Interface Statistics
) Quick Setup In OctetsDut Octetsn Ucast Pkts Dut Ucast PktsIn ErrorsOut Errors[n DiscardsDut Discards
-] Advanced Setup 0 0 0 0 ] ] 0 ]
-] Wireless
[ Diagnostics AALS VCC Statistics
-] Management

rVPl,f VEIPRC ErrorsISAR Timeoutspuersized SDUthDrt Packet Errursj_ength Errors

Reset Statistics

4-Port Wireless Ethernet Router
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ADSL Statistics

You can view ADSL statistics by clicking on the “ADSL” item
under “Statistics”. Information contained in this screen is useful
for troubleshooting and diagnostics of connection problems.

& welcome Statistics — ADSL
=23 Device Info
----- ] Summary Mode: 7,
B D VAN
/= Statistics Type: il
-[E] LAN Line Coding: m
Gtatus: Lirk Do
Link Power State: L0
DownstreamUpstream
----- E1 Ouick Setup SNR Margin (dB): 7 B
= Advanced Setup Attenuation (dB): i /8,
B0 Wireless
_____ B Diagnostics Output Power (dBm): IS I
=[] Management iAttainable Rate (Kbps): /A /8
Rate (Kbps):
K (number of bytes in DMT frame): IS I
R {number of check bytes in RS code word):[{/4 /i
5 (RS code word size in DMT frame): £ fi
D (interleaver depth): | i
Delay (msec): IS I
Super Frames: I i
Super Frame Errors: I T
RS Words: I i
RS Correctable Errors: I I
RS Uncorrectable Errors: i A
HEC Errors: i R
0OCD Errors: I i
LCD Errors: e R
Total Cells: I i
Data Cells: I T
Bit Errors: i A
Total ES: i R
Total SES: I rS
Total UAS: e R
ADSL BER Test Reset Statistics

4-Port Wireless Ethernet Router
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ADSL BER Test

A Bit Error Rate Test (BER Test) is a test that reflects the ratio of
error bits to the total number transmitted.

If you click on the ADSL BER Test button at the bottom of the
ADSL Statistics page, the following pop-up screen will appear
allowing you to set the tested time and to begin the test.

2l http://192.168.1.1 /berstart.tst?berState =0 = ¥ B ] 4

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and comparing the received data with
this kniown pattern to check for any errors,

Select the test duration below and click "Start!,

Tested Time (sec): IEEI vI
Startl Close |

=4

Below is an ADSL BER Test result screen displaying information
about the test and the error bits and ratio.

4-Port Wireless Ethernet Router
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J http://192.168.1.1/berstop.tst - Microsoft Intern - O] =]
ADSL BER Test - Result
The &DSL BER test completed successfully,
Test Time (sec): 20
Total Transferred Bits: ]
Total Error Bits: 268478476
Error Ratio: 3.74e-01
Close |
4-Port Wireless Ethernet Router
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| Route

Access the routing status report from the router by clicking on the
‘Route” item under “Device Info”.

(& Welcome
&3 Device Info
""" D Summary Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
B g P ] g ¥
..... WAN . . . .
D - dynarnic {redirect), M - modified (redirect),
=3 Statistics ! ¢ ) ¢ )

Device Info -- Route

----- [3 wan Destination | Gateway | Subnet Mask |Flags |Metric | Service | Interface

.. ADSL 192.168.1.0 [0.0.00 |255.255.2550 (U [0 bro

----- [ Quick Setup
-] Advanced Setup
-] Wireless

----- [ Diagnostics
-] Management

4-Port Wireless Ethernet Router
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[ARP

Access the ARP status report from the router by clicking on the
“ARP” item under “Device Info’.

& welcome Device Info - ARP
24 Device Info

""" E _f‘;'ﬂ":qmaw IP Address |Flags HW Address Device

£ Statistics 192,168,1.5 |Complete | 00:07:40:FD:1C:F |br0

..... D ARP

----- [ Quick Setup
-] Advanced Setup
-] Wireless

----- EI Diagnostics
-1 Management

4-Port Wireless Ethernet Router
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Quick Setup

This section will explain how to configure the router.

ATM PVC Configuration

To enable the auto-connect process, click on the box labeled DSL
Auto-connect, a process that will automatically detect the first
usable PVC and automatically detect PPPoE, PPPoA, and Bridge
Protocol (with DHCP Server available). To continue, click on the
Next button.

If you do not use DSL Auto-connect, then you may need to
change the VPI and VCI numbers. Quality of service can also be
enabled on this screen.

& welcome Quick Setup

&3 Device Info

E 3\;‘;:""3']' This Quick Setup will guide you through the steps necessary to configure your DSL Router,
Statistics
3 D LAN

3 D WAN
[ ATM Select the check box below 1 enable DSL Auto-connect process.

ATM PYC Configuration

--[] ADSL 7 DSL Autg-connect
=[] Route
D ARP
--[] Quick Setup The Yirtual Path Identifier (vPL) and Yirtual Channel Idertifier (WCI) are needed for setting up the ATM PYC, Do not
-] Advanced Setup change WP and YCI numbers unless your ISP instructs you otherwise,
-] Wireless
~[) Diagnostics oo (DEEE] |
-] Management
d WCI: [32-85535] |35
Enable Quality Of Service

Enabling QoS for & PYC impraves performance for selected classes of applications. However, since QoS also consumes
system resources, the number of PVCs will be reduced consequently. Use Advanced Setup/Quality of Service o
assign priorities for the applications,

Enzble Quality Of Service [0

Mext

Furthermore, if you do not use DSL Auto-connect, then you will
need to select the connection type and encapsulation mode from
a list as shown below.

4-Port Wireless Ethernet Router
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& welcome
=3 Device Info

[ Arp
~[] Quick Setup
#-_] Advanced Setup
-] Wireless
[ Diagnostics
-] Management

Connection Type

Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP has instructed you to use,
' PPR aver ATM (PPPod)

© PPP over Ethernet (PRPOE)

© MAC Encapsulation Routing (MER)

@ 1P over ATM (IPoA)

€ Pridging

Encapsulation Mode

LLGASNAP-ROUTING -

The next screen to appear will depend on the connection type that
was selected in the previous screen. The following screen is a
result of choosing IP over ATM (IPoA) as the connection type.

Elweicome

=3 Device Info
] Summary
[ wan
Statistics
B LAN
-E1waN
FaTM
F1apsL
D Route

H D ARP

] Quick Setup

-] Wireless
- [] Diagnostics
#-_] Management

&[] Advanced Setup

WAN IP Settings
Enter information provided to you by your ISP to configure the WaN IP seftings.

Matice: DHCP is not supported in IPoA mode, Changing the default gateway or the DNS effects the whole system,
Configuring therm with static values will disable the automatic assignrent from other WaN connection,

Wil IP Address:
WA Subnet Mask:

[T Use the fallowing default gateway:
T Use [P Address:

[T Use WaN Interface: |ipoa_0_35/ina_0_35 =

[T Use the fallowing DNS server addresses:

Primary DMNS server:
Secandary DNS server:

Back | Mext

4-Port Wireless Ethernet Router
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Advanced Setup

This section contains information about WAN, LAN, and ADSL
settings.

[WAN

Configure the WAN settings as provided by your ISP.

&l Welcome WAN Setup

=43 Device Info
e Summary Choose add, Edit, or Rermaove to configure Wan interfaces,
D WAN

Choose Finish to apply the changes and reboot the system.
=+ Statistics A g J

D LAN
D WAN |VPI,’VEI |l3|:|n. D |Categorv ‘Service ‘Interface |Prl:|tu|:|:|| ‘IGMP |IJ|:|S ‘State |Remove |Edit ‘Action |
D ATM
D ADSL
D Route A_ddl Finigh
B arp
B Ouick Setup
B3 Advanced Setup
CIWAN
B LaN
CIHAT
1 Firewall
£ Port Mapping
D Quality of Service
[_1 Routing
C1DNS
[ apsL
-] Wireless
Diagnostics
&1 Management

Click on the Add button if you want to add a new rule for the WAN
interface. The ATM PVC Configuration screen appears.

The ATM PVC Configuration screen allows you to configure an
ATM PVC identifier (VPI and VCI) and select a service category.

4-Port Wireless Ethernet Router
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Welcome
%@ Device Info
e Summary
B wan
B+ Statistics
~EILAN
D WAN
-] ATM
D ADSL
] Route
D ARP
[ Guick Setup
B+ Advanced Setup
B wan
D LAN
- NAT
-] Firewall
--[] Port Mapping
--[] Quality of Service
-] Routing
&-1 DNS
D ADSL
-] Wireless
= Diagnostics
-1 Management

ATM PYC Configuration
This screen allows vou to configure an ATM PYC identifier (WP and WCI) and select & service categary. Otherwise
choose an existing interface by selecting the checkbox to enables it

P [0-253] (a]

VCI! [32-65535] [35

Service Category:| UBR Without PCR vl
[ UER Sithaut PCR
UBR With PCR.
CBR

Mon Realtime YBR
Pealtime YBR

Enable Quality Of Service

Enabling packet level QoS for a PVC irmproves perforrmance for selected classes of applications. QoS cannot be set
for CBR and Realtime VBR. QoS consumes systern resources; therefore the number of PYCs will be reduced. Use
Advanced Setup/Quality of Service to assign priorities for the applications,

Enahle Quality Of Service 7

Verify the following values with your ISP before you change them.

e VPI: Virtual Path Identifier. The valid range is 0 to 255.

e VCI: Virtual Channel Identifier. The valid range is 32 to
65535.

e Service Category: Five classes of traffic are listed—

O OO0 O O

Enabling Qo

UBR Without PCR
UBR With PCR
CBR

Non Realtime VBR
Realtime VBR

S for a PVC improves performance for selected

classes of applications. However, since QoS also consumes
system resources, the number of PVCs is reduced. If you want to
enable QoS service, click on the Enable Quality Of Service check

box.

4-Port Wireless Ethernet Router
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Connection Type

This screen shows the below types of network protocols and
encapsulation modes—

PPP over ATM (PPPoA)

PPP over Ethernet (PPPoE)

MAC Encapsulation Routing (MER)
IP over ATM (IpoA)

Bridging

Select the mode that your ISP has instructed you to use and click
on Next.

8 welcome Connection Type
£ Device Info
Select the type of netwark protocol and encapsulation mode over the ATM PYC that your ISP has instructed you o use.
E Summary lect th Fretwark I and | e over th th h d
4 Statistics
B LAN € PPP over 4TM (PPPOA)
L D WAN
-] ATM
-5 ADSL
-] Routr
B AE:’ ¢ € wWAC Encapsulation Routing (MER)
[] Quick Setup
[—:l-aAdeanced Setup C IR aver ATM (IPo)
D LAN & Brid
&1 NAT rieang
] Firewall
[] Port Mapping
-] Ouality of Service Encapsulation Mode

&1 Routing W =
5-C1DNS ILLC}'SNAP BRIDGING

D ADSL

-1 Wireless Bark Nextl
Bl Diagnostics

&1 Management

' BPP gver Ethernet (PPPOE)

After you click on Next, the below screen appears allowing you
disable the bridge service if desired.

& welcome

£+ Device Info

----- |:'| Summary

----- (51 waN

) Statistics
--E] LAN Enable Bridge Service: [

Unselect the check box below to disable this WAN service

|:| ATM Service Mame: br_0_35

----- [ Quick Setup

=43 Advanced Setup Back | Nextl
..... D WAN

B[] Firewall

----- [ Port Mapping

----- [5] Quality of Service
B[] Routing

E-_]1 DNS

..... D ADSL

&[] Wireless

----- = Diagnostics

#-1] Management

4-Port Wireless Ethernet Router
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When the settings are complete, the next screen shows a WAN

Setup - Summary screen displaying the WAN configurations
made.

E].Welcnme WAN Setup - Summary
(] Device Info
[ Quick Setup Iake sure that the settings below match the seftings provided by your ISP,
=H3 }Elivanced Setup
-FLAN WPI / YCI: 0/35
E% E;gwall Connection Type: |Bridge
ort Mappin Service Name: r_0_35
[ Port Mapping i b
-[] Quality of Service 5
B0 Routing Service Category: |LUBR
[]"'%-‘ E\ESL 1P Address: Mot applicable
-3 Wireless Service State: Enabiled
--[] Basic . -
[ Security NAT: Disablzd
- [] MAC Filter Firewall: Disabled
-[[] Wireless Bridge = =
--[[ Advanced 1GMP Multicast: Mot applicable
EJE ;‘:ﬁ:;:‘r::m Quality Of Service: | Disahled

Click "Save" to save these settings. Click "Back” to make any modifications.
MOTE: You need to reboot to activate this Wal interface and further configure services aver this interface

Back | Save |

Click on the Save button when the settings are correct. The
below screen will appear showing the WAN settings that you
made. When satisfied with the settings, and no changes are

necessary, click on the Finish button. To remove any settings,
click on the Remove button.

\& welcome WAN Setup
[Z1Device Info
- [ Ouick Setup Choose Add, Edit, or Remave to canfigure WAN nterfaces.
03 Advanced Setup Chanse Finish tn anply the changes and reboat the system,
D WAN
D LAN
- NAT
B Firewall R
~[F] Port Mapping
|:| Quality of Service 0/35 i
-1 Routing
&-C1DNS
~[1 ApsL 4dd| Remove | Finish
- Wireless
D Basic
-5 Security
~[2] MAC Filter
-[] Wireless Bridge
|:| Advanced
-3 Diagnostics
-1 Management

Con.

- Category | Service | Interface |Protocol |IGMP | QoS | State |Remove | Edit |Action

LBR. br 0 35 | nas_0_35 | Bridge | M/A |Disabled |Enabled O Edit
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After selecting the Finish button, the below screen will appear. At
this point, the router will reboot to save the changes made.

Eweicome
#-] Device Info
--[] Quick Setup

D WAN

D LAN
=-INAT
-] Firewall

#-(] Routing
®-1DNS
[ ADSL
£+ Wireless
|:| Basic
] Security

- [] Advanced
-] Diagnostics
-1 Management

£ Advanced Setup

[ Port Mapping
[ Quality of Service

] MAC Filter
] Wireless Bridge

DSL Router Reboot
The DSL Rauter has been configured and is rebooting,

Close the DSL Router Configuration window and wait for 2 minutes before reopening your web browser, If necessary,
reconfigure vour PC's 1P address to match your new configuration,
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| LAN Local Area Network (LAN) Setup

You can configure the DSL Router IP address and Subnet Mask
for the LAN interface to correspond your LAN’s IP Subnet. The

Save button only saves the LAN configuration data, but does not
apply the configurations. Select the Save/Reboot button to save

the LAN configuration data and reboot the router and apply the
new configurations.

S welcome
#-(] Device Info
-] Quick Setup
=3 Advanced Setup
D WAN
D LAN
B NAT
&1 Firewall
--E] Port Mapping
-] Quality of Service
&1 Routing
&1 DNS
-] ADSL
=3 Wireless
-] Basic
-] Security
-] MAC Filter
-] Wireless Bridge
-] Advanced
- [E Diagnostics
#-_1Management

Local Area Network (LAN) Setup

Configure the DSL Router 1P Address and Subnet Mask for LaN interface. Save button only saves the LAN
configuration data. Save/Reboot button saves the LAN configuration data and reboots e router to make the new
configuration effective,

IP Address: 192,168.1.1
Subnet Mask: 255.255.255.0

Save | Save/Reboot
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[NAT

If you enable NAT (Network Address Translation), you can
configure the Virtual Server, Port Triggering, and DMZ Host.

Virtual Servers

= welcome

&1 Device Info

~[5] Quick Setup

=+ Advanced Setup
D WAN

D LAN

EH NAT

[ ¥inual Servers

--[] Port Triggering
[ DMZ Host

&1 Firewall

[] Port Mapping

[ quality of Service

-1 Routing

#-JDNS

D ADSL

B+ Wireless

--[2] Basic

-8 Security

-5 MAC Filter

-] Wireless Bridye

2] Advanced

e Diagnostics

&[] Management

NAT -- Yirtual Servers Setup

Yirtual Server allowe you to direct incoming traffic from Wal sidedjdentified by Protocol and External port) to the
Internal serverwith private IP address on the LAN side. The Internal port is requiredonly if the external port needs o
be converted to a differentport number used by the server on the LAN side, Maximum 32 enfries can be configured,

Add
Server External Port |External Internal Port | Internal Server IP

Name Start Port End Bictacol Start Port End Address =T

A virtual server allows you to direct incoming traffic from the WAN
side to a specific IP address on the LAN side. Select the virtual
server from the drop-down list and complete the server IP address,
then click on the Save / Apply button.

S welcome
-] Device Info
-[] Quick Setup
EH Advanced Setup
D WAN
A LAN
B3 NAT
) Virtual Servers
- Port Triggering
--[£] DMZ Host
] Firewall
- Port Mapping
[ Quality of Service
-1 Routing
-1 DNS
D ADSL
EHI Wireless
-] Basic
=B Security
2] MAC Filter
D Wireless Bridge
[ Advanced
e Diagnostics
&1 Management

NAT -- Virtual Servers

Select the service narme, and enter the server 1P address and click "Save/apply" to forward IP packets for this service
o the specified server. NOTE: The "Internal Port End" cannot be changed. It is the same as "External Port
End" normally and will be the same as the "Internal Port Start" or "External Port End" if either one is
maodified.

Remainhing humber of entries that can be configured:32

SiErver Marne:
& Select a Service: ISE\ECT One j

' Custom Server: I

Server IP address:  [192.168.1
Save Apply

External Port StartExternal Port End| Protocol  [nternal Port StartInternal Port End
I
TP+
TP 4|
TP 5|
I
TP 7]
I
TP 7
TP 7]
I
TP 7
TP 7]

Save/fanply
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The following screen appears after you save your selection. To
add additional virtual servers, click on the Add button. If you need

to remove any of the server names, select the check box and click
on the Remove button.

EW&Icume NAT -- Virtual Servers Setup
-] Device Info
-] Quick Setup

£ Yirtual Server allows you to direct incoming fraffic from WaN sidedidentified by Protocal and External port) to the
-3 Advanced Setup

et Internal serverwith private IP address on the LaM side. The Internal port is requiredonly if the external port needs to
D LAN be corwerted to a differentport nurmber used by the server on the LAM side. Maximurm 32 enfries can be configured.
Bl NAT
- Virtual Servers Add | Remove |
“- [ Port Triggering
-[-] DMZ Host
-1 Firewall Server  |External Port |External Protocal Internal Port | Internal Server IP P
- E Port Mapping Name Start Port End Start Port End Address
-~ 2] Quality of Service
#-_] Routing Active
&-C1DNS warlds 3000 3000 TCP 3000 3000 192.168.1,100 O
b D ADSL o
B3 UD\lirgle_s \AFD:ES 5670 5670 TCP 5670 5670 192,168.1.100 O
-] Basic
] D Secutity Active
- E MAC Filter v b T TCP 7T b 192,168,1,100 O
-] Wireless Bridge
[ Advanced Active
D Diagnostics Warlds 7000 7000 TCP 7000 7000 192.168.1.100 O
-1 Management
Port Triggering

Click on the Add button to add Port Triggering to your Internet
application.

EWelcome NAT -- Port Triggering Setup
-] Device Info

-2 Quick Setup Some applications require that specific ports in the Router's firewall be opened for access by the remate parties. Port
B+l Advanced Setup

Trigger dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates 2 TCPAUDP

E E\:?JN CONNECHoN 10 & remote party using the 'Triggering Ports', The Router allows the remate party from the WaN side ©
B+ HAT establish new connections back to the application on the LAN side using the 'Open Parts', Maximum 32 entries can be
[ Virtual Servers configured.
- [1'Port Triggering
-] DMZ Host add J
-1 Firewall -
- E Port Mapping Application Trigger Open Remove
e uality of Service
M- gnutinwg Mame |Protocol |Port Range |Protocol | Port Range
¥ %gg; Start |End Start | End
- Wireless
--[] Basic
-5 Security
--[5] MAC Filter
D Wireless Bridyge
-] Advanced
-~ [ Diagnostics
#-[1 Management

The below screen appears when you click on Add allowing you to
select the application that you want to set the port settings for.
After a selection has been made, click on the Save / Apply button.
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MAT -- Port Triggering
& welcome
&[] Device Info Some applications such as games, video conferencing, remote access applications and others require that specific
[ Quick Setup ports in the Router's firewall be opened for access by the applications. You can configure the port settings from this
Advanced Setup arreen by selecting an existing apnlication or creating your own (Custom applicationiand click "Save/apphy" o add it.

E E\RE:‘IN Remaining number of entries that can be configured:32
‘I NAT o
[ Virtual Servers tpplication Mame:
-] Port Triggering & Select an application: | Select One j
[ DMZ Host -
&1 Firewall ' Custom application:

- [£) Port Mapping

B oS st |

# (1 DNS
- [ ADSL [Trigger Port Start{Trigger Port EndTrigger ProtocolDpen Port StartDpen Port EndiOpen Protocol
-3 Wireless
" [ Basie TCP | TCP =l
-] Security TCR - TCP -
[ MAC Filter J J
~[] Wireless Bridge TP -] TP -
--[2] Advanced
[ Diagnostics TP -] TP -
-] Management TcP j TCP j
TP+ TP -]
TP | I
TP | TP+

Save/apply |

The below screen appears after you save your selections. You
will be able to add or remove selections made, by clicking on the
Add and Remove buttons.

& Welcome NAT -- Port Triggering Setup
&-(] Device Info
--[£) Quick Setup

Sorme applications require that specific ports in the Router's firewall be opened for access by the remate parties. Port
=3 Advanced Setup

Trigger dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates a TCP/AUDR

~JWAN connection to a remote party using the ‘Triggering Ports', The Router allows the remate party from the WAN side ©o
establish new connections back to the application on the LAN side using the 'Open Ports', Maximum 32 entries can be
configured.
it Rermave
Ei o |
-1 Firewall
[ Port Mapping
-] Quality of Service Application Trigger Open Remove
-1 Routing
-1 DNS Name Protocol |Port Range | Protocol | Port Range
-5 ADSL
244 Wireless Start | End Start | End
] E E:i':[w aimTak  |TeR 4008|4092 | TP s1o1 [siot| [
[] MAC Filter
[ wireless Bridge
Advanced
D Diagnostics

#-[1 Management
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DMZ Host

You can define the IP address of the DMZ Host on this screen.
Enter the IP address and click on Save / Apply.

& Welcome NAT -~ DMZ Host
-] Device Info
-] Quick Setup The DSL router will forward [P packets from the WaN that do not belong to any of the applications configured in the
B3 E“ﬁ;;ﬂd Setup Virtual Servers table to the DMZ host computer,
D LAN ‘ L ,
- NAT Enter the computer's IP address and click "apply" to activate the DMZ host.
-] Virtual Servers
] Port Triggering Clear the IP address field and click "Apply" to deactivate the DMZ host,
-] DMZ Host

- Firewall DME Host TP Address: l—
~[] Port Mapping

[ Quality of Service

-1 Routing Save/apply |

#-1DNS

-3 ADSL

B3 Wireless

D Basic

~[] Security

[3 MAC Filter

-[] wireless Bridge

D Advanced

--[] Diagnostics

&-[] Management

| Firewall

IP Filtering—Outgoing

The outgoing filter will block the LAN traffic from entering the
WAN side. Click on the Add button to create filters.

@Welcome Outgoing IP Hltering Setup
-] Device Info
i [ Quick Setup By default, all outgoing 1P traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters.
=3 Advanced Setup
D WAN
] LAN |Name ‘Protocul |Suurce Address / Mask ‘Source Port |Dest. Address / Mask ‘Dest. Port |Remuve ‘
B NAT
13 Firewall
& 4 IP Filering Add
=[] Outgoing
D Incoming
-] MAC Filtering
- Port Mapping
-] Quality of Service
-1 Routing
E-_1DNS
-] ADSL
= Wireless
[ Basic
D Security
-] MAC Filter
-] Wireless Bridge
D Advanced
- [] Diagnostics
-1 Management

The below screen will appear when you click on Add. Input the
filter name, source information (from the LAN side), and
destination information (from the WAN side). Then click on Save /
Apply.
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& Welcome Add IP Filter -- Outgoing
=1 Device Info

D Quick Setup
B3 Advanced Setup
.. D WAN

The screen allovs you 1o create a filer rule to identify outgoing IP traffic by specifying a new filter name and at least
one condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click

T LAN ‘Save/Apply' 10 save and activate the filter,
E=-C1HAT
=3 Firewall Filter Hame: li
=3 1P Filtering

[ Outgoing
3 Incoming Protocal: -

MAC Filtering Source 1P address:
--[] Port Mapping

--[] Quality of Service Source Subnet Mask:
-1 Routing 5 Part (oort — li
=-C1DNS ource Port (port or port:port):
--F] ADSL Destination [P address:
-3 Wireless _
--[] Basic Diestination Subnet Mask:
: E ;;‘E‘gt}; Destination Part (port or portpart):
- ilter

--[]] Wireless Bridge
-] Advanced

D Diagnostics Savefappl
#-1 Management il

IP Filtering—Incoming

Incoming filter filters the WAN traffic to the LAN side. Click on the
Add button to add incoming filter settings.

@Welcume Incoming IP Filtering Setup

"D Device Info

-~ [] Ouick Setup

=3 Advanced Setup

D WAN

El.l LAN

-] NAT Source Address / Source Dest. Address / Dest.

553 Firewall Name | VPI/YCI | Protocol _—. — — —
£ IP Filtering
i =[] Outgoing
i [lincoming Add
i [] MAC Filtering

~[5] Port Mapping

~[] Quality of Service

=1 Routing

=-1DNS

- [ ADSL

-3 Wireless

|:| Basic

-3 Security

~[] MAC Filter

By default, all incoming IP traffic from WWaAN is blocked when firewall is enabled, but some IP fraffic can be ACCEPTED
by setting up filters.

Remove

D Wireless Bridge
D Advanced

- D Diagnostics

=[] Management

Enter a filter name, information about the source address (from
the WAN side), and information about the destination address (to
the LAN side). Select the protocol and WAN interface, then click
on Save/Apply to add the setting.

You can view and delete the incoming filter settings from this
screen.

4-Port Wireless Ethernet Router
User Manual 31
Version 1.0



B welcome
-] Device Info

E

-] Quick Setup

1 Advanced Setup

D WAN
D LAN
=1 NAT
B+ Firewall
=3 IP Filtering
e Qutgoing
== Incoming
] MAC Filtering
[] Port Mapping
=E| Quality of Service
-1 Routing
#-JDNS
A ApsL

EHZ Wireless

--[] Basic
-] Security
[ MAC Filter
-] Wireless Bridge
-] Advanced
-] Diagnostics

# (] Management

MAC Filtering

Add IP Filter -- Incoming

The screen allows you to create a filter rule 10 identify incaming IP traffic by specifying a new filer name and at least
one condition below, &l of the specified conditions in this filter rule must be satisfied for the rule to take effect, Click
‘Save/ipply' to save and activate the filer,

Filter Marme: I
Protocal: vl

Source 1P address:
Source Subnet Mask: li
Source Port (port or part:port): li
Destination IP address: li
Destination Subnet Mask; l—
Destination Part (port or port:port}:l—

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least ane or multiple WaN interfaces displayed below to apply this rule,

W Select all

Save/apply

MAC filtering can forward or block traffic by MAC address. You
can change the policy or add settings to the MAC filtering table
using the MAC Filtering Setup screen.

& weicome
-] Device Info

=

-

) Quick Setup

B3 Advanced Setup

D WAN

HLaN
E-_1NAT
-3 Firewall
E-3 IP Filtering
i i-[ Outgoing
i =[] Incoming
[ MAC Filtering
B Port Mapping
-] Quality of Service
-1 Routing
E-_1DNS
D ADSL

4 Wireless

-] Basic

B Security

-] MAC Filter

D Wireless Bridge
-] Advanced

- Diagnostics
1 Management

MAC Filtering Setup

MAC Filtering Global Policy: FORWARDED

Change Policy

MAC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED rneans that all MAC |ayer
frames will be FORWARDED except those matching with any of the specified rules in the following table, BLOCKED
means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the
following tzble.

Choose Add or Remove to configure MAC filtering rules.,

|VPIjVEI |Prnt|:||:nl |Destinatinn MAC |Snurl:e MAC |Fr.’:|mtaI Direction ‘Remnve ‘

Add

If you click on Change Policy, a confirmation dialog allows you to
verify your change.
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Q.Welcnme Change MAC Filtering Global Policy
#-(] Device Info

D OQuick Setup WARNING: Changing from one global policy to another will cause all defined rules to be REVIODVED

oa=] E"\';;';‘Ed Setup AUTOMATICALLY! You will need to create new rules for the new policy.

® EI hg#— Are you sure you want to change MAC Filtering Global Policy from FORWARDED to BLOCKED 7
=143 Firewall
= IP Filtering
[ Outgoing ﬂ EI
[ Incoming
- [F] MAC Filtering
~[] Port Mapping
[ Quality of Service
=-1 Routing
=-C1DNS
[ ADSL
£ Wireless
D Basic
D Security
[ MAC Filter
- [] Wireless Bridge
D Advanced
D Diagnostics
=1 Management

If you want to add a setting to the MAC filtering table, enter the
Source and Destination MAC address, and select protocol type,
frame direction, and WAN interface. Then click on Save / Apply to
save it.

& welcome Add MAC Filter
11 Device Info
[ Quick Setup Create a filker to identify the MAC layer frames by specifying at least one condition below, If multiple conditions are
=3 'Ei‘ﬁz[;rd Setup specified, all of them take effect. Click "apply" to save and activate the filer.
- LaN
- CINAT Protocnl Type: I -
=+ Firewall

B2 IP Filtering Destingtion MAC Address: I
-8 Oulgoi.ng Source MaC address: I
[ Incoming

--[F] MAC Filtering

~[3 Port Mapping Frame Direction: ILAN<=>WAN -
- [ Quality of Service
g % Eﬁlélmg Wl Interfaces (Configured in Bridge mode only)
-[3 ADSL
E-23 Wireless P select all

[ Basic_ F br_0_35/nas_0_35

[ Security
-[1) MAC Filter
B hanced sy
[] Diagnostics
-1 Management

After you save the settings, a screen showing the settings will
appear. On this screen you will be able to view and delete MAC
filtering rules.

| Port Mapping

Port mapping is a feature that allows you to open ports to allow
certain Internet applications on the WAN side to pass through the
firewall and enter your LAN. To use this feature, mapping groups
need to be created. To do this, follow the below instructions—

1. Click on the Add button as displayed below.
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{3 welcome
-1 Device Info
-5 Quick Setup

1 wan

D LAN

E-C1HAT
=3 Firewall

-1 Routing

-1 DNS

D ADSL

-zl Wireless

D Basic
Security

-] MAC Filter

-] Advanced
-[7] Diagnostics
&1 Management

EHZJ Advanced Setup

=43 IP Filtering
e Outgoing
D Incoming
[ MAC Filtering
[ Port Mapping
-[] Quality of Service

-] Wireless Bridge

Port Mapping -- A maximum 16 entries can be configured

Fort Mapping supparts multiple port to PYC and bridging groups. Each group will perform as an independent network.
To support this feature, vou must create mapping groups with appropriate LAN and WaN interfaces using the add
button. The Remave bution will remove the grouping and add the ungrouped interfaces to the Default group

" Enable virtual ports on |50

Group Name |Interfaces IGMP Snooping | Remove | Edit
Default ethid, nas_0_35, Wireless | W Edit |

4dd | Remave |

2. After clicking the Add button, the below configuration
screen appears, allowing you enter the groups and the
interfaces they are associated with.

E welcome
#-(] Device Info
- Quick Setup
=3 Advanced Setup
-] WAN
I LAN
& NAT
=3 Firewall

-] Port Mapping

-] Routing
#-(1DNS

D ADSL
B3 Wireless
-] Basic

D Security
-] MAC Filter

-] Advanced
[ Diagnostics
-] Management

E-Z3 IP Filtering
-1 Outgoing
-1 Incoming
[5) MAC Filtering

== Quality of Service

-~ ] wireless Bridge

Port Mapping Configuration

Tao create a new mapping group:

1. Enter the Group name and select interfaces from the available interface list and add it to the grouped interface list
using

the arrow buthons to create the required mapping of the ports. The group name must be unique.

2, Click Save/apply button 1o make the changes effective immediatzly

Note that the selected interfaces will be removed from their existing groups and added to the new
group.

Group Name:
I Enable IGMP Snooping

Grouped Interfaces Available Interfaces

[

Savefapply
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| Quality of Service

You can configure the Quality of Service to apply different
priorities to traffic on the router.

QWelcome Quality of Service Setup
+-(] Device Info
[ Quick Setup
=43 Advanced Setup

Choose Add or Remaove to configure network traffic classes,

- waN
D LAN MARK TRAFFIC CLASSIFICATION RULES
# CINAT SET-1 SET-2
=42 Firewall c =
2P Filtering T ) Type of ( WAN  |Lan ouree Saurce| o Dest.
; E I(:::?:I::gg Name |Priority e gy e Protocol ;‘:‘Zfss / T ;::;ess/ — 802.1P Remove
~-[] MAC Filtering

- [F] Port Mapping

[ 7 Quality of Service Add

-] Routing

#-1DNS

--[ ADSL

12l Wireless

--[] Basic

- Security

] MAC Filter

[ wireless Bridge
Advanced

| Diagnostics

=[] Management

On this screen you can view and delete QoS settings.

E].Welt:nme Add Network Traffic Class Rule
=] Device Info
[ Quick Setup

H The screen creates a raffic class rule to classify the upstream traffic, assign queuing priority and optionally overwrite
13 Advanced Setup

the IP header TOS byte, A rule consists of a class name and at least one condition below. all of the specified

E mﬁ‘ﬂ conditions in this classification rule must be satisfied for te rule to take effect. Click 'Save/apply' 10 save and activate
-1 NAT the: rule.
(1 Firewall

~-[] Port Mapping Traffic Class Mame:
D Quality of Service

&1 Routing

C1DNS Assign Priority and/or IP Precedence and,/ or Type Of Service for the class
[3 ApsL If non-blank value is selected for 'IP Precedence’ and/for 'IP Type Of Service!, the corresponding TOS byt in the IP
=53 Wireless header of the upstream packet will be overwritten by the selected value,
-[] Basic
-] Securi 7 .
[ mac F?ﬂe, FLSHigE i
-[5] Wireless Bridge IP Precedence: -
Ei.llilal::"l‘;;r;c(:d IP Type Of Service: -

#-_1 Management ) .
Specify Traffic Conditions for the class

Enter the following conditions either for IP layer or for the [EEE 802, 1p priority,

Protocal: ﬁ
Source [P Address: —
Source Subnet Mask: l—
Source Port (port or port:port): li
Destination IP Address: l—
Destination Subnet Mask: l—
Destination Port {port or port:port): li

B02.1p Priority: I -
Save/Apply
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| Routing

Default Gateway

You can enable automatic assigned default gateway on the
Routing - Default Gateway screen. As default, the box is checked

for automatic assigned default gateway to be enabled. Click the
Save / Apply button to enable or disable this feature.

& Welcome
-] Device Info
i (1 Quick Setup If Enable Automatic Assigned Default Gateway checkbox is selected, this router will accept the first received default

=43 Advanced Setup gateway assignment from one of the PPPo4, PPROE or MER/DHCP enabled PYC{s). If the checkbos is not selected,

- E [‘Lm" enter the static default gateway AND/OR & WidM interface. Click 'Savefbpply' button to save it

-1 NAT

il % Firewall NOTE: If changing the Automatic Assigned Default Gateway fram unselected to selected, You must reboot the router o

D Port Mapping get the automatic assigned default gateway,

-] Quality of Service

=5 a REDth:arflgull Gateway ¥ Enable sutomatic Assigned Default Gateway

-] Static Route

L RIP

E-C1DNS

L D ADSL

B3 Wireless

D Basic

-] Security

~-[] MAC Filter

D Wireless Bridge

[ Advanced Sawe/Apphy
-~ [ Diagnostics

-1 Management

Routing — Default Gateway

Static Route

Use the Routing - Static Route screen to add a static route to the
routing table.

Ewelcome
&-(] Device Info
1 Quick Setup

53 Advanced Setup Destination | Subnet Mask ‘ﬁatewav |Wan Interface |Remnue ‘

Routing —- Static Route (A maximum 32 entries can be configured)

E WAN
-1 NAT A
-1 Firewall
- [ Port Mapping
=E| Quality of Service
=3 Routing
[ Default Gateway
_] Static Route

Arp
=1 DNS
D ADSL
EH23 Wireless
D Basic
e Security
-[5] MAC Filter
(1 wireless Bridge
|:| Advanced
[ Diagnostics
#-_1 Management

Enter the route information and click on Save/Apply to make it
active. No reboot is required.
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EW&Icume Routing -- Static Route Add
#-(] Device Info

[ Quick Setup Eriter the destination network address, subnet mask, gateway ANDAOR available WaN interface then clidk "Save/apply”

=4 Advanced Setup 1o add the entry to the routing table.
N D WAN

O LaN
&1 HAT

-] Firewall Diestination Metwork Address: I
3 Port Mapping .
-] Quality of Service Eloretlicay I

=3 Routing
E g:aaf;ﬁl:‘:}:tt:way © Use Gateway IP Address
& DEIEIP ¥ use Interface 'l

D ADSL

=] aUD\" TBB:;: Save/apphy

[ Security

-] MAC Filter

-] Wireless Bridge
[ Advanced

-- [ Diagnostics

-] Management

RIP

If RIP is enabled, the router operation can be configured as active
or passive.

E_'_],Welcume Routing -- RIP Configuration
=] Device Info

To activate RIP for the device, select the 'Enabled’ radio button for Global RIP Mode, To configure an individual
B interface, select the desired RIP version and operation, followed by placing a check in the Enabled’ checkbox for the
g m" interface, Click the "4pply' bution to save the configuration, and to start or stop RIP based on the Global RIP mode

E-C1NAT selacted,
-] Firewall
[ Port Mapping Global RIP Mode & Diszbled © Enabled
B
-] Quality of Service
H“a--En[l)t::;gull Gateway Interface ¥PI/YCI| Yersion | Operation Enabled
. E Static Route bo e | 2 x| facve o T
=-1DNS
D ADSL Apply
£+ Wireless
[ Basic
[ Security
[ MAC Filter
- [] Wireless Bridge
D Advanced
-[F] Diagnaostics
-] Management

£+ Advanced Setup

4
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[DNS

DNS Server

Use the DNS Server screen to request automatic assignment of a
DNS or to specify a primary and secondary DNS.

E}.Well:ume DNS Server Configuration
&1 Device Info
-[5] Quick Setup

If ‘Enable Automatic Assigned DNS' checkbox is selected, this router will accept the first received DNS assignrment from
1 Advanced Setup

E one of the PPPos, PPPoE ar MER/DHCP enabled PYCis) during the connection establishment. If the checkbos is not
D t\m{N selected, enter the primary and optional secondary DNS server 1P addresses, Click 'Save' button to save the new
ZINAT configuration, You must reboat the router to make the new configuration effective.
-] Firewall

) Port Mapping
- 2] Ouality of Service
-] Routing
B2 DNS
D DNS Server
- 2] Dynamic DNS
D ADSL
£+ Wireless
E Basic
Security
--[] MAC Filter Save
-] Wireless Bridge
-] Advanced
e Diagnostics
&1 Management

¥ Enable sutomatic sssigned DNS

Dynamic DNS

& weicome Dynamic DNS
-] Device Info
-] Quick Setup
B3 Advanced Setup

The Dynarmic DNS service allows you to alias 3 dynamic IP address to 3 static hosmame in any of the many dormains,

5 wan allowying your DSL router to be mare easily accessed from various locations on the Internet,
[]__E NAT Choose Add or Remave to configure Dynamic DNS.
#-(] Firewall

~[E] Port Mapping
-] Ouality of Service
&1 Routing

=3 DNS

|:| DNS Server
i [F] Dynamic DNS
[ ADSL

-3 Wireless

- [£] Basic

] Security

~[] MAC Filter

- [] wireless Bridge
--[] Advanced

| Diagnostics

-] Management

|Hostname |Username ‘Service ‘Interfal:e |Remove ‘
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[ADSL

There are three major items in the ADSL settings:

Modulation Methods

Six modulation methods for different linking speed are supported
by the 6211 ADSL router: G.Dmt Enabled, G.lite Enabled, T1.413
Enabled, ADSL Enabled, Annex L Enabled, and ADSL2+ Enabled.
Set this value only as directed by your ISP.

Phone Line Pair
The 6211 ADSL router supports phone lines on pins 2 and 3 or

pins 1 and 4 to connect your ADSL line. If your phone system
uses pins 2 and 3, attach a normal RJ11 cable to the router and
select “Inner pair’ on the screen; if your phone system uses pins 1
and 4, attach the phone with the supplied RJ11 cable and select
“Quter pair” on the screen.

Capability
Do not change these settings unless directed by your ISP.

DSL Settings

& welcome
[]% gi\i’:;(eSI:tft?p Select the modulation below.
B3 Advanced Setup ¥ G.Dmt Enahled

..... wﬁN
..... E LAN I . lite Enabled

-] NAT

D__% Firewall I T1.413 Enabled
----- E Port Mapping v
lllll 7 Quality of Service ¥ 40512 Enabled

Eg E;gﬁnﬂ ¥ annexl Enzbled

~-[£] DNS Server ¥ aDSL2+ Enabled
“-[] Dynamic DNS
..... [ ADSL W &nnexti DISABLED
=i Wireless
E E:illfrity Select the phone line pair below,
..... 5] MAC Filter & Inner pair
----- [2] wireless Bridge _
..... [ Advanced © Outer pair
----- |:'| Diagnostics
#-] Management Capability

¥ Bitswap Enable

[T SR& Enahle

Save/dpply Advanced Settings
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DSL Advanced Settings

The test mode can be selected from the DSL Advanced Settings
page.

Test modes are as follows—

Normal
Reverb
Medley
No retrain
L3

{3 welcome DSL Advanced Settings
-] Device Info
""" [ Quick Setup Select the test mode below,
=3 Advanced Setup
..... D VUAN
----- A LAN & Morrmal
=3 NAT P
e E Virtual Servers Reverb
fs Port Triggerin
o 5 omz Hog‘tg 2 € Medlay
GRS Firewall  Na retrain
=-1IP Filtering
- [£] MAC Filtering s
----- [ Port Mapping
----- [ Quality of Service

-] Default Gateway Apply Tone Selection

------ |:'| Dynamic DNS
----- 5 ADSL

----- B Diagnostics

&[] Management

Tone Settings

The frequency band of ADSL is split up into 256 separate tones,
each spaced 4.3125 kHz apart. With each tone carrying separate
data, the technique operates as if 256 separate modems were
running in parallel. The tone range is from 0 to 31 for upstream
and from 32 to 255 for downstream. Do not change these settings
unless so directed by your ISP.
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QWelcume DSL Advanced Settings
-] Device Info

[ Quick Setup Selerct the test mode below,
{3 Advanced Setup

----- [5] WAN

----- O LaN & Mormal

=-C1 NAT

[:I---%I Firewall © Reverb

----- Port Mappin

----- El Quality E?Sgwice € Medley
-] Routing € Mo retrain

L3

=i Wireless

..... [ Basic spply Tane Selectian
----- [ Security

----- [21 MAC Filter

----- [] Wireless Bridge
----- [] Advanced

----- [ Diagnostics

-] Management

/3 http://192.168.1.1,/adslcfgtone.html - Microsoft Internet Explorer 100 =]

ADSL Tone Settings

Upstream Tones
Vo W1 Wz W3z W4 Ws e W7z Wsg Mo Mo Mi11 M1z W13 M14 W15
Mis W17 M1 W10 Woo W21 W22 W2z W24 Wos Woe W27 WMo Weo Wan WMol

Downstream Tones
W3z W3z Wa4 Was Was War Wag Wag Wan W41 Waz W4z Wag Was Ve W47
Wa4g Waa Wso W51 WSz Wsa Ws4 Wss Wog Wer Wea Wsa Meo Wel MWez Weas
Wed4 Wes Wee Wer Wea Weo Woo W71 W72 W7a W74 Wos Woe W77 Wia W7o
Moo We1 Wez Was Wee Was Wes Wer Wes Mey Won Mol Woz Woz Mo4 Wos
Wos Wor Wos Woo Wioo0WM 101 W 102 ¥ 102 ¥ 104 ¥ 105 W 106 M 107 M 102 ¥ 109 ¥ 110 @ 111
MiizWMiaM 14 WM iis M1l M1 M iis Mo M 1z W 121 MW 122 M 123 W 124 W 125 ¥ 126 W 127
MizaWizmWMimnWMimi M1z M13a M 134 M 1as W 136 ¥ 127 W 138 ¥ 120 W 140 W 141 ¥ 142 W 143
W 144 ¥ 145 ¥ 146 ¥ 147 ¥ 148 M 140 ¥ 150 ¥ 151 ¥ 152 ¥ 153 W 154 ¥ 155 ¥ 156 W 157 ¥ 158 ¥ 159
Mi1eoW 161V 162 W 163 W 164 M 165 W 166 ¥ 167 W 168 W 160 W 170 M 171 M 172 W 173 ¥ 174 W 175
Mima Wiz Wi1eW17a W 10 W 181 W 182 ¥ 182 W 184 W 185 W 186 ¥ 187 ¥ 182 ¥ 180 ¥ 100 W 101
W 192 W 103 W 194 ¥ 105 W 105 W 197 ¥ 198 W 100 W 200 W 201 W 202 ¥ 203 ™ 204 W 205 W 20a W 207
WaeWzmoMzioMz11MWaizMz1aW a4 W ais W aie W21 W 2ie MW z19 W 220 W 221 ¥ 222 W 223
WosaWossWozalW s WozaWoooW 2o W2zt Waaa Woaa W oad W zas W 2aa W 237 ¥ 23 W 230
Waan W 241 W 242 W 243 ¥ 244 W 245 W 246 ¥ 247 W 243 ¥ 240 W 250 ¥ 251 W 252 ¥ 253 ¥ 254 W 255

Check all | Clear all | Applyl Closel
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Wireless

This section allows you to configure wireless settings on your
router.

| Basic

The below Wireless - Basic screen lets you enable or disable
wireless. The default setting for wireless is enabled. You can

also hide the access point so others cannot see your ID on the
network.

QWelcome Wireless -- Basic
#-C1 Device Info

[ Quick Setup This page allows you o configure basic features of the wireless LAN interface. You can enable or disable the wireless
=) Advanced Setup

EI L&t interface, hide the network fram active scans, set the wireless network name (also known as SSI0) and restrict
D {m{" the rhannel sat hased on country requirements,
- C1NAT Click "4pply" to configure the basic wireless options,
- Firewall
E Eﬂﬂl!“;llris"g i W Enable Wircless
-] Quality of Service
-] Routing [T Hide Access Point
EHI DNS
-] DNS Server SSID: Iwwreless
-] Dynamic DNS
EI ADSL BSSID:  (02:50:C9:08:88:08
= Wireless
-[]/Basi¢ Country: |ALL j
- Security
~[5] MAC Filter
-[] Wireless Bridge

dEaJ::\;::C;d Sawe/Apply

-1 Management

| Security

The next screen is the Wireless - Security screen which allows
you to select the network authentication method and to enable or
disable WEP encryption. Note that depending on the network
authentication that is selected, the screen will change accordingly

so additional fields can be configured for the specific
authentication method.

Network authentication methods include the following—

¢ Open-anyone can access the network. The default is a
disabled WEP encryption setting.

e Shared—WEP encryption is enabled and encryption key
strength of 64-bit or 128-bit needs to be selected. Click on
Set Encryption Keys to manually set the network encryption
keys. Up to 4 different keys can be set and you can come
back to select which one to use at anytime.
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o 802.1X—requires mutual authentication between a client
station and the router by including a RADIUS-based
authentication server. Information about the RADIUS
server such as its IP address, port and key must be entered.
WEP encryption is also enabled and the encryption
strength must also be selected.

o WPA—(Wi-Fi Protected Access)— usually used for the larger
Enterprise environment, it uses a RADIUS server and TKIP
(Temporal Key Integrity Protocol) encryption (instead of
WEP encryption which is disabled). TKIP uses128-bit
dynamic session keys (per user, per session, and per
packet keys).

o WPA-PSK (Wi-Fi Protected Access - Pre-Shared Key)—
WPA for home and SOHO environments also using the
same strong TKIP encryption, per-packet key construction,
and key management that WPA provides in the enterprise
environment. The main difference is that the password is
entered manually. A group re-key interval time is also
required.

o WPA2 (Wi-Fi Protected Access 2)—second generation of
WPA which uses AES (Advanced Encryption Standard)
instead of TKIP as its encryption method. Network re-auth
interval is the time in which another key needs to be
dynamically issued.

o WPA2-PSK (Wi-Fi Protected Access 2 - Pre-Shared Key)—
suitable for home and SOHO environments, it also uses
AES encryption and requires you to enter a password and
an re-key interval time.

e Mixed WPA2 / WPA—-during transitional times for upgrades
in the enterprise environment, this mixed authentication
method allows “upgraded” and users not yet “upgraded” to
access the network via the router. RADIUS server
information must be entered for WPA and a as well as a
group re-key interval time. Both TKIP and AES are used.

e Mixed WPA2 /| WPA-PSK-useful during transitional times
for upgrades in the home or SOHO environment, a pre-
shared key must be entered along with the group re-key
interval time. Both TKIP and AES are also used.
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Q.Welcnme Wireless — Security
&1 Device Info

D Quick Setup This page allows you to configure security features of the wireless LAN interface, You can sets the network
£+ Advanced Setup

& authentication method, selecting data encryption, specify whether a network key is required to authenticate to this
D gm" wireless netwaork and specify the encryption sirength.
B NAT Click "&pply" t0 configure the wireless sacurity options,

-] Firewall
-] Port Mapping Metwork Authentication: Open vl

-] Quality of Service
-1 Routing
EHIDNS

D DNS Server

<[] Dynamic DNS
- ADSL
EHZ Wireless
--[] Basic
-] Security
-] MAC Filter
-] Wireless Bridge
--[1] Advanced
[ Diagnostics
&1 Management

Mixed WPAZMPA

tixed WPAZMPA -FEK

WEP Encryption: Disabled »

| MAC Filter

The MAC filter screen allows you to manage MAC address filters.
Add the MAC addresses that you want to manage and then select
the mode that you want to use to manage them. You can disable
this feature or you can allow or deny access to the MAC
addresses that you add to the list.

{8 welcome Wireless -- MAC Filter

#-_] Device Info

[_]g g:\lf[;nc:dugetup MAC RestrictMode: @ Disabled € allow © Deny
D WAN
D LAN
-1 NAT
[]---% Firewall |MAI3 Address |Remuve ‘
- [E] Port Mapping
-] Quality of Service

Sg E;lglnﬂ sdd| Remove |
----- B Dynamic DNS

D ADSL

B3 Wireless

D Basic

| E Security

- []/MAC Filter

- [] Wireless Bridge

-] Advanced

== Diagnostics
#-(] Management

The following screen appears when you want to add a MAC

address to the filter. When completed, click on the Save / Apply
button.
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Ewelcome

&-[] Device Info

[ Ouick Setup
B3 Advanced Setup
D WAN

D LAN

=1 NAT

-1 Firewall

- [F] Port Mapping

-] Routing

=3 DNS

-] DNS Server
-] Dynamic DNS
-] ADSL

E-i23 Wireless

-] Basic

-] Security

-] MAC Filter

--[] Wireless Bridge
D Advanced

- Diagnostics

-1 Management

- [] Quality of Service

Wireless -- MAC Filter

Enter the MAC address and click "4pply" 10 add the MAC address to the wireless MAC address filters.

MaC Address: I
Save/bpply |

Wireless Bridge

In this next screen, you can select which mode you want the
router to be in, either access point or wireless bridge.

(& welcome
{_1Device Info
--[E) Quick Setup
B3 Advanced Setup
D WAN
D LAN
#-1NAT
[Z1 Firewall
-] Port Mapping
[ Quality of Service
@] Routing
B4 DNS
[] DNS Server
) Dynamic DNS
D ADSL
B4 Wireless
D Basic
e Security
--[F] MAC Filter
D Wireless Bridge
D Advanced
- D Diagnostics
&1 Management

Wireless — Bridge

This page allows you o configure wireless bridge features of the wireless LaNinterface, You can select Wireless
Bridge (also known as Wireless DistributionSystem) o disables acess point functionality. Selecting Acess Point
enablesaccess point functionality, Wireless bridge functionality will still beavailable and wireless stations will be able o
associate 1o the AP, SelectDisabled in Bridge Restrict which disables wireless bridge restriction, Anywireless bridge wil
be granted access. Selecting Enabled or Enabled{Scan)enables wireless bridge restriction. Only those bridges selected
inRermate Bridges will be granted access,

Click "Refresh" t update the remote bridges. Wait for few seconds to update.

Click "Save/apply" to configure the wireless bridge options,

Access Paint vI
IDlsabIed j

AP Mode:

Bridge Restrict:

Refresh Save/apply |
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| Advanced

Advanced features of the wireless LAN interface can be
configured in this section.

Settings can be configured for the following—

AP lIsolation-if you select enable, then each of your
wireless clients will not be able to communicate with each
other.

Band-a default setting at 2.4GHz - 802.11g

Channel-- 802.11b and 802.11g use channels to limit
interference from other devices. If you are experiencing
interference with another 2.4Ghz device such as a baby
monitor, security alarm, or cordless phone, then change the
channel on your router.

Multicast Rate-the rate at which a message is sentto a
specified group of recipients.

Basic Rate-the set of data transfer rates that all the
stations will be capable of using to receive frames from a
wireless medium.

Fragmentation Threshold—used to fragment packets which
help improve performance in the presence of radio
frequency (RF) interference.

RTS Threshold (Request to Send Threshold)-determines
the packet size of a transmission through the use of the
router to help control traffic flow.

DTIM Interval-sets the Wake-up interval for clients in
power-saving mode.

Beacon Interval—-a packet of information that is sent from a
connected device to all other devices where it announces
its availability and readiness. A beacon interval is a period
of time (sent with the beacon) before sending the beacon
again. The beacon interval may be adjusted in milliseconds
(ms).
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o Xpress Technology—a technology that utilizes standards
based on framebursting to achieve higher throughput. With
Xpress Technology enabled, aggregate throughput (the
sum of the individual throughput speeds of each client on
the network) can improve by up to 25% in 802.11g only
networks and up to 75% in mixed networks comprised of
802.11g and 802.11b equipment.

e 54g Mode- 54g is a Broadcom Wi-Fi technology.

e 54g Protection--the 802.11g standards provide a protection
method so 802.11g and 802.11b devices can co-exist in the
same network without “speaking” at the same time. Do not
disable 54g Protection if there is a possibility that a 802.11b
device may need to use your wireless network. In Auto
Mode, the wireless device will use RTS/CTS (Request to
Send / Clear to Send) to improve 802.11g performance in
mixed 802.11g/802.11b networks. Turn protection off to
maximize 802.11g throughput under most conditions.

o WMM (Wi-Fi Multimedia)feature that improves the your
experience for audio, video and voice applications over a
Wi-Fi network.

3 welcome
=1 Device Info
[ Quick Setup
=+ Advanced Setup
B waN
D LAN
-1 NAT
-] Firewall
-] Port Mapping
[ Quality of Service
&-_] Routing
B3 DNS
--[Z] DNS Server
-] Dynamic DNS
D ADSL
B3 Wireless
Basic
D Security
[ MAC Filter
-] Wireless Bridye
-] Advanced
~-[] Diagnostics
-1 Management

wireless — Advanced

This page allows you to configure advanced features of the wireless LAN interface. You can select a particular channel
o which to operate, force the fransmission rate to a particular speed, set the fragmentation treshaold, set the RTS
threshold, set the wakeup interval for clients in power-save mode, set the beacon interval for the access point, set
¥Press mode and set whether short or long prearmbles are used.

Click "Apph" to configure the advanced wireless options,

AP Isolation: m

Band: m
Channel: 11 =

Rate; Auto hd
Multicast Rate: 54 Mbps 7|

Basic Rate: Default j
Fragmentation Threshold: 2346

RTS Threshald: IT

DTIM Interval: T
Beacon Interval: 100

HPress™ Technology: M

Segme Mode: W
54g Protection: m

WRRMCAI-FT Multimedia: IDisabIed vI

Save/apply |
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Troubleshooting—Diagnostics

The diagnostics screen allows you to run diagnostic tests to check
your DSL connection. In addition, you can test the connection to
your DSL service provider.

QWelcome br_0_35 Diagnostics
1 Device Info
--[] Quick Setup

B3 Advanced Setup

‘four modem s capable of testing your DSL connection. The individual tests are listed below. If a test displays a fail

status, click "Rerun Diagnostic Tests" at the bottom of this page to make sure the fail status is consistent. If the test
L iruss t5 il cick "Help! snd llow e rouiskeshaot ¥
GLaN continues 1o fail, click "Help" an lowe the troubleshooting procedures.
=-C1NAT
#-(1 Firewall Test the connection to your local network
[ Port Mapping Test your Ethernet Connection: PASS |Help
[3 ouality of Service
#-(] Routing Test your Wireless Connection: PASS |Help
=3I DNS
--[5] DNS Server . | )
= Dynamic DNS Test the connection to your DSL service provider
ﬁ D ADSL Test ADSL Synchronization: FAIL Help
s E'E;?: Test ATM OAM F5 segment ping: FAIL  Hep
Security Test ATV OAM F5 end-to-end ping: ~ |FAIL  |Help
[ MAC Filter
[] wireless Bridge
[ Advanced
e Diagnostics
-] Management

Test Test With 04k Fa |

Management

| Settings

Backup Settings

E%]Welcume Settings - Backup
-] Device Info

-[2] Quick Setup

Backup DSL router configurations. You may save your router configurations to a file on your PC.
-] Advanced Setup

-C1Wireless
|:| Diagnostics
=3 Management Backup Settings

B3 Settings

-1 Backup Settings

[] Restore User Settings
[5] Restore Default

[F] System Log

[ SHmMP

[5] internet Time

1 Access Control

A Update Software

£ |:| Reboot Router
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File Download x|

rf‘; Some filez can harm your computer. |f the file information below
[ ]

looks suzpicious, or vou do not fully trust the source, do not open or
zave thiz file.

File name: backupsettings. conf

File tupe:
From; 19216811

Whiould you like to open the file or zave it bo pour computer’?

Open | Save I Cancel tare Info

¥ Always ask before opening this type of file

Restore User Settings

To restore saved settings, select
Management—Settings—Restore User Settings.

Select the backup file you want to restore and click on Update
Settings .

& welcome
=] Device Info
IE‘I g:i[?k Se;ug . Update DSL router settings, You may update vour router settings using your saved files,
(- vanced Setup
rp
% E:Iar;:,?:ﬁcs Seftings File Narme: I Browse...
E--@ganagement
- Settings )
R = Bagkup Settings Update Settings |
|:'| Restore User Settings
...[2] Restore Default
[] System Log
[ SNMP
-] Internet Time
-] Access Control
; Update Software
...[] Reboot Router

Tools -- Update Settings

The router will restore settings and reboot to activate the restored
settings.
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Restore Default

Restore Default will erase all current settings and restore the
router to factory default settings. To restore the router to factory

default settings, select Management— Settings—Restore Default.
Reply OK to the confirmation dialog.

& Welcome
=-1 Device Info
i 3 Quick Setup
=] Advanced Setup
=] Wireless
--[] Diagnostics
=3 Management
=43 Settings
. ~[] Backup Settings
-[2] Restore User Settings
| ] Restore Default
[] System Log
- [] SNMP

Tools -- Restore Default Settings

Restore DSL router settings to the factory defaults.

Restore Default Settings

----- [ Internet Time
-] Access Control
~[A Update Software

------ [ Reboot Router

Microsoft Internet Explorer x|

@ Are wou sure you wankt ko restore Factory defaulk settings?

Ik I Cancel |

The router will restore the default settings and reboot.

| System Log

The System Log dialog allows you to view the System Log and
configure the System Log options.

To view the System Log click on the View System Log button to
check the log file.

5 welcome System Log
-] Device Info

- [F] Quick Setup

The System Log dialog allows vou to view the Systern Log and configure the System Log options.
#-_] Advanced Setup
-] Wireless A0 Do o
-0 Diagnostics Click "view System Log" to view the System Log.
=3 Management o , _
EI@ Settings Click "Configure System Log" to configure the System Log aptions,

[] Backup Settings

[] Restore User Settings

d.glysT:rsr‘:qu:gDEfau" WView System Log Canfigure System Log
~[] SNMP

] Internet Time

[_1 Access Control
~[] Update Software
“--[] Rehoot Router
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Below is a view of the System Log.

/2§ http://192.168.1.1 /logview.cmd - Microsoft Internet Explorer i 10| x|
Fil=  Edit ‘iew Favorites Tools  Help ‘ '@ b ﬁ
System Log
Date/Time [Facility Severity Message
Jan 1 00:00:08|syslog |ermerg  [BCM96345 started: BusyBox w1.00 (2005.05.03-04:41+0000)
Jan 1 00:00:09kern  |crit kernel: ethD Link UP.
Jan 100:01:04 kern |crit kernel: ethO Link DO,

Eefrash | Closel

Configure System Log

If the log is enabled, the system will log selected events:
Emergency, Alert, Critical, Error, Warning, Notice, Informational,
and Debugging. All events above or equal to the selected log
level will be logged and displayed.

E].Wel[:nme System Log -- Configuration
=] Device Info
-] Quick Setup

If the log mode is enabled, the systerm will begin to log all the selected events, For the Log Level, all events sbaove or
&1 Advanced Setup

o equal to the selected level will be logged, For the Display Level, all logged events above or equal o the selected level
% \I;\flreles_ will be displayed. If the selected mode is 'Rermote’ or 'Both,' events will be sent to the specified IP address and UDP
EI@ M':g:;:::jm part of the remaote syslog server, If the selected mods is 'Local' or 'Both,' events will be recorded in the local memory,
B3 Settings
=E Backup Settings Select the desired values and click 'Save/fapply' to configure the system log options.
--|2] Restore User Settings
9 SDVSTES‘OL"! pefault Log: " Disable & Enable
em Lo
-] SNMP ! -
[ Internet Time Log Lewel: Debugging =)
) Access Control Display Level: Erar I

=JE] Update Software

-] Rehoot Router Made: Local =

Savelapnly

If the selected mode is “Remote” or “Both”, events will be sent to
the specified IP address and UDP port of a remote system log
server. If the selected mode is “Local” or “Both”, events will be
recorded in the local memory. Select the desired values and click
on the “Save/Apply” button to configure the system log options.
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[SNMP

E]lwglcome SNMP - Configuration

-1 Device Info

Simple Metwark Management Protocal (SMMP) allows a management application to refrieve statistics and status from
the SHMP agent in this device,

Select the desired values and click "Apph" to configure the SNMP options.,

533 Management
-4 Settings

-] Backup Settings SHMP 4gent & Disable © Enable
-] Restore User Settings

[] Restore Default - l—
B Systam Log Read Community: public
[7'simp Set Cammunity: private
[ Internet Time
1 Access Control Systern MName: Sysnarme
E gs::}; agzﬁ?m Systerm Location: Lirkricen
System Contact: ko
Trap Manager IP: 0.0.0.0

Save/apnly

| Internet Times

& welcome Time settings
1 Device Info
(1 Quick Setup This page allows you to the madem's time configuration,
] Advanced Setup
[ Wireless
: [] Diagnostics
=+ Management
E-Z3 Settings
[E] Backup Settings
-] Restore User Settings
-] Restore Default
D System Log
D SHMP
|:| Internet Time
#-_] Access Control

-5 Update Software o
-] Reboot Router apply |

[ Automatically synchronize with Internet time servers
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| Access Control

You can enable or

disable some services of your router by LAN or

WAN. If no WAN connection is defined, only the LAN side can be

configured.

Services

& welcome

-1 Device Info
[ Ouick Setup
-] Advanced Setup
-] Wireless

- [F] Diagnostics

=3 Management

=3 Settings

- [5] Backup Settings

EI Restore User Settings

“-[] Restore Default

..... D System Log

..... D SHMP

----- |:| Internet Time

=3 Access Control

i [ Services

[ IP Addresses

..... [5] Update Software
----- [5] Reboot Router

IP Addresses

Web access to the

Access Control -- Services

& Service Control List ("SCL") enables or disables services from being used.

Service |LAN

FTP W Enahled

HTTP W Enabled

ICMp ¥ Enabled

= ¥ Enahled

55H W Enahled

TELMET | M Enahled

TFTP W Enabled

Apply |

router can be limited when Access Control

Mode is enabled. The IP addresses of allowed hosts can be
added using Access Control—IP Address.

Add the IP address to the IP address list by clicking on the Add

button, then select

8 welcome
-] Device Info
] Quick Setup
#-(] Advanced Setup
=] Wireless
EI Diagnostics
=3 Management
B3 Settings
[ Backup Settings
--[] Restore User Settings
--[] Restore Default
- [] System Log
[ sHmp
D Internet Time
£+ Access Control
--[] Services
EI IP Addresses
o |:| Passwords
] Update Software
D Reboot Router

“Enabled” to enable Access Control Mode.

Access Control — IP Address

The IP Address Access Confrol rmode, if enabled, permits access o local management services from 1P adresses
contained in the Access Control List, If the Access Confrol mode is disabled, the systerm will not validate 1P adresses
for incoming packets. The services are the system applications listed in the Service Control List

sicess Confrol Mode @ Disabled € Enabled

1P Address | Remove

add
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To assign the IP address of the management station that is
permitted to access the local management services, enter the IP
address in the box and click on the Save / Apply button.

B welcome

&+ Device Info

] Quick Setup

&-_] Advanced Setup
-] Wireless

D Diagnostics

EH3 Management

EH3 Settings
Backup Settings
: Restore User Settings

i--[] Restore Default
-] System Log
-] SHMP
D Internet Time
£+ Access Control
Services
IP Addresses
[ Passwords

-] Update Software
--[] Reboot Router

Passwords

Access Control

Enter the IP address of the management station permitted to access the local management services, and click
‘Save/apply.'

1P Address: I
Save/apply

Access the Passwords screen under the Access Control section
to change a password. Select an account and enter the current
password and the new password and then click on the Save /

Apply button.

S welcome
#-J Device Info
-] Quick Setup
-1 Advanced Setup
-1 Wireless
E] Diagnostics
£+ Management
B+ Settings
-] Backup Settings
-~ ] Restore User Settings
- D Restore Default
B System Log
D SHNMP
-] Internet Time
=43 Access Control
D Services
D IP Addresses
-] Passwords
] Update Software
--[] Reboot Router

Access Control -- Passwords
Access to your DSL router is confrolled through three user accounts: admin, support, and user,
The user name "adrin" has unrestricted access to change and view configuration of your DSL Router,

The user name "support” is used to allow an ISP technician to access your DSL Router for maintenance and to run
diagnostics,

The user name "user" can access the DSL Router, view configuration sefttings and statistics, as well as, update the
router's software,

Use the fields below to enter up to 16 characters and click "apply" 1o change or create passwords, Note: Password
cannot contain a space.

[ ©

Confirm Password:

Username:

Old Password:

Wewi Passwaord:

Savefapply
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| Update Software

If your ISP releases new software for this router, follow these
steps to perform an upgrade.

1. Obtain an updated software image file from your ISP.

2. Enter the path to the image file location or click on the Browse
button to locate the image file.

3. Click the Update Software button once to upload the new

image file.

S welcome

-1 Device Info
] Quick Setup
-1 Advanced Setup
=-C1 Wireless

-~ [] Diagnostics
- Management
£ Settings

--[5] Restore Default

- [F] System Log

[ shmp
-[] Internet Time
=+ Access Control

3 senvices
-] 1P Addresses
D Passwords
-1 Update Software
-[7] Reboot Router

-[£] Backup Settings
[] Restore User Settings

Tools — Update Software
Step 1: Chtain an updated software image file from your 1P,

Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.
Step 3: Click the "Update Software" button once to upload the new image file,

NOTE: The update process takes about 2 minutes 1o complete, and your DSL Router will reboot,

Software File Name: Browse...
Update Software

| Reboot Router

Select Management— Reboot Router to reboot the router using
the web interface. The router will save the current configuration
and reboot itself using the new configuration.

& welcome
&[] Device Info
-] Quick Setup
-] Advanced Setup
-] Wireless
-] Diagnostics
43 Management
£ Settings

B
[ Internet Time
=3

-] Backup Settings

-] Restore User Settings
-[] Restore Default
System Log

SHNMP

Access Control
-] Services
-] IP Addresses
- =] Passwords

-] update Software
D Rehboot Router

Click the button below to save and reboot the router.

Save,Reboot
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Appendix

| FCC Waming Statement

This device complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the
limits for a class B digital device, pursuant to part 15 of the FCC
Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of
the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected.

—Consult the dealer or an experienced radio/TV technician for
help.

Any changes or modifications not expressly approved by the party
responsible for compliance could void the user’'s authority to
operate the equipment.

This device and its antenna(s) must not be co-located or
operating in conjunction with any other antenna or transmitter

To maintain compliance with FCC’s RF exposure guidelines, this
equipment should be installed and operated with minimum
distance 20cm between the radiator and your body. Use on the
supplied antenna.
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| Declaration of Conformity for R&TTE directive 1999/5/EC |

Essential requirements - Article 3

Protection requirements for health and safety - Article 3.1a
Testing for electric safety according to EN 60950-1 has been
conducted. These are considered relevant and sufficient.

Protection requirements for electromagnetic compatibility - Article
3.1b

Testing for electromagnetic compatibility according to EN 301
489-1 and EN 301 489-17 has been conducted. These are
considered relevant and sufficient.

Effective use of the radio spectrum - Article 3.2
Testing for radio test suites according to EN 300 328 has been
conducted. These are considered relevant and sufficient.

| CE Mark Warning

This is a Class B product, in a domestic environment, this product
may cause radio interference, in which case the user may be
required to take adequate measures.
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