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FCC Interference Statement

This device complies with Part 15 of FCC rule. Operation is subject to the following two conditions:

B Thisdevice may not cause harmful interference.
B Thisdevice must accept any interference received, including interference that may cause
undesired operation.

This High-Performance Wireless Router has been tested and found to comply with the limitsfor a Class
B digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in aresidential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used according to the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not
occur in aparticular installation.

If this equipment does cause harmful interference to radio or television reception, which is found by
turning the equipment off and on, the user is encouraged to try to correct the interference by one or more
of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment or device.

Connect the equipment to an outlet other than the receiver’s.

Consult adealer or an experienced radio/TV technician for assistance.

CE Declaration of Conformity

This equipment complies with the specifications relating to electromagnetic compatibility, EN 55022/A1
Class B, and EN 50082-1. This meets the reasonabl e protection requirements set out in the European
Council Directive on the approximation of the laws of the member states relating to Electromagnetic
Compatibility Directive (89/336/EEC).

Manufacturer’'s Disclaimer State

The information in this document is subject to change without notice and does not represent a
commitment on the part of vendor. No warranty or representation, either expressed or implied, is made
with respect to the quality, accuracy or fitness for any particular prupose of this document. The
manufacturer reserves the right to make change to the content of this document and/or the products
associated with it at any time without obligation to notify any person or organization. In no event will the
manufacturer be liable for direct, indirect, special, incidental or consequential damages arising out of the
use or inability to use this product or documentation, even if advised of the possibility of such damages.
This document contains materials protected by copyright. All rights are reserved. No part of this manual
may be reproduced or transmitted in any form, by any means or for any purpose without expressed
written consent of its authors. Product names appearing in this document are mentioned for identification
purchases only. All trademarks, product names or brand names appearing in this document are registered
property of their respective owners.
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Preface

Congratulations on your purchase of this High-Performance Wireless Router. This
router isthe perfect design product combining wireless and Ethernet network
technology together. Fully compatible with IEEE 802.11b wireless standard, this device
not only allows you to take advantage of mobility, but also to have fast Ethernet
connection with built-in four 10/100 auto-sensing switch Ethernet ports. Users on
wireless and Ethernet LAN can share files, printers, and other networking resource each
other at ablazing speed. Best of al, with NAT technology, all users can share single
account of Internet access by having this device connect to a DSL/Cable modem.

Integrated 802.11b wireless AP, it is quick and easy to deploy wireless LAN without
spending extra cost of awireless access point. The wireless Router’s efficient antenna
offers a covered range up to 30 metersindoor (150 meters outdoor) and seamless
roaming throughout wireless LAN infrastructure. More over, the wirel ess operation
provides 64 bit key and 128 bit WEP data encryption for high-level security.

With built-in NAT, this device not only provides natural firewall, protecting your
network from access by outside users but also extends your LAN connection. Users on
the LAN can share a single account of Internet access by having this device connect to
aDSL/Cable modem. This Wireless Router allows up to 253 users on the Ethernet LAN
simultaneously but makes I P configuration ssmple and easy. Configured asa DHCP
server, the High-Performance Wireless Router assigns an |PAddress to every connected
PC on Ethernet LAN automatically. Also, DHCP client helps WAN port obtain IP
address dynamically assigned by ISP,

With aweb-based Ul (User Interface), this High-Performance Wireless Router is easy
to setup and maintain. With this exclusive user friendly interface, al functions can be
configured easily viaaweb browser such as Netscape Communicator and Internet
Explorer.

About this Guide

This manual contains information about installing and configuring your
High-Performance Wireless Router. It is designed to guide users through the correct
setup procedures for appropriate hardware installation and basic configuration. Later, it
shows how to complete advanced configurations to get the best operating performance
from this High-Performance Wireless Router.

Chapter 1: Introduction

This chapter describes the package contents and provides alist of features and
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applicationsillustrations of the High-Performance Wireless Router.

Chapter 2: Hardware Installation & Setup

This chapter describes the steps for the hardware installation of the High-Performance
Wireless Router.

Chapter 3: Internet Access

This chapter describes the steps for the basic configuration and start up of the
High-Performance Wireless Router.

Chapter 4: Advanced Applications

This chapter describes how to configure advanced functions in order to get the most
from your High-Performance Wireless Router.

Chapter 5: Management Applications

This chapter describes how to configure Management functions for administration.

Chapter 6: Macintosh Setup

This chapter provides instructions on how to set up your Macintosh computersin your
network.

Chapter 7: Trouble Shooting

This chapter describes any potential problems you may encounter and the suggested
remedies.

Conventions
The following explains the conventions used throughout this document.

Italics New words, terms, or special emphasis. E.g. Getting to know your
High-Performance Wireless Router.

“Boldface” Buttons, checkboxes, or items that you can select from screens,
menus, or dialog boxes. E.g. Click “OK” to restart

Boldface Italics Itemsin Bold Italics are samples only and you should enter other
names, numbers, or words to substitute.
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Chapter 1: Introduction

This chapter describes the package contents and provides alist of features and
application illustrations of the High-Performance Wireless Router.

About The High-Performance Wireless Router

High-Performance Wireless Router is a hybrid design product which combines Ethernet
technology and wireless access into a single stand-alone unit. The device allows you
take advantages of both mobility and fast connection. All PCs whenever on wireless
LAN or Ethernet LAN can share files, printers and other network resource. Moreover,
all users can share single account of Internet access by having this device connect to a
DSL/Cable modem.

Ethernet / Fast Ethernet

Ethernet is the most widely-used network access method, especially in alLocal Area
Network (LAN) and is defined by the |EEE as the 802.3 standard. Normally, Ethernet is
ashared media LAN. All stations on the segment share the total bandwidth, which

could be 10Mbps (Ethernet), 100Mbps (Fast Ethernet), or 1000Mbps (Gigabit Ethernet).
With a switched Ethernet, each sender and receiver has the full bandwidth.

Fast Ethernet is defined by the as the IEEE 802.3u standard, a high-speed version of
Ethernet with 100Mbps transmission rate.

Wireless LAN

Wireless Local Area Network systems (WLANS) transmit and receive data through the air by using radio
frequency (RF). This offers some advantages like mobility, ease of installation, and scalability over
traditional wired systems.

Mobility: WLANs combine data connectivity with user mobility. This provides users with
access to network anywhere in their organization. For example, users can roam from a
conference room to their office without being disconnected from the LAN. Thisisimpossible
with wired networks.

Ease of Installation: Eliminating the need to deploy network cable in walls and ceilings,
Installing WLANS s easy for novice and expert users alike.

Scalability: WLAN topologies are easy to change in various ways from peer-to-peer networks
for asmall group of usersto full infrastructure networks for hundreds of users roaming over a
broad area.

Wireless LAN is suitable for difficult-to-wire and frequently changing environments. It's also an ideal
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solution for mobile workers to access network resource and for setting atemporary LAN when necessary

Wireless LANS can be set as“ Aad-hoc” network and “ Infrastructure” network. Unlike
the “ Aad-hoc network”, where users on the LAN send data directly to each other, the
“Infrastructure’ network includes an access point and users on the “ Infrastructure”
network send data to that dedicated access point. Advanced Wireless 11g Router uses
“Infrastructure” network as Wireless LANs. Each wireless LAN PC within the range of
the access point can communicate with other wireless LAN PCs within the range.

Features

Your High-Performance Wireless Router contains the following features that make it
excellent for network connections.

>

Allows multiple users to access the Internet at the same time by providing
maximum Internet utilization to multiple users, sharing asingle public IP
Address.

Integrates four 10/100BASE-T/TX auto-sensing switch ports.

Uses NAT to alow all of your network’s PCsto connect to the Internet using
only one (purchased) IP address.

Supports PPPOE that enable user to seamlessly connect to I SPs with the
familiar “dial-up” connection interface.

Built-in web-based user interface for easy configuration and management
through common web browsers such as Netscape Communicator 6.0 or later
and Internet Explorer 5.0 or later.

Built-in NAT firewall to protect your PCs from outside intruders.

Supports DHCP client to receive both adynamic IPAddress and afixed |P
Address from your |SP.

Built-in DHCP server to automatically assign and manage LAN |P addresses.

Allow administrators to block specific internal users from accessing specified
applications or services.

Allows external Internet users to access information from the internal target
host by setting the Virtual Server.

Provides unrestricted two-way communication between one PC on your LAN
and certain Internet services such as conferencing, video and gaming
applications.

Enhances routing performance by using Dynamic and Static routing settings.
Allow administrators to change WAN MAC address.
Compatible with al popular Internet applications.
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Package Contents
After carefully unpacking the shipping carton, check the contents listed below.

Router Power Adapter User’'s Manual

B The High-Performance Wireless Router
B Power Adapter

B User'sManud
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Chapter 2: Installation

This chapter provides information about your High-Performance Wireless Router’s
physical features and gives step-by-step installation instructions for hardware
installation and software configuration.

Front Panel

The following figure shows the front view of the High-Performance Wireless Router.
The LEDs on the front panel indicate the status of the unit. You can easily view the
operation of your High-Performance Wireless Router from this panel.

Note: Please refer to the model on your hand to find proper description.

Front Panel-

Broadhband Router

11b Wireless AP builEin

—_ AN
Power Diag  WrLaN e 3 4
LI @St & @ B 8 @ LnkiAx

LED

Power:

Diag:

WLAN
Link/Act:

WAN
Link/Act:

LAN 1~4
Link/Act:

Status

Green

Red

Green

Green

Green

Description
Steady on when the power ison.

Lights up during system checking connections and
internal operation when the power isfirst switched
on. If the device works properly, the light should
switch off automatically.

»  Steady on when the wirelessAPis enabled.
When the wirelessAPis disabled (through the
web-based utility), the LED should remain off.

»  Blinking when datais flowing through Wireless
AP.

»  Steady on when the Ethernet link exists.

»  Blinking when datais flowing through this port.
Steady on when the Ethernet link exists.

»  Blinking when datais flowing through this port.
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Rear Panel & Connections

The following figure shows the rear view of the High-Performance Wireless Router and
illustrates how the cables connect to the interfaces on the rear panel.

Rear Panel~

B NNy -

Power ., WA RESET..

Lo

Plug one end of the UTP cable into the WAN port, the other into the RJ45 Ethernet
jack on your ADSL or Cable modem.

Connect a PC, which must has an Ethernet NIC (Network Interface Card) installed,
to one of the LAN Ports.

Connect the external power supply to the High-Performance Wireless Router.

The Reset button is used to reboot and re-initialize the device (press once quickly),
or for clearing configuration settings back to factory default values (press for
longer than 3 seconds).

Note: If you are Macintosh users, please refer to Chapter 6 Macintosh Setup for more
detailed information about configuring TCP/IP, hardware installation and so on..

System Requirements

To connect to the Internet, an external ADSL or Cable modem and an Internet access
account from an ISPisrequired. In order to operate with the High-Performance
Wireless Router, each PC that is to be connected to the High-Performance Wireless
Router should have the following things installed:

>

YV V VYV V

Ethernet NIC (Network Interface Card: a10Base-T or 10/100Base-T/TX Ethernet
card), or wireless client card for wireless connection

Standard twisted-pair Ethernet cable (UTP network cable) with RJ-45 connectors
System OS: Windows 95/98, Windows NT4.0, or Windows 2000/XP
TCP/IP network protocol

Web browser, such as Microsoft Internet Explorer 5.0 or later, or Netscape
Navigator 6.0 or later
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Setting Up the TCP/IP Protocol

If you are not sure whether the TCP/IP Protocol has been installed, follow these stepsto
check, and if necessary, install TCP/IP onto your PCs.

1. Click the*Sart” button. Choose “ Settings’, then “ Control Panel”. Double-click
the “Network” icon. Your Network window should appear as follows:

[ &
|
S mh
ACoarraindiy A Mers AcdfRemova  DalafTima
Opbons Hamdwars Pragmams
®H B @& =
Dimpley Fons Islginiai Fayticsard
& D 9 21
Mociers Fouss Futmedia EEER
s mrvaed Fosemr FPrinders Fagonel
Setings
Bdmnida Syimm

2. Select the“ Configuration” tab.

Important:
For Windows 2000 & Windows XP Setting, you will find that they differs with
Windows 98/ME/NT slightly. See the following for reference.

Click the “Local Area Connection” icon on the lower right hand side of your
desktop screen.
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Inthe“Local Area Connection Status’ window, click the “ Properties’ button
then your Network window will appear.

Local rea Connection Status ETE
el |
Corwascbon
Siaut Carustad
Cruiadioni el ]
Gpeemct 100 M
Aciriy
Sernd — %‘ ——  Hecerwd
il
Fachaiz 15497 | 1433
O |

Thereisonly onetab, “ General”, in the Network window.

3. Check whether the TCP/IP Protocol has already been installed onto your
computer’s Ethernet card. Note that TCP/IP Protocol can be installed for a
computer’s Dial-Up Adapter as well as for the Ethernet card.

- Ifyes , gotostep 7.
- If no, click the“ Add” button.

Contgraston | idsniosiion | Acosss Corbol |

The tebamy pretpal e ae rilaled

&F IS PR coimpatibs Fioboaod = PCI Fas! EfFesine l'lEl:l\.Ill
¥ HsiBEUI -> PCIFaat £ themst DECchas 211 40 Baasd &ds
TCFAF - Dhald o dadlanded

el bty [t syt Fiod PARCITS0R Mhehaanis -
4 | *

Pramay Mahsok. L ogon

| Cimrt: 1o Miciorolt Matwodx =l

Ehe and Pk Shasr |

B |
| TEPAP i e probociol o uss be cornesct bo the Inksmet snd |
| wackansa retmoha. |

[ ok ] coce |

4. Double-click “Protocol” in the Select Network Component Type or highlight
“Protocol” then click “ Add”.

-10-
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5. Highlight “Microsoft” under the list of manufacturers.

Double-click “TCP/IP” from thelist on the right or highlight “ TCP/IP” then

click “OK” toinstall TCP/IP.
T - |

Clich @8 Fiwisvad Frodocol derpaa wani io scall ee oice TF. 1o bees s
K ol e i el Ao e e Dk

Morafectrers Fpherrw Prripealn
—— T ey -ranpakbie. Pims

Herw Dk

T

6. After afew seconds, you will be returned to the Network window. The TCF/IP
Protocol should now be on the list of installed network components (see 3 above).

7. Click the“Properties’ button. The TCP/IP Properties window consists of several

tabs. Choosethe“ IPAddress’ tab.

8. Select “Obtain an | P address automatically”. Click “OK”. Restart your PC to

complete the TCP/IPinstallation.

-11-
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Bodage | Aduencad MeER0S | OHS Conbguesion |
Cskzamry | WANE T rkpaei F dadidan s

Ay P pidrmes canbe minmascaly aingied ko B comprss F
i 1ebark doan el stsmeteaky neegn F adcrereer a: wan

mehre a1 mn mred T beps 1 e opEcs
b berer

= :Eﬂlhanqun!mmﬂ
" Specriy an 1P acdeax

Fixed IP Addresses Configuration

Fixed |P addresses may be assigned to network devices for many reasons, such as the
server PCs or printers which are consistently accessed by multiple users. To set up
computers with fixed P Addresses, go to the “IPAddress’ tab of the“ TCP/IP
Properties’ window as shown above.

Select “ Specify an |P address’ and enter “ 192.168.1.xxx” in the“| P Address”
location (where xxx is anumber between 2 and 254 used by the High-Performance
Wireless Router to identify each computer), and the default “ Subnet M ask”
255.255.255.0" . Note that no two computers on the same LAN can have the same IP
address.

-12 -



Broadband Security Router User Guide

TOPAF Panperities ﬂ:_.:J

Bndegt | gdvced | MeBIDS
DS Configuision | Gatesey | WING Confguration. P Addeer
An IF addhea can ba autonaticely aztgred Lo ha conpaln
11 yone oot ot reot atormatealy arign I addiiaes, ath
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™ Qb 50 P skSss sl
* Spgciy an P addess
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bl Wade [ 255,260 F66 ) |

[+ Dot correschon b nedwaork meks

] oo |

Click onthe “DNS Configuration” tab and select “ Enable DNS’. Enter the“ DNSIP
Address’ obtained from your ISPinthe” Server Search Order” location. Then click

the“ Add” button.

1 LR/ Propesties S [

Biredrg: Fibvariced | HaEIDs
DK Confipidtion | Gaigmay | WINS Configuation | 17 Addess
™ Dijsakde DS
Bl T

Heit TESTHOET Digresin |rE'3I[:IIIH.M'-I

DHE Serval Sessch Dide

[ ] _em |

IR JEREE Bervove |
[Corumn Sutks Smsech Drdee

| Zr—s— I

[T ] caes |

Click onthe “ Gateway” tab and enter the High-Performance Wireless Router’s default
gateway value 192.168.1.1 in the “ New gateway” field, then click “Add” Button.

-13-
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IiiiIIIIIII .

_ & | Comd |

Click “OK”. Restart your PC to complete the TCP/IP installation.

-14 -
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Chapter 3: Internet Access

This chapter describes the procedures necessary to configure the basic functions and
begin using your High-Performance Wireless Router. If you follow these procedures
correctly, there should be no problem in accessing the Internet via your
High-Performance Wireless Router.

Prepare your network information

In order to allow quick referencing when setting up your High-Performance Wireless
Router, it is suggested you complete the table below with the necessary information. It
should be supplied by your ISP,

Provided by some ISPs Host Name:
Domain Name:

O Obtain IP Address automatically
O Static IP

IP Address:
Subnet Mask:
Default Gateway:
DNS Server Primary:
DNS Server Secondary:
DNS Server Third:

IP address given by ISP:

PPP authentication: O PPPoE

O PPTP
Login Name:
Password:

Web-based User Interface

Your High-Performance Wireless Router is designed to use a Web-based User Interface
for configuration. After connecting your router and your computer, please open your
web browser and type http://192.168.1.1 in the browser’s address box. This addressis
the factory set IP Address of your High-Performance Wireless Router. Press “Enter”.

Conmect b 192 168,01

-15-
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The* Username and Password Required” prompt box will appear. Leave the
Username field empty and type “admin” (default password) in the Password field.
Click “OK™. The setup screen will then appear.

Basic Configuration — Setup

The“ OnePage Setup” screen isthefirst screen you will see when you access the
Utility. If the router has already been successfully installed and set up, this screen’s
values will aready be properly configured.

Main M UnePage Sefup
Adwanced )
T — HosL Marme: iMarpetend by soema 1953
T Domain MName: | Raepwimed by woeme 15531
Prrvate TP Address (AT B B-0E-T3-F5-F &3]
eevbon IF Address! EN R
st Mask:
r RcRowag |
Wireless PR A 80585703
¢ Enoble  Disshls
s =
Manag: ment A e ren - =] (Oamain: UsA)
T " Mandatory * isabda " 2 S
s B | :
WAN Connection Type Hemmar [aownonclt =] pane mcdraser w8-s8-28-£3-PA-34)
m Eslgct the Infemst connecton bype youw =ish bo yss
[ Upgrste Ferver |
& [Dasgraaslic- P Teacen ilﬂ
Leg O |
Host Name: Thisentry isrequired by certain ISPs.
Domain Name: Thisentry isrequired by certain |SPs.
Time Zone: Select the time zone of your location from the drop down list.

Private|IPAddress: The“Device |PAddress’ and “Subnet Mask” of the router are
used for the internal LAN. The default values are 192.168.1.1
for the IPAddress and 255.255.255.0 for the Subnet Mask.

Wireless

Check “Enable” or “ Disable” to make the wireless LAN function active or inactive.

SSID: Asthe acronym for Extend Service Set | dentifier,
ESSID is the unique name shared among all clients and

Wireless Broadband Router in a same wireless network.
The ESSID must be identical for all points and must not

-16 -
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Channel:

WEP:

WEP Key Setting:

exceed 32 characters.

Select the appropriate channel number from the
drop-down. The permissible channels are different from
Regulatory Domains. Make sure that all nodes in the same
wireless LAN network use the same channel, or the
channel usage is automatic when a connection between
client and access point are made.

Asthe acronym for Wired Equivalent Privacy, WEPis
an encryption mechanism used to protect your wireless
data communications. WEP uses a combination of
64-bit/128-bit keys to encrypt data that is transmitted
between all pointsin awireless network to insure data
security. To code/decode the data transmission, all points
must use the identical key. To make the WEP encryption
active or inactive, select “Mandatory” or “ Disable’.

Asthe WEP s active, click the button of “WEP Key
Setting” to go to the setting page. Select “ 64Bit” or
“128Bit” encryption algorithm from the drop-down list.
There are two ways to generate WEP key:

To creat & new \WEF kay, sither enter
& panpphrass and preds the generate
Eisttan, oF @ntar the kay alkmets oo
ihie tabke hedow

[ =T

P g hii dci: I— (e |

O
bl fFooComn
e f-ooComn
N T

Ingbgult 12 Koy IE

Passphrase Enter a alphanumeric text string in this
column then click “ Generate” button, and four 64-bit
encryption key will be created automatically. Note that
only one 128-bit key will be generated in 128-bit
encryption mode.

Manually You may need to enter the WEP key manually
in case to join the existing wireless network. However, if
not, the Pass phrase method is recommended. If you are
not sure which way to use, check with your network

-17 -
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administrator.

Default TX Key Select one of the four keysto be the
encryption key you are going to use in the wireless
network. To be sure that all the pointsin a same wireless
network have to have the same encryption key.

WAN Connection Type

There are four options for WAN connection types, Obtain | P automatically, Static IP,
PPPoE, and PPTP.

The connection type you need to choose is dependent upon the settings assigned by
your | SP. Which connection type you need to choose may differ from | SPs as well as
the service you applied for. It depends on your |SP's assignment. If you are unsure
which connection type you currently use, contact your 1SP to obtain the correct
information.

Obtain IP automatically

It isthe default option for the router. If your |SP automatically assigns an |P address
and other values to the High-Performance Wirel ess Router, leave them there without
making any changes.

Static IP

The WAN IPAddress and Subnet Mask of the router entered here are used by external
users of the Internet (including your ISP). If your ISP assigned afixed | P address, select
thisitem and enter the IP Address and Subnet Mask provided by your |SP.

WaAN Connection Type [0 =
Select the Infamet connechcn fype you edeli ba uss
Specily WAN TP Addrass: [
bl Mask:
Default Cateway Addross:

e
P__P_
DONE(Raguired) 12 W B
=t
= I

=

DnE 2
ONE 3

Specify WAN IPAddress. Enter the |P address provided by your ISP,
Subnet Mask: Enter the subnet mask values provided by your ISP
Default Gateway | P Your ISPwill provide you with the Default Gateway 1P

-18 -
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Address:

Domain Name Ser ver
(DNS):

PPPOE

Address.

Your ISP will provide you with at least one DNS IP
Address. Multiple DNS IP settings are common. The first
available DNS entry is used in most cases.

PPPOE is a dia-up connection type provided by some I SPs. It is a cost—effective way
for a user to access this connection type. If your | SP provides PPPoE connectivity, you
should choose thisitem from the drop-down list. Note that if you select PPPOE, please
remove any existing PPPoE application on any PCs on your LAN.

WAN Connection Type  [T1-F =

L Mame;
Passvre

Salact the INIErMET COMAACTICN Typd Fau wish to uss

I
|-|-H|H-|

& Cownect an Damand: Mas IdInTI.mnl' M.
© aep Allve: Bediol Pudiod [T See.

User Name:
Password:

Connect-on-demand:

Keep Alive:

b | oo |

Enter the user name your ISP provides you.
Enter the password your | SP provides you.

Itisautility used to trigger the PPPOE session when
there is a packet being sent through the WAN port while
it is on disconnected situation. Check the radio button to
make this function active, and then you must enter the
number of minutes you wish the network to remain idle
before disconnection occursin the“Max Idle Time”
location.

This function keeps your PPPOE connection enable even
if it remainsidle. However, in some situation, PPPoE
session cannot be established immediately after
disconnection. Thisis because the system on the ISP's
site may need alittle time to restore itself. You may need
to check with your ISP to obtain detail of how long you
need to wait before re-establish the PPPOE session. Enter
thisinformation in the “Redial Period” field.
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RAS(for SingTel)
If your ISP uses RAS to establish the connection, you should select this item and follow

the steps below.
Wl Connection Type  |Fas da SngTHl =]
Select e Inieepret o Liowy Tpe it Wik 10 e
Usmr Nama: |-|=|
Hasswiord; | ------
RAE Plan: [F1 Ebene =)

* Canmact mn Darmand: Mas Ldka Time - Wi
 Kaop ABva: Radial Pedod | Sae,

At} Ot |
User Name: Enter the user name your |1SP provides you.
Passwor d: Enter the password your | SP provides you.
RAS Plan: Choose the connection method that you want to use.
Connect-on-demand: It isautility used to trigger the RAS session when there

is a packet being sent through the WAN port whileit is
on disconnected situation. Check the radio button to
make this function active, and then you must enter the
number of minutes you wish the network to remain idle
before disconnection occursinthe“Max Idle Time”
location.

Keep Alive: This function keeps your RAS connection enable even if
it remainsidle. However, in some situation, RAS session
cannot be established immediately after disconnection.
This is because the system on the ISP's site may need a
little time to restore itself. You may need to check with
your 1SP to obtain detail of how long you need to wait
before re-establish the RAS session. Enter this
information in the “Redial Period” field.
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PPTP

PPTPisthe acronym of Point to Point Tunneling Protocol. Usually, it isused to
encapsul ate other protocols packets for transmission over | P network. Some | SPs use
this protocol asway to establish the initial connection between the CPE (end-user side)
and DSLAM (ISP side). If your ISP uses PPTP to establish the connection, you should
select thisitem and follow the steps bel ow.

WAN Connecton Type J FFIF =

Spacify WAN [P Adddress;

Buhnet Mask:

Datault Catoway Address:

Lissr Plarms
Passiord:

it iFen |Afmnel Cormacthon Eypes youl wish B Lse

I FEEAHY

= Conmest oo Dermand: FMas Tdle Time F_ Pl
"llnpﬂul:i:-udlﬂhllndl-' Bimr,

Specify WAN IPAddress:

Subnet Mask:

Default Gateway | P
Address:

User Name:
Password:

Connect-on-demand:

Keep Alive:

) e

Enter the IP address provided by your ISP, If your ISP
provides you an Alcatel Speed Touch™ modem, it is
suggested that you enter 10.0.0.150 in this column.

Enter the subnet mask values provided by your ISP,

Your ISP will provide you with the Default Gateway |P
Address. If your ISP provides you an Alcatel Speed
Touch™ modem, it is suggested that you enter the
10.0.0.138 in this column.

Enter the user name provided by your ISP,
Enter the password provided by your ISP.

Itisautility used to trigger the PPTP session when there
is packet being sent through the WAN port whileitison
disconnected situation. Check the radio button to make
this function active, and then you must enter the number
of minutes you wish the network to remain idle before
disconnection occursinthe“Max Idle Time” location.

This function keeps your PPTP connection enable even
if it remainsidle. However, in some situation, PPTP
session cannot be established immediately after
disconnection. Thisis because the system on the ISP's
site may need alittle time to restore itself. You may need
to check with your ISP to obtain detail of how long you
need to wait before re-establish the PPTP session. Enter
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thisinformation in the “Redial Period” field.

HBS
If your ISP uses HBS to establish the connection, you should select thisitem and follow
the steps below.
WAN Connection Type  [FEC =
smigct tha Indmmrat Sonmsction Type you wish fo se

Usar Marmo; |

Fassvamrd: I.r----

Hoart Boat Servor: E kb kb b

= Conmect on Dermaned: Max hlu"l'lmu]" Py,
7 Eppp Alive: Fodlal Period r"_ Hoc.

User Name:
Password:

Heart Beat Server:

Connect-on-demand:

Keep Alive:

oot Wit
Enter the user name provided by your ISP,
Enter the password provided by your ISP.

Enter the IP address provided by your ISP. This setting is
available only for some areas. Check your ISP for more
detailed information.

Itisautility used to trigger the HBS session when there
is packet being sent through the WAN port whileitison
disconnected situation. Check the radio button to make
this function active, and then you must enter the number
of minutes you wish the network to remain idle before
disconnection occursinthe“Max Idle Time” location.

This function keeps your HBS connection enable even if
it remainsidle. However, in some situation, HBS session
cannot be established immediately after disconnection.
Thisis because the system on the ISP's site may need a
little time to restore itself. You may need to check with
your 1SP to obtain detail of how long you need to wait
before re-establish the HBS session. Enter this
information in the “Redial Period” field.

When you have properly configured the Setup page, click “Apply”. You can now test to
seeif the settings are all correct by attempting to connect to the Internet.
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Chapter 4: Advanced Applications

In general, after finishing the steps listed in chapter 3, you can connect to Internet with
ease. Yet, you might want to have advanced configuration for some reasons. This
chapter provides information on how to set up and use the advanced functions of your
High-Performance Wireless Router.

DHCP Configuration

A DHCP (Dynamic Host Configuration Protocol) Server can automatically assign IP
Addresses to each computer in your network. Unless you already have onein you LAN,
it is highly recommended that you set your router to act as a DHCP server.

DHCP Settings

DHCP Server

Dynamic [P Address: <1 Enable  Disahle

Starting 1P Address: 110
Mumber of Users: 50
Client Lease Time: 2 minutes (0 means one day )

ONB(Required) 1: 0

| LIHCF Clent Takie | Apely |L'|J-|

Dynamic IPAddress.  Select “Enable” to use the DHCP server option of the router.
If you already have a DHCP server in your network, set the
router's DHCP option to “ Disable”.

Sarting IPAddress: Enter anumerical value, from 2 to 254, for the DHCP server
to start at when assigning |P Addresses.

Number of Users Enter the maximum number of PCs that you want the DHCP
server to assign |P Addresses to, with the absolute maximum
being 253.

Client Lease Time: Enter the number of time that DHCP clients (The PCs on
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LAN side) can use the IPAddresses assigned by Router’s
DHCP server. Before the time is up, DHCP clients have to
reguest to renew the DHCP information.

DNS: The IPAddress of the Domain Name Server, whichis
currently used. Multiple DNS IP settings are common. The
first DNS entry will be use in most cases.

WINS: Windows Internet Naming Service converts NETBIOS name
to IP address. The Windows based PCs are assigned
NETBIOS names, which have to be transfer into | P addresses
if the network transport is TCP/IP. For example, through
WINS the two PCs that belong to different subnet can locate
each other by name. Enter the IP address of WINS server and
it will be assigned to DHCP clients.

DHCP Clients Table Click the DHCP Clients Table button to show current DHCP
client information.

Apply: Click this button after making any changes for activating the
settings.
Undo: Click this button if you are not satisfied with the settingsin

this page before clicking Apply.

Access Control

The Access Control feature allows administrators to block certain users from accessing
the Internet or specific applications. Before using this function, the network PCs which
you want to control the access limitation should be assigned fixed |P Addresses.

Access Control

IF Access Setting | WAL Access Seting | MAC Access Sefling

P hcoees Seiting
Iegat ik LAN [Py arwi th gon suivbess =hich wim wiahad iv be blecked

Pl Fiimar Gioeg [1-T/LEN ¥ Raiiga Blochisd Fam Rargae

(Bt =| oo dEpal mF
1

B2 =] GumasaAl =l ; - |

oot =] gegampal sF o
B+ =] speaeeal =F B
I-.\'-t.--;_ I“.l‘ﬂﬂ-l}- CH l-lF i & I‘- E

sy | To |

-24 -



Broadband Security Router User Guide

IP Access Setting

This function allows network administrators to restrict up to five groups of specified
network users/computers from accessing the certain applications

Protocol: Select the protocol typeas*“ TCP” or “UDP” from the drop
down list. If you are not sure which one to choose, select
“Both”.

Filter Group/LAN IP  Enter the range of |1P addresses which you want them to be a

Range: controlled group to have the same access limitation.

Block Port Range: Enter the range of port numbers which are used by the

applications you wish to be blocked.

Hereis an example for the IP Access Setting. Enter the range of 51~80 in the Filter
Group column and 20~80 in the Block port Range column, then click “Apply” button.
Asthe result, the user’s computers which have IP Addresses in the range of
192.168.1.51 to 192.168.1.80 will not be able to use the applications which use port
numbers from 20 to 80, such as FTP, Telnet and web browsing.

URL Access Setting

To shift to URL Access Setting, click on the bold type word to hyperlink to the setting
page.

This function allows network administratorsto restrict or allow all LAN users to access
the web sites that the addresses have been enter to the columns.

Access Control

B Acceps Soiting | URL Access Setting | MAC Access Sefting

LURL Access Satting
WOk o s Iy v Pun clien By aelect funclion anable o disehle A pou G anabis, [
e URLS shis: by wiive dlosead ba b sCCirscad A 1ha Tied dicas

1S, Aiies Lt 7 Fnabds 7 Dinakis
Winlrwite Aot T Bl | 1 Black

Hlnked Accwm Wahslin

Sita 1 _I:Idr;l
Biln 7 H
sitn 3 Dol |
Eila 4 Deoe |
Sitin 5§ E
Bitm 1%9; | Fhaa

Hite 20 [

| g
i

Apty | Undo | ShewURL Log
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URL Access Limit:

Website Access:

Block Access Website:

Show URL Log:

Private MAC Filter

Check “Enable’ or “Disable’ to make this function active
or inactive.

Check “ Allow” to allow users on the network to access
specific website listed on the location only. In contrast, to
restrict users on the network to access the website listed on
the location, check “ Block” in thisitem.

Enter the website addresses to be accessed/blocked on the
locations. Up to twenty website addresses can be entered into
the locations.

URL Log allows network administrators to check the URL
access records. Click the button of “Show URL Log” to go
to the URL Filter Log table. Thistable lists the
users/computers by their 1P Addresses, the access status, and
their URL Access destinations.

This function allows network administrators to use the MAC addresses of PCsto
restrict users/computers from accessing the Internet.

Access Control

Fiitered MAC Address: || =

mac 1
a2
minc &
mAac 4;
A b
i
mac ¥
e 1
mac

miae 13

Filtered MAC Address;

There are fifty sets divided into five groups in this function.

You can choose each group by selecting from the pop-down

list. Enter the MAC addresses of the computers you wish to

block in the columns, and then those users/computers cannot
access Internet at all.
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Virtual Server Settings

The Virtual Server Settings application allows you to set up a maximum of ten public
services that can be accessed by external users of the Internet, such as a Web Address,
Email, FTPetc.. Each service is provided by a dedicated network computer (server)
configured with a fixed IP Address. Although the internal service addresses are not
directly accessible to the external user, the High-Performance Wireless Router is able to
identify the service requested by the service port number and redirects the request to the
appropriate internal |P Address/server. To use this application, it is recommended you
use afixed Public IPAddress from your 1SP. Note that your High-Performance Wireless
Router supports only one server of any particular type.

This router also supports UPnP Forwarding. You can use either Virtual Server Settings
or UPnP Forwarding by clicking the button to change setting page. Please note that do
not set the same function server to different IPAddress in different setting pages.

Virtual Server Setltings

Wirtual Server

Ports Rerdiroect TP Address
) 0 Both |w 192.168.1."
- [i] Both 192.168.1." Well-known Ports
i ) Bolk 3 M
192, 168.1 s
] ¥] B A i o it
L v 193, 168, 1. ) (Telaxth
1 ] Bofk 1932, 168.1." 0 imer
_ it
i} [ Bolk 192, 168,.1." ] |Hr1';':”
] n] Hoith, ] :ﬁ Im;
- . o 1] » I. I
192, 164.1 1E1 1 HAF Tiagi
1 =1 Both 1692, i68.1."
0 =l Bl = 192.168.1."
0 i Bod 192, 168.1."
| UFeP Forwmieg
PASY FTP Virtual Server
Enalds  Disabls FTP Pari Server I
- i 192.166.1."

A .'.J ” ks

Set up individual network computersto act as servers and configure each with afixed
IPAddress.

Note: In the “One Page Setup” screen, ensurethe “ Private | P Address’ is set to the
High-Performance Wireless Router’ s default setting of 192.168.1.1. If afixed Public IP
Addressisto be used, select “ Specify an |P address’ and enter the IP Address and
other necessary information provided by your ISP.
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Ports:

Redirect IPAddress:

Passive FTP Virtual
Server:

Apply:

Undo:

Example:
If the service port number

Enter the desired service port numbersin the* Ports’ fields.
You can specify the protocol typeas“TCP” or “UDP” from
the drop-down list. If you are not sure which one to select,
choose “Both” . A selection of well-known service port
numbersis provided on this screen.

Enter the appropriate |P Addresses of the service computers
inthe“ Redirect IPAddress’ locations.

When thereisfirewall filtering in your network, the Internet
user may not be able to access FTP server you set inthe LAN
side. Setting FTP server at passive mode will be necessary.

Enable/Disable - Click to enable/disable passive FTP
function.

FTP Port - Enter the port number (> 1024) that the FTP
server will use as data connection port number. The client
side should select passive mode and use the same port
number entered here.

Server | PAddress - Enter the appropriate | P Addresses of
the service computers.

Click this button after making any changes for activating the
settings.

Click this button if you are not satisfied with the settingsin
this page before clicking Apply.

80~80 (representing an HTTP web address) is entered in

“Ports’ and 192.168.1.100 is entered in “ Redirect IPAddress’, then all HTTP
requests from external Internet users will be directed to the PC/server with the
192.168.1.100 fixed IPAddress.

Below isalist of the protocol and port ranges that are used by some common

applications.
Application Protocol Port Range
FTP Server TCP 21
Half Life UDP 6003, 7002, 27010, 27015, 27025
MSN Messenger TCP 6891-6900 (File-send)
TCP 1863
UDP 1863
UDP 5190
UDP 6901 (Voice)
TCP 6901 (Voice)
PC Anywhere host TCP 5631
UDP 5632
Quake 2 UDP 27910
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Quake 11 UDP 27660 (first player)
"C:\Program Files\Quake |11 Arena\quake3.exe" +set
net_port 27660
27661 (second player)

Telnet Server TCP 23

Web Server TCP 80

UPNP Forwarding

UPNP (Universal Plug and Play) is a standard introduced from Microsoft and UPnP
Forum for interoperability. Currently, this function supported by this device allows you
to set virtual server from Windows OS that supports UPnP, such as Windows XP.

LIPnP Funchion: © Enable & Disable

Application Name  Ext.Port  BETEE ot par [P Address Enable
FTP 21 E L 0 1ezaseal B
Telnat 21 0 r ] 192 16810 "
BMTP 25 E L S jesaset)’ |
DNS 59 ¥ o Emm T
TFTP 69 - = | jesaeea)’ | T
Finvger 79 2 B U s
HTTP BO ¢ mm U
POPS 110 e 0 jesgead)l
NNTP 119 2 » [ I »
BNMP 161 *» o EmE 3 =
' | - COow N jesaEeal’ 0o
B P - = N N =
' o ® = 0 jesaseall
g L B P D qesaseal 0
b L 2 L tezasedl’ |
Ftum i Wirhaa] Depver |
UPNP Function: Check “Enable” will allow LAN side PCs that support UPnP

to set virtual server.

Before you enable the UPnP Forwarding, you have to set up
individual network computersto act as servers and configure
each with afixed IPAddress.

In the “One Page Setup” screen, ensure the “Private | P
Address’ is set to the Router’s default setting of
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192.168.1.1. If afixed Public IPAddressisto be used, select
“Specify an P address’ and enter the IP Address and other
necessary information provided by your ISP,

Application Name: UPNP has ten pre-setting forwarding rules, which are
well-known applications. You can enter any name to present
the additional settings beside those pre-setting rules.

Ext. Port: Most of applications usually use their individua port number
for itsincoming and outgoing data packets. However, some
of the application may use different port number for
incoming and outgoing data packets. In this case, you have to
enter the port number used by incoming data packets here.

Protocol: Specify the protocol typeas“TCP” or “UDP” whichis used
by specific service.

Int. Ports: Most of applications usually use their individual port number
for itsincoming and outgoing data packets. However, some
of the application may use different port number for
incoming and outgoing data packets. In this case, you have to
enter the port number used by outgoing data packets here.

IPAddress: Enter the appropriate |P Addresses of the service computers
inthe “Redirect IPAddress’ locations.

Enable: Check to make this forwarding setting active.

Apply: Click this button after making any changes for activating the
settings.

Undo: Click this button if you are not satisfied with the settingsin

this page before clicking Apply.

Example: If the service port number 80~80 (representing an HTTP web address) is
entered in “Ports’ and 192.168.1.100 is entered in “ Redirect | PAddress’, then all
HTTP requests from external Internet users will be directed to the PC/server with the
192.168.1.100 fixed IPAddress.

DMZ Host

The DMZ Host application allows unrestricted 2-way communication between asingle
LAN PC and other Internet users or servers. This application is useful for supporting
specia-purpose services such as video-conferencing and gaming that require
proprietary client software and/or 2-way user communication.

To use this application, you must first obtain a fixed Public IPAddress from your ISP,
Note that in order to provide unrestricted access, the Firewall provided by the
High-Performance Wireless Router to protect this port is disabled, thus creating a
potentially serious security risk.

It is recommended that this application is disabled when it is not in use by entering “0”
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inthe*DMZ Host” field.

The Multi DMZ allows you to map the public IP addresses to your LAN PCs, should
you get more than one public I P address from your ISP. This function is useful to set up
your servers, such as an FTP server, web server, and so on, with public 1P addresses, but
still keep them within your LAN group.

With the public | P addresses, Internet users will access your servers more easily and
those servers can still communicate with other PCsin you LAN by using Network
Neighborhood.

DME (Demililarized Zome) Hosl

P fembarm =l opan sl rvoul socenaes for orm LAKN compuler, assecily for infernet geme
spplication, Desides, s i wgend for maschires that host TOPRP pervices that seoukl be Tuly
Sk 1D s piisl Mestvedel, Figdrds enlir 00 LAMP Sddridd Debow, ACTiale Ll Mesluns only
wtan rcpired. (0 @ rsctew]

DT Host: gez.a n.u.l-f-'

Pl D% (For Figed [P only)
WM TP LAk TF;

F:'_.I"_ ]':'_.*'_ 192 168.1. r
T vszannn
I'-'_f-'_]”_f-'_ 1921880 f-_
F:l_l"_f:'_*'_ L¥E. 1681 r
I'.'_.I"_}"_.r |-n.|u|.f'_

o | b |

Before setting up aLAN PC to act asaDMZ Host, you should configure it using a
fixed IPAddress.

Note: Inthe” One Page Setup” screen, ensure the Private |P Address is set to the
High-Performance Wireless Router’ s default setting of 192.168.1.1. In the Public IP
Address area, select “ Specify an |P Address’, and then enter the IP Address and other
necessary information provided by your 1SP.

Click the*DMZ Host” option in the Advanced Menu and enter the fixed IP Address of
the Exposed Host PC inthe“DMZ Host” 1P Address location. Remember, entering “0”
will disable this application.

Multi DMZ

1. Enter thevalid public IPaddressin “WAN IP” column. Next, enter the private IP
address of the PC that you wishto maptoin“LAN IP” field. Up to five public IP
addresses can be entered.
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2. Click the“Apply” button after making any changes, or click the “Cancel” button to
exit the screen without saving any changes.

Dynamic Routing

The Dynamic Routing feature allows your High-Performance Wireless Router to
exchange routing information with other routersin the network. Enabling this featureis
likely to enhance performance of your High-Performance Wireless Router.

Dynamic Routing

Dynamic Routing
R | Dsabked ¥
Shere Routing Teble | agoly | Undo |
TX: From the drop-down list, select one of the routing

information types, “RIP-1", “RIP-1 Compatible’, or
“RIP-2", to enablethe“TX” (transmit) function. “RIP-1" is
the protocol used by older routers. Newer routers should use
“RIP-2". “RIP-1 Compatible’ serversto broadcast RIP-1
and multicast RIP-2.

RX: From the drop-down list, select one of the routing
information types, “RIP-1" or “RIP-2", to enable the “ RX”
(receive) function.

Show Routing Table:  Click this button after clicking Apply to see current routing

information.

Apply: Click this button after making any changes for activating the
Settings.

Undo: Click this button if you are not satisfied with the settingsin

this page before clicking Apply.

Below is Routing Table Entry List. This table shows the status for routing information.
You can click Refresh to update the table information.
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L|
Ffresh
Rowting Table Eniry List _I

Drwlinalses LAK 1D Subiel Hashk Dalaadt Catemay  Hop lount  Inlerfacs
1

19216810 2552552550 0.000

Static Routing

The Static Routing feature allows PCs that are connected to the High-Performance
Wireless Router, either directly or through a hub/switch (in the immediate LAN), to
communicate with other PCs in the respective LAN segment which are connected to the
High-Performance Wireless Router through another router (destination LAN). Up to 20
route entries may be input into the High-Performance Wireless Router. The diagram
below gives an example of the physical connections required to use Static Routing.

In the above diagram, PC2 in LAN#2 is connected to the High-Performance Wireless
Router via another router while PC1 in LAN#1 is connected to the High-Performance
Wireless Router directly. Without configuring the Static Routing function, the two PCs
would not be able to communicate with each other.
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atatic Routing Settings

Static Routing

Select Route entry:

Delete thisentry

Holect Route ontry: |" "'|

=
Submnat Mask: r _I'_ ; I"_ ! F_
Default Gateway: | f I f‘

Haop Cosnk: I

Intardace: [LaH =]

Shovar Boetrg Tokde | .r.“Js| U::I-c-l

Select the route entry number from 1 to 20 that you wish to
configure.

Delete the selected route entry information.

Destination LAN I P and Enter the IPAddress and Subnet Mask of the destination

Subnet Mask:

Default Gateway:

Hop Count:

Interface

Show Routing Table:

Apply:

Undo:

LAN that the immediate LAN isto communicate with.
Taking the above diagram as an example, enter 192.168.2.0
inthe“Destination LAN IP” field and 255.255.255.0 in the
“Subnet Mask” field.

Enter the IPAddress of the router that forwards data packets
to the destination LAN. For the above example, enter
192.168.1.2 in the “ Default Gateway” field.

Enter the number of hops required between the LANs to be
connected. The Hop Count represents the “cost” of the
routing transmission. The default valueis 1.

Choose LAN if the Destination LAN is on your Router’s
LAN side and choose WAN if the Destination LAN is on the
Router’s WAN side.

Click this button after clicking Apply to see current routing
information.

Click this button after making any changes for activating the
settings.

Click this button if you are not satisfied with the settingsin
this page before clicking Apply.

Referring back to the above diagram, with the proper settings, PC1 would be able to
accessLAN 1, LAN 2 and the Internet while PC2 can only access LAN 2, LAN1.
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Special Applications

Some applications use multiple TCP/UDP ports to transmit data. Due to the NAT, these
applications cannot work with the High-Performance Wireless Router. Port Triggering
allows some of these applications to work properly. Note that only one PC can use each
Port Triggering setting at any time.

Special Applications

Existing Speclal Applications
Appluatann Hame  dutgodng Porm Rangs  indoiming Por Renges

x|

rEP r P

F P

P ep

PP

-

P ep

r'l _rl

F P

Application name:

Outgoing Port Range:

Incoming Port Range:

Apply:

Undo:

I
f
P
FF S
|..
f
a
f
f

F.F
e

Enter the name of application you wish to configurein the
Name column to identify this setting.

Enter the port number or range numbers this application uses
when it sends packets outbound. The Outgoing Control Port
Numbers act as the trigger. When the High-Performance
Wireless Router detects the outgoing packets with these port
numbers, it will allow the inbound packets with the Incoming
Port Numbers that you set in the next column to pass through
the High-Performance Wireless Router.

Enter the port number or range numbers the inbound packets
carry.

Click this button after making any changes for activating the
Settings.

Click this button if you are not satisfied with the settingsin
this page before clicking Apply.

Thefollowing isalist of port numbers used on some popular applications:

Application Outgoing Control Incoming Data
Battle.net 6112 6112
DialPad 7175 51200, 51201,51210
ICU II 2019 2000-2038, 2050-2051
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2069, 2085,3010-3030
MSN Gaming Zone | 47624 2300-2400, 28800-29000
PC to Phone 12053 12120,12122, 24150-24220
Quick Time4 554 6970-6999
wowecall 8000 4000-4020
Wireless

This setting page allows you to configure advanced wireless functions. To set those
items needs more technology background. Unless you really understand those technical
terms, it would be better to |leave them as default setting.

Wircless Settings

Wireless

Beacon Interval

RTE Threshokd:

Fragmentation Threshold

Basic Rates: |12 Mbg defnll] -
TE Rates: |. 28501 Miop dd=fanl) =
Praamble Typa: | Losg Peunbis (i) |
Authentication Tyge: |Boh szl «
Station MAD Filter: " Enable F Disahle
Sucve WA Talkle
.'-'|.|.I|J'|' | Urda |

Beacon Interval:

RTS Threshold:

Fragmentation
Threshold:

DTIM Interval:

DTIM Interval

d |:"” (msec, *100)
[0 frange: 25E~2432, *2432)
i |‘-"'|'-'“ {ramge: 256~2344, 2344, even rumber oy}

[ {rarge: 1~65536, *1}

It'sthe signal sent periodically by wireless access point to
provide synchronization among the stationsin wireless LAN.

RTS packet is use to account for potential hidden stations.
This feature allows you to set the size of RTS packet.

If the length of data frame needing transmission exceeds the
fragmentation threshold you set in the column, the data frame
will be fragmented. If there is significant interference or high
utilization in your wireless network, the smaller
fragmentation value can increase the reliability transmission.
However, it is more efficient to set the large fragment size.

DTIM isthe acronym of delivery traffic indication message.
It determines how often the MAC Layer forward multicast
traffic.
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Basic Rates:
TX Rates:
Preamble Type:

Authentication Type:

MAC Filter:

Select either 1~2 Mbps or 1~2~5.5~11Mbps auto fallback.
Select either 1~2 Mbps or 1~2~5.5~11Mbps auto fallback.

Preambleis used in the frames to provide time for the
receiving station to synchronize to the incoming data stream.

Select either Open System or Share Key as authentication
type. If you are not sure, select both.

This function allows you to restrict wireless users to access
Internet.

Click the“ Active MAC Table’ button will display all MAC
addresses of wireless nodes on your WLAN.

=
Wirebemg Aclive MAT Tahila EI
CHeed Hoat S 1P fididrpas MAC &ridress Airted £o Filber L=t
Eiamd o b 1926 002 D006-254 14183
ki P Lins
L

The WirelessActive MAC Table shows the MAC addresses
of wireless clients, which have the same SSID and WEP key
with Wireless Router. When the MAC Filter functionis
disabled, the background color is gray. You can add the MAC
addresses showing in this table to the Wireless MAC Filter
List table by checking the box beside these MAC addresses.

If the MAC Filter function is enabled:

Green Background When the wireless client MAC
addresses showing in this table have been entered into the
“Wireless MAC Filter List” table, the background color of
these MAC addresses will be green.

Red Background When the wireless client MAC addresses
showing in this table have not been entered into the
“Wireless MAC Filter List” table, the background color of
these MAC addresses should be red.

Yellow Background If the MAC addresses showing in this
table have been blocked (check the Filter field beside the
MAC addressin Edit MAC Filter table), the background
color will be yellow.

Click “Update Filter List” button to open the edit table.
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DDNS

Wireless MAC Entry: [-10 =]

Bt avtion MaD Sddress Filter

A B s W L o W KM
= TE TR TR TR T T = il —3
LI IR N R A B B B B

[y
= e

tonly | e |

WirelessMAC Entry There are 32 sets divided into four
groupsin this function. You can choose each group by
selecting from the pop-down list.

Enter the MAC addresses of the wireless clients, which you
wish to block in the columns and click the Filter field beside
the MAC address, and then those wireless clients will be
blocked to access Internet. If the Filter field isn’t checked,
that MAC address won't be blocked.

The MAC address entered here should be 12 continue
alphanumeric digits without “-* in between.

“DDNS’ isan acronym for Dynamic Domain Name Service. Whenerver you set up the
web servers, mail servers, or sometimes ftp servers, you need “ Domain Name” to help
Internet users reach your servers easily.

Internet actually runs on IP Addresses which are numerical order, for example
“66.37.215.53". These IPAddress identify the location of each device connected to
Internet. However, the human brain does not easily remember this numbering system,
so asystem that alocate domain name such as “www.dyndns.org” provides an easier
method. If you type “66.37.215.53" or “www.dyndns.org” in the web browser’s address
bar, the browser will show the same web page. This is because both methods relate to
the same web server. The “ Domain Name Servers’ used to manage the Internet will
trandate “www.dyndns.org” into the IPAddress “66.37.215.53" in order to allow your

browser to find the web server and display the correct web page in your browser.

If your “WAN Connection Type”, as shown in One Page Setup section, is“Obtain IP
Address Automatically”, “PPPoE”, or “PPTP” with dynamic |P address assigned by
ISP, it will cause an error when you set up the public computer serversin your LAN

-38-



Broadband Security Router User Guide

side PCs. Internet users may not be able to reach your servers because your WAN side
I P address may change each time you initiate the connection to your ISP. The DDNS
function will help to map your IP address to your domain name when your | SP assigns
anew dynamic IPAddress.

Note that this DDNS function acts as the client appliance of DDNS service and isonly
able to be use in conjunction with the service provided by DynDNS.org. Before you
begin using this function, you will need to apply to DynDNS.org to be able to use the
service. Please visit www.dyndns.org for further information.

DINS Settings

DOMNE sarece sllows you 1o assign a fced dormar name b a dynames WA IP sddress. Thes
alhres Fou 10 P s your owe Wab, FTP or ather 1yga of TCPAP @esvar in gaur LAN

Beky confgueng DONS, vou nissd 10 wa i whetar dytiddess, ofg and rgraler @ deman nass, (The
DOMNE sorece s provded by DynDNS . oeg)

DOMNS SeEraces: 7 Enable T Disabla
Username:  [I543 g —
Password: [ s, 40 charasbers]
Host Mame; 132 = .

Your IP
Address Lot

Stabus @ Settings saved. Click Update to refresh DDMNE.

DDNS Service:

Username:

Password:

Host Name:

Your |PAddress

Satus:

Apply:

ot | s |
Check the “Enable” option if you wish to activate this

function.

After you have applied for the DDNS service from
DynDNS.org, you will be issued with a Username. Enter this
username in the “Username” field.

DynDNS.org, will aso issue you with a password. Enter the
detail in the “Password” field.

DynDNS.org, will provide you with a Host Name. Enter this
namein the “Host Name” field.

It displays the IP Address currently assigned by your ISP,
This displays the current status of the DDNS function.
Click this button after making any changes for activating the

-39-



Broadband Security Router User Guide

settings.

Update: After clicking Apply to invoke the DDNS settings, you have
to click this button to refresh the settings..
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Chapter 5. Management

This chapter allows administrator to manage the router such as upgrading the firmware,
backup & restore settings, setting log information and so on.

Device Administration Settings

This feature allows the administrator to manage the High-Performance Wireless Router
by setting certain parameters. For security reasons, it is strongly recommended that you
set Passwords and so that only authorized persons are able to magage this
High-Performance Wireless Router. If the Password is left blank, all users on your
network can access this router ssimply by entering the unit's IPAddressinto their web
browser’s location window.

B

"= ® ® B T T @
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Administrator
Password:

SNM P Function:

WAN MAC Change:

External Admin.:

MTU:

Block WAN Request:

| PSec Pass Through:

PPTP Pass Through:

PPPoE Pass Through:

Remote Upgrade:

Enter the password you want to use into the “ Passwor d
Change’ field and re-enter it into the “ Passwor d Confirm”
field for confirmation. Be sure that the password is less than
64 characters long and without any special characters or
spaces..

As with the Password, SNMP community allows authorized
persons to access this router through the SNM P Management
tool. The Wireless Router provides three fields to enter these
communities. The default words Public and Private are
well-known communities that allow authorized persons who
know the IPAddress of this router to access the read-only
information about this router or have the authority to change
the configuration. Also, the administrator can define any
specific community and configure its limits as Read-Only or
Read-Write from the right side drop-down box.

The WAN MAC address can be changed from the original
valuesif necessary. Some | SPs require users to change the
WAN MAC address to aregistered one when users change
their access equipment.

Check “Enable’ to allow you to configure the
High-Performance Wireless Router from the WAN side. To
access the setting page from the external side, enter
“http://<WAN IPAddress>:8080" into the web browser
address bar and pressthe “Enter” key.

Check Enableif you want to set a maximum limitation for
incoming and outgoing packet size. Enter the maximum
packet size you wish to set in the “ Size” column.

To prevent hacker intruding your network, check the Enable
option to enable this function to reject all the unauthorized
requests from WAN side.

Check the Enable to allow the |PSec packets to pass through
the Wireless Router if thereis LAN PC using IPSec for data
communication with other Internet device.

Check the Enable to allow the PPTP packets to pass through
the Wireless Router if thereis LAN PC using PPTP for data
communication with other Internet device.

Check the Enable to allow the PPPOE packets to pass
through the Wireless Router if thereis LAN PC using PPPoE
for data communication with other Internet device.

Check Enableif you want to alow the authorized remote
users to upgrade firmware from WAN side.
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Reset Device:

Select “ Yes’ if you want to clear a connection, reboot, and
re-initialize the unit without affecting any of your
configuration setting.

Factory Defaults: Select “ Yes’ if you want to return all the router’s current

Apply:

Undo:

settings to their factory defaults. Note that do not restore the
factory defaults unless it is absolutely necessary.

Click this button after making any changes for activating the
settings.

Click this button if you are not satisfied with the settingsin
this page before clicking Apply.

Status Monitor
This screen shows the router’s current status. All of the information provided is

read-only.

Product Hame:; Broadband High-Perdfarmance RBouler
Firmmare Wersion: 100, Dun 0 WD
Lagin

Disahble

levieare
| Curvent Time Mok Available
| Public 1P Address 0L0,000
[‘Public Submet Magk 2552552550
| pefault Gateway IF Address 0,0,0.0

B.0.0.0
b.0.0.0
0.0.0.0

DEFCT Relemse | DHCF Rexsw

I arset
[ Private IPF Address  192.168.1.1
[ Submet Mask  Z35.2a5.255.0

DHCT Chents Tabls |

Product Name: Thisfield shows the name of this router.

Firmware Version: This field shows theinstalled version of the firmware.

Login:

This column shows the login information of PPPOE or PPTP.
You can manually initiate the connection or make a
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Internet:

DHCP Release:

DHCP Renew:

Intranet:

DHCP Clients Table:

Log

disconnection by clicking the appropriate buttons. Be aware
that, if you make a disconnection here, “Connect-on-
demand” will not function until the connection button is
clicked. Note that “Login” won’'t show any information if
you selected “Obtain | P automatically” or “ Static [P’ on
the OnePage Setup page.

This section shows the | P settings status of the router as seen
by external users of the Internet. If you selected “ Get | P
AddressAutomatically”, “PPPoE”, or “PPTP” inthe
OnePage Setup, the“ IPAddress’, “ Subnet Mask”,
“Default Gateway”, and “ Domain Name Server” (DNYS)
will show the information retrieved from the DHCP server or
ISPwhich is currently being used. If you selected “ Static
IP” in“One Page Setup: Public IPAddress’, the information
will be the same as your input.

Click this button to eiminate the | P address obtained from
DHCP server.

Click this button to refresh the | P address from DHCP server.

Note that the “DHCP Release” and “DHCP Renew” button
only show up when you select “ Get | P Address
Automatically” in the OnePage Setup.

This section displays the current “ Private | P Address’ and
“Subnet Mask” of the router, as seen by users of your
internal network.

If the router is setup to act as a DHCP server, the LAN side
I P Address distribution table will appear by clicking this
button.

The Log application provides the administrator with the ability to trace Internet
connection. With viewing the Log information, an administrator can send the record to
aspecific LAN PCsto have the real time monitor.
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Log Seflings

Ling

Lig! = Emable 7 Disable
Tend Log Te: 192.168.1 |."~'~ View Lige |
Semd Log wia E-mail
E-mail Alert: ™ Enable 7 Disakle
o | of Serwi I_
Thresholds: S0 [0
SMTP FMall Server |
E-mail Alarts Ta: [ (E-ml address]
Retsrn Address | (E-msl sddrass]
Lo Sibeediiles |'|'|'|i‘l.|.-_r'_ Fell !l
Day for Sendeng Iﬁ
Bleris:
ety | U |

Access L og:

Send Log To:

View Log:
Send Log via E-mail:

Denial of Service
Thresholds:

SMTP Mail Server:

E-mail Alert to:

Return Address:

L og Schedule:

Day of Sending Alert:

Check the “ Enable” option if you want to activate this
function.

Enter the IP address of the PC that you wish to use to view
the Log information.

Click this button to view the log on-line.
The Firewall log can be sent viae-mail.

The threshold is used to determine the attempt of establishing
connection is DoS attack or not.

The domain name of IP Address of your ISP’ s outgoing
e-mail server. You may find thisinformation when you apply
for e-mail service from your ISP.

Enter the e-mail address you wish to send to.

Enter the e-mail address you wish to send to if the alert
e-mail cannot be sent to the address above.

Select from the drop down list that when you wish the alert
e-mail will be send:

When LogisFull - The alert eemail will be sent when log
spaceisfull. They are about 30 entries.

Hourly - The dert e-mail will be sent by each hour.

Daily - The aert email will be sent by each day at midnight.
Weekly - The alert email will be sent by each week. When
thisitem is select.

When “Weekly” is selected as Log Schedule, you can select
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which day in aweek to send the dert e-mail.

Apply: Click this button after making any changes for activating the
settings.
Undo: Click this button if you are not satisfied with the settingsin

this page before clicking “ Apply”.

Backup & Restore

This function allows you to save router’s configuration as backup, or retrieve the
configuration file you saved before to turn the setting back.

Backup & Restore Configuration

Backup & Restore Configuration

Backup
Backiip |
Hestore
Plase select 3 configuration file to rastors | Hiowsa |
Feszian ]
NOTICE !
# Cuerdntly, el Reptors utibby puppeste enli 1F S0 s shices.
Backup: Click “Backup” button save the current configuration as a
backup file in your hard disk.
Restore: Enter path of the configuration file you saved on the PC. You

can click “Browse” to view the folders and select the file.
Click “Restore” to retrieveit.

Upgrade Firmware

This setting page allows you to upgrade the latest version firmware to keep your router
up-to-date. Before you upgrade the firmware, you have to get the latest firmware from
your ISP and save it on the PC you use to configure the router. You have to upgrade the
file(s)one by one to your router and restart the router to active the settings.
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Upgrade Fismware

Flanse select & s o upgrads | Browse_.l Upgak: |

Dpgiede met BT be inlecrapied |

Browse.. To select afile to upgrade, you have to enter path of the latest
firmware you saved on the PC. You can choose “Browse” to
view the folders and select the firmware.

Upgrade: After you enter or select the path, click “Upgrade” to proceed
firmware upgrade process. Please note that don’t power off
the router during the firmware upgrading.

Diagnostic-Ping

This function allows you to test the connection between router and LAN or between
router and Internet.

Ping

This page alows you to set configuration for diagnostic-ping. After filling in the
parameters for your requirement, click “Start” to begin the connection testing.

Diagnostic-Ping

Source IP:| 19216811 +
Destination IP: 192.168.1.7

Packet ;
Number: Qo)
Packet Size: &0 (B0 ~ 15143
Time Between: 100 (millizeconds)
Timeout: 500 (millizeconds)
Ping Result: pkt sent: 0
Pkt Recv: O
Avg Rtt: O
Source | P: You can chose to issue the ping test from the LAN side by
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Destination | P;

Packet Number:

Packet Size:

Time Between

Time out:

Sart:
Ping Result:

Tracert

selecting Router’s private IP Address or from the WAN side
by selecting Router’s WAN IPAddress.

Enter the IPAddress of destination device you want to ping.
If Router’s LAN IPaddressis selected as Source IP, you only
can ping LAN side device and vice versa.

Enter the packet numbers you wish to use to ping the
destination device. The maximum numbers are four.

Enter the numbers of packet size you wish to use to ping the
destination device. The maximum packet sizes are 1514.

Enter the numbers of time between two packets.

Enter the number of time regarding as no response after
starting to ping the destination device.

Click this button to begin the ping test.

The result will show the numbers of sending packet, numbers
of packet receiving, and the average return time.

To trace the route between the router and a certain device, you can type in the IP
address of that device on the box of Tracert host and click the “ Tracert” button. The
status of the connection will be sown on the field of Trace Message.

Diagnostic-Tracert

Tracert host: 210£6161.126
Trace Message:

Tracert Host:

Trace M essage:

Tracert:

01. 10ms 10ms 10ms 192.168.3.254
0Z2. 10ms 10ms 10ms 210.66.161.126
Trace complete,

Enter the IPAddress of destination device that you wish to
trace the route between Router and that device.

The result shows the routing information between Router and
destination device.

Click “Tracert” to start this test.
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Chapter 6: Macintosh Setup

This chapter provides information on using Macintosh computersin your network. The
instructions given here are for system software version 8.0 or above, which comes with
the TCP/IP Protocol preloaded and supports DHCP Addressing.

Hardware Connections

Connect your Macintosh computer to your High-Performance Wireless Router. If you
have a newer computer, there will be an Ether net port on the back. Older computers
will need to have an Ethernet card installed. See your computer’s User’s Manual for
instructions on Ethernet card installation.

Computer Network Configuration

It is assumed that your computer’s system software already has TCP/IP installed. You
may manually configure your computer with afixed |P Address or have an |PAddress
dynamically assigned to it by the High-Performance Wireless Router’s DHCP server.

Dynamic IP Addressing using DHCP Server.
1. Fromthe“Apple’ menu, select “ Control Panel” and click on“TCP/IP”.

2. Inthe*TCP/IP (A New Name For Your Configuration)” window, select
“Ethernet” inthe“ Connect via” location from the drop-down list.

3. Inthe“ Setup” area, select “Using DHCP Server” inthe* Configure” location
from the drop-down list. No other data needs to be entered. Then, close the window.

4. Click “Save’ from the File menu, then “ Quit” TCF/IP.
5. Restart the computer.

Manual Configuration of Fixed IP Addresses
1. Fromthe“Apple’ menu, select “ Control Panel” and click on“TCP/IP”.

2. Inthe“TCP/IP (A New Name For Your Configuration)” window, select
“Ethernet” inthe“ Connect via” location from the drop-down list.

3. Inthe" Setup” area, select “Manually” inthe “ Configure” location from the
drop-down list.

4. Inthe“IPAddress’ location, enter the IPAddress that you want to assign to the
computer (refer to the notes on Fixed |P Addresses above). Enter “ 255.255.255.0”
inthe “ Subnet Mask” location. Enter “192.168.1.1" (the High-Performance
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6.
7.

Wireless Router’s default 1P Address) in the“ Router Address’ location.

Enter the ISP’'sIPAddressin the “Name Server” location if your | SP has provided
the information. And close the window.

Click “ Save” from the file menu then “ Quit” TCP/IP.
Restart the computer.

High-Performance Wireless Router Configuration

To configure your High-Performance Wireless Router, use your Web Browser and
follow the instructions given in Chapter 3: Internet Access, Basic Configuration. To
configure advanced settings, see Chapter 4: Advanced Applications.

Adding High-Performance Wireless Router to Existing Network

If the High-Performance Wireless Router is to be added to an existing Macintosh
computer network, the computers will have to be configured to connect to the Internet
via the High-Performance Wireless Router.

1
2.

7.
8.

From the “ Apple’” menu, select “ Control Panel” and click on“TCP/IP”.

From the “File” menu, select “ Configurations’ and select your existing network
configuration. Click “Duplicate”.

Rename your existing configuration. Click “OK”, and “MakeActive’.

In the Setup area, select “Manually” inthe*“ Configure’ location from the
drop-down list.

Inthe“1PAddress’ location, enter the IPAddress that you want to assign to the
compuiter. (see the note on fixed IP Addresses above). Enter “ 255.255.255.0” in the
“Subnet Mask” location. Enter “192.168.1.1" (the High-Performance Wireless
Router’s default IPAddress) in the “ Router Address’ location.

Enter the ISP’'sIPAddressin the “Name Server” location if your | SP has provided
the information.

Close the window.

Click “Confirm”. TCP/IPis now configured for manual |PAddressing.

For configuration your High-Performance Wireless Router, refer to Chapter 5.
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Chapter 7: Trouble Shooting

This chapter provides solutions to problems you may encounter during installation and
operation of your High-Performance Wireless Router.

Hardware

Q: The Power LED is off.
A: Check that the power cableis properly connected to the High-Performance Wireless
Router, the power adapter and the socket.

Q: TheLAN Link LED isoff.
A: Please check the following:

v' Check if the computer, hub or switch is properly connected to the
High-Performance Wireless Router.

v' Check that the computer’s Ethernet card is properly installed.

v" Check that the High-Performance Wireless Router and the computer are on
the same network segment. If you are not sure, initiate the DHCP function
(4-1) and set your computer to obtain an | P address automatically (3-3).

v' Check that the computer is using an |P address in the range of 192.168.1.2 ~
192.168.1.254 and is therefore compatible with the High-Performance
Wireless Router’s default 1P address of 192.168.1.1 (3-3). Check aso the
Subnet Mask is set to 255.255.255.0

Q: The DIAG LED stayslit.

The DIAG LED should light up when the deviceisfirst powered up to indicate it is
checking for proper operation. After afew seconds, the LED should go off. If it stayslit,
the device is experiencing a problem. Please contact your dealer.

Q: Why can’t | configurethe High-Perfor mance Wireless Router ?
A: First, check whether the High-Performance Wireless Router is properly installed or
not, including the LAN and WAN connections, and that all devices are switched on.

Next, check the I P configuration of your PC:

v" For Windows 95/98 users: run winipcfg.exe or winipcfg from Run on the
Sart menu. If there are no | P addresses shown, click Release All and then
click Renew All to get the | P addresses.

v For Windows NT 4.0 users: run ipconfig.exe or ipconfig from Run on the
Sart menu and follow the instruction as above.

Ensure that your PC and the High-Performance Wireless Router are on the same
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network segment. If you are not sure, initiate the DHCP function and set you PC to
obtain an |P address automatically.

Ensure that your PC is using an IPAddress within the range 192.168.1.2 to
192.168.1.254 and thus compatible with the High-Performance Wireless Router default
|Paddress of 192.168.1.1

Finally, use the Ping command in MS-DOS mode to verify the network connection:
Ping 127.0.0.1 to check the TCP/IP stack of your computer
Ping gateway IP (Default: 192.168.1.1) to check the internal link of network.

Noteif you're not able to view the web configuration screen for the High-Performance
Wireless Router, make sure that you remove any proxy setting within your Internet
browser, or remove the dial-up settings within your browser.

Q: What can | doif I have forgotten the password for High-Performance Wireless
Router?

A: You have to reset the Broadband Gateway back to the factory default setting by
pushing the Reset button for longer than 3 seconds. Refer to the user’s manual to
reconfigure the settings.

Q: | cannot access my | SP’s home page, why?

Some | SPs, such as @Home, require that their host name be specifically configured
into your computer before you can surf their local web pages. If you are unable to
access your |SP's home page, enter your |SP’'s Domain Name into the OnePage Setup
to enable al computersin your LAN accessto it. If you only want to allow computers
to access these home pages, open the TCP/IP Properties window on these computers,
click the“DNS Configuration” tab and enter your ISP’s Domain Name in the
“Domain Name Sear ch Suffix” location.

Client Side (Computers)

Q: | can’'t browsein the Internet via the High-Performance Wireless Router
A: Check the following:

v' Check that the LAN Link/ACT LED on the front panel islit to indicate proper
connection between the computer and the High-Performance Wireless Router.

v' Check if both ends of the network cable are properly connected.

v' Check that TCP/IPisinstalled on your computer.
For Windows 95/98, use a MS-Dos prompt to run “winipcfg” (“Ipconfig” for
Windows NT). Check that the computer’s IPAddress is within the range of
192.168.1.2 ~ 192.168.1.254 and the Subnet Mask is 255.255.255.0. If you are
using afixed IP address, also check the Default Gateway |PAddress and DNS
addressin“More”.

v' Check that the values as stated above are the same in Status Monitor).
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Q: | get atimeout error when | enter a URL or | P address.

A: Check if other computers work. If they do, ensure the computer’s | P settings are
correct (IPAddress, Subnet Mask, Gateway |PAddress and DNS). Then, check if the
High-Performance Wireless Router’s settings are correct.

Q: What isthe maximum number of I P Addressesthe High-Performance Wireless
Router can support?

A: The High-Performance Wireless Router can support up to 253 IPAddressesin the
range of 192.168.1.2~192.168.1.254.

Q: Where should the High-Performance Wireless Router beinstalled on the
network?

A: Inatypica environment, the High-Performance Wireless Router should be installed
between the ADSL/Cable modem and your LAN. Connect the High-Performance
Wireless Router to the Ethernet port of the ADSL/Cable modem, and connect your PCs
to the RHM5 jack on the LAN side.

Q: Doesthe High-Performance Wireless Router support IPX or AppleTalk?

A: No. The High-Performance Wireless Router was designed to provide a multiple user
LAN with shared Internet access and supports only the TCP/IP Protocal. If your Novell
or Apple system is configured with TCP/IP, the High-Performance Wireless Router can
support them.

Q: Doesthe High-Performance Wireless Router support 100Mb Ethernet?
A: Yes, the High-Performance Wireless Router supports both 10Mb & 100Mb Ethernet
onthe LAN side.

Q: What is“NAT” and what isit used for?

A: The Network Address Trangation (NAT) Protocol tranglates multiple 1P Addresses
on aprivate LAN into asingle public IPAddress that is accessible to the Internet. NAT
not only provides the basis for multiple IP Address sharing but also addsto the LAN’s
security since the multiple IPAddresses of LAN computers are never transmitted
directly to the Internet.

Q: How can High-Performance Wireless Router share single user account to
multiple users?

A: High-Performance Wireless Router combines the following technologies to enable
this function.

Q: What oper ating systems does High-Per formance Wireless Router series
support?

A: High-Performance Wireless Router uses standard TCP/IP protocol, it can be
operated as long as you have the TCP/IP protocol installed in your operating system
(For example: Windows 9x, Windows NT, Windows 2000, etc.)

Q: Can | use multiple E-mail accountsif | use High-Performance Wireless
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Router?

A: Yes, you can. Some people think having one Internet account mean that they can
only have one E-mail account. However, E-mail is set by mailbox accounts and is
different to the account you use to connect to your ISP, If you want more E-mail
accounts, you should contact your ISP or you can browse the Internet to apply for afree
E-mail account.

Q: Can Internet usersaccess L AN computers?

A: High-Performance Wireless Router uses NAT to router all in/out packets. All
external users can only see the I P of the High-Performance Wireless Router but cannot
access LAN computers. The LAN computers are well protected with the
High-Performance Wireless Router’s natural firewall.

Q: When should | use DMZ host?

A: Enable DMZ host when you want to have unrestricted communication between your
PC and the Internet, for example, playing Internet games (i.e. Ages of Empire) or
having multimedia conferences (i.e. NetMeeting).

Q: Doesthe High-Performance Wireless Router support PPTP of VPN packets
pass through?
A: Yes. High-Performance Wireless Router supports single session PPTP pass through.

Q: Doesthe High-Performance Wireless Router series support | Psec?
Yes. High-Performance Wireless Router supports single session | Psec pass through.
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Appendix A: Technical Specifications

Standards Compliance

|EEE 802.3 10BASE-T
|EEE 802.3u 100BASE-TX
|EEE 802.11b Wireless

Interface

One 10/100M bps Ethernet/Fast Ethernet RJ45 port on WAN
Four 10/100M bps auto-sensing Ethernet RJ-45

One Wireless Access Point

Management

Web-based Ul Management

LED Display

Power

DIAG

WLAN Enable/Activity

WAN and LAN port(s) Link/Activity

Environment

Operation Temperature: 0 ~ 40 degrees C (32 ~ 104 degrees F)
Storage Temperature: -20 ~ 60 degrees C (-4 ~ 140 degrees F)
Humidity: Operating 10 ~ 85% non-condensing

Storage 5% to 90% Non-Condensing

Dimension

87 (L) x 150 (W) x 30 (H) mm (3.4 x 5.9x 1.18in)

Power

External, DC 12V, 1A
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Mounting

Desktop
Wall-mounting
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Appendix B: Glossary

10Base-T / 100Base-T

The adaptation of the Ethernet standard for Local Area Networks (LANS). 10Base-T
uses atwisted pair cable with maximum lengths of 100 meters and transmits data at
10Mbps maximum. 100Base-T is similar, but uses two different twisted pair
configurations and transmits at 100M bps maximun.

Ad-hoc Network

Also known as the peer-to-peer network, an ad-hoc network allows all PCs participating
in awireless network and being within range, to communicate with each other. User’s
in the same ad-hoc network can share files, printers, and other network resources.

Adapter

A device that makes the connection to a network segment such as Ethernet, modem
cards and adapters.

ADSL

Asymmetric Digital Subscriber Line (ADSL), asit’s name indicates, is an asymmetrical
data trasmission technology with higher traffic rate downstream and lower traffic rate
upstream. ADSL technology satisfies the bandwidth requirements of applications which
demand “asymmetric” traffic, such as web surfing, file downloads and telecommuting.

Bandwidth

The amount of data that can be transmitted in a fixed amount of time.

Browser

A software application used to locate and display Web pages. Examplesinclude
Netscape Navigator and Microsoft Internet Explorer.

BSS

BSSisthe acronym of Basic Service Set that consists of awireless access point and a
group of wireless client PCs.
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Communication Protocols

Communication between devices requires they agree on the format in which the datais
to be transmitted, sent and received. The communications protocols are a set of rules
that define the data format.

Cookie

A Cookieisapiece of data stored on your PC while aweb server can retrieve late to
identify your machine. It is normally atext with ID number, but cab include other
information.

DHCP

DHCP, short for Dynamic Host Configuration Protocol, is a protocol for assigning
dynamic IP Addresses to devices on a network. Dynamic Addressing means that a
device can have a different IP Address each time it connects to the network. It can save
alot of IP configuration. This protocol is supported by Windows 95/NT, Mac OS, and
many other popular OS.

Domain Name

A name that identifies one or more IP Addresses. For example, the domain name
microsoft.com represents about a dozen IP Addresses. Domain names are used in URLs
to identify particular Web pages. For example, in the URL
http://www.pcwebopedia.com/index.html, the domain name is pcwebopedia.com.

DoS

DoS is the abbreviation for Denial of Service. This occurs when a computer or network
is overwhelmed to the point that it can no longer function normally. For example, a
hacker may use fake I P addresses to accumul ate numerious connections to flood the
server he wantsto attack.

DDNS

DDNS is an acronym for Dynamic Domain Name Service. It helps map the domain
name of a host which has a dynamic public IP address to the I P address that in allocated
each time the ISP assigns a new | P address.

DNS

Short for Domain Name Server, DNS translates domain namesinto |P Addresses and
hel ps us recognize and remember domain names as they are alphabetic in form. The
Internet actually runs on numbered |P Addresses. DNS servers translate domain names
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into their respective |P Addresses. Addressing systems using Domain name, like
www.yahoo.com, is easier to use than an |P address, such as 204.71.177.70.

DSSS

Also known as Direct Sequence Spread Spectrum, it is aradio transmission method that
continuously changes frequencies.

Ethernet

One of the most common Local Area Network (LAN) protocols. Ethernet uses a bus
topology which supports a data transfer rate of 10 Mbps.

ESS
ESSisan acronym for Extend Service Set that consists of several BSS's.

Firewall

A security system used to enforce an access control policy between an organisation’s
networks and the Internet.

IEEE

Short for Institute of Electrical and Electronics Engineers, an organization best known
for devel oping standards for the computer and electronics industry.

Internet

A global network connecting millions of computers for the exchange of data, news and
opinions.

Intranet

A network based on the TCP/IP Protocol (an internet) belonging to an organization, and
accessible only by that organization's members, employees, or others with
authorization.

Infrastructure Network

Unlike “Aad-hoc” network, where users on awireless LAN send data to each other
directly, users’ on an “Infrastructure” network send data to the other point through a
dedicated access point. Additionally, the access point enables users on awireless LAN
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to access an existing wired network to take advantage of sharing the wired networks
resources, such asfiles, printers, and Internet access.

IP Address

Anidentifier for acomputer or device on a TCP/IP network. Networks using the
TCP/IP Protocol route messages based on the IP Address of the destination. The format
of an IP addressis a 32-bit numeric address written as four numbers separated by
periods. Each number can be from zero to 255.

IPSec

Internet Protocol Security is a security standard for network transmission. It provides
authentication and packet encryption over the Internet.

ISP

Short for Internet Service Provider, acompany that provides access to the Internet,
usually for amonthly fee. The ISP provides a software package, username, password
and access phone number allowing usersto log on to the Internet, browse the World
Wide Web and send and receive e-mail.

Local Area Network (LAN)

A computer network that spans arelatively small area. Most LANs are confined to a
single building or group of buildings. However, one LAN can be connected to other
LANSs over any distance viatelephone lines and radio waves. A system of LANS
connected in thisway is called awide area network (WAN)

MAC Address

Short for MediaAccess Control Address and in a hardware address that uniquely
identifies each node of a network.

NAT

Short for Network Address Translation, a routing protocol that allows global P
Addresses to be translated into multiple private |P Addresses for use on internal LAN
networks. The explosion in the use of the Internet has created a critical problem for the
Internet Assigned Numbers Authority (IANA) which isin charge of assigning IP
Addressesto Internet users, ISPs etc.. NAT is atechnology that has been introduced to
help maximize the utilization of assigned IAN and global IPAddresses. Briefly, NAT is
atechnology which can create a private network domain behind apublic IP. It is usually
used as afirewall. It can also be used when there are not enough IPAddress.
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Network Protocol

Network protocols encapsulate and forward data packets from one interface to another.

PAP/CHAP ISP

Short for Password Authentication Protocol and Challenge Handshake Authentication
Protocol. Most | SPs use either one for user identification. If your ISP doesn’t support
these two protocols, contact your ISP for an authentication script.

PPP

Short for Point-to-Point Protocol, a communications protocol for transmitting
information over standard telephone lines between devices from different
manufacturers.

PPPoE

Short for PPP over Ethernet, relying on two widely accepted standards, Ethernet and the
Point-to-Point Protocol. It's a communications protocol for transmitting information
between devices from different manufacturers over an Ethernet.

PPTP

Short for Point to Point Tunneling Protocol, PPTP encapsul ates the packet for
transmission over the Internet. It issimilar to creating a private “tunnel” over alarge
public network and has almost equal security to a private network without actually
leasing a private line.

Protocol

An agreed format for transmitting, sending and receiving data between two devices.

Roaming

The ability for awireless device moving from one access poin’s range to another
without losing the connection.

Router

An Internet device that requests for information to other routers until the information’s
location is found and the data can be transmitted back to the origin of the request.
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SPI

SPI is an acronym for Stateful Packet Inspection. The SPI engine examines not just the
headers of the packet, but also the packet contents, it can then determine more about the
packet than just its source and destination information. Moreover, stateful inspection
firewalls also close off ports until a connection to the specific port is requested.

TCP/IP

Short for Transmission Control Protocol and Internet Protocol, the suite of
communications protocols that enable hosts on the Internet to connect and exchange
streams of data.

VPN

VPN isan acronym for Virtual Private Network. Via access control and encryption,
VPN brings the same security to data transmission through the Internet asif it being
transmitted through a private network. It not only takes advantage of economies of
scale but also ensures high level security while the packet is sent over the large public
network.

Wide Area Network (WAN)

A system of LANSs being connected by telephone lines and radio waves. Although
someWANSs may be privately owned, they are usually considered a means of public
access.

WEP

An acronym for Wired Equivalent Privacy. It is an encryption mechanism used to
protect your wireless data communications. WEP uses a combination of 64-bit/128-bit
keysto encrypt datathat is transmitted between all pointsin awireless network to
insure data security. It is described in the IEEE 802.11 standard.
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FCC Caution

1. The device complies with Part 15 of the FCC rules. Operation is subject to

the following two conditions:

(2)This device may not cause harmful interference.

(2)This device must accept any interference received,
including interference that may cause undesired operation.

FCC RF Radiation Exposure Statement: The equipment complies with
FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a
minimum distance of 20 centimeters between the radiator and your body.

3. This Transmitter must not be co-located or operating in conjunction with

any other antenna or transmitter.

4. Changes or modifications to this unit not expressly approved by the party

responsible for compliance could void the user authority to operate the
equipment.



