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Preface

The SMCD3GNV3 Wireless Cable Modem Gateway is the ideal all-in-one wired and
wireless solution for the home or business environment. SMC is proud to provide you with a
powerful, yet simple communication device for connecting your local-area network (LAN) to
the Internet.

This user manual contains all the information you needto install and configure your new
SMCD3GNV3 Wireless Cable Modem Gateway.

Vii
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Key Features

The following list summarizes the Gateway’s key features.
Integrated, CableLabs-compliant DOCSIS 1.1/ 2.0 /3.0 cable modem.
Integrated cable modem port for Internet connection to cable modem service.

« Four 10/100/1000 Mbps Auto-Sensing LAN ports with Auto-MDI/MDIX.
High-speed 300 Mbps IEEE 802.11n Wireless Access Point.

«  Dynamic Host Configuration Protocol (DHCP) for dynamic IP configuration, and Domain
Name System (DNS) for domain name mapping.

One USB 2.0 port.

« Two Plain Old Telephone System (POTS) RJ-11 telephone ports to allow Public Switch
Telephone Network (PSTN) analog phone connections.

- |EEE 802.11 b/g/n interoperability with multiple vendors.
Wireless WEP, WPA, and WPA2 encryption, Hide SSID, and MAC Filtering.
« VPN pass-through support using PPTP, L2TP, or IPSec.

- Advanced SPI firewall Gateway for enhanced network security from attacks over the
Internet:

Firewall protection with Stateful Packet Inspection
— Client privileges
— Hacker prevention
— Protection from denial of service (DoS) attacks
— Network Address Translation (NAT)
« Universal Plug and Play (UPnP) enables any UPnP device seamlessly.
Quality of Service (QoS) ensures high-quality performance with existing networks.
- Effortless plug-and-play installation.
- Intuitive graphical user interface (GUI) configuration, regardless of operating system.
Comprehensive front panel LEDs for network status and troubleshooting.

«  Compatible with all popular Internet applications.

viii
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Document Organization

This document consists of four chapters and two appendixes.

Chapter 1 - describes the contents in the Gateway package, system requirements, and
an overview of the Gateway’s front, rear, top, and bottom panels.

Chapter 2 - describes how to install the Gateway.

Chapter 3 - describes how to configure TCP/IP settings on the computer you will use to
configure the Gateway.

Chapter 4 - describes how to configure the Gateway.

Chapter 6 — provides troubleshooting information you can use in the unlikely event you
encounter a problem with the Gateway.

lists the Gateway’s specifications.

contains compliance information.

Document Conventions

This document uses the following conventions to draw your attention to certain information.

Safety and Warnings

This document uses the following symbols to draw your attention to certain information.

Symbol Meaning Description
(') Note Notes emphasize or supplementimportant points of the main text

L

. Tip Tips provide helpful information, guidelines, or suggesfons fr performing tasks more
effectively.

'\ Warning Warnings indicate that failure to fake a specified action could result in damage fo the
AN device.
Q Electic Shock Hazard | This symbol warns users ofelectic shock hazard. Failure to take appropriate

precautions such as notopening or touching hazardous areas of the equipment could
resultin injury or death.

ix
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Preface

Typographic Conventions

This document also uses the following typographic conventions.

Convention Description

Bold Indicates text on a window, other han the window fitle, including menus, menu options, buttons, fields, and labels.

Italic Indicates a variable, which is a placeholder for actual text provided by the user or system. Angled brackets (< >)
are also used fo indicate variables.

screen/ code | Indicates text thatis displayed on screen or entered by the user.

<> angled Indicates a variable, which is a placeholder for actual text provided by the user or system. ltalic fontis also used to
brackets indicate variables.
[1square Indicates optional values.
brackets
{} braces Indicates required or expected values.
| vertical bar Indicates that you have a choice between two or more options or arguments.
X
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1 Getting to Know the Gateway

Before you install your SMCD3GNV3 Wireless Cable Modem Gateway, check the package
contents and become familiar with the Gateway’s front and back panels.

The topics covered in this chapter are:

« Unpacking Package Contents (page 12)
System Requirements (page 12)

« Front Panel (page 13)
Rear Panel (page 15)

« Top Panel (page 16)

- Bottom Panel (page 16)
Using the Reset Button (page 17)

11
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Unpacking Package Contents

Unpack the items in your SMCD3GNV3 Wireless Cables Mode m Gateway contents and
confirm that no items are missing or damaged. Your package should include:

One SMCD3GNV3 Wireless Cable Modem Gateway
One 2600 mAh battery

« One Category 5E Ethernet cable
One CD that contains this User Manual

If any items are missing or damaged, please contact your cable service provider. Keep the
carton, including the original packing material, in case you need to store the product or
return it.

System Requirements

To complete your installation, you will need the following items:
Provisioned Internet access on a cable network that supports cable mode m service.
« A computer with a wired network adapter with TCP/IP installed.
A Java-enabled Web browser, such as Microsoft Internet Explorer 5.5 or above.
Microsoft® Windows® 2000 or higher for USB driver support.

« An analog telephone and two RJ-11 cables if you want to connect the Gateway to an
analog telephone and PSTN telephone line.

12
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Front Panel

The front panel of your SMCD3GNV3 Wireless Cable Modem Gateway contains a set of

light-emitting diode (LED) indicators. These LEDs show the status of the Gateway and
simplify troubleshooting.

Figure 1 shows the front panel of the SMCD3GNV3 Wireless Cable Modem Gateway. Table
1 describes the front panel LEDs.

Figure 1. Front Panel of the SMCD3GNV3 Wireless Cab le Modem Gateway

13
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LED
POWER

White

Color

Table 1. Front Panel LEDs

Description

ON = power is supplied b the Gateway.
OFF = power is notsupplied to the Gateway.

uS/DS

White

Blinking = ranging is in progress.
ON = ranging is complete on 1 channel only.
OFF = scanning for DS channel.

DS

White

Blinking = scanning for DS channel.
ON = synchronized on 1 channel only.

US and DS

Both US and DS blinking together = operator is performing maintenance.

Online

White

Blinking = cable interface is acquiring IP, ToD, CM configuration.
ON = Gateway is operational.
OFF = Gateway is offline.

WiFi

White

Blinking = dafa is fransmitting over the Gateway’s Wi-Fi interface.
ON = Wi-Fi is enabled.
OFF = Wi-Fi is disabled.

Tel!

White

Blinking = telephone line 1 is in use.
ON = Gateway'’s telephone 1 portis online.
OFF = Gateway’s telephone 1 portis not online.

Tel2

White

Blinking = telephone line 2 is in use.
ON = Gateway'’s telephone 2 portis online.
OFF = Gateway’s telephone 2 portis not online.

Battery

White

Blinking = Gateway battery power is low. Please apply AC power as soon as possible.
ON = Gateway is operating from battery power.
OFF = Gateway is operating from AC power.

14
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Rear Panel

The rear panel of your SMCD3GNV3 Wireless Cable Modem Gateway contains a reset
button and the ports for attaching the supplied power adapter and making additional
connections. Figure 2 shows the rear panel components and Table 2 describes their
meanings.

Figure 2. Rear View of the SMCD3GNV3 Wireless Cable Modem Gateway

Table 2. SMCD3GNV3 Wireless Cable Modem Gateway Rea r Panel Components

Item Description

[l Reset buton Use this button to reset the power or restore the default factory settings (see “Using the Reset
Butfon” on page 17).

[ USB USB 2.0 high-speed port for USB-enabled peripherals.

0 Tel 1-2 Connectan analog telephone to one portand an analog (PSTN) telephone line © the other port.

] Ethemet 1-4 Four 10/100/1000 auto-sensing RJ-45 switch ports. Connect devices on your LAN such asa
computer, hub, or switch to these ports.

(5 Cable Connect your coaxial cable line to this port

(6) Power 110 VAC Connect the supplied power cord.

15
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Top Panel

The top panel of your SMCD3GNV3 Wireless Cable Modem Gateway has a WPS button for
configuring wireless security automatically. Figure 3 shows the WPS button.

Figure 3. Top View of the SMCD3GNV3 Wireless Cable Modem Gateway

Bottom Panel

The bottom panel of your SMCD3GNV3 Wireless Cable Modem Gateway contains a panel
for installing the Gateway’s battery. For information about installing the battery, see
“Installing a Battery” on page 20.

16
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Using the Reset Button

Using the reset button on the rear panel (see Figure 2 on page 15), you can perform two
types of reset operations with the Gateway:

- Software reset — this reset operation power-cycles the Gateway and retains its current
configuration settings.

« Factory default reset — this operation remove all overrides made to the Gateway's factory
default configuration and returns the Gateway to its original factory default settings.

The number of seconds you press the reset button determines which reset operation is
performed. To protect against accidental resets, the reset button is recessed onthe
Gateway rear panel.

¢’ Note: Youcan also reset the Gateway and retainits current configuration settings using the
RESET method described under “Restoring or Rebooting the Gateway” on page 98.

To use the reset button to perform a software or factory default reset:
1. Leave power plugged into the Gateway.

2. Find the reset button at the top of the back panel, then use a thin object to press and hold
the reset button as follows:

— To perform a software reset, press the reset button for at least 10 seconds.
— To perform a factory default reset, press the reset button for at least 15 seconds.

3. Release the reset button.

17
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2 Installing the Gateway

This chapter describes how to install your SMCD3GNV3 Wireless Cable Modem Gateway.
The topics covered in this chapter are:

- Finding a Suitable Location (page 19)

- Installing a Battery (page 20)
Connecting to the LAN (page 21)

« Connecting the WAN (page 22)
Powering on the Gateway (page 23)

18
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Finding a Suitable Location

Your SMCD3GNV3 Wireless Cable Modem Gateway can be installed in any location with
access to the cable network. All of the cables connect to the rear panel of the Gateway for
better organization and utility. The LED indicators on the front panel are easily visible to
provide you with information about network activity and status.

For optimum performance, the location you choose should:

Be close to a working AC power outlet when powering the Gateway using AC power.

Allow at least one foot of space around the sides and top of the Gateway to provide
sufficient air flow around the device.

Not expose the Gateway to a dusty or wet environment.

Be an elevated location such as a high shelf, keeping the number of walls and ceilings
between the Gateway and your other devices to a minimum.

Be away from electrical devices that are potential sources of interference, such as ceiling
fans, home security systems, microwaves, or the base for a cordless phone.

Be away from any large metal surfaces, such as a solid metal door or aluminum studs.
Large expanses of other materials such as glass, insulated walls, fish tanks, mirrors,
brick, and concrete can also affect your wireless signal. For more information about
selecting an optimum location for wireless operation, see “Guidelines for Improving Your
Wireless Network” on page 201.

19
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Installing a Battery

To install a battery into the Gateway, use the following procedure.
1. Place the Gateway on its side on a table.

2. Remove battery compartment door on the bottom panel and set it aside (see Figure 4).

Figure 4. Removing the Battery Compartment Door

3. Insert the battery into the battery compartment (see Figure 5).

Figure 5. Installing the Battery

4. Close the battery compartment.

o Note: Using the Battery menu in the Gateway's Web interface, you can view status
information about the battery (see “Viewing Battery Settings” on page 57).

20
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Connecting to the LAN

Using an Ethernet LAN cable, you can connect the Gateway to a desktop computer,
notebook, hub, or switch. The Gateway supports auto-MDI/MDIX, so you can use either a
standard straight-through or crossover Ethernet cable.

1. Connect either end of an Ethernet cable to one of the four Ethemet ports on the rear panel
of the Gateway (see Figure 6).

Figure 6. Connecting to an Ethernet Port on the Gat eway Rear Panel

2. Connectthe other end of the cable to your computer’s network-interface card (NIC) or to
another network device (see Figure 7).

_ Laptop Computar

Figure 7. Connecting the Gateway to the a Laptop or Desktop Computer
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Connecting the WAN

To connect the Gateway to a Wide Area Network (WAN) interface:

3. Connect a coaxial cable to the port labeled Cable on the rear panel of the Gateway from a
cable port in your home or office (see Figure 2 on page 15). Use only manufactured coaxial
patch cables with F-type connectors at both ends for all connections.

4. Hand-tighten the connectors to secure the connection.

5. Ifthe modem was not installed by your cable provider (ISP) or is replacing another cable
modem, contact your cable operator to register the SMCD3GNV3. If the modem is not
registered with your cable operator, it will be unable to connect to the cable network
system.

Connecting to the Public Telephone Network

The rear panel of the Gateway has two RJ-11 telephone-style connectors labeled Tel 1 and
Tel 2. Each of these connectors can provide telephone service to multiple telephones, fax
machines, and analog mode ms.

The maximum number of telephone devices connected to each RJ-11 port is limited by the
total Ringing Load of the telephone devices that are connected. Many telephone devices are
marked with a Ringer Equivalent Number (REN). Each telephone port onthe Gateway can
support up to a5 REN load. The sum of the REN load on all of the telephone devices
attached to each port must not exceed 5 REN

Before you use the Gateway's RJ-11 connectors to power the analog devices in your home
or office, disconnect the telephone lines from any other provider at the demarcation point. If
the incoming phone line is connected to another provider, such as an incumbent telephone
company, it can result in potentially harmful voltage to the analogtelephone line.

Note: The customer or the customer's wire contractor is responsible for adhering to all local
codes for wiring.

To set up the ability to place calls using a regular analog telephone line (PSTN), perform the
following procedure.
1. Disconnect the phone lines from any other provider at the demarcation point, if appropriate.

2. Connect the RJ-11 cable on an analog device to the Tel 1 connector on the rear panel of
the Gateway.

3. Connectthe RJ-11 cable on another analog device to the Tel 2 connector on the rear
panel of the Gateway.
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1.

Powering on the Gateway

After making your connections, use the following procedure to power on the Gateway:

Connect the supplied power cord to the power port on the rear panel of the Gateway (see
Figure 2 on page 15).

Connect the other end of the power adapter to a working power outlet. The Gateway
powers on automatically, the POWER LED on the front panel goes ON, and the other front
panel LEDs show the Gateway's status (see Table 1 on page 14).

WARNING: Only use the power cord supplied with the Gateway. Using a different power cord
can damage the Gateway and void the warranty.
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3 Preconfiguration Guidelines

After you install your SMCD3GNV3 Wireless Cable Modem Gateway, use the informationin
this chapter to configure the TCP/IP settings on the computer that will be used to configure
the Gateway. This chapter also covers other preconfiguration guidelines you should review
before configuring the Gateway.

The topics covered in this chapter are:

«  Configuring Your Computer for TCP/IP (page 25)
Disabling Proxy Settings (page 34)

- Disabling Firewall and Security Software (page 35)
Confirming the Gateway’s Online Status (page 35)
Confirming Your Computer's Link Status (page 35)
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Configuring Your Computer for TCP/IP

Before you configure the Gateway using its Web manage ment interface, configure TCP/IP
settings on the computer that will be used to configure the Gateway. The TCP/IP procedure
to use depends onthe operating system installed on the computer.

For Microsoft Windows 2000, see the procedure below
« For Microsoft Windows XP, see page 26

For Microsoft Windows Vista, see page 27
«  For Microsoft Windows 7, see page 30

For Apple Macintosh, see page 33

Configuring Microsoft Windows 2000

Use the following procedure to configure your computer if your computer has Microsoft
Windows 2000 installed.

. On the Windows taskbar, click Start, point to Settings , and then click Control Panel .

. In the Control Panel window, double-click the Network and Dial-up Connections icon. If
the Ethernet adapter in your computer is installed correctly, the Local Area Connection
icon appears.

. Double-click the Local Area Connection icon for the Ethernet adapter connected to the
Gateway. The Local Area Connection Status dialog box appears (see Figure 8).

Local Area Connection Status K
General |
r— Connection
Statuz: Connected
Duration: Bdays 22:22.36
Speed: 100.0 Mbps
— Achivit
¢ mf .
Sent —— =1 ——  Received
L4
Packets: 178131 | 166,487
{"Properfies Disable |

Claze |

Figure 8. Local Area Connection Status Window
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. Inthe Local Area Connection Status dialog box, click the Properties button. The Local
Area Connection Properties dialog box appears.

. Inthe Local Area Connection Properties dialog box, verify that Intemet Protocol (TCP/IP)
is checked. Then select Internet Protocol (TCP/IP) and click the Properties button.

. Click Obtain an IP address automatically  to configure your computer for DHCP.

. Clickthe OK button to save this change and close the Local Area Connection Properties
dialog box.

. Click OK button again to save these new changes.

. Restart your computer.

Configuring Microsoft Windows XP

Use the following procedure to configure your computer if your computer has Microsoft
Windows XP installed. If you use the Classic interface, where the icons and menus resemble
previous Windows versions, perform the procedure under “Configuring Microsoft Windows
2000” on page 25.

. On the Windows taskbar, click Start, click Control Panel , and then click Network and
Internet Connections

. Click the Network Connections icon.

. Click Local Area Connection for the Ethernet adapter connected to the Gateway. The
Local Area Connection Status dialog box appears.

. Inthe Local Area Connection Status dialog box, click the Properties button (see Figure 9).
The Local Area Connection Properties dialog box appears.

-L Local Area Connection Status

General | Sypport
Correction
Status: Connected
Druration: 23h2M1
Speed 100.0 Mbps
Signal Strength:
Activity :
Sent .."-l: Received
Packets: E3125 75,38
| Properties |[ Disahle ]

Figure 9. Local Area Connection Status Window
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5. In the Local Area Connection Properties dialog box, verify that Internet Protocol (TCP/IP)
is checked. Then select Intermet Protocol (TCP/IP) and click the Properties button. The
Internet Protocol (TCP/IP) Properties dialog box appears.

6. Inthe Internet Protocol (TCP/IP) Properties dialog box, click Obtain an IP address
automatically to configure your computer for DHCP. Click the OK button to save this
change and close the Internet Protocol (TCP/IP) Properties dialog box.

7. Click the OK button againto save your changes.

8. Restart your computer.

Configuring Microsoft Windows Vista

Use the following procedure to configure a computer running Microsoft Windows Vista with
the default interface. If you use the Classic interface, where the icons and menus resemble
previous Windows versions, perform the procedure under “Configuring Microsoft Windows
2000” on page 25.

1. Onthe Windows taskbar, click Start, click Control Panel, and then select Network and
Internet lcon.

2. Click View Networks Status and tasks and then click Management Networks
Connections .

3. Right-click the Local Area Connection icon and click Properties .
4. Click Continue . The Local Area Connection Properties dialog box appears.

5. In the Local Area Connection Properties dialog box, verify that Internet Protocol
(TCP/IPv4) is checked. Then select Internet Protocol (TCP/IPv4) and click the
Properties  button (see Figure 10). The Internet Protocol Version 4 Properties dialog box
appears.
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::. Local Area Connection Properties lﬁ

Hetworking | Sharing ;

Connect using:

i" Eroadcom Mettreme Gigahit Ethemet

Thiz connection uses the following items:

Wl -+ SHIFFER Protocal Diiver -
W] & Relisble Multicast Pratocol

W s AEGIS Protocol [[EEE 80214 w2316 —
W -2 Intermet Pratocol Yersion B (TCPAPYE] |
AN |r1tcret Protocol Version 4 [TEP/IPw ) |7
Wl .z Link-Layer Topalogy Discovery Mapper /0 Driver

1 i

& Link: 1 Topology Discove
bii S "
Install... Urirztall

D ezcription

Tranzmizzion Control Protocol/lntemet Protocol. The default

wide area nebwork, protocol that provides communication

across diverse interconnected networks.,

[ ag ] [ Caticel ]

Figure 10. Local Area Connection Properties Window

6. Inthe Internet Protocol Version 4 Properties dialog box, click Obtain an IP address
automatically to configure your computer for DHCP (see Figure 11).

Internet Protocol Version 4 (TCP/IPv4) Properties i

General | alternate Configuration |

ou can get IP settings assigned automatically if your network supparts
this capability. Otherwise, yvou need to ask your network administrakar
far the appropriate TP settings,

@ Dbtain an IP address automatically

7 Use the Following IP address:

@ Obtain DNS server address automatically

) Use the Fallowing DMS server addresses:

Advanced. ..

[ QK ][ Canicel ]

Figure 11. Internet Protocol Properties Window
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7. Clickthe OK buttonto save your changes and close the dialog box.

8. Clickthe OK button again to save your changes.

[ Local Area Cannection Status %
General
Zonneckion
IPvd Conneckivity: Local
IPwE Connectivity: Lirnited
Media State: Enablzd
Duration: 00:15:59

Speed: 100.0 Mbps

Ackivity
Sent —— k,! - Received
i =
Bytes: 41,224 | 33,200

[ @Eroperties I I @stable ] | Biagnose ]

| - = - —|

Figure 12. Local Area Connection Status Window
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Configuring Microsoft Windows 7
Use the following procedure to configure a computer running Microsoft Windows 7.

1. Inthe Start menu search box, type: ncpa.cpl

12 See all results

! Search the Internet

—_—
e rom= "

Figure 13. Typing ncpa.cpl in the Start Menu Box

The Network Connections List appears.

;'E:l' ¥ &Il C.., » Metwork Connec...
Organize «

M etwork

‘:. Local Area Connecticn
—

S o : :
W= Realtek PCle GBE Family Controfler

Figure 14. Example of Network Connections List

2. Right-click the Local Area Connection icon and click Properties .

3. Inthe Networking tab, click either Internet Protocol Version 4 (TCP/IPv4) or Internet
Protocol Version 6 (TCP/IPv6) , and then click Properties .
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Figure 15. Local Area Network Connection Properties

Hoc

Metworking

4 Local Area Connection Properties Send Feedback :

Connect using:

. Eh’ Metwork Connection

Thig. connection uses the following items;

v 2% Cliert for Microsoft Networks

.@GDS Facket Scheduler

v gFiIe and Printer Sharng for Microsoft Networks

=i |mtemet Protocol Version & (TCP/IPwE)

S ntemet Protocol Version 4 (TCE/Pvs) |

& | ink-Layer Topology Discoven Mapper 170 Diiver
[l s Link-Layer Topology Discovery Responder

Install.... _ Uninstall Froperties

Description

Transmission Control Protocal/Intemet Protocol, The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || cancel

)

In the properties dialog box, click Obtain an IP address automatically
computer for DHCP (see Figure 16).
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Internet Protocol Version 4 (TCP/IPvd) Properties A 4 1

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(7 Use the following IP address:

IF address:
Subnet mask:

Defaulk gakeway:

i@ Obtain DMS server address automatically
(7 Use the following DMS server addresses:

Preferred DMNS server:

Alkernate DM server:

Validate settings upon exit

[ Ok ][ Cancel ]

Figure 16. Properties Window
5. Clickthe OK buttonto save your changes and close the dialog box.

6. Clickthe OK button again to save your changes.
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Configuring an Apple ® Macintosh ® Computer

The following procedure describes how to configure TCP/IP on an Apple Macintosh running
Mac OS 10.2. If your Apple Macintosh is running Mac OS 7.x or later, the steps you perform
and the screens you see may differ slightly from the following. However, you should still be
able to use this procedure as a guide to configuring your Apple Macintosh for TCP/IP.

Pull down the Apple Menu, click System Preferences , and select Network .
Verify that NIC connected to the SMCD3GNV3 is selected inthe Show field.
In the Configure field on the TCP/IP tab, select Using DHCP (see Figure 17).
Click Apply Now to apply your settings and close the TCP/IP dialog box.

X< Metwark

Location: | Autematic

Shiow:  Built-mn Ethernet T‘
Facene | erroe | applaTali | Prowies |
Configure: | Using DHEP =
D5 Servers {pionall

IF Address: 10.1.28.83
IProwided by DHCFP Server)

Subnet Mask: 255.255.252.0

Router: 10.1.28.354 Search Damain (Op<ionall
DHCP Client ID: |
(Dpticeal
Examphi- ipplefom
Ethernet Address: DD:50ced:00:2c:06 earthiink.net
--i Click the lock to prevent further chamges. { movert Y [ Apphy how 3

Figure 17. Selecting Using DHCP in the Configure Fi  eld
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Disabling Proxy Settings

Disable proxy settings in your Web browser. Otherwise, you will not be able to view the
Gateway’s Web-based configuration menus.

Disabling Proxy Settings in Internet Explorer

The following procedure describes how to disable proxy settings in Internet Explorer 5 and
later.

Start Internet Explorer.
Onyour browser’'s Tool menu, click Options . The Internet Options dialog box appears.
In the Internet Options dialog box, click the Connections tab.

Inthe Connections tab, click the LAN settings button. The Local Area Network (LAN)
Settings dialog box appears.

In the Local Area Network (LAN) Settings dialog box, uncheck all check boxes.
Click OK until the Internet Options window appears.
In the Internet Options window, under Temporary Internet Files , click Settings .

For the option Check for newer versions of stored pages , select Every time | visit the
webpage .

Click OK until you close all open browser dialog boxes.

Disabling Proxy Settings in Firefox
The following procedure describes how to disable proxy settings in Firefox.
Start Firefox.
Onyour browser’s Tools menu, click Options . The Options dialog box appears.
Click the Advanced tab.
In the Advanced tab, click the Network tab.
Click the Settings button.
Click Direct connection to the Internet

Click the OK button to confirm this change.
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Disabling Proxy Settings in Safari
The following procedure describes how to disable proxy settings in Safari.
Start Safari.
Click the Safari menu and select Preferences .
Click the Advanced tab.
Inthe Advanced tab, click the Change Settings button.
Choose your location from the Location list (this is generally Automatic ).

Select your connection method. If using a wired connection, select Built-in Ethemet . For
wireless, select Airport .

Click the Proxies tab.
Be sure each proxy inthe list is unchecked.

Click Apply Now to finish.

Disabling Firewall and Security Software

Disable any firewall or security software that may be running on your computer. For more
information, refer to the documentation for your firewall. After you configure the Gateway,
please re-enable your computer firewall.

Confirming the Gateway's Online Status

Confirm that the Online LED on the Gateway front panel is ON (see Figure 1 on page 13). If
the LED is OFF, replace the coaxial cable connecting the Gateway to the cable service. If
the Online LED does not go ON after several minutes, please contact your cable provider to
confirm that the service is active.

Confirming Your Computer’s Link Status

Be sure there is an Ethernet cable connecting your computer to the Gateway. Then confirm
that the LEDs for the Gateway port connected to your computer are blinking. If the LEDs are
OFF, the connection between your computer and Gateway is not working properly.
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4 Configuring the Gateway

After configuring your computer for TCP/IP and following the preconfiguration guidelines in
Chapter 3, use that computer’'s Web browser to configure your SMCD3GNV3 Gateway. This
chapter describes how to use your computer's Web browser to configure the Gateway.

The topics covered in this chapter are:
Accessing the Gateway’s Web Management (page 37)
« Understanding the Web Management Interface Menus (page 38)

Web Management Interface Menus (page 40)
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Accessing the Gateway's Web Management

After configuring your computer for TCP/IP and reviewing the guidelines on the previous
page, configure the Gateway using its Web-based management interface. From your Web
browser, log into the interface to define system parameters, change password settings, view
status windows to monitor network conditions, and control the Gateway and its ports.

To display the SMCD3GNV3 Wireless Cable Modem Gateway’s Web-based management
screens, use the following procedure.

1. Launch a Web browser.

i

2.

3.

Note: Your computer does not have to be online to configure the Gateway.

In the browser address bar, type hitp:/10.0.0.1 and press the Enter key. The Login screen
appears (see Figure 18).

Customer Central Smartzone Security Help comcast.net

xfinity

Login

This iz intro text. Please login to manage your router,
Username:

Passwaord:

Figure 18. Login Screen

In the Login User Password screen, enter the default username cusadmin and the default
password highspeed . Both are case sensitive. For security, each password character
appears as a dot (e). After you log in, we recommend you change the default password on
the Change Password menu (see “Changing the Login Password” on page 99).
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4.

Note: Your cable modem operator may customize the login password, so please check with
your operator for the correct passwordto use.

Click the LOGIN button to access the Gateway’s Web interface. The At a Glance menu
appears, showing connection status information about the Gateway. You can also display
this menu any time by clicking At a Glance inthe menu bar.

Understanding the Web Management Interface Menus

The left side of the management interface contains a menu bar for selecting menus to
configure the Gateway. Whenyou click a menu, information and any configuration settings
associated with the menu appear in the main area (see Figure 19). If the displayed
information exceeds the main area, scroll bars appear to the right of the main area so you
can scroll up and down through the information.

The top of the main area shows the path (or “breadcrumb”) associated with the information
displayed in the main area. For example, if you click the Status submenu inthe Connection
menu, Connection > Status appears at the top of the main area.

The top-right area shows the username used to log into the Web interface, along with links
for changing the login password and logging out of your current session.

Below the login user name and links are status icons that show the:

Percentage of battery power remaining
Gateway’s Internet access
Status of the Gateway's wireless connection

Firewall security level

A control panel at the bottom of the menu provides links for accessing comcast.net, help,
security, smartzone, and customer central.

Username —|
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Menu bar

xfinity

Logout and Change
Password Buttons

Hi cusadmin  Logout  Change Password

ID % 3 Internet & Wireless O Low

At a Glance
+ Connection
Firewall
Software
r Hardware
Wizard
» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

At a Glance

TIP: Move the mouse over the devices.

& Ethemet

& unknow

& WiFi Home / 4 Devices & unknow

Firewall Security Level: Low € marc-pe

Recent Network Updates

Alerts: (1)

% 3 DoS attacks on the system

Warnings: (2)

The firewall security level is currently set to Low

Latest Firmware upgrade failed

Figure 19. Main Areas on the Web Management Interfa ce

] Status icons

Main area

] Control Panel

Some menus in the menu bar have submenus associated with them. If you click a menu that
has submenus, the submenus appear below the menu. For example, if you click the
Connection menu, the submenus in Figure 20 appear.

* Connection

Status

Comcast Network

Local IP Network

WiFi

Figure 20. Example of Connection Submenus
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Web Management Interface Menus

Table 3 describes the menus in the Web management interface.

Table 3. Web Management Interface Menus and Submenu s

Menus and Submenus Description See Page
Ata Glance Lets you view information about your home network, connected 42
devices, and recent network updates.

Connection Displays submenus thatlet you:

Connection > Status - View and edit settings for the local IP network, and view the setings 44
of the Wi-Fi network and Comcast network.

Connection > Comcast Network « View Comcast network settings and initialization procedures, 46
including cable modem, downstream, and upstream information.

Connection > Local IP Network « View and reset your local IPv4 and IPv6 settings. 47

Connection > WiFi « View and edit he Gateway's basic and advanced wireless settings. 49

Firewall « Configure the security level of he Gateway's internal firewall. 33

Ssoftware « View system software information. 55

Hardware > System Hardware « View information about the Gateway system hardware. 56

Hardware > Battery « View information about the Gateway’s internal battery. 57

Hardware > LAN - View the link status and Media Access Control (MAC) address for 58
each of the four Gateway Ethernet ports.

Hardware > WiFi « View the status and MAC address ofthe Gateway’s Wi-Fi port. 59

Wizard « Usea wizard toset up your home network. 60

Connected Devices Displays the Computer submenu for adding online computers and viewing computers

thatare offline.
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Table 3. Web Management Interface Menus and Submenu s

Menus and Submenus Description See Page

Parental Conftrol Displays submenus that let you configure the Gateway for:

Parental Control > Managed Sites « Blocked sites, blocked keywords, and trusted computers. 68

Parental Control > Managed Services « Blocked services and trusted computrs. 75

Parental Confrol > Managed Devices + Managed and blocked devices. 78

Parental Control > Reports - Generating reports containing selected Log Messages generated 82
during the user-defined imeframe.

Advanced Displays submenus thatlet you:

Advanced > Port Forwarding « Enable or disable the Gateway’s port forwarding feature. 84

Advanced > Port Triggering « Enable or disable the Gateway’s port triggering feature. 87

Advanced > Port Blocking « Enable or disable the Gateway's port blocking feature. 91

Advanced > Device Discovery « Enable or disable the Gateway's Universal Plug and Play (UPnP) 92
feature for dynamic connectivity to devices on the network.

Troubleshooting Displays submenus thatlet you:

Troubleshooting > Logs Configure log filters, and download and printsystem logs. 94

Troubleshooting > Disanostic Tools Tests connectivity to adestination or IP address. 96

Troubleshooting > Restore/Reboot Gateway | Resetthe Gateway, reset the Wi-Fi router only, or restore factory 98

settings.
Troubleshooting > Change Password Change the password used to login to the Gateway’s Web interface. 99
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Viewing Information About Your Network and Connecte d Devices

The At a Glance menu appears when you log into the Gateway’s Web interface. You can
also display this menu by clicking Gateway in the menu bar. Figure 21 shows an example of
the At a Glance menu and Table 4 describes the menu.

Hi cusadmin Logout  Change Password

)(flnlty [J% € Internet @& wireless © Low

Security
TETHEEN AtaGlance

At a Glance

. N TIP: Move the mouse over the devices.
b Connection

Firewall

Software Home Network Connected Devices

* Ha a
Hardware # Ethernet @ unknow

Wizard & Wi-Fi Home /4 Devices @ unknow

» Connected Devices Firewall Security Level: Low €& marcpe

» Parental Control

» Advanced Recent Network Updates
» Troubleshooting Alerts: (1)

! 3 DoS attacks on the system.
Warnings: (2)
The firewall security level is currently set to Low

Latest Firreare upgrade failed

Help  Se y ne  Custorner Central

Production hod

Figure 21. Example of the At a Glance Menu

Table 4. At a Glance Menu

Option Description

Home Network | Shows the status of your home network’s Ethemet and Wi-Fi home status. A green check mark indicates normal
operation. This area also shows the Gatway's firewall security level. To change this level, see “Configuring
Firewall Settings” on page 53.

Connected Shows the names of the devices connected to he Gateway. A Connected Devices button opens the Computers
Devices menu for viewing devices that the Gateway automatically detects using DHCP (see page 64).

RecentNetwork | Displays alert and warning information. A drop-down list lets you view this information for today, yesterday, this
Updates week, or this month.
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Viewing Information About Your Network and Connecti ons
Using the Gateway menu, you can:

View and edit settings for the local IP network, and view Wi-Fi and Comcast network
status. See page 44.

View Comcast network settings and initialization procedures, including cable modem,
downstream, and upstream information. See page 46.

« Configure IPv4 or IPv6 settings for the Gateway. See page 47.

View and edit basic and advanced wireless settings. See page 49.
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Viewing the Gateway's Connection Status

The Status menu lets you view and edit the settings for your local IP network. You can also
use this menu to view the status of the Wi-Fi network and Comcast network.

To display the Status menu, click Connection inthe menu bar, and then click the Status
submenu. Figure 22 shows an example of the Status menu and Table 5 describes the menu.

xfinity.

O

2 Gateway > Connection > Status

At a Glance

~ Connection

Status

Comcast Network

Local IP Network

TIP: Some text about email notification and how they work.

Local IP Network

EOIT

WIiFi Network

Hi cusadmin Logout Change Password
@ wireless O Low

Security

£ Internet

Local Netwark: Connected Wireless Network Active
WiFi {WiFi 2.4 GHZ):
Connection Speed: 1000Mbps
Firewall Supported B G N
Software IP Address {IPv4): 10.1.10.1 Protacals:

» Hardware
Wizard
» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

IP Address {IPv6):
Subnet mask:
DHCP Server:

No of Clients
connected:

DHCP Lease Time:

DHCP:

Comcast Network

Internet:
WAN IP Address:
DHCP Client:

DHCP Expire Time:

fef0:0:0:0:0:0:a00:1
2652562850

Enable

VIEW

Inactive
0.0.00
Enable

00h:00rm:00=

Security: WPAZPSK-AES

No of Clients 0
connected:

Help Smartzone  Customer Central

Security

Production Mode (Cormpressed JavaScript and C5E

ELEL)]

Figure 22. Example of the Status Menu
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Table 5. Status Menu

Option Description

Local IP Network Displays infomation about the local network. The EDIT button opens the Local P
Configuration menu for viewing and changing IPv4 or IPv6 settings (see “Viewing and Editing
Your Local IP Configurafon” on page 47).

WiFiNetwork Lets you view information about your Wi-Fi network. A VIEW button opens the WiFi menu for
viewing the link status and MAC address of the Gateway’s WiFiLAN port (see “Viewing Wi-Fi
Settings” on page 59).

Comcast Network Lets you view information about the Comcast network. A VIEW button opens the Comcast
Network menu for viewing the initialization procedures, incduding cable modem, downstream,
and upstream information (see “Viewing Comcast Network Information” on page 46).
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Viewing Comcast Network Information

The Comcast Network menu lets you view settings for the Comcast network. This menu also
shows information about the Gateway’s initialization procedures, cable modem settings, and
downstream and upstream information. The information shown on this menu auto matically
updates (refreshes) every 10 seconds.

To display the Comcast Network menu, click Gateway in the menu bar, and then click the
Connection and Comcast Network submenus. Figure 23 shows an example of the
Comcast Network menu.

Wi cusadmin Legost Change Paceu
xfinity. D% ©memet O wrsess G Low
teway > C tion > C t Network

00 days D0h.03m.475
WAN IP Address: 0.0.0.0
DHCP Client: Enable

DHCP Expir

ne: 00R00M 00

WAN WAC: 00:22:2D.9D:A4:D3

NTA MAC: 00222090441

» Connected Devices

RF MAC: 00:22:2D9D:A4:D0
» Parental Control

 Advanced Initilization Procedure

» Troubleshooting

SMC Networks

PSPU-Boot(BBU) 109.15:H26

1514
Model SMC-D3GNY
ProductType:  SMC-DIGNY.
e
ersion: 1514

H2A091060C

Channel Bonding Value

Lock Status Not locked Not locked Not locked Not locked

Figure 23. Example of Comcast Network Menu
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Viewing and Editing Your Local IP Configuration

The Local IP Configuration menu lets you view and change the Internet Protocol (IP)
settings used by the Gateway. Fields are provided for configuring IP version 4 (IPv4) and the
newer IP version 6 (IPv6).

To display the Local IP Configuration menu, click Connection inthe menu bar, and then
click the Local IP Network submenu. Figure 24 shows an example of the Local IP
Configuration menu and Table 6 describes the menu.

Hi cusadmin Logout  Change Password

Xflnlty [J% € Internet @& wireless © Low

Security
= Gateway > Connection > Local IP Configuration

At a Glance

q TIP: Some text about email notification and how they work.
~ Connection

Status

Comeast Hetwork _

Local IP Network

Gateway Address: ‘WU | _|1 ‘ _|1D | _|1 |
WiFi
Subnet Mask:
Firewall
DHCP Beginning Address: |1U | _|1 ‘ ‘WD | _|1D ‘
Software
DHCP Ending Address: [10 | [1 R

» Hardware

Wizard DHCP Lease Time:

» Connected Devices

SAYE SETTINGS

» Parental Control RESTORE DEFALLT SETTINGS FOR IPY4

» Advanced

O Enable IPv§

Gateway Address: |00:00:00:00-00:00:00:00
Subnet Mask: |00:00:00:00:00:00:00:00

IPvi Mode: | link-local only

SAYE SETTINGS

RESTORE DEFAULT SETTINGS FOR IPVE

Help  Security  Srnartzone  Custorner Central

Froduction Maode (Cormpress

Figure 24. Example of Local IP Configuration Menu
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Table 6. Local IP Configuration Menu

Description

IPv4

(for computers that use IPv4 Messaging)

Gateway Address IPv4 IP address that the Gateway is to use.

Subnet Mask IPv4 subnet mask that the Gakway is to use.

DHCP Beginning Address Starting IP address range for the pool of allocated for DHCP IP addresses. The first two fields
match the first two octets in the Gateway’s IP address and cannot be changed. The last two
fields letyou enter the final two octets in the starting IP address range.

DHCP Ending Address Ending IP address range for the pool of allocated for DHCP IP addresses. The first two fields

match the first two octets in the Gateway’s IP address and cannot be changed. The last two
fields letyou enter the final two octets in the ending P address range.

DHCP Lease Time

Amountof time a DHCP network user is allowed connection fo he Gateway with their current
dynamic IP address. Defaultis One Week.

SAVE SETTINGS button

After configuring your IPv4 setfings, click this button to save them.

RESTORE DEFAULT SETTINGS
FOR IPV4 button

Resets he Gateway to the factory default IPv4 settings.

IPv6
(for computers that use IPv6 Messaging)

Enable IPv6 Check this box to configure the Gateway to use IPv6 settings.

Gateway Address IPv6 IP address that the Gateway is o use.

Subnet Mask IPv6 subnet mask that the Gateway s to use.

DHCP Beginning Address Starting IP address range for the pool of allocated for DHCP IP addresses. The first two fields

match the first two octets in the Gateway’s IP address and cannot be changed. The last two
fields letyou enter the final two octets in te starting IP address range.

DHCP Ending Address

Ending IP address range for the pool of allocated for DHCP IP addresses. The first two fields
maich the first two octets in the Gateway’s IP address and cannot be changed. The last two
fields let you enter the final two octets in the ending IP address range.

DHCP Lease Time

Amountof time a DHCP network user is allowed connection to the Gateway with their current
dynamic IP address. Defaultis One Week.

IPv6 Mode

Select the IPv6 mode that the Gateway is to use. Choices are:

« link-local only = allows communication among nodes attached to the same link. Packets
are not forwarded outside the site. (defaulf)

« site-local only = allows communication among nodes within a site or organization.

SAVE SETTINGS button

After configuring your IPV6 settings, click this button to save them.

RESTORE DEFAULT SETTINGS
FOR IPV6 button

Resets he Gateway to the factory default IPv6 settings.
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Viewing and Editing Wireless Configuration

The Wireless menu lets you view and change the Gateway's basic and advanced wireless
settings. To display the Wireless menu, click Gateway in the menu bar, and then click the
Connection and WiFi submenus. Figure 25 shows an example of the Local IP Configuration
menu and Table 7 describes the menu.

[
xfinity. 0% ©mtemet © Wirsiess © Low

security

Gateway > Connection > Wireless

Private Wireless Network

MAC Address

Home ADS W2DIADS  WPAPSIAES | eor
ool Home-A4D5 00:22:2D:9D:A4:05 WPA2PSK-AES Eom
i Home.A4DG 00:22:2D:9D:A4:06 WPA2PSK-AES Eom
:”;W“" Home-A4D7 00:22:20:9D:A4:07 WPAPSK-AES 0

» Hardware
Wit Private Wireless Basic setting

Hode: (802,11 bigh v

+ Parental Control Channel Selection: © Automatic O Manual

020 @ 20140

@ 80005 O 400ms

STBC: © Disable O Enable

WIFi Client Setup Configuration (WPS)

Yau must enable WPS ta connsct your device ta this device.

AP PIN: 3313460

Connectto Your WPS-supported device

© Push Button (recommended)
Click on the push button either on the Gateway or the button below within 2 minutes to connect your Wireless
clent to your networ

Figure 25. Example of Wireless Menu

49
SMCD3GNV Wireless Cable Modem Gateway User Manual



SHREL (2] [HG21] I MREBH Heading 1 3 ¥ 2 A4S J B o 3«

Table 7. Wireless Menu

Description

Private Wireless Network

Name Shows the name MAC address, and security setting, if any, for each private wireless network
MAC Address detected. An EDIT button is provided to change these settings.
Security Mode
Private Wireless Basic Setting
Mode Choices are:
» 802.11 b/g = use this setting if you have a combination of IEEE 802.11b and EEE 802.11g
devices on your network.

« 802.11n = use this setting if you have only IEEE 802.11n devices on your network or want
to limit your network to IEEE 802.11n devices.

« 802.11 b/g/ = use this setting if you have a combination of IEEE 802.11b, IEEE 802.11g,
and IEEE 802.11n devices on your nework. (default)

Channel Selection Select how the Gateway will select a channel for communicating over the wireless network.
Choices are:

« Automatic = the Gateway selects the channel automatically. (default)

» Manual = the Gateway uses the channel specified in the Channel option.

Channel If the Channel Selection option is Manual, specify the appropriate channel from the list
provided to correspond with your network settings. Choices are 1, 6, and 11. The default
setting is 6, which refers to radio frequency ranges within the 2.4 GHz range. You can change
this setting if necessary; however, all devices in your wireless network must use the same
channel to work properly.

SAVE BASIC SETTING button Click this button to save your changes to the private wireless basic settings.
Private Wireless Advanced Setting
BG Protection Mode This mode is a protection mechanism that prevents collisions among 802.11b/g modes.
Choices are:

» Auto =BG protection mode goes on or off automatically as needed.
» Always-On = BG protection mode is always on.

« Always-Off= BG protection mode is always off. (defaulf)

IGMP Snooping Enables or disables the Gateway from forwarding multicast traffic intelligently.

« Enable = Gateway listens to IGMP membership reports, queries, and leave messages to
identify the Gateway ports that are members of multicast groups. Multicast traffic will only
be forwarded to ports identified as members of the specific multicast group or groups.

« Disable = Gateway does not analyze all IGMP packets. (defaulf)

Operation Mode Lets you select between Mixed Mode and Green Field.
+ Mixed Mode = provides backward compafibility with IEEE 802.11n/a/g/b devices. (defaul)

+ GreenField = used for pure network 0f802.11n access point and clients, taking full
advantage of the high-throughput capabilities of the 11n multiple-input multiple-output
(MIMO) architecture.
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Option Description

Channel Bandwidth Selecta channel bandwidth 0f20 or 20/40.
« 20 = allows only single-channel operafon (e.g., 20 MH2).

« 20/40 = allows both single channel operation (20 MHz) and the wider bandwidth operation
(40 MHz) by using two or more adjacent (contiguous channels). A 20/40 BSS is a wireless
network that allows a wider bandwidth operation mode. (default)

Guard Interval The guard interval is the period in nanoseconds thatthe Gateway lisens between packets.
Choices are:

« Long =800 ns guard interval.
« Short=400ns guard interval. (defaulf)

MCS Modulafon Coding Scheme (MCS) is a specification of PHY parametrs consising of
modulafon order (BPSK, QPSK, 16-QAM, 64-QAM) and FEC code rate (1/2, 2/3, 3/4, 5/6).
MCS is used in the Gateway to define 32 symmetrical settings. MCS provides for potentially
greater throughput. High throughput data rates are a function of MCS, bandwidth, and guard
inerval. Default is auto.

Reverse Direction Grant (RDG) Speeds up data fransmission between the Gateway and 802.11n access pointsand clients by
allowing wireless workstations to send/receive data simultaneously, without contending for
shared medium. Defaultis enable.

Extension Channel Defines a second 20-MHz channel. 40-MHz stations can use this channel in addition to using
the control channel simultaneously.

Aggregation MSDUA (A-MSDU) Enables or disables aggregation of multiple MSDUs in one MPDU. Defaultis disable.
Auto-Block Ack Enables or disables Auto Block ACL function. Defaultis enable.

Decline BA Request Enables or disables the BA request function. Defaultis disable.

HT Tx Stream Select 1 or 2 from te pull-down menu. Defaultis 2.

HT Rx Stream Select 1 or 2 from te pull-down menu. Defaultis 2.

WMM Power Save When checked, enables the Gateway's power-management features for optimizing battery

life. Defaultis checked.

STBC Space Time Block Coding (STBC) is an 802.11n technique intended to improve the reliability
of data ransmissions. With STBC, the data stream is transmitted on multiple antennas, so the
receiving system has a better chance of detecting atleastone of the data streams. Choices
are:

« Disable = Gateway does not fransmit the same data on multiple antennas. (defaulf)
« Enable = Gateway transmits the same data stream on multiple annnas at the same time.

SAVE ADVANCED SETTING button | Click this button to save your changes fo the private wireless advanced settings.

WiFi Client Setup Configuration (WP5)

WPS Lets you enable or disable Wi-Fi Protected Setup (WPS) on the Gateway. Defaultis disabled.
Security A read-only field that shows security information.
Encryption A read-only field that shows the encryption metod, if any, used.
WPA Passphrase A read-only field that shows the WPA passphrase used by the Gateway. The passphrase is a
sequence of words or text thatcan be used to automatically generate WEP keys.
WPS Configured A read-only field that whether WPS has been configured.
AP PIN A read-only field that shows the personalidentification number (PIN) for the access point.
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Description

Connect to Your WPS-supported Device

Push Button Click this option to use the WPS button on the top panel of the Gateway to configure WPS
(see Figure 3).
PIN Number Click this option if you need to entera PIN to configure WPS.
Enter Wireless Clients PIN If you clicked PIN Number, enter the PIN in this field.
Pair with my WiF| Client Click this butin to pair (connect) the Gateway’s Wi-Fi setings with your Wi-Fi client.
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Configuring Firewall Settings

The Firewall menu lets you view and edit the settings for the Gateway’s internal firewall. The
setting you select here is displayed at the top-right area of the Gateway's Web interface.

To display the Firewall menu, click Gateway inthe menu bar, and then click the Firewall
submenu. Figure 26 shows an example of the Firewall menu and Table 8 describes the
menu.

Hi cusadmin Logout Change Password

Xflnlty 0% O Internet & wireless € Low

Security
= Gateway > Firewall

At a Glance

» Connection Firewall Security Level

Firewall
Software
» Hardware

O Typical Security (Medium
Wizard

b CErRE] EEEes ® Minimum Security (Low

+ Parental Control

» Advanced O Custom Security

+ Troubleshooting
SAYE SETTINGS RESTORE DEFALULT SETTINGS

Production

Figure 26. Example of the Firewall Menu

Table 8. Firewall Menu

Option Description

Maximum Security (High) Configures the Gateway’s firewall to the highest setting. Select this setting for environments
where security is crifical.

Typical Security (Medium) Configures the Gateway’s firewall for typical (medium) security. Select this setting for
environments where security is important.

Minimum Security (Low) Configures the Gateway’s firewall for minimum (low) security. Select this setting for
environments where security is not important.

Custom Security Clicking this option displays the custom security settings in Figure 27. For more information,
see Table 9.

SAVE SETTINGS button After configuring your firewall settings, click this button to save them.

RESTORE DEFAULT SETTINGS Resets the Gateway to the factory default firewall settings.
button
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@ Custom Security

Blocked: Mo access to local network from Internet, except the "Excluded Computer” if configured.
Limited: Only commonly used services, such as web browsing and E-mail, are permitted.

[ Block http (TCP port 80, 443)

1 Block ICMP

1 Block Multicast

[ Block Peer-to-peer applications
1 Block IDENT {port 113}

M1 s (] . "

Figure 27. Custom Firewall Security Settings

Table 9. Custom Security Settings

Option Description

Block http Blocks Hypertext Transfer Protocol (HTTP) downloads on ports 80 and 443.

Block ICMP Blocks Intemet Control Message Protocol (ICMP) traffic at the oufer perimeter of the Gateway
to prokct against attacks such as cascading ping floods.

Block Multicast Blocks unsalicited multicast packets.

Block Peer-to-peer application Blocks peer-to-peer applications

Block IDENT Blocks identificafon (ldent) requests from Ident servers on port 113.

Note: Port 113 is associated with Ident If a dient program on a computer connected to the
Gateway contacts a remote server for services such as POP, IMAP, SMTP, or IRC, the
remote server refurns a query fo the “Ident” server running in many systems listening for
these queries on port 113. Essentially, the remote server is asking your system to idenfify
itself and you. This means that port 113 is often probed by attackers as a source of your
personal information.

Disable entire firewall Disables all of the Gateway'’s firewall settings.
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Viewing System Software Settings

The Software menu is a read-only screen that shows the software version and packet cable
version associated with the Gateway.

To display the Software menu, click Gateway in the menu bar, and then click the Software
submenu. Figure 28 shows an example of the Software menu.

Hi cusadmin Logout Change Pazaword

xf"’"ty 0% € Internet @ Wireless O Low
Security
CETHEN Gateway > Software
At a Glance
» Connection
Software eMTA & DOCSIS 1514
Software Version:
» Hardware

Wizard Packet Cable: 15

» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

Help

Production Mode (Comp

Figure 28. Example of the Software Menu
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Configuring System Hardware

Using the Hardware menu, you can:

«  View system hardware information. See page 56.

- View information about the Gateway's internal battery. See page 57.

«  View the link status and Media Access Control (MAC) address for all four Gateway
Ethernet ports. See page 58.

«  View the status and MAC address of the Gateway’s Wi-Fi port. See page 59.

Viewing System Hardware Settings

The System Hardware menu is a read-only screen that shows the Gateway's system
hardware.

To display the System Hardware menu, click Gateway in the menu bar, and then click the
Hardware and System Hardware submenus. Figure 29 shows an example of the System
Hardware menu.

Hi cusadmin Logout Change Password
)(f“‘“ty 0% € Internet @ Wireless O Low
Security
= Gateway > Hardware > System Hardware
At a Glance

» Connection System Hardware

Firewall
Model: 3MC-D3IGNY
Software
HW ldentifier: 14
= Hardware

- Serial Number: H2ADZ1DBCC
System Hardware

Battery Processor Speed: 400 MHz

LAN DRAM: 123 MB

Wi Flash: 32 ME
Wizard

» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

Figure 29. Example of the System Hardware Menu
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Viewing Battery Settings

The Battery menu is a read-only screenthat shows information about the Gateway'’s internal
battery.

To display the Battery menu, click Gateway in the menu bar, and then click the Hardware
and Battery submenus. Figure 30 shows an example of the Battery menu.

Hi cusadmin Logout  Change Password

)(flnlty [T% © internet & wireless O Low

Securitv
KN Hardware > Battery

At a Glance

' ‘:.Dnnec‘iﬂn _

Firewall Power status;
Software Battery Installed:
* Hardware Battery Condition:
System Hardware Remaining
Charge:
Battery
Remaining Time
LAN
Battery Model A
WiFi Identifier:
Wizard Battery Serial MA

Number:

» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

Figure 30. Example of the Battery Menu
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Viewing LAN Ethernet Settings

The LAN Ethernet menu is a read-only screen that shows the link status and MAC address
of the Gateway’s four Ethernet ports.

To display the LAN Ethernet menu, click Gateway in the menu bar, and then click the
Hardware and LAN submenus. Figure 31 shows an example of the LAN Ethernet menu.

Hi cusadmin Logout  Change Password

Xflnlty [T% © internet & wireless O Low

Security
=" Gateway > Hardware > LAN Ethernet

At a Glance

» Connection LAN Ethernet Port 1 LAN Ethernet Port 2

Firewall
LAN Ethernet link Active LAN Ethernet link Inactive
Software status{Porti): status(Pon2):
~ Hardware MAC Address: 00:22:2D:8D:A4:02 MAC Address: 00:22:20:90:A4:02 =

System Hardware

Battery LAN Ethernet Port 3 LAN Ethernet Port 4

LAN
. LAN Ethemet link Inactive LAN Ethernet link Inactive
WiFi status(Port3): status(Porud):
Wizard
MAC Address: 00:22:2D:30:44:02 MAC Address; 00:22:20:90:A4:02

» Connected Devices
» Parental Control
» Advanced |

» Troubleshooting

Figure 31. Example of the LAN Ethernet Menu
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Viewing Wi-Fi Settings

The WiFi menuis a read-only screen that shows the Wi-Fi link status and MAC address of
the Gateway's WiFi port.

To display the WiFi menu, click Gateway inthe menu bar, and then click the Hardware and
WiFi submenus. Figure 32 shows an example of the WiFi menu.

Hi cusadmin Logout Change Password

Xflnlty [J% € Internet & wireless © Low

Security
= Gateway > Hardware > WiFi

At a Glance

» Connection WIFi LAN port (2.4 GHZ)

Firewall
WiFi link status:  Active
Software
MAC Address: 00:22:2D:3D:A4:D4
~ Hardware

System Hardware

Battery

LAN

WiFi

Wizard

» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

Figure 32. Example of the WiFi Menu
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Configuring Your Home Network

The Home Network Wizard menu is part of a 2-page wizard you can use to configure your
home network.

To display the first page of the Home Network Wizard, click Gateway inthe menu bar, and
then click the Wizard submenu. Figure 33 shows an example of the first page of the Home
Network Wizard and Table 10 describes the page.

Hi cusadmin Logout Change Pasgword
0% € Internet @ Wireless O Low

Xflnlty security

2 Gateway > Home Network Wizard - Step 1

At a Glance

' CO“"eC‘ion _

Firewall
b Welcome to Comcast. To configure your home network, we need some basic information

Software
Gateway Name:
* Hardware

Wizard Current Passwaord: l:l

» Connected Devices New Password: l:l
b (FetEarE] =i Re-enter New Password: l:l

» Advanced

8-20 characters. Letter and numbers anly. No spaces. Case sensitive

» Troubleshooting
NEXT STEP

Figure 33. Example of the First Page of the Home Ne twork Wizard
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Table 10. Home Network Wizard — Step 1

Option Description

Gateway Name The name you want fo assign fo the Gateway. Assign a name so that this device will not be
confused with other devices on your wireless network. We recommend you use a name thatis
meaningful to you so you can identify the Gateway easily. The Gateway name is case
sensitive and can contain from 8 to 20 alphanumeric characters, but no spaces.

Current Password Enter the current case-sensitive password. For security purposes, every typed character
appears as a dot (¢). The default password is not shown for security purposes. The password
is case sensifve and can confain from 8 © 20 alphanumeric characters, but no spaces.

New Password Enter the new password you want to use. The password is case sensitive and can contain
from 8 to 20 alphanumeric characters, but no spaces. Spaces count as password characters.
For security purposes, every typed character appears as a dot (*).

Re-enter New Password Enter the same case-sensitive administrator password you typed in the New Password field.
For security purposes, every typed character appears as a dot (®).
NEXT PAGE button Click this butbn to display the second page of the Home Network Wizard (see Figure 34 and
Table 11).
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Hi cusadmin Logout  Change Password

Xflnlty [T% © internet & wireless O Low

Securitv
= Gateway > Home Network Wizard - Step 2

At a Glance

¥ Comnection _

Fi all
frew Next, we need to configure your wireless network. Note that your network can be accessed by both the
Software 2.4 Ghz (Wireless B, G, Nj and 5 Ghz (Wireless A, N) compatible devices.
> Hardware Enter WiFi Network Name: Home-A4D4
Wizard

Encryption Method: ‘ Open (risky) v

» Connected Devices
» Parental Control

» Advanced Open networts do not have a pasavord.

+ Troubleshooting

Figure 34. Example of the Second Page of the Home N  etwork Wizard
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Table 11. Home Network Wizard — Step 2

Option Description

Enter WiFl Network Name Enter the name of your wireless network (typically, the SSID). The Wi-Fi name will make it
more obvious for others to know which network they are connecting b.

Encryption Method The default selection of OPEN means your wireless transmissions are notprotected. To
prevent other computersin the area from using your Internet connecfon, secure your wireless
network by selecting an encryption method from this drop-down list. There are several
encryption methods for wireless settings, including:

« WEP = basic encryption and therefore least secure (i.e., it can be easily cracked, butis
compatible with a wide range of devices including older hardware).

« WPA (WPA-Personal) = one of the highest levels of wireless security for your network.
Select this option if your wireless adapters support WPA.

« WPA-2 (Wi-Fi Protected Access version 2) = second generafon of WPA. Select this option
if your wireless adapters support WPA2.

« WPA-Enterprise = provides extremely strong wireless security and adds authentication to
WEP's basic encryption. This option is mainly suitd for enterprise users, nothome users,
and can be selected ifyour wireless adapters support WPA-Enterprise.

Enter Network Password If you select one ofthe WEP or WPA encryption settings, enter the password used for
encryption and decryption.
Radius Server Address IP address ofthe Remote Authentication Dial In User Service (RADIUS) server.
Radius Server Port Port number that RADIUS uses for authentication. Defaultis 1812.
FINISH button Click this butbn to complete the Home Network Wizard.
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Working with Connected Devices
Using the Computers menu, you can:

- View the computers that the Gateway has discovered using DHCP or Home Network
Administration Protocol (HNAP).

« Manually add computers with static IP addresses to the wireless network.
- Edit computers with static IP addresses
- Disconnect online and offline computers from the wireless network.

To display the Computers menu, click Connected Devices inthe menu bar. Figure 35
shows an example of the Computers menu.

Hi cusadmin Logout Change Password

Xflnlty [J% € Internet & wireless © Low

Security

» Gateway Connected Devices > Computers

- Connected Devices
mate

TIP: In general, every computer on this list should be auto discovered via DHCP, UPNP/Zero
conf, or HNAP. To add a computer on a wireless network, Click on the "Add WiFi Client™
button.

Computers
» Parental Control

» Advanced

+ Troubleshooting Online Computers

Host Name  IP Address DHCP/StaticIP Connection MAC Address Comments

unknow 10.1.10.2 Static IP Ethemet 00:12:3F:12:F8:3E EDIT ¥

ADD COMPUTER WITH STATIC IP

Offline Computers

Host Name IP Address DHCP/Static IP MAC Address Comments

Figure 35. Example of the Computers Menu

64
SMCD3GNV Wireless Cable Modem Gateway User Manual



S5 0E] 1) 3 R Heading 1 || 4HR vt Pl e 3 -

5.

Manually Adding Computers with Static IP Addresses to the Wireless Network

To manually add a computer with a static |P address to your wireless network:

Under Online Computers , click the ADD COMPUTER WITH STATIC IP button. The Add
Computer menu appears (see Figure 36).

Complete the fields in the Add Computer menu (see Table 12).

Click SAVE to save your settings (or click CANCEL to discard them). If you click SAVE,
the Computer menu reappears, with the computer you added displayed under Offline
Computers .

To add more computers with static IP addresses, repeat steps 1 through 3.

To edit an online computer, click the EDIT button next to the computer you want to modify,
edit the settings on the Edit Computer menu (see Figure 37), and click SAVE.

. To delete an online or offline computer, click the X next to the computer. When the Delete

Computer message appears, click OK to delete the computer or CANCEL to retain it. If
you clicked OK, the computer is removed from the Computers menu.

Hi cusadmin Logout Change Password

)(flnlty [J% € Internet & wireless © Low

Security

» Gateway Connected Devices > Computers > Add Computer

- Connected Devices

Computers

TIP: Some useful help text needed here.

» Parental Control

» Advanced Add Computer with Static IP Address
e L —

Connection: Ethemet

Static IP Address: l:l

e §

corncast.net  Help  Secutity  Smartzone  Customer Central

Production Mode (Cal pt and CSS loaded)

Figure 36. Example of the Add Computer Menu
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Table 12. Add Computer Menu

Option Description

Host Name Host name of the computer you want to add.
Connection Read-only field that displays shows the network connection of Ethernet.
MAC Address MAC address of the computer you want to add. Add a colon between each 2-character ID in

the MAC address. For information about obtaining the MAC address ofa computer, see
‘Determining a Computer's MAC Address” on page 196.

Static IP Address Static IP address of the computer you want to add. Add a period between each octetin the IP
address.
Comments Optional comments about the computer.
SAVE button Click tis button to save your settings.
CANCEL button Click tis button to discard your settings on the Add Computer menu.
Hi cusadmin  Logout  Change Password
Xf"‘"ty [T% € Internet & wireless O Low

Securitv

» Gateway Connected Devices > Computers > Edit Computer

~ Connected Devices
Computers Edit Computer

» Parental Control
Host Name: unknow

» Advanced
Connection: Ethemet

» Troubleshooting
Configuration: @ DHCP
O static IP

MAC Address: 00.12.3F 12.FG.3E

Co“““e“m: |:|

SAVE CANCEL

Help  Security  Smartzone  Custorner Central

Production Maod

Figure 37. Example of the Edit Computer Menu
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Table 13. Edit Computer Menu

Option Description

HostName Read-only field that shows the hostname of the computer you selecied.

Connection Read-only field that displays shows the network connection of Ethernet.

Configuration Select whether the selected computer should be discovered by the Gateway using DHCP or a
static IP address. If you selectStatic IP, enter the static IP address in the Static IP Address
field.

MAC Address Edit the MAC address of the selected computer. Add a colon between each 2-charactr ID in
the MAC address.

Static IP Address If you selected Static IP for Configuration, enter the computer’s static IP address. Add a
period between each ocet in he IP address.

Comments Optional comments about the computer.

SAVE button Click this butin to save your settings.

CANCEL button Click this butbn to discard your setings on the Edit Computer menu.
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Configuring Parental Controls

Regulating Web browsing can prevent children and workers from accessing dangerous
content on the Internet, or having to make judgment calls over suitable relationships in chat-
rooms. The fact is, Web sites, chat-room users, and downloaded programs may not have
the best interests of you, your family, or your workers at heart. The unscrupulous may try to
manipulate the people you care about or try to gain trust, which may result in unacceptable
access to your family, your coworkers, your computer, or personal information.

Using the Parental Controls menu, you can prevent access to unwanted Web content by:
- Blocking sites and keywords. See page 68.

- Blocking services. See page 75.

« Blocking devices and access types. See page 78.

You can also define report filters and generate reports. See page 82.

Blocking Sites and Keywords, and Selecting Trusted Computers

Using the Managed Sites menu, you can block access to certain Web sites from local
computers. To display the Managed Sites menu, click Parental Control inthe menu bar.
Figure 38 shows an example of the Managed Sites menu.
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11.
12.
13.
14.
15.

16.
17.

18.

Hi cusadmin Logout  Change Password wl
Xflnlty [J% € Internet & wireless © Low
Security

» Gateway Parental Control > Managed Sites

» Connected Devices

TIP: Some text about email notification and how they work.
- Parental Control

Managed Sites

Managed Services Enable Managed Sites: | Enabled [RUEERELE

Managed Devices

Reports

» Advanced Rl When

» Troubleshooting

Heywrord When

Trustzd Sompuiars

Compuier Hame

comcast.net  Help

Figure 38. Example of Managed Sites Menu

Blocking Sites

To block sites:

If the Managed Sites menu is not displayed, click Parental Control inthe menu bar.

Next to Enabled Managed Sites , click Enabled .

Under Blocked Sites , click ADD. The Add Blocked Domain menu appears (see Figure 39).
Complete the fields in the Add Blocked Domain menu (see Table 14).

Click SAVE (or click CANCEL to discard your settings). If you clicked SAVE, the blocked
site appears below Blocked Sites on the Managed Sites menu.

To block additional sites, repeat steps 3 through 5.

To edit a blocked site, click the EDIT button next to the blocked site you want to modify,
edit the settings on the Add Blocked Domain menu (see Table 14), and click SAVE.

To delete a blocked site, click the X next to the site. When the Delete URL Block Rule
message appears, click OK to delete the blocked URL or CANCEL to retain it. If you
clicked OK, the URL is removed from the Blocked Sites area on the Managed Sites menu.
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Hi cusadmin Lagout Change Passward

0% € Internet & Wireless € Low
Kflnlty Securitv
» Gateway Parental Control > Managed Sites > Add Blocked

» Connected Devices Domain

~ Parental Control
Managed Sites Add Site to be Blocked

Managed Services URL:

Managed Devices

Reports

, Advanced Set Block Time

+ Troubleshooting Start from: |12 Jun} Al

End on: |11 559 P

Set Blocked Days Select All | Select Mone

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

SAVE CANCEL

Figure 39. Add Blocked Domain Menu

70
SMCD3GNV Wireless Cable Modem Gateway User Manual




S 7] [H771) %3 HREBH] Heading 1 3 & | (SIEI: P riibg e 3 -

Table 14. Add Blocked Domain Menu

Option
URL

Description

Enter the URL you wantblocked.

Always Block?

Select whether you want the Gateway to always block this URL. Choices are

» No =the Gateway does notalways block this URL. Use the Set Block Time and Set
Blocked Days fo instruct the Gateway when to block this URL.

« Yes = the Gateway always blocks this URL unfil you remove the block. (defaulf)
Set Block Time

Startfrom If you selected No for Always Block?, select the ime when the Gateway is to start blocking
this URL.
Endon If you selected No for Always Block?, select the time when the Gateway is to stop blocking

this URL.

Set Blocked Days

SelectAll Click this link to select all seven days. This link is notavailable if you selected Yes for Always
Block?
SelectNone Click this link to deselectall seven days. This link is not available if you selected Yes for

Always Block?

Monday — Sunday

Check the check boxes tat correspond to the days when you want the Gateway to block this
URL. These checkboxes are not available if you selected Yes for Always Block?

SAVE butbn

Click this butbn to save your settings.

CANCEL button

Click this butbn to discard your setings on the Add Blocked Domain menu.
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Blocking Keywords

To block keywords:
19. If the Managed Sites menu is not displayed, click Parental Control inthe menu bar.
20. Next to Enabled Managed Sites , click Enabled.

21. Under Blocked Keywords , click ADD. The Add Blocked Keyword menu appears (see
Figure 40).

22. Complete the fields in the Add Blocked Keyword menu (see Table 15).

23. Click SAVE (or click CANCEL to discard your settings). If you clicked SAVE, the blocked
keyword appears below Blocked Keywords on the Managed Keywaords menu.

24. To block additional keywords, repeat steps 3 through 5.

25. To edit a blocked keyword, click the EDIT button next to the blocked keyword you want to
modify, edit the settings on the Add Blocked Keyword menu (see Table 15), and click
SAVE.

26. To delete a blocked keyword, click the X next to the keyword. When the Delete Keyword
Block Rule message appears, click OK to delete the blocked keyword or CANCEL to retain
it. If you clicked OK, the keyword is removed from the Blocked Keywords area on the
Managed Keywords menu.
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xfinity

» Gateway

» Connected Devices

~ Parental Control

Managed Sites
Managed Services
Managed Devices
Reports

» Advanced

» Troubleshooting

Hi cusadmin  Logout Change Password

[J % 43 Internet & Wireless 3 Low
Security

Parental Control > Managed Sites > Add Blocked
Keyword

Add Keyword to be Blocked

Keyword:

Always Block?

Set Block Time
Start from: |12 Juln] Al
End on: |11 =) P

Set Blocked Days Select All | Select Mone

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

SAYE CANCEL

Help  Secority  Smartzone  Customer Central

Figure 40. Add Blocked Keyword Menu
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Table 15. Add Blocked Keyword Menu

Option
Keyword

Description

Enter the keyword you want blocked.

Always Block?

Select whether you want the Gateway to always block this keyword. Choices are

« No =the Gateway does not always block this keyword. Use he Set Block Time and Set
Blocked Days fo instruct the Gateway when to block this Keyword.

« Yes = the Gateway always blocks this keyword until you remove the block. (defaulf)

Set Block Time

Startfrom If you selected No for Always Block?, select the ime when the Gateway is to start blocking
this keyword.
Endon If you selected No for Always Block?, select the time when the Gateway is to stop blocking

this keyword.

Set Blocked Days

SelectAll Click this link to select all seven days. This link is not available if you selected Yes for Always
Block?
SelectNone Click this link to deselectall seven days. This link is not available if you selected Yes for

Always Block?

Monday — Sunday

Check the check boxes tat correspond to the days when you want the Gateway to block this
keyword. These checkboxes are not available if you selected Yes for Always Block?

SAVE butbn

Click this butbn to save your settings.

CANCEL button

Click this butbn to discard your setings on the Add Blocked Keyword menu.
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27.

28.
29.

30.
31.

32.

Blocking Services

Using the Managed Services menu, you can block access to certain services from local
computers. This feature can be used to protect children from accessing inappropriate

services.

To display the Managed Services menu, click Parental Control inthe menu bar, and then
click the Managed Services submenu. Figure 41 shows an example of the menu.

xfinity.

» Gateway

» Connected Devices
Managed Sites
Managed Services
Managed Devices
Reports

» Advanced

» Troubleshooting

Hi cusadmin
[1% < internet

Parental Control > Managed Services

TIP: Some text about managed services and how it works.

Enable Managed Services: | Enanled [RHEEHE

Sloshad Sarvices

Stariing Ending

When
Port Port

Services TCPAUDE

ompu2rs

Computer Hame

st.het  Help

Praduction h

Figure 41. Example of Managed Services Menu

To block services:

Logaut Change Paseword

& wireless O Low
Securitv

Trusied

If the Managed Services menuis not displayed, click Parental Control inthe menu bar,
and then click the Managed Services submenu.

42).

Next to Enabled Managed Services , click Enabled .

Under Blocked Services , click ADD. The Add Blocked Service menu appears (see Figure

Complete the fields in the Add Blocked Service menu (see Table 16).
Click SAVE (or click CANCEL to discard your settings). If you clicked SAVE, the blocked

service appears below Blocked Services onthe Managed Services menu.

To block additional services, repeat steps 3 through 5.
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33. To edit a blocked service, click the EDIT button next to the blocked service you want to
modify, edit the settings on the Add Blocked Service menu (see Table 16), and click SAVE.

34.

To delete a blocked service, click the X next to the service. When the Delete Service Block
Rule message appears, click OK to delete the blocked URL or CANCEL to retainit. If you

clicked OK, the service is removed from the Blocked Services area onthe Managed

Services menu.

xfinity

» Gateway

» Connected Devices
Managed Sites
Managed Services
Managed Devices
Reports

» Advanced

» Troubleshooting

0w

Logout Change Password

& Wireless

0 Low
Security

Parental Control > Managed Services > Add Blocked

Service

Add Service to be Blocked

User Defined Service:

Protocel: | TCP/UDP v

Start Port:

End Port:

Always Block?

Set Blocked Days Select All | Select None

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

SAYE CANCEL

Help  Security martzone

Productic

Figure 42. Add Blocked Service Menu
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Table 16. Add Blocked Service Menu

Option

User Defined Service

Description

Enter the service you want blocked.

Protocol

The type of protocal associated with the service to be blocked. Choices are:
+ TCP (defaulf)

- UDP

- TCP/UDP

StartPort

Starting port number on which the block will be applied. If necessary, contact the application
vendor for this information.

End Port

Ending port number on which the block will be applied. If necessary, contact the application
vendor for this information.

Always Block?

Select whether you want the Gateway to always block this service. Choices are

 No =the Gateway does not always block this service. Use the Set Block Time and Set
Blocked Days fo instruct the Gateway when to block this service.

+ Yes =the Gateway always blocks this service unfl you remove the block. (defaulf)

Set Block Time

Startfrom If you selected No or Always Block?, select the time when the Gateway is to start blocking
this service.
Endon If you selected No for Always Block?, select the time when the Gateway is to stop blocking

this service.

Set Blocked Days

Click this link to select all seven days. This link is not available if you selected Yes for Always

Select All
Block?
Select None Click this link to deselectall seven days. This link is not available if you selected Yes for

Always Block?

Monday - Sunday

Check the check boxes that correspond to the days when you want the Gateway to block this
service. These checkboxes are not available ifyou selected Yes for Always Block?

SAVE butbn

Click this butin to save your settings.

CANCEL button

Click this butbn to discard your setings on the Add Blocked Domain menu.
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Managing Devices and Access Types

Using the Managed Devices menu, you can enable or disable managed devices and allow
or block all access types. You can also add devices you want to block.

To display the Managed Devices menu, click Parental Control inthe menu bar, and then
click the Managed Devices submenu. Figure 43 shows an example of the menu.

Hi cusadmin  Logout Change Paseword =

Xflnlty % < internet & wireless O Low

Security

» Gateway Parental Control > Managed Devices

» Connected Devices

TIP: This page has the list of computers are allowed to connect to the network as per the rules
~ Parental Centrol configured here.

Managed Sites

Managed Services ]
Managed Devices

Managed Devices

more

Reports Enable Managed Devices: | Enzbled [UEE L]

» Advanced Access Type: | allowal RS

» Troubleshooting

Allowed Devices + ADD ALLOWED DEVICE

Computer Name MAC Address When Allowed

Help  Security  Smartzone  Custorner Central

Production Mode (C

Figure 43. Example of Managed Devices Menu

Enabling or Disabling Managed Devices

By default, all managed devices are disabled. To enable them, click Enabled next to Enable
Managed Devices .

Enabling or Disabling Access Types

By default, all access types are blocked. To unblock them, click Allow All next to Access
Type.
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35.

36.

37.
38.

39.
40.

41.

Adding Blocked Devices
To add devices you want to block:

If the Managed Devices menu is not displayed, click Parental Control inthe menu bar,
and then click the Managed Devices submenu.

Next to Blocked Devices , click ADD BLOCKED DEVICE . The Add Blocked Device menu
appears (see Figure 44).

Completed the fields in the Add Block Device menu (see Table 17).

Click SAVE (or click CANCEL to discard your settings). If you clicked SAVE, the blocked
device appears below Blocked Devices onthe Managed Devices menu.

To block additional devices, repeat steps 3 through 5.

To edit a blocked device, click the EDIT button next to the blocked device you want to
modify, edit the settings on the Add Blocked Device menu (see Table 17), and click SAVE.

To delete a blocked device, click the X next to the service. When the Delete Blocked MAC
Rule message appears, click OK to delete the blocked device or CANCEL to retain it. If
you clicked OK, the device is removed fromthe Blocked Devices area on the Managed
Devices menu.
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xfinity

» Gateway

» Connected Devices
Managed Sites
Managed Services
Managed Devices
Reports

» Advanced

» Troubleshooting

Hi cusadmin  Logout Change Paseword
[J % 43 Internet & Wireless 3 Low
Security

Parental Control > Managed Devices > Add Blocked
Device

Add Device to be Blocked

SetEBlocked Device

Aute-Learned Devices:

Computer Name MAC Address

Custom Device:

Computer Name MAC Address

® | |

Set Block Time
Start from: |12 0o Al

End on: |11 2 P

Set Block Days Select All | Select Mone

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

SAYE CANCEL

Help  Secority  Smartzone  Customer Central

Figure 44. Add Blocked Device Menu

80

SMCD3GNV Wireless Cable Modem Gateway User Manual




SHREL (2] [HG21] I MREBH Heading 1 3 ¥ 2 A4S J B o 3«

Table 17. Add Blocked Device Menu

Option

Auto-Leamed Devices

Description

Toselecta device that the Gateway automatically learned, select the device under Auto-
Learned Devices.

Custom Device

Toselecta custom device, enter the name and MAC address of the device in the Computer
Name and MAC Address fields below Custom Device.

Always Block?

Select whether you want the Gateway to always block this device. Choices are

« No =the Gateway does not always block this device. Use the Set Block Time and Set
Blocked Days fo instruct the Gateway when to block this device.

« Yes = the Gateway always blocks this device unfil you remove the block. (defaulf)

Set Block Time

Startfrom If you selected No for Always Block?, select the time when the Gateway is to start blocking
this device.
Endon If you selected No or Always Block?, select the time when the Gateway is to stop blocking

this device.

Set Blocked Days

Select All Click this link to select all seven days. This link is not available if you selected Yes for Always
Block?
Select None Click this link to deselectall seven days. This link is not available if you selected Yes for

Always Block?

Monday - Sunday

Check the check boxes that correspond fo the days when you want the Gateway to block this
device. These checkboxes are not available ifyou selected Yes for Always Block?

SAVE butbn

Click this butin to save your settings.

CANCEL button

Click this butbn to discard your setings on the Add Blocked Device menu.
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Generating Reports

The Gateway provides a reporting feature for generating reports containing selected log

messages. Using the Reports menu, you can define filters for reports and print or download
reports.

To display the Reports menu, click Parental Control inthe menu bar, and then click the
Reports submenu. Figure 45 shows an example of the menu.

0 Note: You can use the Logs menu to apply log filters to reports. For more information. See

page 94.
Hi cusadmin Logout Change Password
xf"’“ty 0% < Iinternet @& Wireless © Low
Securitv
» Gateway Parental Control > Reports

» Connected Devices

. . more
TIP: This page allows you generate a Report that contains the selected Log Messages
~ Parental Control generated in the period.

Managed Sites

Managed Services

Report Filters

Report Type [ ¥ Time Frame GENERATE REPORT

Managed Devices
Reports
» Advanced

All Reports

» Troubleshooting Reprofs for Today

tnet  Help  Security martzone

Production Mode (Con

Figure 45. Example of Reports Menu
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Defining Report Filters

The Report Filters area on the Reports menu lets you select the type of Reports you want
to generate and the timeframe that the report is to cover.

To define a report filter:

42. If the Reports menu is not displayed, click Parental Control inthe menu bar, and then
click the Reports submenu.

43. Perform the following steps under Report Filters:

a. Using the Report Type drop-down list, select the report to which you want to apply a
filter, Choices are:

« Al

= Managed Sites
Managed Services

« Managed Devices

b. By default, the report is generated for today. To change this timeframe, select a
different timeframe from the Time Frame drop-down list.

c. Click GENERATE REPORT to apply the filter.

Printing or Downloading the Report

After defining a report filter, use the following steps under All Reports to print or download
the report:

44. To print the report with the filter applied, click PRINT.
45. To download the report with the filter applied, click DOWNLOAD.
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Using Advanced Features

Using the Advanced Features menu, you can:
Enable or disable port forwarding. See page 84.

- Enable or disable port triggering. See page 87.
Enable or disable port blocking. See page 91.

Use the Gateway's UPnP feature to auto-discover devices. See page 92.

Enabling or Disabling Port Forwarding

Using the Firewall menu (described on page 53), you can configure the Gateway to create a
firewall between your internal network and the Internet. Afirewall keeps unwanted traffic
fromthe Internet away from your networked computers. There may be times, however, when
you want a “tunnel” to be created through your firewall, so computers on the Internet can
communicate to one of the computers on your LAN using a single port. This is handy for
running Web servers, game servers, FTP servers, or even video conferencing.

Port forwarding allows outside users access to the computers on your LAN using a given
port or range of ports. Using port forwarding, for example, one of your computers could run a
Web server (port 80) while another computer could run an FTP server (port 23) - both using
the same IP address.

You configure the Gateway’s port forwarding feature using the Port Forwarding menu. To
display this menu, click Advanced inthe menu bar, and then click the Port Forwarding
submenu inthe menu bar. Figure 46 shows an example of the menu.
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46.

47.

48.
49.
50.

51.
52.

53.

Hi cusadmin  Logout Change Password
Xfl n |ty [J % 43 Internet & Wireless 3 Low
Security
» Gateway Advanced > Port Forwarding
» Connected Devices
TIP: Some text about email notification and how they work. e

» Parental Control

Port Forwarding Enable Port Forwarding:

Port Triggering

Device Discovery Service Name Type Public Port Private Port Server IP Active

» Troubleshooting

comcast.net  Help

Production M

Figure 46. Example of Port Forwarding Menu

Adding a Port Forwarding Rule
To add a port forwarding rule:

If the Port Forwarding menu is not displayed, click Advanced inthe menu bar, and then
click the Port Forwarding submenu.

Confirm that Enabled is selected (green) next to Enable Port Forwarding . If it isn't click
Enabled .

Clickthe ADD PORT FORWARD button. The Add Service menu appears (see Figure 47).
Complete the fields in the Add Service menu (see Table 18).

Click SAVE to save your settings (or click CANCEL to discard them). If you click SAVE,
the port forwarding rule appears below Port Forwarding onthe Port Forwarding menu.

To add more port forwarding rules, repeat steps 3 through 5.

To edit a port forwarding rule, click the EDIT button next to the rule you want to modify, edit
the settings on the Add Service menu (see Table 17), and click SAVE.

To delete a port forwarding rule, click the X next to the rule. When the Delete Port
Forwarding Rule message appears, click OK to delete the port forwarding rule or CANCEL
toretain it. If you clicked OK, the rule is removed from the Port Forwarding area on the
Port Forwarding menu.
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>

Hi cusadmin Logout  Change Passward

Xflnlty [ % € Internet & Wireless € Low

Security

» Gateway Advanced > Port Forwarding > Add Service

» Connected Devices

TIP: Some text about email notification and how they work.
» Parental Control

Port Forwarding Add Port Forward

Port Triggering Service Name:

Service Type: | TCPAUDP v

Server IP Address: |10 | [0 | [o | [ |

Port Blocking

Device Discovery

» Troubleshooting

Start Public Port:
End Public Port:
Private Port(s):

Enable Port Range: Enable Private Port Range

SAVE CANCEL

comcast.net  Help  Security  Smartzone  Customer Central

Figure 47. Add Service Menu

Table 18. Add Service Menu

Option Description

Service Name Name for identifying the service. The name is for reference purposes only.
Service Type The protocol you want to use with the service. Choices are:
- TCP
- UDP
+ TCP/UDP (default)
Senvice IP Address IP address of the LAN computer or server that is running the service.
Start Public Port Starting number of the port on which the service is provided.
End Public Port Ending number of the port on which the service is provided. This field is unavailable if the

Gateway is configured for a single public IP port.

Private Port(s) Numbers of the ports whose traffic the Gateway forwards to the LAN. Ifthere is a range of
ports, enter the starting private port here and check Enable Port Range. The Gaeway
automatically calculates the end private port The LAN computer server listens for traffic/data
on this port(or these ports).

Enable PortRange Check this box to enable the private portrange specified in Private Port(s).

SAVE button Click tis button to save your settings.

CANCEL button Click tis button to discard your settings on the Add Blocked Device menu.
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54.

55.

1.

Disabling Port Forwarding
To disable port forwarding:

If the Port Forwarding menu is not displayed, click Advanced inthe menu bar, and then
click the Port Forwarding submenu.

Next to Enable Port Forwarding , click Disabled . The ADD PORT FORWARD button
becomes unavailable and all port forwarding rules that have been defined turn gray to
show they are disabled.

Enabling Port Forwarding

To enable port forwarding:

If the Port Forwarding menu is not displayed, click Advanced inthe menu bar, and then
click the Port Forwarding submenu.

2. Next to Enable Port Forwarding , click Enabled . The ADD PORT FORWARD button turns

green, and all port forwarding rules that have been defined become available, along with
the EDIT and delete buttons.

Enabling or Disabling Port Triggering

Using the Port Triggering menu, you can configure the Gateway to detect port triggers for
detect multiple-session applications and allow them to pass the firewall. For special
applications, besides the initial communication session, there are multiple related sessions
created during the protocol communications. Normally, a normal treats the triggered
sessions as independent sessions and blocks them. However, the Gateway can co-relate
the triggered sessions with the initial session and group them together in the NAT session
table. As a result, you need only specify which protocol type and port number you want to
track, as well as some other related parameters. In this way, the Gateway can pass the
special applications according to the supplied information.

Assume, for example, that to use H.323 in a Net Meeting application, a local client starts a
session A to a remote host. The remote host uses session A to communicate with the local
host, but it also could initiate another session B back to the local host. Since there is only
session A recorded in the NAT session table when the local host starts the communication,
session B is treated as anillegal access from the outside and is blocked. Using the Special
Application menu, you can configure the Gateway to co-relate sessions A and B and
automatically open the port for the incoming session B.

To display the Port Triggering menu, click Advanced inthe menu bar, and then click the
Port Triggering submenu in the menu bar. Figure 48 shows an example of the menu.
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Hi cusadmin  Logout Change Password

Xflnlty [J% € internet & Wireless & Low

Security

» Gateway Advanced > Port Triggering

» Connected Devices

TIP: Some text about email notification and how they work.
» Parental Control

Port Forwarding Enable Port Triggering: | Enabled [QUEELIES

Port Triggering

Port Blocking e =1y, + ADD PORT TRIGGER
e

Device Discovery L] 5 ype Trigger Pork]s) Target Portls) Interval A

» Troubleshooting

comcast.net  Help

Production M

Figure 48. Example of Port Triggering Menu

Adding a Port Triggering Rule
To add a port triggering rule:

. Ifthe Port Triggering menu is not displayed, click Advanced inthe menu bar, and then
click the Port Triggering submenu.

. Next to Enable Port Triggering , click Enabled .

. Clickthe ADD PORT FORWARD button. The Port Triggering Add menu appears (see
Figure 49).
. Complete the fields in the Port Triggering Add menu (see Table 19).

. Click SAVE to save your settings (or click CANCEL to discard them). If you click SAVE,
the port triggering rule appears below Port Triggering on the Port Triggering menu.

. To add more port triggering rules, repeat steps 3 through 5.

. To edit a port triggering rule, click the EDIT button next to the rule you want to modify, edit
the settings on the Port Triggering Add menu (see Table 19), and click SAVE.

. To delete a port triggering rule, click the X next to the rule. When the Delete Port Triggering
Rule message appears, click OK to delete the port triggering rule or CANCEL to retain it. If
you clicked OK, the rule is removed from the Port Triggering area on the Port Triggering
menu.
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|>

Hi cusadmin  Logout Change Paseword

'nxfln‘i-f)‘/ed: Port Triggering Add [ % < internet & Wireless © I;:\:uriw
» Gateway more

TIP: Some text about email notification and how they work.

» Connected Devices

» Parental Contrel !
Add Port Trigger

Port Forwarding

Port Triggering Service Type: | TCRUDP &

Port Blocking

Service Name:

Trigger Port From:

Device Discovery
Trigger Port To:

» Troubleshoaoting
Target Port From:

Target Port To:
Interval: (50 ~ 30000 ms)

SAVE CANCEL =

Help  Secority  Smartzone  Customer Central

Figure 49. Port Triggering Add Menu

Table 19. Port Triggering Add Menu

Option Description

Service Name Name for identifying the trigger. The name is for reference purposes only.
Service Type The type of protocol you want to use with the frigger. Choices are:

. TCP

-+ UDP

» TCP/UDP (default)
For example, to track he H.323 protocol, the proiocol type should be TCP.

Trigger Port From From port ranges of the special application. For example, to frack H.323 probocol, the From
port should be 1720.

Trigger Port To To port ranges of the special application. For example, to track H.323 protocol, the To port
should be 1720.

Target Port From Starting port range for the targetport listening for the special application.

Target Port To Ending portrange for the target portlistening for the special application.

Interval Specify theinterval between 50 and 30000 between two continuous sessions. If the interval
exceeds this time interval setting, the sessions are considered to be unrelated.

SAVE button Click tis button to save your settings.

CANCEL button Click tis button to discard your settings on the Add Blocked Device menu.
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Disabling Port Triggering
To disable port triggering:

1. If the Port Triggering menu is not displayed, click Advanced inthe menu bar, and then
click the Port Triggering submenu.

2. Nextto Enable Port Triggering , click Disabled . The ADD PORT TRIGGER button
becomes unavailable and all port triggering rules that have been defined turn gray to show
they are disabled.

Enabling Port Triggering
To enable port triggering:

1. If the Port Triggering menu is not displayed, click Advanced inthe menu bar, and then
click the Port Triggering submenu.

2. Nextto Enable Port Triggering , click Enabled. The ADD PORT TRIGGER button turns
green, and all port triggering rules that have been defined become available, along with the
EDIT and delete buttons.
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3.
4.

Enabling or Disabling Port Blocking

By default, all four Ethernet ports onthe Gateway are enabled and configured to auto-
negotiate the highest speed and duplex settings. If these settings prevent the Gateway from
connecting with other devices, you can use the Port Blocking menu to configure the
Gateway's Ethernet ports to use specific speed and duplex settings. The Port Blocking menu
also let you disable the Ethernet ports. Each port can be configured or disabled
independently of the other Ethernet ports on the Gateway.

To display the Port Blocking menu, click Advanced in the menu bar, and then click the Port
Blocking submenu inthe menu bar. Figure 50 shows an example of the menu.

Hi cusadmin  Logout Change Paseword ]
)(flnlty [J% < internet & Wireless © Low

Securitv

» Gateway Advanced > Port Blocking

» Connected Devices

TIP: Some text about how they work.
» Parental Control

Port Forwarding

Port Blocking

Port Triggering Port Number Auto Negotiate  Mode Speed Disable Port  Link Stalus
Port Blocking 1 [ves v [Full »| 1000 Mbps +| ] (V]
Device Discovery 2 [Yes v [Ful v  [1000Mbps | [0 {x]

» Troubleshooting 3 [ves v [Ful»  [1000mbps v| O ]

4 [Yes v [Ful »|  [1000Mbps | [ o

SAYE

camcast.net

Production Mode (Compre

Figure 50. Example of Port Blocking Menu

To change a port from its default settings, perform the following procedure on the row that
corresponds to the Ethernet port you want to configure.

Under the Auto Negotiate column, select No.

Under the Mode column, select Full for full-duplex or Half for half-duplex to force the
selected port to use the duplex setting you select.

Under Speed, select the fixed speed that the port will use.
To disable the port, check the checkbox in the Disable Port column.
Click the SAVE button.
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Note: If you disable the port through which you are accessing the Gateway's Web interface,
you are disconnected and your session ends. You can reconnect to the Gateway using one of

the other enabled LAN ports.

Discovering Devices

Using the Device Discovery menu, the Gateway can obtain protocol addresses of
neighboring devices and discover the platform of those devices.

To display the Device Discovery menu, click Advanced inthe menu bar, and then click the
Device Discovery submenu inthe menu bar. Figure 51 shows an example of the menu and

Table 20 describes it.

Hi cusadmin  Logout Change Paseword

Xflnlty [1% < internet & wireless O Low

Security

» Gateway Advanced > Device Discovery

» Connected Devices

TIP: Some text about Device Discovery and how it works.
» Parental Control

Port Triggering Enable UPnP: N2 E N
Port Blocking
Advertisement Period: 30 minutes

Device Discovery

Time To Live: &5 hops

Enable Zero Config: | Enabled WHEELED

SAVE

» Troubleshooting

Figure 51. Example of Device Discovery Menu
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Table 20. Device Discovery Menu

Option Description

Enable UPnP Determines whether the Gateway uses its UPnP feature to communicate with other devices or
your operating system.

+ Enabled = allows the Gateway to use its UPnP feature to communicate with other devices
or your operating system. (defaut)

« Disabled = prevents the Gateway from using its UPnP fature to communicate with other
devices or your operafng system. Also, may be disabled if your operating system does not
support UPnP.

Advertisement Period How often the Gateway broadcasts its UPnP information (if UPnP is enabled). This value can
range from 1 to 1440 minutes. The default period is 30 minutes. Shorter durations ensure that
confrol points have current device status at the expense of additional network traffic. Longer
durations can compromise the freshness of the device status, but can significantly reduce
network traffic.

Time To Live A counting mechanism to determine how long a packet is valid before it reaches its
destinafon. Each time a TCP/IPpacket passes through arouter, it decrements its Time To
Live count. When the count reaches zero, the packetis dropped by the router. This ensures
that errant routing and looping aimless packets will not flood the network. The number of hops
can range from 1 t0 255. The default value is 5 hops, which should be fine for most networks.
If you notice that some devices are not being updated or reached correctly, you mightwant to
increase this value slighty.

Enable Zero Config Determines whether zero confgurafon is enabled or disabled. Zero configuration networking
automatically creates a usable IP network, without manual operator intervention or special
configuration servers. It allows nonexpert users to connect computers, networked printers,
and other network devices and expect a functioning network to be established automatically.

» Enabled = enables support for zero configuration.

« Disabled = disables support for zero-configuration (defaulf)

SAVE butbn Click this butibn to save your settings.

93
SMCD3GNV Wireless Cable Modem Gateway User Manual



SRR R (R ) Y R Heading 1 3P| BSSR v kil - pu 4 -

Troubleshooting the Gateway

Using the Troubleshooting menu, you can:

- Define logfilters. See page 94.

« Test connectivity to a destination or IP address. See page 96.

- Reset the Gateway, reset your Wi-Fi router, or restore the Gateway to its factory default
settings. See page 98.

« Change the password used to log into the Gateway’s Web interface. See page 99.

Note: For additional troubleshooting procedures, see Chapter 6.

Defining Log Filters

Using the Logs menu, you can define the filters applied to the Gateway’s system, event, and
firewall logs. You can also specify the timeframe to be covered by the logs, as well as
download and print the logs.

To display the Logs menu, click Troubleshooting inthe menu bar, and then click the Logs
submenu inthe menu bar. Figure 52 shows an example of the menu.

Hi cusadmin Logout Change Password

Xflnlty 0%  internet & Wireless O Low

Security

» Gateway Troubleshooting > Logs

» Connected Devices
TIP: Select the log type from the drop down box and Click on the generate button to view the

» Parental Control logs.

» Advanced

~ Troubleshooting Log Filters

Logs
Log Type: | System Logs v Time Frame: SHOW LDGS

Diagnostic Tools

Restore/Reboot

Gateway System Logs
Change Pa 1
hange Password All Logs for Today

comcast.net  Help  Security  Smartzone  Custorner Central

Production Mode (Compressed JavaScript and CSS loaded)

Figure 52. Example of the Logs Menu
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Defining Log Filters

The Log Filters area onthe Logs menu lets you select the type of logs you want to generate
and the timeframe that the log is to cover.

To define a log filter:

1. If the Logs menu is not displayed, click Troubleshooting in the menu bar, and then click
the Logs submenu.

2. Perform the following steps under Log Filters :

a. Usingthe Log Type drop-down list, select the log to which you want to apply a filter,
Choices are:

= System Logs
Event Logs
« FirewallLogs

b. By default, the logis generated for today. To change this timeframe, select a different
timeframe from the Time Frame drop-down list.

c. Click SHOW LOGS to apply the filter.

Printing or Downloading Log

After defining a log filter, use the following steps under System Logs to print or download
the log:

1. To print the log with the filter applied, click PRINT.
2. To download the log with the filter applied, click DOW NLOAD.
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Testing Connectivity to Destination and IP Addresse s

There may be times when you encounter a problem trying to reach a certain destination. If
you examine the Gateway's configuration and operation and everything looks fine, the
problem might be with a router up the line from the Gateway or with the line itself.

To help you identify such issues, the Network Diagnostic Tools menu lets you test
connectivity to a destination or IP address. To display the Network Diagnostic Tools menu,
click Troubleshooting inthe menu bar, and then click the Diagnostic Tools submenu in
the menu bar. Figure 53 shows an example of the menu.

Hi cusadmin  Logout Change Paseword

Xflnlty 0%  internet & Wireless O Low

Security

» Gateway Troubleshooting > Network Diagnostic Tools

» Connected Devices

TIP: Clicking on the appropriate butten Will run the corresponding test, The Result will be
loaded based on the Test selected. Based on the result the Corresponding repair button will
be Activated.

» Parental Control

» Advanced
- Troubleshooting =
Logs Test Connectivity Results

Diagnostic Tools . .
J Connectivity to the Internet:  [nactive

Restore/Reboot
Gateway Packets Sent: 0
Change Passwaord Packets Received: 0

Drestination Address: . comeast. net

TEST COMMECTIVITY

Check for IP Address Results

IP Address: 10| [0 | o ik |

Connectivity: nactive

CHECK FOR IP ADDRESSES

Figure 53. Example of the Network Diagnostic Tools Menu
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3.

6.

10.

Testing Connectivity to a Destination Address

To test the Gateway’s connectivity to a destination address:

If the Network Diagnostic Tools menu is not displayed, click Troubleshooting inthe menu
bar, and then click the Diagnostic Tools submenu.

Under Test Connectivity Results , enter a destination address in the Destination
Address field.

Note: This procedure assumes that the destination address you enter is valid and
operational.

Clickthe TEST CONNECTIVITY button. The Packets Sent and Packets Received
counters show whether packets the number of packets sent and received during the test.

To stop the test, click the STOP button.

If the test is successful, you know that the destination you are having difficulty reachingis
alive and physically reachable. If there are routers between the Gateway and the destination
you are having difficulty reaching, the problem might be at one of the routers.

Testing Connectivity to an IP Address
To test the Gateway’s connectivity to an IP address:

If the Network Diagnostic Tools menu is not displayed, click Troubleshooting inthe menu
bar, and then click the Diagnostic Tools submenu.

Under Check for IP Address Results , enter an IP address in the IP Address field.

Note: This procedure assumes that the IP address you enter is valid and operational.

Clickthe CHECK FOR IP ADDRESSES hutton. The Connectivity indicator shows the
results of the test.

To stop the test, click the STOP button.

If the test is successful, you know that the IP address you are having difficulty reaching is
alive and physically reachable. If there are routers between the Gateway and the IP address
you are having difficulty reaching, the problem might be at one of the routers.
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Restoring or Rebooting the Gateway
The Restore / Reboot Gateway menu provides buttons for performing the following activities:

« RESET - restarts the Gateway while keeping any overrides you made to the Gateway’s
factory default settings.

«  RESET WI-FI Router - resets the Wi-Fi router without affecting the Gateway.

- RESTORE FACTORY SETTINGS - returns the Gateway to its factory default settings.
Any overrides you made to the default settings will be removed. This button in
functionally equivalent to using the reset button to reset the Gateway (see “Using the
Reset Button” on page 17).

To display the Network Diagnostic Tools menu, click Troubleshooting inthe menu bar, and
then click the Restore Reboot Gateway submenuinthe menu bar. Figure 54 shows an
example of the menu.

Hi cusadmin Logout Change Password

Xflnlty [J% € Internet @& Wireless O Low

Security

» Gateway Troubleshooting > Restore / Reboot Gateway

» Connected Devices
are

TIP: This page allows the Gateway device to he restarted or the factory defaults to get restored
» Parental Control onto the device.

» Advanced

Logs

Di fic Tool reser | Press Reset button to restart the gateway
lragnostic lools

Restore/Reboot RESETWF RouTER | Press "Reset Wi-Fi Router” to reset the just the Wi-Fi Router
Gateway

Change Password Press Restore Factory Settings to activate your Gateway Default Settings.

All your previous settings will be lost.

RESTORE FACTORY SETTINGS

st.net  Help

Production Mode (L

Figure 54. Example of the Restore / Reboot Gateway  Menu
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Changing the Login Password

The Change Password menu lets you change the password usedto login to the Gateway’s
Web interface. For security, we recommend you change the default log in password the first
time you log into the Web management interface to protect the Gateway from being
tampered with.

To display the Change Password, click Troubleshooting inthe menu bar, and then click the
Change Password submenuinthe menu bar. Figure 55 shows an example of the menu
and Table 21 describes the menu.

Hi cusadmin Logout Change Password
xf"""ty 0% < Iinternet @& Wireless © Low
Securitv
» Gateway Troubleshooting > Change Password

+ Connected Devices

TIP: To change your login password, enter your new login password and click "Save”.
» Parental Control

» Advanced
Logs Current Password: l:l
Diagnostic Tools
NewPassword: | |
Restore/Reboot
Gateway Re-enter Mew Password: l:l

Change Password

SAYE CANCEL

Figure 55. Example of the Change Password Menu

Table 21. Change Password Menu

Option Description

Current Password Enter the currentcase-sensitive administrator password. For security purposes, every typed
character appears as adot (*). The default password is not shown for security purposes.

New Password Enter the new case-sensitive administrator password you want to use. A password can
contain alphanumeric characters and spaces. For security purposes, every typed character
appears asa dot(*).

Re-enter New Password Enter the same case-sensitive administrator password you typed in the New Password field.
For security purposes, every typed character appears as a dot (®).
SAVE button Click tis button to save your settings.
CANCEL button Click tis button to discard your settings on the Change Password menu.
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5 Configuring the Gateway’s mso Interface

After configuring your computer for TCP/IP and following the preconfiguration guidelines in
Chapter 3, use that computer's Web browser to configure your SMCD3GNV3 Gateway using
the Gateway’s mso interface. This chapter describes how to use your computer's Web
browser to configure the Gateway.

The topics covered in this chapter are:
Accessing the Gateway’s Web Management (page 37)
« Understanding the Web Management Interface Menus (page 38)

«  Web Management Interface Menus (page 40)
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Accessing the Gateway's Web Management

After configuring your computer for TCP/IP and reviewing the guidelines on the previous
page, configure the Gateway using its Web-based management interface. From your Web
browser, log into the interface to define system parameters, change password settings, view
status windows to monitor network conditions, and control the Gateway and its ports.

To display the SMCD3GNV3 Wireless Cable Modem Gateway’s Web-based management
screens, use the following procedure.

11. Launch a Web browser.

0 Note: Your computer does not have to be online to configure the Gateway.

12. Inthe browser address bar, type hitp://10.0.0.1 and press the Enter key. The Login screen
appears (see Figure 18).

Customer Central Smartzone Security Help comcast.net

xfinity

Login

This iz intro text. Please login to manage your router,
Username:

Passwaord:

Figure 56. Login Screen

13. Inthe Login User Password screen, enter the default username and x default password
furnished by SMC Networks. Both are case sensitive. For security, each password
character appears as a dot (e). After you log in, we recommend you change the default
password onthe Change Password menu (see “Changing the Login Password” on page
99).
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14.

Note: Your cable modem operator may customize the login password, so please check with
your operator for the correct passwordto use.

Click the LOGIN button to access the Gateway’s Web interface. The At a Glance menu
appears, showing connection status information about the Gateway. You can also display
this menu any time by clicking At a Glance inthe menu bar.

Understanding the Web Management Interface Menus

The left side of the management interface contains a menu bar for selecting menus to
configure the Gateway. Whenyou click a menu, information and any configuration settings
associated with the menu appear in the main area (see Figure 19). If the displayed
information exceeds the main area, scroll bars appear to the right of the main area so you
can scroll up and down through the information.

The top of the main area shows the path (or “breadcrumb”) associated with the information
displayed in the main area. For example, if you click the Status submenu inthe Connection
menu, Connection > Status appears at the top of the main area.

The top-right area shows the username used to log into the Web interface, along with links
for changing the login password and logging out of your current session.

Below the login user name and links are status icons that show the:

Percentage of battery power remaining
Gateway’s Internet access
Status of the Gateway's wireless connection

Firewall security level

A control panel at the bottom of the menu provides links for accessing comcast.net, help,
security, smartzone, and customer central.
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Usemame Logout and Change
| Pa?o\rd Buttons

xfinity M oo

ml Gateway > At a Glance

At a Glance

Status icons

Menu bar

View information about your network and connected devices.

Email Notification

» Connection

Software
VIEW CONNECTED DEVICES

* Hardware

Main area

Wizard
Firewall Security Level: Low
+ Connected Devices
+ Parental Control

» Advanced

» Troubleshooting

Control Panel

Figure 57. Main Areas on the Web Management Interfa ce

Some menus in the menu bar have submenus associated with them. If you click a menu that
has submenus, the submenus appear below the menu. For example, if you click the
Connection menu, the submenus in Figure 58 appeatr.

* Connection

Status

Local IP Network

WiFi

XFINITY Network

Figure 58. Example of Connection Submenus
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Web Management Interface Menus

Table 3 describes the menus in the Web management interface.

In Table 3 and the sections in this chapter, angle brackets show the path of menus and
submenus. For example, Gateway > Connection > XFINITY Network means you click the
Gateway menu inthe menu bar, and then click the Connection and XFINITY Network
submenus below Gateway. The same convention is used in the breadcrumbs displayed in

the Gateway configuration menus, so you can keep track of your location within the

Gateway’s Web management interface.

Table 22. Web Management Interface Menus and Submen us

Menus and Submenus Description See Page

Gateway > Ata Glance View information about your home network and connected devices. 107

Gateway > Email Noffication Configure the Gateway to send email notifications when there is a 108
frewall and/or parental confrol breach.

Gateway > Connection > Status View and edit the settings for your local IP network, and view the status 11
of the Wi-Fi network and XFINITY network.

Gateway > Connection > Local IP Network View and change the Gateway’s IPv4 and IPv6 settings. 112

Gateway > Connection > WiFi View and edit the Gateway's basic and advanced wireless settings. 114

Gateway > Connection > XFINITY Network | View XFINITY network settings and initializaion procedure information, 121
including cable modem and downstream channel bonding values.

Gateway > Firewall View and edit the security level of the Gateway's internal firewall. 123

Gateway > Software View the software version and packet cable version for he Gateway. 125

Gateway > Hardware > System Hardware View information about the Gateway system hardware. 127

Gateway > Hardware > Battery View information about the Gateway's internal battry. 128

Gateway > Hardware > LAN View the link status and Media Access Control (MAC) address for the 129
Gateway’s four Ethernet port.

Gateway > Hardware > WiFi View the status and MAC address of the Gateway’s Wi-Fi port. 130

Gateway > Wizard Use awizard to set up your home network. 131

Connected Devices > Computers View computers connected to the Gateway’s LAN, add computer’s with 135

static IP addresses to the Gateway's LAN, and add WiFi-protected
dients o the Gateway’s LAN.
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Table 22. Web Management Interface Menus and Submen us

Menus and Submenus Description See Page

Parental Confrol > Managed Sites Restrict access to Web sites for non-trusted computers on the network. 142

Parental Confrol > Managed Services Restrictaccess to certain services and applications for non-trusted 148
computers on the network

Parental Confrol > Managed Devices Enable or disable managed devices, allow or block all access types, 152
and add devices you want to block.

Parental Control > Reports Define a default report filter and generate reports. 156

Advanced > Port Forwarding Enable the Gateway's port forwarding feature to create a “tunnel” 157
through the Gateway firewall.

Advanced > Port Triggering Configure the Gateway to detect port friggers for multiple-session 160
applications and allow them to pass through the firewall.

Advanced > Remote Management Configure the Gateway for remote management using HTTP, Hypertext 163
Transfr Protocol Secure (HTTPS), Telnet, Secure Shell (SSH), Simple
Network Management Protocol (SNMP), and/or HNAP.

Advanced > DMZ Configure the Gateway to provide a local computer with unrestricted 165
two-way Internet access by defining it as a Virtual Demilitarized Zone
(DMZ) host.

Advanced > Routing Configure how the Gateway adjusts to physical changesin the 167
network’s layoutand exchanges routing tables with other routers.

Advanced > Dynamic DNS Allows the Gateway to nofify a domain name server to change, in real 169
tme, the active DNS configuration of its configured hosthames,
addresses, or other information stored in DNS.

Advanced > Device Discovery Configure the Gateway to obtain protocol addresses of neighboring 171
devices and discover the platform of those devices.

Troubleshooting > Logs Define a default log filter and generate logs. 174

Troubleshooting > Disanostic Tools Test the Gateway's connectivity to a destinaion or IP address. 175

Troubleshooting > Restore/Reboot Gateway | Resetthe Gateway, reset the Wi-Fi router only, restore he Gateway’s 177
wireless settings only, or restore the Gateway's factory settings.

Troubleshooting > Change Password Change the password used to login fo the Gateway's Web 178

management interface.
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Configuring the Gateway Settings
Using the submenus below Gateway, you can:
« View at-a-glance settings for your network and connected devices. See page 107.

- Set up email notifications. See page 108.
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Viewing At-a-Glance Configuration Settings

The At a Glance menu appears when you log into the Gateway’s Web interface. You can
also display this menu by clicking Gateway > At a Glance inthe menu bar. Figure 59 shows
an example of the At a Glance menu and Table 23 describes the menu.

Hi mso Logout Change Password
xfinity
D % @ Internet & Wireless & Low Security

22  Gateway > Ata Glance

At a Glance

. e View informatien about your network and connected devices.
Email Notification

» Connection

Firewall Home Network Connected Devices

Software
VIEW COMNECTED DEVICES
* Hardware

Wizard
Firewall Security Level: Low
+ Connected Devices
+ Parental Control

» Advanced

» Troubleshooting

HAFINITY .com  customerCentral  User Guide

Figure 59. Example of the At a Glance Menu<<screen missing items??>>

Table 23. At a Glance Menu

Option Description

Home Network | Shows the status of your home network’s Ethemet and Wi-Fi home status. A green check mark indicates normal
operation. This area also shows the Gakway's firewall security level. To change this level, see “Configuring
Firewall Settings” on page 123.

Connected Shows the names of the devices connected b the Gateway. A View Connected Devices button opens the
Devices Computers menu for viewing devices that he Gateway automatically detects using DHCP (see page 135).
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Configuring Email Notifications

Using the Email Notification menu, you can configure the Gateway to send email
notifications when there is:

« Afirewall and/or parental control breach
« Analert or warning <true??>>
If desired, you can configure the Gateway to send the logs with the email.

To display this menu, click Gateway > Email Notification in the menu bar. Figure 60 shows
an example of the Email Notification menu and Table 24 describes the menu.

Hi mso Logaut Change Password
xfinity
D % @ Internet @ Wireless 9 Low Security

e Gateway > Email Notification

At a Glance

. - Some text about email notification and how they work,
Email Notification

» Connection

Filewa” _

Software
Recipient Email: | ‘
» Hardware
Notification Types
s Ernmesed Feriees Firewall Breach No Yes
» Parental Control Parental Control Breach No |JNGH] =

» Advanced
Alerts or Warnings

+ Troubleshooting

Send Logs No R
Mail Server Cenfiguration
SMTP Server Address: | ‘
Sender’'s Email Address: | ‘
Sender’s Username: | ‘
Sender's Password: | |

AFINITY.com  customerCentral  User Guide

Figure 60. Email Notification Menu
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Option

Recipient Email

Firewall Breach

Table 24. Email Notification Menu

Description

Email address of the recipient who will receive email noffications. <can you enter ore than one address??>>

Notification Types

Determines whether an email notification is sent when the Gateway detects a firewall breach.
» Yes = Gateway sends a nofification when it detects a firewall breach.

» No= Gateway does not send a nofificaion when it detects a firewall breach. (defaulf)

Parental Control
Breach

Determines whether an email notification is sent when the Gateway detects a parental control breach.
« Yes = Gateway sends a nofification when it detects a parental control breach.

» No= Gateway does not send a nofificaion when it detects a parental control breach. (defaut)

Alerts or Determines whether an email notification is sent when a Gateway alert or warning occurs.
Warnings « Yes = email notification is enabled.

 No = email noffication is disabled. (defaulf)
Send Logs Determines whether the Gatway sends logs with the email notification.

+ Yes = logs are sentwith the email notification.

» No=logs are notsentwith the email notification. (default)

Mail Server Configuration

The address of the SMTP server through which the Gateway will send email nofifications. For tis configuration to

SMTP Server

Address succeed, this procedure assumes that your SMTP server is operational and configured properly.
Sender’s Email The email address thatwill appear as the sender of the email notification.

Address

Sender’s The name that will appear as the sender of the email notification.

Usemame

Sender’s The password used by the sender to send email.

Password

SAVE butbn Click this button to save your settings.

CANCEL button | Click this button to discard your settings on the Email Notification menu.
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Configuring Connections
Using the submenus below Connections , you can:

View and edit the settings for your local IP network, and view the Gateway’s Wi-Fi and
XFINITY network connections. See page 111.

Configure the Gateway’s IPv4 or IPv6 settings. See page 112.
View and edit basic and advanced wireless settings. See page 114.

« View XFINITY network information. See page 121.
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Viewing the Gateway's Connection Status

The Status menu lets you view and edit the settings for your local IP network. You can also
use this menu to view the status of the Wi-Fi network and XFINITY network.

To display the Status menu, click Gateway > Connection > Status in the menu bar. Figure
61 shows an example of the Status menu and Table 25 describes the menu.

x:f".".ty Hi mso Logout Change Password
D % @ Internet & Wireless & Low Security

22  Gateway > Connection > Status

At a Glance

q q . View information about your connection status.
Email Notification

~ Connection

Status Local IP Network WiFi Network VIEW
Local IP Network
Local Network: Connected Wireless Network Active
WiFi {WiFi 2.4 GHZ):
Connection Speed: 1000Mbps
XFINITY Network Supported B.G,N
. IP Address (IPvd): 10.0.0.1 Protocols:
Firewall
Software IP Address (IPv6): feB80:0:0:0:0:0:a00:1 Security: WPAPSK-TKIP
» Hardware Subnet mask: 255.255.255.0 No of Clients 0
connected:
Wizard DHCP Server: Enable
» Connected Devices No of Clients 0
connected:

+ Parental Control

» Advanced DHCP Lease Time: 1 Weeks

+ Troubleshooting DHCP: Yes

XFINITY Network VIEW

Internet: Active
WAN IP Address: 10.30.20.176
DHCP Client: Enable

DHCP Expiry Time: 20h:48m:d4ds

HFINITY .com  customerCentral — User ¢

Figure 61. Example of the Status Menu
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Table 25. Status Menu

Option Description

Local IP Network Displays information about e local network. The EDIT button opens the Local IP
Configuration menu for viewing and changing IPv4 or IPv6 settings (see “Viewing and Editing
Your Local IP Configuration” on page 112).

WiFi Network Lets you view informatfon about your Wi-Fi network. A VIEW button opens the WiFi menu for
viewing the link status and MAC address of the Gateway’s WiFi LAN port (see “Viewing Wi-Fi
Settings” on page 130).

XFINITY Network Lets you view informatfon about e XFINITY network. A VIEW button opens the Comcast
Network menu for viewing the initialization procedures, including cable modem, downsteam,
and upstream inormaton (see “Viewing XFINITY Network Information” on page 121).

Viewing and Editing Your Local IP Configuration

The Local IP Configuration menu lets you view and change the Internet Protocol (IP)
settings used by the Gateway. Fields are provided for configuring IP version 4 (IPv4) and the
newer IP version 6 (IPv6).

To display the Local IP Configuration menu, click Gateway > Connection > Local IP
Network inthe menu bar. Figure 62 shows an example of the Local IP Configuration menu
and Table 26 describes the menu.

Xflnlty Hi mso Logout  Change Password
0% @ internet @ wireless © Low Security

2 Gateway > Connection > Local IP Configuration

At a Glance
Confi I twork. e
Email Notification Configure your home network.
¥ Connection
Local IP Network
Gateway Address: El El
WiFi
Subnet Mask: [255.255.2660 |v
XFINITY Network
Firewall DHCP Beginning Address: El El _
Software DHCP Ending Address: [10 | [0 | [0 | [262 ]
> (k0 e DHCP Lease Time:

Wizard

SAVE SETTINGS RESTORE DEFAULT SETTINGS
» Connected Devices

' Parental con'rOI _

» Advanced
[ Enable IPv6

» Troubleshooting

SAVE SETTINGS RESTORE DEFAULT SETTINGS

AFINITY com  customerCentral  User Guide

Figure 62. Example of Local IP Configuration Menu
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Table 26. Local IP Configuration Menu

Description

IPv4

Gateway Address

(for computers that use IPv4 Messaging)

IPv4 IP address that the Gateway is fo use.

Subnet Mask

IPv4 subnet mask that the Gateway is to use.

DHCP Beginning Address

Starting IP address range for the pool of allocated for DHCP IP addresses. The first two fields
match the first two octets in the Gateway’s IP address and cannot be changed. The last two
fields letyou enter the final two octets in the starting IP address range.

DHCP Ending Address

Ending IP address range for the pool of allocated for DHCP IP addresses. The first two fields
match the first two octets in the Gateway’s IP address and cannot be changed. The last two
fields let you enter the final two octets in the ending IP address range.

DHCP Lease Time

Amountof time a DHCP network user is allowed connection fo he Gateway with their current
dynamic IP address. Defaultis One Week.

SAVE SETTINGS button

After configuring your IPv4 setfings, click this button to save them.

RESTORE DEFAULT SETTINGS
FOR IPV4 button

Resets he Gateway to the factory default IPv4 settings.

IPv6
(for computers that use IPv6 Messaging)

Enable IPv6 Check this box to configure the Gateway to use IPv6 settings.
Gateway Address IPv6 IP address that the Gateway is o use.
Prefix Length A read-only value that sows the IPv6 prefix length, which is always 64.

SAVE SETTINGS button

Afeer enabling or disabling IPv6, click this button to apply.

RESTORE DEFAULT SETTINGS
FOR IPV6 button

Resets he Gateway to the factory default IPv6 settings.
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Viewing and Editing Wireless Configuration

The Wireless menu lets you view and change the Gateway's basic and advanced wireless
settings. To display the Wireless menu, click Gateway > Connection > WiFi inthe menu
bar .

The Wireless menu is organized into the following areas:
Private WiFi and Public WiFi networks — see page 115

- Private wireless basic settings — see page 116
Private advanced basic settings — see page 117

«  MAC filter settings — see page 119
WiFi client setup configuration (WPS) - see page 120
Connect to your WP S-supported device — see page 121
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Private and Public WiFI Networks

Figure 63 shows the Private and Public WiFI Network areas on the WiFi menu, and Table 27
describes the fields shown.

3

Hi mso Logout Change Pasaword
xfinity
0% @ internet @ wireless © Low security

B Gateway > Connection > WiFi

At a Glance

View technical information specific to your WiFi connection. Click Add WiFi Protected Setup

Email Notification R . e
{WPS} Client to add additienal WiFi clients to your network.

T Connection

Status

Private WiFi Network

Local IP Network

Security
WiFi Name MAC Address Mode
XFINITY Network HOMED2C4 P WPARSIK [ o
Firewall
Public WiFi Network
Software
Security
» Hardware LETT MAC Address Mods
G HOMED2CS 0022:2D:7A02:C5 ﬁ?ﬁpsm EDIT
» Connected Devices
HOME-02C5 0022207 A02:C6 WEOPSE e
» Parental Control
» Advanced HOME02CT 0022:2D:7A02:C7 ﬂ?ﬁps% I

» Troubleshooting

You couldn’t set 802.11N mode under setting WEP or TKIP related Security Mode.

Figure 63. Wireless Menu - Private and Public WiFl ~ Networks Areas

Table 27. Wireless Menu - Private and Public WiFI N etworks Areas

Description

Private WiFi Network

Name Shows the name MAC address, and security setting, if any, for each private wireless network
MAC Address detecied. An EDIT button is provided to change these settings.

Security Mode

Public WiFi Network

Name Shows the name MAC address, and security setting, if any, for each public wireless network
MAC Address detected. An EDIT button is provided to change these settings.

Security Mode
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Private Wireless Basic Settings

Figure 64 shows the private wireless basic settings on the WiFi menu, and Table 28

describes the fields shown.

Maode: | 80211 bigi v

Channel Selection: ® Autematic O Manual

Private Wireless Basic setting
SAVE BASIC SETTING

Figure 64. Wireless Menu - Private Wireless Basic S ettings

Table 28. Wireless Menu - Private Wireless Basic Se  ttings

Option Description

Mode

If wireless operation is enabled for the Gateway, this option selects the wireless mode used
by the Gateway. Choices are:

« 802.11 b/g = use this setting if you have a combination of IEEE 802.11b and IEEE 802.11g
devices on your network.

+ 802.11g/n = use this setting if you have EEE 802.11g and IEEE 802.11n devices on your
nefwork.

« 802.11 b/g/n = use this setting if you have a combination of [EEE 802.11b, IEEE 802.11g,
and IEEE 802.11n devices on your network. (default)

Channel Selection

Selecthow the Gateway will select a channel for communicating over the wireless network.
Choices are:

« Aubmatic = the Gateway selects the channel automatically. (defaulf)

 Manual = the Gateway uses the channel specified in the Channel option.

Channel

If the Channel Selection option is Manual, specify the appropriate channel from the list
provided to correspond with your network settings. Choices are 1, 6, and 11. The default
setting is 6, which refers to radio frequency ranges within the 2.4 GHz range. You can change
this setting if necessary; however, all devices in your wireless network must use the same
channel to work properly.

SAVE BASIC SETTING button

Click tis button to save your changes to the private wireless basic setfngs.
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Private Wireless Advanced Settings

Figure 65 shows the private wireless basic settings on the WiFi menu, and Table 29
describes the fields shown.

Private Wireless Advanced setting

BG Protection Mode:

IGMP Snooping: & Disable O Enable

Operation Mode: @ Mixed Mode O Green Field
Channel Bandwidth: © 20 & 20/40

Guard Interval: ® 800ns O 400ns

Reverse Direction Grant{RDG): & Disable O Enable
Extension Channel: | 2452MHz (Channel7} '+
Aggregation MSDU{A-MSDU): @ Disable O Enable
Auto Block Ack: O Disable @ Enable

Decline BA Request: ® Disable O Enable
HT TxStream:
HT RxStream:

WHMMW Power Save:

This item depends on Whibd.Enable Whikd, at least in one SSI0to make thiswork.

STBC: @ Disable O Enable

SAVE ADVANCED SETTING

Figure 65. Wireless Menu - Private Wireless Advance d Settings

Table 29. Wireless Menu - Private Wireless Advanced  Settings

Option Description

BG Protection Mode

This mode is a protection mechanism that prevents collisions among 802.11b/g modes.
Choices are:

« Aub = BG protection mode goes on or off automatically as needed.
+ Always-On = BG protection mode is always on.

« Always-Off = BG protection mode is always off (default)

IGMP Snooping

Enables or disables the Gateway from forwarding multicast traffic intelligently.

« Enable = Gateway listens to IGMP membership reports, queries, and leave messages to
identify the Gateway ports thatare members of mulicast groups. Multicast traffic will only
be forwarded to ports identified as members of the specific multicastgroup or groups.

» Disable = Gateway does not analyze all IGMP packets. (defaulf)
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Option Description

Operation Mode

Lets you select between Mixed Mode and Green Field.
+ Mixed Mode = provides backward compafibility with IEEE 802.11n/a/g/b devices. (defaul)

« GreenField = used for pure network 0f802.11n access point and clients, taking full
advantage of the high-throughput capabilities of the 11n multiple-input multiple-output
(MIMOQ) architecture.

Channel Bandwidth

Select a channel bandwidth of20 or 20/40.
« 20 = allows only single-channel operafon (e.g., 20 MHz).

«» 20/40 = allows both single channel operation (20 MHz) and the wider bandwidth operation
(40 MHz) by using two or more adjacent (contiguous channels). A 20/40 BSS is a wireless
network that allows a wider bandwidth operation mode. (defaulf)

Guard Interval

The guard interval is the period in nanoseconds that the Gateway lisens between packets.
Choices are:

» Long = 800 ns guard interval.

« Short=400ns guard interval. (defaulf)

Reverse Direction Grant (RDG)

Speeds up data fransmission between the Gateway and 802.11n access pointsand clients by
allowing wireless workstations to send/receive data simultaneously, without contending for
shared medium. Defaultis enable.

Extension Channel

Defines a second 20-MHz channel. 40-MHz stations can use this channel in addition to using
the control channel simultaneously.

Aggregation MSDUA (A-MSDU)

Enables or disables aggregation of multiple MSDUs in one MPDU. Defaultis disable.

Auto-Block Ack Enables or disables Auto Block ACL function. Defaultis enable.
Decline BA Request Enables or disables the BA request function. Defaultis disable.
HT Tx Stream Select 1 or 2 fom the pull-down menu. Defaultis 2.
HT Rx Stream Select 1 or 2 from the pull-down menu. Defaultis 2.

WMM Power Save

When checked, enables the Gateway's power-management features for optimizing battery
life. Defaultis checked.

STBC

Space Time Block Coding (STBC) is an 802.11n technique intended to improve the reliability
of data ransmissions. With STBC, te data stream is fransmitted on multiple antennas, so the
receiving system has a better chance of detecting atleastone of the data streams. Choices
are:

« Disable = Gateway does not fransmit the same data on multiple antennas. (defaulf)

» Enable = Gateway transmits the same data stream on multiple annnas at the same time.

SAVE ADVANCED SETTING button

Click this butbn to save your changes to the private wireless advanced settings.
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MAC Filter Settings

Figure 66 shows the MAI
shown.

C filter settings on the WiFi menu, and Table 30 describes the fields

Mac Filter Setting

The SMC-DIGHY can allow the wireless client stations to connect to your SMC-D3GNY in any of these ways:

S5ID: | HOME-D2C4 »

MAC Filtering Mo de: | Allow-All »

Wireless Control List (up to 16 items)
Device Name MAC Address

DELETE

Auto-Learned Wireless Devices

Device Name MAC Address
Manually-Added Wireless Devices
[ ] C 0 30 JC JC I ] | e

SAVE FILTER SETTIHG

Fig

Ta

ure 66. Wireless Menu — MAC Filter Settings

ble 30. Wireless Menu — MAC Filter Settings

Option Description

SSD

Network name of the of the primary wireless carrier.

MAC Filtering Mode

Use MAC Filtering Mode to allow or deny all or certain wireless devices within the LAN from
accessing the Inkernet. You can either manually add a MAC address or select the MAC
address from the list of auto-learned wireless devices. The choices are:

« Allow- Al = all wireless client stations can connect to the Internet. (defaulf)

« Allow = allow only the wireless client stations in the Wireless Confrol List to connectto the
Internet.

« Deny = deny the wireless client stafions in the Wireless Confrol List fom connecting to the
Internet.

Wireless Control List

Shows up to 16 wireless devices whose MAC addresses you have added.

Aub-Learned Wireless Devices

Shows the wireless devices whose presence the Gateway has automatically learned.

Manually-Added Wireless Devices

Enter a unique name and MAC address of the wireless devices that you want to manually add
to the Wireless Control List, then click Add b add the device.

SAVE FILTER SETTING button

Click this button to save your changes to the MAC filter settings.
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WiFi Client Setup Configuration (WPS)

Figure 67 shows the WiFI client setup configuration settings on the WiFi menu, and Table 31
describes the fields shown.

Mac Filter Setting

The SMC-D3GMY can allow the wireless client stations to connect to your SMC-D3GNY in any of these ways:

5510 | HOME-D2C4
MAC Filtering Mode: | Allow-All [»

Wireless Control List {up to 16 items)

Device Name MAC Address

DELETE

Auto-Learmned Wireless Devices

Device Name MAC Address
lManually-Added Wireless Devices
[ ] I

SAVE FILTER SETTING

Figure 67. Wireless Menu — WiFi Client Setup Config  uration (WPS) Settings

Table 31. Wireless Menu — WiFi Client Setup Configu  ration (WPS) Settings

Option Description

SSD Network name of the of the primary wireless carrier.

MAC Filtering Mode Use MAC Filtering Mode to allow or deny all or certain wireless devices within the LAN from
accessing the Internet. You can either manually add a MAC address or select the MAC
address from the list of auto-learned wireless devices. The choices are:

« Allow- Al = all wireless client stations can connect to the hternet. (defaulf)

« Allow = allow only the wireless client stations in the Wireless Confrol List to connectto the

Internet.
« Deny = deny the wireless client stafons in the Wireless Control List fom connecting fo the
Internet.
Wireless Confrol List Shows up to 16 wireless devices whose MAC addresses you have added.
Aub-Learned Wireless Devices Shows the wireless devices whose presence the Gateway has automatically learned.
Manually-Added Wireless Devices Enter a unique name and MAC address of the wireless devices that you want to manually add
to the Wireless Control List, then click Add b add the device.
SAVE FILTER SETTING button Click tis button to save your changes to the MAC filter settings.
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Connect to Your WPS-Supported Device

Figure 68 shows the WiFI client setup configuration settings on the WiFi menu, and Table 32
describes the fields shown.

Mac Filter Setting

The SMC-D3GNY can allow the wireless client stations to connect to your SMC-D3GHNY in any of these ways:

55I0; | HOME-D2C4 »
MAC Filtering Mode: | Allow-All

Wireless Control List {up to 16 items)

Device Name MAC Address

DELETE

Auto-Learned Wireless Devices

Device Name MAC Address
Manually-Added Wireless Devices
[ ] [ 0 W ] | e

SAVE FILTER SETTING

Figure 68. Wireless Menu — Connectto Your WPS-Supp  orted Device Settings

Table 32. Wireless Menu — Connectto Your WPS-Suppo rted Device Settings

Option Description
Push Button Click tis option to use the WPS button on the top panel of the Gateway to configure WPS
(see Figure 3).
PIN Number Click tis option if you need to enter aPIN to configure WPS.
Enter Wireless Clients PIN If you clicked PIN Number, enter the PIN in this field.
PAR WITH MY WIFI CLENT button | Click this button to pair (connect) the Gateway’s Wi-Fi settings with your Wi-Fi client.

Viewing XFINITY Network Information
The XFINITY Network menu is a read-only screen that displays:
«  XFINITY network settings

- Initialization procedure information, including cable modem and downstream channel
bonding values

The information shown on this menu automatically updates (refreshes) every 10 seconds.

To display the XFINITY Network menu, click Gateway > Connection > XFINITY Network in
the menu bar. Figure 69 shows an example of the XFINITY Network menu.
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Hi mso Logout Change Password
xfinity i —
[ % ® internet  wireless € Low Security

Gateway > Connection > XFINITY Network

At a Glance

. P View technical information related to your XFINITY network connection.
Email Nofification

¥ Connection

Status XFINITY Network

Local IP Network
Internet: Active
WiFi
System Uptime: 002 days 03h:42m:07s
XFINITY Network
. WAN IP Address: 10.30.20.176
Firewall

Software DHCP Client: Enable

* Hardware DHCP Expiry Time: 20h:19m:07s

Wizard ‘WAN MAC: 00:22:2D:7A:02:BF

D @erEd s MTA MAC: 00:22:2D:TA02:BD

» Parental Control
€M MAC: 00:22:2D:7A:02:BC

Initilization Procedure

» Advanced

» Troubleshooting

Iiiialize Hardware:
Acquire Downstream Channel:
Upstream Ranging:

DHCP Bound:

Set Time-of-Day:
Configuration File Download:

Registration:

Complete
Complete
Complete
Complete
Complete
Complate

Complete

Cable Modem

HW Version:

Vendor:

BOOT Version:

Core Version:

Model:

Product Type:

Flash Part:

Download Version:

Serial Num:

1A

SMC Metworks
PSPU-Boot(BEU) 1.0.9.15H2.5
2125

SMC-DIGNY

SMC-D3GNY

32 MB

21245

H2AD40AB54

Downstream Channel Bonding Value

Index

Lock Status

Frequency

SNR

Power

Modulation

1 2 3 4 4 B 7 8

Mot Mot Not Mot

Locked Locked Locked Locked e bete ehed  (eted)

621.002 626 998 633000 633.001
MHz iz z

MH: MHz MH:;

39855 39.397 39855 39855
dB dB dB dB

3756 3673 3641 3.604

dBmy dBmv dBmy dBmy

256 OAM 256 OAM 256 QAM 256 OAM

Upstream Channel Bonding Value

Index
Lock Status
Frequency

Sy

bol Rate

Power Level

Mo dulation

Channel ID

1 2 3 4
Locked Mot locked Mot locked ot locked
9999956 Hz

120 KSymisec
41.2500 dBm'
B4QAM

17

Figure 69. Example of XFINITY Network Menu
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Configuring Firewall Settings

The Firewall menu lets you view and edit the settings for the Gateway’s internal firewall. The
setting you select here is displayed at the top-right area of the Gateway’s Web interface.

To display the Firewall menu, click Gateway > Firewall inthe menu bar. Figure 70 shows
an example of the Firewall menu and Table 33 describes the menu.

Hi mso Logout Change Password
xfinity
0% @ internet @ wireless © Low Security

= Gateway > Firewall

At a Glance

Email Notification Protect your home network

» Connection

Software =
Wizard

O Typical Security (Medium
» Connected Devices

D (PErCEIE] Eonie] ® Minimum Security (Low
» Advanced
» Troubleshooting O Custom Securit

SAVE SETTINGS RESTORE DEFAULT SETTINGS

AFINITY.com  customerCentral  User Guide

Figure 70. Example of the Firewall Menu

Table 33. Firewall Menu

Option Description

Maximum Security (High) Configures the Gateway’s firewall to the highest setting. Select this setting for environments
where security is crifical.

Typical Security (Medium) Configures the Gateway’s firewall for typical (medium) security. Select this setting for
environments where security is important.

Minimum Security (Low) Configures the Gateway’s firewall for minimum (low) security. Select this setting for
environments where security is not important.

Custom Security Clicking this option displays the custom security settings in Figure 71. For more information,
see Table 34s.

SAVE SETTINGS button After configuring your firewall settings, click this button to save them.

RESTORE DEFAULT SETTINGS Resets the Gateway to the factory default firewall settings.
button
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® Custom Security

Blocked: Mo access to local netwaork from Intermet.

Limited: Commonly used serices as given below can be blocked by selecting the check box, all ather
services will be enabled by default. For blocking a specific port, please use port blocking.

[ Block http {TCP port 80, 443)

1 Block ICMP

[ Block Multicast

O] Block Peer-to-peer applications
[ Block IDENT {port 113)

(] Disable entire firewall

Figure 71. Custom Firewall Security Settings

Table 34. Custom Security Settings

Description

Block http Blocks HTTP downloads on ports 80 and 443.

Block ICMP Blocks Intemet Control Message Protocol (ICMP) traffic at the outer perimeter of the Gateway
to profect against attacks such as cascading ping floods.

Block Multicast Blocks unsolicited multicastpackets.

Block Peer-to-peer application Blocks peer-to-peer applications

Block IDENT Blocks identificaton (ldent) requests from Identservers on port 113.

Note: Port 113 is associated with Ident If a client program on a computer connected to the
Gateway contacts a remote server for services such as POP, IMAP, SMTP, or IRC, the
remote server returns a query to the “Ident” server running in many systems listening for
these queries on port 113. Essentially, the remote server is asking your system toideniify
itself and you. This means that port 113 is often probed by attackers as a source of your
personal information.

Disable entire firewall Disables all of the Gateway'’s firewall settings.
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Viewing System Software Settings

The Software menu is a read-only screen that shows the software version and packet cable
version associated with the Gateway.

To display the Software menu, click Gateway > Software inthe menu bar. Figure 72 shows
an example of the Software menu.

Hi mso Logout Change Password
xfinity B
[ % ® internet @ wireless © Low Security

22 Gateway > Software

At a Glance

Email Notification o . . . . more
Technical information related to your Wireless Gateway's software.

¥ Connection

Firewall
System Software Version
Software

* Hardware eMTA & DOCSIS 2.1.2.5
Software Version:
Wizard

. Packet Cable: 1.5
» Connected Devices
+ Parental Control

» Advanced

» Troubleshooting

KFIMITY com  customerCentral  User Guide

Figure 72. Example of the Software Menu
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Configuring Hardware

Using the submenus below Hardware , you can view information about the:

Gateway system hardware, such as model, serial number, and processor speed. See
page 127.

Gateway’s battery status. See page 128.
Link status and MAC address of the Gateway’s four Ethernet ports. See page 129.
Wi-Fi link status and MAC address of the Gateway’s WiFi port . See page 130.
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Viewing System Hardware Settings

The System Hardware menu is a read-only screen that shows the Gateway’s system
hardware.

To display the System Hardware menu, click Gateway > Hardware > System Hardware in
the menu bar. Figure 73 shows an example of the System Hardware menu.

Xflnlty Hi mso Logout Change Password
D % @ Internat @ Wireless O Low Security

B  Gateway > Hardware > System Hardware

At a Glance

q q . Information related to the gateway hardware.
Email Notification b “ ga ay ha 4

¥ Connection

Firewall System Hardware

Software
Model: SMC-D3GNV

~ Hardware

HW ldentifier: 1A
System Hardware

Battery Serial Number: H2A040AB84

LAN Processor Speed: 400 MHz

WiFi DRAM: 128 MB
Wizard Flash: 32 MB

» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

HAFIMITY .com

customerCentral  User Guide

Figure 73. Example of the System Hardware Menu
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Viewing Battery Settings

The Battery menu is a read-only screenthat shows information about the Gateway'’s internal

battery.

To display the Battery menu, click Gateway > Hardware > Battery inthe menu bar. Figure

74 shows an example of the Battery menu.

xfinity

Hi mso Logout Change Password

0o @ internet @ wireless © Low Security

2  Hardware > Battery

At a Glance
Email Notification
¥ Connection
Firewall
Software
~ Hardware
System Hardware
Battery
LAN
WiFi
Wizard
+ Connected Devices
» Parental Control
» Advanced

» Troubleshooting

View the battery status and details of your Wireless Gateway.

Power status:
Battery Installed:
Battery Condition:

Remaining
Charge:

Remaining Time

Battery Model

ldentifier: I3 DIDIRY 4R
Battery Serial MR,

Number:

KEINITY com

User Guide

customerCentral

Figure 74. Example of the Battery Menu
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Viewing LAN Ethernet Settings

The LAN Ethernet menu is a read-only screen that shows the link status and MAC address

of the Gateway’s four Ethernet ports.

To display the LAN Ethernet menu, click Gateway > Hardware > LAN inthe menu bar.
Figure 75 shows an example of the LAN Ethernet menu.

xfinity

Hi mso Logout Change Password
[ % @ internet @ wireless © Low Security

2  Gateway > Hardware > LAN Ethernet

At a Glance
Email Notification
¥ Connection
Firewall
Software
~ Hardware
System Hardware
Battery
LAN
WiFi
Wizard
+ Connected Devices
» Parental Control
+ Advanced

+ Troubleshooting

Your Wireless Gateway suppeorts 4 Gigabit Ethernet Ports {GhE}

LAN Ethernet Port 1 LAN Ethernet Port 2

LAN Ethernet link Inactive LAN Ethernet link Inactive
status: status:
MAC Address: 00:22:20:TA:02:BE MAC Address: 00:22:2D:TA:02:BE
LAN Ethernet Port 3 LAN Ethernet Port 4
LAN Ethernet link Inactive LAN Ethernet link Inactive
status: status:
MAC Address: 00:22:20:TA:02:BE MAC Address: 00:22:2D:TA:02:BE

KEINITY .com  customerCentral — User Guide

Figure 75. Example of the LAN Ethernet Menu
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Viewing Wi-Fi Settings

The WiFi menuis a read-only screen that shows the Wi-Fi link status and MAC address of
the Gateway’s Wi-Fi port.

To display the WiFi menu, click Gateway > Hardware > WiFi inthe menu bar. Figure 76
shows an example of the WiFi menu.

Xflnlty Hi mso Logout Change Password
D % @ Internet @ Wireless < Low Security

2 Gateway > Hardware > WiFi

At a Glance

. . . Your Wireless Gateway provides 2.4 GHz WiFi for connecting to the WiFi LAN.
Email Notification

» Connection

Firewall WiFi LAN port (2.4 GHZ)

Software
WiFi link status: Active

~ Hardware
MAC Address: 00:22:20:7A:02:C4
System Hardware
Battery
LAN
WiFi
Wizard
» Connected Devices
» Parental Control

+ Advanced

» Troubleshooting

KFEIMITY .com customerCentral  User Guide

Figure 76. Example of the WiFi Menu
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Configuring Your Home Network

The Home Network Wizard menu is part of a 2-page wizard you can use to configure your
home network.

To display the first page of the Home Network Wizard, click Gateway > Wizard inthe menu
bar. Figure 77 shows an example of the first page of the Home Network Wizard and Table
35 describes the page.

Xflnlty Hi mso Logout Change Password
D % @ Internat @ Wireless O Low Security

B  Gateway > Home Network Wizard - Step 1

At a Glance

Use the Home Network Wizard for initial setup of your network. To configure your home

Email Notification . 5
network securely, follow the instructions below to change the default password.

» Connection
Firewall
B [ Welcome to Comcast. To configure your home network, we need some hasic information

Wizard Gateway Name:

Current Password: l:l
NewPassword: [ |
Re-enter New Password: I:l

820 characters. Letter and numbers only. Ho spaces. Case sensitive

» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

HEXT STEP

HAFIMITY .com customerCentral  User Guide

Figure 77. Example of the First Page of the Home Ne twork Wizard
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Table 35. Home Network Wizard — Step 1

Option Description

Gateway Name The name you want fo assign fo the Gateway. Assign a name so that this device will not be
confused with other devices on your wireless network. We recommend you use a name thatis
meaningful to you so you can identify the Gateway easily. The Gateway name is case
sensitive and can contain from 8 to 20 alphanumeric characters, but no spaces.

Current Password Enter the current case-sensitive password. For security purposes, every typed character
appears as a dot (¢). The default password is not shown for security purposes. The password
is case sensifve and can confain from 8 © 20 alphanumeric characters, but no spaces.

New Password Enter the new password you want to use to protect your network. The password is case
sensitive and can contain from 8 to 20 alphanumeric characters, but no spaces. Spaces count
as password characters. For security purposes, every typed character appears as a dot (*).

Re-enter New Password Enter the same case-sensitive password you typed in the New Password field. For security
purposes, every typed character appears as a dot (°).
NEXT STEP button Click this butbn to display the second page of the Home Network Wizard (see Figure 78 and
Table 36).
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xfinity

Hi mso Logout Change Password
0% ® internet @ wireless © Low Security

B  Gateway > Home Network Wizard - Step 2

At a Glance
Email Notification
+ Connection
Firewall
Software
+ Hardware
Wizard
» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

Configure your wireless network. Note that the network can be accessed only by 2.4 GHz (Wi-
Fi B, G, N} compatible devices.

Next, we need to configure your wireless network. Note that your network can he accessed by both the
2.4 Ghz (Wireless B, G, N} and 5 Ghz (Wireless A, N) compatible devices.

Enter WiFi Network Name: | HOME-02C4

Encryption Method: |WPAZ- PSK (AES) (recommended) V‘

Enter Network Password:

2-16 characters. Letter and numbers only. Mo spaces. Case sensitive

FINISH

User G

B3

Figure 78.

Example of the Second Page of the Home N  etwork Wizard

133

SMCD3GNV Wireless Cable Modem Gateway User Manual




SHREL (2] [HG21] I MREBH Heading 1 3 ¥ 2 A4S J B o 3«

Table 36. Home Network Wizard — Step 2

Option Description

Enter WiFI Network Name Enter the name of your wireless network (typically, the SSID). The Wi-Fi name will make it
more obvious for others to know which network they are connecting b.

Encryption Method To prevent other computers in the area from using your Internet connection, secure your
wireless network by selecting an encryption method from tis drop-down list. There are
several selections available, including the following. (Risky appears next to selections that
provide little or no protection).

« Open = wireless transmissions are notprotected.

« WEP = basic encryption and therefore least secure (i.e., it can be easily cracked, butis
compatible with a wide range of devices including older hardware). WEP 64- and 128-bit
selections are provided.

« WPA-PSK = designed for home and small-office networks. Each wireless network device
encrypts the network traffic using a 256-bit key. Select tis option if your wireless adapters
support WiFi Protected Access Pre-shared Key (WPA-PSK) mode.

« WPA2 = second generation of WPA thatadds CCMP encryption with mathematically
proven security. Select this option if your wireless adapters support WPA2.

« WPA-Enterprise = provides extremely strong wireless security and adds authentication to
WEP's basic encryption. This option is mainly suitd for enterprise users, nothome users,
and can be selected ifyour wireless adapters support WPA-Enterprise.

« WPA2-Enterprise = second generation of WPA2-Enterprise. This option is mainly suited for
enterprise users, not home users, and can be selected if your wireless adapters support

WPA2-Enterprise.
Enter Network Password If you select one ofthe WEP or WPA encryption settings, enter the password used for
encryption and decryption.
FINISH button Click this bution to complete the Home Network Wizard.
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Working with Connected Devices

Using the submenus under Connected Devices , you can:

«  View computers connected to the Gateway’s LAN

« Add computer's with static IP addresses to the Gateway’s LAN
- Add WiFi-protected clients to the Gateway’s LAN

All of these activities are performed form the Computers menu. To display the Computers
menu, click Connected Devices inthe menu bar. Figure 79 shows an example of the
Computers menu.

Hi mso Logout Change Password
xfinity B
[ % © internet @ wireless O Low Security

» Gateway Connected Devices > Computers

~ Connected Devices
more

View the computers connected to the Gateway's LAN.

Computers
» Parental Control

+ Advanced Online Computers

0 Host Name IP Address DHCP{Static IP Connection MAC Address Comments
» Troubleshooting

ADD COMPUTER WITH STATIC IP

Offline Computers

Host Name IP Address DHCP/Static IP MAC Address Comments

ADD WIFI PROTECTED SETUP {WPS) CLIENT

AFINITY .com  customerCentral  User Guide

Figure 79. Example of the Computers Menu
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Manually Adding Computers with Static IP Addresses

To manually add a computer with a static IP address to the Gateway’s LAN, perform the
following procedure from the Computers menu.

1. Under Online Computers , click the ADD COMPUTER WITH STATIC IP button. The Add
Computer menu appears (see Figure 80).

2. Complete the fields in the Add Computer menu (see Table 37).

3. Click SAVE to save your settings (or click CANCEL to discard them). If you click SAVE,
the Computer menu reappears, with the computer you added displayed under Offline
Computers .

4. To add more computers with static IP addresses, repeat steps 1 through 3.

5. To edit anonline computer, click the EDIT button next to the computer you want to modify,
edit the settings on the Edit Computer menu (see Figure 81 and Table 38), and click
SAVE.<<]| did not see this button??>>

6. To delete an online or offline computer, click the X next to the computer. When the Delete
Computer message appears, click OK to delete the computer or CANCEL to retain it. If
you clicked OK, the computer is removed from the Computers menu.

Xflnlty Hi mso Logout Change Password
D % @ Internet @ Wireless < Low Security

» Gateway Connected Devices > Computers > Add Computer

~ Connected Devices
more

N Some useful help text needed here.
LComputers

Range Extenders

+ Parental Control Add Computer with Static IP Address

> Advanced Hosthame: ||

» Troubleshooting

Connection: Ethernet

MACAddress: |
Static IP Address: l:l

C e l:l
SAVE CANCEL

KFIMITY com  customerCentral  User Guide

Figure 80. Example of the Add Computer Menu
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Table 37. Add Computer Menu

Option Description

HostName Host name of the computer you want to add.
Connection Read-only field that displays shows the network connection of Ethernet.
MAC Address MAC address of the computer you want to add. Add a colon between each 2-character ID in

the MAC address. For information about obtaining the MAC address ofa computer, see
“Determining a Computer's MAC Address’ on page 196.

Static IP Address Static IP address of the computer you want to add. Add a period between each octetin the IP
address.
Comments Optional comments about the computer.
SAVE butbn Click this butbn to save your settings.
CANCEL button Click this butbn to discard your setings on the Add Computer menu.
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Hi cusadmin Logout  Change Password

Xflnlty [J% € Internet ® wireless O Low

Securitv

» Gateway Connected Devices > Computers > Edit Computer

~ Connected Devices
Computers Edit Computer

» Parental Control
Host Name: unknow

» Advanced
Connection: Ethemet

» Troubleshooting
Configuration: ® DHCP
O Static IP

MAC Address; 00.12.3F12.F8.3E

Co“““e“m: |:|

SAVE CANCEL

Help  Security  Smartzone  Custorner Central

Production Mode (Compressed JavaScript and C3S loaded)

Figure 81. Example of the Edit Computer Menu

Table 38. Edit Computer Menu

Option Description

Host Name Read-only field that shows the host name of the computer you selected.

Connection Read-only field that displays shows the network connection of Ethernet.

Configuration Selectwhether the selected computer should be discovered by the Gatway using DHCP or a
static IP address. If you select Static IP, enter the static IP address in he Static IP Address
field.

MAC Address Edit the MAC address of the selected computer. Add a colon between each 2-character ID in
the MAC address.

Static IP Address If you selected Static IP for Configuration, enter the computer’s static IP address. Add a
period between each octet in the IP address.

Comments Optional comments about the computer.

SAVE button Click tis button to save your settings.

CANCEL button Click tis button to discard your settings on the Edit Computer menu.
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Manually Adding Wireless Clients

You can manually add a wireless client to the Gateway's LAN using Wireless Protected
Setup (WPS). While not a security feature, WPS is a standard for easy and secure wireless
network set up and connections.

Note: WPS is optional for Wi-Fi Certified products. Check for the Wi-Fi Protected Setup logo
or terms on products to see whether the product is WPS compatible.

A few of the key advantages associated with WPS are:

WPS automatically configures the network name (SSID) and WPA security key for the
Gateway or access point and for wireless devices that join the network.

You do not have to know the network name and security keys or passphrases to use
WPS to join a wireless network.

« Security keys or passphrase because are generated randomly generated, making them
nearly impossible to guess.

«  WPS uses the Extensible Authentication Protocol (EAP), a strong authentication protocol
used in WPA2.

To manually add a wireless client to the Gateway’s LAN, perform the following procedure
from the Computers menu.

. Under Offline Computers , click the ADD WIFI PROTECTED SETUP (WPS) CLIENT
button. The Add Wireless Client menu appears (see Figure 82).

. Complete the fields in the Add Wireless Client menu (see Table 39).

. Click PAIR to pair the wireless device with the Gateway’s LAN (pairing can take up to 2
minutes). Alternatively, if your wireless device has a Pair button, you can press this button
to pair the device with the Gateway's LAN.

. Ifyouclick PAIR, the Private Wireless Advanced Setting options inthe WiFi menu appear.
For information about completing these settings see page 50.

. To add more wireless devices, repeat steps 1 through 4.

. To edit an online wireless device, click the EDIT button next to the computer you want to
modify, edit the settings on the Edit Computer menu (see Figure 82 and Table 39), and
click SAVE.<<I did not see this button??>>

. To delete an online or offline wireless device, click the X next to the device. When the
Delete Computer message appears, click OK to delete the device or CANCEL to retain it.
If you clicked OK, the device is removed from the Computers menu. <<true??>>
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xfinity
T

At a Glance
Email Notification
~ Connection
Status
Local IP Network
WiFi
XFINITY Network
Firewall
Software
» Hardware
Wizard
» Connected Devices
» Parental Control
» Advanced

» Troubleshooting

Hi mso Logout Change Password
0% ® internet @ wireless © Low Security

Gateway > Connection > Wireless > Add Wireless Client

Use WPS (WiFi Protected Setup) to simplify your WiFi setup.

Add Wireless Client (WPS)

WiFi Protected Setup (WPS): J8=FTE
Security: WPAPSK
Encryption: TKIP

Network Password: H2A040AB547 A02C4

Connection Options: | Push Button |+

To pair, select the Pair butten and your
wireless device will cannect mithin two
minutes. You may alse press the [pail
butten on this device.

PAIR CANCEL

B3

Figure 82. Example of the Add Wireless Client Menu

Table 39. Edit Wireless Client Menu

Option Description

WiFi Protected Setup (WPS)

Enables or disables the Gateway's WPS setup.
+ Enabled = Gakway's WPS setup is activated. (defaulf)
» Disabled = Gateways WPS setup is not activated.

Security

Read-only screen that shows the security, ifany, used on the Gakway's wireless LAN. To
change the security used, see the Encryption Method option in the Home Network Wizard —
Step 2 menu (see “Configuring Your Home Network” on page 131).

Encryption

Read-only screen that shows the encryption method, ifany, used on the Gateway’s wireless
LAN. To change the encryption method used, see the Encryption Method optionin the
Home Network Wizard - Step 2 menu (see “Configuring Your Home Network” on page 131).

Network Password

Read-only screen that shows the network password you entered in the Enter Network
Password option in the Home Network Wizard — Step 2 menu (see “Configuring Your Home
Network” on page 131).
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Option Description

Connection Options Determines whether WPS can be configured using a PIN or the WPS button on the front
panel of the Gateway.

* PIN =requires you to entera PIN in the WPS Setup menu to configure WPS. The PIN can
be viewedin the AP PIN optionin the WiFi Client Setup Configuration (WP5) section of
the Wireless Menu (see page 120).

- PBC = Push Button Configuration. Lets you use the WPS button on the front panel of the
Gateway to configure WPS.

PAIR button Click this butbon to pair the wireless device setings with the Gateway's LAN (can take up to 2
minutes). If your wireless device has a Pair button, you can press this button instead © pair
the device with the Gateway’s LAN.

CANCEL button Click this butin to discard your setings on the Add Wireless Client menu.

<<need this screen??>>
Figure 83. Example of the Edit Device Menu

Table 40. Edit Device Menu<<true??>>

Option Description

HostName Read-only field that shows the hostname of the computer you selecied.

Connection Read-only field that displays shows the network connection of Ethernet.

Configurafon Select whether the selected computer should be discovered by the Gateway using DHCP or a
static IP address. If you selectStatic IP, enter the static IP address in the Static IP Address
field.

MAC Address Edit the MAC address of the selected computer. Add a colon between each 2-character ID in
the MAC address.

Static IP Address If you selected Static IP for Configuration, enter the computer’s static IP address. Add a
period between each ocktin he IP address.

Comments Optional comments about the computer.

SAVE butbn Click this butn to save your settings.

CANCEL button Click this butbn to discard your setings on the Edit Computer menu.
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Configuring Parental Controls

Regulating Web browsing can prevent children and workers from accessing dangerous
content on the Internet, or having to make judgment calls over suitable relationships in chat-
rooms. The fact is, Web sites, chat-room users, and downloaded programs may not have
the best interests of you, your family, or your workers at heart. The unscrupulous may try to
manipulate the people you care about or try to gain trust, which may result in unacceptable
access to your family, your coworkers, your computer, or personal information.

Using the Parental Controls menu, you can prevent access to unwanted Web content by:
Blocking sites and keywords. See page 142.
Blocking services. See page 148.

« Blocking devices and access types. See page 152.

You can also define report filters and generate reports. See page 156.

Blocking Sites and Keywords, and Selecting Trusted Computers

Using the Managed Sites menu, you can restrict access to Web sites for non-trusted
computers on the network. This procedure involves the following steps:

. Specify the sites to be blocked. See “Specifying Sites to be Blocked” on page 143.

. Specify the keywords to be blocked. See “Specifying Keywords to be Blocked” on page
145.

. ldentify the trusted computers that are allowed to access the blocked Web sites and
keywords. See “Defining Trusted Computers” on page 147.

To display the Managed Sites menu, click Parental Control in the menu bar. Figure 84
shows an example of the Managed Sites menu.
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Xflnlty Hi mso Logout Change Password
0% @ internet © wireless © Low Security

» Gateway Parental Control > Managed Sites

» Connected Devices

Restrict access to specific websites for identified computers/devices on this network.
- Parental Control

Managed Sites

Managed Services Enable Managed Sites: | Enabled [JEELIET

Managed Devices

Reports Slocitae Sikas

» Advanced URL When

» Troubleshooting
Slosizt Kaywords

Keywrord When

Trustzd Compucars

Computer Hame

Figure 84. Example of Managed Sites Menu

Specifying Sites to be Blocked

To block sites for non-trusted computers, perform the following procedure from the Managed
Sites menu.

Next to Enable Managed Sites , click Enabled .
Under Blocked Sites , click ADD. The Add Blocked Domain menu appears (see Figure 85).
Complete the fields in the Add Blocked Domain menu (see Table 41).

Click SAVE (or click CANCEL to discard your settings). If you clicked SAVE, the blocked
site appears below Blocked Sites on the Managed Sites menu.

To block additional sites, repeat steps 2 through 4.

To edit a blocked site, clickthe EDIT button next to the blocked site you want to modify,
edit the settings on the Add Blocked Domain menu (see Table 41), and click SAVE.

To delete a blocked site, click the X next to the site. When the Delete URL Block Rule
message appears, click OK to delete the blocked URL or CANCEL to retain it. If you
clicked OK, the URL is removed from Blocked Sites onthe Managed Sites menu.
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xfinity

» Gateway

» Connected Devices
Managed Sites
Managed Services
Managed Devices
Reports

» Advanced

» Troubleshooting

Option

URL

Hi mso Logout Change Password
0% ® internet @ wireless © Low Security

Parental Control > Managed Sites > Add Blocked
Domain

Add Site to be Blocked

URL:

Always Block? Yes

Set Block Time

Start from: |12 ¥ |00+ || AM
End on: |11 == P
Set Blocked Days Select All| Select None
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

Figure 85. Add Blocked Domain Menu

Table 41. Add Blocked Domain Menu

Description

Enter the URL you want blocked.

|>

Always Block?

Selectwhether you want the Gateway to always block this URL. Choices are

» No= the Gateway does not always block this URL. Use the Set Block Time and Set
Blocked Days to instruct the Gateway when to block this URL.

+ Yes = the Gateway always blocks this URL unil you remove the block. (defaulf)
Set Block Time

Start from If you selected No for Always Block?, select the tme when the Gateway is to start blocking
this URL.
Endon If you selected No for Always Block?, select the ime when the Gateway is to stop blocking

this URL.

Set Blocked Days
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Option Description

Set Blocked Days If you selected No for Always Block?, use any of the following methods fo specify when the
Gateway is to block this URL:

« Select All = blocks the URL for seven days.
« SelectNone = deselect blocking of the URL for seven days.

» Monday - Sunday = check the check boxes that correspond fo the days when you want the
Gateway to block this URL.

SAVE butbn Click this butin to save your settings.

CANCEL button Click this butin to discard your setings on the Add Blocked Domain menu.

Specifying Keywords to be Blocked

To block keywords for non-trusted computers, perform the following procedure from the
Managed Sites menu.

. Next to Enable Managed Sites , click Enabled .

. Under Blocked Keywords , click ADD. The Add Blocked Keyword menu appears (see
Figure 86).

. Complete the fields in the Add Blocked Keyword menu (see Table 42).

. Click SAVE (or click CANCEL to discard your settings). If you clicked SAVE, the blocked
keyword appears below Blocked Keywords onthe Managed Keywords menu.

. To block additional keywords, repeat steps 2 through 4.

. To edit a blocked keyword, click the EDIT button next to the blocked keyword you want to
modify, edit the settings on the Add Blocked Keyword menu (see Table 42), and click
SAVE.

. To delete a blocked keyword, click the X next to the keyword. When the Delete Keyword
Block Rule message appears, click OK to delete the blocked keyword or CANCEL to retain
it. If you clicked OK, the keyword is removed from Blocked Keywords onthe Managed
Keywords menu.
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xfinity

» Gateway

» Connected Devices
Managed Sites
Managed Services
Managed Devices
Reports

+ Advanced

» Troubleshooting

Hi mso Logout Change Password

0% @ internet © wireless © Low Security

Parental Control > Managed Sites > Add Blocked
Keyword

Add Keyword to be Blocked

Keywaord:

Set Block Time
Start from: |12 aln} Al

End on: |11 59 P

Set Blocked Days Select All | Selact Mone

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

SAVE CANCEL

Figure 86. Add Blocked Keyword Menu
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Table 42. Add Blocked Keyword Menu

Option
Keyword

Description

Enter the keyword you want blocked.

Always Block?

Select whether you want the Gateway to always block this keyword. Choices are

« No = the Gateway does not always block this keyword. Use he Set Block Time and Set
Blocked Days fo instruct the Gateway when to block this Keyword.

« Yes = the Gateway always blocks this keyword until you remove the block. (defaulf)

Set Block Time

SetBlocked Days

Startfrom If you selected No for Always Block?, select the ime when the Gateway is to start blocking
this keyword.
Endon If you selected No for Always Block?, select the time when the Gateway is to stop blocking

this keyword.

Set Blocked Days

If you selected No for Always Block?, use any of the following methods fo specify when the
Gateway is fo block this keyword:

« Select All = blocks the keyword for seven days.
« Select None = deselect blocking of the keyword for seven days.

+ Monday - Sunday = check the check boxes that correspond fo the days when you want the
Gateway to block this keyword.

SAVE butbn

Click this butbn to save your settings.

CANCEL button

Click this butbn to discard your setings on the Add Blocked Keyword menu.

Defining Trusted Computers

Trusted computers let you exempt connected computers from the blocked site and blocked
keyword rules you defined in the previous sections. To build a list of trusted computers,
perform the following procedure from the Managed Sites menu.

<<need to verify??>>

SMCD3
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Blocking Services and Selecting Trusted Computers

Using the Managed Services menu, you can restrict access to certain services and
applications for non-trusted computers on the network.

This procedure involves the following steps:

1. Specify the services to be blocked. See “Specifying Services” on page 149.

2. ldentify the trusted computers that are allowed to access the blocked services. See
“Defining Trusted Computers” on page 151.

To display the Managed Services menu, click Parental Control > Managed Services inthe
menu bar. Figure 87 shows an example of the menu.

xfinity

» Gateway

» Connected Devices
Managed Sites
Managed Services
Managed Devices
Reports

» Advanced

» Troubleshooting

Hi mso Logout Change Password
D % @ Internet & Wireless & Low Security

Parental Control > Managed Services

Prevent access to specific applications and services.

Enable Managed Services: || = -[I[1 1 Disabled

Blocked Services

Starting Ending

Port Port e

Services TCP/UDP

Trusted Computers

Computer Name Trusted

Figure 87. Example of Managed Services Menu
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Specifying Services to be Blocked

To block services for non-trusted computers, perform the following procedure from the
Managed Services menu.

Next to Enable Managed Services , click Enabled .

Under Blocked Services , click ADD. The Add Blocked Service menu appears (see Figure
88).
Complete the fields in the Add Blocked Service menu (see Table 43).

Click SAVE (or click CANCEL to discard your settings). If you clicked SAVE, the blocked
service appears below Blocked Services onthe Managed Services menu.

To block additional services, repeat steps 2 through 4.

To edit a blocked service, click the EDIT button next to the blocked service you want to
modify, edit the settings on the Add Blocked Service menu (see Table 43), and click SAVE.

To delete a blocked service, click the X next to the service. When the Delete Service Block
Rule message appears, click OK to delete the blocked URL or CANCEL to retainit. If you
clicked OK, the service is removed from Blocked Services onthe Managed Services
menu.
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xfinity

» Gateway

» Connected Devices
Managed Sites
Managed Services
Managed Devices
Reports

» Advanced

» Troubleshooting

Hi mso Logout Change Password
0% ® internet @ wireless © Low Security

Parental Control > Managed Services > Add Blocked
Service

Add Service to be Blocked

User Defined Service:

Protocol:

Start Port:

End Port:

Set Block Time
Start from: |12 oo Ahd

End on: |11 == =]

Set Blocked Days Select All | Select Mane

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

SAVE CANCEL

Figure 88. Add Blocked Service Menu
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Table 43. Add Blocked Service Menu

Option Description

User Defined Service

Enter the service you want blocked.

Protocol

The type of protocal associated with the service to be blocked. Choices are:
« TCP

- UDP

« TCP/UDP (defaulf)

StartPort

Starting port number on which the block will be applied. If necessary, contact the application
vendor for this information.

End Port

Ending port number on which the block will be applied. If necessary, contact the application
vendor for this information.

Always Block?

Select whether you want the Gateway to always block this service. Choices are

« No =the Gateway does not always block this service. Use the Set Block Time and Set
Blocked Days fo instruct the Gateway when to block this service.

+ Yes =the Gateway always blocks this service untl you remove the block. (defaulf)

Set Block Time

SetBlocked Days

Startfrom If you selected No or Always Block?, select the time when the Gateway is to start blocking
this service.
Endon If you selected No for Always Block?, select the time when the Gateway is to stop blocking

this service.

Set Blocked Days

If you selected No for Always Block?, use one of the following methods to specify when the
Gateway is fo block this service:

« Select All = blocks the service for seven days.
« Select None = deselect blocking of the service for seven days.

» Monday - Sunday = check the check boxes that correspond to the days when you want the
Gateway to block this service.

SAVE butbn

Click this butbn to save your settings.

CANCEL button

Click this butbn to discard your setings on the Add Blocked Domain menu.

Defining Trusted Computers

Trusted computers let you exempt connected computers from the blocked services rules you
defined in the previous section. To build a list of trusted computers, perform the following
procedure from the Managed Sites menu.

<<need to verify??>>
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Managing Devices and Access Types

Using the Managed Devices menu, you can enable or disable managed devices and allow
or block all access types. You can also add devices you want to block.

To display the Managed Devices menu, click Parental Control > Managed Devices inthe
menu bar. Figure 89 shows an example of the menu.

Xflnlty Hi mso Logout Change Password
D % @ Internat @ Wireless O Low Security

» Gateway Parental Control > Managed Devices

» Connected Devices

View the list of devices that are allowed or prevented from connecting to the network {per the
~ Parental Control rules configured below).

Managed Sites

Managed Services ]
Managed Devices

Managed Devices

Reports Enable Managed Devices: | Enahled [uE0EN]
> GG Access Type: [T Biock Al

» Troubleshooting

Blocked Devices + ADD BLOCKED DEVICE

Computer Name MAC Address When Blocked

HAFIMITY .com customerCentral  User Guide

Figure 89. Example of Managed Devices Menu

Enabling or Disabling Managed Devices

By default, all managed devices are disabled. To enable them, display the Managed Devices
menu and click Enabled next to Enable Managed Devices .

Enabling or Disabling Access Types

By default, all access types are allowed. To block them, display the Managed Devices menu
and click Block All next to Access Type .
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Adding Blocked Devices

To add devices you want to block, perform the following procedure from the Managed
Devices menu.

1. Next to Blocked Devices , click ADD BLOCKED DEVICE . The Add Blocked Device menu
appears (see Figure 90).

2. Completed the fields in the Add Block Device menu (see Table 44).

3. Click SAVE (or click CANCEL to discard your settings). If you clicked SAVE, the blocked
device appears below Blocked Devices onthe Managed Devices menu.

4. To block additional devices, repeat steps 1 through 3.

5. To edit a blocked device, click the EDIT button next to the blocked device you want to
modify, edit the settings on the Add Blocked Device menu (see Table 44), and click SAVE.

6. To delete a blocked device, click the X next to the service. When the Delete Blocked MAC
Rule message appears, click OK to delete the blocked device or CANCEL to retain it. If
you clicked OK, the device is removed from Blocked Devices onthe Managed Devices
menu.
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xfinity

» Gateway

» Connected Devices
Managed Sites
Managed Services
Managed Devices
Reports

» Advanced

» Troubleshooting

Hi mso

Logout Change Password

0% @ internet © wireless © Low Security

Parental Control > Managed Devices > Add Blocked

Device

Add Device to be Blocked

Set Blocked Device

Auto-Learned Devices:

Computer Name MAC Address

Custom Device:

Computer Name MAC Address

© \ |

Always Block?

Set Block Days Select Al | Select Mone

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

SAVE CANCEL

Figure 90. Add Blocked Device Menu
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Table 44. Add Blocked Device Menu

Option

Auto-Leamed Devices

Description

Toselecta device that the Gateway automatically learned, select the device under Auto-
Learned Devices.

Custom Device

Toselecta custom device, enter the name and MAC address of the device in the Computer
Name and MAC Address fields below Custom Device.

Always Block?

Select whether you want the Gateway to always block this device. Choices are

« No =the Gateway does not always block this device. Use the Set Block Time and Set
Blocked Days fo instruct the Gateway when to block this device.

« Yes = the Gateway always blocks this device unfil you remove the block. (defaulf)

Set Block Time

Set Blocked Days

Startfrom If you selected No for Always Block?, select the time when the Gateway is to start blocking
this device.
Endon If you selected No for Always Block?, select the fime when the Gateway is to stop blocking

this device.

Set Blocked Days

If you selected No for Always Block?, use one of the following methods to specify when the
Gateway is to block this device:

« Select All = blocks the device for seven days.
« Select None = deselect blocking of the device for seven days.

+ Monday - Sunday = check the check boxes that correspond to the days when you want the
Gateway to block this device.

SAVE butbn

Click this butin to save your settings.

CANCEL button

Click this butbn to discard your setiings on the Add Blocked Device menu.

155

SMCD3GNV Wireless Cable Modem Gateway User Manual




S5 0E] 1) 3 R Heading 1 || 4HR vt Pl e 3 -

Generating Reports

Using the Reports menu, you can define filters for managed sites, services, and devices,
and then show, print or download the reports. To display the Reports menu, click Parental
Control > Reports inthe menu bar. Figure 91 shows an example of the menu.

Himso  Logout  Change Passwaord
xfimity
0% ® internet @ wireless © Low Security

» Gateway Parental Control > Reports

» Connected Devices

Generate reports which you can download or print.
~ Parental Control

Managed Sites

Managed Services Report Filters

Managed Devices Report Type Titre Frarne GEHERATE REPORT

Reports
All Reports
Reprots for Today

» Advanced

+ Troubleshooting

AFINITY .com  customerCentral  User

Figure 91. Example of Reports Menu

Under Reports Filters , you can set a report filter for the type of reports you want to
generate and the time frame they are to cover. If you do not set a report filter, the default
filter is automatically set to all report types for the current day (today). After you define the
filter, you can show, print, or download the report.

1. Usingthe Report Type drop-down list, select the report to which you want to apply a filter,
Choices are:

< Al

« Managed Sites

« Managed Services

- Managed Devices
Using the Time Frame drop-down list, select a time frame that the report is to cover.
To show the report, click the GENERATE REPORT button.
To print the report with the filter applied, click PRINT.

a > 0N

To download the report with the filter applied, click DOWNLOAD
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Using Advanced Features

Using the Advanced Features menu, you can:
Enable or disable port forwarding. See page 157.

- Enable or disable port triggering. See page 160.
Enable or disable remote management. See page 163.
Configuring DMZ settings. See page 165.

« Configure routing. See page 167.

Configure Dynamic DNS. See page 169.

« Use the Gateway’s UPnP feature to discover UPnP-enabled devices. See page 171.

Enabling or Disabling Port Forwarding

Using the Firewall menu (described on page 53), you can configure the Gateway to create a
firewall between your internal network and the Internet. A firewall keeps unwanted traffic
from the Internet away from your networked computers. There may be times, however, when
you want a “tunnel” to be created through the Gateway firewall, so computers on the Internet
can communicate to one of the computers onyour LAN using a single port. This is handy for
running Web servers, game servers, FTP servers, or even video conferencing.

Port forwarding allows outside users access to the computers on your LAN using a given
port or range of ports. Using port forwarding, for example, one of your computers can run a
Web server (port 80) while another computer runs an FTP server (port 23) - both using the
same IP address.

You configure the Gateway’s port forwarding feature using the Port Forwarding menu. To
display this menu, click Advanced inthe menu bar. Figure 92 shows an example of the
menu.
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A

o

Xf".".ty Hi mso Logout Change Password
0% ® internet @ wireless © Low Security

» Gateway Advanced > Port Forwarding
» Connected Devices

Manage external access to specific ports on your network.
» Parental Control

Port Forwarding Enable Port Forwarding: Disabled

Port Triggering

Remote Management Port Forwarding +ADD PORT FORWARD

DMZ Service Name Type Publie Port Private Port

Routing
Dynamic DNS
Device Discovery

» Troubleshooting

KFIMITY com  customerCentral  User Guide

Figure 92. Example of Port Forwarding Menu

Adding a Port Forwarding Rule

To add a port forwarding rule, perform the following procedure from the Port Forwarding
menu.

Next to Enable Port Forwarding , click Enabled .
Clickthe ADD PORT FORWARD button. The Add Service menu appears (see Figure 93).
Complete the fields in the Add Service menu (see Table 45).

Click SAVE to save your settings (or click CANCEL to discard them). If you click SAVE,
the port forwarding rule appears below Port Forwarding onthe Port Forwarding menu.

To add more port forwarding rules, repeat steps 2 through 4.

To edit a port forwarding rule, click the EDIT button next to the rule you want to modify, edit
the settings on the Add Service menu (see Table 45), and click SAVE.

To delete a port forwarding rule, click the X next to the rule. When the Delete Port
Forwarding Rule message appears, click OK to delete the port forwarding rule or CANCEL
toretain it. If you clicked OK, the rule is removed fromthe Port Forwarding area on the
Port Forwarding menu.
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xfl n Ity Hi mso Logout Change Password
0% © internet © wireless © Low Security

» Gateway Advanced > Port Forwarding > Add Service

» Connected Devices

Some text about email notification and how they work.
» Parental Control

Port Forwarding Add Port Forward

Port Triggering Service Name:

Service Type: | TCP/UDP v

Server IP Address: ‘ ‘ | || | ‘ ‘

Remote Management

DMZ

Routing

Dynamic DNS Start Public Port:
Device Discovery End Public Port:

» Troublesheooting
Private Port(s):

Enable Port Range: Enable Private Port Range

SAVE CANCEL

Figure 93. Add Service Menu

Table 45. Add Service Menu

Option Description

Service Name Name for identifying the service. The name s for reference purposes only.
Service Type The protocol you want to use with the service. Choices are:

- TCP

- UDP

. TCP/UDP (default)

Senvice IP Address IP address of the LAN computer or server that is running the service.
Start Public Port Starting number of the port on which the service is provided.
End Public Port Ending number of the port on which the service is provided. This field is unavailable if the

Gateway is configured for a single public IP port.

Private Port(s) Numbers of the ports whose traffic the Gateway forwards to the LAN. Ifthere is a range of
ports, enter the starting private port here and check Enable Port Range. The Gaway
automatically calculates the end private port The LAN computer server listens for traffic/data
on this port(or these ports).

Enable Port Range Check this box to enable the private portrange specified in Private Port(s).
SAVE button Click tis button to save your settings.
CANCEL button Click tis button to discard your settings on the Add Service menu.
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Disabling Port Forwarding
You can disable individual or all port-forwarding rules from the Port Forwarding menu.

To disable an individual port-forwarding rule, uncheck the rule inthe Active column.
Although disabled, you can still use the buttons to the right of the checkbox to edit or
delete the rule. To enable the rule, check the checkbox in the Active column.

To disable all port-forwarding rules, click Disabled nextto Enable Port Forwarding

The ADD PORT FORWARD button becomes unavailable and all port forwarding rules
turn gray to show they are disabled. In addition, the buttons to the right of the
checkboxes become gray, preventing you from editing or deleting port-forwarding rules.
To enable all port-forwarding rules, click Enabled next to Enable Port Forwarding

Enabling or Disabling Port Triggering

Using the Port Triggering menu, you can configure the Gateway to detect port triggers for
multiple-session applications and allow them to pass through the firewall. For special
applications, besides the initial communication session, there are multiple related sessions
created during the protocol communications. Normally, a normal treats the triggered
sessions as independent sessions and blocks them. However, the Gateway can co-relate
the triggered sessions with the initial session and group them together in the NAT session
table. As a result, you need only specify which protocol type and port number you want to
track, as well as some other related parameters. In this way, the Gateway can pass the
special applications according to the supplied information.

Assume, for example, that to use H.323 in a Net Meeting application, a local client starts a
session A to a remote host. The remote host uses session Ato communicate with the local
host, but it also could initiate another session B back to the local host. Since there is only
session A recorded in the NAT session table when the local host starts the communication,
session B is treated as anillegal access from the outside and is blocked. Using the Special
Application menu, you can configure the Gateway to co-relate sessions A and B and
automatically open the port for the incoming session B.

To display the Port Triggering menu, click Advanced > Port Triggering inthe menu bar.
Figure 94 shows an example of the menu.
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Xf".".ty Hi mso Logout Change Password
0% ® internet @ wireless © Low Security

» Gateway Advanced > Port Triggering

» Connected Devices

Manage external access to specific ports on your network.
» Parental Control

Port Forwarding Enable Port Triggering: Disabled

Port Triggering

Remaote Management Port Triggzring

DMZ Service Name Service Type Trigger Ports) Targzt Portls) Interval Aetive

Routing
Dynamic DNS
Device Discovery

» Troubleshooting

KFIMITY com  customerCentral  User Guide

Figure 94. Example of Port Triggering Menu

Adding a Port Triggering Rule
To add a port triggering rule, perform the following procedure from the Port Triggering menu.
. Next to Enable Port Triggering , click Enabled .

. Clickthe ADD PORT FORWARD button. The Port Triggering Add menu appears (see
Figure 95).

. Complete the fields in the Port Triggering Add menu (see Table 46).

. Click SAVE to save your settings (or click CANCEL to discard them). If you click SAVE,
the port triggering rule appears below Port Triggering on the Port Triggering menu.

. To add more port triggering rules, repeat steps 2 through 4.

. To edit a port triggering rule, click the EDIT button next to the rule you want to modify, edit
the settings on the Port Triggering Add menu (see Table 46), and click SAVE.

. To delete a port triggering rule, click the X next to the rule. When the Delete Port Triggering
Rule message appears, click OK to delete the port triggering rule or CANCEL to retain it. If
you clicked OK, the rule is removed from the Port Triggering area on the Port Triggering
menu.
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23

xfl nlty Himso  Logout  Change Password
0% @ internet @ wireless € Low Security

» Gateway Advanced > Port Triggering Add

» Connected Devices

Some text about email notification and how they work.
» Parental Control

Port Forwarding Add Port Trigger

Port Triggering Service Name:

Service Type: |TCPUDP &

Trigger Port From:

Remote Management
DMZ

Routing

Dynamic DNS Trigger Port To:
Device Discovery T i G

» Troubleshooting
Target Port To:

Interval: (50 ~ 30000 ms)

SAVE CANCEL

Figure 95. Port Triggering Add Menu

Table 46. Port Triggering Add Menu

Option Description

Service Name Name for identifying the trigger. The name is for reference purposes only.
Service Type The type ofpprotocol you want to use with the frigger. Choices are:

- TCP

- UDP

« TCP/UDP (default)
For example, to track he H.323 protocol, the proiocol type should be TCP.

Trigger Port From From port ranges of the special application. For example, to frack H.323 protocol, the From
port should be 1720.

Trigger Port To To portranges of the special application. For example, to track H.323 protocol, the To port
should be 1720.

Target Port From Starting port range for the targetportlistening for the special application.

TargetPort To Ending portrange for the target portlistening for the special application.

Interval Specify theinterval between 50 and 30000 between two continuous sessions. If the interval

exceeds this time interval setting, the sessions are considered to be unrelated.

SAVE button Click tis button to save your settings.
CANCEL button Click tis button to discard your settings on the Port Triggering Add menu.
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Disabling Port Triggering
You can disable individual or all port-triggering rules from the Port Triggering menu.

To disable an individual port-triggering rule, uncheck the rule inthe Active column.
Although disabled, you can still use the buttons to the right of the checkbox to edit or
delete the rule. To enable the rule, check the checkbox in the Active column.

To disable all port-triggering rules, click Disabled next to Enable Port Triggering . The
ADD PORT TRIGGER button becomes unavailable and all port triggering rules turn gray
to show they are disabled. In addition, the buttons to the right of the checkboxes become
gray, preventing you from editing or deleting port-triggering rules. To enable all port-
triggering rules, click Enabled next to Enable Port Triggering

Remote Management

The Gateway supports centralized administration and manage ment via the following
methods:

HTTP
. HTTPS
Telnet
« SSH
SNMP
HNAP

Using the Remote Management menu, you can independently enable or disable these
remote management methods. The Remote Management menu also lets you provide
remote access to a single computer, a group of computers that fall within a particular range
of IP addresses, or any computer.

To display the Remote Management menu, click Advanced > Remote Management in the
menu bar. Figure 96 shows an example of this menu and Table 47 describes the settings.
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xfinity

» Gateway
+ Connected Devices
+ Parental Control
oo ]
Port Forwarding
Port Triggering
Remote Management
DMz
Routing
Dynamic DNS
Device Discovery

+ Troubleshooting

Hi mso Logout Change Password
D % @ Internet @ Wireless © Low Security

Advanced > Remote Management

Some text about Remote Management and how it works.

e
T AR Enabied
SSH: Disabled
SHIIP: Disabled

Remote Management Address: 10.30.20.176

Remote Access Allowed From

@ Single Computer
IPAddress: [0 o lo Jo ]

C Range of IPs

Start IP Address: | L I L |

End IP Address: | [y y y |

© Any Computer

Mote: This option will allow any computer on the Intemet access to your network and may cause a security risk.

SAVE

Figure 96. Example of Remote Management Menu
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Table 47. Remote Management Menu

Description

Remote Manage ment

Remote Management You can remotely manage the Gateway using HTTP, HTTPS, Telnet, SSH, SNMP, and
HNAP. Each method has Enabled and Disabled buttons for enabling or disabling that remote
managementmethod. Ifyou enable a remote management metod, specify the port number
to be used with that method in the field to the left of Enabled.

Note: The Gateway's remote management address appears below HNAP.

Remote Access Allowed From

Remote Access Allowed From Lets you provide remote access to Gateway for one computer, all computers on the Internet,
or computers that fall witiin a specified range of IP addresses. Choices are:

« Single Computer = to allow a single computer to remotely manage the Gateway, check this
option and enter the IP address of the computer next to IP Address.

+ Range of IPs = to allow a group of computers to remotely manage the Gateway, check this
option. Then enter the starting range of IP addresses next to Start IP Address boxes and
the ending range of IP addresses next to End IP Address.

« Any Computer = allows any computer on the Intemet to access your network. This setting
can cause a security risk.

Configuring DMZ Settings

If you have a local client computer that cannot run an Internet application properly behind
the NAT firewall, you can configure it for unrestricted two-way Internet access by defining it
as a Virtual DMZ host.

A DMZ allows a single computer on your LAN to expose all of its ports to the Internet. When
doing this, the exposed computer is no longer “behind” the firewall. Therefore, placing a
computer inthe DMZ should be considered temporary because your firewall is no longer
able to provide any security to it..

You configure the Gateway's DMZ settings using the DMZ menu. To display this menu, click
Advanced > DMZ in the menu bar. Figure 97 shows an example of this menu and Table 48
describes the settings.
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Xf".".ty Hi mso Logout Change Password
0% ® internet @ wireless © Low Security

» Gateway Advanced > DMZ

» Connected Devices

Some text about DMZ and how it works.
» Parental Control

Port Forwarding DMZ (Demilitarized Zone)

Port Triggering Enable DMZ: Disabled

Remote Management

DMZ Host: [ | o | o | [o |

DMZ

Routing SAVE
Dynamic DNS

Device Discovery

» Troubleshooting

KFIMITY com  customerCentral  User Guide

Figure 97. Example of DMZ Menu

Table 48. DMZ Menu

Option Description

Enable DMZ Enables or disables the Gateway's DMZ setting.
« Enabled = Gateway’'s DMZ feature is enabled.
« Disabled = Gateway's DMZ feature is disabled.

DMZ Host IP addresses of he computer to be used as the DMZ server.
SAVE button Click tis button o save your settings.
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Configuring Routing Settings

Using the Routing menu, you can configure how the Gateway adjusts to physical changes in
the network’s layout and exchanges routing tables with other routers. To access the Routing
menu, click Advanced > Routing inthe menu bar. Figure 98 shows an example of the
menu and Table 49 describes the settings.

Xflnlty Hi mso Logout Change Password
B ®internet © wireless © Low security

» Gateway Advanced > Routing

» Connected Devices

Some text about Routing and how it works.
+ Parental Control

» Advanced

» Troubleshooting RIP (Routing information Protocol)

Interface Name:
RIP Send Version:
RIP Receive Version:
Update Interval: l:l SE0
Default Metric:
Authentication Type:

Authentication Key & ID: Key'l:l ID'l:I .
]

Neighbor: ‘ | |

SAVE

NITY.com  customerCentra

Figure 98. Example of Routing Menu
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Option

Interface Name

Table 49. Routing Menu

‘ Description

Select the Gateway interface on which routing will be performed.

RIP Send Version

Select the format and the broadcasting method of the RIP packets thatthe Gateway sends. Choices
are:

+ Do NotSend (defaulf)
+ RIP1
+ RIP2

« RIP1/2
Your selection should match the version supported by other routers on your network.

RIP Receive Version

Select the format and the broadcasting method of the RIP packets that the Gateway receives.
Choices are:

« Do NotReceive (defaulf)
- RIP1
+ RIP2

+ RIP1/2
Your selection should match the version supported by other routers on your network.

Update Inferval

How often, in seconds, the Gateway sends routing-update messages. Default is 30 seconds.

Default Metric Number by which the metric value for the path increases when the Gateway receives a routing
update thatincludes changes to an entry. Choices are 1 — 15. Defaultis 1.
Authentication Type The authenticaion mechanism used, ifany. Choices are:

+ No Authenfication = no authentication is used. If you keep this default setting, the Authentication
Key & D fields are gray and unavailable. (defaulf)

« Simple Password = an authentication method where a clear text password is sent to participating
neighbors on the network. This selection sends the authenticaing password over the network,
possible making it available to individuals who can access packets off the network. Do notuse this
option as part of your security strategy, Rather, use it to avoid accidental changes fo the routing
infrastructure. If you select this setting, the first field in the Authentication Key & ID option becomes
available for entering the password.

« MD5 = an authentication method that works much like Simple Password authentication, except
that MD5 does notsend the key over the network. Instead, a router uses tie MD5 algorithm to
produce a message digest of the key (also called a hash). The router sends the message digest
instead of the key itself, which ensures that no one can eavesdrop on the network and leam keys
during transmission. If you select this seting, te first field in the Auhentication Key & ID option
becomes available for entering the key and the second field becomes available for entering the ID.

Authentication Key & ID

Spedify the appropriate information based on the Authentication Type selected:
+ No Authenfication - no enfry required; fields are gray and unavailable. (defaulf)

- Simple Password = in the first field, enter the dear-xt password to be used for authentication.
The second field requires no entry, and is gray and unavailable.

« MD5 =in the first field, enter he MD5-hash password. In the second field, enter the Key Identifier
thatidentifies the key used fo create the authentication data for this message.

Neighbor

Enter the P address of the Gateway’s RIP neighbor router.

SAVE butbn

Click this button to save your settings.
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Configuring Dynamic DNS Settings

The Gateway provides a dynamic DNS feature that can notify a domain name server to
change, in real time, the active DNS configuration of its configured hostnames, addresses,
or other information stored in DNS.

If you have already set up a dynamic domain service with a service provider, use the
following procedure to set up the Gateway to update your DDNS automatically whenever
your Internet connection's IP address changes.

1. Click Advanced > Dynamic DNS . The Dynamic DNS menu appears (see Figure 99).
2. Complete the fields in the Dynamic DNS menu (see Table 50).
3. Click SAVE to save your settings (or click CANCEL to discard the m)

Xflnlty Hi mso Logout Change Password
0o @ internet @ wireless © Low Security

» Gateway Advanced > Dynamic DNS

» Connected Devices

Some text about how they work.
» Parental Control

Port Triggering Dynamic DNS: Disabled

Remote Management o R
Service Provider:

UsorMame: [ |

DMZ

Routing
Dynamic DNS
Device Discovery HostName: [ |
. +ADD
» Troubleshooting
SAVE SETTINGS CANCEL SETTINGS

KFIMITY com  customerCentral  User Guide

Figure 99. Example of Dynamic DNS Menu
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Table 50. Dynamic DNS Menu

Option Description

Enable Dynamic DNS Enables or disables the Gateway's Dynamic DNS setting.
« Enabled = Gateway’s Dynamic DNS feature is enabled.
- Disabled = Gateway’'s Dynamic DNS feature is disabled.

Server Provider Select a service provider.
User Name Enter your service provider user name that you set up.
Password Enter your service provider password that you setup. The password mustbe atleast6

characters long. For security, each password character appears as a dot (e).

HostName Enter the complete HostName that you setup with service provider. To specify more tan one
host name, click the +ADD button and enter the next host name in the box that appears. To
remove a host name, click Remove nextto the hostname you want to remove.

SAVE butbn Click this butbn to save your settings.
CANCEL SETTINGS button Click this button to discard your setings on the Dynamic DNS menu.
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Discovering Devices

Using the Device Discovery menu, the Gateway can obtain protocol addresses of
neighboring devices and discover the platform of those devices.

To display the Device Discovery menu, click Advanced > Device Discovery inthe menu
bar. Figure 100 shows an example of the menu and Table 51 describes it.

Xflnlty Hi mso Logout Change Password
D % @ Internet @ Wireless < Low Security

» Gateway Advanced > Device Discovery

» Connected Devices

UPnP enabled Gateway discovers all UPnP enabled client devices.
+ Parental Control

(oG Wi =0t Enable UPnP: JRELIE

Remote Management
Advertisement Period: |30 inites

DMZ
Routing Time To Live: 5 hops
e micS Enable Zere Config: [NSEHE

Device Discovery
SAVE

» Troubleshooting

HAFIMITY .com customerCentral  User Guide

Figure 100. Example of Device Discovery Menu
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Table 51. Device Discovery Menu

Option Description

Enable UPnP Determines whether the Gateway uses its UPnP feature to communicate with other devices or
your operating system.

+ Enabled = allows the Gateway to use its UPnP feature to communicate with other devices
or your operating system. (defaut)

« Disabled = prevents the Gateway from using its UPnP fature to communicate with other
devices or your operafng system. Also, may be disabled if your operating system does not
support UPnP.

Advertisement Period How often the Gateway broadcasts its UPnP information (if UPnP is enabled). This value can
range from 1 to 1440 minutes. The default period is 30 minutes. Shorter durations ensure that
confrol points have current device status at the expense of additional network traffic. Longer
durations can compromise the freshness of the device status, but can significantly reduce
network traffic.

Time To Live A counting mechanism to determine how long a packet is valid before it reaches its
destinafon. Each time a TCP/IPpacket passes through arouter, it decrements its Time To
Live count. When the count reaches zero, the packetis dropped by the router. This ensures
that errant routing and looping aimless packets will not flood the network. The number of hops
can range from 1 t0 255. The default value is 5 hops, which should be fine for most networks.
If you notice that some devices are not being updated or reached correctly, you mightwant to
increase this value slighty.

Enable Zero Config Determines whether zero confgurafon is enabled or disabled. Zero configuration networking
automatically creates a usable Intemet Protocal (IP) network, withoutmanual operator
inervention or special configuration servers. Itallows nonexpert users to connect computers,
networked printers, and other network devices and expect a functioning network to be
established automatically.

« Enabled = enables support for zero configuration.

« Disabled = disables support for zero-configuration (default)

SAVE butbn Click this butbn to save your settings.
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Troubleshooting the Gateway
Using the Troubleshooting menu, you can:
Define log filters and generate logs. See page 174.
« Test connectivity to a destination or IP address. See page 175.

Reset the Gateway, reset your Wi-Fi router, or restore the Gateway’s WiFi and factory
default settings. See page 177.

« Change the password used to log in to the Gateway’s Web interface. See page 178.

<« Note: For additional troubleshooting procedures, see Chapter 6.
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Generating Logs

Using the Logs menu, you can define filters for system, event, and firewall logs, and then
show, print or download the logs. To display the Logs menu, click Troubleshooting > Logs
in the menu bar. Figure 101 shows an example of the menu.

Himso  Logout  Change Passvord
xfinity
04 ® internet @ wireless € Low security

» Gateway Troubleshooting > Logs
» Connected Devices
Get information on your Wireless Gateway’s performance and system operation.

» Parental Control

» Advanced

~ Troubleshooting L AELS

o Log Type: | System Logs [v Time Frame: SHOW LOGS
Diagnostic Tools

Restore/Reboot

Gateway System Logs

Change Password All Logs for Today

Figure 101. Example of Logs Menu

Under Logs Filters , you can set a log filter for the type of logs you want to generate and the
time frame they are to cover. If you do not set a log filter, the default filter is automatically set
to system log types for the current day (today). After you define the filter, you can show, print,
or download the log.

4. Usingthe Log Type drop-down list, select the log to which you want to apply a filter,
Choices are:

+ System Logs
+ Event Logs
« Firewall Logs
Using the Time Frame drop-down list, select a time frame that the log is to cover.
To show the log, click the SHOW LOGS button.
To print the log with the filter applied, click PRINT.
To download the log with the filter applied, click DOWNLOAD.

© N o 0
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Testing Connectivity to Destination and IP Addresse s

There may be times when you encounter a problem trying to reach a certain destination. If
you examine the Gateway's configuration and operation and everything looks fine, the
problem might be with a router up the line from the Gateway or with the line itself.

To help you identify such issues, the Network Diagnostic Tools menu lets you test
connectivity to a destination or IP address. To display the Network Diagnostic Tools menu,
click Troubleshooting > Diagnostic Tools  inthe menu bar. Figure 102 shows an example
of the menu.

Hi mso Logout Change Pazeword
xfinity
D % @ Internet & Wireless & Low Security

» Gateway Troubleshooting > Network Diagnostic Tools

» Connected Devices

Troubleshoot your device issues using diagnostic tools.
+ Parental Control

» Advanced
. Truuhleshunting Test Connectivity Resuits L
Logs Connectivity to the Internet: Inactive

)i .
Diagnostic Tools Packets Sent: 0

Restore/Reboot
Gateway Packets Received: 0

Change Password Destination Address:  www.comcast.net Count:

TEST COHNHECTIVITY

Check for IP Address Results

IP Address: Count:

Connectivity: Inactive

[

CHECK FOR IP ADDRESSES

KFIMITY com  customerCentral  User Guide

Figure 102. Example of the Network Diagnostic Tools Menu
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Testing Connectivity to a Destination Address

To test the Gateway’s connectivity to a destination address, perform the following procedure
from the Network Diagnostic Tools menu.

1. Under Test Connectivity Results , enter a destination address in the Destination
Address field.

« Note: This procedure assumes that the destination address you enter is valid and
operational.

2. Clickthe TEST CONNECTIVITY button. The Packets Sent and Packets Received
counters show whether packets the number of packets sent and received during the test.
3. To stop the test, click the STOP button.

If the test is successful, you know that the destination you are having difficulty reaching is
alive and physically reachable. If there are routers between the Gateway and the destination
you are having difficulty reaching, the problem might be at one of the routers.

Testing Connectivity to an IP Address

To test the Gateway’s connectivity to an IP address, perform the following procedure from
the Network Diagnostic Tools menu.

1. Under Check for IP Address Results , enter an IP address in the IP Address field.

« Note: This procedure assumes that the IP address you enter is valid and operational.

2. Clickthe CHECK FOR IP ADDRESSES button. The Connectivity indicator shows the
results of the test.

3. To stop the test, click the STOP button.

If the test is successful, you know that the IP address you are having difficulty reaching is
alive and physically reachable. If there are routers between the Gateway and the IP address
you are having difficulty reaching, the problem might be at one of the routers.
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Restoring or Rebooting the Gateway
The Restore / Reboot Gateway menu provides buttons for performing the following activities:

« RESET - restarts the Gateway while keeping any overrides you made to the Gateway’s
factory default settings.

«  RESET WI-FI Router - resets the Wi-Fi router without affecting the Gateway.

- RESTORE WI-FI SETTINGS - returns the Gateway to its factory default WiFI settings.
Settings that are not related to the Gateway's wireless operation are not changed.

- RESTORE FACTORY SETTINGS - returns the Gateway to its factory default settings.
Any overrides you made to the default settings will be re moved. This button in
functionally equivalent to using the reset button to reset the Gateway (see “Using the
Reset Button” on page 17).

To display the Network Diagnostic Tools menu, click Troubleshooting > Restore/Reboot
Gateway inthe menu bar. Figure 103 shows an example of the menu.

Xflnlty Hi mso Logout Change Password
0o @ internet @ wireless & Low Security

» Gateway Troubleshooting > Restore / Reboot Gateway

+ Connected Devices

Reset/restore your Wireless Gateway.
» Parental Control

» Advanced
- Trnuhleshnnting Restore / Reboot Gateway
Logs peser | Press "Reset” button to restart the gateway

Diagnostic Tools

RESETWI.FIROuUTER | Press "Reset Wi-Fi Router” to reset the just the Wi-Fi Router.
Restore/Reboot
Gateway
RESTORE WIFI SETTIHNGS = Press "Restore WiFi Settings” to activate your Gateway Default
Change Password Settings for WiFi enly. Only your WiFi settings will be lost.

RESTORE FACTORY SETTGS = Press "Restore Factory Settings™ to activate your Gateway Default
Settings. All your previous settings will be lost.

HAFINITY .com  customerCentral  User Guide

Figure 103. Example of the Restore / Reboot Gateway  Menu
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Changing the Login Password

The Change Password menu lets you change the password usedto login to the Gateway’s
Web interface. For security, we recommend you change the default log in password the first
time you log into the Web management interface to protect the Gateway from being
tampered with.

To display the Change Password, click Troubleshooting > Change Password in the menu
bar, or click the Change Password link at the top-right area of the Web management
interface. Figure 104 shows an example of the menu and Table 52 describes the menu.

Hi mso Logout Change Pazeword
xfinity
D % @ Internet & Wireless & Low Security

» Gateway Troubleshooting > Change Password

» Connected Devices

Change your password.
+ Parental Control

» Advanced

~ Troubleshooting _
Logs Current Password: l:l
Diagnostic Tools
NewPassword: [ |
Restore/Reboot
Gateway Re-enter New Password: I:|
Change Password

SAVE CANCEL

User Guide

Figure 104. Example of the Change Password Menu

Table 52. Change Password Menu

Option Description

Current Password Enter the currentcase-sensitive administrator password. For security purposes, every typed
character appears as adot (¢). The default password is not shown for security purposes.

New Password Enter the new case-sensitive administrator password you want to use. A password can
contain alphanumeric characters and spaces. For security purposes, every typed character
appears asa dot(e).

Re-enter New Password Enter the same case-sensitive administrator password you typed in the New Password field.
For security purposes, every typed character appears as a dot (e).
SAVE button Click tis button to save your setfings.
CANCEL button Click tis button to discard your settings on the Change Password menu.
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6 Troubleshooting Procedures

Successful troubleshooting requires a logical, consistent approach that narrows down the
source of a problem by ascertaining what is and isn't working until a single cause is
identified. This chapter provides suggestions for identifying and resolving problems in the
unlikely event you encounter a problem using the Gateway. It also provides tips for tuning
your configuration to optimize your wired and wireless networking experience.

The topics covered in this chapter are:

Topic Subtopics

Basic Troubleshooting Procedures See page 180

Advanced Troubleshooting Procedures « Troubleshooting Physical Network Problems (page 182)

« Troubleshooting Configuration Problems (page 183)

« Determining Your IP Address (page 183)

« Troubleshooting Software- Interaction Problems (page 187)

Specific Troubleshooting Procedures + Unable to Log In'to Gateway (page 188)

« Local Networked Devices Unable to Access the Gateway (page 188)
« Unable to Access the Internet (page 189)

» Unable to Access Networked Devices (page 191)

« Using the Ping Utility to Troubleshoot (page 191)

« Gateway Disconnects from the Internet(page 194)

« Slow Web Browsing (page 195)

« Unable to Configure Port Forwarding (page 195)

« Unable to Use Pass-thru VPN (page 195)

» Gateway is Not Passing DHCP Address to a computer (page 195)
«» Determining a Computer's MAC Address (page 196)

Wireless Troubleshooting See page 198

Application and Gaming Troubleshooting See page 204
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Basic Troubleshooting Procedures

The following procedures cover basic troubleshooting procedures. Carefully review the
sections to make sure you follow the recommended procedures.

Always start your network using the following seque nce

=

Unplug the Gateway and any other routers or switches.
2. Shut down connected computers.

3. Pluginthe Gateway first and wait for the lights to cycle through the startup routine. This
prevents another device fromtaking the DHCP lease.

4. Pluginany other routers and switches.

5. Lastly, start up your computer.

Check basic Gateway functions

After you turn on power to the Gateway, check that the following LED sequences have
occurred (and see “Front Panel” on page 13):

1. When power is first applied, verify that the Power LED is ON.

2. After about a minute, verify the statuses of the following LEDs on the front panel of the
Gateway (see Figure 1 on page 13):

Online = ON (Gateway is operational)
DS = ON (Gateway is connected to the Internet)

« US = ON (Gateway is connected to the Internet)
WiFi = ON (Gateway is ready for wireless operation)

If this behavior does not occur, see Table 53. If the incorrect behavior persists, use the
Reset button to return the Gateway to its factory default configuration settings (see “Using
the Reset Button” on page 17).
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Table 53. Checking Basic Gateway Functions

If...

The Power and other LEDs are OFF.

Perform This Procedure

Turn off the Gateway and then furn it on again to see whether the problem is
resolved.

Check that you are using the power adapter supplied with the Gateway.

Be sure the power cord is connected to the Gateway and to a functioning power
outlet.

Plug a working device, such as a lamp, into the power oufet to confim that the
outletis working.

Be sure the power outletis not controlled by a wall switch that can inadvertently
remove power from the outlet

The DS and US LEDs are OFF.

Be sure the Ethernet cable connections are secure at the Gateway and at the
computer.

Be sure that power is tumed on to the computer connected to the Gateway.

Be sure you are using the Ethernet cable supplied with the Gateway or one
configured similarly to it.

The WIiFILED is OFF.

See “Checking the Gateway's Wireless Connection”on page 198.

Check the Gateway'’s telephone interfaces

To confirm that the Gateway’s two telephone interfaces are working properly:

1. Lift the handset of the device connected to the Gateway'’s telephone 1 interface, Confirm

that the Tel* LED goes ON. Hang up the device (place the device onhook) and confirm that

the Tel* LED goes OFF.

2. Lift the handset of the device connected to the Gateway'’s telephone 2 interface, Confirm

that the Tel® LED goes ON. Hang up the device (place the device onhook) and confirm that

the Tel? LED goes OFF.
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Advanced Troubleshooting Procedures

Most advanced troubleshooting procedures fall into one of the following categories:

Physical - an underlying problem with cables, a bad Gateway, or similar hardware
problem. See page 182.

Configuration - a problem with the configuration of one or more of network components.
See page 183.

Software - a failure of one or more software applications, an undesired interaction
between two or more applications, or an undesired application that has been introduced
into the network. See page 187.

Troubleshooting Physical Network Problems

When you experience network troubles, start by checking the physical network devices and
connections. These problems are the most easily fixed and include:

Performing a thorough physical inspection of your network.

Checking that all hardware devices, including the Gateway, are pluggedin and
physically connected to the network.

Making sure you are using the proper network cables (for example, not using a
crossover cable with a NIC that requires a straight-through cable).

Making sure all network cables are in good condition and well seated. Often, reseating
the cable into a connector is all that is required to ensure a firm connection.

In addition, some operating systems, such as Microsoft Windows XP, show errors, such as
when a network cable is unplugged. Figure 2, for instance, shows examples of how
Microsoft Windows XP shows connection statuses in the Network Connections window. For
information about other operating systems, refer to the documentation for those operating
systems.
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Connected. Your computer is properly connected to the Gateway or wired/wireless network,
but there is a problem between the Gateway and the Internet.

Disabled. Someone has manually disabled the NIC. To fix the problem, right-click the
adapter and click Enable.

Unplugged. Your computer cannotdetect the connection to the Gateway.

*;)—* Wireless Network Connection Not connected. Your computer cannot connect to your wireless network.

Limited or no connectivity. Your computer is properly connected o the Gateway, but either
the Gateway is misconfigured or there is a problem between the Gateway and the Internet.

Figure 105. Examples of Connectivity Statuses for M icrosoft Windows XP

Troubleshooting Configuration Problems

After confirming that your hardware is working properly, examine your networking
configuration to determine whether there is a misconfiguration of IP addresses, subnet
masks, gateways, or broadcast addresses. Common configuration problems can be caused
by misconfiguring newly connected or configured devices.

Determining Your IP Address

An IP. address uniquely identifies computers and computing devices, such as the Gateway,
on a TCP/IP network. IP addresses are normally expressed in dotted-decimal format, with
four numbers (or “octets”) separated by periods, such as 10. 1. 10. 1.

For troubleshooting purposes, all the numbers in the IP addresses of your networked
devices must be consistent across the network. This means:

« Thefirst nine numbers (i.e., the first three octets) inthe IP addresses are the same for all
the devices on the network.

« The last three numbers (i.e., the last octet) in the IP addresses are different and notin
use by other devices on the network (assuming your subnet mask is 255. 255. 255. 000).

For example, if the IP address for the Gateway is 10. 1. 10. 1, the other devices onthe
network must have an IP address whose:

. First three octets are 10. 1. 10.
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- Last octet is any unique number from 0 to 255 (there are restrictions on using 0 and 255,
so avoid using them). You would not use 1 as the last number, since that number is the
last octet in the Gateway |P address in our example.

Figure 106 shows an example of IP addresses assigned to devices on the network.

Workstation 1 Workstation 2
10.1.10.4 10.1.10.5

10.1.10.6 10.1.10.10

10.1.10.1
Server 1 Server 2

XX XX
(WAN [P Address)

To Internet/

SMCD3GNV
Gateway

J

Figure 106. Example of IP Addresses for Networked D  evices

You define the computer’s IP address using the procedure appropriate for your operating
system, as described in Chapter 3.

'@ Tip: The following Windows sections describe how to use the command-line program
Windows IP Configuration (ipconfig) to see the IP address of a computer running a Windows
operating system. However, if you want even more information, such as IP routing and DHCP
information, type ipconfig /all instead of ipconfig inthe Windows sections that follow.
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The most common proble m associated when viewing IP addresses is that either:

A computer's IP address is not onthe same subnet as the other networked devices. In
other words, the first nine numbers (three octets) in the device's IP address are not
identical to those of the other networked devices.

A computer shows an IP address that starts with the digits 169. 254. When this happens,
it often means the computer could not retrieve a network address from a DHCP server
and therefore automatically assigned itself an address from the base network address
169. 254. This would be fine if allthe computers on your network used IP addresses
fromthe 169. 254 base network address. If one of themisn’t, however, that computer

will have problems connecting to the other network computers.

Possible causes for an IP address not being assigned are:

Defective cables Replace the cable if it is worn or defective.

An Ethernet cable may not be firmly connected at both ends. Secure the cable at both
ends. Often, just reseating the cable into a connector is all that is required.

The NIC may be bad or the network cable connectedto it may be the wrong kind (for
example, it might be a straight-through cable when a crossover cable is required). If you
have another NIC and cable available, try using them instead.

The Gateway port may be bad. Plug the network cable into a different port on the
Gateway.

The DHCP server that would automatically assign IP addresses is not configured for
DHCP.

Wrong WEP or WPA settings are configured on the Gateway or access point for wireless
connections.

The sections that follow describe how to identify the IP addresses on devices running
Windows and Macintosh operating systems.

Microsoft Windows 2000

To find the IP address of a computer running Microsoft Windows 2000:

. From the Windows task bar, click Start and select Run.

. Inthe Open field, type cmd and click OK. A DOS command window appears.

. Inthe DOS command window, type ipconfig and then press Enter. Your IP address will be

listed (see Figure 107).

. When you finish, type exit atthe command prompt and press Enter to close the window
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AWINDOWSAsystem 32\cmd.exe
C:=~>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DN8 Suffix . =

IP Address. . . . . - - - - - - - = 192_.168.1_31 - Sample IP Address
Subnet Mask : 255.255.255.9

Default Gateway 192 .168.1.1

Figure 107. Example of an IP Address

Microsoft Windows XP, Vista, and 7
To find the IP address of a computer running Microsoft Windows XP, Vista, or 7:
1. Clickon Start and in the Start Search box type cmd.

2. Press Enter on your keyboard or click cmd.exe inyour search list (see Figure 108).

Programs
IWCmd.ae

Files

! Search Everywhere

- Search the Internet

cmd X

Figure 108. Example of md.exe in the Search List

3. Inthe DOS command window, type ipconfig and then press Enter. Your IP address will be
listed (see Figure 107).

4. When you finish, type exit at the command prompt and press Enter to close the window.
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Apple Macintosh OS X

To find the IP address of a Mac OS X OS X 10.6 or 10.5 computer:
1. From the Apple menu, select System Preferences...
2. In System Preferences , fromthe View menu, select Network .

3. Inthe Network preference window, click a network port (for example, Ethernet, AirPort ,
modem). If you are connected, the IP address appears below Status .

4. Close the window when finished.
To find the IP address of a Mac OS X 10.4 or 10.3 computer:
1. From the Apple menu, select Location , and then Network Preferences...

2. Inthe Network Preference window, next to Show: , select Network Status . Your network
status and IP address appear.

3. Close the window when finished.

Via the Web

There are various Web sites, such as http://whatismyipaddress.conv, that display your IP
address and other information about your system. If the page does not display, you may not
have a working Internet connection and should try one of the methods described above to
find your IP address.

Troubleshooting Software-Interaction Problems

If the physical network and basic configuration procedures in the preceding sections do not
resolve your problem, focus on software problems. The most common software problems
are related to firewalls.

Many third-party antivirus programs include built-in firewalls. You may not realize that you
installed the firewall component when you installed the antivirus software, and now the
firewall may be interfering with your network connectivity.

To troubleshoot software proble ms:

1. Disconnect your network from the Internet so that you can safely disable any firewalls or
antivirus software while you troubleshoot.

2. Disconnect the Gateway from the Internet and unplug the Gateway.

3. After you are off the Internet, disable any antivirus or firewall programs you have, including
Internet Connection Firewall or Windows Firewall, on all the computers that have problems.
If this step solves the problem, the problem exists with one of these Windows features or
products. Enable one at a time and see when things break again. When they do, you know
where the problemis and you can either replace that product with one that does not cause
problems or change the program's configuration to resolve the problem.
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4. When you have everything working, reconnect your devices to the Internet.

5. Restart all your computers.

Specific Troubleshooting Procedures

The following sections cover specific troubleshooting suggestions you may find helpful if the
basic and advanced troubleshooting procedures in the previous sections did not resolve
your problem.

Unable to Log In to Gateway
If you are unable to login to the Gateway's Web management interface:

1. Confirm that the Ethernet cable connecting the computer and Gateway is connected
securely at both ends. Often, just reseating the cable into a connector is all that is required.

2. If you have more than one network port available on the Gateway, plug the cable into a
different port. If the network connection works, the original port on the Gateway is faulty.
However, you can continue to use the other ports.

3. The NIC inyour computer might have failed. If possible, connect a different computer to
the same network cable. If the connection works, the problem is with the NIC. Contact the
NIC manufacturer for support or install a new NIC. If the new computer also fails to connect,
replace the Ethernet cable with a new cable, as you might have a faulty cable. If the
problem persists, contact technical support for the Gateway.

4. Be sure you are usingthe correct login information. The factory default login name is
cusadmin and the password is highspeed . Be sure Caps Lock is off when entering this
information.

5. Run the Home Network Wizard (see “Configuring Your Home Network” on page 60).
6. Change the login password (see “Changing the Login Password” on page 99).

Local Networked Devices Unable to Access the Gatewa vy
If devices on the local network cannot access the Gateway:
1. Go to Connection > Status (see “Viewing the Gateway’s Connection Status” on page 44).
2. Under Local IP Network , check that the following statuses are shown:
— Local Network = Connected
— No of Clients connected =a number greater than zero

If your statuses show no local network connection and/or no clients connected, proceed to
the next step.
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Be sure the computer connected to the Gateway is configured to use the same subnet
mask and gateway settings as the Gateway (see “Viewing and Editing Your Local IP
Configuration” on page 47).

Ping the Gateway from a computer on the same subnet as the Gateway (see “Testing the
Path from a Computer to the " on page 191). If the ping fails and there is no firewall
software installed, your network configuration, NIC, or cabling is probably at fault.

Release and renew the NIC's |P address:
. From the Windows task bar, click Start and select Run.

a
b. Inthe Open field, type cmd and click OK.

o

At the first command prompt, type ipconfig/release . and press Enter.

o

At the next command prompt, type ipconfig/renew and press Enter.

e. Check whether your computer obtained an IP address other than 169. 254. x. x or
0.0.0.0.

If the problem continues, power cycle the Gateway and computer:
a. Turn off the computer and turn off Gateway.

b. Turn on the Gateway and turn on computer.

. For secured wireless connections, be sure you entered the correct security key when

connecting to a secured wireless network.

Unable to Access the Internet

If the Gateway cannot access the Internet, it could be due to several reasons, suchas a
failed Internet connection, a misconfigured Gateway, or a misconfigured NIC.

. Unplug the Gateway.

Note: If the Gateway is located where you cannot easily unplug it, you canrestart it using the
Restore / Reboot Gateway menu (“Restoring or Rebooting the Gateway” on page 98).

Turn off the Gateway for three minutes.

Turn off all computers attached to your network.

Plug in the Gateway first, turn it on, and let it boot.

After the Gateway completes its connection to the ISP, restart your computer.

Check that the Gateway's Online LED is ON. If itis OFF, replace the coaxial cable
connecting the Gateway to the cable service. If the Online LED does not go ON after the
Gateway has been powered up for several minutes, contact your cable provider to confirm
that the service is active.

189
SMCD3GNV Wireless Cable Modem Gateway User Manual



SR 7] (7= IR B Heading 1 = VB AR PR B Y

7. If the Online LED is ON, go to Connection > Status (see “Viewing the Gateway's
Connection Status” on page 44). Then, under Comcast Network , confirmthat Internet =
Active . If it isn't, contact your cable provider to confirm that the service is active.

8. If you have more than one network port available on the Gateway, plug the cable into a
different port. If the network connection works, the original port on the Gateway is faulty.
However, you can continue to use the other ports.

9. Close any network applications that you might have opened, especially file-sharing and
peer-to-peer applications. These applications can consume large amounts of bandwidth
that can prevent you from being able to browse the Web.

10. Ping a location onthe Internet (see “Testing the Path from a Computer to the Internet” on
page 192). For example, pi ng www. yahoo. com If the ping succeeds, proceedto the
next step. If the ping fails:

« Your Web browser may be misconfigured. Be sure you do not have anincorrect proxy
server setting in your Web browser.

« If your computer is running a Microsoft Windows operating system, check whether the
computer has a corrupt winsock registry entry (refer to your Windows documentation).

The site might be down. Try to ping another site.
« If your additional pings fail, please contact technical support.

11. Checkyour computer's operating system to see whether the computer has connectivity (for
example, see Figure 105 and refer to the documentation for your operating system). If it
doesn't, try using another computer and NIC attached to the Gateway to connect to the
Internet.

12. Try accessing the Internet with a different browser. If you succeed, the problem exists with
the previous browser you used.
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Unable to Access Networked Devices
If you are on a network, but cannot connect to any resources on the network:
1. The Ethernet cable may be worn. Replace the cable if it is worn.

2. The Ethernet cable may not be firmly connected at both ends. Secure the cable at both
ends. Often, just reseating the cable into a connector is all that is required.

3. The porton the Gateway may be bad. Plug the network cable into a different port on the
Gateway.

4. The NIC may be bad or the cable connected to the NIC may be the wrong kind of network
cable (for example, you may be using a straight-through cable when a crossover cable is
required). If you have another NIC available, try using it instead of the one currently used.

5. Ping the IP address of other computers and devices on your network.
6. For Windows operating systems:

— Try connecting to a computer on the network using Start \ Run and enter \PCnhame,
where PCnhame is the name of the computer you want to connect to.

— Add the computer and its IP address to the LMHOSTS file. This is a text file that
resides in the W ndows\ Syst enB2\ dr.i ver s\ et ¢ directory (for Windows2000 or XP)
and has the format | P_Address Conput er Nane.

R?ﬂb Tip: Browsingis fairly complicated issue and has a lot of places for failure. If you need to
have resources available, create shortcuts on your desktop instead.

Using the Ping Utility to Troubleshoot

You can use your computer’s ping utility to test the path from the computer to the Gateway
and from your computer to the Internet.

Testing the Path from a Computer to the Gateway

You can ping the Gateway to verify that the LAN path from your computer to the Gateway is
set up correctly. To ping the Gateway from a Windows computer:

1. From the Windows task bar, click Start and select Run.
2. Inthe Open field, type ping followed by the IP address of the Gateway.

3. Click OK. A message similar to the following appears (in this example, 192. 168. 0. 1 is the
IP address entered as part of the ping command):

| Pinging 192.168.0.1 with 32 bytes of data

If the destination IP address was contacted successfully, a message similar to the following
appears:
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| Reply from 192.168.0.1: bytes=32 time=NN ns TTL=xxX

If the path was not contacted successfully, a message similar to the following appears:

| Request tinmed out

If the pathis not working properly:

« The physical connections may be wrong. Be sure the Gateway's Online LED is ON. Ifis
OFF, review “Basic ” on page 180.

« Check that the corresponding LEDs on the NIC installed in your computer are ON (refer
to the documentation for your NIC). If they are OFF, verify that the Ethernet card driver
software and TCP/IP software are both installed and configured properly on your
computer.

Verify that the IP addresses for the Gateway and your computer are correct and that
both addresses are on the same subnet (for example, 192. 168. 1. x/255. 255. 255. 0).

Testing the Path from a Computer to the Internet

After verifying that the path between your computer and Gateway is working properly, use
the following procedure to test the path from your computer to the Internet.

To test the path using ping from a Windows PC:
1. From the Windows task bar, click Start and select Run.
2. Inthe Open field, type cmd and click OK. A DOS command window appears.

3. Atthe > prompt, type ping -n 10 IPaddress where IPaddress is the IP address of a
remote device (such as your ISP's server) or Web site (such as www.yahoo.com).

4. Press Enter. If the path is working, a reply similar to the one in the previous section
appears. If you do not receive replies:

Confirm that your computer has the IP address of the Gateway listed as the default
gateway. If your computer’s IP address is obtained automatically through DHCP, this
information will not be visible in your computer’'s Control Panel. Verify that the Gateway’s
IP address is shown as the TCP/IP default gateway.

«  Check whether your computer's network address(the portion of the IP address specified
by the netmask) is different than the network address of the remote device.

« If your ISP assigned a host name to your computer, enter the name in the Host Name
field in the Add Computer Menu (see “Manually Adding Computers with Static IP
Addresses to the Wireless Network” on page 65).

5. When youfinish, type exit atthe command prompt and press Enter to close the window

192
SMCD3GNV Wireless Cable Modem Gateway User Manual



SHRL ) [ 1) %9 RESK] Heading 1 3 8 (S48 v Jrighi = poe 3 -

1.
2.

Using Ping on a Macintosh
To ping on a Macintosh:
Click on Go > Applications > Utilities

Click on Network Utility , and thenclick the Ping tab. A page similar to the one in Figure
109 appears.

In the first field, enter the IP address you want to ping.

Using the options below the field, select an unlimited number of pings or send a specific
number of pings.

Click the Ping button.
If you receive reply from... , the destination IP address was contacted successfully.
If you receive request timed out , the destination IP address was not contacted successfully.

If you receive destination host unreachable ,you are not on the same subnet as the
destination address. Change your IP address to communicate with the destination address.

806 Network Utility

Finfo ¥ Netstat fPing | Lookup | Traceroute | whois | Finger | Port Scan |

Flease enter the network address to ping

24,64,2.33 f(ex. 10.0,2.1 or www.domain.com)

O Send an unlimited number of pings

@ Send only 5 pings @

Ping has started ...

PING 24.64.2.33 (24.64.2.33): 56 data bytes

64 bytes from 24.64.2.33: {cmp_seq=0 ttl=252 time=19 E02Z ms
54 bytes from 24.64.2.33: icmp_seqel ttle252 times18.766 ms
& bytes from 24.64.2.33: icmp_sege? ttle252 time=12.01 ms
B4 bytes from 24.64.2.33: {emp_seg=3 ttl=252 time=10.522 ms
64 bytes from 24.64.2.33: icmp_seged ttle252 time=15.714 ms

--- 24.64.2.33 ping stotistics ---
5 packets transmitted, 5 packets received, @ packet loss
round-trip minfovg/mox = 18.522/15.362/19.802 ms

Figure 109. Ping Tab on the Network Utility Page
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Gateway Disconnects from the Internet

If the Gateway has been connected to the Internet for an extended period and holds an IP
address (DHCP lease) for a longer period of time than your ISP allows, it is not uncommon
for the Gateway to disconnect from the Internet. This is normal and does not indicate any
issue with the Gateway.

1. Unplug the power to the Gateway, then reconnect power.

Note: If the Gateway is located where you cannot easily unplug it, you canrestart it using the
Restore / Reboot Gateway menu (“Restoring or Rebooting the Gateway” on page 98). If your
DHCP lease time seems to be extremely short, contact your ISP to see if there are other
issues onthe network. You can reconfigure the Gateway's lease time using the Local IP
Configuration menu (see “Viewing and Editing Your Local IP Configuration” on page 47).

. Connect a computer to one of the Gateway's LAN ports.
. Restart your computer.

. Reset the Gateway to its factory default settings using either the Reset button (see “Using

the Reset Button” on page 17) or the Restore / Reboot Gateway menu (see “Restoring or
Rebooting the Gateway” on page 98).

Note: This step removes all overrides made to the Gateway’s default settings and returns the
Gateway to its original factory default settings.

In certain network scenarios, it may be helpful to turn off all the equipment on your network,
and then turn the equipment all back on. Leaving some devices unplugged for up to five
minutes can also help.

If the disconnections are limited to wired clients only

Check your NIC settings and all cable routing, connections, and power supplies.

If the disconnections are limited to wireless clien ts only
Focus on factors that affect wireless clients, such as:
Network selection and security
- Hardware access control
Client TCP/IP settings
« Signal strength

Sources of interference
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Can you connect to the Intemet directly?
Set up a computer to connect to the Internet directly, without using the Gateway.

If you cannot connect to the Internet without the Gateway, contact your ISP for assistance.

Slow Web Browsing
If you experience slow Web browsing with the Gateway:
Check for possible intrusion by spyware and viruses.
Clear browser settings and cache (refer to the documentation for your Web browser).
Stop other programs running in the background that are consuming bandwidth.
A specific site may be suffering from server issues, try another site.

Update the Gateway firmware.

Unable to Configure Port Forwarding

If you are not able to configure port forwarding for software applications, external servers or
gaming:

« Ascertain the port(s) that the application or game calls for.

Some ISPs block ports, such as ports 20, 21, and 80. Check with ISP to confirm whether
it is blocking ports.

Reserve IP addresses for the computers to ensure they receive the appropriate IP
address(es) for the service created (see “Working with Connected Devices” on page 64.

- Disable firewalls and stateful packet inspection (SPI) applications.
Create a dynamic DNS (DynDNS) account for dynamic IP addresses from the ISP.

« Update the Gateway firmware.

Unable to Use Pass-thru VPN
If VPN pass-through is not working:

« You may have to forward ports (see “Adding a Port Forwarding Rule” on page 85). Ports
50, 51, 500, 1701 and 1723 are standard VPN ports.

« Update the Gateway firmware.

Gateway is Not Passing DHCP Address to a computer

If the Gateway is not passing DHCP addresses to a computer over a wired or wireless
connection:

Be sure computer IP is not statically set already.
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Release and renew the NIC's IP address:

a. From the Windows task bar, click Start and select Run.

b. Inthe Open field, type cmd and click OK.

c. Atthe first command prompt, type ipconfig/release and press Enter.
d. Atthe next command prompt, type ipconfig/renew and press Enter.
For wired connections, be sure the physical cable connections are correct.

For wireless operation, verify that the Gateway’s SSID and security settings are correct
(see “Configuring Your Home Network” on page 60).

Determining a Computer’s MAC Address

The following sections describe how to obtain a computer’'s MAC address.

Microsoft Windows

To determine the MAC address on a Windows computer:
From the Windows task bar, click Start and select Run.
In the Open field, type cmd and click OK. A DOS command window appears.
In the DOS command window, type ipconfig/all and press Enter.

This window displays your networking information. The MAC address appears as a
Physical Address = below Ethernet adapter Local Area Connection . Inthe example in
Figure 110, the MAC address is 00- 1E- 8C-94-09- EA which s the physical address of

the NIC card.

When you finish, type exit at the command prompt and press Enter to close the window.
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v C:\WINDOWS\system32\cmd.exe
Mindows IP Gonfiguration

Host Hame

Primary Dns Suffix

Node Type

IP Routing Enabled

WINS Proxy Enabled

DHS Suffix Search List. . . . . . =

Ethernet adapter Local Area Gonnection 2:

GConnection—specific DNS Suffix
Description
EthernetP?ongroilgsd

hysica re Z -
Dhep Enabled Sample IP Address
Autoconfiguration Enabled . . .
IP Address. . . . . . . . . . . .168.1.31
Subnet Mask .255.255.8
Default Gateway 1 S
DHCP Server H 168.1.1
DHS Servers H .18.47.61

.18.47.62

Lease Obtained : Saturday, June 85, 2818 8:35:48 AM
Lease Expires : Sunday,. June 86, 2818 8:35:48 AM

Figure 110. Example of MAC Address

Apple Macintosh Windows OS X

To determine the MAC address on a Mac running OS X, perform the following procedure.
The MAC address appears inthe form of 00 0D 93 13 51 1A

1. From the dock, select System Preferences .
2. Select Network , Select Location , Select Interface .
3. Perform one of the following steps:

« Forawired Mac running Mac OS 10.2 or earlier, select the TCP/IP tab. The number next
to the Ethernet Address is your MAC address.

- For a wired MAX running OS 10.3 and later), select the Ethermnet tab. The number next
to the Ethernet ID is your MAC address.

- For a wireless connection (AirPort), select AirPort tab . The number next to the AirPort
ID is your MAC address.
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Wireless Troubleshooting

The following sections cover troubleshooting procedures for wireless networking.

Checking the Gateway's Wireless Connection

If you experience a problem with the Gateway’s wireless operation, login to the Gateway’s
Web management interface and verify the wireless settings. In particular, the Gateway’s
Wireless Network Name (SSID) and security settings must the wireless computer settings
exactly.

1. Use an Ethernet cable to connect a computer to the Gateway.

2. Open aWeb browser on the computer and log in to the Gateway’s Web management
interface.

3. Go to Connection > Status (see “Viewing the Gateway's Connection Status” on page 44).
Then, under Local IP Network , check that an IP address is shown for the Internet Port . If
0. 0. 0. 0 is shown, the Gateway has not obtained an IP address from your ISP.

4. Click Gateway in the menu bar, and then click the Wizard submenu.

5. Verify that the Gateway’s wireless configuration settings match those of the other wireless
devices inyour wireless network. Inthe Home Network Wizard Page 2, confirm that the
case-sensitive Enter WiFl Network Name = exactly matches the SSID of the other wireless
devices inyour wireless network. For example, hOME is not the same as home or Home.

6. Access the Wireless menu by clicking Gateway in the menu bar and then clicking the
Connection and WiFi submenus. In Operation Mode , confirm that the correct setting is
used for your wireless network (see page 50).

Wireless Range is Low

If you wireless range is very low, or if your wireless computer cannot connect to your
wireless network, use the following procedure to improve the wireless range of the Gateway.

1. Reviewthe guidelines under “Guidelines for Improving Your Wireless Network” on page
201.

2. Change the wireless channel of the Gateway. Just like one radio station may be clear while
another suffers from interference, sometimes one wireless channel is clearer than others.
To change channels:

a. Open a Web browser on the computer.

b. Loginto the Gateway's Web management interface.
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c. Use the Channel Selection and Channel settings in the Wireless menu to select the
Gateway’s channel settings (see “Viewing and Editing Wireless Configuration” on page
49).

Note: You do not have to change your computer's configuration, because it automatically
detects the new channel.

Unable to Connect to a Wireless Network Using Windo  ws XP and Vista

If you encounter the following when connecting to a wireless network using a Microsoft

Windows XP or Vista computer and the Gateway:

A message appears after entering the appropriate network or passphrase for a wireless
connection where Val i dati ng i dentity replaces the name of the wireless network,

« A pop-up window asks for login credentials for the wireless connection, and

The following error message appears: W ndows was unable to find a
certificate to log you on to the network.

Use the following procedure to create or add a wireless network profile manually onthe
computer.
To add a wireless network on a Windows Vista comput = ermanually

From the Windows task bar, click Start and select Network .

Select Network and Sharing Center

Click Manage wireless networks

Click Add and select Manually create a network profile

Enter the SSID, select the type of security, and enter the wireless password inthe
Security Key/Passphrase field.

Check the Start this connection Automatically = and Connect even if the network is not
broadcasting checkboxes.

Click Next and close the window.

Go to the Network and Sharing Center and select Manage network connections
Right-click Wireless network connection and select Status.

Click details and checkthe IPv4 address.

If there is a valid IPv4 address, check whether the computer can access the Internet
wireless.
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To add a wireless network on a Windows XP computer manually

Note: The following steps are for a wireless network that has WEP security.

From the Windows task bar, click Start and double-click Control Panel .
In the left pane, select Switch to Classic view.

Click Network Connections.

Right click Wireless Network Connections and select Properties.

Click on the Wireless Networks tab.

Click the Add button.

Enter the name of the wireless network (SSID).

Set the encryption type to WEP.

Clear the key is provided for me automatically check box.

Enter the network key and confirm it. Be sure This is a computer-to-computer (ad-hoc)
network is not selected.

Click OK and then click OK again.

Right-click Wireless Network Connections = and select Status .
Click the Support tab and check for a valid IP address.

Check whether the computer can access the Internet wirelessly.

If you receive the same error message, ensure that IEEE 802.1x authentication of the

wireless adapter is disabled.

To disable IEEE 802.1x authentication

From the Windows task bar, click Start and select Run.

In the Open field, type ncpa.cpl and click OK.

Right-click the Wireless network connections icon, and select Properties .
Click the Wireless network tab.

Click the Properties button next to Remove.

Click the Authentication tab and uncheck the Enable IEEE 802.1x authentication for
this network checkbox.

Click OK to update the settings.
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Achieving Optimal Wireless Performance
To achieve optimal wireless performance with the Gateway, perform the following procedure.
Right-click My Computer and select Properties .
Click the Hardware tab and click Device Manager .
Under Network adapters list , double-click your wireless NIC.
Click the Advanced tab. Under the Property field, select Wireless mode .
Select the highest value your NIC is capable of performing.
Click OK and try the new settings.

Guidelines for Improving Your Wireless Network
The following guidelines describe how to improve and secure your wireless network.

- Position the Gateway and wireless access point(s) in a central location. If the
Gateway and access point(s) are located against an outside wall of your home or office,
the signal will be weak on the other side of your home or office.

« Move the Gateway away from the floor, walls, and me  talobjects such as metal file
cabinets. Floors, walls, and metal interfere with the Gateway’s wireless signals. The
closer the Gateway is to these obstructions, the more severe the interference, and the
weaker your connection will be.

« The Gateway supports STBC , which is a technique used to transfer multiple copies of
data by multiple antennas to improve data transfer. Using multiple antennas improves
data transfers and wireless stability. By default STBC is disabled on the Gateway. To
enable it, use the STBC option inthe Wireless menu (see “Viewing and Editing Wireless
Configuration” on page 51).

«  Wireless repeaters extend your wireless network range, without requiring you to add
wiring. Place the wireless repeater halfway between your wireless access point and your
computer to boost to your wireless signal strength.

- Wireless devices can broadcast on several different channels , similar to the way
radio stations use different channels. In the United States and Canada, these channels
are 1, 6, and 11. Just like you'll sometimes hear interference on one radio station while
another is perfectly clear, sometimes one wireless channel is clearer than others. If you
encounter interference, change the Gateway's channel using the Channel Selection
and Channel options in the Wireless menu (see “Viewing and Editing Wireless
Configuration” on page 49) to see whether your signal strength improves. You do not
needto change your computer's configuration, because it'll automatically detect the new
channel.

« If you have cordless phones or other wireless elect ronics inyour home or office,
your computer might not be able to “hear” the Gateway over the noise from the other
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wireless devices. To quiet the noise, avoid wireless electronics that use the 2.4 GHz
frequency. Instead, look for cordless phones that use the 5.8 GHz or 900 MHz
frequencies.

Update firmware and drivers for your wireless netwo rking devices. Device
manufacturers, including SMC, regularly make free improvements to their devices that
improve performance. To obtain the latest firmware and driver updates for your devices,
visit the vendor's Web site.

To improve the security of your wireless network , change the SSID to a different
name than the default. You can access the Gateway’s SSID setting using the Enter WiFI
Network Name optionin Step 2 of the Home Network Wizard (see “Configuring Your
Home Network” on page 60). An SSID can be changed at any time, as long as the
change is also made on all wireless clients.

By default, most wireless access points broadcast t he SSID to all wireless devices.
While this feature of WiFi network protocols is intended to allow clients to dynamically
discover and roam between WLANS, it also allows anyone with a wireless NIC to detect
the SSID you use to gain access to your wireless network. Therefore, you may want to
consider disabling this feature. For more information, refer to the documentation for your
wireless access points.

MAC filtering is the process of configuring a wireless access point with a list of MAC
addresses that will be allowed or not allowed to gain access to the rest of the network via
that access point. Only MAC addresses that are registered with the wireless access

point can gain access to the wireless network. The Gateway provides a similar feature
withits Private Wireless Network optionin the Wireless to limit connections to certain
MAC addresses (see “Viewing and Editing Wireless Configuration” on page 49).

Guessing default user names and passwords  for wireless access points is a common
practice hackers use to access wireless networks. Therefore, change the default user
name and password for your wireless access point and the configuration settings of your
devices. For information about changing the default username and password for the
Gateway, see “Changing the Login Password” on page 99.

Wireless IEEE 802.11n Guidelines

The wireless IEEE 802.11n standard is an extensionto 802.11 specification developed by
the IEEE for wireless LAN (WLAN) technology. 802.11n builds upon previous 802.11
standards by adding multiple-input multiple-output (MIMO). The additional transmitter and
receiver antennas allow for increased data throughput, at speeds up to 100 Mbps, which is
4-to-5 times faster than 802.11g. 802.11n also offers a better operating distance than current
networks.

If you use or are considering using 802.11n inyour wireless network, observe the following
guidelines:
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If your maximum data rate is 54 Mbps or lower , confirm your NIC is an 802.11n
adapter and not an older 802.11g adapter. Although 802.11g NICs can connect to the
newer 802.11n devices, high speeds and performance are possible only on connections
between a wireless N device (such as the Gateway) or access point (AP) and a wireless
N adapter. Therefore, you may need to upgrade your older wireless equipment to
achieve faster speed and performance.

While devices cetrtified by the Wi-Fi Alliance are designed to work together regardless
of manufacturer, some proprietary features require compatible equipment to work.
Additionally, there may be interoperability issues with wireless 802.11n devices because
the official standard is not complete. Therefore, manufacturers are releasing “draft’
products. To prevent potential problems, use devices from the same manufacturer for
your wireless network.

Because the wireless 802.11n standard does not supp  ort WEP encryption , 802.11n
connections using WEP are limited to maximum wireless 802.11g speeds of 54 Mbps,
evenon mixed 802.11/GN networks. Moreaver, the first WPA version does not provide
maximum wireless performance on 802.11n networks. For these reasons, either:

— Upgrade your 802.11g equipment for 802.11n devices, or

— Configure the devices on your wireless network to use WPA2 (on the Gateway, this
setting is configured inthe Encryption Method field in step 2 of the Home Network
Wizard — see page 63). For 0ld 802.11g devices that support WEP encryption only,
check the vendor's Web site for updated drivers.

Wireless 802.11 N is backward compatible = with older 802.11g wireless devices and
evenolder 802.11b devices. However, traffic on a wireless network is managed
differently when older devices connect to an 802.11n network that can adversely affect
speed and performance. Therefore, if you are not realizing optimum data and throughput
rates, you may want to configure the Gateway so it only offers connections to wireless
802.11n clients. To limit the types of clients allowed to connect, configure the Operation
Mode setting in the Wireless menu to allow only wireless 802.11n connections (see

page 50).

To exceed 130 Mbps on wireless 802.11n connections , the channel width must
double from 20 to 40 MHz. By default, the Gateway is configured for 20/40 MHz
operation. However, if this default setting has a negative impact on clients with low
signals, you might want to select 20 MHz operation in the Gateway’s Channel
Bandwidth settingin the Wireless menu (see page 51) to limit connections to 20 MHz
only.
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Application and Gaming Troubleshooting

Connecting to Messenger Services Behind the Gateway

If you experience intermittent errors, cannot connect to servers, or find some features not
working when using MSN or AIM Messenger with the Gateway:

« You may have to open the following ports:
— For MSN Messenger, open port 443.
— For AIM, open port 5190.

Connecting to America Online Behind the Gateway

If you cannot connect to AOL servers on a computer after connecting to AOL using the
Gateway:

Create an account for the Gateway.
« Create a password that is 8 alphanumeric characters long.
Append @aol.com to the end of the username.

« Some AOL packages only allow for one internet connection.

Connecting to XBox Live, PSP, and Nintendo WFC
If you cannot connect to servers or experience server timeouts:
- Disable firewall and SPI applications.
Reserve |IP addresses for clients.
« Putting the XBox or Nintendo DS in the DMZ.
Upgrade the latest firmware for your applications and Gateway.
- Enable the Gateway’s UPnP feature (see “Discovering Devices” on page 92).
«  Open specific ports for the game server.
Enable wireless on PSP.

Nintendo DS does not support WPA or passphrase.
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Appendix A - Compliance

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against radio interference in a
commercial environment. This equipment can generate, use and radiate radio frequency energy and, if not
installed and used in accordance with the instructions in this manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause interference, in which case
the user, at his own expense, will be required to take whatever measures are necessary to correct the
interference. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one
of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

»  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
«  Consult the dealer or an experienced radio/TV technician for help.

The device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate this equipment.

[EEE 802.11b or 802.11g operation of this product in the U.S.A is firmware-limited to channels 1 through 11.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

The availability of some specific channels and/or operational frequency bands are country dependent and are
firmware programmed at the factory to match the intended destination. The firmware setting is not accessible by

the end user.

Note to CATV System Installer - This reminder is provided to call the CATV systems installer's attention to

Section 820-93 of the National Electric Code which provide guideline for proper grounding and, in particular,
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specify that the Coaxial cable shield shall be connected to the grounding system of the building, as close to the
point of cable entry as practical.

FCC Part 68 Statement

This equipment complies with Part 68 of the FCC Rules. A label is attached to the equipment that contains,
among other information, its FCC registration number and ringer equivalence number. If requested, this
information must be provided to the telephone company.

This equipment uses the following USOC Jack: RJ-11.

An FCC-compliant telephone cord and modular plug is provided with this equipment. This equipment is designed
to be connected to the telephone network or premises wiring using a compatible modular jack, which is FCC Part
68 compliant. Connection to the telephone network should be made by using the standard modular telephone
jack.

The REN is useful to determine the quantity of devices that may be connected to the telephone line and still have
all of those devices ring when your telephone number is called. In most, but not all areas, the sum of RENs
should not exceed 5. To be certain of the number of devices that may be connected to the line, as determined by
the total RENs, contact the telephone company to determine the maximum REN for the calling area.

If this equipment causes harm to the telephone network, the telephone company may discontinue your service
temporarily. If advance notice is not practical, the telephone company will notify the customer as soon as

possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is necessary.

The telephone company may make changes in its facilities, equipment, operations, or procedures that could
affect the operation of the equipment. If this happens, the telephone company will provide advance notice in
order for you to make the necessary modifications in order to maintain uninterrupted service.

In the event this equipment should fail to operate properly, disconnect the unit from the telephone line. Try using
another FCC approved device in the same telephone jack. If the trouble persists, call the telephone company
repair service bureau. If the trouble does not persist and appears to be with this unit, disconnect the unit from the
telephone line and discontinue use of the unit until it is repaired. Please note that the telephone company may
ask that you disconnect the equipment from the telephone network until the problem has been corrected or until
you are sure that the equipment is not malfunctioning.

The user must use the accessories and cables supplied by the manufacturer to get optimum performance from
the product.

No repairs may be done by the customer. If trouble is experienced with this equipment, please contact your
authorized support provider for repair and warranty information. If the trouble is causing harm to the telephone
network, the telephone company may request you remove the equipment from the network until the problem is
resolved. This equipment cannot be used on telephone company provided coin service. Connection to Party Line
Service is subject to state tariffs.
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Index

Configuration, 36, 100
A TCP/IP, 24
Configuring
PC for TCP/IP, 183
Configuring login password, 99, 178

Access types
disabling, 78, 152
enabling, 78, 152

Adding Connected Devices menu, 64, 135
blocked devices, 79, 153 Connecting
computers with static IP address, 65, 136, 139 LAN, 21
port forwarding rule, 85, 158 public telephone network, 22
WAN, 22

port triggering rule, 88, 161

Advanced Features menu, 84, 157 Conventions in this document, ix

Apple Macintosh

IP address, 187 D
MAC address, 197 Destination address, testing connection to, 97, 176
Ping utility, 193 Determining
TCP/IP configuration, 33 IP address, 183
At a Glance menu, 42, 107 MAC address, 196

Device Discovery menu, 92, 171
B DHCP
Basic setup procedures, 180 address is not passed to computers, 195
beginning address, 48, 113

Battery
menu, 57, 128 configuring computers to use, 24
Blocking ending address, 48, 113

lease time, 48, 113
Disabling

devices, 79, 153
keywords, 72, 145

services, 75
sites. 69 143 managed devices, 78, 152

access types, 78, 152

port blocking, 91
port forwarding, 87, 160, 163
port triggering, 87, 90, 160

Bottom panel, 16
Browsing on Web is slow, 195

C Disabling firewall, 35
Disabling proxy settings
Change Password menu, 99, 178 Firefox, 34

Comcast Network menu, 46 Intemet Explorer, 34

Safari, 35
Disabling security software, 35
DMZ (Demilitarized Zone) menu, 165

Comcast network status, 44, 111
Computers

adding, 65, 136, 139

editing, 66, 138, 141
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Document
conventions, ix
organization, ix

Downloading
logs, 95
reports, 83

Editing computers with static IP address, 66, 138,
141
Enabling
access types, 78, 152
managed devices, 78, 152
port blocking, 91
port forwarding, 87
port triggering, 87, 90, 160

F

Factory defaults
resetting and keeping, 98, 177
restoring, 17, 98, 177
Filters
logs, 94, 174
reports, 82
Firefox, disabling proxy settings, 34
Firewall menu, 53, 123
Firewall, disabling, 35
Front panel, 13

Gateway
bottom panel, 16
configuring, 36, 100
connecting to the LAN, 21
connecting to the public telephone network, 22
connecting to the WAN, 22
connectivity to destination address, 97, 176
connectivity to IP address, 97, 176
disconnects from the Internet, 194
front panel, 13
installing, 18

208

key features, viii
locating, 19
package contents, 12
powering on, 23
rear panel, 15
rebooting and restoring custom settings, 17
resetting, 98, 177
restoring factory defaults, 17, 98, 177
specifications, 205
system requirements, 12
top panel; 16
troubleshooting, 94, 173
Web management, 37, 101
Gateway menu, 43, 106
Gateway port status
Ethernet, 58, 129
wireless, 59, 130

Home Network Wizard menu, 60, 131

Installing
Gateway, 18
Internet
Gateway disconnects, 194
testing path from a computer, 192
unable to access, 189
Internet Explorer, disabling proxy settings, 34
IP address
determining, 183
IPv4, 47,112
IPv6, 47,112
testing connection to, 97, 176
IPv4 addressing, 47, 112
IPv6 addressing, 47, 112

K

Key features, viii
Keywords, blocking, 72, 145
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LAN connection, 21
LAN Ethernet menu, 58, 129
Local IP
Configuration menu, 47, 112
network status, 44, 111
Locating the Gateway, 19
Log filters, 94, 174
defining, 95
Logging in to Web management, 37, 101
Login password
changing, 99, 178
entering, 37, 101
Logs
downloading, 95
printing, 95
Logs menu, 94, 174

MAC address

determining, 196

viewing, 59, 130
Managed devices

disabling, 78, 152

enabling, 78, 152
Managed Devices menu, 78, 152
Managed Services menu, 75
Managed Sites menu, 68, 142
Menus

DMZ (Demiilitarized Zone), 165

Menus in Web management, 38, 40, 102, 104

Microsoft

TCP/IP configuration for Windows 2000, 25, 26

TCP/IP configuration for Windows 7, 30

TCP/IP configuration for Windows Vista, 27

Network Diagnostic Tools menu, 96, 175

P

Package contents, 12
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Parental Control menu, 68, 142
Pass-thru VPN troubleshooting, 195
Password Settings menu, 99, 178
Ping

testing the path from

acomputer to the Gateway, 191
acomputer to the Internet, 192

Ping utility, 191

on a Macintosh, 193
Port Blocking menu, 91
Port forwarding

disabling, 87, 160, 163

enabling, 87

enabling or disabling, 84, 157

rule, 85, 158

unable to configure, 195
Port status

Ethernet, 58, 129

wireless, 59, 130
Port trigger rule, 88, 161
Port triggering

disabling, 90

enabling, 90
Port Triggering menu, 87, 160
Powering-on the Gateway, 23
Printing

logs, 95

reports, 83
Proxy settings, 34
Public telephone network connection, 22

Rear panel, 15
Rebooting

restoring custom settings, 17
Report filters, 82

defining, 83
Reports

downloading, 83

printing, 83
Reports menu, 82
Requirements, 12
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Resetting

Gateway, 98, 177

Wi-Fi router, 98, 177
Restore / Reboot Gateway menu, 98, 177
Restoring factory defaults, 17, 98, 177

S

Safari, disabling proxy settings, 35
Security software, 35

Services, blocking, 75

Sites, blocking, 69, 143

Slow Web browsing, 195
Software menu, 55, 125
Specifications, 205

Status menu, 44, 111

System Hardware menu, 56, 127
System requirements, 12
System software, 55, 125

T

TCP/IP configuration, 24
Apple Macintosh, 33
Microsoft Windows 2000, 25, 26
Microsoft Windows 7, 30
Microsoft Windows Vista, 27
Testing connection to
destination address, 97, 176
IP address, 97, 176
Testing the path from a computer to
the Gateway, 191
the Internet, 192
Top panel, 16
Troubleshooting
basic setup procedures, 180
Gateway Disconnects from the Internet, 194

Gateway is not passing DHCP to computers, 195

Ping utility, 191
Ping utility on Macintosh, 193
slow Web browsing, 195
testing the path from
a computer tothe Gateway, 191
a computer tothe Internet, 192
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unable to
use pass-thru VPN, 195
unable to access Gateway, 188
unable to access the Internet, 189
unable to configure port forwarding, 195
unable to connect to a wireless network, 199
unable to connect to networked devices, 191
unable to log In to Gateway, 188
wireless, 198
Troubleshooting menu, 94, 173

U

Unable to
access Gateway, 188
access the Internet, 189
configure port forwarding, 195
connect to a wireless network, 199
connect to networked devices, 191
log In to Gateway, 188
use pass-thru VPN, 195

\"/

VPN troubleshooting, 195

w

WAN connection, 22
Web browsing is slow, 195
Web management
DMZ (Demilitarized Zone) menu, 165
logging in, 37, 101
menus, 38, 40, 102, 104
Web management menus
Advanced Features, 84, 157
At a Glance, 42, 107
Battery, 57, 128
Change Password, 99, 178
Comcast Network, 46
Connected Devices, 64, 135
Device Discovery, 92,171
Firewall, 53, 123
Gateway, 43, 106
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Home Network Wizard, 60, 131
LAN Ethernet, 58, 129

Local IP Configuration, 47, 112
Logs, 174

Logs menu, 94

Managed Devices, 78, 152
Managed Services, 75

Managed Sites, 68, 142

Network Diagnostic Tools menu, 96, 175
Parental Controls, 68, 142

Port Blocking, 91

Port Triggering, 87, 160

Reports, 82

Restore / Reboot Gateway, 98, 177
Software, 55, 125

Status, 44, 111

System Hardware, 56, 127
Troubleshooting, 94, 173

211

WiFi, 59, 130
Wireless, 49, 114
XFINITY Network, 121

WiFi menu, 59, 130

Wi-Fi network status, 44, 111
Wi-Fi router, resetting, 98, 177
Wireless

improving performance, 201

improving performance for 802.11N, 202
optimizing performance, 201

range is low, 198

Wireless menu, 49, 114
Wireless troubleshooting, 198

X

XFINITY Network menu, 121
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