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Chapter 1: Introduction

Congratulations on your purchase of this outstanding Storage device. This
product is specifically designed for Small Office and Home Office needs. It
provides a complete SOHO solution for Internet surfing, and is easy to
configure and operate even for non-technical users. Instructions for installing
and configuring this product can be found in this manual. Before you install
and use this product, please read this manual carefully for fully exploiting the

functions of this product.

1.1 Overview

The MGB100 is an ultra slim design and compact size of Portable Wireless
AP Storage. It is an ideal device for travelers and home users who need to
back up and share files more efficiently and easily anytime and anywhere.
Additionally, Network storage and fully compliant IEEE 802.11g WLAN device

functions let you share files easily.

The MGB100 offers WLAN mobility for home user and business people to
maintain continuous network connectivity. Home users can stay connected to
the network anywhere through a building without being limited by LAN cables
via MGB100'’s AP functionality. This device also has the additional advantage
of providing network storage with its 2.5-inch hard disk drive which allows you
to share information and storage capacity via wireless or wired network. The

MGB100 supports the UPnP content directories and users can share the
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music and video files easily. Besides, the click-and-copying of files from a

flash drive to the MGB100 hard disk make the user backup files efficiently.

1.2 Features

Basic functions

Ultra DMA 133 IDE controller to adapt for 2.5-inch hard disk
drive.

Network File Storage and File Sharing via the Network
Neighborhood (or My Network Places) in Windows or Samba in
Linux.

Support FAT, FAT32, Ext2 files system and can read NTFS file
system. (Only can copy files from NTFS folder to another FAT,
FAT32, or Ext2 folder.)

Built-in FTP server.

Support Security level as guest or Authorization user for file
sharing.

UPNP (Universal Plug and Play) feature for Windows XP and
Windows Me.

Real time clock to synchronize the computer time setting.

Easy to upgrade: using Web or Windows Application to upgrade
new version of firmware.

Browser-based interface configuration and management: OS

independent, easy-to-use for consumer installation.



USB device

° Built-in USB2.0 host to connect to USB mass storage device,
like USB flash drive, USB Hard Drive, etc...

° Easy to button: Offer the Button to Copy folders and files form
USB device to HDD.

Wireless functions

° Up to 54Mbps data rate by incorporating Orthogonal Frequency
Division Multiplexing (OFDM).

° IEEE 802.11b compatible (11Mbps): Allowing inter-operation
among multiple vendors.

° IEEE 802.11g compatible (54Mbps): Allowing inter-operation
among multiple vendors.

e  Wireless data rate supported: 6/12/18/24/36/48/54 Mbps in
802.11g mode; 1/2/5.5/11Mbps in 802.11b mode.

° 64/128-bit WEP encryption.

° Support 802.1X authentication.

° Support WPA with TKIP and AES encryption.

° Support AP and WDS wireless modes.

1.3 System Requirements

To start to use the MGB100, your system must have the following minimum
requirements:

° Windows 95 /98 / ME / 2000 / XP.

e  An Ethernet (10BaseT or 10/100 BaseT) adapter for wired client.

e At least one WLAN client adapter of 802.11g(54Mbps) or
7



802.11b(11Mbps) for wireless connection.

TCP/IP and NetBIOS network protocol installed.

Internet Browser installed.

The MGB100 requires an external 5V, 3A power supply which is included in

the MGB100 package. For safe operation, please use only the power adapter
provided by MGB100.

1.4 Package List

The MGB100 package contains the following items:

i

MGB100 x 1

2.4GHz dipole antenna x 1

Power Adapter (5 Volts DC, 3A) x 1
RJ-45 Ethernet cable

Quick guide

CD(utilities and user manual) x 1

Screws x 2 (Fix hard drive)

I M
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1.5 Hardware Ports and Buttons

g

USB1 usBez “LAN )

| rower
Ports Description
Power 5V/3A Power inlet
USB1/USB2 The ports where you can connect to any USB storage.
LAN Automatically MDI/MDIX LAN port can sense the
cable type when connecting to Ethernet-enabled
computer, network of hub, switch or router
—Reset—
Shutdown Backup
Buttons Description
Shutdown Press the button for 4 seconds to shut down the
whole system before power-off.
Backup Press the button over 4 seconds to copy data from
USB device to HDD.
Reset Press the buttons of “Shutdown” and “Backup”
simultaneously over 6 seconds to reset the system to
the factory default setting.




1.6 LED Indicators

b O O o

USB 1 Power
= 5009 w
(®)
o P Q) QP o
HDD Status ﬁ @ @ G HDD
LED Off On Blinking
PWR Power off Power on
LAN No device Linked In use
WLAN No packet On Transmitting
HDD Not in use HDD read/write
USB1/USB2 No device USB drive ready
Backup Backup files from
USB to HDD
HDD Status No HDD HDD full or error More blinking
quickly, fewer
available HDD
capacity.
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Chapter 2: Getting Started

2.1 Hard Disk installation

Follow the steps below to insert the 2.5-inch hard disk and assemble the
device before using the MGB100.

Warning: The MGB100 is not hot-swappable. Please make sure that it is
turned off and not connected to the power outlet when performing the

following assembly procedure.

Step 1: Use one hand to hold on the MGB100, and the other hand to open the

upper cover carefully.




Step 2: Remove the upper cover

Step 3: Insert the 2.5-inch hard drive into the slot. Make sure the hard drive

connecting pins and the connectors are properly aligned.

12



Step 4: Put the upper cover back and assemble the cover tightly.
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2.2 Making Connections

In order to access the MGB100 as the network storage drive or as an AP, you
may need to configure the TCP/IP settings correctly. Either the “Wired
Ethernet settings” or “Wireless Connection” can be used to connect the
MGB100 easily.

2.2.1 Check TCP/IP Settings

MGB100 will detect automatically if the DHCP server is existed, it will get a IP
address form DHCP server. If there is no DHCP server, MGB100 will assign a

random IP to client and you can get some information as below shown.

First, go to the command mode and key “ipconfig”. If the IP address and

subnet is 0.0.0.0, please key “ipconfig /renew” as follows:

\WINDOWS.0\System32\cmd.exe
sDocuments and Settingssfaetestripconfig

lindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . - - . « « & « . °
Subnet Mask H
Default Gateway

wDocuments and Settingssfaetest>ipconfig Areneu

lindows IP Configuration

14



\WINDOWS. 0\System32\cmd.exe

D:s\>ipconfig

Jindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . = = = = -« . . 192.168.123.58
Subnet Mask . . . . . . . . .. 255_255.255.08

Default Gateway . . . . . . . . 192.168.123.254

Method 1: Use Configure.exe to Setup
Then, please use the configure.exe to “Query” and you will see the status

page and input “admin” to start.

x

192.168.123.254 i Query

Itern Metwork Status
p [Machine IF 192.168.123.254
p HostMame MGB100
p |DHCP Made Auta Mode

LAN MAC:00-50-18-09-23-03
P |MAC address Wireless MAC 00-50-18-21-BE-10
p Wireless Status Enahle
p [Wireless Mode AP only rode 581D is MGBT00
. Status:OK

b |Disk Madel Mame:FUJITSL MHT20408H
p Version Yersion MumberR4.00a6B

‘fou don't have administrative rights or you have been idle too long, o you are not allowed to
browse this page, or activate this function. Please log in as administrator and try again!

Systern Password {default; admimy  Log in
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If there is a DHCP server in the network, MGB100 will be as the client and get
one IP address form DHCP server. Please use utility “configure” to Query to
start. For example, the network subnet is 192.168.122.x and MGB100 will get
a 192.168.122.171 form the DHCP server.

[192.168.122.171 - Duery |

|Item |Netw0rk Status
b |Machine IP [192.168.122.171
p |Hostmame ImGB100
p |DHCP Made lauto Mode
LAM MAC:00-50-18-09-23-03

P MACaddress Viireless MAC:00-50-18-21-BE-10
3 |Wire|ess Status |Enab|e
b |wirsless Made |&P only mode ,S5I0 is MGB100_UM

. Status Ok
p|Disk Madel Mame:FUJITSU MHT20404H
3 |Versinn |\-"ersi0n MumberR4.00a68

Please press  Vizard |Dr General |tg configure the MGB100,

orpress  Looout |1c| log out MGE1 00 configuratar.

16



Method 2: Use “My Network Places” to Search and Setup

First, go to My Network Places and search “Computer name”.

OOTCITTE—— o

File  Edit  Wiew Faworites Tools  Help

\_) \_J I Jf p Search || Falders -
Address |\j My MNebwork Places j Go

Search Companion x The Internet

Which computer are you

looking for? My Web Sikes on MSN
noking for?

Cornputer nare:

¥ou may also want ko,

;{J Search this computer For
files

Q Search the Internet

Input “MGB100” and start to search and you will find one device.

s Search Results - Computers -0 J

File  Edit  Wiew Faworites Tools  Help

@ Back ~ \J L@ p Search || Folders '
Address |.£] Search Resulks - Computers j Go

Search Companion X Name | In Folder |
vj samba server (Mgb100} Mshome

Which computer are you
looking For?

Cornputer nare:
| MGELOD

¥ou may also want ko,

;{J Search this computer For
files

Q Search the Internet

17




Click “samba server” and you will see two folders. Then click the folder
“Configure”.

File Edit \Wiew Favorites Tools Help

GBack L7 | ﬁ' /'._ﬁ:' Search Folders Ev

fddress | ¢ tiMgb1o0

Search Companion X -
L" _onfigure
Which computer are you
looking for? AN
Computer name: 'r‘/ Storage
| MGELOD -—=

¥ou may also want ko, .

;{,) Search this computer For
files

é’ilj Search the Internet

Please click “Configure.html” directly to see configuration page.

QBack - &4 ? ,':WJ Search Folders Elv

Address |1_{ 1\Mab1 00 Canfigure

Search Companion X

Which computer are you
looking for?

Camnnker nAMR:

18



In addition, the user can allocate the IP by himself as below:

Step 1: Find the Internet Protocol (TCP/IP) Properties from the My
Network Places and check the Properties of Local Area Network
Connection. And click the “General” icon and assign one IP address which
can be from 192.168.123.1 to 192.168.123.253. Here we use the
192.168.123.88 as the IP address. The Subnet mask must be
255.255.255.0, and the Default gateway must be 192.168.123.254. Then
click “OK” button to complete TCP/IP setup.

() Dbtain an IP address automatically
{(3)ilJze the fallowing IP address:

IP address: | 192 . 163 . 123 . 88 |
Subriet mask: | 255 .255 . 265, 0 |
Detault gateway: | 192 . 163 . 123 . 254 |

Step2: Open the DOS command from the Start Menu->Run, and type “cmd”
then click OK.

Twpe the name of a program, Folder, document, or
Internet resource, and Windows will open it For wou.

open: | vl

l Ik ] [ Cancel ] [ Browse. .. ]
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Step 3: Type the “ipconfig” and press the “Enter”. Then the following message
should be found. Check the IP address, Subnet Mask, and Default Gateway

addresses are same as previous setting. If same, you are successful to set up

the network configuration.

C-“Documents and Settings“plmX*ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHE Suffix

IP Address. . . . . . . . . 192 _168_123 .88
Subnet Mask . . . . . . . 255 .255.255.0
Default Gateway . . . . . . 192 .168.123.25%4

To install the “Client for Microsoft Networks”, “File and Printer Sharing
for Microsoft Networks”, and “Internet Protocol (TCP/IP)” as follows:
Step 1: Select the “My Network Places” on the Desktop Menu, and click the
right button of mouse to choose the “Properties”

«) -~
My Metw
Places Open

Explore

-~

9 Search For Computers. ..
Bl Moo Network Drive...
P
'_‘1[:.7'-."[_.
| :IJIJLOH'-'
Create Shortout
f Delete
A= Rename

SO

il

Disconneck Netwaork Drive, .,
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Step 2: Choose the “Properties” of Local Area Connection.

acal Area Connection
Dizable

Status
F.epair

Bridge Connections

Create Shaortouk

Fename

Properties

Step 3: Check the “Client for Microsoft Networks”, “File and Printer
Sharing for Microsoft Networks”, and “Internet Protocol (TCP/IP)" are

installed or not. If not, please install those communication protocols.

E’i Clignt for Microsoft Metwork.s
.@ File: and Printer Sharing for Microsoft Metworks
T Internet Pratocal [TCPAAP)

’ [nztall... ] Unirztall Properties

About other operating systems, such as Linux X-window or Mac OS. Please

use Browser to configure.
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2.2.2 Wireless Connection:

Follow the steps below to connect the MGB100 in a wireless environment.

Step 1: Enabling the WLAN card first, and check the Wireless Network

Connection properties from My Network Places.

q Wireless LAN P, .

Step 2: Select the Wireless Networks icon after entering the “Wireless
Network Connection Properties”. You will find the MGB 100 in the Available
networks, then select the MGB100, and click Configure to connect.

Ayailable networks

To connect to an available network, click Configure.

¢ MGE100 A Canfigure

1 MGAT00_eric =

it a

After clicking the “Configure” icon, the Network name (SSID) is supposed to
be MGB100.

Metwark, name [S5107;

wireless nebwark key PEF]
Thiz netwark, requires a key for the following:

[]Data encryption 'WEP enabled)
[ ] Metwark Authentication [5hared mode]

22



Step 3: Open the DOS command from the Start Menu->Run. Type “cmd” in

the Open folder, then click OK to enter the DOS environment.

Run @@

Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For waou,

Cipern: ﬂﬂﬂ w

[ (0] 4 H Cancel H Browse, ..

Step 4: type the “ipconfig” and press the “Enter” in the DOS environment.

Then the following message should be found.

thernet adapter Wireless Hetwork Connection:

Connection—specific DNE Suffix

IP Address. . - . &« & = o & =« o =« 172.168.123.58
Subnet Mask . . . . - e e e . 255.255.255.8
Default Gateway . . e e e e - 1922 _168.123.254

Check the IP address, Subnet Mask, and Default Gateway address are
same as previous settings. If same, you are successful to set up the network

configuration.

WARNING:

We strongly recommended that you enable wireless encryption feature
or add ACL rules on MGB100. Otherwise, everyone can connect to it

wirelessly and access data in your hard drive.
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2.3 File sharing

The MGB100 can be a shared network hard drive in an existing wireless or
wired network environment. The users in the same network area can read or
write data from the device as required. The following various steps are for

users to start using the network hard drive.

2.3.1 Accessing the network hard drive via my network places

Select the “My Network Places” and type the address of “\mgb100” and

press “Enter”, then you will find the Storage icon.

address d Virngb 100

\

MNetwork Tasks \ ; Storage
ﬁ &dd a netwark place

!‘Q‘; Mg network connections

»

) Sek up a home or small
" office netwark

aid Vigw workgroup compukers

Click the “ Storage” icon, and will find the C folder as below. This means you

are successfully connected to the MGB100 storage function.

@Back < -J l.ﬁ pSearch H_ Folders

address [ V\mgb100iStorage

File and Folder Tasks

(2 Make a new foldsr

& Publish this folder o the
Web

24



2.3.2 Searching the computers

Open “My Computer” on the desktop menu, and use the “Search” function

to search the computer of “mgb100” as below:

Which computer are you
looking For?

Compuket narne:
| mgh100

You may also want to,,,

@ Search this computer For
files

Q Search the Inkernet

| S = |

2.3.3 Search the “Entire Network” Manually

Open Windows Explorer, and then click the My Network Places icon.

Double click the Entire Network to view the components of the network.

Select and click the Microsoft Windows Network icon, then the various

network components showed in the list.

.-Ei.-i Msharme

Address E'_, Micrasoft Windows Mebwaork

r

Metwork Tasks

2 add a network place
'; Yiew nebwork conneckions

#3 Set up a home ar small
" office network

415 Wigw workaroup compukers
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2.3.4 Accessing Files via FTP

MGB100 offers FTP service for the clients which don’t support Microsoft
Windows File sharing. You can use any FTP client utility to connect to
MGB100 with anonymous username and password (username: ftp, and
without password) when the permission setting is set to “Guest Only”. But if
you change to “Authorization users” mode, the accessing permission is
limited, and then users have to input specified username/password to access

any permitted folders.

26



Chapter 3: Making Configuration

The MGB100 can be configured various settings through the Configuration
Tool. Even you don't know which IP is being used by MGB100, the
Configuration Tool will help you to find it. All you have to do is click the “Query”

button of the Configuration Tool.

x
[152.188.123.254 | Querny

Status
ltern Metwork Status
p |Machine IP 192168123254
p |HostMame MGB100
p |DHCF Mode Auto Mode
b WAG address VWirelass MAC 00-50.16.21-8E-10
pWireless Status Enahle
p Wireless Mode AF only mode SS10 is MGBE100
b Pisk T —
p|Version Yergion NumberR4.00a68

You don't have administrative rights oryou hawve been idle too long, sovyou are not allowed to
browse this page, or activate this function. Please log in as administratar and try again!

System Passward (default adminy Login

27



When you enter the configuration mode, you are requested to provide the
“System Password” to activate the configurations. The default authorization

password is “admin”.

Systerm Passwaord tdefault: adminy Login

After login, you could see these buttons:

Please presg  izard ||:|r General |tg configure the MGB100,

ar press Log out |t|:| log out MGB100 configuratar.

Press “Wizard” if you want to do basic settings with simpler way. (Please
check chapter 3.1)

Press “General” if you want to make some advanced settings. (Please check
each item from chapter 3.2)

Press “Log out” if you don’t want to do anything.

28



3.1 Wizard

With wizard setting steps, you could configure MGB100 in a very simple way.

Press button Next to start configuration.

Configure E

[192.168.123 254 - Duery |
Wizard Setting Steps

%Wame |Descriptinn

’r|Language |Set MGE100's language.

1. P&DHCP  [SetMGE100': IP and DHCP mode.
[2 |wireless  [SetMGE100's wireless capahility.

3 [Time |set MGE1 00's time.
4 |Di5k |Make anly one pattition an disk of total capacity or not.
a. |Save |Sa\re yaur configuration ar not.

Previous et




Step 0: Select Language
[132188123.254 B3| Query |
Step 0: Set Language
I

Pmasesemoﬂaguag&lUnitEd States, Canada B2

United States, Canada
West European
Traditional Chinese
Simplified Chinese
Japanese

Korean

Step 1: You have to choose the DHCP option, default setting is Auto.

[1a2168.123254 = | Query |
Step 1: Set IP & DHCP

|Opﬂ0n |M0de |Descﬂpﬂon
[ |client |M&E1 00 will connetto a DHCF Server, then ask for an 1P,
| o |Sewer |MGEI1 00 will becorne a DHCP Server, and it will provide (P,
ITthere is any DHCP Server in the Metwork, MGB100 will ask for
i Auto an IP from those server.
If not, MGB100 will hecame a DHCP server.
~ Static MGB100 will use the static IP which set by yourself.
And MGBE100 will not provide 1P

Previos |  Mest |




If you use Server/Auto/Static mode, you need to set some TCP/IP settings for
MGB100. If you are not sure these values, ask your MIS or ISP.

Configure E

LI Query |
IP Settings

192168123254

| tem | Inpat
1. |r-nachine|P: [[192.168.123.254
2. |SubnetMask: ||255.255.255.0

3. |F'rimar‘5t DMS: ||n.0.u.n
4 |Secnndar\,r OkS: ||n 0.0.0
5. |Gateway: ||n.0.u.n

FPrevios | Mext I

Step 2: You have to choose the Wireless mode, default setting is AP Only
Mode.

[192.168.123.254 | Query |
Step 2: Setup Wireless

|Opti0n |M0de |Descripti0n
" |AF' Only Mode |MGEI1UU will become awireless Access Point
‘ ) vilrEless e ‘MGEH 00 will become a wireless client
Mode
Prewios [ et
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If you choose to use AP Only Mode, in next page, you could specify the SSID

and the wireless channel number for MGB100.

[132.168.123 254 =l Quety
Wireless AP Setting

Item Input

1 |sgID IMGB100

2 Channel 1 -

Frevios et

If you select the Wireless Client Mode, in next page, you would have to
specify the AP that you want MGB100 to connect to.

132,168,123 254 =l Quety
Add AP
I

Option Method Description

Select Searched  We have Search APs in the netwark, you can choose one to he
AP your AP

20O Add AP Manually  You can add an AP if you have one

1

Frevios Mext
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You have two ways to do this job. One is searching the AP that MGB100 could
get.

[192.168.123.254 =] Query |
Scanning AP ...

Flease Wait for a few seconds!

In this page, you could select the AP you want MGB100 to connect with.

Configure H

|1 92.168.123.254 ~| Query |
Add AP From Search Table

Select AR Pravious 4 items | Mext 4 items |

Iojadd| cH |  ssib | MACaddress | Encryption

ﬂ?p ||WIC1EBtest ||DD—SD—18—EI4—EIA—EC ||NONE

EF“B |nt2560 |o0-50-18-98-99-82  [TKIP

’3_’7“5 ||cnstra ||DD—50—18—21—EIE—8E| ||NONE

’: F ||5 ||Zv><EL—torus ||UD-SD-1 g-00-0F-&F ||TKIF'
Pravios | Mext |




The other way to add an AP is adding the SSID manually.

[152.168.123.254 =l Huery |
Add AP Manaully

Bl ftem Input

|_‘Add AP Manually ‘SSIDI (Limitin 32 Char)

Previos | Mext |

Step 3: You have two ways to set time for MGB100. You could sync time with

your PC, or set time manually.

[192.168.123 254 - Duery |

Step 3: Set Time
I

% Set Date and Time using PC's Date and Time

P
Cate
and
Time:

|Wednesda\,r, October 04, 2005 4:06:29 PM

gt Date and Tirme manually

Date Year:|2005 'I Manth:ISBp 'I Day) 21 =
Tirme Hu:ur:|18 Min.:l39 Seu:.:ll22

(0-23) (0-58) (0-59)

Previos | Next |




Step 4: If you use a whole new hard disk, please select “Yes”. If you already
have data in this hard disk, you might want to select “No”. This option would

format your hard disk to one partition if you select “Yes”.

192 168 123 254 =1 Query |
Step 4: Set DISK

| Description |Yes No

¢ |

|Dc| you wantto make only ane pardition on disk of total capacity?

Prewins Pet

To confirm your decision, MGB100 would ask you one more time.

Microsoft Internet Explorer H

\ ? ) Are vou sure ko make new partiton on vour disk? That will clear all vour data on the disk!

; Cancel |
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Step 5: Check your settings again before saving. Click “Discard Settings” and
you could return the first page. If you want to change any setting, please click

“Previous” button. If everything is okay, click “Save Settings”.

[192.168.123.254 =l Query

Step 5: Save Your Configuration

Steps Name Settings
0 Laguage United States, Canada.

Auto mode, IP=182.168.123.254, Subnet Mask=255.255.255.0

! IRl Frirmary DMS=0.0.0.0, Secondary DMNES=0.0.0.0, Gateway=0.0.0.0.
2 Wiireless Wireless Client mode, remote AP S351D=1231t.
3 Time Set Date and Time using PC's Date and Time.
4 Disk Do not make only one partition on disk of total capacity.
Previous | Dizcard Settings | Save Settings |

If you need to format disk, please wait the progressing bar become 100%.

Format progressing
B

Please Waiting for format. .0 %

After all done, system would reboot automatically. Please wait 30 seconds at

least for system restarting.

System is restarting! Wait a moment to
reconnect...

Mote! Your LAM IP might change, Please reconnect.
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3.2 Network Settings

3.2.1 DHCP Setting

Configure E

|192.168.123 254 - Quer
Estatus

(= i o

Network Settlngs 1.1P Seﬂlng ° Maching IP 183 166123 254

[ pHer

A wireless 2HastMName:  |mGE100

Clpi :

B IDHCP Mode: ¢ glignt  Server  auto ( Static

(1 advanced Tools o

Clmisc. 4.Server Seting & gp ot yasid 255.255.255.0

Laog out

AMIT #ex MGB100
Queen Series

Low P30 HighIP|139
Primary DNS[0.0.00
secondary DNS[0.0.00
gatewaﬂw

Sa\re| Und0| Clients List... | Fixed Mapping... |

Following sections describe the various DHCP settings.
® |P Settings: default machine IP is 192.168.123.254. This IP

address must be unique to your network. You can change if

necessary. This setting is only used for DHCP server mode, and

Static IP mode.

) DCHP Mode: The default mode is “ Auto”

v' Client: If you have a DHCP server on the network, set this

37



option to receive an automatic IP address and subnet mask
assignment.

Server: The MGB100 will be a DHCP server on the network.

Auto: Select this option to let MGB100 send out a DCHP
request during boot up. If you have a DHCP server on the
network, the MGB100 will receive an automatic IP address
and subnet mask assignment. If no DHCP server on the
network, the MGB100 will be a DHCP server on the network.
Static: You can manually configure the IP address and subnet

mask.

Server Setting:

v
v

Subnet Mask

Low IP and High IP: decide the IP address range that DHCP
server could offer.

Primary DNS / Secondary DNS: This feature allows you to
assign DNS Servers. You could get this information from your
ISP.

Gateway: The gateway IP address would be the IP address
of an alternate Gateway. If you do not know how to set up the
Gateway, leave this option blank.

Client List: When MGB100 is as a DHCP server, here will
show some information of DHCP client.

Fixed Mapping: DHCP server can assign the same IP

address to a certain “MAC address”.
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3.2.2 Wireless Setting

Select the Wireless option in the configuration mode.

b
[132.168.123 254 =l Query
Q Status Wireless four operational modes
@Network Settings 1¥¥ireless ™ Enable © Disable Save
D DHCP 2 Status: Portable AP Storage is in AP anly mode SSI10 s MGE1 00.
~Owireless I Wireless modes descriptions:
& Disk Management Mode Descripttion
g.ﬂ.(hrance(l Tools p AP only mode Create awireless lan.
Misc. ] i
p Hireless CHet uoiacsly connect ethernet devices.
mode
Log out WDS Hybrid Wirelessly connect multi networks with AP
4 mode operatian.
p WDS anly mode Wirelesslg_r connect multi netwaorks withoot
AF operation.
4 Wireless modes selestion: AF only mode ﬂ Go
AMIT #. MGB100
Queen Series

Followings information will let you know the current wireless operation status.

® \Wireless: you can select “Enable” or “Disable” the wireless
function.

Status: to show the current wireless mode you are using.

Wireless mode description: to describe the each wireless mode’s
major function.

® Wireless modes selection: MGB100 provides four wireless modes to
select.
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Choose the wireless mode you need and click “Go” to set up detail functions.

4 Wireless modes selestion:;] AP only mode ;l '3'3'|

Wireless Client mode
WDE Hybrid mode
WDS only mode

3.2.2.1 Wireless AP only

When you are in the AP only mode, you can set up the basic wireless

functions as below:

[192.168.123 254 - Duery |

Status AP Only mode Basic Setting

S Network Settings

B pHer 1.Channe||1 'l

e Wiralegs TR
(1 pisk Management 2. 5810
 advanced Tools Save | Undo | Encryption Advanced Setting
& Misc.

Laog out |

AMIT #ex MGB100
Queen Series
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AP setting:
®  SSID: The SSID identifies a specific wireless LAN. Before associating
with a particular wireless LAN, a station must have the same SSID as
the access point. The default SSID setting is “MGB100”. NOTE:
Please DO NOT set the same SSID with your current wireless
network.
® Channel: The radio channel number. The default channel is “6”.

NOTE: Please DO NOT set the same Channel with your current

wireless network.

[192.168.123.254 | Duery

Qsﬁm,s Encryption Setting

aNetwork Settings P suthentication:
- oHer " Openi * Shared © 802.1% O WPA-PSK T WPA
ey D Wireless P En{Support MONE or WEP KEY

r:—\—l Disk Management b WE%'_W—WWJ

'£| Advanced Tools & eyt |HEX |

LImisc.

C keyz|HEX ~]|

Log out C keya|HER ~]
C Key4|HEX ||
5 or 13 ascii characters eg: passd or thisisapasswd
10 ar 26 hexadecimal characters eg: 0123456789 ar
01234567880123456780901 2345

Save I Undo ‘ Basic Setting Advanced Setting

AMIT #e MGB100
Queen Series

®  Authentication: Authentication ensures that digital data transmissions
are delivered to the intended receiver. This option enables you to set
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the authentication method for various encryption schemes for the
selected AP.

Open or shared WEP Encryption: Select “64” or “128” bits in the
pull-down menu for encryption method to protect your data by
encrypting it. The WEP key can be 5~13 ASII characters or 10~26
hexadecimal characters based on whether you select 64 bit or 128 bit
WEP encryption.

802.1X: IEEE802.1x authentication can be done by using an external
RADIUS server.

P 502 1% configuration:
Server Setting IF+{0.0.0.0 Port|1812

Shared Secret |

f* Ma rekeyving

Sé?t:'lnpgzey FELEEY " Rekey every 60 minutes
" Rekey every 10 w1 000 packets
Save | Inida | Baszic Setting | Advanced Setting

Please input the IP address of RADIUS server and Shared Secret.
Please refer to FAQ in Chapter 7 to get more detailed information.
WPA-PSK: AP and Client need to use identical Pre-shared key (PSK).
Please input 64 Hex key (0~F) or 8~63 characters in ASCII Type.
Note. This device only supports WPA version 1.

WPA: WPA applies IEEE802.1x and Extensible Authentication
Protocol (EAP) to authenticate wireless clients using an external
RADIUS server.
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P 502 1% configuration:

Sener Setting

Shared Secret

Group key rekey

settings

Save | Inida |

IF+{0.0.0.0 Port|1812

f* Ma rekeyving

" Rekey every 60 minutes
" Rekey every 10 w1 000 packets

Baszic Setting | Advanced Setting

Please input the IP address of RADIUS and Shared Secret.

Please refer to FAQ in Chapter 7 to get more detailed information.

Advance Setting:

Laog out

AMIT #e MGB100
Queen Series

[192.168.123.25¢ =] Query
@ Status AP Only mode Advanced Setting
Network Settings 1. Wireless Mode: & q1pjg mived ¢ 11g anly
[ pHer _
- Hwireless zoBeacon mterallnp msee ¢1~1000,default 1003
Clpi ;
s T Mianiogl 3. RTS Threshold: [7347 (12347 default 2347)
1 advanced Tools .
Clmisc. 4. Fragmentalion. 133458 (255-~2346, default 2346 even

numhber only
5. DTIM interval: 3 {1 ~265 default 3)
B. Preamble Type: & | ang Preamble © Shart Preamble

7. 831D " Disable ™ Enable
Broadcast:

Basic Setting Encryption ] Save‘ Undu‘ Nextl
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Wireless mode: 11b/g mixed can let 11g or 11b computers both exist
on the network, but the speed will be reduced. Select 11g only for
maximum speed, but no 11b users will be allowed on the network.
Beacon interval: This represents the amount of time between beacon
transmissions. The interval tells receiving devices on the network
how long they can wait in low-power mode before waking up to
handle the beacon. Beacons are packets sent by an Access Point to
synchronize a wireless network. Specify a Beacon interval value
between 1 and 1000. The default value is set to 100 milliseconds.
RTS Threshold: The RTS threshold specifies the packet size of an
RTS transmission. This helps control traffic flow through an access
point, especially one with many clients. The setting value range is
from 1 to 2347, and default value is set to 2347.
Fragmentation: In a network, the maximum size or length of a
fragment is determined by the protocol used to transport the data.
This value should remain at its default setting of 2346. If you
experience a high packet error rate, you may slightly increase your
"Fragmentation" value within the value range of 256 to 2346, even
number only. Setting the Fragmentation value too low may result in
poor performance.
DTM interval: A Delivery Traffic Indication Message (DTIM) is a
countdown informing clients of the next window for listening to
broadcast and multicast messages. When the Access Point has
buffered broadcast or multicast messages for associated clients, it
sends the next DTIM with a DTIM Interval value. AP clients hear the
beacons and awaken to receive the broadcast and multicast
messages. Enter a value from 1 to 255 for DTIM. The default value
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for DTIM interval is set to 3.

° Preamble Type: The Preamble Type defines the length of the CRC
(Cyclic Redundancy Check) block for communication between the
Access Point and roaming wireless adapters.

o SSID Broadcast: Enable or Disable a SSID broadcast. When
enabled, the SSID of MGB100 is sent to wireless enabled devices on
the LAN.

Press “Next” button, you could see the Wireless MAC Filtering setting.

[192.168.123.254 | Duery

Qstatus Wireless MAC filtering
EA Network Settings 8 MAC filtering:(Only filter wireless client)

E DHER @ Digable  ALLaccept © ALL Reject

1l wireless

- Previous 10 Mext 10

1 pisk Management Moelblt: J |
1 advanced Tools IDDel| MAC address |ID|Del| MAC address
—IMise. 0 | |[oo-n0-00-00-00-00 |1 | 7 ([00-00-00-00-00-00

Log out 2|l |00-00-00-00-00-0003 | [ |00-00-00-00-00-00
4 | ||00-00-00-00-00-00(5 | [ |00-00-00-00-00-00

6 [ ||00-00-00-00-00-0007 [ .DD—DD—DD-DD-DD-DD
8| |DD-DD-DD-DEI-DEI-DEI.9 [ ||00-00-00-00-00-00

Previous J Save| UndDJ

AMIT N-« MGB100
Queen Series

The default setting is “Disable Mac filtering”, every wireless client could
connect to this AP. When you select “ALL accept”, the wireless clients with
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the MAC addresses you enter bellow will be accepted to connect to this AP,
the others will be rejected. When you select “ALL Reject”, the wireless clients
with the MAC addresses you enter bellow will be rejected to connect to this

AP, the others will be accepted.

After press “Save” button, MGB100 would show you this page about the

wireless settings you have done.

[192.168.123.254 | Duery

Estaws Configuration has been saved!
SINetwork Settings

[ pHep I

B Wireless :
1 pisk Management g\{gi:gfss Mode: AR Only mode
1 Advanced Tools - SSiD: MGE10
|F—‘_ll‘u.ﬂisc. CH: ' 3
Ifthe MGB100 has WEP encryption, wireless
Log out YWarning: 1. clients would not be able to connet to

MGE100 without the correctWER key.

Ifthe MGB100 configuration has been
2 changed, wireless clients must reconnect to
the MGB100.

Confirm: (6]54 Configuration takes effective right now!

AMIT #e MGB100
Queen Series
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3.2.2.2 Wireless client mode

Select the “Wireless client mode” and click “Go” to set up under the

Wireless client mode.

4 \Wireless modes selestiun:lAF' ohly mode

<l ool

AF only mode
Wireless Client mode
WDS Hybrid mode
WDE anly mode

After entering the Wireless client mode setting, click the AP List icon to set up

the AP connecting list.

(Confieure x|
1192168123 254 | Query
Estatus Viireles
@r&twork Settings 1 AP list AP List | Save |
L1 DHoR i et
A T ID| Del f_ Mod [CH| SSID Encription
[ pisk Management ! ﬂﬂ'j
1 advanced Tools 2 | Del || Mod 1
e 3| el wog |
Lag out 4 | Del | Mod j |
3| Del [ hfod 1
6 | Del || Mod 1j
2 Farce SSID: |0 (0~6, 0: automatically sequencial
search)
3.Add AP Manually: 551D (Limitin 32
AMIT #e MGBA100 Char) Add

Queen Series
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Click the “Scan AP” to scan the existing AP list. Select the AP you want to
connect and click “Add” to set up the AP list.

|192.1668.123.254
ES‘[MIIS
?ﬂﬂetworkﬁettinus Active AP:  Scan AP | Previous | Next| Elack|
-0 pHep
[ ireless ID| Add | CH SSID MAC address Enc |Quality
(1 pisk Management 1| Add |1 |TTL |00-50-18-21-B1-7F \WEP |12
DA‘_"‘“““"T“'S 2| add|[z" |Wwicteetest  [00-50-16-04-0A-EC [NONE |[35
Misc.
3|Add||3 ||rtz560 |00-50-18-98-99-82 | TKIF ||92
Log out 4 |Add||6  ||ZwxELtorus  |00-50-18-00-0F-6F |NOME |55

Select the AP you want to connect and click “Add” to set up the AP list.

Click “Mod” to specify the AP information. After clicking the “Mod” button, you
will find the following information and modify it depending on your actual
wireless environment; this should be done necessarily when you are in the

secured wireless network with WEP.

1192.166.123.254

E]mstatus

Gihﬁtwork Settings 1 AP list AP List | Save|

i DHCP

EI ) I Del | Mod CH SsSiD Encription
""" Wiireless

Dl}isk Management L EM S|l W

Ga Advanced Tools 2 E M
O misc. 3 ﬂ M
Log out 4 E M
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Click the “Next” for advanced setting, or click “Save” or “Undo” for your

need.

1192168123 254
@Status
‘T Network Settings
D T 4 1 53|Dir1256tl
A T 2. Authentication © Auto ™ WPA-PSK
(2 pisk Management 3. Encryption type ™ TKIP © AES
1 advanced Tools 4 Passphrase: 12345678
Ca Misc PSK:*HER type: Only for 64

Elackl Save | Undo | Mexl nummbers, *ASCII type: 8~63
~——|characters.

Laog out |

AMIT 4« MGB100
Queen Series

The advanced setting items are shown as below:

[192168.123.254 =] Query |

Status Wireless Client mode Advanced Setting
= ; .
~Network Settings 1. Wireless & 11btg mixed " 11h only
[ pHer Mode:
""" D wireless 2 RTSThreshold [3347  1.3347 default 2347)
Ul pisk Management .
£ Advanced Tools 3. Fragmentation (3345  (256~2346 default 2346 even
L isc. number only)

Basic Setting | Savel Undnl

Log out |
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For the meanings of above items, please refer to “Advanced setting”.
After saving the values of client mode, you have to go back the “Wireless
Client mode Basic Setting” page and click “Save” on the top of the page. Then

you could check the settings that you have done.

3.2.2.3 WDS Hybrid mode

Select the “WDS Hybrid mode” and click “Go” to set up

4 \Wireless modes selestinn:|WDS Hyhrid mode j GI3'|
AP only mode
Wiraless Client mode
WWDS Hybrid mode
WS anly mode

After entering the WDS Hybrid mode setting, click the AP List icon to set up
the AP connecting list. Then click the “AP Setting” icon and set up the AP.
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[co nfigure

[19z168.123.254 | Query |

@Sta‘tus i Hybrid mode Basic 8 il
GiNetv\-‘urk Settings 1.AP S5I0: MGB100 , Remaote AP table:
-~ pHep AP List | AP seting | Save |
[:ID LIl ID| Del | Mod [CH|SSID| MAC address
Disk Management T
1 | Del| Mod
T advanced Tools —I|—| _| I
Clmisc. 2| Del| Mod | I
3 | Del| Mod
Log aut I == —l I I
4 | Del| Mod | [
5 | Del|| Mod |
g Dol mod| ||

AMIT v MGBA100
Queen Series

NOTE: You MUST use the same channel with the AP you want to bridge. In
this example, we set the channel to 10.

Configure X

|192.168.123 254

Eistatus
a Network Settings

""" 0 pHep 1.channel[3 _x]

""" B Wireless T,
1 pisk Management 2. 55”3'

= Advanced Tools
I misc.

Elackl Save' Undo | Encryption Advanced Setting

Click the Advanced Setting icon, and you could set more values. About the
meanings of these please refer to 3.2.2.1.
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Go back to Basic Setting, and click “Save”.

[192.168.123.254 | Duery |

@ﬂa‘tus WOS Hybrid mode AP Advanced Setling
= i : _
y Aciuerk Setinds 1. Wireless Mode: & 11/ mixed  11g anly
O pHer _
= S—— 2. Beacon interval |4 qp msec (1~1000,default 100)
Cpi ;
eI gt 3. RTS8 Threshold: {7347 (12347, default 2247)
1 advanced Tools -
Clmise. 4. Fragmentalion: (7345 (2552345 default 2346,8ven

numhber only
Log out | 5. DTiMinterval:  [3 {1~255,default 3)

B. Preamble Type: & | ang Preamble © Shart Preamble

7. 88ID

" Disable * Enahle
Broadcast

Basic Setting Encryption | Save' Undu' Nextl

AMIT #e MGB100
Queen Series

If everything goes fine, you could see the confirm page, and let you know
configurations have been saved.
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3.2.2.4 WDS only mode

Select the “WDS only mode” and click “Go” to set up.

4 'Wireless modes selestion:

After entering the WDS only mode setting, click the AP List icon to set up the

WWDS anly mode

<] oo

AP anly mode
Wireless Client mode
WS Hyhrid mode

WS only mode

AP connecting list, or add it manually.

AMIT 4« MGB100
Queen Series

[192.168.123.254 = Query |
@Status
?ﬂlﬂﬁtwurk Segtings 1 Remote AP MAC addregs; AP List | Encryption | Save
D i ID| Del | Mod [CH]| SSID | MAC address
Wireless i |—
(1 pisk Management 1_|ﬂ|| el !._| [
3 Advanced Tools 2 |E|| Mod I| | I
Cmisc. ;IEl Mud!‘_| |[—
_Logout | 4 el woa || |
5 [Delf[oa] | |
o 0l woa] | iI
2 Add An AP manually:
cH | SsID MAC option
el | add
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NOTE: In WDS only mode, each AP that bridged together MUST use the

same channel.
Cnnﬁéure I__>£'
[192.168.122.254 - Buery |

@Status
@NetworkSettings Active AP: Stan AP | Previous | Ne}d' Elacki

[ pHep

A wireless 1] [add | cH | ssiD | MACaddress | Enc |Quality
(1 pisk Management 5 ‘ Add;i]s |rmiritart |00-50-18-00-0F-07 |NONE |72
U pdvanced Tools i [ | I I
S 5_‘ Addjug |MGA100_TES' |00-50-18-28-31-84 |NONE |15

7 Addi||11 |default |00-0C-F6-0C-9E-5 ||MONE |2

_Logout | s Add!ilﬂ [derautt [00-50-18-D0-0F-FE [NONE [35

After all, click “Save” to make it work.

NOTE: Each WDS device MUST set the others’ MAC addresses, or the WDS

mode would be failed.
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Chapter 4: Disk Management

In this section, you will know how to use the “Disk Management” tools to

configure the hard disk setting.

4.1 Disk Utility

Before using the hard disk, users need to format this hard disk first. Click
“Format” button, and the MGB100 will start to format the hard disk
automatically. Once finishing the format, the MGB100 will reboot automatically,
and please reconnect the network in 30 seconds.

The Hard disk will be formatted as “ext2” file system.

Configure X

[132.168.123.254 =] Query

B ctatus Diisk Utility ;

@ Network Settings | Ltilities Descriptions Option

‘2 pisk Management 1| Basic [Make only one partiion on disk of Ehiiin
[ pisk Utility i fotal capaciy
B |:'| File Sharing 2. \advanced Disk status,_(_:hange F'amtlu_n_Slze, R

] Advanced Tools |Format Partition, Check Parition

I misc.
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Advanced Function
In the advanced function, two more options will be shown:

11 92168123254

Qstatus -

O Network Settings Lhilities Descriptions Option

b_‘Disk Management " Lt Make only one partition on disk of R
—~E Diisk Utility | total capacity
“[E Fila Sharing 7 |advanced Disk status, Chanae Partition Size,

| Advanced Tools Format Partition, Check Partition

Tl misc. Advenced Utilities

Functions Options

Log aut 1_.DISP_<_5tatus, Faormat Pardition and Check AT
Partition |
2 FDISK utility Advanced

AMIT N-« MGB100
Queen Series

The first option is used for disk checking. If you power off MGB100 before
normally shut down the system, you are recommended to do this. With

second option, you could partition your hard disk to the size you want.

Total Disk Capacity: to indicate the total capacity of the hard disk. This page

shows the partitions of internal hard disk, you could format/check one of them.
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[192.168.123.254 =l Query |

@Status
gﬂetwark Settings 1.Total Disk capacity(MB)=38154
=I Disk Management 2.Change the partition capability
I ] Disk Utiity Partition Partition Size(MB}) | Change Size(MB)
[ File sharing i i g
1 aavanced Tools 1st [38154 !.I_EDDDD
Cmisc. Mane iNnne ||18154
Log out | Mone |Nnne ||
Mane |Nnne I
Applyl Undnl EIau:kI
Aiarning!l Change the disk padition will cause disk data loze.

Change the partition capacity: this tool can make you create up to four
partitions. Specify the size of the partitions in megabytes and click the
“Apply” to apply the new settings.

When you click “Apply”, system would alert this message to confirm if you

really want to do the format action.

Microsoft Internet Explorer H

\ ? } Are wou sure bo Format this partition? That will cleans all vour data on this partition!

Zancel

:

Warnings:
Any data in the hard disk will be lost after creating the new partitions.
The hard disk is formatted to EXT2 file system. It can not be connected
directly to a Microsoft Windows system without reformatting.

57



Chapter 5: ADVANCED FUNCTIONS

Click the Advanced Functions option on the left panel to display its
submenus. The Advanced Functions menus enable you to configure the

various system settings. Refer to the following sections for more details.

5.1 Config Backup

This option enables you to back up your settings. Once you want to restore
these settings, please click the F/W Upgrade option and use the bin file you

saved.

5.2 Reset to Default

This option enables you to reset the MGB100 to its default factory settings.

5.3 Reboot

This option enables you to reboot the device.

5.4 F/\W Upqgrade

This option enables you upgrade the new firmware to this product
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Chapter 6: MISC

6.1 Administrator Timeout

If users login, and idles for a period of time (e.g. 600 seconds), then that user

will be logged out automatically.

2

[192.168.123 254 | Query

S status Administrator Timeout
& Hetwork Settings

ca Disk Management tem Setting

O Advanced Tools i—

Hmisc. b administrator Tirmeout 20 secangs (o

[ adrinistrator Timeout Bl

D Change Password

D System Time Save | Undo
Log aut

AMIT 4« MGB100
Qrueen Series
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6.2 Change Password

To change the password, you have to enter the old password and confirm the

new password twice.

[192.188.123.254 - Query

Estatus Change Password
& Network Settings
Clpi
= Disk Management ftem Setting
Advanced Tools Old Pas sword ’7

a Misc.

""" B Administrator Timeaut Mew Password

e

Change Easswnrd E AT ’7

""" D System Time

Log aut Save Lndo
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6.3 System Time

The System Time provides two options for you to select.
Set Date and Time using PC's Date and Time: synchronize the date and

time with the computer.

Set Date and Time manually: Manually setting up the date and time.

[192.168.123.254 | Duery

Estatus System Time
1 Network Settings
O Disk Management & ) ) . )
] Advanced Tools Set Date and Time using PC's Date and Time
Sntisc. E;e
|:| Administrator Timeout and |2'3E'5£":'I 068 TF 04:28:11
E| Change Pagsword Time:
[ system Time " Set Date and Time manually
A Date year| 2002 = MUnth:{Jan Lj Dav111 L]
Time Huur:]D h.-1in.:1El Slal:.:iD
(0-23 (0-59) (0-54)
Save | Unda
AMIT e« MGB100
Queen Series
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Chapter 7: Trouble Shootings

What can | do when | have some trouble in the first time?

1. How do | make the client to connect the MGB100?

A: Please prepare for one RJ45 cable and connect the LAN port directly.
MGB100 already supports MDI/MDIX.

2. How to “Reset to default”?
A: Press the buttons of “Shutdown” and “Backup” simultaneously over 6

seconds to reset the system to the factory default setting.

3. When | login the storage of MGB100 via my network place, but | can
not find any files of Folders even if | have plugged HDD in MGB100.

A First, check your HD status LED. If the HD is correctly connected, the HD
status LED will flash. If the LED didn’t flash, maybe you forget to format
the new HD before using it, or maybe the HD is not connected correctly,

or maybe the HD is corrupted.

® MGB100 supports FAT/FAT32/EXT2 file systems. If the format of HDD
is NTFS, the device just can read files and can not copy any files to NTFS
folders.
4. No matter what | do, | can not configure MGB100 even if | setup fixed
IP and can search or Ping MGB100.
A: Please check the WLAN Led or HDD LED. If normal, they will be flash.

Otherwise Reset to Default and try it again.
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5. 1 can not save the file which size is large than 2GB.

A: Please check the file system of your HDD. If it is FAT or FAT32. This
problem is existed. Suggestion: To convert to ext2.

6.1 can’'t access the shared folder with 98/Me.

A: If you use Windows 98/Me, and want to access the authorized folder, you
MUST have the same account and password in MGB100 and your
computer.

7. Why do | see the wrong name of file during the setting or in the my
network place?

step 1.5elect directory:
Directany: IC

Child Directnr"g.f: “““ Back----- -

Select e TBack—————
step 2.4dd share direct system Volume Information

Directony: 1
Shared Mame Wirite option
[E | Add

step 3.Manane shared directony:

A: Please select the language as you need. Please configure again.
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File Shating
Shared Storage Configuration:

Host Mame |M[:B1 ap

WarkiGroup |M5hume

gerver |Samha SErver

Comment

Language |I.Inited States, Canada j
UTFS United States, Canada

West European
Save | Und@ELESSTUEYENH O TET
Simplified Chinese
Japanese
Korean

How to setup wireless function?

1. How can | use the wireless function?

A: Generally speaking, there are four modes to setup in this device. The
common function is “AP mode”. The user can make this device as
Wireless AP device as follows:

First, the wireless client sets up the same SSID with MGB100 and get IP
from Router. Then Wireless client can associate the network or roam

Internet via Router.
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Router DHCPd (DUT)

Wircless
Client
LAN Host #1: get IP
dynamically

Wireless Client Mode: First, please configure the wireless setting of
MGB100 via wire. Then use Scan AP of AP-List and join it. Plug up the
cable form MGB100. The client from LAN can use “Configure” utility to
Query.

Wircless
Router

(DUT)
MGB100

LAN Host #1: get [P
dynamically

WDS only mode: WDS->Wireless Distribution system. This device also
supports this function. How to configure this in your circumstance? The
65



below Figurel is for the reference. First, check which channel you want to
use. For example, channel 10. Scan other AP which channel is 10 and
supports WDS function. Second, add the wireless MAC address of
MGB100 in this Wireless Router # 2. (Figure2). And use Scan AP to find
the wireless which SSID is “WR-2” and join it in the list. Third, if it is normal,
LAN-Host#1 can find the devices, like Wireless Router #2 and
LAN-Host#2.

Figure 1:

MGBI100

Wireless Router #2

SSID : WR-2
\ Router #1
;_ dhepd
LAN lost #1: get 1P Lan Host #2 :get
dynamically 1P dynamically
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Figure2:

[192168.122.228 | Query |
450 status

£ Metwork Settings |—

iITam \Metwork Status
?Tlr-nachine IP 1192 168122228
D {:l Disk Management lrz_ |Host Marne icostram
-] Advanced Functions 3 [5iep pods [Static Mode

e (i ™ [LAM MAC:00-50-18-21-B1-7F
i |"’1’”‘C RRdieEs ireless MAC-00-0C-43 25600
%‘ 5“ |'u_-'\_f|_reless Status !Enable

=5 [wirelass Mode !AP only mode \SSI0 s costra

| |Mize. |

;1 |D|Sk |Status:OK

| \model Marme:FLJITSU MHT20404H
:2. |Ver5|0n ‘version MumbarR4 00220

Refresh |Di5p|a\,rtime: Tue Feh 3 04:02:37 2032

WDS Hybrid mode: This device also supports WDS and AP mode at the

"o BES S

same time. How to configure this in your circumstance? The below figure

is for the reference.

MGB100

SSDI:MGB100 )~z @

i

Wireless Router 2
SSID : WR-2

{ Wian Host #1: get IP

Router #1 dynamically

dhepd

LAN Iost #1: get IP
dynamically

Lan Host #1 :get
1P dynamically
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For the setting of WDS, please refer to the above WDS only mode.

For AP setting, please refer to the AP mode.

2. How to configure 802.1x or WPA with Radius server?

PC1
(USER A) N

\
\t\

™ Wireless
P2 N \FW_A \&\L:ﬂlml LAN
(USER B) T
| Kool sor 4
192.168.123.254 {:3\ |
| "

l Ruthentication Server
{ Windows 2000 Radius server )

192.168,123.33

B  Equipment Details
PC1:

Microsoft Windows XP Professional without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter

Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows XP Professional with Service Pack 1a.

Z-Com XI-725 wireless LAN USB adapter

Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service
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Pack 3 and HotFix Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade
to service pack 3 and HotFix Q313664 (You can get more information
from http://support.microsoft.com/default.aspx?scid=kb:;

en-us;313664)

DUT Configuration:

1. Enable DHCP server.

2. WAN setting: static IP address.

3. LAN IP address: 192.168.123.254/24.
4. Set RADIUS server IP.

5. Set RADIUS server shared key.

6. Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such
as EAP_TLS, PEAP_CHAPv2 (Windows XP with SP1 only), and
PEAP_TLS (Windows XP with SP1 only) using the Smart Card or other

Certificate of the Windows XP Professional.

B DUT and Windows 2000 RADIUS Server Setup
1. Setup Windows 2000 RADIUS Server. We have to change
authentication method to MD5_Challenge or using smart card or other

certificate on RADIUS server according to the test condition.
2. Setup DUT

v Enable the 802.1X (check the “Enable checkbox").
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v' Enter the RADIUS server IP.

v' Enter the shared key. (The key shared by the RADIUS server
and DUT).

v We will change 802.1X encryption key length to fit the

variable test condition.
3. Setup Network adapter on PC

v" Choose the IEEE 802.1X as the authentication method.
(Figure 2)

Note. Figure 2 is a setting picture of Windows XP without service
pack 1. If users upgrade to service pack 1, then they can't see
MD5-Challenge from EAP type list any more, but they will get a
new Protected EAP (PEAP) option.

v Choose MD5-Challenge or Smart Card or other Certificate as

the EAP type.

v" If choosing use smart card or the certificate as the EAP type,

we select to use certificate on this computer.

v We will change EAP type to fit the variable test condition.
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-~ Wireless Network Connection Properties |E| E|

General | Wirsless Netwnrksl Authentication |.ﬁ.dvanced

Select thiz option to provide authenticated network, accessz for
wired and wirelezs Ethernet netwaork s,

Enable network, access control using IEEE 802,15

EAF tyupe: Smart Card or other Certificate W
b D5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer information iz available

[[] Authenticate as guest when uzer or computer infarmation iz
unavailable

DF. ] [ Cancel

Figure 2: Enable IEEE 802.1X access control
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B Windows 2000 RADIUS server Authentication testing:

1.

DUT authenticate PC1 using certificate. (PC2 follows the same test

procedures.)
Download and install the certificate on PC1. (Figure 4)
PC1 choose the SSID of DUT as the Access Point.

Set authentication type of wireless client and RADIUS server both
to EAP_TLS.

Disable the wireless connection and enable again.

The DUT will send the user's certificate to the RADIUS server, and

then send the message of authentication result to PC1. (Figure 5)

Windows XP will prompt that the authentication process is success

or fail and end the authentication procedure. (Figure 6)

Terminate the test steps when PC1 get dynamic IP and PING

remote host successfully.

72



Certificates

Intended purpose: | <hll= w |

Personal | Other People || Intermediate Certification Authorities || Trusted Rook Certificatior $ *

Is Issued By Expiratio... | Frefare
L =lae wirelessca Zi6/2004  <MNones mﬂj

\'_"‘--—._._____ e

Certificate intended purposes

Wiew

Close

Figure 4: Certificate information on PC1

" Network Connections

Edt View Favortes Tools Advanced Help l"

< l? ).:)Search |L Folders v

Address Q Metwark Connections v‘ G0
s “ LANor High-Speed Internet

File

Network Tasks

cl Local Area Connection Wirelpse hlehuork Conpection
E Create a ne ot Disabled S Attempting to authenticate
conneckion i TTETERs AOaer

C__M_ D-link DFE-530T% PCIFast L, T Minlf5E
3 Setup ahome or smal = Y
—office network

Figure 5: Authenticating
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* Network Connections

Fle Edi Yiew Favorites Tools  Advanced  Help ;r

3 e ] I? /T'Search i Folders '

Address \t} Network Connections

v|G0

. | LAN or High-Speed Internet
0 neCtion

~
4 Local Area Connection telass-Hobuask-aonnes
'_af{l Disabled Authentication succeeded

Network Tasks &
‘_:‘fi] D-Link DFE-S30TH PCTFaskEE., T .f (TS S AtaiEr

[5] Create anew

connection

) Setup 3 home or smal
— office network.

Figure 6: Authentication success

B DUT authenticate PC2 using PEAP-TLS.
1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both
to PEAP_TLS.

3. Disable the wireless connection and enable again.

4. The DUT will send the user's certificate to the RADIUS server, and

then send the message of authentication result to PC2.

5.  Windows XP will prompt that the authentication process is success

or fail and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING

remote host successfully.

74



Problems of security level

1. Why can’t | access the file from my places after enabling Security

Level?

A: Sometimes, | can not access the folders via my places after enabling
Security Level, like below:

! samba server (costraxxs=) ;IEILI
Fle Edit Wiew Favorites Tools  Help | 3'
eBack . e - l.@ /O Search || Folders |'

Address I 4 Ycostraxxx j Go

Mame = | Commenks |
L& read read

! Storage Total Storage

,.j wirite

Search Companian

write

Whit

samha server (costraxyx x
ook ( ) x|

Comg ‘costraxod Starage is not accessible, You might not have permission to use this netwark resource, Contact the
I cosl administratar of this server ta find out if you have access permissions.

Your The network path was not found.

If the user sees the warning message, please restart windows and try it
again. But there are some situations that the users can not access this

folder if even they input correct the account and password as below:
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Situation 1: The users can access the files or folders before MGB100 is
not enabled “security Level’. But when MGB100 is enabled it, the
authorization users can not login by inputting the account and password.
Please restart your window OS and It can be accessed.

Situation 2: Change the account and password of MGB100. In brief, the
users have some Limit authority to access the folders, but if someone
changes account and password this time, other authorization users can
not access at all. Please restart your window OS.

This is because the windows will cache some records so that the settings

can not work immediately and the users have no idea to restart the device.

2. How do I configure the authority of file-shared by my places and ftp
service?
A: Take an example as follows:

First, Set account 123 and password 12345.

Then Click Configure the shared directory.

|192168.122.228

I Status

EH g?sh:rﬁﬂtnizrg?ngesnt 1.Security Level  GuestOnly * Authorization User Save
[ Disk Utility 2.Configure the username and user password: (MAKS user)
: |:'| Samba Settings UserMame FPassward Option
=] Advanced Functions

[ Config Backup Add

-[F] Resetto Default

| B Reboot 123 12345
[ Fwy Upgrade dalete
-] Misc. 4
LDQ out 2 2 7
4J Basic Sefting | Configure the shared diractary |
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Create two folders. One is “read”, and the other is “write”. The authority is
as follows:

[19z 168122 228 =l Query |
) Status Shared Dire nfiguration
[ Metwark Settings step 1.5elect directory:
Disk Management

ED Directory: root directary
"{:I Advancad Eunclions step 2.Add share directory:
B Mise,

Directary:

|Shared Name @ioption
Log out | || | [ | Add |

step 2.Manage shared directany:

| Directory | Shared name | Wirite
fCfread read H
fCfurite write ¥
AMIT - MGB100 | Delete |
QHEEI} SEI'IE.’S Uiser Access Configuration |

Then click the User Access Configuration and save “Security Level”.

@Status 58 nfiguration il
-] Metwark Settings ; - o 5 Save |
ED Disk Management 1.Security Level Guest Only Authorization User

L[] Disk Ltility 2.Configure the username and user password (MAXS user)
; 1 Samba Settings | User Mame |
[ Advanced Functions

Password | Optign

[ I ea |
123 12345
Lag out l

delete |

Basic Setting | Configure the shared directory |
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Use search MGB100 hostname, if you can not access the directory

“Storage”.

File Edit Wew Favarites Tools Help

B Search Results

pSearch H__ Folders -

0~ 03

Address I(J Search Resulks

ESE

Mame

| In Folder Size | Type

Search Companion x

Which computer are you
looking for?

Computer name:
[aB100 Hostnamd]
You may also wank ka...

w Search this computer For
files

Q Search the Internet

To start your search, follow the instructions in the left pane.

Then you will find the MGB100 and will find some folders, like read, write

and Storage.

File Edit View Favortes Tools Help

:' samba server {costranxx)

/O Search H- Folders | v

Qe - O - ¥

Address I J Vicostraxo:

Search Companion X

I Comments

s

L write

Which computer are you
looking for?

Computer name:

I coskraxx

You may alsa want to...

@ Search this computer For
files

Q Search the Internet

read
Total Storage
wiribe
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If you are a guest and you just can copy the files in the folder "read” and

copy, move and delete the files or folders in the folder "write”.

*But if you are an Authorization user. Anyway you directly click the
folders “read and write”. However, you just have the same limits of

authority with guests. Please login the folder “Storage” to begin.

This product also defines two user-level(Guest and Authorization users) to
share files by ftp service.

The configuration is the same with above. There are two folders to share.
If the users use guest to login ftp service, he just accesses read or write

folders. Or login as Authorization users, he can access all.
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FCC RF Radiation Exposure Statement

1. The antenna(s) used for this transmitter must be installed to provide a separation

distance of at least 20 cm from all persons and must not be co-located or operating
In conjunction with any other antenna or transmitter.
2. Changes or modifications to this unit not expressly approved by the party

responsible for compliance could void the user authority to operate the equipment.
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