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ADSL Router User Manual

Safety Notes

For Installation

B Use only the type of power source indicated on the marking labels.

B Use only the power adapter supplied with the product.

B Do not overload wall outlet or extension cords as this may increase the risk of electric shock or file. If the
power cord is frayed, replace it with a new one.

B Proper ventilation is necessary to prevent the product overheating. Do not block or cover the slots and
openings on the device, which are intended for ventilation and proper operation. It is recommended to
mount the product with a stack.

B Do not place the product near any source of heat or expose it to direct sunshine.

B Do not expose the product to moisture. Never spill any liquid on the product.

B Do not attempt to connect with any computer accessory or electronic product without instructions from
qualified service personnel. This may result in risk of electronic shock or file.

B Do not place this product on an unstable stand or table.

For Using

B Power off and unplug this product from the wall outlet when it is not in use or before cleaning. Pay
attention to the temperature of the power adapter. The temperature might be high.

B After powering off the product, power on the product at least 15 seconds later.

B Do not block the ventilating openings of this product.

B When the product is expected to be not in use for a period of time, unplug the power cord of the product to

prevent it from the damage of storm or sudden increases in rating.

For Service

Do not attempt to disassemble or open covers of this unit by yourself. Nor should you attempt to service the product
yourself, which may void the user’s authority to operate it. Contact qualified service personnel under the following

conditions:
B [f the power cord or plug is damaged or frayed.
B [fliquid has been spilled into the product.
B [f the product has been exposed to rain or water.
B [f the product does not operate normally when the operating instructions are followed.
B [f the product has been dropped or the cabinet has been damaged.
B [f the product exhibits a distinct change in performance.
Warning
B This equipment must be installed and operated in accordance with provided instructions and a minimum 20
cm spacing must be provided between computer mounted antenna and person’s body (excluding
extremities of hands, wrist and feet) during wireless modes of operation.
B This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.
B FCC RF Radiation Exposure Statement: The equipment complies with FCC RF radiation exposure limits
set forth for an uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 20 centimeters between the radiator and your body.
Caution
B Any changes or modifications not expressly approved by the party responsible for compliance could void
the authority to operate equipment.
B This Transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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Before You Use

Before You Use

Thank you for choosing the Asymmetric Digital Subscriber Line (ADSL) Router. With the asymmetric technology,
this device runs over standard copper phone lines and provides a downstream rate at up to 8 Mbps and upstream rate
at up to 1 Mbps. In addition, ADSL allows you to have both voice and data services in use simultaneously all over
one phone line.

Equipped with Ethernet LAN interface, this ADSL Router can be connected to a LAN or a single Ethernet-equipped
PC. A built-in dynamic host configuration protocol (DHCP) server automatically assigns IP addresses to PCs on the
LAN, and with Network Address Translation (NAT) these PCs can communicate with the outside world with only
one public IP. This ADSL Router provides an ideal Internet access solution for the corporate environment, the small
office and the home user.

Features

ADSL Compliance

For Annex A ADSL Router
B ANSITI1.413 Issue 2

B ITU G.992.1 Annex A (G.dmt)
B ITU G.992.2 Annex A (G.lite)
B ITU G.994.1 (G.hs)

For Annex B ADSL Router

B ITU G.992.1 Annex B (G.dmt)
B ITU G.994.1 (G.hs)

ATM Features
B Compliant to ATM Forum UNI 3.1 /4.0 Permanent Virtual Circuits (PVCs)

B Support up to 8 AALS Virtual Circuit Channels (VCCs) for UBR, CBR, VBR-1t, and VBR-nrt with traffic
shaping

TR-037 Auto PVC *1(auto-provisioning)

RFC1483 (RFC2684) LLC Encapsulation and VC Multiplexing over AALS

RFC2364 Point-to-Point Protocol (PPP) over AALS

RFC2225 Classical IP and ARP over ATM

RFC2516 PPP over Ethernet: support Relay (Transparent Forwarding) and Client functions
OAM F4/F5 End-to-End/Segment Loopback Cells

Bridging Features

B Supports self-learning bridge specified in IEEE 802.1D Transparent Bridging
B Supports up to 4000 learning MAC addresses

B Transparent bridging among 10/100 Mb Ethernet and 802.11b LAN interfaces

Routing Features
B UPnPIGD"” (Internet Gateway Device) with NAT traversal capability support

B NAT (Network Address Translation) / PAT (Port Address Translation) let multiple users on the LAN to access
the internet for the cost of only one IP address and enjoy various multimedia applications.

B ALGs (Application Level Gateways): such as NetMeeting, FTP, Quick Time, mIRC, Real Player, CuSeeMe, etc.

vi



Before You Use

Multiple Virtual Servers (e.g., Web, FTP, Mail servers) can be setup on user’s local network.
Static routes, RFC1058 RIPv1l, RFC1723 RIPv2.

DNS Relay and DNS Server

ARP Proxy

Security Features

PAP (RFC1334), CHAP (RFC1994) for PPP session
Firewall support IP packets filtering based on IP address/Port number/Protocol type and TCP code field flags

Intrusion Detection provides protection from a number of attacks (such as SYN/FIN/RST Flood, Smurf,
WinNuke, Echo Scan, Xmas Tree Scan, etc)

WEP (Wired Equivalent Privacy) encryption uses RC4 with 64/128 bit key length (for wireless ADSL router only)

Wireless LAN Features

Fully compatible to IEEE 802.11b standard and allow operating range up to 300 meters (open space) and 100
meters (indoor).

The Direct Sequence Spread Spectrum (DSSS) technology is exploited.
Seamless roaming within the 802.11 and 802.11b wireless LAN infrastructure

Low power consumption via efficient power management

Configuration and Management

User-friendly embedded web configuration interface with password protection
Remote management accesses control

Telnet session for local or remote management

HTTP firmware upgrades via web browser GUI directly

Distribute IP addresses to end users via DHCP server provided by ADSL router
SNMPv1/v2c agent with MIB-II, PPP MIB, ADSL Line MIB.

Note:

*1 This is optional. TR-037 Autopvc provisioning can be provided on demand.

*2 This is optional. UPnP IGD and NAT Traversal function can be provided on demand.
*3 This is optional. DNS server can be provided on demand.

System Requirements

For using this, you have to make sure you have the following that installed on the clients:

For Ethernet Clients

*
L 4
*
*

Operating System must be Windows98/2000/NT/ME/XP
10/100 Base-T NIC

10/100 Base-T(UTP) network cable

A Hub

For USB Clients

*
*

Operating System must be Windows98/2000/NT/ME/XP
USB cable

vii
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Unpacking

Check the contents of the package against the pack contents checklist below. If any of the items is missing, then
contact the dealer from whom the equipment was purchased.

ADSL Router

Power Adapter and Cord
RJ-11 ADSL Line Cable
RJ-45 Ethernet Cable

USB Cable

Quick Start Guide

Driver & Utility Software CD

Depending on the service type your vendor offers, you may be provide with the devices below:
B Splitter (for G.dmt version)
B Micro filter (for G.lite version)

Subscription for ADSL Service

To use the ADSL Router, you have to subscribe for ADSL service from your broadband service provider. According
to the service type you subscribe, you will get various IP addresses:

Dynamic IP: If you apply for dial-up connection, you will be given an Internet account with username and
password. You will get a dynamic IP by dialing up to your ISP.

Static IP address:  If you apply for full-time connectivity, you may get either one static IP address or a range of IP
addresses from your ISP. The number of IP addresses varies according to different ADSL
service provider.
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Chapter 1: Overview

Physical Outlook

Front Panel
The following illustration shows the front panel of the ADSL Router:

LED Indicators

PYR

DIAG LANT LANZ LANT LAMd4 USE DSL

Front Panel for RTA300/RTA300B

PFWR DIAG LAMT LANMZ LN LAM4 UsSE WLAMN DEL

Front Panel for RTA300UW/RTA300BUW

The ADSL Router is equipped with LEDs on the front panel as described in the table below (from left to right):

LED |Color |Status |Description
PWR Green | Unlit Power off.
Solid Power on.
DIAG |Green |Unlit Power off or initial self-test of the unit is OK.
Blinking | When software downloading or updating operation parameters located in FLASH memory
is in progress.
Solid Initial self-test failure or programming FLASH memory failure.
LAN1 |Green |Unlit Power off or no Ethernet carrier is present.
LAtON4 Blinking | Ethernet carrier is present and user data is going through Ethernet port.
Solid Ethernet carrier is present.
USB Green | Unlit Power off or wait for USB connection going up.
Blinking | User data is going through USB port.
Solid USB connection is OK.
WLAN |Green | Unlit Power off or no radio signal (WLAN card is not present or fails to function).
Blinking | Traffic is going through Wireless LAN interface.
Solid Wireless LAN interface ready to work.
DSL Green | Unlit Power off or ADSL line connection is handshaking or training is in progress.
Blinking | User data is going through ADSL port.
Solid ADSL line connection is OK.
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Rear Panel
The following figure illustrates the rear panel of your ADSL Router.

1 2 3 4 e 12VDC
¥ (Ww wWw.C-o
DSL LAH use (1 PWR
DSL: RJ-11 connector
LAN: Ethernet RJ-45 connector
USB: USB Connector

Console: Console connector
i Power switch

12VDC: Power connector

Note: The Router incorporates a four-port switch for connection to your local Ethernet network.
The Ethernet ports are marked LOCAL, and are capable of operation at either 10 Mbps (10
BASE-T) or 100 Mbps (100 BASE-Tx).
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Chapter 2: Installation

Choosing a place for the ADSL Router

1. Place the ADSL Router close to ADSL wall outlet and power outlet for the cable to reach it easily.

2. Avoid placing the device in places where people may walk on the cables. Also keep it away from direct
sunshine or heat sources.

3. Place the device on a flat and stable stand.

Connecting the ADSL Router

Follow the steps below to connect the related devices.

1. Remove the end of the phone line from your phone connector and plug it onto the “LINE” port of the POTS
Splitter. Use another phone line to connect your phone and splitter. Plug this phone line onto the “PHONE” port
of the ADSL splitter, and plug the other end of the line onto your phone.

Plhane Jask PHOHNE porl
'] LIME port o
RSN
-# \x}h\»
B Qj o
MODEM part

_

2. Use the line to connect the ADSL splitter (MODEM port) and router’s DSL port.

FamEgen

3.  Please attach one end of the Ethernet cable with RJ-45 connector to the LAN port of your ADSL Router.

4.  Connect the other end of the cable to the Ethernet port of the client PC.

q .

™
|'— =
el s

" =

5. If you want to connect to a hub for used by many devices, please connect the other end to the uplink port of the
hub.
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108assT Ethernet Hub

6. Connect the supplied power adapter to the PWR port of your ADSL Router, and plug the other end to a power
outlet.

v
: .l.'
e

7. Turn on the power switch.

Note:

For Full Rate (G.dmt) standard, a POTS Splitter is necessary on subscriber’s premise to keep the
telephone and ADSL signals separated, giving them the capability to provide simultaneous
Internet access and telephone service on the same line. To connect a POTS Splitter:

1. Connect the port Phone to your telephone.
2. Connect the port Modem to your ADSL Router.
3. Connect the port Line to the ADSL wall jack.

USB Driver Installation

If the ADSL Router is connected to a PC through USB interface, you will be prompted for the USB drivers when
plugging the USB cable to the PC. Refer to the relevant operating system to install the USB drivers. Otherwise, you
may skip this chapter.

For Windows 98
Step 1  When plugging the USB cable to the PC, the system will automatically detect the USB ADSL Router.
When Add New Hardware Wizard window announces detecting of the USB device, click Next.

Note: If the USB device is not detected, check the USB cable between the PC and the
device. Also verify that the device is power on.

T o wzanred e b e e Srvvman e

gty LSH AR H i

B i e @ bt P e g @
hadamn e rak

Step 2 When prompted for driver files, select Search for the best driver... and click Next.
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Wt ol e vl e o de T

i Eﬁhhﬁﬁuﬂ .H-El
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Step 3 Insert the Installation CD into your CD-ROM drive. Select CD-ROM drive and click Next .

Step 4 When the system finds the driver, click Next.
Step 5 When Windows has finished installing the driver required, click Finish.

N

ek had b il mlied e jolsane thil pRa mew
ol ! -

Step 6  After the USB driver installation, the system will automatically detect the USB ADSL Gateway. When Add
New Hardware Wizard window announces detecting of the USB device, click Next.
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Step 7 Repeat steps 2-4.
Step 8 Click Finish to complete the installation.

Ykl sy ewihed sl sle) iy coPsase thal g e

Step 9 When you are prompted with System Settings Change dialog box, click Yes to restart your computer.

@ T o finizh 2etting wup your news hardware, vou must restart your computer,

&

System Settings Change

Do you want ba regtart pour computer now?

For Windows ME

Step 1 While plugging the USB cable to the PC, the system will automatically detect the USB ADSL Router.
When Add New Hardware Wizard window announces detecting of the USB device, select Specify the
location of the driver (Advanced) and click Next.

Note: If the USB device is not detected, check the USB cable between the PC and the
device. Also verify that the device is power on.

Aded Meas Hadwme o

it b Ppasred Hhee bollesn reve haieue.
dgeis LS ADBL Foufar

‘Sindows can sulomacaly reach ior and okl solresia
it pp s s hardhaie. 1] poes asdveas Dok ad

il plabor ek, wiemd i o ] ohick Hest

‘ot v oy lw oo de?

™ fpsrmse mmch i 8 betim dove | Rscorsmercid

T Sty St oo W i

W e

Step 2 Insert the Installation CD into your CD-ROM drive. Select the Search for the best drive for your device
option and then check the Removable Media box. Then click Next.
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Step 3 While the system finds the driver, click Next.
Step4 Click Finish to complete the installation.

\} Ay IJS_H"I'MHIIH‘I'l

‘Wwadmi hita b it il e el Pl i vl

[ P

Step 5  After the USB driver installation, the system will automatically detect the USB ADSL Gateway. When
Found New Hardware Wizard window announces detecting of the USB device, choose specify the

location of the driver(Advanced) item and click Next.

i ba Poared B Lollseseng revs e,
Aoy LI ADIGL Garbrmrmey

‘Siredowe can sulomatcaly march o and ol soltrsn
TR i s
ey b i o

I Sptoruatic: mmarch i o hetter drives (Fiscormarnincd

Hst Cocel |

Step 6 Repeat steps 2-4.
Step 7 Click Finish to complete the installation.

Step 8 When you are prompted with System Settings Change dialog box, click Yes to restart your computer.

System Settings Change

@ T o finizh zetting up your news hardware, pou must restart your computer,

Dra you want ta restart paur computer now?

{




ADSL Router User Manual

For Windows 2000
Step 1 When plugging the USB cable to the PC, the system will automatically detect the USB ADSL Router.
When Found New Hardware Wizard window announces detecting of the USB device, click Next.

Note: If the USB device is not detected, check the USB cable between the PC and the
device. Also verify that the device is powered on.

¥ e s |l devara Wumnd

Wisbonma 1o he Foumd New
L s W2 a el
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phegn cewE

Tw canires clok Fssi

T

Step 2 Select Search for a suitable device... and click Next.
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Step3  When you are prompted for driver files, insert the Installation CD into your CD-ROM drive. Select CD-
ROM drives and click Next.

¥ oamed s e deara Wosnd

Locate Miies Fii
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Step4 Wilen the system finds the driver, click Next.
Step 5 Click Finish to complete the installation.
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Voo b e dears Womnd
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Step 6

After USB driver installation, the system will automatically detect the USB ADSL Gateway. When Found

New Hardware Wizard window announces detecting of the USB device, click Next.

Wislcoma o Il Found Ness
LB e s WizEd

T rorare! halpe o ol @ s e b s
phegn cewy

T coniram ciok Mesl

| Hes | Cee |

Step 7
Step 8

Repeat steps 2-4.

A Digital Signature Not Found dialog box appears to ask you to continue the installation or stop the

procedure. Please click Yes. Then Windows XP copied the drivers from the Software Utility CD.
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Step 9 Click Finish to complete the installation.
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Camprda g e Found Hes
Hardvwane 'wizad
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For Windows XP

Step 1 When plugging the USB cable to the PC, the system will automatically detect the USB ADSL Router.
When Found New Hardware Wizard window announces detecting of the USB device, click Next.
Note: If the USB device is not detected, check the USB cable between the PC and the

device. Also verify that the device is power on.

Fouivd Mew Hatderie Wicard
Wishcomeas o lhe Found New
Far e Wiz ard
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Step 2 The Windows will copy the drivers form the Software Utility CD.

TMadan mid shils Mes oo s wilalls e soliass

BAkEy Lrsd Vel a i Helus

3
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T WA DR e 1 v

Step 3 When the driver for USB Virtual Bus are copied onto your computer, click Finish for next step.

10
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Frund Mew Hardwain Wicard
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Step4 After USB driver installation, the system will automatically detect the USB ADSL Gateway. When Found
New Hardware Wizard window announces detecting of the USB device, click Next.

Frund Mew Hardwain Wicard
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rdll v ot o il hooc s e el
It R b i

Step 5 Repeat steps 2-3.
Step 6

A Hardware Installation dialog box about digital signature appears to ask you to continue the installation or

stop the procedure. Please click Continue Anyway. Then Windows XP copied the drivers from the

Software Utility CD.

TMadan mid shils Mes oo s wilalls e soliass
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Step 7 Click Finish to complete the installation.
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Uninstall the USB Driver

For Windows 98

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Click on the Start menu, point to Settings and click on Control Panel.

Select Add/Remove Programs.

On the Install/Uninstall tab, select USB ADSL Gateway Driver from the list box.
Click the Add/Remove button.

A confirmation driver deletion dialog box appears, please click the Yes button.

A dialog box appears to ask you to unplug the USB cable. Please unplug it and click OK.

Now, the USB drivers are removed.

For Windows ME

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Click on the Start menu, point to Settings and click on Control Panel.

Select Add/Remove Programs.

On the Install/Uninstall tab, select USB ADSL Gateway Driver from the list box.
Click the Add/Remove button.

A confirmation driver deletion dialog box appears, please click the Yes button.

A dialog box appears to ask you to unplug the USB cable. Please unplug it and click OK.

Now, the USB drivers are removed.

For Windows 2000

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Click on the Start menu, point to Settings and click on Control Panel.

Select Add/Remove Programs.

Select USB ADSL Gateway Driver from the list box.

Click the Change/Remove button.

A confirmation driver deletion dialog box appears, please click the Yes button.

A dialog box appears to ask you to unplug the USB cable. Please unplug it and click OK.

Now, the USB drivers are removed.
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For Windows XP

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Click on the Start menu, point to Settings and click on Control Panel.
Select Add/Remove Programs.

Select USB ADSL Gateway Driver from the list box.

Click the Change/Remove button.

A confirmation driver deletion dialog box appears, please click the Yes button.

A dialog box appears to ask you to unplug the USB cable. Please unplug it and click OK.

Now, the USB drivers are removed.
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Chapter 3: Connection Mode

Chapter 3: Connection Mode

Prior to configuring the ADSL Router, you must decide whether to configure the ADSL Router as a bridge or as a
router. This chapter presents some deployment examples for your reference. Each mode includes its general configure
procedures. For more detailed information about web configuration, refer to "Web Configuration".

Bridge Mode

Router Mode

MER Mode

PPPoA+ NAT Mode

PPPoE + NAT Mode
Multiple PVCs Mode

For making sure that you can connect the ADSL to your computer well and get into Internet successfully, please
make sure the following first.

1. Make sure you have installed a network interface card onto your computer.

2. Make sure the connection between the ADSL and your computer is OK.

3. Check to see the TCP/IP protocol and set the IP address as “Auto Get [P Address”.

When you are sure all above is Ok, you can open the Browser and type in “192.168.1.1” and start to do the web
configuration with different connection modes.

This chapter is going to introduce the function of each connection mode and tell you the basic configuring steps that
you have to do. If you did not follow the configuring steps for using these connection modes, you might get some
connection problems and cannot connect to Internet well.
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Bridge Mode

Default Private IP
PC(s) 192.168.1.1

E Bridge
——=1 N N .
—= Hub Mode Loop | STM-1 E E e
PPPoE Sy —
Client S/W - lf -

ADSL A 2 P
Router DSLAM
Public IP assigned AAA
by BRAS -
L J RADIUS
N 7 Server

PPP over Ethernet

BRAS Broadband Remote Access Server

Description:

In this example, the ADSL Router acts as a bridge which bridging PC IP address from LAN to WAN. PC IP address
can be a static public address that is pre-assigned by ISP or a dynamic public address that is assigned by ISP DHCP
server, or can be got from PPPoE software.

Therefore, it does not require a public IP address. It only has a default private IP address (192.168.1.1) for
management purpose.

Configuration:

l.
2.
3.

Choose a client PC and set the IP as 192.168.1.x (x is between 2 and 254) and the gateway as 192.168.1.1.
Start up your browser and type 192.168.1.1 as the address to enter the web-based manager.

Go to Configuration >WAN Configuration > Create a New PVC and select the Data Mode —-RFC1483
Bridged. Then click Next button.

Enter the VPI/VCI values provided by your ISP and select the encapsulation type as LLC/SNAP or VC MUX.
Then click Apply.

Save the configuration from System >Save Configuration and System >Restart to restart your router for
initiating these settings.
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Router Mode

Default Private IP
192.168.1.1 for
— Management

] \ ADSL

Router Loop -\STM_I - o~ .
@ el

1 BRAS ’
E==7 Public IP(s) DSLAM
Pre-assigned AAA
PCE) by 1sP (+ NATL |
< 4 RADIUS
Server
IP over ATM

* BRAS : Broadband Remote Access Server

Description:

In this deployment environment, we make up a private IP network of 192.168.1.1. NAT function is enabled (on
ADSL Router or use another NAT box connected to hub) to support multiple clients to access the Router and some
public servers (WWW, FTP).

If you apply for multiple IP addresses from your ISP, you can assign these public IP addresses to the ADSL Router
and public server, e.g., Web or FTP server. Typically the first IP is network address, the second is used as router IP
address and the last one is subnet broadcasting. Other remaining IP addresses can be assigned to PCs on the LAN.

For example: You are given the IP addresses 10.251.2.0 ~ 10.251.2.7. Then:

10.251.2.0 is network IP address

10.251.2.1 is assigned to router IP address.

10.251.2.7 is subnet broadcasting

10.251.2.2~10.251.2.6 can be assigned to public servers on the LAN.

Configuration:
1. Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based manager.

2. Go to Configuration > WAN Configuration > Create a new PVC. and select the Data Mode —~RFC1483
Routed. Then click Next button.

3. Enter the VPI/VCI values provided by your ISP and select the encapsulation type as LLC/SNAP or VC MUX.
Then click Apply.

4.  Set IP configuration for Local WAN IP Address. Choose Specify an IP Address item. Please set as the
following example,
IP Address: 10.3.80.105(should be the one that you get from ISP)
Subnet Mask: 255.255.255.248(should be the one that you get from ISP)
Check on Enable NAT on this interface and click Apply.

5. Go to Configuration > LAN Configuration and set as the following
Primary IP: 192.168.1.1, Subnet Mask: 255.255.255.0
Secondary IP: 10.3.80.105, Subnet Mask: 255.255.255.248
(should be the one that you get from ISP)
Then click Apply.

6.  Go to Configuration > IP Route and click Create a New Route to add a new route.
Destination Address:  leave default

Netmask: leave default
Forward packets to: Interface
Then click Apply.

7. Go to Configuration > DNS and enable DNS Relay setting and click Next. On the DNS Relay web page, enter
the DNS Server IP address, for example 168.95.1.1 (you should get this value from your ISP).

8.  Save the configuration from System >Save Configuration and System >Restart to restart your router for
initiating these settings.
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9.  Then you have set the web configuration successfully. And you can surf on the Internet.

Note:
If you have multiple PCs on the LAN, you may enable DHCP function on the private or public IP

address. The ADSL Router implements a built-in DHCP server, which assigns IP addresses to the
clients PCs on the LAN.
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MER Mode

Default Private IP
PC(s) 192.168.1.1

MER -
N 4 —
Mode Loop WSTV1 [am ( ‘
——————— =g— ;P
ADSL R

BRAS
Router DSLAM
Public IP assigned
AAA
by BRAS —
} y RADIUS
1 Server
MER

BRAS  Broadband Remote Access Server

Description:

In this deployment environment, we make up a private IP network of 192.168.1.1. NAT function is enabled to support
multiple clients to access Internet.

In this example, the ADSL Router acts as NAT device which translate a private [P address into a public address.
Therefore multiple users can share with one public IP address to access Internet through this router. The public
address can be a static public address that is pre-assigned by ISP or a dynamic public address that is assigned by ISP
DHCP server.

Configuration:
1. Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based manager.

2. Go to Configuration > WAN Configuration > Create a new PVC. and select the Data Mode —~RFC1483
MER. Then click Next button.

3. Enter the VPI/VCI values provided by your ISP and select the encapsulation type as LLC/SNAP or VC MUX.
Then click Apply.

4.  Set IP configuration for Local WAN IP Address. Choose Specify an IP Address item. Please set as the
following example,
IP Address: 10.3.86.105 (should be the one that you get from ISP)
Subnet Mask: 255.255.255.0 (should be the one that you get from ISP)

5. Go to Configuration > IP Route and click Create a new route to add a new route. Configure the settings as
the following example,
Destination Address:  leave default

Netmask: leave default
Forward packets to: Gateway Address: 10.3.86.1 (you should get this value from your ISP)
Then click Apply.

6.  Go to Configuration > DNS and enable DNS Relay setting and click Next. On the DNS Relay web page, enter
the DNS Server IP address, for example 168.95.1.1 (you should get this value from your ISP).

7. Save the configuration from System >Save Configuration and System >Restart to restart your router for
initiating these settings.

8.  Then you have set the web configuration successfully. And you can surf on the Internet.
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PPPoA + NAT Mode

Default Private IP  Dynamic Public IP
192.168.1.3 192.168.1.1 assigned by BRAS

g .\

P Hub Router Loop STM-1
> 4

Ethernet [sseee] 1 %

PPP + NAT + BRAS

DHCP on DSLAM
Private LAN
PC(s) AAA ;
192.168.1.2 L J RADIUS
D i
Server
PPP over ATM

* BRAS : Broadband Remote Access Server

Description:

In this deployment environment, the PPPoA session is between the ADSL WAN interface and BRAS. The ADSL
Router gets a public IP address from BRAS when connecting to DSLAM. The multiple client PCs will get private IP
address from the DHCP server enabled on private LAN. The enabled NAT mechanism will translate the IP
information for clients to access the Internet.

Configuration:
1. Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based manager.

2. Go to Configuration > WAN Configuration > Create a new PVC and select the Data Mode — PPPoA. Then
click Next button.

3. Enter the VPI/VCI values provided by your ISP and select the encapsulation type as LLC/SNAP or VC MUX.

4. Fill in the User Name and Password (you should get from ISP). Check on Enable NAT on this interface and
click Apply.

5. Go to Configuration > DNS and enable DNS Relay setting and click Next. On the DNS Relay web page, enter
the DNS Server IP address, for example 168.95.1.1 (you should get this value from your ISP).

6. Save the configuration by execute System >Save and System >Restart to restart your router for initiating these
settings.
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PPPoOE + NAT Mode

Default Private IP
192.168.1.3 192.168.1.1

ADSL
— Hub Router Loop STM-1
> 4
Ethernet [eseed] 1 % —;

PPPoOE + NAT + BRAS

DHCP on DSLAM
.
PC(s) Private LAN AAA -
192.168.1.2 L J RADIUS
~ i Server

PPP over Ethernet

* BRAS : Broadband Remote Access Server

Description:

In this deployment environment, the PPPoE session is between the ADSL WAN interface and BRAS. The ADSL
Router gets a public IP address from BRAS when connecting to DSLAM. The multiple client PCs will get private IP
address from the DHCP server enabled on private LAN. The enabled NAT mechanism will translate the IP
information for clients to access the Internet.

Configuration:
1. Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based manager.

2. Go to Configuration > WAN Configuration > Create a new PVC and select the Data Mode — PPPoE. Then
click Next button.

Enter the VPI/VCI values provided by your ISP and select the encapsulation type as LLC/SNAP or VC MUX.

4. Fill in the User Name and Password (you should get from ISP). Check on Enable NAT on this interface and
click Apply.

5. Go to Configuration > DNS and enable DNS Relay setting and click Next. On the DNS Relay web page, enter
the DNS Server IP address, for example 168.95.1.1 (you should get this value from your ISP).

6. Save the configuration by execute System >Save and System >Restart to restart your router for initiating these
settings.
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PPPoOE Relay

Default Private IP
PC(s) 192.168.1.1

E Bridge
7 Hub Mode LOOp \STM-1 E E ) / sp ‘
PPPoE La— | — )
Client S/W 4-' =B

ADSL —
Router DSLAM BRAS
aa
L J RADIUS
= L Server
PPP over Ethernet

BRAS Broadband Remote Access Server

Description:

In this example, the ADSL Router acts as a bridge which bridging PC IP address from LAN to WAN. Client PCs on
the LAN should be equipped with PPPoE software to get public IP address from BRAS.

That is to say, the router does not require a public IP address. It only has a default private IP address (192.168.1.1) for
management purpose.

Configuration:

1. Choose a client PC and set the IP as 192.168.1.x (x is between 2 and 254) and the gateway as 192.168.1.1. Or
enter the IP address that came from the ISP DHCP server of the Router.

2. Start up your browser and type 192.168.1.1 as the address to enter the web-based manager.

3. Go to Configuration >WAN Configuration > Create a New PVC and select the Data Mode —~RFC1483
Bridged. Then click Next button.

4.  Enter the VPI/VCI values provided by your ISP and select the encapsulation type as LLC/SNAP or VC MUX.
Then click Apply.

5. Save the configuration from System >Save Configuration and System >Restart to restart your router for
initiating these settings.

6.  Run Windows PPPoE client application. Fill in the User Name and Password (you should get from ISP).

.'-

WinPoET

oo

L -
Passsusl r:’:’:ﬁ'-— | el |

T
Cliek Comnsid b skt the commscion. - | Fawered By
P { -
iVasion
- -

7.  Click Connect.
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Multiple PVCs Mode

1281200
¢ ISPa )
Service )

E ADSL PVC2

= = Aggregator

— Hub Router  (PPPoB) N

PVC2
_a— .
' LUU}J e
PVCI STM-1 %;\ ISP
E (IPoA) -

V— DSLAM 140.196.0.0
PC(s)
Public IP(s) -
Pre-assigned by ISPs =
RIDIUS
Server

Description:

As this ADSL Router supports multiple PVCs in the ADSL loop, you are allowed to configure several logical
channels in one physical loop. You can use mixed encapsulation types by applying them to different PVCs. When the
system starts up, it will connect to CO site through the PVCs according to the sequence they are created. Therefore
the default route will be the last PVC you created. You can also modify the default route manually from the IPRoute

page.
The traffic from CPE side will be sent to different PVCs according to the routing rules.

Configuration:
1. Start up your browser and type 192.168.1.1 as the address to enter this ADSL web-based manager.

2. Create the first PVC (e.g. PVC1) using the RFC1483 data mode.
Refer to the section of “Router Mode” for details.

3. Create the second PVC (e.g.PVC2) using the PPPoE data mode. Refer to the section of “PPPoE + NAT
Mode” for details.

4.  Save the configuration by execute System >Save and System >Restart to restart your router for initiating these
settings.
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Chapter 4: Configuration

In order to access the Internet through the router, each host on your network must install/setup TCP/IP. Please follow
the steps below for select a network adapter.

Setting TCP/IP on Client PC

To access the ADSL Router via Ethernet, the host computer must meet the following requirements:
B With Ethernet network interface.

B Must have TCP/IP installed.

B Set client PC with obtain an IP address automatically or set fix IP address.

B With a web browser installed: Internet Explorer 5.x or later.

The ADSL Router is configured with the default IP address of 192.168.1.1 and subnet mask of
255.255.255.0. As the DHCP server is Enable by default, The DHCP clients should be able to
access the ADSL Router. Or you could assign an IP address to the host PC first for initial configuration.

You also can manage the ADSL Router through a web browser-based manager: ADSL ROUTER CONTROL
PANEL. The ADSL Router manager uses the HTTP protocol via a web browser to allow you to set up and manage
the device.

To configure the device via web browser, at least one properly-configured PC must be connected to the network
(either connected directly or through an external hub/switch to the LAN port of the device).

If TCP/IP is not already installed, follow the steps below for installation.

For Windows 98

1. Click on the Start menu, point to Settings and click on Control Panel.
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B ﬂ Tomrk bt & St b
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A
2. Double-click the Network icon.
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3. The Network window appears. On the Configuration tab, check out the list of installed network components.

Option 1: If you have no TCP/IP protocol, click Add.
Option 2: If you have TCP/IP protocol, go to Step 6.
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4. Highlight Protocol and click Add.
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5.

8.

On the left side of the windows, highlight Microsoft and then select TCP/IP on the right side. Then click OK.
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When returning to Network window, highlight TCP/IP protocol for your NIC and click Properties.
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On IP Address tab:

Enable Specify an IP address option. Enter the IP Address: 192.168.1.x (x is between 2 and 254) and Subnet
Mask: 255.255.255.0 as in figure below. On Gateway tab: Add a gateway IP address: 192.168.1.1.
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When returning to Network window, click OK.
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9.  Wait for Windows copying files.
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10. When prompted with System Settings Change dialog box, click Yes to restart your computer.
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For Windows NT
1. Click Start, point to Settings, and then click Control Panel.

2. Double-click the Network icon.
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3. The Network window appears. On the Protocols tab, check out the list of installed network components.

Option 1: If you have no TCP/IP Protocol, click Add.

Option 2: If you have TCP/IP Protocol installed, go to Step 7.
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4.  Highlight TCP/IP Protocol and click OK.
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5.  Click Yes to use DHCP.
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6. Insert the Windows NT CD into your CD-ROM drive and type the location of the CD. Then click Continue.
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7.

Returning to the Network window, you will find the TCP/IP Protocol among the list. Select TCP/IP Protocol
and click Properties.
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8.
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9. When returning to Network window, click Close.
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Enable Specify an IP address option. Enter the IP Address: 192.168.1.x (x is between 2 and 254) and Subnet
Mask: 255.255.255.0 and Default Gateway: 192.168.1.1 as in figure below.

10. When prompted with Network Settings Change dialog box, click Yes to restart your computer.
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For Windows 2000

1. From the Start menu, point to Settings and then click Network and Dial-up Connections.

TP - Bl B R
2. Right-click the Local Area Connection icon and then click Properties.
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3. On the General tab, check out the list of installed network components.

Option 1: If you have no TCP/IP Protocol, click Install.
Option 2: If you have TCP/IP Protocol, go to Step 6.
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4.  Highlight Protocol and then click Add.
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7.
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5. Click Internet Protocol(TCP/IP) and then click OK.

Wt T e, Pt Wt oo i B iul::-m DAL e oo

S i e ik b e Dl LACL e

Mt bt bt Proizca
Uyl sy Lol Facaionad
[T Pl
L8 P

Hetamah: Sy dam

WA T

[
LR [ pitle 1ot P
| &

e P

(=] oo |

6.
click Properties.
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When returning to Local Area Connection Properties window, highlight Internet Protocol (TCP/IP) and then

Under the General tab, enable Use the following IP Address. Enter the IP address: 192.168.1.x (x is between
2 and 254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click OK. When prompted

to restart your computer, reboot it to enable the settings.
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For Windows ME
Step 1 Click on the Start menu, point to Settings and click on Control Panel.
Step 2 Double-click the Network icon.

Step3 The Network window appears. On the Configuration tab, check out the list of installed network
components.

Option 1: If you have no TCP/IP protocol, click Add.
Option 2: If you have TCP/IP protocol, go to Step 6.
Step4 Highlight Protocol and click Add.

Step 5 On the left side of the windows, highlight Microsoft and then select TCP/IP on the right side. Then click
OK.

Step 6 While returning to Network window, highlight TCP/IP protocol for your NIC and click Properties.
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Step 7 On the IP Address tab, select Specify an IP address. Enter the IP address: 192.168.1.x (x is between 2 and
254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click OK.
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While returning to the Network window, click OK.
Wait for Windows copying files.

Step 10 When prompted with the System Settings Change dialog box, click Yes to restart your computer.

For Windows XP

From the Start menu, point to Control Panel and then click Network and Internet Connections.

Step 1

Step 2 Click Network Connection and then click Properties.

Step 3 On the General tab, check out the list of installed network components.
Option 1: If you have no TCP/IP Protocol, click Install.
Option 2: If you have TCP/IP Protocol, go to Step 6.

Step 4
Step 5
Step 6

Highlight Protocol and then click Add.
Click Internet Protocol(TCP/IP) and then click OK.

On the Local Area Connection Properties window, highlight Internet Protocol (TCP/IP) and then click

Properties.
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Step 7 Under the General tab, enable Use the following IP address. Enter the IP address: 192.168.1.x (x is
between 2 and 254), Subnet Mask: 255.255.255.0 and Default gateway: 192.168.1.1. Then click Ok.
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Configure PC to get IP address from DHCP

If your ADSL Router operates as a DHCP server for the client PCs on the LAN, you should configure the client PCs
to obtain a dynamic IP address. Please follow the previous section to install TCP/IP component. Only that you do not
need to specify an IP address when configuring TCP/IP properties.

The following section describe the procedures for CPEs to get IP address:

For Windows 98
On the IP Address tab, select Obtain an IP address automatically. Then click OK.
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For Windows NT

On the IP Address tab, click on the drop-down arrow of Adapter to select required adapter. Enable Obtain an IP
address from a DHCP server and then click OK.
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When prompted with the message below, click Yes to continue.
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For Windows 2000
Enable Obtain an IP address automatically and then click OK.
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For Windows ME
On the IP Address tab, select Obtain an IP address automatically. Then click OK.
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For Windows XP
On the IP Address tab, select Obtain an IP address automatically. Then click OK.
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Renew IP Address on Client PC

There is a chance that your PC does not renew its IP address after the ADSL Router is on line and the PC can not

access the Internet. Please follow the procedures below to renew PC’s IP address.

For Windows 98
1.  Select Run from the Start menu.

2. Type winipc£g in the dialog box and the click OK.
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3. When the figure below appears, click Release and then Renew to get an IP address.
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For Windows NT
1.  Select Run from the Start menu.
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Windowrs NT Workstation

2.  Type emd in the dialog box and the click OK.
o ________________________EO

ﬂ Tt remes of 5 wr-.fwll. o dogamer, sl
it well e 4 b pos

— =l
P

[ okp ] Cewd | e |

=

3. Type ipconfig at prompt. Then you will see the IP information from DHCP server.

4. If you want to get a new IP address, type ipconfig /release to release the previous IP address and then
type ipconfig /renew to getanew one.

For Windows 2000

1. From the Start menu, point to Programs, Accessories and then click Command Prompt.

2. Type ipconfig at prompt. Then you will see the IP information from DHCP server.

3. If you want to get a new IP address, type ipconfig /release to release the previous IP address and then
type ipconfig /renew to getanew one.

For Windows ME

1. Select Run from the Start menu.

2. Type winipc£g in the dialog box and the click OK.

3. When the figure below appears, click Release and then Renew to get an IP address.
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For Windows XP

1.
2.
3.

From the Start menu, point to Programs, Accessories and then click Command Prompt.
Type ipconfig at prompt. Then you will see the IP information from DHCP server.
If you want to get a new IP address, type ipconfig/release to release the previous IP address and then

type ipconfig/renew to geta new one.
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Chapter 5: Web Configuration

Using Web-Based Manager

Once your host PC is properly configured, please proceed as follows:

1.
2.

Start your web browser and type the private IP address of the ADSL Router in the URL field: 192.168.1.1.

After connecting to the device, you will be prompted to enter username and password. By default, the username
is admin and the password is admin. See the following example for running under Windows XP.

ievieri o 138 0REE o) xl
-\-F I?l' -
Sptiabrn
Fadsrerid 1 | wmaw

If you login successfully, the main page of ADSL ROUTER-CONTROL PANEL appears. From now on the ADSL
Router acts as a web server sending HTML pages/forms on your request. You can fill in these pages/forms and apply
them to the ADSL Router.

Outline of Web Manager

The home page is composed of 3 areas:

L Quick Start

L System

L Status

L Configuration

[ Quick Start]

DSL Lire stabus; Handshaking

Rurimng Profilas Refrash

[VPIVEI| DataBncap | NAT |Local WAN IB| On-Line Time| Action |
[ W38 ]F‘.T PaA VC r-'.'-.I:-:_lsnamr-!ln: 000 00:00.00.00 ]-_*:-r.-:e.-u _

Fhease selact the pre-dafined profile for your gatéway |.F-.F-:' 1433 Bridge ﬂ

Agply and Save |

W Title: It indicates the title of this management interface.

Main Menu: Includes Quick start, System, Status, and Configuration.

Quick Start: Allows you to select some pre-defined profile to have basic configuration.
System: The system menu includes the sub-menus of Device Info, Administration, Save
Configuration, Upgrade Firmware and Reset Router.

Status: Displays the current status of the ADSL Router, including DSL Connection, WAN
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Connection, Traffic Counter, Routing Table and DHCP Table.

Configuration: It displays the configuration categories of the ADSL Router, including DSL, LAN,
WLAN, WAN, IP Route, DNS, Security, Virtual Server and UPnP settings.

You can move the mouse cursor over the sub-menu to display the hierarchy popup menu. Clicking
on each of the item will bring out its content in main window accordingly.

B Main Window: It is the current workspace of the web management, containing configuration or status

information.

To Have the New Settings Take Effect

The ADSL Router uses the following mechanism to enable new settings:

Apply button.

When Apply is clicked, your customizations will only be stored to the DRAM. If you do not execute Save &
Restart, the customizations will not take effect for rebooting the ADSL Router next time.

Save & Restart button.

When Save is clicked, your customizations will be saved to the flash memory. After clicking Restart, your
customizations take effect.

Quick start

On this page you can see some pre-defined connection services. Select that you want to be used connection mode and
execute the Apply and Save to change and save configuration.

[ Quick Start ]

DSL Line status: Handshakine

Frunmineg Profiles Refresh
\vewvel| DataBncap | NAT [Local WaN IP|On-Line Time | Action |
| 0100 | PFPof WC r-'l'.'.":l enahled (0 0.000 0o:00:00:00 Carmecl
Fizass select the pre-definad profils for your routers

| Awply and Savn |

FEPok Kouter

This application provides some pre-defined profile for you to select for the router. Please use the drop-down menu to
the right side and select the one which suits for your system. Then click on Apply and Save to show the selected

profile data.

Click on the Connect button to choose the one to be connected to your ISP. Enter the Username and Password
provide by ISP and then click the connect button.
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[ Quick Start] - 0/100 PPPoE LLC/ISNAP

PPP connection status: disshled

Ligar MNama l

Fasswiord F

Canmict

If you want block the connection, just click the Action mode—Disconnect button. If you choose any one of RFC
series profiles, there is no Connect button on the Action mode. In addition, you can click on the item below VPI/VCI
to show/modify the more detail configurations.

System

Device Information

This page shows the basic information of your ADSL Router, including the hardware board and software version, etc.
It provides a general overview of your ADSL Router.

Administrative Security
There are three types of administration, Account, Remote Access and Web Port.

[ Administration ]

Account Remote Access Web Port

Account

Creats & new neer |

Account

It limits this web-based manager access to users with the correct user name and password. After entering user name
& password, click Apply. By default, both the user name and password values are admin.

Clicking Create a new user to add a new user account. After that, specify required User Name and Password.

Administration: Create User Account

Erter delails for ness wsar

P as g |

—onfrm Fasswiond |

Aoty |

To modify the password of the user account, just click Modify field of the user account and enter the new password.
Clicking on Delete of that user account will delete the user account.
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Account

Llser Accounts curmenthy craated
User | Modify | Delete
test | Modkfs | Delete

gimen | Modkfs | Delete

Create a new user |

Note: After clicking Apply to change the user name and password, the new setting takes effect
immediately. When you continue to access other pages, you will be prompted to re-login with
new user name and password immediately.

To save the new settings to flash memory and take effect next time your reboot the ADSL
Router, after clicking Apply, you should perform the task of Save Configuration.

Remote Access
This function allows remote client to access this router from WAN side. You can set the lease time and click Enable
to enable this setting. To disable this function, just click Disable.

Remote Access

Ao renole acoess 1o this routes

Allow access for |3':' minges. [min 1, mase 14940)
Enahle |

Web Port
The default web server port is 80. You can change the web server port to another one and then click Apply to enable
this setting.

Web Port

This router cumanthy nuns on tha web senver port "SI0

[ I '|I_|' "I WEL SR | it B |:'

Ay |

Miobe:

T @cinvate rev SAMNG, You Mus Sase COniguratlon ancd then restart your rouler

Note: Clicking Apply will enable the new setting right away. When you continue to access other
pages, you will need to re-login at new web port.

Quick Configuration
This web page allows you to backup the configuration settings to your computer for retrieving next time. Click on
Backup button to backup your configuration to your hard disk.

In addition, to retrieve the saved configuration and use again, use Browse to locate the backup configuration file.
After selecting the desired file, please click Restore to use it for current web page.
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[ QGuick Configuration ]

This page allows you to backus the copfiguration seilings bo your compuier,
or rastore configuration from your computer,

Backup Configuration

Bacxup configuration 1o your campuler,

Euckup

Restore Configuration

Restore configuration from a previously sawved file

Canfiguration File | Browsa

Restore |

Save Configuration

This page allows you to save all current configuration settings to non-volatile memory. Please wait for several
seconds to complete this process.

[ Save Configuration ]

This page alloves you to save all curment configuration settings to non-volatile
memory. Fleass wal (o several seconds 10 complete this process

WARNING: DO NOT turn off yvour router during saving configuration.

i
Upgrade Software
The ADSL Router supports the upgrading by using HTTP. To transfer the firmware file, follow the steps below:

1. Download and unzip the new software file from vendor.
2. Inthe File Name of Firmware field, click Browse to locate the upgrade file.

3. Click the Upgrade button.

[ Upgrade Firmware ]

Currant firrrars version

WARNIMNG: DO MOT turn off your router during firmware upgrades,

File Mame of Finmware I Bmm:|
Eipo’]

Mote:
The stabus of firrmware upgrackes will be displayvad after fimmwans upload compsestes
Therefors plesss wait atter clicking Lisgrade buthon

After upgrading, the original configuration will still exist and not reset to the factory defaults.
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Reset Router

This page allows you to restart your router for invoking new configuration. After restarting, you should wait for
several seconds to let the system come up. When restarting the system, your brower session will be disconnected.
Please wait until the device finish restarting.

[ Reset Router ]

This pages wall aliow you to restart your router. After restarting, pheass wait for sevara
St Cnds Do Dal thie systam corme ug . I wou wolkd like o rasal &l configurations Lo
faciony default sathngs, please chack the follovang bos on

I Resetto factory default settings

Hestart

Note: If Reset to factory default settings is checked, the settings will return to factory
defaults, including the Username and Password.

Status

DSL Connection

This page shows the DSL line connection status as below:

[ DSL Connection ]

Refresh

Line Mode Inactive  |Line State Show Time
DS Speed 00 Kbps |US Speed 1024 Kbps
DS Latency Interleave | US Latency Interleave

Trellis Coding |Enabled Loss of Signal (0

Line Attenuation |0dB Loss of Frame |0

Moise Margin 14dB CRC Error 0

Error Second 0 zeconds

[

Line Up Count

Line Up Time 0:00:03:41 | System Up Time | 0:00:04:23

Line Mode: The ADSL Router supports multi-mode standard.
DS (Downstream)/US (Upstream) Speed: The downstream/upstream speed of the DSL line.
DS/US Latency: Displays whether a fast or interleaved latency path is specified.

Trellis coding:  Indicates trellis coding is enabled or disabled. Trellis coding is a method of providing better
performance in a noisy environment. It helps to transmit at faster line rates with lower error rates,
thus providing a faster overall throughput in a moderately noisy environment.

Line Attenuation: Indicates the signal attenuation caused by line length. It increases with line length and frequency
and decreases as wire diameter increases.

Noise Margin:  Signal to noise ratio. The ratio of good data (signal) to bad (noise) on the line that is expressed in

48



Chapter 5: Web Configuration

decibels (dB).

Loss of Signal /Frame: Indicates the loss of signals or frames detected.

CRC Error:
Line Up Count:
Line Up Time:

Error Second:

System Up Time: The time from system startup.

Cyclic Redundancy Checksum generated.

The number of times that you connect to.

The duration time of the line connecting.

The accumulated seconds of the seconds during which packet error message occur.

WAN Connection

This page shows all the ATM PVC interfaces you defined. For each ATM PVC interface, it shows the parameter you

defined for ATM PVC name, VPI/VCI values, Mode, Encapsulation Type and Local WAN IP address.

[ WAN Connection ]

Refresh
PVYC Name | VPl |VCI| Mode |Encap Type | Local WAN IP
ppp-0 0 |100|FPPoE | LLCASMAR |0.0.0.0

Traffic Counter

This page shows the records of data going through the LAN and WAN interface. For each interface, cumulative totals
are displayed for Sent/Received Packets and Sent/Received Bytes.

[ Traffic Counter ]

By clicking Refresh, all the records will be reset.

The statistic of user data going through your router is list below.

Refresh

Connection | Tx Packets | Rx Packets | Tx Bytes | Rx Bytes
Ethernet i ain 179543 1341
UsE | nso 102% n
WirdlessLan  |g /1 asa 1028 0

04100 (wpifvci) |0/ 0 0/ 0 0

Routing Table

This page shows all the routing rules of data packets going through your ADSL Router if it runs in routing mode. By
clicking Refresh, all the records will be reset.
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[ Routing Table ]

All of current routing rules in your router are listed below.

Refresh

Destination | Netmask | Gateway ! Interface | Cost| Timeout | Attribute

0.0.0.0 0.0.0.0 ppp-0 1 0 static
DHCP Table

This page shows all DHCP clients who get their IP addresses from your ADSL Router. For each DHCP client, it
shows the Host Name, MAC Address, IP Address and the Lease Time.

[ DHCP Table ]

All clients who got their IP addresses from your router are listed below.

Refresh
Host Name | MAC Address | IP Address |Lease Time

Wireless Client

This page shows wireless clients that associated to the router. For each client, it shows the MAC Address and the
On-Line Time.

[ Wireless Client Table ]

Allwireless LAM Clients cuttently associated to your router are listed below.

Refresh

MAC Address |On-Line Time
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Configuration

DSL Configuration

DSL Line Mode: The ADSL Router supports multi-mode standard: Auto, G.lite, G.dmt and ANSI T1.413. Choose

an appropriate line mode according to the setting of DSLAM in central office and then click Apply.

[ DSL Configuration ]

Refresh

Line Mode Inacttve | Line State Show Time
DS Speed 2000 Kbps  |US Speed 1024 Kbps
DS Latency Intetleave |US Latency Interleatve
Trellis Coding  |Enabled Loss of Signal [0

Line Attenuation |0dE Loss of Frame |0

MNoise Margin 14dB CRC Error 0

Line Up Count |1 Error Second 0 seconds
Line Up Time 0:00:03:41 | System Up Time | 0:00:0423

Current DSL Line Mode

Apply

The DSL line mode you specify will be applied to the entire ADSL Router unit. All ATM PVC profiles created will

use the same line mode. Consult your ISP to find out which option applies to your DSL line.

LAN Configuration

For the LAN Configuration, there are two types that you have to know, IP Address and DHCP Server.

[ LAN Configuration ]

IP Address
IP Address

Primary IP Addrass

DHCP Server
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IP Address
LAN Configuration allows you to define the public/private IP address over the LAN interface.

Primary IP Address: Private IP address is used for the purpose of system management. When it is assigned, PC on
the LAN is able to use the specified address to access this ADSL Router through Ethernet.

By default, the [P address and subnet mask is 192.168.1.1 and 255.255.255.0 respectively. This
will give you an available range of IP addresses from 192.168.1.2 to 192.168.1.254 that can be
assigned to PCs on the LAN.

Secondary IP Address:If you applied for multiple IP address from your ISP, you will have a range of IP address for
the ADSL Router and other network devices on the LAN. You can fill in the IP address
assigned by ISP in the public IP address field.

DHCP Server

This page allows you to enable DHCP server on LAN interface and then your router can assign IP addresses to those
PCs connected to your router.

[ LAN Configuration ]

IP Address BHEP Server
DHCP Server

Canlligure

The ADSL Router implements a built-in DHCP (Dynamic Host Configuration Protocol) server, which dynamically
assigns IP addresses and DNS server to the PCs on the LAN. DHCP function spares you the hassle of manually
assigning a fixed IP address to each PC on the LAN. It is probably you already have a DHCP server on your network
and you do not enable this function. By default the DHCP Server is enabled on private LAN interface (192.168.1.0).

DHCP lease time:  Specify the time that a network device can lease a private IP address before the ADSL Router
reassigning the IP address.

Default Gateway:  You check the Report this host as the default gateway box to use this host as the default
gateway or fill in an IP address as the default gateway.

Domain Name Servers: You can check the Report this host as the DNS server box to use this host as the default
DNS. Or you can uncheck the box and manually set up the DNS IP address in the
Primary/Secondary DNS IP address fields. The DNS server addresses will be passed to the
DHCEP clients along with the IP addresses. The DHCP clients use the DNS to map a domain
name to its corresponding IP address and vice versa.

Click Configure to get advanced settings. Please enter the requiring information and click Apply to inoke the
configurations
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DHCP Server
DHCP Server iz ondy applied on LAN Primary [P interface currentiy.
Plaase anbes dafals Tor DHCP Sanees configuration

Stant P Address |]?2 168 1.2
End IF Address: |]?2 168 1.254

DHCP lease ime |] days ||: Tinisis 0 e &
Default Gateway

Report this host as the defaut gatewsy F

Drfaul Gabiway [ooan

Oarmain Mame Servers

Report this host as OMS sarvar F

Fnmary OMS server address [orooo

Secondary DMS server address [oo.0o

Crarriain Mam flse:
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WLAN Configuration

This setting is available for wireless router only.

This section shows you how to configure the wireless LAN setting. To types are provided here, Basic Setup and

Association Control.

Basic Setup

[ Wireless LAN Configuration ]

Basic Setup Assoclation Control
Basic Setup

Wireless S50 pralhd O BORHCT
Diesired Channel channel 6 [2437 MHz] =
Authermcanon Type: | Aot w

Wired Equivalent Privacy Mechanism: | ©FF =

I the Wired Equivalent Frivacy mechanism is tumed on, those user data ransfemed
through waireless LAN will be sncrypted. Pleass select encryption key length and fil
out WEF keys

Ilge passcads o gansrate WER keys Lenerate

1 g-bif Encrypdion Key Length

WEF Key 1 Q000 00-00-00
(&g, 1a01.d2-8c-3h)
WEF Hey 2 Q00 (0= 00-00
WEF Key 3 [ T O T
WEF Hey < Q0= D0 - 001
C | 2B-Eat Encrypiion Key Length
WEF Ky 1 Q-0+ 000 - (0= 000 - 0] -0 0= 003 - G- 0000 0- D)

(2.0, 12-01.d2-8c-3becc-dd-03- G086 aa.bb- 25]

WEF Ky 2 [ o O O 0
WEF Key 3 (000N e 000 000 O D0 00 00 0 00 N 00 e 0 00
WEF Hey 4 0~ - (A0 - = e - ) - 0 0 - O - 0 ) - 1)

Clafzult ransmissaon key, | 'WEP Eey 1 [#

Apply

Wireless SSID (Service Set Identity): A name that uniquely identifies a wireless domain. All wireless clients that

Frequency Domain:

Desired Channel:

want to communicate with the ADSL Router must have the same SSID as it.
The frequency in which the radio links are about to be established.

The frequency in which the radio links are about to be established. Select channel that you
want. Usually the wireless clients will scan the whole operable channels and then select the
desired communications channel automatically.
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Authentication Type: The ADSL Router supports three authentication types: Open System, Shared key and Auto.
This should be considered with the WEP(Wired Equivalent Privacy) mechanism.

Wired Equivalent Privacy Mechanism

The privacy security function can enhance wireless media security by encryption technology. All wireless clients
must set the same encryption key to maintain the tightened communication with the ADSL Router properly. The
Authenticate Algorithm options are:

When the wired Equivalent Privacy Mechanism is Turns off. Using Open-key as authentication algorithm, you are
running the risk of allowing some unauthorized wireless LAN cards that have the capability of eavesdropping your
SSID to associate itself to the device.

Turns on encryption. Wired Equivalent Privacy Mechanism is Turns on. You should select the encryption key length
as 64 or 128 bit key. Then enter the encryption key in Key Entry fields.

Note: When Wired Equivalent Privacy Mechanism is enabled, the wireless client must be
configured with exactly the same encryption level (64 or 128-bit) and encryption key as
identified in the ADSL Router, so that access to the unit is allowed.

In addition, you can press the Generate button to use the passcode for generating WEP keys.
Association Control

You can enable this control to associate to your router with other wireless clients. Select Enabled and enter the MAC
address on the Client’s MAC Address box. Then click Apply.

[ Wireless LAN Configuration ]

Basic Setup Association Control

Association Control

Asgsociation control function is curmanthy enakled
Flease salect the Associaton Control o be
C [hsable
& Enable
Chent's BMAC Address g, 0090961 A 28-3C)
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WAN Configuration

The ADSL Router supports for Asynchronous Transfer Mode (ATM) over ADSL. To set up connections over the
WAN, you have to define ATM PVC interface for each remote connection. On this page, you can create, modify and
delete PVC interface.

[ WAN Configuration ]

AT PVCS cuirenily craated Refregh

PVC Mamé |VPUVCI|  Data Emcap | NAT | Local WAN IP |Madity| Dalete

ppp-0 Wil |FPP=E LLCEHAP |emabled | 800,00 EH:d:':.' [wlate
Create a new PYC |

You can select an existing ATM PVC interface and click Modify to edit its parameters or click Delete if you want to
delete it.

To add a new PVC interface, click Create a new PVC and follow these steps:

1.

Select one of connection type in the Data Mode (RFC1483 Bridged, RFC1483 Routed, RFC1483 MER, PPPoA
or PPPoE) and click Next.

[ WAN Configuration ] - Create ATM PVC Connection

Flease select data maode for the ATH PYC you vash to creabs

Data Mods: & REC1422Bridosd © FFC1483 Routed © RFC1423 MER
= PPEGA © FPPOE

x|

Fill in the VPI/VCI values and select ATM Service Type, Encapsulation Type and PCR.

ATM Properties

W |f'7 [min: 0, max 255]

Wl I-"-i [rmin. 32, max 085

ATMW Serice Type [TI'EF (Thaspecified B Fate) ;I

PR (FPealk Lall Hate) |—‘]"_ cells per second (rren 10, mac 2500]
Encapsulation Type m

sl |

Click Apply.

At RFC1483 Routed, RFC1483 MER and PPP mode Configuration, you can select Specify an IP address or
Server assigned IP address.

P Configuration
Loca War IF Address & Mona
T Specify an P Address

IP Addrass |':' 000

Subnet Mask: [0.0.0.0
€ Server assigned IP Address (va DHCF client)
I Enable KNAT 0 this interfacs

Ay |
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5. Unless your ATM PVC is set on RFC1483 Bridged mode, you can check NAT box to enable NAT function.

6. If you are using PPP configuration mode, you need to fill in the user name and password and you can set the
PPP session to Dial on demand or Always on mode.

PPP Cenfiguration

Llear name

—aMCS name

[
Password |
|
|

Cardca Sansar

Seszion estabhshed by & Dial On Demand

If these arg no data trafic dunng |l“ FrIFLILES,
this PPF session will be terminated
& Bhaays On

F Enabka Mal antis inenacs

Apply

The parameters are described as below:

VPI (Virtual Path Identifier): Identifies the virtual path between endpoints in an ATM network. The valid range is
from 0 to 255.

VCI (Virtual Channel Identifier): Identifies the virtual channel endpoints in an ATM network. The valid range is
from 32 to 4095 (1 to 31 is reserved for well-known protocols).

ATM Service Type:  Currently, the ADSL Router supports the UBR (Unspecified Bit Rate) service type.
PCR (Peak Cell Rate): Specify the PCR cells per second.

Encapsulation Type: There are two types for your choosing, VC MUX or LLC/SNAP. Select the encapsulation
based on the setting of the ISP. Consult your ISP for this information.

Local WAN IP Address: On Router mode, selecting None means you have public LAN IP address setting. If you
select Specify an IP address, you can specify a WAN IP provided by ISP for your router. If
Server assigned IP address is selected, the router will get a dynamic WAN IP address
whenever it connects to the remote server or ISP.

Note: If a fixed WAN IP is entered, note that this IP address and the subnet mask could not be
the same with the public LAN interface.

Enable NAT on this interface: If your LAN interface is set on primary LAN you should check the box of the Enable
Network Address Translation. NAT translates a private IP within one network to a public IP
address.

User Name/Password: The user name and password used to access the remote server or ISP.

Dial On Demand: If checked, under disconnected status, if any client PC sends out request for connection, the
ADSL Router will dial the ISP automatically. In this case, if the system administrator wants
to disconnect the PPP session, just click the Disconnect button at Quick Start page.

Always On: Enabling this feature will send echo request to ISP. This prevents the connection from being
hung up by ISP.
The parameters for PPPoE configuration are generally the same as those of PPPoA. The
additional parameters are:

Service Name: Enter the name of your PPPoE service here.

Service Server: Enter the name of your PPPoE service server here.
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Note: When you initially add an PVC for the PPP connection and connect to ISP, a default
routing of 0.0.0.0 is added automatically to the IP Static Routing. If you set up more than one
PVC profiles and the first PVC is deleted, then you have to manually add the default routing.

IP Route

[ IP Route ]
Static Route Dynamic Routing
Static Route

=LAl c rolRas cLrmanthy created
Diestination Hmnuu|ammihnmu- Delete

.00 0.00.0 pep-0 Diedepe

Creste a new rowle |

Static Route

This page shows all static route status and allows you to add new static IP route or delete IP route. A Static IP
Routing is a manually defined path, which determines the data transmitting route. If your local network is composed
of multiple subnets, you may want to specify a routing path to the routing table.

You can click Create a new route to add new route.

Static Route - Create New Route

Cwstinglion Address | oy defauif roufe: 000 0 or fegvs hiank

Metmas) | {iov defaull roufe: 0000 oy fagvs hiark)

Foreard packets to. & Gatavaay Addrass |

T Intetace |||._-..| !I
vl |

Destination Address: The destination IP address of the network where data packets are to be sent.
Netmask: The subnet mask of the destination IP address.

Forward packets to: If you want add a rout on LAN side, you should choose the Gateway Address. Enter the
router address and then click Apply. If you want add a rout on WAN side, you should choose
the Interface. Select ATM PVC interface and then click Apply.

Dynamic Routing
Routing Information Protocol (RIP) is utilized as a means of exchanging routing information between routers. It
helps the routers to determine optimal routes. This page allows you to enable/disable this function.
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Dynamic Routing

Racens Mode is currently configured 1o 'RIF disablad
Transmit Bode is currentty configured to 'RIF disabled

RIP is only applied on LAN Primary iP Interface currently.

Hlagsa antar datails for HIF connguration

Rocene Mode: |RIP dsabled -

Transrmit Mada |L'J.l' chisabded j

Apply

By default, RIP is disabled with Disabled selected. You are allowed to enable RIP over the primary LAN interface.
Upon each interface, you can customize the RIP on Receive Mode and Transmit Mode respectively.

Receive Mode: It incorporates the RIP information when receiving the RIP packets. From the drop-down list
select which RIP version should be accepted, RIP disable, RIPv1, RIPv2 and both.

Transmit Mode: It broadcasts the routing table. From the drop-down list select which RIP version should be
broadcasted, RIP disable, RIPv1, RIPv2 and both.

DNS

DNS Relay

On this page you can choose to disable or enable DNS Relay function. If your DNS is disabled and you choose to
enable DNS relay, after selecting the Enabled option, please click Configure and then specify up to three DNS IP
addresses in the DNS server 1-3 IP address fields. Then click Apply to enable the DNS relay function.

[ DNS ]

Relay Sarver
DNS Relay

Ewﬁ'ﬂ:‘l:|

While the ADSL supports DNS Relay, it is regarded as a DNS server that is responsible for forwarding the name
address inquiry for the host. On the Router mode, the manager must type in the DNS server address of the ISP
manually. For example, if you are the first time to log in DNS Relay page, when you choose Enabled and enter this
page by clicking Configure, the page will show DNS server 1-3 IP address fields. Enter the addresses and click
Apply.

Yet, on MER, PPPoA or PPPoE mode, ADSL will get the DNS server address automatically from ISP. The manager
does not need to type in the DNS server address. Simply click Enabled item On DNS Relay settings and leave the
address entry lines blank. Finally, click Apply. DNS Relay will be invoked.
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DNS Relay
The DS Relay is currently disabled

“lease enter details for DMS Relay configuration

OMZ Server 1 IF address |

Nz Server 2 IF address |

DMS Sarver 3 IP addrass

_only |

If you have been setting before, the page will show all the DNS Relay status. To disable DNS relay, just select the
Disabled option then click Configure. To modify setting select enable and click Configure again.

DNS Relay

The DMNS Relay is currently enabled. Relaying to:
1689511 (mamual mput)

DNS Server
The DNS server address will be passed to the DHCP clients along with the IP address and the DHCP clients use the

DNS to map a domain name to its corresponding IP address and vice versa.

[DNS]
Relay Server
DMS Server
The DS Sarder 9 curmently enabled and e damesin rams 5 Tam
ase makit the DN Sarver 1o be
= Dizabled
& Ensbler

iy |

Cregte a new DN hostname entvy manually Refrash

The DS hestnama bable cantaring al currmet DRS chanis o

Select Enabled or Disabled to enable/disable the DNS server and then click Configure.
The DNS hostname table shows all the current DNS clients, whether created by DHCP client
or manually created. If it created by manual client, you can delete the hostname entry on the

table.
If you want to change the domain name, please select Enabled and click Configure. Then

fill in Domain Name and click Apply.

DNS Server:

Create New DNS Hostname Entry: To add new hostname entry, please click Create a new DNS hostname entry
manually button. Then fill in the Hostname and IP address and click Apply.
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DNS Server - Create New Hostname Entry

Filease enter details for the hosiname of news DS client

Hosinama |

F Addrass |

ety |

Delete Hostname Entry: To delete the hostname entry, select the required one from the DNS hostname table. After

confirming the data, click Delete.

The DS hostname tabke containing all cumet DNS clients created
Host Mame | P Address | Creator | Delete

2 | Masmal [ialate

SAVEI] 192 168, 1

Note:

1. When DNS Relay is disabled, the DNS server function is invalid.
2. If DNS IP is left as 0.0.0.0, then you should specify the DNS on each client PC.

Security
Firewall

This page is used to set the firewall for your system. Please choose one from the provided items and click Apply to

enable it.

[ Security ]
Firewall Intrusion Detection
Firewall
Thie firavaal funcsan 15 cumently di=apked
Flease saleel e fizvial 1o ks
o T [Fireval Cisablkad]

| [

Medum

st g

C Al TraS Kicknd i ki
fcesd [Iear Tl | 1} Miss il

[ Apply

Make: Tia [ghis of oedauk poiGIes for vanous sscunly fevals

Click on The table of default policies for various security levels to see the traffic blocked status for each setting.
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28 Firewall Folicies - Microsoft Internet Exploer o ] |
The deault policies for various security levels are applied as below] |
Dther application services which are not listed here are blocked o
the firewall 1z enabled.

Security Level Low |Medium| High
Service Port In |Out| In |Out | In |Out
HTTPRitep) E0 Mo |Ves | Mo [Yes Mol Ves
DR S{udp) 53 Mo | ¥es | Mo | Ves |Ho| Ves
FTPtep) 21 Mo |Ves | Mo [Yes |Fo|Ves
Telnettep) 23 Mo | ¥es | Mo | Ves |Ho| Ves

[ICWIF 1] Tes|Ves |Ves [ Ves [Ho| Ves

HTTP-55L{tep) 443 Mo | ¥es | Mo | Ves |Ho| Ves
Mews-nutpitep 119 Ho [¥es Mo |Yes |Hao| Ho
SNITPRitep) 25 Mo | ¥es | Mo | Ves |Ho| Mo
POPSitep) 110 Mo |Ves | Mo [Yes [Ho| Ho
Fealudin/Videol top) 554 Mo | ¥es | Mo | Mo |Ho| Mo
RealfudiofWideo(tep)  [7070-7071 | Hao | Yes | Ho | Ho [Ho| Ha
Realdudin/Videofudpy  |&770-7170|¥es| Ho | Mo | Ho (Ho| Mo
IS Dledia Player(tephudpy | 1755 (Mo |¥es | Mo | Ho |Mo| Ho
HE23(tep) 1720 |Mo |¥es [Ho | Fo |Mo| FHa
T.1200tep) 1503 [Mo | Ves Mo | Mo |Mao| Mo
MEH Mlessengeritop) 1863 |Ho|Ves Mo | Mo (Ho| Mo
IS0 tep) 3190 (Mo | Ves | Mo | Mo |Mao| Mo
1200 Chatltep) 7152 |Mo|¥es [ Mo | Ho |Mo| Fa
(Yes: allow, No: block) T
' ool

The higher the security level is, the more traffic blocked for the service is.

When the firewall is disabled, it will be OK for accessing in/out Internet, and the router will support PPTP packet and
IP Sec Packet for passing through. Yet, when the firewall is enabled with choosing Low, Medium or High, your
system will follow the rule listed on the table of default policies for managing the access in/out Internet to forward
packet. If you found some software cannot work properly while enabling firewall, but can work while disabling
firewall, you have to select Advance (User define) to configure the policies manually by setting mapping protocol
(TCP, UDP) and port number. And set the Direction in Bound as Allow or Block, out Bound as Allow.

To have a user define firewall setting, please select Advanced (User Define) firewall and click Apply. A button
named Create a new filtering rule will appear. Click on the Create a new filtering rule button.
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Source:
Destination:
Port Range:

Direction:

[ Security ]
~ Fwewal  inwusionDetection

Firewall - Create a New Filtering Rule

Pieaze entar detalis or the fhanng rue

Protocol Type: [T i s

Source

P hddess [20367.2351 Subnot Mask prszsiasio
Destination

F Address [F1 222 70,241 Subnet Mask [RSzssesisn
Port Rangs

Start TTas = ITes

Directan

nBowd  [Block B oubene [

Type in the source IP address and subnet mask.
Type in the destination IP address and subnet mask.
Enter the start and end point number.

The way of the data transmission. In Bound means the data is transferred from outside onto your
computer. Out Bound means the data is transferred from your computer onto outside through
Internet. Block stops the data transmission, Allow lets the data pass through.

After configuring the settings, please click Apply and the new one you created will be shown on the table.

[ Security ]
 Frewal  IniusionDetection

& dovancad [Lizer Diafinah Fieasa chark e arual server comigurasion ©

Mote: The iabis of cdelanT poleres for vanmes secnly Enals

AT Y1) 255 2552950 | 61 222 70240 | 235 M4 295 2aE| 1721 | 1723 Bleck | Adewr | Medify

ToF
TCHE gEno aeno nDooa dooa 150F | 1523 El.l-dt‘.ﬁ.'liu' MizkDy | Deslers
TCE aeni T TTL] Ao 1730 [ 1730 Bleck | Allvwr | MockEy | Delesn
ICMF Odenn aEnn nnog nLooo KA | WA MIM.IW Wiadhby | Delebe
UTp dEnG agnn pogad doaa §755 | 1755 ) Bleck | Allawe | Wadify | Dulets
TR aEnn asnn nngg 000 1799 | 1755 | Bleck | Alwor s Madiby | Dwlebs
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Intrusion Detection

This page displays the rules for intrusion detection. The purpose of intrusion detection is to detect any attacks that
penetrate and destroy the firewall & standard detection systems. In addition, it is used to proactively prevent attacks
without human intervention before any damage can occur.

[ Security ]

Fireviall Inirusion Detecton
Intrusion Detection

Belodify Flales |

= Nikes o Finson delRcanT adiad
s Blacking fase
Upe Wiatim Pretsctisn I '
D0E Smack Block Duraten
Bcan Brtack Block Durass
|wicmm Fratesnan Biocs Duratien
F‘“'“Tﬂﬂﬂﬂﬂ'f‘!&!ﬂ_wf n_|

Wizl Ping Counk
| Wacairesam ICWP Count

DOS Attack Block Duration: It defines the duration that the suspicious host will be blocked once DOS activity is
detected. The unit is defined in second.

Scan Attack Block Duration: It defines the duration that the suspicious host will be blocked once Scan activity is
detected. The unit is defined in second.

Victim Protection Block Duration: This is to protect victims from spoofing style attacks -- a destination blocking
entry is added to black list. It specifies the default duration we are going to keep it in
the list to avoid the continuous attack against this victim. The unit is defined in
second.

Maximum TCP Open Handshaking Count: The maximum number of unfinished TCP handshaking session will
trigger IDS for SYN flood per second.

Maximum Ping Count: The maximum number of PINGs per second will trigger IDS for echo storm.

Maximum ICMP Count: The maximum number of ICMP packets other than ICMP echo (PING) per second
will trigger IDS for ICMP flood.

You can select Disable and click Apply to disabled intrusion detection. Select Enabled to invoke this function. In

addition, click Modify Rules to enter or modify details for the rules if necessary. After finishing the modification,
click Apply.
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Intrusion Detection - Modify Rules

Flaass enter details for the nies
Llsa Blackdi=t

l=a YWictim Protection

D25 Attack Bloclk Duration

=can Atack Black Duration

] |.5[|[-
Mazimurm TCP Opan Handshaking Court |1“”

Wicom Protection Block Duraton

Masimum Ping Count

Mlasirmurm S Count

Apply

Virtual Server

This page shows all virtual server rules configured in your ADSL Router.

|1nn

The Router implements NAT to let your entire local network appear as a single machine to the Internet. The typical
situation is that you have local servers for different services and you want to make them publicly accessible. With
NAT applied, it will translate the internal IP addresses of these servers to a single IP address that is unique on the
Internet. NAT function not only eliminates the need for multiple public IP addresses but also provides a measure of
security for your LAN.

When the router receives an incoming IP packet requesting for access to your local server, the router will recognize
the service type according to the port number in this packet (e.g., port 80 indicates HTTP service and port 21

indicates FTP service). By specifying the port number, you tell the router which service should be forwarded to the
local IP address you specify.

After you setting the virtual server you should modify the filter rule whichever port and service you set on virtual
server. Because the firewall has protect the route by filter rule so that you should update the filter rule after you set up

virtual server.

Protocol:

TCP/IP Port:

PN
a ﬁ 7 WalcE
S S 1
Ciip B L u_I_H:
AT
J

SRR G
'ﬁ Firiil

Telliet 13
B [ ]
| |- f

AT-R
fil i
eaaT] =
Thu
FPRpE -1_'“1‘|‘I
e g
ATL-R
“FIP
Tebpri3is

Select a protocol type used by the service that will be forwarded.

The Router supports port mapping function that translates a standard port number to a non-
standard number. Incoming data packets sent to a specific IP port can be mapped to the port
you specify. The most often used port numbers include:

21 (FTP), 80 (HTTP), 23 (Telnet) and 25(SMTP)
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IP Address: Specify the internal IP address to which the packets are forwarded.

[ Virtual Server ]

WiMuE Sereans cumeniiy Coiated
External Facket  Imternal Host
PVC Mams | Pratocel | Part |IP Address |Part| Madify Delste

I_ Create & new serven _] | Setup DME Host

In the virtual server list table, you may select required entry to modify or delete it by clicking Modify or Delete. In
order to add new virtual server service entry, click Create a new server button.

[ Virtual Server] - Create a New Server

Please enter details for new virtual server:
ATM PVC Name: |PPP-0  «f

External Packet

Protocol: TCP =

TCP/IP Port: ~ User Define as [0 |[|T|'FI1: 1, max: 55534}
& Pre-defined: |80 (HTTP) -

Internal Host
IP Address: 10.3.1.244

TCP/IP Port: 2080 (min: 1, max; 65534)

Then follow the steps below:

1. Select the ATM PVC interface.
2. Select the protocol type from the drop-down list.
3. Select a service in TCP /IP Port field and enter the port number you want to use.

4.  Enter the IP address of the internal server in the IP Address filed and enter the TCP/IP port information in the
TCP/IP Port field.

5. Click Apply to commit the setting.

Setting Up DMZ Host

Direct Mapping Zone (DMZ) uses a technology that makes Router forwarding all incoming packet to internal
specific server. To setup DMZ host for your router, please click Setup DMZ Host button.
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[ Virtual Server ] - Setup DMZ Host

Please enter details for DMZ host:

ATM PVC Name: EPPP'U v

Protocol: Any
IP Address: 110.3.1.244]
Apply

Then follow the steps below:
1. Select the ATM PVC interface.
2. Enter the IP address of the internal server in the IP Address filed.

3. Click Apply to commit the setting.

UPNP (Optional)

Universal plug and play (UPnP) is an architecture for pervasive peer to peer network connectivity of intelligent
appliances and PCs of all form factors. It is designed to bring easy-to-use, flexible, standards-based connectivity to
ad-hoc or unmanaged networks whether in the home, in a small business, public spaces, or attached to the Internet.

To enable UPnP function, just check the Enable UPnP Function box and then click Apply to activate the function.

[UPRP]

IFnE W=D | Inberned Galavany Desacad tunchon 15 cumently disakied
™ Enable L0 10 Funebon
Awly |
Miote:
0 acktrvaie new sethng wou must save conhguraton and ten restan Wour rouber

Only Windows XP supports UPnP function. Before checking this function for proper using, you have to install UPnP
component to your computer first. Otherwise, the function will not take effect even click on “Enable UPnP IGD
Function.

Please follow the steps below for installing UPnP components.
1. Click on the Start menu, point to Settings and click on Control Panel.

2. Seclect Add or Remove Programs > Add/Remove Windows Components to open Windows Components
Wizard dialog box.
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Windews Components Wizsrd

wirdnme [.nmponaniz =i
o can sk o rereres componans of 'Windossr 5 ‘1‘

Ta add or e & componant, cick tha chedibree & chaded brec ressro Hsl anlp
it ol P ool el L wntaled e aoe wid s erchetnd rg g deh
Dgiad

Comporsnt:
o e Duseg QOHE -
o ¥ A5 H Foplane 135 HE
=:] Ot Hstraork. F i srd Prink S srvcen i e
w T Iratsw Ao Cesiuses mnHE_*
Digscipion Conban & waisiy of ipscakosd, retarlaslsosd sereces s proimook.
Totdl dok. tpace impand 32 HE | ———
elmd
Fnsce svadshls. on itk 10 2 W _ooss |

| cfeok | Mmar | | Conca |

3. Select Network Services and click Details. Click the Universal Plug and Play check box.

To Sdd of serecve & componerl, chol the chich bos. & shaded bow mesns sl onl pait
of Tree cormporend vl be ratalied. To pee what's nchaded i 8 componend, ciick, [ahsls

Subcomponants of Helvarkang Seraces.

| o3 Simple TOPAP Services
o AUM:HF'LIJ arel Pl

0OMB
02 MEe

Dstenipliory  Lestens Nof ionide il oand by i Bl use e Routig | nlsisalon
Protoccd vwersor 1 [FIP1]

Total disk mpace regand 0.2 ME
Space avalabls on dk T2 EMB

4. Click Ok. The system will install UPnP components automatically.

5. After finishing the installation, go to My Network Places. You will find an icon (ex: RTA220U IGD) for UPnP
function.

b . by Metwork Places

TR &
e k) Tj'kanzh-l'-ﬁ:hs-r

Agdrers el My Matwork Placas » B

A Lol Mekwiek
Sctmork Tasks

J i 5 restveeCa b plaos ﬂ ATASN0 WD
Wisa rabsork
ﬁ comraction

Spt up i horw o anal T —
g DdTiC e Pk The

gy Wies paorkigron
LT

Difleer Places

3 Deskinp
iw;.m-
L) ¥ Doouments

S| ap— |

6. Double click the icon, the ADSL router will open another web page with port (280) for UPnP function. The IE
address will be changed as shown as the following graphic.
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7.

3 Wireless ADSL Router Control Panel - Microsoft Internet Explorer

Ble Edt iew Favorites

) Back -

Address

X 2

8] Hitpef/192.168.1.1:280 indes. bl

Tools  Help

¢ ;_i /: ) Search

Now, the NAT traversal function will be provided. The ADSL router will create virtual server automatically for
mapping while the router detecting the computer running some Internet applications.

Virtlal Servers currently created:

External Packet Internal Host
P¥C Name | Protocol Port IP Address | Port | Modify | Delete
ppp-0 UDP 14650 (Uzer Define) | 192,165 1.2 | 14650 | Modifyy | Delete
ppp-0 TCF 15530 (Uger Define) | 192 168.1.2 | 15530 | Modify | Delete
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If the suggested solutions in this section do not resolve your issue, contact your system administrator or Internet
service provider.

Problems with LAN

PCs on the LAN can not get IP addresses from the ADSL Router.
The chances are that the interface used as DHCP server is modified and the client PCs do not renew IP addresses.

If your DHCP server is enabled on Private IP Address previously and you modify the interface to Public IP Address,
the client PCs should renew IP addresses.

The PC on the LAN cannot access the Web page of the ADSL Router.
Check that your PC is on the same subnet with the ADSL Router.

The virtual server can’t be access after setting virtual server.

Check the filter rule of the port that virtual server service setting for example, the virtual server service set FTP 21
you need update the filter rule of the ftp 21 Direction setting: Choose filter the packets that incoming action (In
Bound) are Allow on the interface.

Problems with WAN

You cannot access the Internet.

B [fyour ADSL Router is set to routing mode and you use private IP addresses on the LAN, go to WAN
Configuration > ATM PVC > Setup the ATM PVC Interface page. Make sure that Enable network address
Translation (NAT) is checked.

B Check the IP settings:
Go to LAN Configuration > I[P Address page, ensure you specify IP address on Public IP Address field.

Or go to WAN Configuration > ATM PVC > Setup the ATM PVC Interface page, ensure you specify IP address
on Specified Local WAN IP address field

B Check the physical connection between the ADSL Router and the LAN.

If the LAN LED on the front panel is off or keeps blinking, there may be problem on the cable connecting to the
ADSL Router.

At the DOS prompt, ping the IP address of the ADSL Router, e.g, ping 192.168.1.1. If the following response
occurs:

Relay from 192.168.1.1 bytes=32 time=100ms TTL=253
Then the connection between the ADSL Router and the network is OK.
If you get a failed ping with the response of:
Request time out
Then the connection is fail. Check the cable between the ADSL Router and the network.
B Check the DNS setting of the ADSL Router.

At the DOS prompt, ping the IP address of the DNS provided by your ISP. For example, if your DNS IP is
168.95.1.1, then ping 168.95.1.1. If the following response occurs:

Relay from 168.95.1.1 bytes=32 time=100ms TTL=253

Then the connection to the DNS is OK.
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If you get a failed ping with the response of:

Request time out

Then the DNS is not reachable. Check your DNS setting on the ADSL Router.

Problems with Upgrading

The following lists the error messages that you may see during upgrading and the action to take.
B Error: All the ADSL LEDs light up and cannot light off as usual.

Possible cause: When users execute firmware upgrade and save settings to the router, the power for the router is
lost for some unknown reasons, the normal web page for the router might be damaged.(see the graphic below)
After power on your router, the LEDs might not work normally.

'm [ Upgrade Firmware ]

WASEING: DD MOT twimm off your roubar duriesg Mrmessane upgrades

el
'|.|'r|:-|_! !

Moile:

Action: Use the browser to connect to the router for executing image upgrade.
B Error Message: invalid checksum
Possible cause: The firmware file to be used is damaged or the file format is wrong.

Action: Make sure that your firmware file format is valid or get a new firmware file.

B Error Message: invalid hardcode
Possible cause: The firmware file is not compatible with the model of your ADSL Router.

Action: Download a compatible firmware from the web.

B Error Message: unknown flags type
Possible cause: The firmware version is not compatible.

Action: Download a compatible firmware from the web.

B Error Message: internal isfs error / internal flashfs error
Possible cause: System error occurs. It may be caused by the lack of memory.

Action: Reboot your ADSL Router and perform the upgrade task again.

B Error Message: invalid file format
Possible cause: The firmware file format is invalid.

Action: Check the file format is correct, otherwise download a firmware file with correct format.

B Error Message: get an error message
Possible cause: The TFTP server responses with error message.

Action: Make sure the file name you enter is correct. Otherwise the TFTP server may response with the error
message “File not found”.
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Error Message: transfer time out
Possible cause: The transfer session is interrupted.

Action:

a. Make sure the TFTP server is on the same subnet with the ADSL Router.

b. Make sure you the IP address of the TFTP server you specify is correct and that your TFTP server is started.
c. If error still occurs, reboot your ADSL Router and perform the upgrade task again.

Error Message: firmware update in process
Possible cause: The upgrade is already in process.

Action: Do not turn off your ADSL Router otherwise you will cause damage to the device.

Error Message: no remote server IP
Possible cause: The IP address of the TFTP server is not specified.
Action: Specify the IP address of the TFTP server is not specified.

Error Message: can’t allocate update buffer
Possible cause: It may be caused by the lack of memory.

Action: Reboot your ADSL Router and perform the upgrade task again.
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ARP (Address Resolution Protocol )

ARP is a TCP/IP protocol for mapping an IP address to a physical machine address that is
recognized in the local network, such as an Ethernet address.

A host wishing to obtain a physical address broadcasts an ARP request onto the TCP/IP network.
The host on the network that has the IP address in the request then replies with its physical
hardware address.

Inverse ARP (In-ARP), on the other hand, is used by a host to discover its IP address. In this
case, the host broadcasts its physical address and a RARP server replies with the host's IP
address.

DHCP (Dynamic Host Configuration Protocol)

When operates as a DHCP server, the ADSL Router assign IP addresses to the client PCs on the
LAN. The client PCs “leases” these Private IP addresses for a user-defined amount of time. After
the lease time expires, the private IP address is made available for assigning to other network
devices.

The DHCP IP address can be a single, fixed public IP address, an ISP assigned public IP address,
or a private IP address.

If you enable DHCP server on a private IP address, a public IP address will have to be assigned
to the NAT IP address, and NAT has to be enabled so that the DHCP IP address can be
translated into a public IP address. By this, the client PCs are able to access the Internet.

LAN (Local Area Network) & WAN (Wide Area Network)

A LAN is a computer network limited to the immediate area, usually the same building or floor
of a building. A WAN, on the other hand, is an outside connection to another network or the
Internet.

The Ethernet side of the ADSL Router is called the LAN port. It is a twisted-pair Ethernet
10Base-T interface. A hub can be connected to the LAN port. More than one computers, such as
server or printer, can be connected through this hub to the ADSL Router and composes a LAN.

The DSL port of the ADSL Router composes the WAN interface, which supports PPP or RFC 1483
connecting to another remote DSL device.

NAT (Network Address Translation) IP Address

NAT is an Internet standard that translates a private IP within one network to a public IP
address, either a static or dynamic one. NAT provides a type of firewall by hiding internal IP
addresses. It also enables a company to use more internal IP addresses.

If the IP addresses given by your ISP are not enough for each PC on the LAN and the ADSL
Router, you need to use NAT. With NAT, you make up a private IP network for the LAN and
assign an IP address from that network to each PC. One of some public addresses is configured
and mapped to a private workstation address when accesses are made through the gateway to
a public network.

For example, the ADSL Router is assigned with the public IP address of 168.111.2.1. With NAT
enabled, it creates a Virtual LAN. Each PC on the Virtual LAN is assigned with a private IP
address with default value of 192.168.1.2 to 192.168.2.254. These PCs are not accessible by
the outside world but they can communicate with the outside world through the public IP
168.111.2.1.
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Private IP Address

Private IP addresses are also LAN IP addresses, but are considered “illegal” IP addresses to the
Internet. They are private to an enterprise while still permitting full network layer connectivity
between all hosts inside an enterprise as well as all public hosts of different enterprises.

The ADSL Router uses private IP addresses by assigning them to the LAN that cannot be
directly accessed by the Internet or remote server. To access the Internet, private network
should have an agent to translate the private IP address to public IP address.

Public IP Address

Public IP addresses are LAN IP addresses that can be considered “legal” for the Internet,
because they can be recognized and accessed by any device on the other side of the DSL
connection. In most cases they are allocated by your ISP.

If you are given a range of fixed IP addresses, then one can be assigned to the router and the
others to network devices on the LAN, such as computer workstations, ftp servers, and web
servers.

PVC (Permanent Virtual Circuit)

A PVC is a logical point-to-point circuit between customer sites. PVCs are low-delay circuits
because routing decisions do not need to be made along the way. Permanent means that the
circuit is preprogrammed by the carrier as a path through the network. It does not need to be
set up or torn down for each session.

RIP (Routing Information Protocol)

RIP is a routing protocol that uses the distance-vector routing algorithms to calculate least-
hops routes to a destination. It is used on the Internet and is common in the NetWare
environment. It exchanges routing information with other routers. It includes V1, V2 and
V1&V2, which controls the sending and receiving of RIP packets over Ethernet.

UDP (User Datagram Protocol)

UDP is a connectionless transport service that dispenses with the reliability services provided
by TCP. UDP gives applications a direct interface with IP and the ability to address a particular
application process running on a host via a port nhumber without setting up a connection
session.

Virtual Server

You can designate virtual servers, e.g., a FTP, web, telnet or mail server, on your local network
and make them accessible to the outside world. A virtual server means that it is not a dedicated
server -- that is, the entire computer is not dedicated to running on the public network but in
the private network.

VPI (Virtual Path Identifier) & VCI (Virtual Channel Identifier)

A VPI is a 8-bit field while VCI is a 16-bit field in the ATM cell header. A VPI identifies a link
formed by a virtual path and a V(I identifies a channel within a virtual path. In this way, the
cells belonging to the same connection can be distinguished. A unique and separate VPI/VCI
identifier is assigned in advance to indicate which type of cell is following, unassigned cells,
physical layer OAM cells, metasignalling channel or a generic broadcast signaling channel. Your
ISP should supply you with the values.
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Software

ADSL Compliance
For Annex A ADSL Router

ANSI T1.413 Issue 2

ITU G.992.1 Annex A (G.dmt)
ITU G.992.2 Annex A (G.lite)
ITU G.994.1 (G.hs)

For Annex B ADSL Router

ITU G.992.1 Annex B (G.dmt)
ITU G.994.1 (G.hs))

ATM Features

Compliant to ATM Forum UNI 3.1 / 4.0 Permanent Virtual Circuits (PVCs)

Support up to 8 AALS Virtual Circuit Channels (VCCs) for UBR, CBR, VBR-rt, and VBR-nrt with traffic
shaping

TR-037 Auto PVC (auto-provisioning)

RFC1483 (RFC2684) LLC Encapsulation and VC Multiplexing over AALS

RFC2364 Point-to-Point Protocol (PPP) over AALS

RFC2225 Classical IP and ARP over ATM

RFC2516 PPP over Ethernet: support Relay (Transparent Forwarding) and Client functions
OAM F4/F5 End-to-End/Segment Loopback Cells

Bridging Features

Supports self-learning bridge specified in IEEE 802.1D Transparent Bridging
Supports up to 4000 learning MAC addresses
Transparent bridging among 10/100 Mb Ethernet and 802.11b LAN interfaces

Routing Features

UPnP IGD (Internet Gateway Device) with NAT traversal capability support

NAT (Network Address Translation) / PAT (Port Address Translation) let multiple users on the LAN to access
the internet for the cost of only one IP address and enjoy various multimedia applications.

ALGs (Application Level Gateways): such as NetMeeting, FTP, Quick Time, mIRC, Real Player, CuSeeMe, etc.
Multiple Virtual Servers (e.g., Web, FTP, Mail servers) can be setup on user’s local network.

Static routes, RFC1058 RIPv1, RFC1723 RIPv2.

DNS Relay

ARP Proxy

Security Features

PAP (RFC1334), CHAP (RFC1994) for PPP session
Firewall support IP packets filtering based on IP address/Port number/Protocol type and TCP code field flags
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B Intrusion Detection provides protection from a number of attacks (such as SYN/FIN/RST Flood, Smurf],
WinNuke, Echo Scan, Xmas Tree Scan, etc)

B WEP (Wired Equivalent Privacy) encryption uses RC4 with 64/128 bit key length (for wireless ADSL router only)

Wireless LAN Features

B Fully compatible to IEEE 802.11b standard and allow operating range up to 300 meters (open space) and 100
meters (indoor).

B The Direct Sequence Spread Spectrum (DSSS) technology is exploited.
B Seamless roaming within the 802.11 and 802.11b wireless LAN infrastructure

B [ ow power consumption via efficient power management

Configuration and Management

B User-friendly embedded web configuration interface with password protection
B Remote management accesses control
B Telnet session for local or remote management
B HTTP firmware upgrades via web browser GUI directly
B Distribute IP addresses to end users via DHCP server provided by ADSL router
B SNMPv1/v2c agent with MIB-II, PPP MIB, ADSL Line MIB
Hardware
Interface
One RJ-11 port for ADSL connection
B Four RJ-45 port for IEEE 802.3 10/100 Base-T auto-sensing Ethernet connection
B One USB port compliant to USB v1.1 for 12 Mbps connection rate
B One hidden reset button for restoring to factory default settings

Regulatory Approvals and Compliance
B EMI/Immunity: FCC part 15 and part 68 Class B

B Safety: UL, CE

Power Requirement and Operation Environment Requirement

Power Adaptor: Input 110£10 or 230+£10 VAC; Output 12 VDC, 1A
B Power Consumption: less than 10 Walt
B Ambient Temperature: 0 to 45°C (32 to 113°F)
B Relative Humidity: 20% to 90% (non-condensing)
Physical
B  Dimensions: 159mm(L) x 122mm(W) x 41.5mm(H)
B Weight: 282g
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