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Safety

FCC WARNING

This equipment may generate or use radio frequency energy. Changes or modifications to this
equipment may cause harmful interference unless the modifications are expressly approved in the
instruction manual. The user could lose the authority to operate this equipment if an unauthorized
change or modification is made.

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

1) Reorient or relocate the receiving antenna.
2) Increase the separation between the equipment and receiver.

3) Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

4) Consult the dealer or an experienced radio/TV technician for help.

CE Declaration of conformity

This equipment complies with the requirements relating to electromagnetic compatibility, EN 55022
class B for ITE, the essential protection requirement of Council Directive 89/336/EEC on the
approximation of the laws of the Member States relating to electromagnetic compatibility.

CE Marking Warning

Hereby, Digital Data Communications, declares that this product (Model-no. WBR-6800) is in
compliance with the essential requirements and other relevant provisions of Directive 1999/5/EC.

The CE-Declaration of Conformity can be downloaded at:
http://www.levelone.eu/support.php

FECEE



General Public License

This product incorporates open source code into the software and therefore falls under the guidelines
governed by the General Public License (GPL) agreement.

Adhering to the GPL requirements, the open source code and open source license for the source
code are available for free download at http://global.levell.com.

If you would like a copy of the GPL or other open source code in this software on a physical CD
medium, LevelOne (Digital Data Communications) offers to mail this CD to you upon request, for a
price of US$9.99 plus the cost of shipping.


http://global.level1.com/
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Default Settings

IP Address 192.168.0.1
Password password
Wireless Mode Enable
Wireless SSID WBR-6800
Wireless Security None




1. Introduction

Congratulations on your purchase of LevelOne WBR-6800 N Wireless 3G Router. This product is
specifically designed for Small Office and Home Office needs. It provides a complete SOHO solution
for Internet surfing, and is easy to configure and operate even for non-technical users.

Instructions for installing and configuring this product can be found in this manual. Before you install
and use this product, please read the manual carefully for fully exploiting the functions of this product.

User Manual Overview

Introduction

Unpacking and Setup

Hardware Installation
Configuration

Technical Specifications

Describes the N Wireless 3G Router.

Helps user to get started with the basic installation of the N Wireless
3G Router.

Describes the LED indicators of the N Wireless 3G Router.
Describes the functionalities and its settings.

Lists the technical (general, physical and environmental)
specifications of the N Wireless 3G Router.



2. Unpacking and Setup

This chapter provides the package contents and setup information for the N Wireless 3G Router.

Features

Integrates with 1-Port Ethernet LAN: 10/100Mbps MDI-MDI-X Auto-Sensing

Provides 10/100Mbs RJ45 or 3G (USB) WAN interface for Broadband Internet Access
Auto-fallback Feature to Ensure Always-On Connectivity

Secured Wireless with WEP, WPA, WPA2-PSK or 802.1x RADIUS Encryption

Backwards compatible with IEEE 802.11g/b standards

Built-in Firewall and Quality of Service functions

Quick Setup or Web-Based Interface Configuration and Management

Features Built-In VPN Pass-Through, Universal Plug and Play and Advanced DDNS Services

Package Contents

Open the box of the N Wireless 3G Router and carefully unpack it. The box should contain the
following items:

WBR-6800 N Wireless 3G Router
Power Adapter

RJ45 Ethernet LAN Cable
Antenna

Desktop Stand

CD Manual / Utility

Quick Installation Guide

If any item is found missing or damaged, please contact your local reseller for replacement.




3. Hardware Installation

Front View

WBR-6800 N Wireless 3G Router

Status Indicators
3G Flashing Flashes when unit is ready
(No 3G Modem is attached)
On When unit is ready
(3G Modem is attached)
Off Power is Off
LAN Flashing Flashes when data is being transferred
On Indicates link is active
Off Indicates no active link
WAN Flashing Flashes when data is being transferred
On Indicates WAN link is active
Off Indicates no WAN link
WLAN Flashing Indicates Wireless is enabled
Off Indicates Wireless is disabled




Rear View

Antenna To connect the supplied antenna
WAN 10/100 RJ-45 Ethernet Port to connect to a modem or router
LAN 10/100 RJ-45 to connect to Ethernet network card or Hub/Switch
Reset To reset the WBR-6800 to factory default settings.

Press and hold the reset button for 5 seconds.

(All your customized settings will be lost)
Power Connect to the included Power Adapter
WPS WiFi Protected Setup Push Button

Press the button for 1 second to initiate WPS.




Hardware installation steps

Decide where to place your Wireless Router

You can place your Wireless Router on a desk or other flat surface. For optimal performance, place
your Wireless Router in the center of your office (or your home) in a location that is away from any
potential source of interference, such as a metal wall or microwave oven. This location must be close
to power and network connection.

Setup LAN connection

Wired LAN connection: Connectan Et hernet cable from yothe com
LAN port of the Wireless Router. Or plug a 3G USB Modem to WBR-6800

Wireless LAN connection: Locate the WBR-6800 at a proper position to gain the best transmit
performance.

Existing Connection

e

DSL/Cable Modem

3G/3.5G Modem

Power

®
L |

i,

To PCs

3. Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet
backbone.

4. Power on

Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the Status indicator will
be lighted ON for about 10 seconds, and then it will be flashed 3 times to indicate that the self-test
operation has finished. Finally, the Status indicator will be continuously flashing once per second
to indicate that this product is in normal operation.



4. Check Your Network Settings

1. Please make sure your PC can get IP address automatically so the WBR-6800 can communicate
with your PC during configuration.

1T Select fAContr ol Panel 0 > ANetwork Connection:

T Right click the ALocal Area Connectiono and ¢

1 Select the TCP/IP protocol for your network card.

1 Click on the Properties button. You should then see the following screen and make sure you
have selected AObtain I P address automaticall
mhdvancedi ernet Protoco P1IP) Propertie

Connect using: General | ;\h;n;tgcggﬂgjaht;n
BY Realek RTLBIEB/8111 PCIE Gigabi | [ Configue.. | | You can get IP sefings assigned automatically f your network supports

this capability. Otherwise, you need to ask your network administrator for

This connection uses the following items: the appropriate IP settings.

481 )05 Packet Scheduler A : ;
3 btain an IP addiess automatically
= AEGIS Protocol (IEEE 802 1x) +3.5.3.0 U hai 1P
I %~ Internet Protocol [TCPAP) I = © Use the following ﬁim
“ Bt
£ 2
Description

Transmission Control Protocol/Internet Protocol. The default 2 X

wide area network protocol that provides communication btan DNS server address automaticaly

across diverse interconnected networks. () Use the following DNS server addresses:

Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

Advanced...

[ ok || Ccancel

[ ok || cance |

2. Reboot computer to make sure you have received the IP address correctly.
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5. Configuration Wizard

Once properly configured, the WBR-6800 N Wireless 3G Router will obtain and assign IP address
information automatically. Configuration settings can be established through the Web-Based
Configuration Menu.

Open a web browser (Internet Explorer/Firefox/Safari) and type in the IP Address
http://192.168.0.1

Note:
If you have changed the default IP Address assigned to the WBR-6800, ensure you enter the
correct IP Address.

b

Ty pepassworddo (without quotes) in the Password bo:
Note: password is the default login password for the unit.

4

IE, httpefi192,168.0.1

-_USER's MAIN MENU > Status
W System Password |ooo.u..[ (defau: password)

. System Status [HELP]

Item I WAN Status I Sidenote

The user can setup step by step to finish the connection with Wizard.
If you are an advanced user, you can access the configurations directly in the Advanced Setup

11



Setup Wizard will guide you through a basic configuration procedure step by step. Press Next to

begin.

W Setup Wizard

[EXIT]

Setup Wizard will guide you through a basic configuration procedure step by step.

» Step 1. Setup Login Password.
» Step 2. Setup Time Zone.

» Step 3. WAN Setup.

» Step 4. Wireless Setup.

» Step 5. Summary.

» Step 6. Finish.

= Hack | [ Start > Password > Time > WAN > Wireless > Summary > Finish! ] Next = |

12



Once the user finishes those steps and the router screen displayed as below. It means that the
Internet connection is now established.

W Setup Wizard - Finish [EXIT]

Configuration is Completed.

Please click "Finish” to restart the device.

Or you can click "Configure Again” to setup the wizard again.

Configure Again I [ Start > Password > Time > WAN > Wireless > Summary > Finish! ] Finish l

13



6. Advanced Setup

To access the Advanced Setup, click on Advanced Setup at the top of the page.

MAIN MENU

Once in the Advanced Setup, you will be presented with the following menu.

“A_Status_ VY wizard a1 Advanced

14



Basic Setting

These are the basic settings of the unit. Click on the menu on the left to access the respective
settings page.

-l Status NY wizard T8 Advanced

. Pri S o _Basac Settl_ng
* DHCP Server
o Wireless * Primary Setup

- Configure LAN IP, and select WAN type.
* Change Password

* DHCP Server
- The settings include Host IP, Subnet Mask, Gateway, DNS, and WINS
configurations.

® Wireless
- Wireless settings allow you to configure the wireless configuration items.

* Change Password
- Allow you to change system password.

15



Primary Setup

This page lets you change the LAN (Local Area Network) settings on your WBR-6800 N 3G Wireless
Router and WAN (Wide Area Network) connection.

L ADMINISTRATOR's MAIN MENU <A Status NY wizard 21 Advanced

é BASIC SETTING \é}) FORWARDING RULES' @ SECURITY SETTING (@ ADVANCED SETTING ‘5-\;" TOOLBOX
i - | | ot

¥ Primaty Sohip . Primary Setup [Help]
Item Setting
* DHCP Server
SR » LAN IP Address [192.168.0.1
[ Enable checking wired-WAN alive
FCimgn dassward » 3G Failover
R — Internet host:|
» WAN Type Dynamic IP Address v
Static IP Address H=
» Host Name D P Add (optional)
PPP over Ethernet
» ISP registered MAC Address PPTP Clone |
L2TP
» Connection Control 3G =l
» NAT disable " Enable
Unce |
virtual Computers... |

1. LAN IP Address: The local IP address of this device. The computers on your network must
use the LAN IP address of your product as their Default Gateway. You can change it if

necessary.

2. WAN Type: WAN connection type of your ISP. You can scroll down the box to choose the
most suitable one from the following options:

16



This option is primary to enable this product to work properly. The setting items and the web
appearance depend on the WAN type. Choose correct WAN type before you start.

Static IP Address: ISP assigns you a static IP address.

Dynamic IP Address: Obtain an IP address from ISP automatically.

PPP over Ethernet: Some ISPs require the use of PPPOE to connect to their services.
PPTP: Some ISPs require the use of PPTP to connect to their services.

L2TP: Some ISPs require the use of L2TP to connect to their services

3G: The WAN type will be changed to 3G automatically, if the wired-WAN is defunct

Static IP Address

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP.

Dynamic IP Address

1.
2.

Host Name: Optional. Required by some ISPs, for example: @Home.

Renew IP Forever: This feature enables this product to renew your IP address automatically when
the lease time is expiring-- even when the system is idle.

PPP over Ethernet

1.

2.

»

© N oo

PPPoOE Account and Password: the account and password your ISP assigned to you. For security,
this field appears blank. If you don't want to change the password, leave it empty.

PPPoE Service Name: Optional. Input the service name if your ISP requires it. Otherwise, leave it
blank.

Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoOE session.
Set it to zero or enable Auto-reconnect to disable this feature.

Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most common MTU
value is 1492.

Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect (Always-on): The device will link with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the Staus-
page.

17



PPTP
First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address.

1. My IP Address and My Subnet Mask: The private IP address and subnet mask your ISP assigned
to you.

2. Server IP Address: The IP address of the PPTP server.

3. PPTP Account and Password: The account and password your ISP assigned to you. If you don't
want to change the password, keep it empty.

4. Connection ID: Optional. Input the connection ID if your ISP requires it.

5. Maximum Idle Time: The time of no activity to disconnect your PPTP session. Set it to zero or
enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will
connect to ISP automatically, after system is restarted or connection is dropped.

6. Connection Control: There are 3 modes to select:

7. Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.

8. Auto-Reconnect (Always-on): The device will link with ISP until the connection is established.

9. Manually: The device will not make the link until someone clicks the connect-button in the Status
page.

L2TP

First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address.
For example: Use Static

1.

2.
3.

My IP Address and My Subnet Mask: The private IP address and subnet mask your ISP assigned
to you.

Server IP Address: the IP address of the PPTP server.

PPTP Account and Password: the account and password your ISP assigned to you. If you don't
want to change the password, keep it empty.

Connection ID: optional. Input the connection ID if your ISP requires it.

Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or
enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will
connect to ISP automatically, after system is restarted or connection is dropped.

Connection Control: There are 3 modes to select:
1 Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.
1 Auto-Reconnect (Always-on): The device will link with ISP until the connection is established.

1 Manually: The device will not make the link until someone clicks the connect-button in the
Status-page.

18



3G

For 3G WAN Networking. The WAN Fields may not be necessary for your connection. The
information on this page will only be used when your service provide requires you to enter a User
Name and Password to Connect to 3G network. Please refer to your documentation or service
provider for additional information.

APN: Enter the APN for your PC card here.

Pin Code: Enter the Pin Code for your SIM card.

Dial-Number: This field should not be altered except when required by your service provider.
User Name: Enter the new User Name for your PC card here.

Password: Enter the new password for your PC card here.

Primary DNS: This feature allows you to assign a Primary DNS Server (Optional)
Secondary DNS: This feature allows you to assign a Secondary DNS Server (Optional)
Maximum Idle Time: The Connection will be broken when the idle time arrives

© NOoO OhrWNPRE
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Virtual Computers (Only for Static and dynamic IP address WAN type)

Used when WAN is set as DHCP or Static IP, the user can assign a global IP address to a LAN IP
Address.

4 Virtual Computers [Help]
ID Global IP Local IP Enable
1 [ [ r
2 [ [ r
3 [ [ r
4 [ [ r
5 [ [ r
save | Undo | Back |

Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one
mapping of multiple global IP address and local IP address.

1 Global IP: Enter the global IP address assigned by your ISP.
1 Local IP: Enter the local IP address of your LAN PC corresponding to the global IP address.
1 Enable: Check this item to enable the Virtual Computer feature.

20



DHCP Server

This page allows you to configure the DHCP server on the N Wireless 3G Router

.. DHCP Server [Help]
Item Setting
» DHCP Server " Disable * Enable
» IP Pool Starting Address IZ—
» IP Pool Ending Address l50—
» Lease Time l35400 Seconds
» Domain Name |
Save| Undol More== I Clients List... | Fixed Mapping...
For more settings click on More.
DHCP Server: To either Disable or Enable DHCP Server.
Lease Time: DHCP lease time to the DHCP client
IP Pool Starting/Ending Address: The pool of | PO0s that <can

Domain Name: To assign a Domain Name (optional)

Clients List: Check the DHCP client list.

Fixed Mapping: Take you to the Security > MAC Control page. (see page 35)

After you finish your selections click either Save to store your settings, or Undo to exit.

21
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Wireless Settings

< Wireless Setting [Help]
Item Setting

» Wireless Module & Enable  Disable

» Network ID(SSID) [WBR-6800

» SSID Broadcast & Enable  Disable

Channel IAuto v]
» Wireless Mode IB/GIN mixed vI

Security lNone L]

v

v

save | Undo | WDS Setting... |
WPS... Wireless Client List... |

Wireless - Enabled by default. Disabling this will turn off the wireless feature of this unit.

Network ID (SSID): Service Set Identifier (SSID) is the name designated for a specific wireless local
area network (WLAN). The SSID's factory default setting is WBR-6800. The SSID can be easily
changed to establish a new wireless network.

Note: SSID names may contain up to 32 ASCII characters.

SSID Broadcast: The WBR-6800 will broadcast beacons that contains SSID and other wireless
information so that Computers or other wireless devices can find the WBR-6800 when scanning for
wireless networks. Disable this function if you want to hide your wireless network.

Channel: The radio channel number. The permissible channels depend on the Regulatory Domain.
The default is AUTO which means the WBR-6800 will find the least used channel to avoid
interference.

Note:
Channel range depends on your regional regulations. Please see specifications for Channel details.

Wireless Client List: You can use this function to see the devices connected to the WBR-6800
through the wireless network.

22



Security: Security - You may select from three levels of encryption to secure your wireless network:

No Encryption, WEP, 802.1x RADIUS, WPA-PSK, WPA, WPA2-PSK (AES), WPA2 (AES), WPA-PSK
| WPA2-PSK and WPA / WPA2.

LevelOne recommends WPA2-PSK (AES) for simple and secure wireless encryption.

After configuring the wireless security settings on the WBR-6800, you will also need to configure the
same settings on your wireless adapter before you attempt a wireless connection.

Please note that not all adapters support all the available security functions.
No Encryption is the default (as shown in the screen above).

WEP:

WEP (Wired Equivalent Privacy). Enabling the security can protect your data while it is
transferred to the WBR-6800. Select the WEP Encryption (64bit or 128bit) and enter the WEP
key. Pl ease select one WEP key to be wused
BéF) digits.

. Wireless Setting [Help]
Item Setting

» Wireless Module ' Enable € Disable

» Network ID(SSID) |WBR-6800

» SSID Broadcast @ Enable  Disable

» Channel IAuto vl
» Wireless Mode IB!GIN mixed vl

» Security [wep ~|
& WEP Key 1 [HEX x|[1234567890
' WEP Key 2 [HEX x|[1234567890
' WEP Key 3 [HEX x|[1234567890
' WEP Key 4 [HEX x|[1234567890

Save Undol WDS Setting... |
WPS.. | Wireless ClientList.. |

23

an



802.1X

To use this security feature, you will need to have a RADIUS server on your network to
authenticate access. Please type in the details for your RADIUS server.

< Wireless Setting [Help]
Item Setting

» Wireless Module  Enable ¢ Disable

» Network ID(SSID) [wBR-6800

» SSID Broadcast ' Enable € Disable

Channel IAuto vl
Wireless Mode IBIGIN mixed vI

Security [802.1xand RADIUS ¥

v

v

v

» RADIUS Server IP |

» RADIUS port [1812

» RADIUS Shared Key |

save | Undo | WDS Setting.. |
wps.. | wireless ClientList.. |

RADIUS Server
IP Address, orthe RADIUSs er ver 6 snanteo mai n

RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent
with the key value in the RADIUS server.

24



WPA-PSK

This security is more secure compared to WEP. Select which type of encryption to use (either
TKIP or AES) and then enter the key in the Passphrase field. The field needs to be between 8
and 63 characters long and can be any combination of letters and numbers if ASCII setting is
used.

J Wireless Setting [Help]
Item Setting

» Wireless Module ' Enable € Disable

» Network ID(SSID) [WBR-6800

» SSID Broadcast (¢ Enable © Disable

» Channel |Auto vl
Wireless Mode IBIG!N mixed vI

Security [wPA-PSK ~|

v

v

» Preshare Key |1234567890

save | Undo | WDS Setting.. |
wps.. | wireless ClientList.. |

25



WPA/WPA2

Similar to 802.1X security but with TKIP or AES Encryption. You will need a RADIUS server for
authentication. Please enter the details of your RADIUS server.

< Wireless Setting [Help]
Item Setting

» Wireless Module @ Enable ¢ Disable

» Network ID(SSID) [wBR-6800

» SSID Broadcast ' Enable € Disable

» Channel IAuto vl
» Wireless Mode IB/G/N mixed vl

» Security [WPA/WPA2 ~|

» RADIUS Server IP |

» RADIUS port [1812

» RADIUS Shared Key |

save | Undo | WDS Setting.. |
wps.. | wireless ClientList.. |

RADIUS Server
T IPaddressorthe RADI US sernanmeds domai n
1 Port number of the RADIUS Server

1 Enter the RADIUS Shared Key
Key value shared by the RADIUS server and this router. This key value is consistent
with the key value in the RADIUS server.

26



WPA-PSK, WPA2-PSK, WPA / WPA2-PSK

This security is more secure compared to WEP. It will use either TKIP or AES for enhanced
security. Please enter the key in the Passphrase field. The field can be between 8 and 63
characters long and can be any combination of letters and numbers under ASCII format.

W Wireless Setting [Help]
Item Setting

» Wireless Module @ Enable " Disable

» Network ID(SSID) [WBR-6800

» SSID Broadcast @ Enable " Disable

» Channel IAuto vI
» Wireless Mode IBIG/N mixed 'I

» Security | WPA-PSK /1 WPA2-PSK ¥|

» Preshare Key [1234567890

Savel Undo | WDS Setup... I
WPS.. | wireless ClientList.. |

27



WPS (WiFi Protected Setup)

WPS feature is following the Wi-Fi Alliance WPS standard and it eases the set up of security-
enabled Wi-Fi networks in the home and small office environment.

It reduces the user steps required to configure a network and supports two methods that are
familiar to most consumers to configure a network and enable security.

Please ensure you have wireless security set up on the WBR-6800 before initializing WPS
functions.

Set PIN number of WBR-6800
Click the fAGener at anddhy oreate b hew PIN oumbeofor the WBRr6300.

Set your wireless adapter as Registrar and enter this PIN number to initiate the WPS function.

.J \Wi-Fi Protected Setup

Item Setting
» WPS @ Enable € Disable
» AP PIN [G1976380 | GenerateNewPIN |

» Config Mode |Enro|lee vl
» Config Status CONFIGURED Release |
» Config Method |F’IN Code "l

» WPS status Notin Use

Savel Tn'ggerl Cancel |

7 LevelOne WUA-0615 ==
E L @ & @8 o0 ¢
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WS AP List
. Rexcon
| 1o: 0004 weasso | 00-11-68-53-94-68 ' 2 Information
10: PMWER-6001 00-11-68-2430-C6 7 Qi Pin Code
s i X | osrazen
WS Profie List Config Mode
WER-6600 Q Iﬂﬂzsuu vl
‘ " ’
Connect
LBIN (@ wPs Associate IE Progress >> 0% _Rotate
FEC [l wPs Probe IE .....Disconoect
o BportProtie
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Enter PIN number of Wireless Adapter

It is also possible to use the PIN number you have set on the wireless adapter. Set the adapter
as Enrollee and enter the PIN you want.

TE LevelOne WUA-061S =
E w w # B © ¢ El
Profile Network  Advanced  Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
0: waR-et00 00-11.68-53-94.63 1 ©___ Informatios
10: PHWER-5001 00-11-68-28-30-C 4 b &) P Chas
[+ m I | [ orsressn  Renew
WPS Profie List = Config Mode
Enrolise -
Detail
‘ ) R ——
- B - WPS Aszociate IE Progress »» 0% 1S T T —
R S— | o Dcoanect
_____ Detete
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Push Button Method

Selectthe PishButt ono mode and click the ATriggero

« Wi-Fi Protected Setup

Item Setting

» WPS ' Enable € Disable

» AP PIN 01976380 Generate NewPIN |

» Config Mode |Enrollee vl
» Config Status CONFIGURED  Release |

» Config Method Push Button |

» WPS status STARTPROCESS

save | Trigger | Cancel |

An alternative is to press the WPS button at the back of the router until the WLAN light starts
flashing. This indicates that WPS is activated.

Then press and hold the WPS button on your wireless client for 1 second.
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If your device has no physical WPS push button, then you can push the software button in the
utility.

E w @ & @8 © ¢ KB
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
10 : 0x0004 WBR-3200 00-11-68-53-94-€8 1 s Information
10: PMWER-6001 00-1M-482430C6 7 F'v —_PinCade——
« 1l | » ‘W Raney
WFS Profiie List ; Config Node
WER-6600 e | |Registrar -
Detat
= = — o Connect
N [ wes Associate IE Progress »> 0% s Rotate
b @wsrmer s
__Export Profie
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WDS (Wireless Distribution System)

WDS operation as defined by the IEEE802.11 standard has been made available. Using WDS it is
possible to wirelessly connect Access Points, and in doing so extend a wired infrastructure to
locations where cabling is not possible or inefficient to implement.

For maximum compatibility, it is recommended that WDS be set up using only the same models, in
this case, WBR-6800. Also note that the standard only supports WEP encryption.

Select the AP Mode that most suites your desired application.

WDS - Bridge:
Create a WDS Bridge between multiple Access Points, and bridge to only wired connections.
In this mode, the WBR-6800 will not provide service to any wireless clients.

Click Save to save the settings and Undo to cancel

- WDS Setting [Help]

Item Setting

» Wireless Bridging " Enable  Disable

» Remote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

Remote AP MAC 4

» Encryption type |None 'l

Save] Undo | Backl

Change Password

This page allows you to change the WBR-6800 Web Configuration password. Please type in the old
password (factory default password is password) and then type in the new password.

., Change Password

item Setting

» Old Password

» New Password

» Reconfirm

| save | | Undo

If you change the password, make sure you use the new password next time you log into the web
configuration.

Click Save to save the settings and Undo to cancel.

32



Forwarding Rules

This page allows you to configure the port forwarding management of the WBR-6800. Use the menu
on the left to access the setting pages.

. ADMINISTRATOR's MAIN MENU <l Status N wizard 11 Advanced

E} BASIC SETTING | |<3%, FORWARDING RULES| 52 sECURITY SETTING ) ADVANCED SETTING = {Z&
| | | i L b

* Virtual Server W Forwarding Rules
¢ Special AP
+ Miscellaneous ® Virtual Server

- Allows others to access WWW, FTP, and other services on your LAN.

*® Special Application

- This configuration allows some applications to connect, and work with the NAT
router.

* Miscellaneous

- |P Address of DMZ Host: Allows a computer to be exposed to unrestricted 2-way
communication. Note that, this feature should be used only when needed.

- UPnP Setting: If you enable UPnP function, the router will work with UPnP
devices/softwares.

The port forwarding feature is required because the Wi r e | e s s NARToNetwerk Address

Translation) will block incoming traffic from the Internet to the LAN if the specific port mapping is not
set up in the NAT table.

This is to provide a level of protection to computers on your LAN, however as a result creates
connectivity problems when you want to make LAN resources available on the Internet. These
include FTP servers, network game servers or other server applications.

There are three ways to work around the NAT and enable LAN resources on the Internet. Port
Forwarding (Virtual Server), Port Triggering (Special AP page) and DMZ Host (Miscellaneous page).

33



Virtual Server

< Virtual Server [Help]
Well known senvices | - selectone — | M o[- =
ID Server IP Public Port Private Port Protocol | Enable | Use Rule#
1l [ [ [Both =] | ™ |[@Aways =]
2 || | | onsl| M |[@Awas]
3 || | | onsl| M |[@Awas]
s | | | Eonsl| © [[@Awss ]
5 || | | onsl| M |[@Awas]
o || | | onsl| M |[@Awas]
7] | | onsl| M |[@Awas]
o || | | onsl| M |[@Awas]
o || | | onsl| M |[@Awas]
w0 || | | onsl| M |[@Awas]
n || | | onsl| M |[@Awas]
2 || | | onsl| M |[@Awas]
1 || | | onsl| M |[@Awas]
16 | | | Fonsl| I |[@Awas 5]
i || | | onsl| M |[@Awas]
o || | | onsl| M |[@Awas]
|| | | onsl| M |[@Awas]
e || | | onsl| M |[@Awas]
9 || | | onsl| M |[@Awas]
20 | | | onsl| M |[@Awas]

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP. Virtual Server can work with Scheduling Rules, and give user
more flexibility on Access control. For Detail, please refer to Scheduling Rule (Advanced Setting >
Schedule).
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For example, if you have an FTP server (port 21) at 192.168.0.1, a Web server (port 80) at
192.168.0.2, and a VPN server at 192.168.0.6, then you need to specify the following virtual server

mapping table:

You can specify different ports to be used for Public and Private source and destinations.

Public Port | Private Port | Server IP Enable
20 21 192.168.0.2 Vv
80 80 192.168.0.3 Vv
1721 1723 192.168.0.6 Vv
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Special AP

- Special Applications [Help]
F'Upularapplicatinnsl—SE|EE1 one — ﬂ Copy to |D|:l
ID Trigger Incoming Ports Enable

TR

Save | Undao |

Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with the WBR-6800.
The Special Applications feature allows some of these applications to work with this product. If this
fails to make an application work, try setting that computer as the DMZ host instead. Please refer to
Forwarding Rules > Miscellaneous section.

1. Trigger: The outbound port number that will be triggered by the application.
2. Incoming Ports: When the trigger packet is detected, the inbound packets sent to the
specified port numbers and are allowed to pass through the firewall.

The WBR-6800 also comes with predefined settings for some popular applications. To use the
predefined settings, select your application from the list, select an unused ID and then click Copy to
add the predefined setting to your list.

Note: At any given time, only one PC can use each Special Application tunnel.

36



Miscellaneous Items

. Miscellaneous Items [Help]
Item Setting Enable
» IP Address of DMZ Host | r
» UPnP setting v
Save I Undo I

IP Address of DMZ Host

Here you can set the DMZ (Demilitarized Zone) Host. It is a computer that does not have the
WBR-68000 sbhuilt-in firewall applied. It allows the computer to be exposed to unrestricted
communication to the Internet.

This setting is most commonly used for Internet gaming, Video conferencing, Internet telephony and
other special applications.

To enable DMZ, enter the IP address of the PC and tick on Enable.

UPNP Setting
The WBR-6800 supports Universal Plug and Play. However this depends on your operating system.
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Security Settings

This section allows you to configure the security management of the unit. Click on the menu on the
left to access the respective setting page.

. ADMINISTRATOR's MAIN MENU

& ] ) 'y
' ﬁg}, BASIC SETTING | <%, FORWARDING RULES SECURITY SETTING | {7y} ADVANCED SETTING | 1&g ToOLBOX

. - U Security Semng

* Packet Filters
® Packet Filters

* Domain Filters
B - Allows you to control access to a network by analyzing the incoming and outgoing

L 9 packets and letting them pass or halting them based on the IP address of the
* MAC Control source and destination.
s * Domain Filters

- Let you prevent users under this device from accessing specific URLs.

* URL Blocking
- URL Blocking will block LAN computers to connect to pre-defined websites.

*® MAC Address Control
- MAC Address Control allows you to assign different access right for different users
and to assign a specific IP address to a certain MAC address.

® Miscellaneous

- Remote Administrator Host: In general, only Intranet user can browse the built-in
web pages to perform administration task. This feature enables you to perform
administration task from remote host.

- Administrator Time-out: The amount of time of inactivity before the device will
automatically close the Administrator session. Set this to zero to disable it.

- Discard PING from WAN side: When this feature is enabled, hosts on the WAN
cannot ping the Device.
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Packet Filter

Packet Filters allows you to control what packets are allowed to pass through the WBR-6800. The
Outbound Filter applies to all outbound packets and the Inbound Filter only applies to packets that
are destined to Virtual Servers or the DMZ Host only.

.. Outbound Packet Filter [Help]

Item Setting

» Outbound Filter " Enable

@ Allow all to pass except those match the following rules.
@ Deny all to pass except those match the following rules.

ID Source IP Destination IP : Ports Enable Use rule#
([ Aways =]

L | 208 | 508 | 38 | 500 | 56 | 50

Savel Undo | InboundFilter.. | MAC Level.. I

To enable the Outbound Filter, tick the Enable tick box.

There are two types of filtering policies:
1. Allow all to pass except those match the specified rules
2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound.
For each rule, you can define the following:

Source IP address

Source port

Destination IP address
Destination port

Protocol: TCP or UDP or both.
Use Schedule Rule#

= =4 4 4 -4 -
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For source or destination IP address, you can define a single IP address (192.168.0.1) or a range of
IP addresses (192.168.0.100 7 192.168.0.200). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports (1000-1999). You
also need to add prefix "T" or "U" to specify TCP or UDP protocol, for example T80, U53, U20002999.
No prefix indicates both TCP and UDP are defined. An empty implies all port addresses.

Packet Filter can also work with Scheduling Rules and give users more flexibility on Access control.
For more detail, please refer to Scheduling Rule (Advanced Setting > Scheduling).

Each rule can be enabled or disabled individually.

Inbound Filter:

To access the Inbound Packet Filter page, click on Inbound Filter on the bottom of the page. All
settings on this page are similar to Outbound Filters.

.. Inbound Packet Filter

[Help]

Item

Setting

» Inbound Filter

" Enable

& Allow all to pass except those match the following rules.
O Deny all to pass exceptthose match the following rules.

1D Source IP

Destination IP : Ports

Enable

Use rule#

| (0) Always 'I

| (0) Always 'I

| (0) Always 'I

| (0) Always 'I

| (0) Always 'I

| (0) Always 'I

| (0) Always vl

o

I
I
I
I
I
I
I
I

O|Oo|io|o|o|o|o

| (0) Always vl

Save | Undo |

Qutbound Filter...

| macLevel.. |
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Domain Filter

The Domain Filter enables you to prevent users from accessing specific domain addresses (web

sites).

To enable Domain Filter, make sure to tick the Enable tick box.

.. Domain Filter [HELP]
Iitem Setting

» Domain Filter (V| Enable

» Log DNS Query [¥] Enable

» Privilege IP Addresses Range From 100 To 199

1D Domain Suffix Action Enable

1 WWwW.msn.com VI Drop [¥]Log W]

2 WWW.Sina.com [T Drop ¥Log v

3 www.google.com ¥ Drop []Log v

4 [Florop [ Log ]

5 [TlDrop [ClLog =

B [T Drop []Log O

Log DNS Query: Check if you want to log the action when someone accesses the specific

URLs.

Privilege HOST / Netmask: Setting a group of computers that have privilege to access the

internet without any restrictions.

Domain Suffix: A suffix of URL to be restricted; For example, ".com

Action: When someone is accessing the URL that meets the domain suffix, what kind of

XxXx.com".

action you want the WBR-6800 to take. Tick on Drop to block the access and/or tick on Log to

log this access.

In this example:

1.
2.
3.

URL i ncl

ude fAwww. msn.como wil/l
URL include fAwww. sina.como wil
URL include fiwww. googl e. como wi

4. |IP address X.X.X.1~ X.X.X.20 can access network without restriction.
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URL Blocking

URL Blocking will block LAN computers from connecting to a pre-defined Web Site. The major
difference between Domain Filter and URL Blocking is that Domain Filter requires the user to input
suffixes (eg: xxx.com, ttt.net) while URL Blocking only requires user to input a keyword.

In other words, Domain filter can block specific website, while URL Blocking can block hundreds of
websites by simply a keyword.

To enable URL Blocking, make sure to tick Enable.

To set an URL Blocking rule, you will require:

blocked.

In this example:

1.

2
3.
4

URL i ncl
URL i ncl
URL i ncl
URL i ncl

ude

ude

ude

ude

] S | S ) S 1

1 Enable: Tick to enable the rule.

msno wil
sinao wi

cnnsi 0 Wwi

espno wi
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be bl-filec k ed,

- URL Blocking [Help]
[tem Setting
» URL Blocking M Enable
0] URL Enable
9 |m5n v
2 |5ina v
3 ||::nn5i v
4 lespn W
3 | r
6 | r
7 | r

and
but

1 URL: If any part of the Website's URL matches the predefined word, the connection will be

t he act

t he

not be-fildl ocked, but

b @rd irbldgdile k e d ,

but

t he

c

-
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MAC Address Control

The Domain Filter enables you to prevent users from accessing specific domain addresses (web
sites).

To enable MAC Address Control, make sure to tick on Enable.

There are two types of controls available:

 Connection Control: To control which wired and wireless clients can connect to this device. If
a client is denied access, it means the clier
or Adenyo to allow or deny the dHelsents whose

9 Association Control: To control which wireless client can be associated with this WBR-6800.
If a client is denied, then it means the client cannot send or receive any data via this

WBR-6800. Choose fdall owo or de nwyith MACaddeessesdhatarer c
not in the list to associate to the wireless network.
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