Section 3 - Configuration

Website Filters

Website Filters are used to allow you to set up a list of Web sites that can be viewed by multiple users through the network.
To use this feature select to Allow or Deny, enter the domain or website and click Save Settings. You must also select Apply
Web Filter under the Access Control section.

Add Website Select either DENY computers access to ONLY

Filtering Rule: these sites or ALLOW computers access to ONLY
these sites. Conflgura Website Filter below:
DERY oomputers access to O8LY thess sbes -;
Website URL/ Enter the keywords or URLs that you want to allow ([ Cieae the hex belowom. |
Domain: or block. Click Save Settings.

Wiebsite URL/Domam

D-Link DIR-845L User Manual 95



Section 3 - Configuration

Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you can
configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used with Virtual

Server, Port Forwarding, or Remote Administration features.

The Inbound Filter option is an advanced method of controlling data received from the Intermet.
‘With this fezbure you can configure inbound datz filtering rules that control datz bazed on an [

addrass range.
Inbound Filters can be used for limiting access to a sarver on vour nebwork Ko a system or group of

Action: Select Allow or Deny_ ?S:T; Filter rules can be used with Virtual Server, Port Farearding, or Remote Administration

Name: Enter a name for the inbound filter rule.

Enable: Check to enable rule.

Remote IP Start: Enter the starting IP address. Enter 0.0.0.0 if you M

do not want to specify an IP range. Name :
Bctian : .:II:L-.-El

Remote IP End: Enterthe ending IP address. Enter 255.255.255.255 Remote [P Range : Enzble Remote IF Start  Remote IP End
if you do not want to specify and IP range. O oeeo 255.255.255.255
1 T 55,255.255.255
Add: Click the Add button to apply your settings. You M oeen 255,255 755 255
must click Save Settings at the top to save the B oeso T
Settings' I:‘ 0.0.0.0 235,235,205 . 205
Inbound Filter This section will list any rules that are created. You B laeo HTHS'HS'HT
Rules List: may click the Edit icon to change the settings or B (ose SR
enable/disable the rule, or click the Delete icon D . |

to remove the rule. Add || Cance

Name  Action Remote IP Range

[nboundl  allow 102 168 1.0-102 168.1.254 E“

&)
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Section 3 - Configuration

Firewall Settings

A firewall protects your network from the outside world. The DIR-845L offers a firewall type functionality. The SPI feature helps
prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain types of applications.
If you choose to expose a computer, you can enable DMZ. DMZ is short for Demilitarized Zone. This option will expose the
chosen computer completely to the outside world.

Enable SPI:

Anti-Spoof Check:

NAT Endpoint
Filtering:

SPI (Stateful Packet Inspection, also known as dynamic packet filtering)
helps to prevent cyber attacks by tracking more state per session. It
validates that the traffic passing through the session conforms to the
protocol.

Enable this feature to protect your network from certain kinds of
“spoofing” attacks.

Select one of the following for TCP and UDP ports:

Endpoint Independent - Any incoming traffic sent to an open port will
be forwarded to the application that opened the port. The port will
close if idle for 5 minutes.

Address Restricted - Incoming traffic must match the IP address of the
outgoing connection.

Address + Port Restriction - Incoming traffic must match the IP address
and port of the outgoing connection.

o TR Agdeipn Vamem | 4] T Yeormos | L0
| EF=R.RER!

" Dl e “Demditiesed Soea”, DR plowd S g iet Sieed Pa ot sl 2 54 a
. wramiem o Sromewe e Fopnaby, gy DN st oot et s FE s o ad
[1a 4

8| | i ||t e e

Lrdport Lodupardert
[T T P —
® Eors iod docrwm Barsemec
Ledpost Lrdapesdert
L g Tl T T R e —

® Bot Aad Ridrem Paart e
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Section 3 - Configuration

DMZ IP Address: Specify the IP address of the computer on the LAN that you wantto [m=e e |

PPTP:

IPSEC (VPN):

RTSP:

SIP:

have unrestricted Internet communication. If this computer obtains
it's IP address automatically using DHCP, be sure to make a static
reservation on the Setup > Network Settings page so that the IP
address of the DMZ machine does not change.

Allows multiple machines on the LAN to connect to their corporate
network using PPTP protocol.

Allows multiple VPN clients to connect to their corporate network
using IPSec. Some VPN clients support traversal of IPSec through
NAT. This ALG may interfere with the operation of such VPN clients.
If you are having trouble connecting with your corporate network,
try turning this ALG off. Please check with the system administrator
of your corporate network whether your VPN client supports

NAT traversal.

Allows application that uses Real Time Streaming Protocol to receive
streaming media from the Internet. QuickTime and Real Player are
some of the common applications using this protocol.

Allows devices and applications using VolP (Voice over IP) to
communicate across NAT. Some VolP applications and devices have
the ability to discover NAT devices and work around them. This ALG
may interfere with the operation of such devices. If you are having
trouble making VoIP calls, try turning this ALG off.

NAT ENDPOINT FILTERIRG

Uindprs |redapmsdist
UOP Undpaing Filbering 1 7 5 dips Rasreed

& post And Addran Rastcied

Esdprs: Iradupmaciors,
TCP Esdpoint Filvering : Ahdrwny Rankricted
® Por And Address Resriowed
Erable anti-spoof dhecking 1

DHMI HOST

The CMZ {Demiarized Zone) oprion bets oo Ser a single compuner on D necwork outside of
the roctar. 11 you Baven @ computer St cinect run Interret agolications sucomihuly from
bt tha rotir, than you s placs B eormpotir ints the DM for usvereced Dntemat
acresn

Nooel Fuming a compuser in the DMI mary expose Than compuser 1 3 varkery of secriny’ risks.
L o this eion i onby recomerarded as @ ot noort

Enalda DHE :
DHZ IF Address 1

APPLICATION LEVEL GATERAY [ALG) CONFIGURATION

PPTP 1 3
1PSec (VPHD 1
HISE : 7

1P 1

| e St | | Dt e et |
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Section 3 - Configuration

Routing

The Routing option is an advanced method of customizing specific routes of data through your network.

Name: Enter a name for your route.

Destination IP: Enter the IP address of packets that will take this
route.

STATUS | SLPFOT

Hadphal Hinis_

Netmask: Enter the netmask of the route, please note
that the octets must match your destination IP
address.

Rearmarng nember of nise that on be oreated: 32

Gateway: Enter your next hop gateway to be taken if this : e
route is used.

Metric: The route metric is a value from 1 to 16 that
indicates the cost of using this route. A value 1 is
the lowest cost and 15 is the highest cost.

Interface: Selecttheinterface thatthe IP packet must use to
transit out of the router when this route is used.
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Section 3 - Configuration

Transmit Power:

WLAN Partition:

WMM Enable:

HT20/40 Coexistence:

Advanced Wireless

Set the transmit power of the antennas.

This enables 802.11d operation. 802.11d is a wireless
specification developed to allow implementation of
wireless networks in countries that cannot use the
802.11 standard. This feature should only be enabled
if you are in a country that requires it.

WMM s QoS for your wireless network. This willimprove
the quality of video and voice applications for your
wireless clients.

Enable this option to reduce interference from
other wireless networks in your area. If the channel
width is operating at 40MHz and there is another
wireless network’s channel over-lapping and causing
interference, the router will automatically change to
20MHz.

LWIRELESS

Thase optiors are for users that wih to change the befavior of ther B32.1 En wirsless rdia:
Fraem the standard sabings, We do fat recummrant changrg thess saltegs bom the Ractory
dulaks. weomect settngs Mmay Mpact the perfemance of oo wiekss 1de. The daflt
setings shoull movide this Dest wirsies @din B N O %

| GaveSetengs | | Den't Geve Setege

ADVANCED WIRELESS SETTINGS

Winehes Band @ 2.GMz Band
Transamit Power 1 sgh
WLAN Pariificn
WHH Enable -
T 3 40 Cosxistanos

ADYVAHCLD WIRELESS SUTTIGS

Winehms Darl
Transmit Power = &
WLAN Partition =
WHM Lnable -
HT 20/ 40 COeKIStente © @ rrasis

Sevet Sribrgn Lat | Sy Lritogy
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Section 3 - Configuration

Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup”as well
as the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well as manufactures.
The process is just as easy as pressing a button for the Push-Button Method or correctly entering the 8-digit code for the Pin
Code Method. The time reduction in setup and ease of use are quite beneficial, while the highest wireless Security setting of
WPA2 is automatically used.

Enable: Enable the Wi-Fi Protected Setup feature.

Note: if this option is unchecked, the WPS button on the
side of the router will be disabled.

VWA Protected Setup 5 ussd B0 easly add dinddes 65 3 network using 3 PIN oF batton angss,

Lock Wireless Tick this option to lock the configured wireless security (evichs MU A0DOMT WA Protectad Secit m coder 00 be Coned b th rurched.
. . . 7 If the PR changes, the nuw PIN wil be used n folowng Wi Protected Setup process, Cicking
Security Settings: settings. o “Don't Save Sattngs” buttoe wil nt reset the PIN,

Hawavet, ¥ the new PII E rot sved, £ wil gat lost when the devics rabooty o kses powar,
| Sawe Settrgn | | Dot Baer Seitegs

PIN Settings: A PIN is a unique number that can be used to add
the router to an existing network or to create a new
H u o Enabile @
network. Only the Administrator (“admin”account) can e T S
change or reset the PIN. — Lock WPS-PIH Setup -

WI-H PRITECTED SE TR

Current PIN: Shows the current PIN.

P SETTINGS

Reset PIN to Restore the default PIN of the router. S - gt

AesetFd mDefmit | | Genermie em Pl |
Default:

ADD WIRLLLSS STATION

Generate New Create a random number that is a valid PIN. This
PIN: becomes the router’s PIN. You can then copy this PIN
to the user interface of the wireless client.
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Add Wireless This Wizard helps you add wireless devices to the wireless network.
Station:

The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter the
PIN for the device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup and has a
configuration button, you can add it to the network by pressing the configuration button on the device and then the on the router
within 120 seconds. The status LED on the router will flash three times if the device has been successfully added to the network.

There are several ways to add a wireless device to your network. A “registrar” controls access to the wireless network. A registrar
only allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected Setup button on the

device. The router acts as a registrar for the network, although other devices may act as a registrar as well.

Add Wireless Click to start the wizard and skip to page 48.
Device Wizard:

WPS Button

You can also simply press the WPS button on the side of the router, and then press the WPS
button on your wireless client to automatically connect without logging into the router.

Refer to page 130 for more information.

WPS Button
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Advanced Network Settings

Enable UPnP: To use the Universal Plug and Play (UPnP") feature click on
Enabled. UPnP provides compatibility with networking
equipment, software and peripherals.

WAN Ping: Checking the box will allow the DIR-845L to respond
to pings. Unchecking the box may provide some extra
security from hackers.

WAN Port Speed: You may set the port speed of the Internet port to 10Mbps,
100Mbps, 1000Mbps, or Auto (recommended).

Enable IPV4 Check the box to allow multicast traffic to pass through
Multicast Streams: the router from the Internet (IPv4).

Enable IPV6 Check the box to allow multicast traffic to pass through
Multicast Streams: the router from the Internet (IPv6).

CD-LAn| 2

Hrhpdul Hnts

Thasa aptons e Tof umen that wish Lo changs e LAMN saltngs. We do Hbt iecsmmend
changing these settngs fiom factory defauk. Changing these settirgs may afect the behavior
W | ol yeeer bk

_ | — ey ——r—

| ihetrsl Pl and PR UPAP) SsuBiocts Sier ta-peer Plug 3568 Py Tunctonaity for fetwonk
dmacss

Ermable ol 160 ;0

.

IF you enable the Festuse, the Wal port of yout router will espbond to png reduests from the
Intrmat that are sent o the WAl ¥ Address.

Enabils WAN P fespanss

WAN Port Spead | dutn 10/100/1000 0. -

Erahls TP Multieast Straams !

Erabls v Multicast Staams | o
Sarve Sl | | Do et Sctngn

WIRELESS
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Guest Zone

The Guest Zone feature will allow you to create temporary zones that can be used by guests to access the Internet. These zones
will be separate from your main wireless network. You may configure different zones for the 2.4GHz and 5GHz wireless bands.

Enable Guest Check to enable the Guest Zone feature.

Zone:
Schedule: The schedule of time when the Guest Zone will be surront
active.The schedule may be set to Always, which will — MeSSSSS i
allow the particular service to always be enabled.You gl e i el S L
can create your own times in the Tools > Schedules  § Lihmen sotgn. | . Oweh Sevm Setanes
section or click Add New. Goesrzome i

Emable Routing Betwesn Iones @
Wireless Enter a wireless network name (SSID) that is different

Network Name: from your main wireless network. ! SEHIN A

Enable Routing Check to allow network connectivity between the
Between Zones: different zones created.

{ako caled the 5510

SESSION SGIE

Security Mode: Select the type of security or encryption you would
like to enable for the guest zone.

Enable Guest Fone ©
Wirsksss Rand
Wireless Nelwork lame @ - =B Gt {Akg caled the S510)
Sarurity Mo 1 |

saveSemngs | | DonkSave Sathogs
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Section 3 - Configuration

IPv6 Firewall

The DIR-845Ls IPv6 Firewall feature allows you to configure which kind of IPv6 traffic is allowed to pass through the device.
The DIR-845L’s IPv6 Firewall functions in a similar way to the IP Filters feature.

Enable Checkbox:

Configure IPv6
Firewall:

Name:

Schedule:

Source:

IP Address Range:
Dest:
Protocol:

Port Range:

Check the box to enable the IPv6 firewall simple security. E

Select an action from the drop-down menu. /) wr D RPIT —

ibelppful Hint..

The friewal petings section & an adwnce featune wed to alow or deny tafic fom nassng
Ehigugh the device, I omadks i the sere vy &8 P FRes with sddticoal selirgi. You can

Enter a name to identify the IPv6 firewall rule. et more detadkd rues or the devce.

Sarve Setorgs | Dot Gave Secargs

Use the drop-down menu to select the time schedule that
the IPv6 Firewall Rule will be enabled on. The schedule may

be set to Always, which will allow the particular service to Bl e
always be enabled. You can create your own times in the Yame

Tools > Schedules section.

B | Remaning rumber of mles Bhat can be oeated: 20

Intesfaca
LA -

Use the Source drop-down menu to specify the interface
that connects to the source IPv6 addresses of the firewall | e
rule. :

10 Address Bange

Enter the source IPv6 address range in the adjacent IP Address Range field.
Use the Dest drop-down menu to specify the interface that connects to the destination IP addresses of the firewall rule.
Select the protocol of the firewall port (All, TCP, UDP, or ICMP).

Enter the first port of the range that will be used for the firewall rule in the first box and enter the last port in the field in the second
box.
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IPv6 Routing

This page allows you to specify custom routes that determine how data is moved around your network.

Route List: Check the box next to the route you wish to enable.
Name: Enter a specific name to identify this route.
Destination IP/ This is the IP address of the router used to reach
Prefix Length: the specified destination or enter the IPv6 address

prefix length of the packets that will take this route.

Metric: Enter the metric value for this rule here.
Interface: Use the drop-down menu to specify if the IP packet
must use the WAN or LAN interface to transit out of

the Router.

Gateway: Enter the next hop that will be taken if this route
is used.

Fhelplul itnks.

This Rewtng page alows you to meofy custom routes that determng how data & moved
argund wour mebwork.
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Tools
Admin

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management. There are
two accounts that can access the management interface through the web browser. The accounts are admin and user. Admin
has read/write access while user has read-only access. User can only view the settings but cannot make any changes. Only the
admin account has the ability to change both admin and user account passwords.

Admin Password: Enter a new password for the Administrator Login Name. The administrator
can make changes to the settings.

User Password: Enter the new password for the User login. If you login as the User, you cannot
change the settings (you can only view them).

L Tha “str=w’ SCeoust s afoam e munigerent ctefice. Th sd=wm by reodiwils socem
Gateway name: Enter a name for your router. — i (an <hgH Gakware,

By defauk there & no pesseond configered. & 5 highly recommended that you craste a
BAsFWOrd 10 kD FOOF FOGTEY BeLTR

Enable Graphical Enables a challenge-response test to require users to type letters or numbers it ey | ey r—
Authentication: from a distorted image displayed on the screen to prevent online hackers and e
unauthorized users from gaining access to your router’s network settings.

Pleass enter the same password nTo both boxes, for confumation.

Enable HTTPS Checktoenable HTTPS to connect to the router securely. This means to connect = P v s
Server: to the router, you must enter https://192.168.0.1 (for example) instead of b s e, = bnaey
http://192.168.0.1. e

Gatway Mame o b g | .

Enable Remote Remote management allows the DIR-845L to be configured from the Internet ;

Management: by a web browser. A username/password is still required to access the Web bt

Management interface. Enalle raphical

Fmable HTTPS Server -

Remote Admin Port: The port number used to access the DIR-845L is used in the URL. Example: Enable Remate Management -
http://x.x.x.x:8080 whereas x.x.xx is the Internet IP address of the DIR-845L Ramaty Addesks Port. 1 Ut HTTPS:

Hemotie Adman |nboussd Hitey -

and 8080 is the port used for the Web Management interface. LA

Ifyou have enabled HTTPS Server, you must enter https://aspart ofthe URL [N, =" <% | S7ismiis
to access the router remotely. UNRELESS

Remote Admin This section will list any rules that are created. You may click the Edit icon to
Inbound Filter: change the settings or enable/disable the rule, or click the Delete icon to remove the rule. Details will display the current status.
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Time

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system clock.
From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also be configured to
automatically adjust the time when needed.

Time:

Time Zone:

Displays the current date and time of the router.

Select your Time Zone from the drop-down
menu.

Enable Daylight To select Daylight Saving time manually, select

Saving:

Enable NTP Server:

NTP Server Used:

Manual:

enabled or disabled, and enter a start date and
an end date for daylight saving time.

NTP is short for Network Time Protocol. A NTP
server will synch the time and date with your
router. This will only connect to a server on the
Internet, not a local server. Check the box to
enable this feature.

Enter the IP address of a NTP server or select one
from the drop-down menu.

To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.

You can also click Copy Your Computer’s Time
Settings to synch the date and time with the
computer you are currently on.

ALPAIRLLIL

The Tire and Date Configuration option slows you to configure, update, md manten the
Cofmect tme oo the ntemal system ciock. From this section you can st the tme 2008 you are
i and set the NTP (Network Teme Protocol) Server. Davight Saving can aiso be configured to
adjust the ome when needed.

sweseings || oon save setings |
TTHE AND DATE OONFHARLATION

Timee : J0L2/07/04 17:26:41
Thends ZONME © (G807 =00a00) Taps
Enable Daylight Saving :
Dayhght Saving Offset @ -
Darylight Saveng Date :
05T stk
D57 End

Manth Waoeek Doy of Week Timm

FUFTIMUATIE THME AN DATE DO IANRLA THEN

+ Automataly synchronge with D-Unk's Internet e Serdsl
NTP Server Used & g dew com » | Ligxiabe Now
The tomse has bean successfully smchroned.

(HTR Saresr LUsad: ntpd . dink.com, Trme: 2002/0708 10:33:53)
Next, tme synchronisstion: 2012707711 10:33:52

SET THE TIME AND DATE MANUALLY

isar = - Maonth Dy
How 1 Mraute Sacond

D-Link DIR-845L User Manual

108



Section 3 - Configuration

SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs to a
SysLog server on your network.

Enable Logging to Check this box to send the router logs to a SysLog
SysLog Server: Server.

SysLog Server IP The address of the SysLog server that will be
Address: used to send the logs. You may also select your

computer from the drop-down menu (only if _ “”*"‘-“““‘T‘”*”'““"“’"”“"““"“’*‘“‘“
o e . Zave St D'l Save Sel
receiving an IP address from the router via DHCP). ' = e

| Enable Logging To SysLog * SRR
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Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification to your
email address.

Enable Email When this option is enabled, router activity logs are emailed to a
Notification: designated email address.

From Email Address: This email address will appear as the sender when you receive alog
file or firmware upgrade notification via email.

H . . . Thi Ervall Featurd &3 b d Ba send the Setem bg fles, router akirt messages, and firmeane
To Email Address: Enter the email address where you want the email sent. B (o a Tk sa B v Sl itk i .

[ S Seltings | [ Bont S Settngs |

SMTP Server Address: Enter the SMTP server address for sending email.

EMAIL MOTIFRCATION

SMTP Server Port: Enter the SMTP port used on the server. Enabile Email Notification :

Enable Authentication: Check this box if your SMTP server requires authentication. bk

From Email Address @

Account Name: Enter your account for sending email. To Ermail Ackdress :
Email Subject -

Password: Enter the password associated with the account. Re-type the GHIP Server Address |

password associated with the account. SHIP Serwtr Port | 28

Frabla Authentication :
Acoount Hame @
Password -

Waorily Pasword -

On Log Full: When this option is selected, logs will be sent via email to your
account when the log is full.

On Schedule: Selecting this option will send the logs via email according to FMAIL LOG WHEN FULL OR 0W SCHEDULE
schedule.

Schedule: Thisoptionisenabled when On Schedule is selected. You can select
a schedule from the list of defined schedules. To create a schedule, Detail :
go to Tools > Schedules.

. Save Setirgs D't e Sattrgs
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System

This section allows you to manage the router’s configuration settings, reboot the router, and restore the router to the factory
default settings. Restoring the unit to the factory default settings will erase all settings, including any rules that you've created.

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard disk of
the computer you are using. First, click the Save
button. A file dialog will appear, allowing you to / f B - T

select a location and file name for the settings. - Htpbal Hiks.

Once the router & configured you can srve the configuraton setimgs to 2 configuration fie on
your hard dies, You slso have the option to kad cenfiguration settinga, or restore the factory

Load Settings Use this option to load previously saved router ey < “e
from Local Hard configuration settings. First, use the Browse option SAVE AND RESTORE SETTINGS
Drive: to find a previously saved file of configuration S T ok Rt
settings. Then, click the Load button to transfer ; -

. ETET LY, Lo Sesttings From Local Hard D ©
those settings to the router. e

Restore To Factory Default Settings - | Aestoer Faciory Oefain |

Restore to This option will restore all configuration settings
Factory Default back to the settings that were in effect at the
Settings: time the router was shipped from the factory. Ciear Language Pack : | Cear
Any settings that have not been saved will be
lost, including any rules that you have created. If UNRELESS
you want to save the current router configuration
settings, use the Save button above.

Fshiool, Th Deevice @ | Bebodl B Deacs

Reboot Device: Click to reboot the router.
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Firmware

You can upgrade the firmware of the access point here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support website
for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from this site.

Browse: After you have downloaded the new firmware, click
Browse to locate the firmware update on your hard
drive. Click Upload to complete the firmware upgrade.

Upload: Once you have a firmware update on your computer,
use this option to browse for the file and then upload
the information into the access point.

Language Pack

You can change the language of the web Ul by uploading
available language packs.

Browse: After you have downloaded the new language pack,
click Browse to locate the language pack file on your
hard drive. Click Upload to complete the language
pack upgrade.

- 1L-Lan

WIRELESS

ADVANCTD

Theng iy b new Srmare Tor poud routier to mmgetnne functionaity nd pedoemanie,

ok here to chedk for an unomde on gur Suopor sKe,

To wpgrade the frrmeare, Boabe the upgrade fle on the beal hard dive vwith the Beters
button. Omon you havee found the file to be used, ook the Upicad button to stars the frmang
upgrade,

The nguagn pack alows you fo change the Bnguage of the user nterface on the muter, We
suggeit thal you upgrade your corent lnguage pack # pou upgrads the frrmane. This ansees
that any changes n the fremwane e desled comactly,

To wpgrade the Bnguage pack, k<ate the wggrade fie on the K<al haed dive with the Diowss
buttian. Dde wou have found the fle B0 b used, dick the Uplaad butten Bo start the BAJUaDE
pack upgrda.

SUPPRT

telphul Hinks_

Current Firmwane Viersion @ 1.00
Currenkt Femwwars Time @ 06/F3/2012 14:00:00

Chuck Omline Now Tor Labest | | S b
Firmwane Viersion .

FIRMWARE \NPCRATE

mate: Sonse Tirmware upgrades reset the configuraton oplons b tee factory
dedaults, Befone performing an upgrade, be sure to soe the curment oonfiguration.

To upgrade the Fimwwane, your PC sust have 3 wired connection to the router, Enter
e nams af the firmwars upgrads fike, and dick on the Upioad batton.

Upload :
| pana |

LARGIAGE FACE UPGHADE
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Section 3 - Configuration

Dynamic DNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have purchased
(www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign
dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in your domain name to connect to
your server no matter what your IP address is.

Enable
Dynamic DNS:

Server
Address:
Host Name:
Username or
Key:

Password or
Key:

Timeout:

Status:

Dynamic Domain Name System is a method of
keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Select your DDNS provider from the drop-down
menu or enter the DDNS server address.

Enter the Host Name that you registered with
your DDNS service provider.

Enter the Username or key for your DDNS
account.

Enter the Password or key for your DDNS account.

Enter a timeout time (in hours).

Displays the current connection status.

WIRELESS

ADVARCED ETATIUE

The Dynarme DHS Teature alews you to host @ servar (Web, FTP, Game Server, etc...) usng @
dorman narme that yoo hav purchased (wenvwhateveryoumames.com) with your dynamcaly
asngned 1P agdress. Most broadband Inbemet Serace Provicers assgn dynamic (changing) I

adideatta. Usng 3 DOMS tanvice prinddar, your fiende £3n anted your RO Axme 1o Conect T

your girme server no metter what your IF address b,
5400 ug Foc D-Link's Frae DONS sacacs 3t wew DURKDNNG. Com,

Shve Getings | | Don't S Setangs. |

Enable Dynamic DNS =
Server Addres -

Host Hama -
Usarname or Koy ©
Paveord or Koy

Varify Fascvenrd or Key -
Timaoart = e
Status ; D=comnetied

[howrs)

DAYNAMIC DS FOR IFVG HOSTS

%5 | Comuter Name -

(8.9 pvi. mpdomain. nat)

Enable  Host Hame P Addres

IFYE DYNAMIC D9ES LIST

RUPPRORT

Hedptul Hints..
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Section 3 - Configuration

System Check

Ping Test: The Ping Test is used to send Ping packets to test if a

computer is on the Internet. Enter the IP address that you E
wish to Ping and click Ping.

e | o
IPv6 Ping Test: Enter the IPv6 address that you wish to Ping and click Ping.

P Tiest sends “pmg™ padionts to Dest 3 computer on the Intermet.

Ping Results: The results of your ping attempts will be displayed here. T ————— ol .
Mot Bamse or IPuf faldnms : ,,,,‘

Enter 3 hist nawd or 1P address abowe 3ad Ak Ping'
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Schedules

Schedules can be created for use with enforcing rules. For example, if you want to restrict web access to Mon-Fri from 3pm to
8pm, you could create a schedule selecting Mon, Tue, Wed, Thu, and Fri and enter a Start Time of 3pm and End Time of 8pm.

Name: Enter a name for your new schedule.

Days: Selectaday, arange of days, or AllWeek to include
every day.

SUFPORT

Hedplul Husla

. MHE Tha Schedula configuration option & used o manage schaduls ruies for “WANT, “Wirslss™,
Time: Check All Day - 24hrs or enter a start and end e "irtual Server”, “Port Farwarding”, “Applcations” and “atwork Fta.

time for your schedule.

Save: You must click Save Settings at the top for your PO Ml Week @ Select Dayls)
schedules to go into effect. : == sun MIMoa 1 Tue £ Wed

Schedule Rules The list of schedules will be listed here. Click the
List: Editicon to make changes or click the Delete icon ]
to remove the schedule. 49 | [ conce

. ehete Won o
SCHEMHALE RULES LIST el

ez Danys) Time: Frasme

M w [hourmmnute)
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Section 3 - Configuration

Status

Device Info

This page displays the current information for the DIR-845L. It will display the LAN, WAN (Internet), and Wireless information.
If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be displayed.
Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use Disconnect
to drop the PPPoE connection and use Connect to establish the PPPoE connection.
General: Displays the router’s time and firmware version.
WAN: Displays the MAC address and the public IP settings
LAN: Displays the MAC address and the private (local) IP settings for the router.

Wireless LAN1: Displays the 2.4GHz wireless MAC address and your wireless settings such as
SSID and Channel.

Wireless LAN2: Displays the 5GHz wireless MAC address and your wireless settings such as
SSID and Channel.

LAN Computers: Displays computers and devices that are connected to the router via Ethernet
and that are receiving an IP address assigned by the router (DHCP).
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Section 3 - Configuration

Logs

The router automatically logs (records) events of possible interest in it’s internal memory. If there isn’t enough internal memory
for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows you to view
the router logs. You can define what types of events you want to view and the level of the events to view. This router also has
external Syslog Server support so you can send the log files to a computer on your network that is running a Syslog utility.

Log Options: You can select the types of messages that you want
to display from the log. System Activity, Debug
Information, Attacks, Dropped Packets, and Notice
messages can be selected. Click Apply Log Settings
Now to activate your settings.

SO

eiurhplud Fiinia_
The View Log dsoleys the aitviles Goouimg o the DIR-B45E

Sawe Setirgs | | Don't Saeve Secngs |

Refresh: Updates the log details on the screen so it displays any
recent activity. : SAVE 106 FILE

Zave Log Fie To Lodal Hisd Divve. .5:4!

First Page: Click to go to the first page.

LEG TYPL & LIVIL

Last Page: Click to go to the last page. e = e e ——

Log Lavak Crites Warnng Ll -

LG FILES

Previous: Click to go back one page.
FrmiFage | | Lostiuge ? hiet Cear Link To Conasl Log Setangs

174

Next: Click to go to the next page.

Tz 3 TEEET
Wed MAIBIEH  web logh success fiom 102.160.0.100
Clear: Clears all of the log contents. it
;‘:&: WA BBONET ik gt from 152.166.0.100
Email Now: This option will send a copy of the router log to your Tong T ot g et from 102.168.0.100
email address configured in the Tools > Email Settings Yea MATESHE  yras logoe from 102.168.0,100
screen. '::;1'1":. it L £ L oG Fuctess firom 102,068.0,100

W 4 16:33-30
JD:E'H Wb logaun from 192 168.0,100

Save Log: This option will save the router log to a file on your izt

computer. 2012

';;:dzh.ll 154348 DHOP: Sanver sendng ADK £ 192,168, 0100, (Leass tme = GISH0G)

Wb logn success from 192.108.0.100

E‘:; WA USATAE e Genver ihceks REQUEST from 00:1 023 0d:3dza

Wed Jul § 14:23:20

3013 DHOP: Server sending ACK to 192, 168.00100. (Leass ome = SHAG1)
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Section 3 - Configuration

Statistics

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-845L on both

the WAN, LAN ports and the wireless segments. The traffic counter will reset if the device is rebooted.

Traffic Statistics displays Receive and Transmit packets passing through the device.

[ Refreshstatistics | [ ResetStatistics |

; LAN STATISTICS 2

Sent : 642518 Received : 254292
TX Packets Dropped : o RX Packets Dropped : o

Collisions : i} Errors : i}

WAN STATISTICS

Sent : 281382 Received : 1124973
TX Packets Dropped : ] RX Packets Dropped : ]

Collisions : 0 Errors : 0

WIRELESS STATISTICS - 2.4GHZ BAND

Sent : i} Received : i}
TX Packets Dropped : i RX Packets Dropped : i

Collisions : o Errors : o

WIRELESS STATISTICS - 5GHZ BAND

Sent : i Received : i
TX Packets Dropped : v} RX Packats Dropped : v}

Collisions : Errors : i}

WIRELESS
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Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is a
conversation between a program or application on a LAN-side computer and a program or application on a WAN-side computer.

1)L IR K

// SETUP ADVANCED TOOLS STATUS SUPPORT

This page displays Source and Destination sessions passing through the device.

INTERMET SESSIONS

1P TCP Count UDP Count
192.168.0.100 26 0

WIRELESS
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Section 3 - Configuration

Routing

This page will display your current routing table.

DE

Routing Table

DIR-845L / / SETUP ADVANCED TOOLS |
CE INFO

This page displays the routing details configured for your router.

Destination
192.168.0.0
172.17.5.0
239.0.0.0
0.0.0.0

Gateway Genmask Metric
0.0.0.0 255.255.255.0

0.0.0.0 255.255.255.0

0.0.0.0 255.0.0.0 0
172.17.5.254 255.255.255.255 100

Iface

LAN
INTERNET
LAN
INTERNET

ROUTING TABLE

Creator
SYSTEM
SYSTEM
SYSTEM
SYSTEM

Helpful Hints...

s This
routing rul n router.

WIRELESS
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection time and
MAC address of the connected wireless clients.

=L 1IN K

View the wireless clients that are connected to the router. (A client might linger in the list for a
few minutes after an unexpected disconnect.)

NUMBER OF WIRELESS CLIENTS - 2.4GHZ BAND : 0 o

MAC Address 1P Address Mode Rate (Mbps) Signal (%)

NUMBER OF WIRELESS CLIENTS - 5GHZ BAND : 0

MAC Address 1P Address Mode Rate (Mbps) Signal (%)

WIRELESS

D-Link DIR-845L User Manual 121



Section 3 - Configuration

IPv6

The IPv6 page displays a summary of the Router’s IPv6 settings and lists the IPv6 address and host name of any IPv6 clients.

Ny,

All of your Internet and network connection details are displayed on this page. The firmware
version is also displayed here.

IPV6 CONNECTION INFORMATION

IPv6 Connection Type : Link-Local
IPv6 Default Gateway : MNone
LAN IPv6 Link-Local Address : fe80::3608:4ff:fece:5764 /64

LAN IPV6 COMPUTERS

IPv6 Address Name(if any)

WIRELESS
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Section 3 - Configuration

IPV6 Routing

This page displays the IPV6 routing details configured for your router.

Helpful Hints...

SETUP ADVANCED TOOLS STATUS SUPPORT
JEVICE INFO
( -

This page displays IPV6 routing details configured for your router.

IPV6 ROUTING TABLE

Destination IP

IPVE ROUTING
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Section 3 - Configuration

WIRELESS

Wi Proteched Setun
Advanced Wtk
Guest Zone

Bt Fraval

Bt Boutng

T{OLS HELP

[rramic DG
S Chick
ohdue:

= Davice Infy
* Logs

* SEatstcs

* INTEMET Sex0ns
. Wraks

.

.

.

Et Eoutng
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Section 4 - Security

Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is WPS (Wi-Fi Protected Setup). Most wireless
devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers and cameras will have a WPS button
(or a software utility with WPS) that you can press to connect to the DIR-845L router. Please refer to your user manual for the
wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps below:

Step 1 - Press the WPS button on the DIR-845L for about 1 second. The Internet LED on the front will start to blink.

WPS Button

Step 2 - Within 2 minutes, press the WPS button on your wireless client (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1T minute to configure. Once the Internet light stops blinking, you will be connected and your wireless
connection will be secure with WPA2.
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Section 4 - Security

Windows® 7
WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

2. The utility will display any available wireless networks in your area.

a [m N

iy

11:21 AM

w 00

Wireless Icon

Mot connected

I:E[E] Connections are available

Wireless Metwork Connection
dlink

kay2690_24

AllenH DIR-655

SDE_WLAN

DAP-26809

wpstestl

BBIQ633304WPA2

Eddie_APMNAS

M
M
M
M
M
N
M
-

Open Network and Sharing Center
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Section 4 - Security

3. Highlight the wireless connection with Wi-Fi name (SSID) you would 2
. . Mot cted o
like to connect to and click the Connect button. o eomneeE ]
I:E[Iﬂ Connections are available i=
If you get a good signal but cannot access the Internet, check your ) _
. . . Wireless Metwork Connection ~
TCP/IP settings for your wireless adapter. Refer to the Networking _ _
Basics section in this manual for more information. Ak Al
[V] Connect automatically
kay2690_24 e
james2690g 1.'“1
ALPHA M
dlink 888 M
SD6_WLAN "
DAP-2690q oAl T
Open Metwork and Sharing Center

-

4. The following window appears while your computer tries to %P Connect to a Network
connect to the router.

Getting information from dlink...
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Section 4 - Security

5. Enter the same security key or passphrase (Wi-Fi password) that is % Connect to a Network [——

on your router and click Connect. You can also connect by pushing

the WPS button on the router. Type the network security key

Security key: |
It may take 20-30 seconds to connect to the wireless network. If the [l riide characters
connection fails, please verify that the security settings are correct. The
H i You can also connect by pushing the

key or passphrase must be exactly the same as on the wireless router. @ You can also connect by pushing
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Section 4 - Security

WPS

The WPS feature of the DIR-845L can be configured using Windows® 7. Carry out the following steps to use Windows® 7 to
configure the WPS feature:

1. Click the Start button and select Computer from the Start menu.

[ —

2. Click Network on the left side.

— — =
* - = - S — e - — 4 -

Crgamin = bpilem prrpetmn Lreilall i chumge o prepan i nfser e = 2= 8
0 Firtiten # Faed Digk Drmves (3
MR Desitcy Lienl Do (024 Lisesd Diesh (T}
L Pevest Pace ! e
DT
T —
a4 Libninied S 325 0B hes o 531 GE
¥ Cocument = =
N i 4 Deniss with Rernovible Storage (1)
o' Mg
= Pactuiei ]
) I i (1)
J B viess L-:B
o Compute
B Lol Dk (T
i Lovcal Dk 13}
o DT ()
L
& A Woork geoy WOBKEEOUS larone 10) £
Froomssr inbel{i) Coon{Thi CPU

D-Link DIR-845L User Manual 129



Section 4 - Security

3. Double-click the DIR-845L.

4. Input the WPS PIN number (displayed in the WPS window on the
Router’s LCD screen or in the Setup > Wireless Setup menu in

the Router’s Web Ul) and click Next.

» Htwork o

Cupenge = Feisecd sud Rareg Conisr.  ASs gpumis sl s sesen e

i Fevsis % = Campuber (1
W Saopry Cranga
[ ‘h SFLC-PC
B Dosrisack -
s Wpted Pl & Lhacin Dievares (11
Ui E wsr!asrem
¥ Danamens
o b & Metweri infrastnucture (1
- Fouew
B idee - MRA
o Formgmn

* /8 Cargette
[ T ]
@ Local Bk [T
il Byl A

&

- | A NS (S-S
Lucs % SetUp o Hetwerk

To set up a network, type the 3-digit PIN from the router Label

l ) P4

o N

| e | w 7
; /

F
| /
U F i

i gan hed e rumersd FIN anoa laleel allached 1o e
router o in the printed information thet came from the
J manufKhaer,

F
#
i
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Section 4 - Security

5. Type a name to identify the network.

6. To configure advanced settings, click the @ icon.

Click Next to continue.

L AETIET————————

Give your nebwork a name

¥iolat metwoek needs 8 unique pesse 1o that i can e eanily iderified. it is hest 12 beep the name shan (25
charscters o lest) and recognizable.

Type your nebwork name & Secunity-snablod network
-Link_hied Your netwark & being sét up using WPAZ Personsl
Change passphease, security level and encryption type (sdvancedk: =

Give your network a name

‘Your metwerk needs § unique name o that it cen be easily idertified. it b5 best 1o beep the name shon (25
charaters of less) and recognizable.

Type your neswork name: & Security-snatbed network
Tk Your netwark i being tel up uing WRAZ-Personal

Changt patsphrase, tecurty level and endryptian type (advanced): E‘fj
Security by Sreurity Ievek
e | WPa2-Penonal (Recommended) =
¥ Connect automatically Encrypteon type
| A£5 Mecommended) -

W Upguase of replace the roytes uning the netegr seimg rored on ths compite

EIIZ-‘-#.]
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Section 4 - Security

7. The following window appears while the Router is being
configured.

Wait for the configuration to complete.

8. The following window informs you that WPS on the router has
been setup successfully.

Make a note of the security key as you may need to provide this

security key if adding an older wireless device to the network in
the future.

9. Click Close to complete WPS setup.

EEE——
K "."’ Sen Up o Network
Satting up D-Link_het.
Cancel
[

I N Set Up o Metwodk

D-Link_MNet has been successfully set up

To add an clder wirdless device 1o this network, you might need te provide this secuity key

894g-4yd5-giwh
You can grint thele nebepin pestngs for future referende.
P parmng Cenalen or compUERr rumnens Wnmdows 3P, popy the metwpek profile 1o g LS derer tee

ehgidr et up
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Section 5 - Connecting to a Wireless Network

Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s utility, please refer to the user
manual of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

Mot Connected

L-" Wireless networks are available,

=
or
Connecttoa n_et-.w:_rl:
Right-click on the wireless computer icon in your system tray (lower-right etk anctShime Semtir
corner next to the time). Select Connect to a network. Gij) 1201 P

o

W g/17/2007

The utility will display any available wireless networks in your area. Click
on a network (displayed using the SSID) and click the Connect button.

If you get a good signal but cannot access the Internet, check you TCP/
IP settings for your wireless adapter. Refer to the Networking Basics
section in this manual for more information.

.-ri WO Ui iured nabaork o
E'! - Unurcured netwark it
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Section 5 - Connecting to a Wireless Network

WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista® Wireless Utility by right-clicking on the Not Connected
wireless computer icon in your system tray (lower right corner of R Wireless networks are available.
screen). Select Connect to a network. s

Connect to-a network
Metwork and Sharing Center

'?'il LSl B

- oL Friday

W B17/2007

2. Highlight the Wi-Fi name (SSID) you would like to connect to and s s
click Connect. -
Disconnect or connect to ancther network
Show [l - [
Er' WOIPLesL Lhnsreured netwnek ﬂ:'.i
_:; dlink Uingecured network ﬂ_TjI:
5' tisesday Secunty-enasbled nelwark Al
B
(i Metaiask snd s Carie
[ Connect | | Canca |
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Section 5 - Connecting to a Wireless Network

3. Enter the same security key or passphrase (Wi-Fi password) that is on =i
your router and click Connect. S st
Type the netwark security key or passphrase for Candy
It may take 20-30 seconds to connect to the wireless network. If the Th s s 4ttt bl 3 gy the oy e seghisi

connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as on the wireless router.

Securnty ey or padaphrase:

Despiey charactens

s Wyow have o USH Nash din with netwesk settings lor Cindy, inserd d row

[ Conmecs | [ Cance
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Section 5 - Connecting to a Wireless Network

WPS/WCN 2.0

The router supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista®. The following instructions for setting this up
depends on whether you are using Windows Vista® to configure the router or third party software.

When you first set up the router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection, the
router must be both enabled and configured. There are three basic methods to accomplish this: use Windows Vista’s built-in
support for WCN 2.0, use software provided by a third party, or manually configure.

If you are running Windows Vista®, log into the router and click the Enable checkbox in the Basic > Wireless section. Use the
Current PIN that is displayed on the Advanced > Wi-Fi Protected Setup section or choose to click the Generate New PIN
button or Reset PIN to Default button.

Current PIN - 33468734

RESEL PN m Cefail CRNEf 3E P PR |

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished, proceed
to the next section to set up the newly-configured router.
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Section 5 - Connecting to a Wireless Network

Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a“site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computericon in your system tray (lower-right
corner next to the time). Select View Available Wireless Networks.

The utility will display any available wireless networks in your area. Click
on a Wi-Fi network (displayed using the SSID) and click the Connect
button.

If you geta good signal but cannot access the Internet, check you TCP/
IP settings for your wireless adapter. Refer to the Networking Basics
section in this manual for more information.

{1 Wireless networks detected x

One or more wireless networks are in range of this computer.
To see the list and connect, dick this message

Change Windows Firewall settings
Open Metwork Connections

Repair
Yiew Available Wireless Networks

Wirrhirs Metwork Cannection f 3

Clck i e ] Tt 0 o 153 Crrle 0 B [ NSt i1 Filege OF 15 el B
rATARLA

uiu!n
[lil}

[lﬁ!-] FE—

Teud s

P! e e sl

defaull

1l
LPEESIIRG e TR sl

B R bl ] Il-.lj.i
\ el

[P T ——— 1l

Thag retucas swepares & rrssoct by, B s st oo convect 4 f

wrtsstarh, cick Corment

DGL-4300

["ﬂ”] -
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Section 5 - Connecting to a Wireless Network

WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are
joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the
wireless computer icon in your system tray (lower-right corner
of screen). Select View Available Wireless Networks.

Change Windows Firewall settings

Cpen Metwork Connections

Repair
Yiew Available Wireless Networks

2. Highlight the Wi-Fi network (SSID) you would like to connect (4) Wireliss Network Connection 6 X
to and click Connect. Hetwork Tasls Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
< Set up a wireless network Test A
- for a home or small office ((ﬁ})
Unsecured wireless network Inuuﬂ

Related Tasks ((ﬁ}) default

\3) Learn about wireless Unsecured wireless network Inuuﬂ
networking (( }) salestest

%’:g Change the order of ﬁ - L
preferred networks t. Security-enabled wireless network l.nun

4 testl

'91&- Change advanced
settings

ﬁ Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

(( ﬂ )) DGL-4300

[£3

~n
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the WPA-PSK [ iy s X
Wi-Fi password and click Connect.

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then dick Connect.
connection fails, please verify that the WPA-PSK settings are correct. The Network key: I |
Wi-Fi password must be exactly the same as on the wireless router. | |

Connect l [ Cancel ]
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Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-845L. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows® XP. If you have a different
operating system, the screenshots on your computer will look similar to the following examples.

1. Why can’t ] access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

- Make sure you have an updated Java-enabled web browser. We recommend the following:

- Microsoft Internet Explorer® 7 and higher
- Mozilla Firefox 3.5 and higher

- Google™ Chrome 8 and higher

- Apple Safari 4 and higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a
different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may not be
on.

- Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate,
Norton Personal Firewall,and Windows™ XP firewall may block access to the configuration pages. Check the help files included
with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.

Close your web browser (if open) and open it.

« Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

- If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the
factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip
to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is admin and leave the
password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail,

we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be

another computer, or a URL.
« Click on Start and then click Run.

« Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in cmd) and
press Enter (or click OK).

- Once the window opens, you'll need to do a special ping. Use the following syntax:

ng [urI] ['f] ['I] [MTU Value] C:»>ping yahoo.com —f -1 1482
Pinging yahoo.com [66.74.234.131 with 1482 bhytes of data:

Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to bhe fragmented but DF set.

Pingpstﬁtistigs for 26.%4.234.33: _ 4 clone 1 5
. acketz: Sent = 4, Received = B, Lost = “ loss»,
Example' plng yahoo'com -f -I 1472 Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = ®ns,. Average = Bms
C=~>ping vyahoo.com —f -1 1472
Pinging yahoo.com [66.94.234.131 with 1472 bytes of data:
66.94.234.13: bhytes=1472 time=%3ms TTL=52
66.94.234.13: 1472 time=18%ms TIL=52

66.94.234.13: hy =1472 time=125%ms TIL=H2
66.94.234.13: bytes=1472 time=203ms TTL=52

Fing statistics for 66.94.234_.13:

Packet=z: Sent = 4, Recedived = 4, Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Hinimum = 93ms,. Maximum = 283ms, fverage = 132ns

Cani
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the
proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
« Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

« Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page
for the device.

« Click on Setup and then click Manual Configure.
« To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

- Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when and where you want it. You will be able
to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of
wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee shops
and universities. Innovative ways to utilize WLAN technology are helping people to work and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide
this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link
delivers the performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But
wireless technology has restrictions as to how you can access the network. You must be within the wireless network range area
to be able to connect your computer. There are two different types of wireless networks Wireless Local Area Network (WLAN),
and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has
a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point
as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles
to serve places like manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and
many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to
30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn't use nearly as
much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other
devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home, office, business,
D-Link has a wireless solution for it.

Home
- Gives everyone at home broadband access
« Surf the web, check email, instant message, etc.
- Gets rid of the cables around the house
« Simple and easy to use

Small Office and Home Office
- Stay on top of everything at home as you would at office
- Remotely access your office network from home
« Share Internet connection and printer with multiple computers
« No need to dedicate office space
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Where is wireless used?
Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's becoming
so popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public

places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote locations
like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start.
That's why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.
Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have

a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This would significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security
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Don't let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

« Infrastructure - All wireless clients will connect to an access point or wireless router.

« Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more DIR-845L wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in Ad-Hoc
mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the
default gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation,
security settings, and the settings on your router.
Some firewall software programs may block a DHCP
request on newly installed adapters.

e C:YWINDOWS\system 32\cmd.exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings>ipconfig

Hindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . . - . - - . - . =
Subnet Mask

Default Gateway

C:“Documents and Settings>_

: dlink
18.5.7.114

: 255.255.2%5.8

- 18.5.7.1

D-Link DIR-845L User Manual

149



Appendix B - Networking Basics

Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP -  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3

Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4

Click Use the following IP address and enter an IP address that is on the same subnet | Gues

as your network or the LAN IP address on your router. Yo car g I aaings ssigrad kconaicaly ot oo epgts
theajgrepnale [P pritrgs

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X St

where X is a number between 2 and 99. Make sure that the number you choose is not i 0 .0 %

in use on the network. Set the Default Gateway the same as the LAN IP address of your ;f::w f: :: z: l,’

router (l.E. 192.168.0.1).

w1 Une e following DHS server addeesses

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The | e .. 0.
Secondary DNS is not needed or you may enter a DNS server from your ISP. : J
Step 5 o e

Click OK twice to save your settings.
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Technical Specifications

Hardware Specifications

+ LAN Interface: Four 10/100/1000Mbps LAN ports

«  WAN Interface: One 10/100/1000Mbps Internet port
«  Wireless Interface (2.4Ghz): IEEE 802.11b/g/n

«  Wireless Interface (5Ghz): IEEE 802.11a/n

« USB Interface: Complaint USB 2.0

Operating Voltage
« Input: 100~240V (+20%), 47~63Hz
+  Output: DC12V, 2A

Temperature
+ Operating: 32 ~ 104°F (0 ~ 40°C)
+ Non-Operating: -4 ~ 149°F (-20 ~ 65°C)

Humidity
« Operating: 10% - 90% non-condensing
+ Non-Operating: 5% - 95% non-condesing

Wireless Frequency Range

« IEEE 802.11a: 5180 MHz~5240 MHz, 5745 MHz~5825 MHz
« IEEE 802.11b: 2400 MHz~2483 MHz

« IEEE 802.11g: 2400 MHz~2484 MHz

« |IEEE 802.11n: 2400 MHz~2484 MHz, 5180 MHz~5240 MHz, 5745

MHz~5825 MHz

Wireless Bandwidth Rate

- |EEE 802.11a: 54,48, 36,24,18,12,9,and 6 Mbps
« |EEE802.11b:11,5.5,2,and 1 Mbps

- IEEE 802.119: 54,48, 36, 24,18, 12,9, and 6 Mbps
« |EEE 802.11n:6.5 to 300 Mbps

Wireless Channel Numbers
IEEE 802.11a: Channels 36~64 and Channels 149~165
IEEE 802.11b: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan)
IEEE 802.11g: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan)
IEEE 802.11n: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan),
Channels 36~64 (Channels 149~165 for IEEE 802.11an)

Antenna Type
Six Internal Antennas (Two 2.4 GHz Antennas, Two 5 GHz Antennas)

Wireless Security
64/128bit WEP, WPA/WPA2-Personal, WPA/WPA2-Enterprise, WPS
(PIN & PBC)

Certifications
FCC, CE, C-Tick.

Dimensions
W=9.9 cm
L=11.9cm
H=19.15cm

Warranty
2 years
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Federal Communication Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,

including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the interference

by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could

void the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

For operation within 5.15 ~ 5.25GHz / 5.47 ~5.725GHz frequency range, it is restricted to indoor environment. The
band from 5600-5650MHz will be disabled by the software during the manufacturing and cannot be changed by the
end user. This device meets all the other requirements specified in Part 15E, Section 15.407 of the FCC Rules.

Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This

equipment should be installed and operated with minimum distance 20cm between the radiator & your body.
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FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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Industry Canada statement:

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Ce dispositif est conforme a la norme CNR-210 d'Industrie Canada applicable aux appareils radio exempts de licence.
Son fonctionnement est sujet aux deux conditions suivantes: (1) le dispositif ne doit pas produire de brouillage
préjudiciable, et (2) ce dispositif doit accepter tout brouillage re¢u, y compris un brouillage susceptible de provoquer
un fonctionnement indésirable.

Caution :

(i) the device for operation in the band 5.15 ~ 5.25GHz / 5.47 ~5.725GHz is only for indoor use to reduce the potential
for harmful interference to co-channel mobile satellite systems;

(ii) the maximum antenna gain permitted for devices in the bands 5250-5350 MHz and 5470-5725 MHz shall comply
with the e.i.r.p. limit; and

(iii) the maximum antenna gain permitted for devices in the band 5725-5825 MHz shall comply with the e.i.r.p. limits
specified for point-to-point and non point-to-point operation as appropriate.

(iv) Users should also be advised that high-power radars are allocated as primary users (i.e. priority users) of the bands
5250-5350 MHz and 5650-5850 MHz and that these radars could cause interference and/or damage to LE-LAN
devices.

Avertissement:

Le guide d'utilisation des dispositifs pour réseaux locaux doit inclure des instructions précises sur les restrictions
susmentionnées, notamment :

(i) les dispositifs fonctionnant dans la bande 5.15 ~ 5.25GHz / 5.47 ~5.725GHz sont réservés uniquement pour une
utilisation a l'intérieur afin de réduire les risques de brouillage préjudiciable aux systemes de satellites mobiles utilisant
les mémes canaux;

(ii) le gain maximal d'antenne permis pour les dispositifs utilisant les bandes 5 250-5 350 MHz et 5 470-5 725 MHz
doit se conformer a la limite de p.i.r.e.;

(iii) le gain maximal d'antenne permis (pour les dispositifs utilisant la bande 5 725-5 825 MHz) doit se conformer a la
limite de p.i.r.e. spécifiée pour l'exploitation point a point et non point a point, selon le cas.

(iv) De plus, les utilisateurs devraient aussi étre avisés que les utilisateurs de radars de haute puissance sont désignés
utilisateurs principaux (c.-a-d., qu'ils ont la priorité) pour les bandes 5 250-5 350 MHz et 5 650-5 850 MHz et que ces
radars pourraient causer du brouillage et/ou des dommages aux dispositifs LAN-EL.

Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance 20cm between the radiator & your body.

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un environnement non

contrdlé. Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre la source de
rayonnement et votre corps.
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