I':ILIiCk Start

> VAN Interface (VAN = Wireless = VOIP )
Select WAN Interface

Main Port EGLTE ~ | (Current Main Port; Ethernet)

2. Select the 3G mode, and enter the APN, username, password from your ISP; and check with your
ISP with the authentication method setting.

ICILIicK Start i“’% .

*WAN Interface [ WAN = Wireless = VOIP

Parameters

Mode [UNTS 3G preferred ]
APN [internet

Lisername

FPassword

Authentication Method [pUuTe v

PIN

Obtain DNS [#] Automatic

Primary DMNS / Secondary DNS

“Warning: Entering the wrong PIN code three times will lock the SIM

3. Wait while the device is configured.

ICILHCK Start .‘“\{. .

~ WAN Interface (WWAN = Wireless = VOIP

Please wait while the device is configured.

4. WAN port configuration is successful.

ICILlicK Start i“% .

¥ VAN Interface ([ WAN = Wireless = VOIP
Congratulations !
Your WAN port has been successfully configured.

Mext to Wireless

72


http://www.pdfxviewer.com/
http://www.pdfxviewer.com/

9

x1e exact SSID and encryption Key (1. Leave it empty to disable the wireless security; 2.
the Key, and the encryption mode will be WPA2-PSK/AES). For detail setting, please go to the
Wireless part in this Manual.

ICruick Start u\- .
A -

~Wireless ( WAN = Wireless = VOIP }

Parameters

Wireless ™ Enable

SSID |wian-ap

WPA Pre-Shared Key | Click here to display

IGuicK Start LQ\{: .

* Wireless (WAN = Wireless = VOIP

Please wait while the device is configured.

7. Set the VolP parameters. First user should turn to a VolIP service provider to register a SIP
account, write down the registration information and fill it in the following blanks.

ICIuicK Start WE .
_‘ -

*VOIP Setting ( WAN = Wireless = VOIP

Enter SIP Account Information

Account Name

Account Enabled ClEnable

SIF Registrar

SIP Reaistrar Port 5060

Registration Expire Timeout 3500 |[1-2147483647]
Extension

Username

Fassword

Authentication ID

Incoming Phone Port Naone w
Answering Machine Enahle
Send Messages Via E-mail Enahle

ICILlicK start “}E .
-‘ -

TVOIP Setting
SIP Account Information
Sand Answering
Sernvice : Reaistration ) Incoming Answering IMachine :
AccountMame Enable S e SIF Registrar Fort Expire Timeout Extension Usemame Phane Part RS M_essage_s el Edit
Via E-mail
Code
test! Vv defaultsP hitp://unionGé.com 5080 3800 1126 test] PhenePort1 Enable  Enable  *#07
sIP2 X defaultsP hitp://union&s.com 5060 3500 2190 PhonePort2  Disabled Disabled *#02
VOIP Dial Plan
Fhone Fort Rule Mame
FPhone Port 1 K. @testl
Fhone Port 2 x.@sip2

[ Add P Account | [ Configure Dial Plan |

In this page, user can continue to add SIP account and configure dial plan, for more, please refer to
SIP_Account and VolP Plan.
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~ Device Information

Maodel Mame

Host Name

System Up-Time

DateTime

Software Version

LAMN IPv4 Address

LAM IPvE Address

MAC Address

DSL PHY and Driver Version
Wireless Drriver Version

> \VWAN

Ling Rate - Upstream (Kbps)

Line Rate - Downstream (Khps)

Default Gateway
Connection Time
Primary DMS Server
Secondary DNS Server
Default IPvG Gateway

BiFAC 7800VDOX
home.gateway

00 OH 15M 268

FriJan 4 07:14:16 2013
2.23

192.168.1.254
feB0:204:edfffe02:1/564
00:04:ed:02:00:01
A2pD035j.d24d
5.100.138.2008 cpe2.23L 4

0

0

PPR3a0 (3GILTE)
00:03:21
221.6.4.66
58.240.57.33
ppp0.1 (DSL)
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Quick Setup

voiP Quick Setup” links to quick VolP setting pages. In this part, users can conduct the necessry
settings (SIP account, VoIP Dial Plan, etc) of VoIP for use. For detail settings, please refer to VolP.

ICIuicK Start WE .
Y

*\VOIP Sefting

SIP Account Information

Sond Answering
Service Provider ) Registration ) Incoming Answering Machine )
Account Name  Enable Name SIP Registrar  Port Expire Timeout Extension Username DR B e M_essage_s Neeens Edit
Via E-mail
Code
SIP1 X defaultsP 0 1190 Phone Port1  Disabled Disabled *#01
SIF2 X defaultsP 0 2130 PhonePort2  Disabled Disabled *#02
VOIP Dial Plan
Phane Port Rule Mame
Phone Port 1 X@sIP1
Fhone Port 2 X@SIP2
I@ SIP L.c@[ Configure Dial Flan
Picturel

Click Add SIP Account to add new sip accounts (set the registration information).

ICIuick Start u}t‘ .
A

¥ \VOIP Setting
Enter SIP Account Information

Account Name
Account Enabled D Eenanls

SIF Registrar

S|P Registrar Port 5060

Reagistration Expire Timeout 3600 | [1-2147483647]
Extension

Username

Password |

Authentication ID

Incoming Phone Port Naone w

Answering Machine Enahle

Send Messages Via E-mail Enahle
Picture2

Click Apply to save the settings.
For example:

ICILIicK Start Wr: .
'Y

T \VOIP Setting

SIP Account Information

cend Answering
Senvice ) Reagistration ) Incaming Answering WMaching )
AccountName Enable o ooc oo SIP Registrar Port it Nt Extension  Username Phane Port Machine Messages ,° - .~  Edit
Via E-mail
Code
testt 7 defaultsP hitp://unionB6.com 5060 3600 1126 testt Phone Port1  Enable  Enable  *#01
SIP2 X defaultsP hitp:/funionB6.com 5060 3600 2140 Fhone Port2  Disabled Disabled %02
VOIP Dial Plan
Phane Port Rule Name
FPhone Port 1 X.@test
Fhene Port2 X@siP2
Add SIP Account ‘ [ Configure Dial Flan
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¥ VOIP Setting

VOIP Dial Plan
Phane Fort [Phone Part1 %]
Main Digit Sequence | :@' testl vi

Digit Sequernce Example:
x. x specifies one digit between 0 and 8. x. specifies any sequence of digits in variable length. Maximum length is 32
xxx specifies any seguence of digits in fixed length. Total fength is 3.
xxxx. specifies any sequence of digits in variable length but not shorter than 3 digits Maximum Length is 32.
123x. Any seguence of digits starting with 123 and with variable length. Maximum length is 32
[124Jx. Any sequence of digits starting with 1 or 2 or 4 Minimal length is 2, maximum length is 32.

[1-3x. Any sequence of digits starting with 1 to 3 and with variable length Maximum length is 32

9[4-618x. Any seguence of digits starting with first digit 9. the second digit between 4 to 6, and third digit 8 Lengih is variable, maximum length is 32.

Picture3

76


http://www.pdfxviewer.com/
http://www.pdfxviewer.com/

When you click this item, the column will expand to display the sub-items that will allow you to further

configure your router.

LAN, Wireless, WAN, VOIP, System, USB, IP Tunnel, Security, Quality of Service, NAT and

Wake On LAN.

r Quick Start
¥ uration

F Wire
* VUAN
VOIP
F System

+USB

F P Tunnel

F Security

* Quality of Service
+ NAT

* Wake On LAN

(7800VNPX)

less

The function of each configuration sub-item is described in the following sections.
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L70c-1raC

v cocal Area Network (LAN)

¥- Local Area Network

is a shared communication system network where many comput

Joc,
<

are connected. This type of network is area defined and is usually limited to a confined region within

a building.
Ethernet
ICDIHIgLI."alIDH LQ‘LE .
~LAN
Parameters
Group Mame [Default »
IP Address [192.168.1.254
Subnet Mask | 255,255 255,
IGMP Snaoping Enable
IGMF Snaoping Mode O standard Mode @ Blecking Maode
LAN side firawall CJEnable
DHCP Server
DHCF Server Enahle v:
Start IP Address 192.168.1.100

End IP Address
Leased Time (hour)
Option &6
Static IP Lease List
Host Label

Add
IP Alias
IP Alias
IP Address
Subnet Mask

Parameters

192.168.1.199
|24

ClEnable

MAC Address IP Address

ClEenable

Remaove

Edit

Group Name: This refers to the group you set in Interface Grouping section; you can set the
parameters for the specific group. Select the group via the drop-down box. For more information
please refer to Interface Grouping of this manual.

IP address: the IP address of the router. Default is 192.168.1.254.

Subnet Mask: the default Subnet mask on the router.

IGMP Snooping: Enable or disable the IGMP Snooping function. Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all
ports. With IGMP snooping, multicast traffic of a group is only forwarded to ports that have

members of that group.”

When enabled, you will see two modes:

@® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there are no

Cu-traC -

client subscribes to a multicast group, it won’t flood to the bridge ports.

LAN side firewall: Enable to drop all traffic from the specified LAN group interface. After activating it,
all incoming packets by default will be dropped, and the user on the specified LAN group interface
can't access CPE anymore. But, you can still access the internet service. If user wants to manage
the CPE, please turn to IP_Filtering Incoming to add the allowing rules. Note that all incoming
packets by default will be dropped if the LAN side firewall is enabled and user cannot manage this

78


http://www.pdfxviewer.com/
http://www.pdfxviewer.com/

ym the specified LAN group.

DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router's DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.

@® Disable

DHCP Server
DHCP Server Disable w

Disable the DHCP Server function.

® Enable
Enable the DHCP function, enter the information wanted. Here as default.
DHCP Server
DHCP Server Enahle w
Start IP Address 192.168.1.100
End IP Address 192.168.1.199
Leased Time (haur) 24
Ciption 66 [ 1Enable

Start IP Address: The start IP address of the range the DHCP Server used to assign to the Clients.
End IP Address: The end IP address f the range the DHCP Server used to assign to the Clients.
Leased Time (hour): The leased time for each DHCP Client.

Option 66: Click Enable to activate DHCP option 66 for some special devices, like IPTV Set Box.
The devices can get firmware or some special service from the TFTP server. User needs to set the

IP or hostname of the TFTP server.

Static IP List

The specified IP will be assigned to the corresponding MAC Address listed in the following table
when DHCP Server assigns IP Addresses to Clients.

Static IP Lease List
Host Label MAC Address IP Address Remaove Edit

Press Add to the Static IP List.

Ilionﬂgurazion u\‘ .
A E

¥ Static IP
Parameters
Hast Labkel

WMAC Address
IP Address

Cancel
Enter the MAC Address, IP Address, and then click Apply to confirm your settings. But the IP

79


http://www.pdfxviewer.com/
http://www.pdfxviewer.com/

:d should be outside the range of 192.168.1.100-192.168.1.199.

Lease List
Remaove

Hust Label MAC Address IP Address
HPF 18:29:05:38:04:05 192.168.1.200 il
IP Alias

This function allows the creation of multiple virtual IP interfaces on this router. It helps to connect two

or more local networks to the ISP or remote node.

IP Alias
IP Alias [lEnahle

IP &ddress

Subnet Mask

Apply Cancel

IP Alias: Check whether to enable this function.
IP Address: Specify an IP address on this virtual interface.
Subnet Mask: Specify a subnet mask on this virtual interface.

Click Apply to apply your settings.
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The IPv6 address composes of two parts, the prefix and the interface ID.

There are two ways to dynamically configure IPv6 address on hosts. One is “stateful” configuration,
for example using DHCPv6 (which resembles its counterpart DHCP in IPv4.) In the stateful auto-
configuration model, hosts obtain interface addresses and/or configuration information and
parameters from a DHCPv6 server. The Server maintains a database that keeps track of which
addresses have been assigned to which hosts.

The second way is “stateless” configuration. Stateless auto-configuration requires no manual
configuration of hosts, minimal (if any) configuration of routers, and no additional servers. The
stateless mechanism allows a host to generate its own addresses using a combination of locally
available information (MAC address) and information (prefix) advertised by routers. Routers
advertise prefixes that identify the subnet(s) associated with a link, while hosts generate an
"interface identifier" that uniquely identifies an interface on a subnet. An address is formed by
combining the two. When using stateless configuration, you needn’t configure anything on the client.

IConfigurazi-}n u\- .
i - =

*IPvE Autoconfig

Parameters

Mote: Interface ID does MOT support ZERO COMPRESSION ™27, Please enter the complete information.
For exampe: Please enter "0:0:0:2"7 instead of 722",

Group MName Default v
Static LAN IPv6 Address Configuration

Interface Address / Prefix Length

IPvE LAN Applications

DHCPVG Server Enable

DHCPvE Server Type @ stateless O Stateful

Start interface ID 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour) 24

Issue Router Adverisements Enable

ULA Prefix Advertisement ClEnable

RADVD Type ® Randomly Generate O Statically Configure
P refix

Preferred Life Time -1

‘alid Life Time -1

MLD Snooping M Enable O standard Mede @ Blocking Mode

Group Name: Here group refers to the group you set in Interface Grouping section, you can set
the parameters for the specific group. Select the group by the drop-down box. For more
information please refer to Interface Grouping of this manual.

Static LAN IPv6 Address Configuration
Interface Address / Prefix Length: Enter the static LAN IPv6 address.

IPv6 LAN application
DHCPv6 Server: Check whether to enable DHCPvV6 server.
DHCPv6 Server Type: Select Stateless or Stateful. When DHCPVG6 is enabled, this parameter is
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routers, but they can obtain such information like DNS from DHCPv6 Server. Stateful: if selected,
the PCs in LAN will be configured like in IPv4 mode, thus obtain addresses and DNS information
from DHCPV6 server.

Start interface ID: Enter the start interface ID. The IPv6 address composed of two parts, thus, the
prefix and the interface ID. Interface is like the Host ID compared to IPv4.

End interface ID: Enter the end interface ID.

Note: Interface ID does NOT support ZERO COMPRESSION ":". Please enter the complete
information.
For example: Please enter "0:0:0:2" instead of "::2".

Leased Time (hour): The leased time, similar to leased time in DHCPv4, is a time limit assigned to
clients, when expires, the assigned ID will be recycled and reassigned.

Issue Router Advertisement: Check whether to enable issue Router Advertisement feature. It is to
send Router Advertisement messages periodically.

ULA Prefix Advertisement: Enable this parameter to include the ipv6 ULA address in the RA
messages. ULA, unique local address, is an IPv6 address in the block fc00::/7. It is approximately
the IPv6 counterpart of the IPv4 private address. They are not routable in the global IPv6 Internet.

RADVD Type: The way that ULA prefix is generated.

® Randomly Generated

@® Statically Configured: select to set manually in the following parameters.
Prefix: Set the prefix manually.

Preferred Life Time: The ULA prefix life time. When the time is over, the ULA prefix is invalid any
more, -1 means no limit.

Valid Life Time: It is a time threshold, when the time is over, clients should obtain new IPv6 address
from the router through RA; -1 means to be limitless.

MLD snooping: Similar to IGMP snooping, listens in on the MLD conversation between hosts and
routers by processing MLD packets sent in a multicast network, and it analyzes all MLD packets
between hosts and the connected multicast routers in the network. Without MLD snooping, multicast
traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports. With
MLD snooping, multicast traffic of a group is only forwarded to ports that have members of that

group.

® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there is no
client subscribes to a multicast group, it won’t flood to the bridge ports.
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Stateless: Two methods can be carried.
® With DHCPV6 disabled, but Issue Router Advertisement Enabled

DHCPVE Server [ JEnable

|ssue Router Advertisements Enable

With this method, the PCs in LAN are configured through RA mode, thus, the PCs in LAN are
configured through RA mode, to obtain the prefix message and generate an address using a

combination of locally available information (MAC address) and information (prefix) advertised by
routers.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPVE Server ¥l Enable

DHCPvE Server Type ® stateless O Stateful
Startinterface 1D 0:0:0:2

End interface ID 000254

Leased Time (hour) 24

|ssue Router Advertisements [*] Enable

With this method, the PCs’ addresses in LAN are configured like above method, but they can
obtain such information like DNS from DHCPvV6 Server.
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.. two methods can be adopted.
With only DHCPv6 enabled

DHCPvE Server Enable

DHCPvE Server Type (O stateless () Stateful
Start interface (D 00z

End interface 1D 0000254

Leased Time (hour)

lssue Router Advertisements

With this method, the PCs’ addresses are configured the same as in IPv4, that is addresses are
assigned by DHCPV6 server.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPYE Server Enahle

DHCPYE Server Type {0 Stateless (&) Stateful
Start interface 1D 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour)

|ssue Router Advertisements

With this method, the PCs’ addresses are configured the same like above, and the address
information in RA packets will be neglected.
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¥ e Grouping

Interface grouping is a function to group interfaces, known as VLAN. A Virtual LAN, commonly known
as a VLAN, is a group of hosts with the common set of requirements that communicate as if they were
attached to the same broadcast domain, regardless of the physical location. A VLAN has the same
attributes as a physical LAN, but it allows for end stations to be grouped together even if they are not
located on the same network switch.

Each group will perform as an independent network. To support this feature, you must create
mapping groups with appropriate LAN and WAN interfaces using the Add button.

(Please Note: P4 can be configured as EWAN, and when the device is in EWAN profile, there is no
P4/EWAN interface as P4 is working as a WAN port.)

I Configuration Q\- .
A L= _

~Interface Grouping
Maximum number of entries can be configured : 16

Group Name Remove WARN Interface LAN Interfaces DHCP Vendor IDs
ppp0.1 P4EWAN
P3
P2
Bl
wlan-ap-2 4g
wlan-ap-5g

Default

Remove
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1d to add groups.

. quration |
3 L IS

~Interface grouping Configuration

Parameters

If you like to automatically add LAN clients to a WAN Interface in the new group add the DHCP vendor ID string.
By configuring a DHCP vendor ID string any DHCP client request with the specified vendor 1D (DHCP option 60) will be denied an IP address from the local DHCF server.
IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client device attached to the modem to allow it to obtain an appropriate IP address.

Group Name |

Grouped WAN Interfaces Available WAN Interiaces
pppoe_0_0_35/ppp0.1

nn

Grouped LAN Interfaces Available LAN Interfaces

P4/EWAN
P3

F2

P1

wian-ap-2 4g
wian-ap-5g

nn

Automatically Add Clients With the following DHCP Vendor IDs

Group Name: Type a group name.
Grouped WAN Interfaces: Select from the box the WAN interface you want to applied in the group.

Grouped LAN Interfaces: Select the LAN interfaces you want to group as a single group from
Available LAN Interfaces.

Automatically Add Clients with following DHCP Vendor IDs: Enter the DHCP Vendor IDs for
which you want the Clients automatically added into the group. DHCP vendor ID (DHCP 60) is an
Authentication for DHCP Messages.

Click Apply to confirm your settings and your added group will be listed in the Interface Grouping
table below.
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P "test", P2 and PPPO0.1 are grouped in one group, they have their only network , see »

"a.guration \ \ i\‘
i

~interface Grouping

Maximum number of entries can be configured : 16
Group Name Remove WAN Interface LAN Interiaces DHCF Vendor IDs
PAEWAN
P3

Default Bl
wilan-ap-2.4g
wlan-ap-5g
test [l ppp0.1 P2

Remaove

If you want to remove the group, check the box as the following and press Remove.

I Configuration Q\- .
\ N k.

*interface Grouping

Maximum number of entries can be configured : 16

Group Name Remove WAN Interface LAN Interfaces DHCF Vendor IDs
P4EWAN
P3
Default P1
wlan-ap-2.4g
wlan-ap-5g
test ppp0.1 P2

Note: If you like to automatically add LAN clients to a WAN Interface in the new group add the
DHCP vendor ID string.

By configuring a DHCP vendor ID string any DHCP client request with the specified vendor
ID (DHCP option 60) will be denied an IP address from the local DHCP server.

If a vendor ID is configured for a specific client device, please REBOOT the client device
attached to the modem to allow it to obtain an appropriate IP address.

Each LAN interface can only be added into one group and one WAN interface can only be
used in one group.
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Bridge, Advanced and Station Info here.

rQuick Start

+Configuration

' Basic
* Security
* MAC Filter
* Wireless Bridge
* Advanced
' Station Info
F Wireless 5G (wi1)
F VAN
FVOIP
F System
F USB
F P Tunnel
F Security
* Quality of Senvice
F NAT
* Wake On LAN

(7800VNPX)

I section provides you ways to configure wireless access. The BiPAC 7800VNP(O)X supp=t
wireless on the 2.4GHz for users. This part has sub-items as Basic, Security, MAC Filter, Wireless
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It let you determine whether to enable Wireless function and set the basic parameters of an AP and
the Virtual APs.

ICenﬂgurazien A u% .

 Basic

Parameters

Wireless Enable

Hide SSID ClEnable

Clients |solation ClEenanle

Disable WM Advertise [JEnable

\Wireless Multicast Forwarding (WWF) [JEnakle

SSID wlan-ap

B3SID 00:04:EDCECIFF:DO

Country UMITED STATES w

Max Clients 16 [1-16]

Wireless - Guest/Virtual Access Points

SsID Hidden  Clients Isolation Disable WMM Advertise  WMF  Max Clients BSSID Enable

Wio_Guest] 0 0 0 0 16 NIA |
wll_Guest2 | | ol ] 16 | TNA, ]
wl0_Guest3 a O [F =] 6| NIA &

Wireless: Default setting is set to Enable. If you do not have any wireless devices, check the
checkbox again to unselect.

Hide SSID: It is function in which transmits its SSID to the air so that when wireless client searches
for a network, router can then be discovered and recognized. Check the checkbox to determine
whether you want to hide SSID.

Clients Isolation: if you enabled this function, then each of your wireless clients will not be able to
communicate with each other.

Disable WMM Advertise: Stop the router from ‘advertising’ its Wireless Multimedia (WMM)
functionality, which provides basic quality of service for time-sensitive applications (e.g. VoIP, Video).

Check to disable or enable this function.
Wireless multicast Forwarding (WMF): check to enable or disable wireless multicast forwarding.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security purpose, change the default wlan-ap to a unique ID name to the AP already built-in to
the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure
your wireless clients have exactly the SSID as the device, in order to get connected to your network.

Note: SSID is case sensitive and must not exceed 32 characters.
BSSID: Basic Set Service Identifier, it is a local managed IEEE MAC address, and is 48 bits value.

Country: Different countries have different wireless band resources, so you can select the
appropriate Country according to your location.

Max Clients: enter the number of max clients the wireless network can supports,1-16.

Guest/virtual Access Points: A “Virtual Access Point” is a logical entity that exists within a physical
Access Point (AP). When a single physical AP supports multiple “Virtual APs”, each Virtual AP
appears to stations (STAs) to be an independent physical AP, even though only a single physical AP
is present. For example, multiple Virtual APs might exist within a single physical AP, each advertising
a distinct SSID and capability set. Alternatively, multiple Virtual APs might advertise the same SSID
but a different capability set — allowing access to be provided via Web Portal, WEP, and WPA
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Here you can enable some Virtual APs according to the request. And the other parameters of virtual
APs are the same to the above.

Click Apply to apply your settings.
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ICenﬁguraiion ;uitt-' .

> Security

IfHide Access Point enabled or Mac filter listis empty with ‘allow’ chosen, WPAZ will be disabled.
WPS Setup

WPS Disable = | (Current: Disable}
Manual Setup AP
Select 351D wlan-ap v
Netwark Authentication Open b
WEP Encryption Disahled ~ |

Note:

The WPS feature will also be unavailable when the security setting is not WPA2 or OPEN. So, if you
manually set the wireless security setting, you should give notice to it, but you can find prompt
indicating configuration.

Manual Setup AP
Select SSID: select the SSID you want these settings apply to.
Network Authentication

® Open

Metwork Authentication Open “
WEF Encryption Enable

Encrypticn Strength 128-hit »

Current Metwork Key 1 %

Metwork Key 1 1234567890123

Metwark Key 2 1234567590123

Metwork Key 3 1234567890123

Metwark Key 4 1234567590123

Enter 12 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 2 ASCI characters or 10 hexadecimal digits for 64-bit encryption keys.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.
Encryption Strength: Select the strength, 128-bit or 64-bit.
Current Network Key: Select the one to be the current network key. Please refer to key 1- 4 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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Metwork Authentication Shared W

YWEP Encryption Enable w
Encryption Strength 128-hit
Current Metwork Key 2w

Metwiark Key 1 1234567880123
Metwork Key 2 1234567390123
Metwark Key 3 1234567880123
Metwork Key 4 1234567390123

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.

® 802.1x

Metwork Authentication B02.1x v
RADILS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WEP Encrypticn Enahle w

Encryption Strenath 128-hit

Current Metwaork Key 2w

Metwark Key 1
Metwork Key 2 1234567890123
Metwork Key 3 1234867800123

Metwork Key 4

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.

RADIUS Key: Enter the password of RADIUS authentication server.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.

Current Network Key: Select the one to be the current network key. Please refer to key 2- 3 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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WPA Group Rekey Interval 0 [0-2147433647]
RADIUS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPAMWAPRI Encryption TKIP+4ES

WEF Encryption

[.-'#'.ppl;.-'] [ Cancel ]

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® WPA-PSK /WPA2-PSK

Metwork Authentication WPA-PSK w

WRPAMWARI passphrase T Click here to display
WPA Group Rekey Interval ] [0-2147483647]
WPAMWAPI Encryption TKIP+AES =

WEP Encryption

[.i.pplg.-'] [ Cancel ]

WPA/WAPI passphrase: Enter the WPA.WAPI passphrase; you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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WPA2 v

WPAZ Preauthentication Enable

Metwork Re-auth Interval 36000 [0-214T7483647]
WPA Group Rekey Interval 0 [0-2147 483647
RADILS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPAWWARI Encryption AES A

WEP Encryption

[.-'3'.|J|J|:.-'] [ Cancel ]

WPA?2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentication to the new AP, and when handoff happens,
this mode will help reduce the association time.

Network Re-auth Interval: the interval for network Re-authentication. This is in seconds.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server. This is in seconds.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA

Metwork Authentication Mixed WPAZWRA w

WPAZ Preauthentication Enable

Metwaork Re-auth Interval 36000 [0-2147483647]
WA Group Rekey Interval ] [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPANYARI Encryption TKIF+AES »

WEP Encryption

[."A.ppl:.-‘] [ Cancel ]

WPA?2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentications to the new AP, and when handoff happens,
this mode will help reduce the association time used.

Network Re-auth Interval: the interval for network Re-authentication. The unit is second.
WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.
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2J0c 112

mlUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA-PSk

Metwork Authentication Mixed WPAZIWPA -PSK

WPANSARI passphrase FPTTTITTIIIL Click here to display
WPA Group Rekey Interval ] [0-2147483647]
WPAMWARI Encryption THIP+AES =

WEP Encryption

[."A.ppl:.-‘] [ Cancel ]

WPA/WAPI passphrase: enter the WPA.WAPI passphrase, you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). The unit is second.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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<
Toc tracy

.~ exchange the AP setting with Station and configure Ap settings. This feature greatly simplifies i
steps needed to create a Wi-Fi network for a residential or an office setting. The commonly known
PIN method is supported to configure WPS.

WPS: Select enable to enable WPS function. Please note that WPS can only be available when
WPA2-PSK or OPEN mode is configured.

Note:

1) WPS feature is only available when in WPA2 or OPEN mode in security settings.

2) Here wireless can be configured as Registrar and Enrollee mode respectively. When AP is
configured as Registrar, you should select “Configured” in the WPS AP Mode below, and default
WPS AP Mode is “Configured”. When AP is configured as Enrollee, the WPS AP Mode below
should be changed to “Unconfigured”. Follow the following steps.

IC.}nﬂgurazicn

¥ Security

N N

If Hide Access Point enabled or Mac filter list is empty with ‘allow’ chosen, WPA2 will be disabled.

WPS Setup
WPS

Add Client

WPS AP Mode
Setup AP
Manual Setup AP
Select SSID

MNetwerk Authentication

WEF Encryption

Cancel

Ehahle * | (Current: Disable}

O Enter STAPIN O'Use AP PIN|  Add Enrollee | (This feature is available only when WPAZ PSK or OPEN
mode is configured)
Configured v

76229909 Help |'C-3nfigure all security settings with an external registrar)

wlan-ap -
Cpen b

Disabled »
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dre AP as Registrar
”.d Enrollee with PIN method
1. Select radio button “Enter STA PIN”.

2. Input PIN from Enrollee Station (16837546 in this example), Or else users can alternatively
enter the authorized station MAC Help: it is to help users to understand the concept and correct
operation.

3. CliCk[ Add Enrolee ]

ICenﬂguraiicn 1“}; .

¥ Security

IfHide Access Paoint enabled or Mac filter listis empty with ‘allow’ chosen, WPAZ will be disabled.
WPS Setup
WPS Ehahle * | (Current: Disable)

@ Enter STAPIN O'Use AP PIN|  Add Enrollee | (This feature is available only when WPAZ PSK or OPEN
mode is configured)

Add Client

PIN 16837546 |Help

Authorized Station MAC |Help

WPS AP Mode Configured  |v

Setup AP [76220900 Help [Conﬁgure all security settings with an external registrar)
Manual Setup AP

Select 551D wlan-ap w

Netwark Authentication Open b

WEP Encryption Disabled v |

(Station PIN)

ICenﬂgurazicn ‘\ i\- .

¥ Security
If Hide Access Point enabled or Mac filter list is empty with ‘allow’ chosen, WPAZ will be disahled.
VWPS Setup

WPS Enable | (Current Disable)

Add Client ® Enter STAPIN O Use APPIN|  Add Enrollee | (This feature is available only when WPAZ PSK or OPEN
made is configured)

FINM |Help

Authorized Station MAC 18:'—":920_5238204208_ |Helo

WPS AF Mode Configured v

Setup AP |76220009 Helo [ Config AP |(Configure all security settings with an external registrar)

Manual Setup AP

Select 551D wlan-ap w

Netwark Authentication Open ¥

WEP Encryption Disabled v |

(Station MAC)

Note: Users can alternatively input PIN from Enrollee Station or enter the authorized station MAC.
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/ from the WPS AP List column. Then press the PIN button located on the middle Ieit
the page to run the scan.

g

3

Z @

Radio On/Off  About

Extra Infio »=
Channel »=

Authentication »»

Encryption =

Hetwork Type =>

IP Address ==
Sub Mask =»

Defaut Gateway »»

EW =>n/a

Gl

»» nfa

HT

MC5»> nfa

Transmit

Link Speed ==

Throughput »=»

Receive
Link Speed ==
A0 => nfa
Throu k==
SMR1 »>» nia ke

98

Signal 5trength 1 == 0%
Signal Strength 2 »> 0%
Hoize Strength == 0%

0.000
Kbps

0.000
Kbps

i e
Profile Hetwork Advanced Statistics WM WPS
WPS AP List
1D : Ox0000 wan-ap 00-04-ED-EC:FF:D0 1
ID: 11 00-04-ED-00-00-01 1
L4 L] k
WP Profile List
L4 i
FIN [l wPs Associate IE Progress »» 0%
FEC WPS ALELLE WPS status is disconnected
Status == Disconnected Link Quality »» 0%

Reccan
Information
Pin Code

16837546  Renew

Canfig Mode

Enrolee -

Disconnect
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Profile

[

1D :

} wian-ap

BIN
PEC

Chan

BW =40

Gl == long

pAtra Info ==

Authentication ==

Encryption »=
Network Type ==
IP Address =»
Sub Mask ==

|__|

# @

== 3
Metwaork Advanced Statistics WM WPS
WPS AP List
» 00-04-ED-01-00-01
wlan-ap 00:04:ED:EC:FF:D:0

mr

WPS Profile List

114

I ogres - 05

PIM - Get WPS profile successfuly.

[l wPs Associate IE
[l wPs Probe IE

wlan-ap <--= QQ:04:
Link is Up [TxPower: 100%]
1 <--= 2412 MHz; central channe
Open

HONE

Infrastructure

192.168.1.100
255.256.255.0
192.168.1.254

nel =

Transmit
Link Speed == 270.0 Mbps

Throughput == 5.600 Kbps

Receive

Link Speed => 54.0 Mbps

HT

SHRO == 19

Throughput =>81.608 Kbps

MCS =» SHR1 == nfa

15

(=
Radio On/Off

I

3

Link Quality =» 100%
Signal Strength 1 == 64%

_gnal Strength 2 == 34%

Moise Strength => 26%

Max

146,340
Kbps

ﬁ:buut

Rescan
Infermation
Pin Code

16837546  Renew

Config Mode

Enrolee -

Rotate
Disconnect
Export Profile

You can check the message in the red ellipse with the security parameters you set, here we all use

the default.
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dre AP as Enrollee

@ Add Registrar with PIN Method

1. Set AP to “Unconfigured Mode” and Click “Config AP” button.

IIZonﬂgurazion ;“36' .

¥ Security

If Hide Access Point enabled or Mac filter list is emptly with "allow’ chosen, WPAZ will be disabled.

WPS Setup

WPS (Enable » | (Current: Disable)

Add Client O Enter sTAPIN @& Use APPIN|  Add Enrollee | (This feature is available only when WPAZ2 PSK or OPEN
mode is configured)

WPS AP Mode "Unccnfigured v

Setup AP 76229909 Help [ Cenfig 4P _|iCenfigure all security settings with an external registrar)

Manual Setup AP

Select SSID | wlan-ap v

MNetwork Authentication Open v

WEP Encryption Disabled ¥
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¥.1e PIN number (76229909 (device) for example) in the PIN Code column then cho g

J0c-traCg

¥ct AP (eg. wlan-ap) from the WPS AP List section before pressing the PIN button to ru
scan.

E| el #F @B @ i

Profile Metwark Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
00:04:ED:EC:FF:DO ) Information
ID: D2-VPN 00-1B-11-E4-DA-DS @~ Pin Code
) = 4 76229909
WPS Profile Config Mode
wlan-ap X Registrar -
4 1 3
EIN [@] wPs Associate IE Progress >= 0% ——p—
FEC [ wPs Probe IE Disconnect
Export Profile
b
Status > Disconnected Link Quality == 0%
Extra Info == Signal Strength 1 »» 0%
Channel == Signal Strength 2 »> 0%
Authentication == Hoise Strength =» 0%
Encryption »=
Metwork Type == Transmit
IP Address >» Link Speed »= Max
Sub Mask ==
Throughput >= 0.000
Default Gateway »» Kbps
Receive
HT
Link S5peed =>
BW ==n/fa SHROD == nfa
Throughput == 0.0:00
Gl »= nfa MCS=> nfa 5MR1 == nfa

Kbps
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- & & @ 0 -

Metwork Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
I0: i 00-04-ED-01-00-01 q e
ID: wian-ap 00:04:ED:EC:FF:D0 1 - Pin Code

< L t 76229909 Renew

WPS Profile List

Config Mode
} wian-ap Registrar -
- I I
e @vesasocatcte o otc
REC @ eDTIIE PIM - Get WPS profile successfuly. Dizzoopeck

Export Profile

Status =»
Extra Infp

Link Quality == 100%
Signal Strength 1 == 64%

Moise Strength > 26%

dn-ap =--> Q:04EMEC:FFDE
Link is Up [TxPower:100%]
grfnel == 1 <--» 2412 MHz; central channel : 3

Augthentifation == Open

Encfyption => MNOMNE
Infrastructure
192.168.1.100
255.255.255.0
192.168.1.254

Transmit
Link Speed == 270.0 Mbps
Sub\Mask =»

Default Gateway »»

Throughput >> 5.600 Kbps

Receive
HT
Link Speed == 54.0 Mbps
BW =40 A== 19
Throughput =>=81.608 Kbps 146,840

Gl => long MCS5=> 15 SMR1 == nfa Kbps

. Do Web Page refresh after ER complete AP Configuration to check the new parameters setting.
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dter

L70c 1o

-ofiguration Wt‘
(| " i i

¥ MAC Filter

Parameters

Select 35D wlan-ap |+

MAC Restrict Mode * ®pisable QO allow O Deny
*If'allow’ is choosed and macfilter is empty, WPS will be disabled.

MAC Address Remaove

Add Remaove

Select SSID: select the SSID you want this filter applies to.

MAC Restrict Mode:
@® Disable: disable the MAC Filter function.
® Allow: allow the hosts with the following listed MACs to access the wireless network.
® Deny: deny the hosts with the following listed MACs to access the wireless network.

Click Add to add the MACs.

IC-}nfigur'a!_ion QEE .
A —

¥ MAC Filter
Parameters
MAC Address

Cancel

MAC Address: enter the MAC address(es). The format of MAC address could be: XX:XX:XX:XX:XX:XX
OF XX-XX-XX-XX-XX-XX.

Click Apply to apply your settings and the item will be listed below.

ICenﬂgura:.icn A u% .

~ MAC Filter
Parameters

Select SSID wan-ap ¥

WMAC Restrict Mode * O pisable O allaw @ Deny
*|f'allow’ is choosed and macfilter is empty, WPS will be disabled.

MAC Address Remave

18:A5:08:38:08:04 =]

(e

MAC Address Remove

18:45:08:38:08:04
) (e T

If you don’t need a rule, check the remove checkbox and press Remove to delete it.
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- (wireless distributed system) is a wireless access point mode that enables wireless link a
communication with other access points. It's easy to install, simply define the peer's MAC address of
the connected AP. WDS takes advantage of cost saving and flexibility with no extra wireless client
device required to bridge between two access points and extending an existing wired or wireless
infrastructure network to create a larger network.

Here you can select what role the AP server has, AP or wireless bridge (WDS).

ICanigur'ati-}n u\‘ .
A =

¥ Wireless Bridge
Parameters

You can select Wireless Bridge (also known as Wireless Distribution System) to disable access peint functionality.

ZSelecting Access Peint enables access point functionality.

Wireless bridge functionality will still be available and wireless stations will be able to associate to the AR

Select Disahled in Bridge Restrict which disables wireless bridge restriction. Any wireless bridge will be granted access.

Selecting Enabled or Enabled{Scan) enables wireless bridge restriction. Only those bridges selected in Remote Bridges will be granted access.

AP Mode Access Point Bt

Bridge Restrict Enable e

Remote Bridges MAC Address

Apply Refresh

AP Mode: determines whether the gateway will act as an Access point or as a Bridge.
® Access Point: the gateway communicates with both clients and bridges.

® Wireless Bridge: the gateway communicates with other WDS devices only. In this mode, the
gateway doesn’t communicate with client devices.

If your wireless network includes repeaters that use WDS, the gateway in wireless bridge mode will
also communicate with your repeaters. The gateway in wireless bridge mode will not communicate
with a repeater that uses a proprietary (non-WDS) mode.

Bridge Restrict: When AP Mode is set to Wireless Bridge, this determines whether the gateway
will communicate with all other bridges or only specific ones:

® Enable: to enable wireless bridge restriction. Only those specified in the Remote MAC
Address the gateway can communicate with.

Bridge Restrict Enakle w

Remote Bridges MAC Address

[.i.ppl;.-'][ Fefresh ]

Remote Bridge MAC Address: enter the remote bridge MAC addresses. Here up to 4 bridge
MAC addresses are supported.

® Enabled (Scan): to enable wireless bridge restriction. Only those scanned by the gateway
can communicate.

Bridge Restrict Enabled{Scan) s

331D B3SID

Remuote Bridges MAC Address
F] wlan-ap 00:04:ED:14:27:13

[.i.ppl:.-'] [ Refresh
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ote Bridge MAC Address: select the remote bridge MAC addresses.

" 4
270cy-tr3 90¢ 118l

@ Disable: Does not restrict the gateway communicating with bridges that have their f.
address listed, but it is still open to communicate with all bridges that are in the same network.

Bridge Restrict Disable “

[.i.ppl:.-'][ Refresh ]

Click Apply to apply your settings.
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IC.}nfigu:'aiien

~ Advanced

Parameters

Band 2.4GHZ |»

Channel 1 w |  Current 1 (interference: severe) [@
Auto Channel Timer 0 | minutes

802.11n/EWC Auta v

Bandwidth 40MHz % | Current: 20MHz

Contrel Sideband

Lower »| Current: MN/A

Wy
A | =

802 11n Rate Auto v
802.11n Protection Auta (w

Support 802.11n Client Only Off »

RIFS Advertisement Auto (|

0BSS Co-Existance Enable »

RX Chain Power Save Disable [%| Power Save status: Full Power
RX Chain Power Save Quiet Time 10

RX Chain Fower Save PPS 10

54g™ Rate 1 Mbps

IMulticast Rate Auto v

Basic Rate Default v
Fragmentation Threshold 2346 [256-2346]
RTS Threshaold 2347 [0-2347]
DTIN Interval 3| [1-255]
Beacaon Interval 100 [1-65535]
Glokal Max Clients 16 [1-128]
XPress™ Technolagy Disahle [

Transmit Fower 100% |[»

WM AYI-Fi Multimedia) Enable » |

WM Mo Acknowledgement Disahle (s

WHMM APSD Enable '+

Apply Cancel

Band: Select frequency band.
Channel: Allows channel selection of a specific channel (1-7) or Auto mode.
Scan Used Channel: Press the button to scan and list all channels being used.

Auto Channel Timer (min): The auto channel times length it takes to scan in minutes. Only
available for auto channel mode.

802.11n/EWC: select to auto enable or disable 802.11n.
Bandwidth: Select bandwidth. The higher the bandwidth the better the performance will be.

Control Sideband: only available for 40MHz. It allows you to select upper sideband or lower
sideband. Sideband refers to the frequency band either above (upper sideband) or below (lower
sideband) the carrier frequency, within which fall the spectral components produced by modulation
of a carrier wave.

802.11n Rate: This allows you to select the fixed transmission rate or auto.
802.11n Protection: turn off for maximize throughput. Auto for greater security.

Support 802.11n Client Only: turn on the option to only provide wireless access to the clients
operating at 802.11n speeds.
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OBSS Co-Existence: coexistence (or not) between 20 MHZ and 40 MHZ overlapping basic service
sets (OBSS) in wireless local area networks.

RX Chain Power Save: Enabling this feature turns off one of the Receive chains, going from 2x2 to
2x1 to save power.

RX Chain Power Save Quiet Time: The number of seconds the traffic must be below the PPS
value before the Rx Chain Power Save feature activates itself.

RX Chain Power Save PPS: The maximum number of packets per seconds that can be processed
by the WLAN interface for a duration of Quiet Time, described above, before the Rx Chain Power
Save feature activates itself.

Multicast Rate: Setting for multicast packets transmission rate.

Basic Rate: Setting for basic transmission rate. It is not a specific kind of rate, it is a series of rates
supported. When set to Default, the router can transmit with all kinds of standardized rates.

Fragmentation Threshold: A threshold (in bytes) whether the packets will be fragmented and at
what size. Packets succeeding the fragmentation threshold of 802.11n WLAN will be split into
smaller units suitable for circuit size. While the packets smaller than fragmentation threshold will not
be fragmented. Default is 2346, setting the fragmentation too low may result in poor performance.

RTS Threshold: Request to Send (RTS) threshold specifies the packet size, when exceeds the size,
the RTS/CTS will be triggered. The default setting of 2347(max length) will disable the RTS.

DTIM Interval: Delivery Traffic Indication Message (DTIM). The entry range is a value between 1
and 255. A DTIM is countdown variable that informs clients of the next window for listening to
broadcast and multicast messages. When the AP has buffered broadcast or multicast messages for
associated clients, it sends the next DTIM with a DTIM interval value. AP clients hear the beacons
and awaken to receive the broadcast and multicast messages. The default is 1.

Beacon Interval: The amount of time between beacon transmissions in is milliseconds. The default
is 100ms and the acceptable is 1- 65535. The beacon transmissions identify the presence of an
access point.

Global Max Clients: Here you have the option of setting the limit of the number of clients who can
connect to your wireless network.

XPress™ Technology: It has been designed to improve the wireless network efficiency. Default is
disabled.

Regulatory Mode: select to deny any regulatory mode. There are two regulatory modes:

802.11h: The standard solves interference problems with e.g. satellites and radar using the same
band as 802.11a or 802.11n dual-band access points.
802.11d: This standard automatically adjusts its allowed frequencies, power levels and bandwidth
accordingly to the country it's located in.
This means that manufacturers don't need to make country specific products.

Transmit Power: select the transmitting power of your wireless signal.

WMM (Wi-Fi Multimedia): you can choose to enable or disable this function which allows for priority
of certain data over wireless network.

WMM No Acknowledgement: Refers to the acknowledge policy at the MAC level. Enabling WMM
No Acknowledgement can result in more efficient throughput but higher error rates in noisy Radio
Frequency (RF) environment.

WMM APSD: Automatic Power Save Delivery. Enable this to save power.
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~Info

Ilin}nﬂguraiion ) u\t‘ .
A -

~ Station Info

Associated Stations
MAC Address Associated Authorized S5ID Interface

MAC Address: The MAC address of the wireless clients.

Associated: List all the stations that are associated with the Access Point. If a station is idle for too
long, it is removed from this list

Authorized: List those devices with authorized access.

SSID: Show the current SSID of the client.

Interface: To show which interface the wireless client is connected to.
Refresh: To get the latest information.
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-Wide Area Network

A WAN (Wide Area Network) is a computer network that covers a broad geographical area (eg.
Internet) that is used to connect LAN and other types of network systems.

WAN Service

Two WAN interfaces are provided for WAN connection: DSL and Ethernet.

ICcnﬂguraiicn ;“}E .

v WAN Service
JGILTE Interface

Interface Description TEL No. APN Usemame NAT Firewall Edit
USB3Go rggray interet Enabled Enabled
Add Remaove

Click Add to add new WAN connections.

® DSL

In DSL mode, there are two transfer modes for you to configure for WAN connection, namely ATM
and PTM, configuration of PTM mode is similar as ATM mode, here take ATM mode WAN
configuration for example.

ICon[iuuration i“’% .

~WAN Service

Parameters

WAN Port DSL v

Layer2 Interface ®atM COPTM

Type | PPP over Ethemnet (PFPPoE) v |

VPI/VCI [0 |10-255] / [35 | 132-65535] Encapsulation Mode [LLC/SNAP-BRIDGING v |

Description | |

802.1P Priority [tagged: 0-7; untagged: -1] £02.1Q VLAN ID [tagged: 0-4094; untagged: -1]
Usemame | |

Password | |

Service Name | |

Authentication Method Fullcone NAT [l Enable

IPv4 Address [ static IP Address

Dial on demand [ lEnable Inactivity Timeout (minutes) [1-4320]
IPvE for this service ¥ Enable

IPvE Address [ static IP Address

MTU [1492

PPPoE with Pass-through [l Enable

IGMP Multicast Proxy [ Enable MLD Multicast Proxy ] Enable

Layer2 Interface: 2 transfer mode, ATM or PTM.
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~WAN Service

Parameters

WAN Port DSL

Layer2 Interface ®am CPTM

Type | PPP over Ethernet (FFPoE) v |

VPI/VCI 8 |10-255] / [35 | 132-65535) Encapsulation Mode [LLCTSNAP-BRIDGING |

Description | |

802.1P Priority [tagged: 0-7; untagged: -1] 802.1Q VLAN ID [t |itagged: 0-4094; untagged: -1]
Username | |

Password | |

Service Name | |

Authentication Method [AUTO V| Fullcone NAT 1 Enable

IPv4 Address [ static IP Address

Dial on demand [ Enable Inactivity Timeout {minutes) [1-4320]
IPvE for this service ¥ Enable

IPvE Address [ static IP Address

MTU [1482

PPPoE with Pass-through [ Enable

IGMP Multicast Proxy [ Enable MLD Multicast Proxy [ Enable

VCP/VPI: Enter the VCI/VPI combination from you ISP.
Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Username: Enter the account obtained from the ISP.

Password: Enter the password obtained from the ISP.

Service Name: The item is for identification purpose, user can define it yourselfe.
Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host by sending a packet to the
mapped external address.

Note: In PPPoE connection, NAT is enabled by default, you can determine whether to enable
Fullcone NAT or disable Fullcone NAT and only use NAT, the default NAT type is Port Restricted
cone NAT. Of Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an
external host can send a packet, with source IP address X and source port P, to the internal host
only if the internal host had previously sent a packet to IP address X and port P

110


http://www.pdfxviewer.com/
http://www.pdfxviewer.com/

70c-tral ocy-1raC

Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.

IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

PPPoE with Pass-through: Enable or disable PPPoE pass-through. If it is enabled, PCs behind the
router can dial itself.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.

IConIiuuration \ Q\t- .

T Default Gateway | DNS§
Default Gateway

Selected Default Gateway Interfaces Available Routed WAN Interfaces
ppp0.1
-
-
Selected WAN Interface As The System Default IPv6 Gateway |pppne_0_8_35.’ppp0.1 |
DNS
DNS Server Interface (®) Available WAN Interfaces ) Static DNS Address
Selected DNS Server Interfaces Available WAN Interfaces
ppp0.1

Primary DNS server
Secondary DNS server
Note that selecting a WAN interface for IPvé DNS server will enable DHCPv6 Client on that interface.

DNS Server Interface @) Available WAN Interfaces ) Static DNS IPv6 Address
‘WAN Interface selected |pppoe 0_8_35/ppp0 1 v|

Primary IPv6 DNS server
Secondary IPvG DNS server
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't Gateway

Select default gateway for you connection (IPv4 and IPv6).

DNS
Either IPv4 or IPv6, you can choose static setting or select from available interfaces.

IPv6 DNS Server’s operation is similar to IPv4 DNS server. There are two modes to get DNS server
address: Auto and static mode.

Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: select one configured IPv6 WAN connection from the menu to be as an
IPv6 DNS.

Static DNS IPv6 Address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: type the specific primary and secondary
IPv6 DNS Server address.

If you don’t need a service, select the item you want to remove, check the checkbox, then press
Remove.

Press Edit button to re-edit this service settings.

IC.}nﬂguraaien L\ i\. .

>\WAN Service

ATM Interface

Interface Description Type VFRI/VCI  Vlang021p Vianfuxld lamp MNAT Firewall IPvE Iid Remaove  Edit

pPpRO.1 pppoe_0_8_35 EEHOES @35 /A I Disabled  Enabled Enabled Enabled Disabled ol

3GILTE Interface

Interface Description TEL Mo. APM Username MAT Firewall Edit

USB3G0 il internet Enabled Enabled @
Add Remaove
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(IPv4 or IPv6)

I Status

*WAN
Wan Info

Interface Description

pppo.1

USB3G0

I Status

~ Device Information

Model Mame

Host Mame

System Up-Time

Date/Time

Software Version

LAM IPv4 Address

LAN IPvG Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

~ WAN

Line Rate - Upstream (Kbps)
Line Rate - Downstream (Kbps)
Default Gateway

Connection Time

Primary DNS Server

Secondary DNS Server

Default IPvG Gateway

,ou will obtain an IPv6 address).

Type Status

PPPoE | Disconnect

pppoe 0 8 35

Connection
Time

00:04:54

3GILTE Card not
found

BiPAC 7800WMNOX
home. gateway

00 OH 11M 473

FriJan 4 07:10:36 2013
223

192.168.1.254

IPv4 Address IPvS Address

R

10.40.90.1594 2000:db55:1000:1000:6665:bf38:a1e0:6ce2/54

2000:1211:1000:5f02: 204 edffe02:1/64

00:04:2d:02:00:01
AZpD035j.d24d
5.100.138.2008.cpe2.23L.4

1315

27431
ppp0.1(DSL)
00:01:57
218.21351
218.21351
ppp0.1 (DEL)
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TWAN Service
Parameters
WAN Port

Layer2 Interface
Type

VP fVCI

Description
Username

Password
Authentication Method
IPv4 Address

Dial on demand

IPvE for this service
IPv6 Address

MTU

IGMP Multicast Proxy

DSL v
@AM COPTM
[PPPoA v|

[0 | 10-255] ¢ [35 | 132-65535]

| |

| |
| |
[AUT0__ V]

[ static

[l Enable

M Enable

[ static

[1500

[lEenable

Encapsulation Mode

Fullcons NAT

IP Address

Inactivity Timeout

IP Address

MLD Multicast Proxy

[vemux Y

[ Enable

(minutes) [1-4320]

[ Enable

VCP/VPI: Enter the VCI/VPI combination from you ISP.

Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection.

Username: Enter the account obtained from the ISP.

Password: Enter the password obtained from the ISP.

Service Name: The item is for identification purposes, user can define this.

Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host by sending a packet to the
mapped external address.

Note: In this connection, NAT is enabled by default, you can determine whether to enable Fullcone
NAT or disable Fullcone NAT and only use NAT, the default NAT type is Port Restricted cone NAT.
With Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an external host
can send a packet, with source IP address X and source port P, to the internal host only if the
internal host had previously sent a packet to IP address X and port P

IPv4 Address: Select whether to set static IPv4 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address get from the ISP.

Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.

IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.
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\.w.P Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Managerr.c.
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.
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‘er Ethernet

I Configuration

TWAN Service

Parameters

WAN Port DSL v

Layer2 Interface ®atM OPTM

Type [IP over Ethernet V|

VP VCI [0 |10-255] 1 [35 | (32-65535] Encapsulation Mods [LLC/SNAP-BRIDGING V|

Description | |

802.1P Priority [tagged: 0-7; untagged: -1] 802.1Q VLAN ID [tagged: 0-4094; untagged: -1]

Obtain an IF address automatically W] Enable

Option 60 Vendor ID | |

Option 61 IAID | | 8 hexadecimal digits
Option 61 DUID | | hexadecimal digits
Option 125 ® Digable () Enable

WAN IP Address
WAN Subnet Mask

WAN gateway IP Address

IPvE for this service | Enable
Obtain an IPv6 address
automatically ¥ Enable

WAN IPv6 Address/Prefix Length

WAN Next-Hop IPv6 Address |

NAT ™ Enable Fullcone NAT [ Enable
Firewall ¥ Enable IGMP Mulficast [ ] Enable
LD Multicast Proxy [ Enable

Mext

VCP/VPI: Enter the VCI/VPI combination from you ISP.

Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.
Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

802.1P Priority: The parameter indicates the frame priority level from O (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Here two modes are supported for users to deal with the IP and DNS. You can select obtain
automatically or manually input the information according to your ISP.

Obtain an IP address automatically: Check whether to enable this function.

Option 60 Vendor ID: Enter the associated information by your ISP. This option is used by DHCP
clients to optionally identify the vendor type and configuration of a DHCP client. The information is a
string of n octets, interpreted by servers. Vendors may choose to define specific vendor class
identifiers to convey particular configuration or other identification information about a client.

Option 61 IAID: Enter the associated information provided by your ISP. You should input 8
hexadecimal numbers.

Option 61 DUID: Enter the associated information provided by your ISP. You should input
hexadecimal number(s).
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125: Option 125 is a complementary standard of DHCP protocol, it is used to enca g
¥ 25 message into DHCP offer packet before forward it to clients. After the clients recc \gg

the client accepts this offer, otherwise it will be abandoned. Check Enable or Disable this function.
Default setting is Disable.

WAN IP Address: Enter your IPv4 address to the device provided by your ISP.

WAN Subnet Mask: Enter your submask to the device provided by your ISP.

WAN gateway IP Address: Enter your gateway |IP address to the device provided by your ISP.
IPv6 for this service: Enable to use IPv6 service.

Obtain an IPv6 address automatically: check whether to enable or disable this feature.

WAN IPv6 Address/Prefix Length: Enter the WAN IPv6 Address/Prefix Length from your ISP.
WAN Next-Hop IPv6 Address: Enter the WAN Next-Hop IPv6 Address from your ISP.

Note: If you don’t know well about the DHCP Option, you can leave it empty or leave it as default.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P_Filtering Incoming to add allowing rules.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to
report their multicast group memberships to any immediately neighboring multicast routers. Check
this item to enable IGMP multicast on that WAN interface for multicast forwarding.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.
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. Configuration

TWAN Service

Parameters

WAN Port DSL v
Layer2 Interface ®aATM O PTM

Type [1PoA v|

VPI / VCl [0 |[0-255] 1 [35 | [32-65535] Encapsulation Mode [LLC/SNAP-ROUTING V|
Description | |

WAN IP Address | |

WAN Subnet Mask | |

NAT [l Enable Fullcone NAT I Enable

Firewall V| Enable IGMP Multicast [l Enable

VCP/VPI: Enter the VCI/VPI combination from you ISP.

Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

WAN IP: Enter the WAN IP from the ISP.

WAN Subnet Mask: Enter the WAN Subnet Mask from the ISP.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P Filtering Incoming to add allowing rules.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to
report their multicast group memberships to any immediately neighboring multicast routers. Check
this item to enable IGMP multicast on that WAN interface for multicast forwarding.

118


http://www.pdfxviewer.com/
http://www.pdfxviewer.com/

JI’L;, )
L70c_traC
. Configuration \ u\}t-

vWAN Service

Parameters

WAN Port DSL  w

Layer2 Interface ®atMm COPTM

Type [Bridging V|

VPI/VCI [0 |10-255] / [25 |132-65535] Encapsulation Mode [LLC/SNAP-BRIDGING v |

Description [ |

802.1P Priority [tagged: 0-7; untagged: -1] 802.1Q VLAN ID [tagged: 0-4094; untagged: -1]

VCP/VPI: Enter the VCI/VPI combination from you ISP.
Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.
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I Configuration

*WAN Service
Parameters
WAN Port

Type
Description
802.1P Priority
Usemame
Password

Service Name

[PPF over Ethernet (PFFOE) v |

I |

[tagged: 0-7; untagged: -1]
I |

I |

I |

%02.1Q VLAN ID

[tagged: 0-4094; untagged: -1]

Authentication Method Fullcone NAT [l Enable

IPv4 Address [ static IP Address

Dial on demand [ Enable Inactivity Timeout {minutes) [1-4320]
IPvE for this service [ Enable

IPvE Address [ =tatic IP Address

MTU [1482

PPPGE with Pass-through [l Enable

IGMP Multicast Proxy [l Enable MLD Multicast Proxy [ Enable

@ PPPoE

IConﬁguratIon ng_ .

~WAN Service

Parameters

WAN Port

Type [PPF over Ethernet (PFFOE) v |

Description [ |

802.1P Priority [tagged: 0-7; untagged: -1] 202.1Q VLAN ID [tagged: 0-4094; untagged: -1]
Username [ |

Password [ |

Service Name [ |

Authentication Method Fullcone NAT [l Enable

IPv4 Address [ static IP Address

Dial on demand [ Enable Inactivity Timeout {minutes) [1-4320]
IPvE for this service [ Enable

IPvE Address [ =tatic IP Address

MTU [1482

PPPGE with Pass-through [l Enable

IGMP Multicast Proxy [l Enable MLD Multicast Proxy [ Enable

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.
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me: Enter the account obtained from the ISP.

rord: Enter the password obtained from the ISP.
Service Name: The item is for identification purpose, user can define it yourselfe.
Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host by sending a packet to the
mapped external address.

Note: In PPPoE connection, NAT is enabled by default, you can determine whether to enable
Fullcone NAT. and while you disable Fullcone NAT and only use NAT, the default NAT type is Port
Restricted or Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an
external host can send a packet, with source IP address X and source port P, to the internal host
only if the internal host had previously sent a packet to IP address X and port P

IPv4 Address: Select whether to set static IPv4 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address get from the ISP.

Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.

IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

PPPoE with Pass-through: Enable or disable PPPoE pass-through. If it is enabled, PCs behind the
router can dial itself.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

121


http://www.pdfxviewer.com/
http://www.pdfxviewer.com/

2Xt to continue to set the default gateway and DNS for IPv4 and IPv6.

~ Default Gateway | DNS

Default Gateway
Selected Default Gateway Interfaces Available Routed WAN Interfaces
ppp0-1
>
=
Selected WAN Interface As The System Default IPv6 Gateway
DNS
DNS Server Interface ®) Available WAN Interfaces ) Static DNS Address
Selected DNS Server Interfaces Available WAN Interfaces
ppp0-1

Primary DNS server
Secondary DNS server

Note that selecting a WAN interface for IPv6 DNS server will enable DHCPvE Client on that interface.

DNS Server Interface (®) Available WAN Interfaces ) Static DNS |Pv6 Address
VWAN Interface selected pppos_sth0/ppp0.1

Primary IPv6 DNS server
Secondary IPv6 DNS server

Default Gateway
Select a default gateway for you connection (IPv4 and IPv6).

DNS
Either IPv4 or IPv6, you can choose a static setting or select from available interfaces.

IPv6 DNS Server’s operation is similar to IPv4 DNS server. There are two modes to get DNS server
address: Auto and static mode.

Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: Select one configured IPv6 WAN connection from the menu to be as an
IPv6 DNS.

Static DNS IPv6 Address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: Type the specific primary and secondary
IPv6 DNS Server address.
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ICenﬂgura{ien

T\WAN Service

ETH Interface

Interface Description Tvpe

ppp0.1 pppoe_eth0 PPPoE

3GILTE Interface

Interface Description TEL Mo.

USB3Go *ggrq#
Add Remave

Ylang021p VianhMuxld lgmp MAT
MIA MIA Dizabled Enabled
APN Username MNAT
internet Enabled

Firewall IPvE fid Remaove Edit
Enabled  Enabled  Disabled [
Firewall Edit
Enabled

Here the corresponding WAN Service have been configured, if it is OK, you can access the internet.
You can go to Status>WAN or Summary to view the WAN connection information (if your ISP

provides IPv6 service, then you will obtain an IPv6 address).

(IPv4 or IPv6)

IS{EHLIS

*WAN

Wan Info

Interface Description
pppd.1 pppoe_eth

Us83G0

Connection
Type Status Time
PPPoE | Disconnect 00:04:54
JGILTE Card not
found

The device summary information

IStatus

~ Device Information

Model Mame

Host Name

System Up-Time

Date/Time

Software Version

LAN IPvd4 Address

LAN IPvG Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

v WWAN

Line Rate - Upstream (Kbps)
Line Rate - Downstream (Kbps)
Default Gateway

Connection Time

Primary DNS Server

Secondary DNS Server

Default IPvG Gateway

BIPAC T800VMOX

home.gateway

0D OH 13K 2753

FriJan 4 07:12:16 2013

223

192.168.1.254
2000:1211:1000:5f02:204 edff fe02:1/64
00:04:ed:02:00:01

AZpD035j.d24d
5.100.138.2008.cpe2.23L 4

0

a

ppp0.1 (Ethernet)
00:00:46
218.2.1351
218.2.1351
ppp0.1 (Ethernet)

123

N N

IPv4 Address IPvG Address

10.40.50.194 2000.db98:1000:1000:6665:bf38:alel:Goe25d
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‘er Ethernet

. Configuration

*WAN Service
Parameters
WAN Port
Type
Description

802.1P Priority

[P over Ethernet v

I |
[tagged: 0-7; untagged: -1]

802.1Q VLAN ID

Obtain an IF address automatically v Enable

Option 60 Vendor ID
Option 61 IAID
Option 61 DUID
Option 125

WAN IP Address
WAN Subnet Mask

WAMN gateway IP Address

[ | 8 hexadecimal digits

[ | hexadecimal digits

® Disable ) Enable

[tagged: 0-4094; untagged: -1]

IPvE for this service ¥ Enable
Obtain an [Pv6 address
automatically M Enable

WAN IPvE Address/Prefix Length

WAN Nexi-Hop IPv6 Address |
NAT ¥ Enable Fullcone NAT [ Enable
Firawall [+ Enable |GMP Multicast [l Enable
MLD Multicast Proxy [ Enable

Mext

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from O (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Here two modes are supported for users to deal with the IP and DNS. You can select obtain
automatically or manually input the information according to your ISP.

Obtain an IP address automatically: Check whether to enable this function.

Option 60 Vendor ID: Enter the associated information by your ISP. This option is used by DHCP
clients to optionally identify the vendor type and configuration of a DHCP client. The information is a
string of n octets, interpreted by servers. Vendors may choose to define specific vendor class
identifiers to convey particular configuration or other identification information about a client.

Option 61 IAID: Enter the associated information provided by your ISP. You should input 8
hexadecimal numbers.

Option 61 DUID: Enter the associated information provided by your ISP. You should input
hexadecimal number(s).

Option 125: Option 125 is a complementary standard of DHCP protocol, it is used to encapsulate
option 125 message into DHCP offer packet before forward it to clients. After the clients receive the
packet, it check the option 125 field in the packet with the pre-stored message, if it is matched, then
the client accepts this offer, otherwise it will be abandoned. Check Enable or Disable this function.
Default setting is Disable.
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> Address: Enter your IPv4 address to the device provided by your ISP.

subnet Mask: Enter your submask to the device provided by your ISP.

WAN gateway IP Address: Enter your gateway |IP address to the device provided by your ISP.
IPv6 for this service: Enable to use IPv6 service.
Obtain an IPv6 address automatically: check whether to enable or disable this feature.
WAN IPv6 Address/Prefix Length: Enter the WAN IPv6 Address/Prefix Length from your ISP.
WAN Next-Hop IPv6 Address: Enter the WAN Next-Hop IPv6 Address from your ISP.
Note: If you don’t know well about the DHCP Option, you can leave it empty or leave it as default.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |IP Filtering Incoming to add allowing rules.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to
report their multicast group memberships to any immediately neighboring multicast routers. Check
this item to enable IGMP multicast on that WAN interface for multicast forwarding.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.
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~*WAN Service
Parameters

WAN Port

Type [Bridging v|

Description | |

802.1F Priority [tagged: 0-7; untagged: -1] 802.1Q VLAN ID [tagged: 0-4094; untagged: -1]

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

126


http://www.pdfxviewer.com/
http://www.pdfxviewer.com/

:G/LTE

. ocl@y’ 3G/LTE to configure the route to enjoy the mobility. By default the 3G/LTE interface
ec. can edit the parameters to meet your own requirements.

ICenﬂgurazien A W(‘ .

> \WAN Service

ATM Interface

Interface Description Type VPI/VCI  Vlang8021p Vianfuxld lamp MNAT Firewall IPVE Iid Remaove  Edit

ppp0.1 pppoe_0_8_35 EEHgES @3h /A R Disabled  Enabled Enabled Enabled Disabled ]

3GILTE Interface

Interface Description TEL Mo, APH Username MAT Firewall Edit

USB3G0 9o 1# internet Enabled Enabled @
Add Remaove

Click Edit button to enter the 3G/LTE configuration page.

IConﬂgurazien A WE .

v \WAN Service

Parameters
Failover Enable
Mode Use 23G/LTE dongle setings v
TEL Mo. *gg=**1# APN internet
Username Fassword
Authentication Method AUTO w FIn
Dial on demand Enable
Idle Timeout 1600 seconds [10-86400]
MNAT Enable Firewall Enable
MTu 1500
Selected Default Gateway Interfaces Available Routed WAN Interfaces
USB3G0 eth0.1
ppp0.1
=
=
Obtain DM [¥] Automatic
Selected DNS Server Interfaces Available WAN Interfaces
USB3G0 eth0.1
=
Primary DNS Secondary DNS
*Warning: Entering the wrong PIN code three times will lock the SIM

Failover: If enabled, the 3G/LTE will work in failover mode and be brought up only when there is no
active default route. In this mode, 3G/LTE work as a backup for the WAN connectivity. While if
disabled, 3G/LTE serves as a normal interface, and can only be brought up when it has been
configured to achieve a mobile connectivity.

Mode: There are 6 options of phone service standards: GSM 2G only, UTMS 3G only, GSM 2G
preferred, UMTS 3G preferred, Automatic, and Use 3G/LTE 3g dongle settings. If you are uncertain
what services are available to you, and then please select Automatic.

TEL No.: The dial string to make a 3G/LTE user internetworking call. It may provide by your mobile
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worvice provider is able to attach anything to an APN to create a data connection, requirements -
APNs varies between different service providers. Most service providers have an internet portal
which they use to connect to a DHCP Server, thus giving you access to the internet i.e. some 3G
operators use the APN ‘internet’ for their portal. The default value is “internet”.

Username/Password: Enter the username and password provided by your service provider. The
username and password are case sensitive.

Authentication Protocol: Default is Auto. Please consult your service provider on whether to use
PAP, CHAP or MSCHAP.

PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used in certain
systems as a password to gain access, and authenticate. In mobile phones a PIN code locks the
SIM card until you enter the correct code. If you enter the PIN code incorrectly into the phone 3 times
in a row, then the SIM card will be blocked and you will require a PUK code from your network/
service provider.

® Connect on Demand: If you want to make UMTS/GPRS call only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access
the Internet). In this mode, you must set Idle Timeout value at same time. Click on Connect on
Demand, the Idle Timeout field will display.

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on
the line for a predetermined period of time. Default is 600 seconds.

Dial on demand i*iEnahle

ldle Timeout G00 secands [10-86400]

® Keep Alive: Check Enable to allow the router to send message out every 7 seconds (can be
changed base on need) to prevent the connection being dropped by ISP.

IP Address: The IP address is used to “ping”, and router will ping the IP to find whether the
connection is still on.

Dial on demand [1Enable
Keep Alive ¥ Enable |7 seconds [1-86400]
|F Address g.8.88

NAT: Check to enable the NAT function.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P_Filtering Incoming to add allowing rules.

MTU: MTU (Maximum Transmission Unit) is the size of the largest datagram that IP will attempt to
send through the interface.

Select default gateway interfaces: Select from the interfaces the default gateway, here commonly
we select ppp3g0.

Selected DNS Server Interfaces: Select the |IP addresses of the DNS servers.

Click Apply to confirm the settings.
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I Status

¥ \WAN

Wan Info
Interface Description

ppp0a pppoe_0_8_35
ppp3gl 3G0

I Status

¥ Device Information

Madel Mame

Host Mame

System Up-Time

Date/Time

Software Version

LAN IPv4 Address

LAN IPvE Address

MAC Address

DSL PHY and Driver Veersion
Wireless Driver Version

~\WAN
Line Rate - Upstream (Kbps}

Line Rate - Downstream (Kbps)

Default Gateway
Connection Time
Primary DMNS Server
Secondary DNS Server
Default IPvE Gateway

or Summary to view the WAN

PPFPoE Unconfigured

Connection
Time IPv4 Address IPy6 Address
Failover/ Connected 00:01:10 10.44.183.197

BiFAC TE00WVNOX
home.gateway

00 OH 15M 265

FriJan 4 07:14:16 2013
223

192.168.1.254
fed0:204:edfffe02:1/64
00:04:ed:02:00:01
AZ2pD035j.d24d
5.100.138.2008.cpe2.23L 4

0

0

ppp3a0 (3GILTE)
00:03:21
2216466
58.240.57.33
ppp0.1 (DSL)
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This screen allows you to set DSL parameters. DSL knowledge is required to configure these
settings. Contact your ISP to make sure that these parameters are correct.

ICDnﬂguraIiGn | Q\‘ .
i ] -

TDsL

Parameters

Modulation Moomt Melite MT1412 Mapstz Mannest [Mapsie+ annexu
FPhone line pair @'Innerpair O outer pair

Capability M Bitswap [lsRa

** IFDSL line is not ready, related confliguration cannot successfully set

[ Apply H Advanced Settings

Modulation: There are 7 modes “G.Dmt”, “G.lite”, “T1.413”, “ADSL2”, “AnnexL”, "ADSL2+",
“AnnexM” that user can select for this connection.
Phone line pair: This is for reserved only. You can choose "Inner Pair" or "Outer Pair".

Capability: There are 2 options “Bitswap Enable” and “SRA Enable” that user can select for this
connection.

® Bitswap Enable: Allows bitswaping function.
® SRAEnable: Allows seamless rate adaptation.
Click Apply to confirm the settings.

Click L_Advanced Settings | 4 ,4,,re configure DSL.

IConfiguratin}n u\‘ .
A ! -

* DSL Advanced Settings
Parameters

Test Mode ® Normal O Revers O Medley O No Retrain O L3

[ 2pply | [ Tone selection |

Select the Test Mode, or leave it as default.

Tone Selection: This should be left as default or be configured by an advanced user.
The frequency band of ADSL is split up into 256 separate tones, each spaced 4.3125 kHz apart.

With each tone carrying separate data, the technique operates as if 256 separate modems were
running in parallel. The tone range is from 0 to 31 for upstream and from 32 to 255 for
downstream.
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SNR

Signal-to-noise ratio (often abbreviated SNR or S/N) is a measure used in science and engineering
that compares the level of a desired signal to the level of background noise. It is defined as the ratio
of signal power to the noise power.

IS?JR Lmt‘ .

v SNR
Parameters

This field can be adjusted to affect the SME value so as to achieve the highest possible sync speed.

Mote that a value set too low may affect stability, a balance needs to be achieved ketween speed and stahility.

There are no setvalues recommended as each ADSL line will be different.

Avalue of 6 is a good starting peint, this is the target 2ME, frem here you can gradually reduce values to achieve the highest possible sync speed whilst still maintaining stability.
egh54..

1is the lowest possible value.

SMR -1 dB [Auto:-1]

SNR: Change the value to adjust the DSL link rate, more suitable for an advanced user.
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, or Voice over Internet Protocol, enables telephone calls through existing internet connec$

2
2

instead of going through the traditional PSTN (Public Switched Telephone Network). It is not only
cost-effective, especially for a long-distance call, but also top quality voice calls over the internet.

Five sub-items to be covered to configure the VolP feature, namely SIP Device, Service Provider,
SIP Account, VolIP Dial Plan, PSTN Dial Plan, Phone Book

SIP Device

IConﬂguratiGn

~ 5IP Device

Parameters

Locale selection

Dial Plan Priority

T.38

T.38 FAX Relay

FAX Recipient's path

FA&X Recipients E-mail
Delete Files After Sending
Answering Machine
Greeting Delay

PIM

Recipient's E-mail

Delete Messages After Sending
Delete All Messages

Gain Control

PSTN Gain (Tx/ Rx)

Phone Port 1 Gain (Tx ! Rx)
Fhone Port 2 Gain (Tx / Rx)

[ 2ppiy | [ start | [ Stop |

AUS - AUSTRALIA v

Maode 2: Auto (Mode 1, Fall back to Mode 0when na PSTN ling is connected.)

¥l Enable

| ush2_1 ~| [—type or select fram listhox—ij | =>

—type or select from listhox—

CEnable Lshare

20 % |seconds

ClEnanle

Delete All
0 /o | 4B [-20-20]
0 /o | 4B [-20-20]
o /o dB [-20-20]

W2

Locale: This selection is a drop-down box, which allows users to select the country for which the
VoIP device is operating. When a country is selected, the country parameters are automatically
loaded. Different countries can have their special ring mechanism.

Dial Plan Priority: Three modes for users to set the dial mechanism, default is set to Auto, thus

PSTN only with exception.

® Mode 0: VolP only and ignore all PSTN dial plans, send all calls to VolP, including

Emergency calls.

® Mode 1: Default, which means that under this mode, the dial mechanism always match PSTN
plan first, then move to VolIP plan.

® Auto: Auto, this means the dial system will fall back to Mode 0 (VolP) when no PSTN is

connected.

T.38

T.38 relay is a way to permit faxes to be transported across IP networks between existing fax
terminals. The T.38 fax gateway converts and encapsulates the fax sent from the terminal fax
machines into a T.38 date stream. Then the gateway send the converted date packets to a T.38
enabled end point such as a fax or fax server or another T.38 gateway that converts it back to the
analog signal to realize the communication between two fax terminals.
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FAX Recipient’s path: Set the path directly for storing the fax file to the storage.

Note: For common fax usage, user should have a fax connected to the router, creating a fax
environment between two fax terminals, and the fax file(s) would be received through fax connected
to the router as what we usually perform.

But if user does not get a fax or he wants to store the fax to the file directly, he then can enable Fax
Reception feature. Select or enter manually the reception path for the file. (Here user can turn to
USB for help.)

1) Set the field “Incoming Phone Port” to “FAX Reception” at the “VolP Account” page.

Incoming Phone Fort Fax Reception w

2) Set the path user wants fax file saved at “FAX Recipient’s path” at the “SIP Device” page.

Fax Recipient's path ushz_1 w | |user | == ImntusbZ_1iuser

3) The incoming VolIP call for the specified VolP account will be treated as Fax and saved to path.

FAX Recipient’'s E-mail: Enter the recipient’s email address. Once the fax file is delivered, the fax
file will be mailed to the account specified by the “Recipient’s Email”,

Delete Files After Sending: The files will be deleted from system once the mail is sent out.

Answering Machine

The answering machine is a device for answering telephones and recording callers’ messages and
being enabled for both VolP and PSTN.

The operation for the answering machine:
*#00: Record user own greeting message;
1) Start the recording after the beep sound
2) Press # while finished.
3) Hang up after the beep is heard. (system needs time on file translation and save to storage).
*#99: Delete the user's greeting message
*#98: Play the greeting message

*#xX: Access the specified answering machine where xx (automatically designated by the system)
can be found at the "SIP Account" page.

*#96: Enable the answering machine
*#97: Disable the answering machine

1) After the beep sound, dial the specified code xx where xx can be found at the "SIP Account"
page.
2) Hang up after the beep is heard. (system needs time on file translation and save to storage).
*#90: Access the PSTN A/M.

Note: 7800VNP(O)X uses the 1st available phone port to record the PSTN message. So, the answer
machine stops recording if user picks up the specified phone.

Greeting Delay: The parameter is used as a threshhold for the answer machine to automatically
answer and record the messgae. There are seven items marking 0, 5, 10, 15, 20, 25, 30 respectively.
For example, if set to 0s, when there is an incoming call, the answering machine will respond
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PO The set password (no exceeding 8 digits) for listening to message. The customer should pnm\
the PIN number so as to listen to the message. Leave it empty, and user can listen to the message
without entering password first.

Recipient’s Email: Enter the recipient’s email address. Once the voice message is left (answering
machine operation), the voice message will be mailed to the account specified by the “Recipient’s
Email”,

Deleting Messages After Sending: The message will be deleted from system once the mail is sent
out.

Delete All Messages: Press the “Delete All” button to delete all messages stored in the system all at
once.

Gain Control

Gain control is to reduce the bad performance of quality issue caused by noise or echo, etc. Rx
means the performance of receiving and the Tx implies the performance of transimitting. A plus
quantity is to raise the performance while a negative quantity is to cut the performance (Rx: +1 to
increase the performance of receiving by 1 point and if set -1, the performance will be cut by 1 point,
the range is -20- 20. ).

PSTN Gain: Set the PSTN gain, Tune the gain between -20-20 of the Rx and Tx respectively to
obtain a appropriate PSTN call environment.

Phone Port 1 Gain: Set the gain. Tune the gain between -20-20 of the Rx and Tx respectively to
ensure a clear phone call.

Phone Port 2 Gain: Set the gain. Tune the gain between -20-20 of the Rx and Tx respectively to
ensure a clear phone call.
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SIP service provider is an essential step before making the VolP call. Users cai

-

out SIP service provider, and register a SIP account, jotting down the registration information and
configuring in router.

IConfigu:"a:i-}n u\}l: .
A =

¥ Service Provider

Parameters

] : SIP . : ; ; ; :
Service Provider Barin SIP Proxy / SIF Qutbound Prasy / SIP Registrar / Port R_eglstratlon Expire Registration Retry SIF Transport Remave Edit
MName R Fort Part Timeout Interval Protocol
defaultsP i] ] UDP Edit

Add Remaove

BiPAC 7800VNP(O)X offers a defaultSP item, you can change the settings or add a new Service
Provider yourself.

IC-}nfiguraiion Q}t‘ .
&

T Service Provider

Parameters

Semvice Provider Name

SIF Domain Mame

SIP Proxy

SIP Proxy Port 5060
SIP Cutbound Proxy

SIF Qutbound Proxy Port

SIF Registrar _

ZIF Registrar Port 5060

Registration Expire Timeout 3600 [1-2147483647]
Registration Retry Interval [1-2147483647]
SIP Transport Pratocol [uDP +|

Cancel

Service Provider Name: Name of provider of the VoIP service
SIP Domain Name: Enter the SIP registrar domain name.

SIP Proxy: Also seen as SIP server, it manages the setup of calls between SIP devices including
the controlling of call routing and some necessary functions such as registration, authentication, and
network access control. Type the SIP Proxy address you obtain after you register from the service
provider.

SIP Proxy Port: The port number set on your SIP proxy serve that the SIP proxy server uses to
make network connections, default is 5060.

SIP Outbound Proxy: SIP outbound proxy is in similar use as SIP proxy, but when the SIP devices
are behind a firewall or a router or NAT, the SIP outbound proxy is the useful way to let SIP traffic to
pass from the internal network to the internet. Enter the SIP outbound proxy server address here.

SIP Outbound Proxy port: Enter the port, normally 5060.

SIP Registrar: Type the VolP SIP registrar IP address.
SIP Registrar Port: Type the port; it will listen to register requests from VolP devices.
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SIP Transport Protocol: The protocol adopted to transport SIP, UDP commonly used.
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sount

IC.}nﬁguraiicn

* SIP Account

Parameters
Incoming Sernvice
(irED RE Rme En Fhone Port Frovider Mame
testl \,» Phone Port 1 defaultsP
SIF2 St Phone Port2  defaultsP
Add Remaove

Extensicn

1128

2190

Display Name Username

Answering f‘e"d DTHF
Machine . hoo00985 pothad
Via E-mail

Enalile Enalile RFC2833

Disabled Disabled RFC2833

Click Add or Edit to add new account or modify the existing sip account.

IC.}nﬁguraiicn

* SIP Account

Parameters

Account Name
Account Enabled
Incoming Phone Port
Service Provider Name
Extension

Display Mame
Username

Password
Authentication |D
Answering Machine
Send Messages Via E-mail
DTMF Method
Preferred codec 1
Preferred codec 2
Preferred codec 3
Preferred codec 4

Preferred codec 5

testl

M Enable
Fhene Part 1
defaultsF

1126

test1

Ml Enable
Ml Enable
RFC2833

G.711ALaw

1]

G.729a

-

o
W

Ga
[us}

32

1

G.722

&7 1MuLaw

<

Account Name: User-defined account name.

Account Enabled: Enable to activate the sip account.

Incoming Phone Port: Select which phone port you are setting.

Extension: The Phone number.

W N

Answering
Machine
Access
Code

w2 O

Remaove Edit

W N

Display Name: Enter a display name to identify the phone, like indicating the phone usage.

User Name: The user name user registers in the sip server.
Password: The password user registers in the sip server.

Authentication ID: It is an authentication code required for some ISP, and can be left empty if not

required.

Answering Machine: Enable to activate the answering machine feature so that user can record and

listen to the messages of this phone.
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L70c-1raC

wver analog telephone lines widely used between telephone handsets and other communicau®:
devices and the switching center. “DTMG method” provides ways to transmit DTMF for VoIP, such as
RFC 2833, SIP Info, SIP Info (short), Inband and Auto, and RFC2833 is the widely used one.

Preferred codec#1,2,3,4,5: Codec is known as Coder-Decoder used for data signal conversion. Set
the priority of voice compression; Priority 1 owns the top priority.

®

®

G.711A-LAW: It is a basic non-compressed encoder and decoder technique. A-LAW uses
pulse code modulation (PCM) encoder and decoder to convert 13-bit linear sample into 8-bit
value.

G.729a: It is used to encoder and decoder voice information into a single packet which
reduces the bandwidth consumption.

G.726_32: It is an ITU-T ADPCM speech codec standard covering the transmission of voice
at rates of 32kbit/s.

G.722: G.722 is an ITU standard codec that provides 7 kHz wideband audio at data rates from
48, 56 and 64 kbit/s. G.722 sample audio data at a rate of 16 kHz (using 14 bits), double that
of traditional telephony interfaces, which results in superior audio quality and clarity.

G.711Mu-Law: It is a basic non-compressed encoder and decoder technique. u-LAW uses
pulse code modulation (PCM) encoder and decoder to convert 14-bit linear sample.
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ian
section helps you to make a number dial via VolP. You no longer need to memorize a Ion
string or number for making a VolIP call. Go to Configuration > VOIP > VOIP Dial Plan.

IConﬂgu:'aiion \ u\" .
_ !

T VOIP Dial Plan

Parameters

Phone Port Phone Fort 1 |»
Rule Mame Remove
X@sIP1 il

Remave

Phone Port: Set the phone the VolP dial rule relates to. When phone port is set to Phone Port 1, the
rules will apply to phone1.

Click Add to create new rules.

Icu}nﬂgurazicn A WE .

¥ \VOIP Dial Plan

Parameters

\':i'F'repencI_ 'unc-JncIiticnaII_v'
O If prefixis delete it
Prefix Processing =
L If prefixis | replace with
@ No prefix
IMain Digit Sequence @ SIP1 |»

=]

@ 0lP dial plan examples »

Prefix Processing:

® Prepend xxx unconditionally: xxx number is appended unconditionally to the front of the
dialing number when making a call. Prefix can also be included with any number and/or
character such as *, #.

Note: For special service with *, #, you may need to check with your VolP or Local Telephone Service
Provider for information.

® If Prefix is xxx, delete it: Prefix xxx is removed from the dialed numbers before making a call.
® If Prefix is xxx, replace with yyy: Prefix xxx is replaced with yyy when making a call.

® No prefix: No prefix is appended to the front of the dialed numbers. It is set as in default
settings.
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r usage for this parameter.

igit Sequence: The call(s) can be called out via SIP.

(=]
]
L
=)
L
I

1 evamnles k
==EEE T Jeads us

<@ SlIPgateway>: This is used for the Intelligent Call Routing feature where you need to set up your
SIP account on the VolP User-defined Profiles link on the VolP Wizard page.

Digit sequence Example

Description

x specifies one digit between 0 and 9. x. specifies any sequence

X of digits in variable length. Maximum length is 32.
XXX Specifies any sequence of digits in fixed length. Total length is 3.
XXX Specifies any sequence of digits in variable length but not shorter

than 4 digits. Maximum Length is 32.

123x.

Any sequence of digits starting with 123 and with variable length.
Maximum length is 32.

[124]x.

Any sequence of digits starting with 1 or 2 or 4. Minimal length is
2, maximum length is 32.

[1-3]x.

Any sequence of digits starting with 1 to 3 and with variable
length. Maximum length is 32.

9[4-6]8x.

Any sequence of digits starting with first digit 9, the second digit
between 4 to 6, and third digit 8. Length is variable, maximum
length is 32.

Specific Examples

1)1 wantto route all 13, 1300 & 1800 numbers via My Provider which is configured on SIP1

» Firstly enter 1[38}. in the "Main Digit Sequence’ Box

» Mext Select 'SIP1" from adjacent dropdown

» Press'Apply

« You'llthen end up with the following rule - 1[38} . @SIP1

2) | want to prefix area code (08) fo all local calls starting with 2,34 5

+ Type 08 inthe Prepend uncenditionally box

Mesxt type [2-5[x. in the "Main Digit Sequence’ Box.

Then select provider/port from adjacent dropdawn

Press ‘Apply’

You'll then end up with the following rule - =:08=[2-5x.@SIP2

3) lwant to create a prefix (#) that when dialled can be used to manually

Firstly type # in the 'if prefix is — delete it field
Type x. in the "Main Digit Sequence’ Box
Select portiprovider from adjacent dropdown

You'll then have the following rule — <#=x. @SIP2

route a call via a specific provider:

Now when you prefix number with # the call will route via selected provider

.
.
.
= Press 'Apply’
.
.
.

The #is nat dialled, only the digits following

4) 1 wantto create a rule that uses exact number of digits (instead of timeout) to make dialling quicker, g 13 numbers.

» Type 13w0oc in the 'Main Digit Sequence’ box.

Select your provider from adjacent dropdown

Press Apply

You'll then end up with the following rule - 13cox@Provider3

Digit Sequence Example:

The call will now dial after 6th digitis dialled instead of waiting for dial out

x. x specifies one digit between 0 and 9. x. specifies any sequence of digits in variable length. Maximum length is 32.

xxx specifies any sequence of digits in fixed length. Total length is 3.

xxxx. specifies any sequence of digits in variable length but not sherter than 3 digits. Maximum Length is 32.

123x. Any sequence of digits starting with 123 and with variable length. Maximum length is 32

[124]x. Any sequence of digits starting with 1 or 2 or 4. Minimal length is 2, maximum length is 32.

[1-3}x. Any sequence of digits starting with 1 to 3 and with variable length.Maximum length is 32.

9[4-6/8x. Any sequence of digits starting with first digit 9, the second digit between 4 to 6, and third digit & Length is variable, maximum length is 32.
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Jial Plan

<

?1 Dial Plan assists in routing calls via PSTN. You can define a range of dial plans to
regular calls from VolP switching to PSTN line. Prefix numbers are essential in distinguishing
between VolP and Regular phone calls. If actual numbers dialed matches with prefix number defined
in this dial plan, the dialed number will be routed via PSTN. Otherwise, the number will be routed via
VoIP network.

Configuration \i \4 .
I [ q | \ -

~P3TN Dial Plan

Parameters
Incaming PSTH Call Routing All - PS_TN Call 5'-.-\;'i_tch to all Iim_as v
Fhaone Port Fhone Port 1
Answering Machine [CJEnable
2end Messages Via E-mail Enable
Apply
Dial Plan
Prefix Action Remove
112 Dial without prefix ]
ooo Dial with prefix =
i b8 Dial with prefix ]
Add Remove
Parameters

Incoming PSTN Call Routing: Measures to deal with incoming PSTN calls.

® Auto: Change the incoming call to another idle line, for example, if Phone 1 is busy, then the
incoming call would be switched to Phone port 2.

® Line: If a PSTN call rings on phone 1, and when Phone 1 is busy, there will be a warning of
the incoming call.

® All: Both Phone1 and Phone2 ring when a PSTN call is received.
Phone Port: Decide which phone the incoming PSTN call routing applies to.

Answering Machine: Enable to activate the answering machine feature for PSTN so that user can
record and listen to the messages of this phone.

Send Message Via E-mail: Enable to send message left by callers via e-mail to the user.

Dial Plan

Click Add to add new rules.

ICenﬂguraaien A W[- .

*PSTN Dial Plan
Parameters
Prefix

Actien Dial with prefix.  »
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Specify number(S) marking as the tag for switching to a PSTN call
§ . The dialing mechanism.

G) Dial with Prefix: The dialed number together with the prefix will be sent to call through PSTN
@® Dial without Prefix: The dialed number will be sent to call through PSTN without prefix

Note: The x. wildcard character is supported here by PSTN dial plan. x specifies one digit between 0
and 9. x. specifies any sequence of variable length, the maximum length is 32

Examples of PSTN dial plan:

1. Dial with Prefix

IC.}nﬂgurazien

- N
*PSTH Dial Plan

Parameters
Prefix

22
Acticn

Dial with prefix. |+

If you dial 2250505, number 2250505 will be dialed out via FXO to make a regular phone call

2. Dial without Prefix

ICenilngraiiun W .
4 = —
¥ PSTN Dial Plan

Parameters
Prefix

22
Action

Dial without prefix

In this example, if user wants to dial out 50505(the destination extension number), please first dial 22
and it will get the PSTN dial tone from CO site and then dial 50505 to make a regular phone call

3. With x wildcard character.

ICeniiguratinn

A Q’f .
¥ PSTH Dial Plan

Parameters

Prefix *Bx]

Action Dial with prefix |
*B6x.

Dial with prefix

O
If User wants numbers with prefix *860, *8601, *862, etc all to be dialed out via FXO together with
these prefix, and then he could turn to the reference above
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How to establish conference call: 3 —way call scenario

DUT1 DUTZ

Phone A Phone B Phone C

L]

L]

oooo
coop
oooo
cooo
cooo

oooo

Case 1: Phone A invites Phone C to join a conference call

Step — 1: Phone A presses flash (hold original call), and A hears the dial tone

Step — 2: Phone A calls Phone C. C and A are on a new call.

Step — 3: Phone A presses flash (hold new call) and return to original call

Step — 4: Phone A tells Phone B that he wants to set up a conference with Phone C.
Step — 5: Phone A presses flash again to merge all 3 calls

Case 2: Phone C dials in and wants to join Phone A and Phone B’s conference
Step — 1: Phone A and Phone B on a call, then Phone C dials Phone A and A hears a waiting tone
Step — 2: Phone A presses flash and picks up the call waiting call

Step — 3: Phone A presses flash to hold the call with Phone C and return to original call with Phone
B

Step — 4: Phone A tells Phone B that he wants to set up a conference with Phone C.
Step — 5: Phone A presses flash again to merge all 3 calls.
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Phone Book

Phone Book / Speed Dial comes at hand to store frequently used telephone number(s) that you can
press **1xx instead of the exact dialing-out number on the phone keyboard to make a quick dialing.
For example, if the destination number 5522772 was mapped to a speed-dial number of **105, and
then user can easily press **105 on the phone keyboard, you will be linked to the destination of
5532772, call established..

Note: xx, please remember only two digits (0-9) allowed to identify the phone number.

IC-Jnﬂngr'a:i-}n ] u\‘ .
i L= -

~ Phone Book

Parameters
Mame Phone Mumber Speed Dial Remaove Edit

Remove

ICI}nfiguraIion Q’ = .
A E -

~* Phone Book
Parameters
Mame

Fhone Mumber

Speed Dial i

Cancel

Name: User-defined identification.

Phone Number: The full destination phone number user wants to be simplified to a speed-dial
number.

Speed Dial: Set the speed-dial number for the destination number.

Simple example:

A user wants to simplify a frequently used phone number to an easy and friendly number for a quick
dialing, and then speed dial is a good choice for him.

For example, the frequently used phone number is 5522772, and mapped to **105, then he can only
dial out **105 to make the call.

II:onfigura!_iusn u\}f .
ad =

¥ Phone Book

Parameters

MName partneri

Phone Number 5R227T72

Speed Dial **1|05
Apply Cancel
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IConﬂguraxion ;wc" .

* Phone Book

Parameters
MName Fhone Mumber Speed Dial Remave Edit
partnert RE2ITT2 **105 1

Add Remove
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Internet Time

The router does not have a real time clock on board; instead, it uses the Network Time Protocol

(NTP) to get the most current time from an NTP server.

NTP is a protocol for synchronization of computers. It can enable computers synchronize to the NTP

server or clock source with a high accuracy.
IC.}nﬂguraiicn

¥ Internet Time

Parameters

Synchronize with Internettime servers Enable

First MTF time server Other w|[192.43.24418

Second NTP time server Other v: 128.138.140.44

Third NTP time server Other v 120.6.15.29

Fourth MTF time server Other hd 131.107.1.10

Fifth MTP time server | Mone v|

Time zone offset (GMT-00:00} Greenwich Mean Time: Dublin, Edinkurgh, Lishon, Lendon

Choose the NTP time server from the drop-down menu, if you prefer to specify an NTP server other
than those in the drop-down list, simply enter its IP address in their appropriate blanks provided as
shown above. Your ISP may also provide an SNTP server for you to use.

Choose your local time zone from the drop-down menu. After a successful connection to the Internet,
the router will retrieve the correct local time from the NTP server you have specified. If you prefer to
specify an NTP server other than those in the drop-down list, simply enter its IP address in their
appropriate blanks provided as shown above. Your ISP may also provide an NTP server for you to

use.

Click Apply to apply your settings.
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