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AirLive IP-2000VPN CE Declaration Statement

Dansk [Danish]

at falgende udstyr AirLive IP-2000VPN
overholder de vaesentlige krav og avrige
relevante krav i direktiv 1999/5/EF.

Nederlands [Dutch

Country Declaration Country Declaration
cs OvisLink Corp. timto prohlasuje, Ze tento AirLive |It Siuo OvisLink Corp. deklaruoja, kad Sis AirLive IP-
Cesky [Czech] |IP-2000VPN je ve shodé se zakladnimi Lietuviy, 2000VPN atitinka esminius reikalavimus ir kitas
pozadavky a dalSimi pfislusnymi ustanovenimi  [[Lithuanian] 1999/5/EB Direktyvos nuostatas.
smérnice 1999/5/ES.
da Undertegnede OvisLink Corp. erkleerer herved, [nl Hierbij verklaart OvisLink Corp. dat het toestel AirLive

IP-2000VPN in overeenstemming is met de
essentiéle eisen en de andere relevante bepalingen
van richtlijn 1999/5/EG.

Frangais [French]

I'appareil AirLive IP-2000VPN est conforme aux
exigences essentielles et aux autres dispositions
pertinentes de la directive 1999/5/CE

Slovensky [Slovak]

de Hiermit erklart OvisLink Corp., dass sich das mt Hawnhekk, OvisLink Corp, jiddikjara li dan AirLive IP-
Deutsch Gerét AirLive IP-2000VPN in Ubereinstimmung  |Malti [Maltese] 2000VPN jikkonforma mal-htigijiet essenzjali u ma
[German] mit den grundlegenden Anforderungen und den provvedimenti ohrajn relevanti li hemm fid-Dirrettiva
Ubrigen einschlagigen Bestimmungen der 1999/5/EC.
Richtlinie 1999/5/EG befindet.
et Kaesolevaga kinnitab OvisLink Corp. seadme hu Az OvisLink Corporation kijelenti, hogy az AirLive IP-
Eesti [Estonian] [AirLive IP-2000VPN vastavust direktiivi Magyar 2000VPN megfelel az 1999/05/CE iranyelv alapvetd
1999/5/EU pdhinduetele ja nimetatud direktiivist |[Hungarian] kovetelményeinek és egyéb vonatkozo
tulenevatele teistele asjakohastele satetele. rendelkezéseinek.
en Hereby, OvisLink Corp., declares that this AirLive [pl Niniejszym OvisLink Corp o$wiadcza, ze AirLive IP-
English IP-2000VPN is in compliance with the essential |Polski [Polish] 2000VPN jest zgodny z zasadniczymi wymogami
requirements and other relevant provisions of oraz pozostatymi stosownymi postanowieniami
Directive 1999/5/EC. Dyrektywy 1999/5/EC.
es Por medio de la presente OvisLink Corp. declara |pt OvisLink Corp declara que este AirLive IP-2000VPN
Espafiol que el AirLive IP-2000VPN cumple con los Portugués esta conforme com os requisitos essenciais e outras
[Spanish] requisitos esenciales y cualesquiera otras [Portuguese] disposigbes da Directiva 1999/5/CE.
disposiciones aplicables o exigibles de la
Directiva 1999/5/CE.
el ME THN MAPOYZA OvisLink Corp. AHAQNEI sl OvisLink Corp izjavlja, da je ta AirLive IP-2000VPN v
EAANnvikA [Greek] [OTI AirLive IP-2000VPN XYMMOP®QNETAI Slovensko skladu z bistvenimi zahtevami in ostalimi relevantnimi
MPOZ TIZ OYZIQAEIZ AMNAITHZEIZ KAI TIZ [Slovenian] dolocili direktive 1999/5/ES.
NAOIMNEZ ZXETIKEZ AIATAZEIZ THZ OAHTAZ
1999/5/EK.
fr Par la présente OvisLink Corp. déclare que sk OvisLink Corp tymto vyhlasuje, Ze AirLive IP-

2000VPN spifia zakladné poziadavky a véetky
prisluSné ustanovenia Smernice 1999/5/ES.

it
Italiano [Italian]

Con la presente OvisLink Corp. dichiara che
questo AirLive IP-2000VPN e conforme ai
requisiti essenziali ed alle altre disposizioni
pertinenti stabilite dalla direttiva 1999/5/CE.

fi
Suomi [Finnish]

OvisLink Corp vakuuttaa taten etta AirLive IP-
2000VPN tyyppinen laite on direktiivin 1999/5/EY
oleellisten vaatimusten ja sita koskevien direktiivin
muiden ehtojen mukainen

Iv
Latviski [Latvian]

Ar S0 OvisLink Corp. deklare, ka AirLive IP-
2000VPN atbilst Direktivas 1999/5/EK
batiskajam prasibam un citiem ar to saistitajiem
noteikumiem.

islenska [lcelandic]

Hér med lysir OvisLink Corp yfir pvi ad AirLive IP-
2000VPN er i samreemi vid grunnkrofur og adrar
krofur, sem gerdar eru i tilskipun 1999/5/EC.

sv
Svenska
[Swedish]

Harmed intygar OvisLink Corp. att denna AirLive
IP-2000VPN stér | 6verensstdmmelse med de
vasentliga egenskapskrav och évriga relevanta
bestammelser som framgar av direktiv
1999/5/EG.

no
Norsk [Norwegian]

OvisLink Corp erklaerer herved at utstyret AirLive IP-
2000VPN er i samsvar med de grunnleggende krav
og gvrige relevante krav i direktiv 1999/5/EF.

A copy of the full CE report can be obtained from the following address:
OvisLink Corp.

5F, No.6 Lane 130,
Min-Chuan Rd, Hsin-Tien City,
Taipei, Taiwan, R.O.C.

This equipment may be used in AT, BE, CY, CZ, DK, EE, FI, FR, DE, GR, HU, IE, IT, LV, LT, LU, MT, NL, PL, PT, SK,
SI, ES, SE, GB, IS, LI, NO, CH, BG, RO, TR




Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored, transcribed in an
information retrieval system, translated into any language, or transmitted in any form or by any means,
mechanical, magnetic, electronic, optical, photocopying, manual, or otherwise, without the prior written

permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their respective companies.
They are used for identification purpose only. Specifications are subject to be changed without prior notice.

FCC Interference Statement

The IP-2000VPN has been tested and found to comply with the limits for a Class B digital device pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against radio
interference in a commercial environment. This equipment can generate, use and radiate radio frequency
energy and, if not installed and used in accordance with the instructions in this manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to cause
interference, in which case the user, at his own expense, will be required to take whatever measures are

necessary to correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility,
EN 55022, EN 61000-3-2, EN 61000-3-3/A1, EN 55024, Class B.

The specification is subject to change without notice.
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Chapter 1 Introduction

The AirLive Internet VPN Router, IP-2000VPN, features IPSec and PPTP VPN Server, to offer the easy
installation VPN connection for office-to-office or client-to-office environment. Follow the wizard to configure

IPSec VPN, and it will not be the difficult job to set up your own VPN environment.

The IP-2000VPN does not only feature VPN function, it is also a router built-in with SPI and DoS firewall to
protect internal device; with VPN and router’s feature, you can deploy AirLive IP-2000VPN in several

environment such as SMB office, branch office, SOHO user and the home user.

(ﬁ
\/ Internet

IP-2000VPN Broadband
Modem

~ ,:9 >
Windows Unix
Fast Ethernet

Recommendation before starting to configure IP-2000VPN

If you want to configure WAN interface first:
o Please refer to Chapter 3.1 Setup Wizard and follow the steps to configure WAN interface. You also
can refer to Chapter 4.1 WAN Port to configure WAN interface directly if you are an experienced

user.

If you want to configure Office-to-Office IPSec VPN communication:
o Please refer to VPN example Chapter 8.1 Office-to-office IPSec VPN — Connecting 2 IP-2000VPN,
or Chapter 8.2 Office-to-office IPSec VPN — Connecting IP-2000VPN and RS-1200.

If you want to connect office VPN from home:

o Please refer to VPN example Chapter 8.3 Getting into Office Network from Internet (PPTP) —
Windows XP PPTP Client.

AirLive IP-2000VPN User’s Manual 4



1.1 Features

IPSec VPN Features

o |PSec. Support for IPSec standards, including IKE and certificates.
e 10 Tunnels. Up to 10 VPN tunnels can be created.

e |PSec Authentication and Encryption. Support DES, 3DES, AES-128, 192, 256 bits Encryption,
and MD5, SHA-1 Authentication.

Microsoft VPN Gateway Support

e PPTP Server. The IP-2000VPN emulates a Microsoft PPTP VPN Server, allowing clients to use
the Microsoft VPN client provided in Windows.

e Windows Client Support. Remote users can use the Microsoft VPN client (VPN Adapter) provided

in recent versions of Windows.

e Easy Setup. For both the Administrator and remote users, the Microsoft VPN is much easier to
configure than IPSec VPN.

Security Features

e Password - protected Configuration. Optional password protection is provided to prevent

unauthorized users from modifying the configuration data and settings.

o NAT Protection. An intrinsic side effect of NAT (Network Address Translation) technology is that
by allowing all LAN users to share a single IP address, the location and even the existence of each
PC is hidden. From the external viewpoint, there is no network, only a single device — the
IP-2000VPN.

e Stateful Inspection Firewall. All incoming data packets are monitored and all incoming server

requests are filtered, thus protecting your network from malicious attacks from external sources.

e Protection against DoS attacks. DoS (Denial of Service) attacks can flood your Internet
connection with invalid packets and connection requests, using so much bandwidth and so many
resources that Internet access becomes unavailable. The IP-2000VPN incorporates protection

against DoS attacks.

e Rule-based Policy Firewall. To provide additional protection against malicious packets, you can
define your own firewall rules. This can also be used to control the Internet services available to LAN

users.

5 AirLive IP-2000VPN User’s Manual



Advanced Internet Functions

e Communication Applications. Support for Internet communication applications, such as
interactive Games, Telephony, and Conferencing applications, which are often difficult to use when

behind a Firewall, is included.

e Special Internet Applications. Applications which use non-standard connections or port
numbers are normally blocked by the Firewall. The ability to define and allow such applications is

provided, to enable such applications to be used normally.

e Virtual Servers. This feature allows Internet users to access Internet servers on your LAN. The

required setup is quick and easy.

e Multi-DMZ. For each WAN (Internet) IP address allocated to you, one (1) PC on your local LAN
can be configured to allow unrestricted 2-way communication with Servers or individual users on the

Internet. This provides the ability to run programs which are incompatible with Firewalls.

e Physical DMZ Port. PCs connected to the DMZ port are effectively isolated from your LAN, while
connected to the Internet. This provides additional security for your LAN while allowing your Servers
to be accessed from the Internet.

e URL Filter. Use the URL Filter to block access to undesirable Web sites by LAN users.

e Internet Access Log. See which Internet connections have been made.

e VPN Pass through Support. PCs with VPN (Virtual Private Networking) software using PPTP,

L2TP and IPSec are transparently supported - no configuration is required.

Internet Access Features

e Shared Internet Access. All users on the LAN or WLAN can access the Internet through the
IP-2000VPN, using only a single external IP Address. The local (invalid) IP Addresses are hidden
from external sources. This process is called NAT (Network Address Translation).

e DSL & Cable Modem Support. The IP-2000VPN has a 100BaseT Ethernet port for connecting a
DSL or Cable Modem. All popular DSL and Cable Modems are supported. SingTel RAS and Big

Pond (Australia) login support is also included.

e PPPoE, PPTP, SingTel RAS and Telstra Big Pond Support. The Internet (WAN port) connection
supports PPPoE (PPP over Ethernet), PPTP (Peer-to-Peer Tunneling Protocol), SingTel RAS and

Telstra Big Pond (Australia), as well as "Direct Connection" type services.

o Fixed or Dynamic IP Address. On the Internet (WAN port) connection, the IP-2000VPN supports

both Dynamic IP Address (IP Address is allocated on connection) and Fixed IP Address.

AirLive IP-2000VPN User’s Manual 6



LAN Features

e 3-Port Switching Hub. The IP-2000VPN incorporates a 3-port 10/100BaseT switching hub,

making it easy to create or extend your LAN.

e DHCP Server Support. Dynamic Host Configuration Protocol provides a dynamic IP address to
PCs and other devices upon request. The IP-2000VPN can act as a DHCP Server for devices on
your local LAN and WLAN.

e Multi Segment LAN Support. LANs containing one or more segments are supported, via the

IP-2000VPN's RIP (Routing Information Protocol) support and built-in static routing table.

e DMZ Port. Used when allowing Servers on your LAN to be accessed from the Internet, the DMZ

port provides additional protection for both your Servers and your LAN.

Configuration & Management

e Easy Setup. Use your WEB browser from anywhere on the LAN or WLAN for configuration.

o Remote Management. The IP-2000VPN can be managed from any PC on your LAN. And, if the

Internet connection exists, it can also (optionally) be configured via the Internet.

e UPNP Support. UPNnP (Universal Plug and Play) allows automatic discovery and configuration of
the IP-2000VPN. UPnP is by supported by Windows ME, XP, or later.

e Configuration File Backup & Restore. You can backup (download) the IP-2000VPN's
configuration file to your PC, and restore (upload) a previously-saved configuration file to the
IP-2000VPN.
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1.2 Installation of the Router

Requirement

o Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 connectors.
e TCP/IP protocol must be installed on all PCs.

e For Internet Access, an Internet Access account with an ISP, and a Broadband modem (usually, DSL

or Cable modem).

Procedure

Existing
Connection

DSL / Cable
Modem

1. Choose an Installation Site
Select a suitable place on the network to install the IP-2000VPN. Ensure the IP-2000VPN and the
DSL/Cable modem are powered OFF.

2. Connect LAN Cables
e Use standard LAN cables to connect PCs to the Switching Hub ports on the IP-2000VPN. Both

10BaseT and 100BaseTX connections can be used simultaneously.

e If required, you can connect any LAN port to another Hub. Any LAN port on the IP-2000VPN will
automatically function as an "Uplink" port when required. Just connect any LAN port to a normal port

on the other hub, using a standard LAN cable.

o |If desired, connect a PC (server) to the DMZ port. To use multiple servers, use a standard LAN cable
to connect the DMZ port to a normal port on another hub, and connect your servers to the hub. PCs

connected to the DMZ port are isolated from your LAN.

3. Connect WAN Cable
Connect the Broadband modem to the WAN port on the IP-2000VPN. Use the cable supplied with your

Broadband modem. If no cable was supplied, use a standard LAN cable.

AirLive IP-2000VPN User’s Manual 8



4. Power Up

Power on the Broadband modem.

Connect the supplied power adapter to the IP-2000VPN and power up. Please note that you should

use only the power adapter provided. Using a different one may cause hardware damage.

5. Check the LEDs

The Power LED should be ON.

The Status LED should blink during start up, and then turn Off. If it stays on, there is a hardware

error.
For each LAN (PC) connection, the LAN Link/Act LED should be ON (provided the PC is also ON).

If a PC is connected to the DMZ port, the DMZ port's Link/Act LED should be ON (provided the PC is
also ON).

The WAN LED should be ON.

6. Router’s default IP

The default IP address of router's LAN port is:

IP Address: 192.168.1.1
Subnet Mask:  255.255.255.0

For Web Management, please configure client PC as DHCP client to obtain IP address from
IP-2000VPN.

After configuring the computer’s IP properly, please enter the router’s IP address “192.168.1.1” in
Web browser to manage the router, type the proper user name and password to pass the router’s

authentication.

7. User name and password

User’'s name: admin

Password: airlive
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1.3 Front Panel and Rear Panel

-

Status @ 100 ®

==

Internet VPN Router

LAN 5
Power ® Link/Act® @ [ ] IP-2000VPN A..' ‘.iv9®
2

1

LED Function Color Status Description
Power Poyver_ e Green On Power on
indication
On Error condition
Status System status |e Red
Blinking System starts up
On The WAN port is linked.
WAN WAN port G
activity ¢ Lreen Blinking The WAN port is sending or receiving
data.
On An active station is connected to the
: corresponding port.
Link/Act .
Link status e Green - -
(LAN/DMZ) . The corresponding LAN port is
Blinking ; -
sending or receiving data.
100 . Data is transmitting in 100Mbps on
(LAN/DMZ) Link rate * Orange On the corresponding port.

Port / Button Description
Power Connect the supplied power adapter (DC12V, 1A) here.
WAN The port where you will connect your cable (or xDSL) modem or Ethernet
router
LAN1~3 The ports where you will connect networked computers and other devices.
DMZ PCs or devices connected to the DMZ port are isolated from the LAN.
You can deploy one or more servers to be accessed by Internet users.
Reset Press this button to reset system settings to factory defaults.

AirLive IP-2000VPN User’s Manual
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1.4 Packing List

The following items should be included:

IP-2000VPN Internet VPN Router
Installation CD-ROM

Quick Installation Guide
AC Adapter

When you open your package, make sure all of the above items are included and not damaged. If you

see that any components are damaged, please notify your dealer immediately.

1.5 Hardware DMZ

Using the DMZ Port

The DMZ port is intended for connection of a server you wish to make available to the public. To use multiple

servers, use a standard LAN cable to connect the DMZ port to a normal port on another switch, and connect

your servers to the switch.

Please note the following points regarding the DMZ port:

Although physically attached to the switch ports, the DMZ port is not part of the built-in switch. It is a

separate single port which is isolated from the switch.

PCs connected to the DMZ port are on the same LAN segment as PCs connected to the LAN ports.

They must use the same IP address range.

PCs connected to the DMZ port are NOT visible to PCs on the LAN ports. So you cannot use
Microsoft networking or other networking protocols to connect to PCs on the DMZ. The connection

must be made via the Internet.
PCs connected to the DMZ port still share the WAN port IP address for Internet access.

To make PCs on the DMZ port available from the Internet, the "Virtual Server" (Port Forwarding)

feature must be configured to send incoming traffic to the appropriate server.

Advantages of the DMZ Port

If running any Servers on your LAN, you should connect them to the DMZ port, for the following reasons:

Traffic passing between the DMZ and LAN passes through the firewall. The firewall will protect your

LAN if your Server is compromised and used to launch an attack on your LAN.

When using the Virtual Servers feature, a firewall rule to allow incoming traffic from the Internet to the
DMZ is automatically created. If the Server is connected to the LAN ports, you must add the firewall

rule manually.
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Chapter 2 Deployment

Overview

This chapter describes the setup procedure for:
e Internet Access
¢ LAN configuration

PCs on your local LAN may also require configuration. For details, see Appendix A - PC Configuration.
Other configuration may also be required, depending on which features and functions of the IP-2000VPN you

wish to use. Use the table below to locate detailed instructions for the required functions.

To Do this: Refer to:
Configure PCs on your LAN. Appendix A:

PC Configuration
Use any of the following Internet features: Chapter 4:
e WAN Port Internet Features

e Advanced Setup
¢ Dynamic DNS
e Virtual Servers

e Options

Change any of the following Security-related settings: | Chapter 5:
¢ Admin Login Security

e Access Control
e Firewall Rules
e Logs

e E-mail

e  Security Options

e Scheduling

e Services

Use the IPSec VPN features: Chapter 6:

¢ VPN Policies VPN (IPSec)
o Certificates

e CRLs

¢ VPN Status

Use the Microsoft VPN feature: Chapter 8:

e PPTP Server in the IP-2000VPN. Microsoft VPN

e User and Client setup.

e Checking VPN connection Status.
Check IP-2000VPN Status. Chapter 9:
Status

AirLive IP-2000VPN User’s Manual 12



Configure or use any of the following: Chapter 10:

o Configuration File backup and restore. Other Features and
o Network Diagnostic Settings

e PC Database

¢ Remote Administration
¢ Routing

e Upgrade Firmware

o UPnP

Configuration Program

The IP-2000VPN contains an HTTP server. This enables you to connect to it, and configure it using your Web
Browser. Your Browser must support JavaScript. The configuration program has been tested on the
following browsers:

o Netscape v4.08 or later

o Internet Explorer v4 or later

Preparation

Before attempting to configure the IP-2000VPN, please ensure that:
e Your PC can establish a physical connection to the IP-2000VPN. The PC and the IP-2000VPN must
be directly connected (using the switch ports on the IP-2000VPN) or on the same LAN segment.

e The IP-2000VPN must be installed and powered ON.

o If the IP-2000VPN’s default IP Address (192.168.1.1) is already used by another device, the other
device must be turned OFF until the IP-2000VPN is allocated a new IP Address during configuration.

Using UPnP

If your Windows system supports UPnP, an icon for the IP-2000VPN will appear in the system tray, notifying
you that a new network device has been found, and offering to create a new desktop shortcut to the
newly-discovered device.

e Unless you intend to change the IP Address of the IP-2000VPN, you can accept the desktop

shortcut.

o Whether you accept the desktop shortcut or not, you can always find UPnP devices in My Network

Places (previously called Network Neighborhood).

e Double - click the icon for the IP-2000VPN (either on the Desktop, or in My Network Places) to start
the configuration. Refer to the following section ﬁ?‘?{' P54 s ‘Zf‘f,},r?%j,@? o for details of the initial

configuration process.
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Using your Web Browser

To establish a connection from your PC to the IP-2000VPN:

1. Start your WEB browser.

2. Inthe Address box, enter "http://" and the IP Address of the IP-2000VPN, as in this example, which uses
the IP-2000VPN's default IP Address: http://192.168.1.1

3. You will be prompted for a username and password, as shown below.

Enter Network Password |
% Fleaze type pour uzer name and pazsward.

Siter 1921658.01
Realm MeedPassword
zer Mame ||

Pazzword I

[ Save this password in your password list

Q. I Cancel

4. Enter admin for the User name, and airlive for the Password.
5. These are the default values. Both the name and password can (and should) be changed, using the
Admin Login screen. Once you have changed either the name or the password, you must use the

current values

If you can’t connect

If the IP-2000VPN does not respond, check the following:
e The IP-2000VPN is properly installed, LAN connection is OK, and it is powered ON. You can test the

connection by using the "Ping" command:
e Open the MS-DOS window or command prompt window.

e Enter the command:
ping 192.168.1.1

If no response is received, either the connection is not working, or your PC's IP address is not
compatible with the IP-2000VPN’s IP Address. (See next item).

e If your PC is using a fixed IP Address, its IP Address must be within the range 192.168.1.2 to
192.168.1.254 to be compatible with the IP-2000VPN's default IP Address of 192.168.1.1. Also, the
Network Mask must be set to 255.255.255.0. See Appendix A - PC Configuration for details on
checking your PC's TCP/IP settings.

Ensure that your PC and the IP-2000VPN are on the same network segment. (If you don't have a router, this

must be the case.)
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Chapter 3 Configure Router

Home Screen

The first time you connect to the IP-2000VPN, you will see the Home screen shown below:

Broadband Router

AirLive

Internet: IP Address: 192.168.0.38
Connection: OHCF

LAN: IP Address: 192.168.1.1
OHCP Server: oM

¢ Use the menu bar on the top of the screen, and the "Back" button on your Browser, for navigation.

e Changing to another screen without clicking "Save" does NOT save any changes you may have

made. You must "Save" before changing screens or your data will be ignored.
e On each screen, clicking the "Help" button will display help for that screen.

e From any help screen, you can access the list of all help files (help index).
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3.1 Setup Wizard

The main purpose of Setup Wizard works to configure WAN type, when you finish the WAN port’s

configuration, you can make the test in the wizard to verify the setting.

e You need to know the type of Internet connection service used by your ISP. Check the data supplied

by your ISP.

e The common connection types are explained in the tables below:

Cable Modem

to you.

Login method | Type Details ISP Data required
None Dynamic IP Your IP Address is Usually, none.
Address allocated automatically, | However, some ISP's may require you to
when you connect to use a particular Hostname, Domain
you ISP. name, or MAC (physical) address.
Static IP Your ISP allocates a IP Address, mask, gateway and DNS
Address permanent IP Address address allocated to you.
to you. Some ISP's may also require you to use a
particular Hostname, Domain name, or
MAC (physical) address.
PPPoE Dynamic IP Your IP Address is User name and password.
Address allocated automatically,
when you connect to
you ISP.
Static IP Your ISP allocates a User name and password.
Address permanent IP Address IP Address, mask, gateway and DNS

address allocated to you.

Some ISP's may also require you to use a
particular Hostname, Domain name, or
MAC (physical) address.

AirLive IP-2000VPN User’s Manual
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Setup Wizard - Cable Modem

Use the default values if your ISF did not provide this data.

Hostname:

Domain Mame:

Login method:

|AirLive

@ None
Q PPPoE

MAC (physical) Address: |004f£ 74300001

[ Default ” Clone MAC Address

= Back ]’ MNext = l[ Cancel

DSL Modem

Login method | Type Details ISP Data required
PPPoE Dynamic IP | Your IP Address is allocated User name and password.
Address automatically, when you connect
to you ISP.
Static IP Your ISP allocates a permanent IP | IP Address, mask, gateway and
Address Address to you. DNS address allocated to you.
PPTP Dynamic IP | You connect to the ISP only when | ¢ PPTP Server IP Address.
Address required. The IP address is usually | ¢ User name and password.
allocated automatically.
Static IP Your ISP allocates a permanent IP | ¢ PPTP Server IP Address.
Address Address to you. e User name and password.
o [P Address allocated to you
L2TP Dynamic IP | You connect to the ISP only when | ¢ L2TP Server IP Address or
Address required. The IP address is usually domain name.
allocated automatically. e User name and password.
Static IP Your ISP allocates a permanent IP | ¢ L2TP Server IP Address or
Address Address to you. domain name

User name and password.

IP Address allocated to you.

17

AirLive IP-2000VPN User’s Manual



None

Dynamic IP | You connect to the ISP only when | Usually, none.
Address required. The IP address is usually
allocated automatically.
Static IP Your ISP allocates a permanent IP | IP Address, mask, gateway and
Address Address to you. DNS address allocated to you.

: Setup Wizard - DSL Modem

Check the data supplied by your ISP. ?\\

What type of Login is used for Internet Access 7

® PPPoE

) PPTP (requires PPTP Server IP Address)
) L2TP (requires L2TP Server IP Address)

) MNone (no username or password)

< Back l[ Mext = ][ Cancel

Telstra Big Pond Cable (Australia)

connect to you ISP.

Type Details ISP Data required
Dynamic IP Your IP Address is allocated e Big Pond Server IP Address.
Address automatically, when you e User name and password.

Static IP Address

IP Address to you.

Your ISP allocates a permanent | ¢ Big Pond Server IP Address.

User name and password.

IP Address allocated to you.
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Setup Wizard - Big Pond (Telstra, Australia)

Check the data supplied by your ISP. If‘g\\

Server IP Address: |6E| |_|25EI|_|158|_|64 |

Login User Mame: |test |

Login Password: El

Connect behavior: |Autnmatic Connect/Disconnect

Auto-disconnect Timeout period: min

[ <Back || Next> | [ Cancel

SingTel RAS

For this connection method, the following data is required:

e User Name
e Password

¢ RAS Plan

Setup Wizard - SingTel RAS

Check the data supplied by SingTel. If‘g\\

Login User Mame: |test |

Login Password:
RAS Plan: 512k Ethemet

) Connect automatically, as required

Auto-disconnect Timeout period: 1] | min

@® Always maintain connection (keep alive)

| <Back || Next> || Cancel
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Others (e.g. Fixed Wireless)

Type Details ISP Data required
Dynamic IP Address | Your IP Address is allocated Usually, none.
automatically, when you However, some ISP's may require you to use
connect to you ISP. a particular Hostname, Domain name, or
MAC (physical) address.
Static IP Address Your ISP allocates a IP Address, mask, gateway and DNS address
permanent IP Address to you. | allocated to you.

Setup Wizard - Internet Access

Check the type of Internet access used. I g\\

What type of Internet access do you have 7

) Cable modem (TV-style cable)

2 DSUADSL modem (phone-type cable)
) Telstra Bigpond Cable (Australia)

) SingTel RAS

(¥ Other (e.g. Fixed Wireless)

= Back ][ MNext = ][ Cancel
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3.2 LAN

Use the LAN link on the main menu to reach the LAN screen. An example screen is shown below.

LAN

TCPIP  |p address: |192|[168[|1 |1
Subnet Mask: 5_255_:255_2,5_255_,.0 _
DHCP Server StartiP address: [ | [ | [].[2 |
Finish 1P adaress: [ | [ ][] [51

[ Save ] [ Cancel ” Help
Data - LAN Screen

TCP/IP

IP Address IP address for the IP-2000VPN, as seen from the local LAN. Use the
default value unless the address is already in use or your LAN is using a
different IP address range. In the latter case, enter an unused IP
Address from within the range used by your LAN.

Subnet Mask The default value 255.255.255.0 is standard for small (class "C")

networks. For other networks, use the Subnet Mask for the LAN
segment to which the IP-2000VPN is attached (the same value as the
PCs on that LAN segment).

DHCP Server e If enabled, the IP-2000VPN will allocate IP Addresses to PCs
(DHCP clients) on your LAN when they start up. The default (and

recommended) value is Enabled.

e If you are already using a DHCP Server, this setting must be
disabled, and the existing DHCP server must be re-configured to
treat the IP-2000VPN as the default Gateway. See the following
section for further details.

e The Start IP Address and Finish IP Address fields set the values
used by the DHCP server when allocating IP Addresses to DHCP

clients. This range also determines the number of DHCP clients

supported.
See the following section for further details on using DHCP.
Buttons
Save Save the data on screen.
Cancel The "Cancel" button will discard any data you have entered and reload

the file from the IP-2000VPN.
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What DHCP Server Can Do

A DHCP (Dynamic Host Configuration Protocol) Server allocates a valid IP address to a DHCP Client (PC or
device) upon request.

e The client request is made when the client device starts up (boots).

e The DHCP Server provides the Gateway and DNS addresses to the client, as well as allocating an IP
Address..

e The IP-2000VPN can act as a DHCP server.

e Windows 2000/XP and other non-Server versions of Windows will act as a DHCP client. This is the
default Windows setting for the TCP/IP network protocol. However, Windows uses the term Obtain

an IP Address automatically instead of "DHCP Client”.

e You must NOT have two (2) or more DHCP Servers on the same LAN segment. (If your LAN does

not have other Routers, this means there must only be one (1) DHCP Server on your LAN).

Using the IP-2000VPN’s DHCP Server

This is the default setting. The DHCP Server settings are on the LAN screen. On this screen, you can:
e Enable or Disable the IP-2000VPN's DHCP Server function.

e Set the range of IP Addresses allocated to PCs by the DHCP Server function.

@ You can assign Fixed IP Addresses to some devices while using DHCP, provided that the Fixed
IP Addresses are NOT within the range used by the DHCP Server.

Using another DHCP Server

You can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP Server, rather
than the IP-2000VPN's, the following procedure is required.
e Disable the DHCP Server feature in the IP-2000VPN. This setting is on the LAN screen.

e Configure the DHCP Server to provide the IP-2000VPNs IP Address as the Default Gateway.

To Configure your PCs to use DHCP

This is the default setting for TCP/IP under Windows 98/ME/2000/XP or else operating system.

See Appendix A - Client Configuration for the procedure to check these settings.
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Operation

Once both the IP-2000VPN and the PCs are configured, operation is automatic.

However, there are some situations where additional Internet configuration may be required:
e If using Internet-based Communication Applications, it may be necessary to specify which PC

receives an incoming connection. Refer to Chapter 4 - Internet Features for further details.

e Applications which use non-standard connections or port numbers may be blocked by the
IP-2000VPN's built-in firewall. You can define such applications as Special Applications to allow

them to function normally. Refer to Chapter 4 - Internet Features for further details.

e Some non-standard applications may require use of the DMZ feature. Refer to Chapter 4 - Internet

Features for further details.
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Chapter 4 Internet Features

4.1 WAN Port

Overview
The following advanced features are provided.
o WAN Port Configuration
e Advanced Internet
e Communication Applications
e Special Applications
e  Multi-DMZ
e URL filter
o Dynamic DNS
o Virtual Servers

e Options

WAN Port Configuration

The WAN Port Configuration screen provides an alternative to using the Wizard. It can be accessed from the

Internet menu. An example screen is shown below.

WAN Port Configuration
Identification pgstname: | AirLive
Domain Mame: |
WAN Port MAC Address: |004F 74300001
Default ” Copy from PC

IP Address @ IP Address is assigned automatically (Dynamic IP Address)
() Specified IP Address (Static IP Address)

NAT (®) Enable NAT, allow all LAN users to share WAN IP address.
) Disable NAT, perfarm standard routing OMLY.

DNS ¢ Automatically obtain from Server
® usetnispns|168)/95 [[1 |1

Login Login I'\,-'IethodjgNOHE* (Direct connection) ¥ |

[ Save ” Cancel H Help
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Data — WAN Port Configuration Screen

Identification

Hostname Normally, there is no need to change the default name, but if your ISP

requests that you use a particular “Hostname”, enter it here.

Domain name If your ISP provided a domain name, enter it here. Otherwise, it can be left
blank.
MAC Address Also called Network Adapter Address or Physical Address. This is a

low-level identifier, as seen from the WAN port.

Normally there is no need to change this, but some ISPs require a
particular value, often that of the PC initially used for Internet access.
You can use the Copy from PC button to copy your PC's address into this

field, the Default button to insert the default value, or enter a value directly.

IP Address

IP Address is assigned | Also called Dynamic IP Address. This is the default, and the most
automatically common.
Leave this selected if your ISP allocates an IP Address to the IP-2000VPN

upon connection.

Specified Also called Static IP Address. Select this if your ISP has allocated you a
IP Address fixed IP Address. If this option is selected, the following data must be
entered.
e |IP Address.

The IP Address allocated by the ISP.

e Network Mask (Not required for PPPOE)
This is also supplied by your ISP. It must be compatible with the IP
Address above.

e Gateway IP Address (Not required for PPPOE)

The address of the router or gateway, as supplied by your ISP.

NAT

Enable NAT NAT (Network Address Translation) is the technology which allows all PCs
on your LAN to share the Internet IP address allocated to the WAN port on
this Router. From the Internet, all PCs appear to have the same IP
address.
For normal operation, this setting must be ENABLED.

Disable NAT Disabling NAT will disable Internet access, unless all PCs have valid

Internet IP addresses.
If you wish to use this device for Routing ONLY (and NOT for Internet
access), then NAT should be disabled.
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DNS

Automatically obtain

from Server

The DNS (Domain Name Server) address will be obtained automatically
from your ISP's server. Note that if using a fixed IP address, with no login

(login is set to "None"), then no Server is used, and this option cannot be

used.

Use this DNS If this option is selected, you must enter the IP address of the DNS
(Domain Name Server) you wish to use.
Note: If the DNS is unavailable, the "Backup DNS", entered on the
Internet - Options screen, will be used.

Login

Login Method

If your ISP does not use a login method (username, password) for Internet
access, leave this at the default value "None (Direct connection)"
Otherwise, check the documentation from your ISP, select the login
method used, and enter the required data.

e PPPOE - this is the most common login method, widely used with DSL
modems. Normally, your ISP will have provided some software to
connect and login. This software is no longer required, and should not
be used.

e PPTP - this is mainly used in Europe. You need to know the PPTP
Server address as well as your name and password.

e L2TP - You need to know the L2TP Server address as well as your
name and password.

e Big Pond Cable - for Australia only.

e SingTel RAS - for Singapore only.

Login User Name

The User Name (or account name) provided by your ISP.

Login Password

Enter the password for the login name above.

RAS Plan

For SingTel customers only, select the RAS plan you are on.

Server Address

If using PPTP, L2TP or Big Pond Cable, enter the address of your ISP's
server.

For PPPoE or SingTel RAS, the Server address in not required.

Connection behavior

Select the desired option:

e Automatic Connect/Disconnect
An Internet connection is automatically made when required, and
disconnected when idle for the time period specified by the
"Auto-disconnect Idle Time-out".

e Manual Connect/Disconnect
You must manually establish and terminate the connection.

e Keep alive (maintain connection)

The connection will never be disconnected by this device. If
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disconnected by your ISP, the connection will be re-established
immediately. (However, this does not ensure that your Internet IP

address will remain unchanged.)

Auto-disconnect Idle This field has no effect unless the setting above is Automatic
Time-out Connect/Disconnect.
If Auto-disconnect is being used, enter the desired idle time-out period (in

minutes). After the connection to your ISP has been idle for this time

period, the connection will be terminated.

4.2 Advanced Internet

This screen allows configuration of all advanced features relating to Internet access.

e Communication Applications
e Special Applications

e Multi-DMZ

o URL Filter

Advanced Internet

Communication Select an Application:

ANl AgeofEmpies I
Applications

H323(CUseeME & MS NetMeeting & TGI Phone)
ICU Il (ICU 2) -
|Internet Phane 5

Send incoming calls to: | Select a F’E Vi

Save when finished, not after each change.

Special If an application does not work, you can define it as a Special Application.
Applications Special Applications

Multi-DMZ  f you have only 1 WAN IP address, only DMZ 1 can be used.

Enable VVAN IP address PC

1 [0 192.168.0.38  |SelectaPC v
o0 [0 [[o [[o |l |[selectaPc v
ad [0 o J[o Jlo |[selectaPc v
a0 [0 [[o [[o |lo |[selectapc v
s 0 [0 |0 [[o Jlo |[selectaPc v
600 [0 [[0 [[o |0 |[selectaPc v
700 [[o [[o [[o |[selectapPc v

My PC is not listed

URL Filter Enable URL Filter | Configure URL Filter
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Communication Applications

Most applications are supported transparently by the IP-2000VPN. But sometimes it is not clear which PC
should receive an incoming connection. This problem could arise with the Communication Applications
listed on this screen.

If this problem arises, you can use this screen to set which PC should receive an incoming connection, as

described below.

Communication Applications

Select an Application This lists applications which may generate incoming connections, where

the destination PC (on your local LAN) is unknown.

Send incoming calls to | This lists the PCs on your LAN.

e If necessary, you can add PCs manually, using the PC Database
option on the Other menu.

e For each application listed above, you can choose a destination PC.

e There is no need to "Save" after each change; you can set the

destination PC for each application, then click "Save".

Special Applications

If you use Internet applications with non-standard connections or port numbers, you may find that they do not
function correctly because they are blocked by the IP-2000VPN's firewall. In this case, you can define the

application as a "Special Application".

Special Applications Screen

This screen can be reached by clicking the Special Applications button on the Advanced Internet screen.
You can then define your Special Applications. You will need detailed information about the application; this is
normally available from the supplier of the application.

Also, note that the terms "Incoming" and "Outgoing" on this screen refer to traffic from the client (PC)

viewpoint.

Special Applications

Special Applications can only be used by 1 user at any time.

Incoming Ports Outgoing Ports
Name Type Start Finish Type Start Finish
1.0 |dialpad | [udp v|[51200|[51201] [udp v|[51200|[51201]
20 |paltalk | [udp ¥|[2090 |[2091 | [udp ¥||2090 ||2091 |

3 [J|guicktime | ludp v|[6970 |[6999 |[tep v| /554 |/554 |

40| | [udp || | | [udp ]| | |
5 [ | [udp || | | [udp v| | |
6.0 | | [udp +]| | | [udp ¥|| | |
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Data — Special Applications Screen

Special Applications

Checkbox

Use this to Enable or Disable this Special Application as required.

Name

Enter a descriptive name to identify this Special Application.

Incoming Ports

Type - Select the protocol (TCP or UDP) used when you receive data from the
special application or service. (Note: Some applications use different protocols
for outgoing and incoming data).

Start - Enter the beginning of the range of port numbers used by the application
server, for data you receive. If the application uses a single port number, enter
it in both the "Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the application

server, for data you receive.

Outgoing Ports

Type - Select the protocol (TCP or UDP) used when you send data to the
remote system or service.

Start - Enter the beginning of the range of port numbers used by the application
server, for data you send to it. If the application uses a single port number,
enter it in both the "Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the application
server, for data you send to it. If the application uses a single port number,
enter it in both the "Start" and "Finish" fields.

Using a Special Application

e Configure the Special Applications screen as required.

e On your PC, use the application normally. Remember that only one (1) PC can use each Special

application at any time. Also, when 1 PC is finished using a particular Special Application, there may

need to be a "Time-out" before another PC can use the same Special Application. The "Time-out"

period may be up to 3 minutes

@ If an application still cannot function correctly, try using the "DMZ" feature.

Multi-DMZ

This feature, if enabled, allows one (1) or more computers on your LAN to be exposed to all users on the

Internet. You can set a DMZ PC for each WAN IP address. If you only have 1 WAN IP addresses, only 1 DMZ

PC can be used.
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This allows unrestricted 2-way communication between the "DMZ PC" and other Internet users or Servers.

e This allows almost any application to be used on the "DMZ PC".
e The "DMZ PC" will receive all "Unknown" connections and data.
o If the DMZ feature is enabled, you must select the PC to be used as the "DMZ PC".

e To use more than one (1) DMZ, your ISP must assign multiple fixed IP addresses to you. You must

enter each IP address; you can then assign a DMZ PC for each IP address.

@ The "DMZ PC" is effectively outside the Firewall, making it more vulnerable to attacks. For this

reason, you should only enable the DMZ feature when required.

URL Filter

The URL Filter allows you to block access to undesirable Web site.

e To use this feature, you must define "filter strings”. If the "filter string" appears in a requested URL,
the request is blocked.

e Enabling the URL Filter also affects the Internet Access Log. If Enabled, the "Destination" field in
the log will display the URL. Otherwise, it will display the IP Address

e The URL Filter can be Enabled or Disabled on the Advanced Internet screen

URL Filter Screen

Click the "Configure URL Filter" button on the Advanced Internet screen to access the URL Filter screen. An

example screen is shown below.

URL Filter

Filter Strings

When enabled, a request is blocked if any of these entries occur in the requested
URL.

Current Entries

[ Delete | | Delete All |

Add Filter String: i[ Add l

Filter Strings should be as specific as possible.

[ Help H Close]
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Data — URL Filter Screen

Filter Strings

Current Entries | This lists any existing entries. If you have not entered any values, this list will be

empty.

Add Filter String | To add an entry to the list, enter it here, and click the "Add" button.

An entry may be a Domain name (e.g. www.trash.com) or simply a string.

(e.g. ads/ ). Any URL which contains ANY entry ANYWHERE in the URL will be
blocked.

Buttons

Delete/Delete All | Use these buttons to delete the selected entry or all entries, as required. Multiple
entries can be selected by holding down the CTRL key while selecting. (On the
Macintosh, hold the SHIFT key while selecting.)

Add Use this to add the current Filter String to the site list.

4.3 Dynamic DNS

This free service is very useful when combined with the Virtual Server feature. It allows Internet users to

connect to your Virtual Servers using a URL, rather than an IP Address.

This also solves the problem of having a dynamic IP address. With a dynamic IP address, your IP address

may change whenever you connect, which makes it difficult to connect to you.

The Service works as follows:

1.
2.

You must register for the service at one of the listed DDNS Service providers.

After registration, follow the Service Provider's procedure to request a Domain Name, and have it

allocated to you.
Enter your DDNS data on the IP-2000VPN's DDNS screen (shown below).

The IP-2000VPN will then automatically ensure that your current IP Address is recorded and updated at
the DDNS server.

If the DDNS Service provides software to perform this "IP address update"; you should disable the
"Update" function, or not use the software at all.

From the Internet, users will be able to connect to your Virtual Servers (or DMZ PC) using your Domain

name, as shown on this screen.
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Dynamic DNS Screen

Select Internet on the main menu, then Dynamic DNS, to see a screen like the following:

DDNS (Dynamic DNS)

DDNS Service Dynamic DNS allows you to provide Internet users with a domain name (instead of an
IP Address) to access your Virtual Servers.

DDNS Data  User name is set when you register; your password is E-mailed to you.

DDNS Senice: [ gundns | [ Web Site

User Name:
Password:
Domain Mame: .dyndns | :crg"

DDMS Status: Username, password, and hostname must not be blank

Data — Dynamic DNS Screen

DDNS Service

DDNS Service e You must register for the service at one of the listed Service Providers. You
can reach the Service provider's Web Site by selecting them in the list and
clicking the "Web Site" button.

e Apply for a Domain Name, and ensure it is allocated to you.

e Details of your DDNS account (Name, password, Domain name) must then be
entered and saved on this screen.

e This device will then automatically ensure that your current IP Address is
recorded by the DDNS Service Provider. (You do NOT need to use the "Client"
program provided by some DDNS Service providers.)

e From the Internet, users will now be able to connect to your Virtual Servers (or

DMZ PC) using your Domain name.

DDNS Data

DDNS Service Select the desired DDNS Service provider.

User Name Enter your Username for the DDNS Service.
Password/Key Enter your current password for the DDNS Service.
Domain Name Enter the domain name allocated to you by the DDNS Service. If you have more

than one name, enter the name you wish to use.

DDNS Status e This message is returned by the DDNS Server
¢ Normally, this message should be something like "Update successful" or "IP
address updated".

e If the message indicates some problem, you need to connect to the DDNS

Service provider and correct this problem.
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4.4 Virtual Server

This feature allows you to make Servers on your LAN accessible to Internet users. Normally, Internet users

would not be able to access a server on your LAN because:

e Attempts to connect to devices on your LAN are

Your Server does not have a valid external IP Address.

blocked by the firewall in this device.

The "Virtual Server" feature solves these problems and allows Internet users to connect to your servers, as

illustrated below.

>

WEB Server FTP Server
{192.168.1.10) LAN IP Address {192.168.1.20)
{192.168.1.1)
IP-2000VPN
Internet IP Address
(203.70.212.52)
o
= Internet 7
Remote PC Remote PC
Using Web Server Using FTP Server
(fip:#/203.70.212.52) {fip://203.70.212.52)

IP address seen by Internet Users

Note that, in this illustration, both Internet users are connecting to the same IP Address, but using different

protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address. This IP Address is

allocated by your ISP.

This address should be static, rather than dynamic, to make it easier for Internet users to connect to your

Servers.
However, you can use the DDNS (Dynamic DNS) featu

using a URL, instead of an IP Address.
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Using the DMZ port for Virtual Servers

You should connect your Virtual Servers to the DMZ port, for the following reasons:
o Traffic passing between the DMZ and LAN passes through the firewall. The firewall will protect your

LAN if your Server is compromised and used to launch an attack on your LAN.

e For each enabled Virtual Server, a firewall rule to allow incoming traffic from the Internet (WAN) to the
DMZ is automatically created. If the Server is connected to the LAN (switch) ports, you must add the

firewall rule manually.

@ The DMZ port is a normal port, not an "uplink” port. If connecting to a switch, connect to the

standard port on the switch.

Virtual Server Screen

The Virtual Servers screen is reached by the Virtual Servers link on the Internet menu. An example screen

is shown below.

DDNS (Dynamic DNS)

DDNS Service Dynamic DNS allows you to provide Internet users with a domain name (instead of an
IP Address) to access your Virtual Servers.

DDNS Data  User name is set when you register; your password is E-mailed to you.
DDMNS Senvice: _-dyndna v Web Site
User Name: [ '

Password:

Domain Mame: |.lorg

;Lﬁyndns

DDMS Status: Username, password, and hostname must not be blank

This screen lists a number of pre-defined Servers, providing a quick and convenient method to set up the

common server types.
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Data — Virtual Servers Screen

Servers

Servers This lists a number of pre-defined Servers, plus any Servers you have defined.
Details of the selected Server are shown in the "Properties" area.

Properties

Enable Use this to Enable or Disable support for this Server, as required.
¢ If Enabled, any incoming connections will be forwarded to the selected PC.
¢ If Disabled, any incoming connection attempts will be blocked.

PC (Server) Select the PC for this Server. The PC must be running the appropriate Server
software.

Defining your own Virtual Servers

If the type of Server you wish to use is not listed on the Virtual Servers screen, you can use the Firewall

Rules to allow particular incoming traffic and forward it to a specified PC (Server).

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use the Internet IP
Address (the IP Address allocated to you by your ISP).

e.g.
http://203.70.212.52

ftp://203.70.212.52

It is more convenient if you are using a Fixed IP Address from your ISP, rather than Dynamic. However, you
can use the Dynamic DNS feature, described in the following section, to allow users to connect to your Virtual

Servers using a URL, rather than an IP Address.
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4.5 Options

This screen allows advanced users to enter or change a number of settings. For normal operation, there is no

need to use this screen or change any settings.

Options
Backup DNS  gaeiup Dis (1) 1P Address:

Backup DMNS (2) IP Address:

These DNS (Domain Name Servers) are used only if the primary DNS is
unavailable.

MTU 7y (Maximum Transmission Unit): [1500 ._ (1.1500) bytes

Data — Options Screen

Backup DNS

IP Address Enter the IP Address of the DNS (Domain Name Servers) here. These DNS will be
used only if the primary DNS is unavailable.

MTU

MTU size MTU (Maximum Transmission Unit) value should only be changed if advised to do so

by Technical Support.
e Enter a value between 1 and 1500.
o This device will still auto-negotiate with the remote server, to set the MTU size.

The smaller of the 2 values (auto-negotiated, or entered here) will be used.

e For direct connections (not PPPoE or PPTP), the MTU used is always 1500.
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Chapter 5 Security

Overview

The following advanced configurations are provided.

Admin Login
Access Control
Firewall Rules
Logs

E-mail

Security Options
Scheduling

Services

5.1 Admin Login

The Admin Login screen allows you to assign a user name and password to the IP-2000VPN.

1. The default login name is "admin". Change this to the desired value.

Admin Login

Admin Login  The admin login protects the configuration data.
Once set (recommended), you will be prompted for the user name and

password when you connect.

Login name:
Mew password:

Werify password:

admin
LI L1 X1

2. The default password is airlive. Enter the desired password in the New Password and Verify Password
fields.

3. Save your changes.

You will see a login prompt when you connect to the IP-2000VPN, as shown below.

37
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Enter Network Password

L

7

I
I
[ ok | _ cened |

Enter the "User Name" and "Password" you set on the Admin Login screen above.
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5.2 Access Control

This feature is accessed by the Access Control link on the Security menu.
The Access Control feature allows administrators to restrict the level of Internet Access available to PCs on

your LAN. With the default settings, everyone has unrestricted Internet access.

To use this feature

1. Set the desired restrictions on the "Default" group. All PCs are in the "Default" group unless explicitly

moved to another group.

2. Set the desired restrictions on the other groups ("Group 1", "Group 2", "Group 3" and "Group 4") as

needed.

3. Assign PC to the groups as required.

@ Restrictions are imposed by blocking "Services", or types of connections. All common Services

are pre-defined. If required, you can also define your own Services.

Access Control Screen
To view this screen, select the Access Control link on the Security menu.

Access Control

GrouP [t )

Internet Access Restrictions: | None v

Block by Schedule: | None  +|

Senvices

ALL({ TCP/UDP-1..65534 ) A~
AIM( TCP:5190 )

BGP( TCP-179 )

BOOTP_CLIENT( UDP:68 )
BOOTP_SERVER( UDP:67..68 )
CU-SEEME( TCP/UDP:7648 )

DNS{ TCP/UDP:53 ) ,
|FINGER{ TCP-79 ) v||

Select Services to Block.
Haold CTEL key (on MAC, SHIFT) to select multiple items
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Data — Access Control Screen

Group

Group

Select the desired Group. The screen will update to display the settings for the
selected Group. Groups are named "Default", "Group 1", "Group 2", "Group 3"

and "Group 4", and cannot be re-named.

"Members" Button

Click this button to add or remove members from the current Group.

e |f the current group is "Default", then members can not be added or deleted.
This group contains PCs not allocated to any other group.

e Toremove PCs from the Default Group, assign them to another Group.

e To assign PCs to the Default Group, delete them from the Group they are
currently in.

See the following section for details of the Group Members screen.

Internet Access

Restrictions

Select the desired options for the current group:

o None - Nothing is blocked. Use this to create the least restrictive group.

e Block all Internet access - All traffic via the WAN port is blocked. Use this to
create the most restrictive group.

¢ Block selected Services - You can select which Services are to block. Use

this to gain fine control over the Internet access for a group.

Block by Schedule

If Internet access is being blocked, you can choose to apply the blocking only
during scheduled times. (If access is not blocked, no Scheduling is possible, and
this setting has no effect.)

To define the schedule, use the Schedule option on the menu.

Services This lists all defined Services. Select the Services you wish to block. To select
multiple services, hold the CTRL key while selecting. (On the Macintosh, hold the
SHIFT key rather than CTRL.)

Buttons

Members Click this button to add or remove members from the current Group.
If the current group is "Default”", then members can not be added or deleted. This
group contains PCs not allocated to any other group.
See the following section for details of the Group Members screen.

Save Save the data on screen.

Cancel Reverse any changes made since the last "Save".

View Log Click this to open a sub-window where you can view the "Access Control" log.
This log shows attempted Internet accesses which have been blocked by the
Access Control feature.

Clear Log Click this to clear and restart the "Access Control" log, making new entries easier

to read.
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Group Members Screen

This screen is displayed when the Members button on the Access Control screen is clicked.

Group Members

Group:Group 1

Members (PCs) Dther PCs
Jacky 192.168.1.2 (LAN)

<< Add

Use this screen to add or remove members (PCs) from the current group.

e The "Del >>" button will remove the selected PC (in the Members list) from the current group.

o The "<< Add" button will add the selected PC (in the Other PCs list) to the current group.

@ PCs not assigned to any group will be in the "Default" group. PCs deleted from any other Group

will be added to the "Default” group.

Access Control Log

To check the operation of the Access Control feature, an Access Control Log is provided. Click the View
Log button on the Access Control screen to view this log.
This log shows attempted Internet accesses which have been blocked by the Access Control function.

Data shown in this log is as follows:

Access Control Log

Date/Time Date and Time of the attempted access.

Name If known, the name of the PC whose access was blocked. This name is taken

from the Network Clients database

Source IP address | The IP Address of the PC or device whose access request was blocked

MAC address The hardware or physical address of the PC or device whose access request was
blocked
Destination The destination URL or IP address
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5.3 Firewall Rule

For normal operation and LAN protection, it is not necessary to use this screen.

The Firewall will always block DoS (Denial of Service) attacks. A DoS attack does not attempt to steal data or
damage your PCs, but overloads your Internet connection so you can not use it - the service is unavailable.
As well, you can use this screen to create Firewall rules to block or allow specific traffic. But incorrect
configuration may cause serious problems.

This feature is for advanced administrators only!

Firewall Rules Screen

Click the Firewall Rules option on the Security menu to see a screen like the following example. This

example contains two (2) rules for outgoing traffic.

@ Since the default rule for outgoing (LAN => WAN) traffic is "Allow", having an "Allow" rule for

LAN => WAN only makes sense in combination with another rule.

For example, the screen below shows a rule blocking all traffic to a MSN Game Server, followed by

another rule allowing access by a specific PC.

Firewall Rules

view Rules for | DMZ => WAN Vi

Name Source Destination Action
2
‘.J -
oK) &
J
¥
~
Add || Edit | [Move| [ Delete |
[ViewLog ][ Systemn Rules H Help
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Data — Firewall Rules Screen

Rule List
View Rules Select the desired option; the screen will update and list any current rules. If you
for ... have not defined any rules, the list will be empty.
Data For each rule, the following data is shown:
¢ Name - The name you assigned to the rule.
e Source - The traffic covered by this rule, defined by the source IP address. If the
IP address is followed by ... this indicates there is range of IP addresses, rather
than a single address.
e Destination - The traffic covered by this rule, defined by destination IP address.
If the IP address is followed by ... this indicates there is range of IP addresses,
rather than a single address.
e Action - Action will be "Forward" or "Block"
Add To add a new rule, click the "Add" button, and complete the resulting screen. See the
following section for more details.
Edit To Edit or modify an existing rule, select it and click the "Edit" button.
Move There are 2 ways to change the order of rules
e Use the up and down indicators on the right to move the selected rule. You must
confirm your changes by clicking "OK". If you change your mind before clicking
"OK", click "Cancel" to reverse your changes.
¢ Click "Move" to directly specify a new location for the selected rule.
Delete To delete an existing rule, select it and click the "Delete" button.
View Log Clicking the "View Log" button will open a new window and display the Firewall log.
System Rules Clicking the "System Rules" button will open a new window and display the default
firewall rules currently applied by the system. These rules cannot be edited, but any
rules you create will take precedence over the default rules.
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Define Firewall Rule

Clicking the "Add" button in the Firewall Rules screen will display a screen like the example below.

Add/Edit Firewall Rule

Name | |

Type |DMZ => WAN v|

Source IP P Type - | Any v|
Start IP address: ||fl ||EI || ] ||EI |
Finish P address:[0 [0 [0 [0 |
Subnet Mask: |255|_|255|_|255|_|D |

Dest IP P Type | Any v'-|
statiPaddress: [0 [0 |[o [0 |
FinishIPaddress:[0 |[0 |[o [0 |
Subnet Mask: |255|_|255|_|255|_|EI |

Service | ALL(TCP/UDP:1. 65534) v |

Acton
Log
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Data — Define Firewall Rule Screen

Define Firewall Rule

Name Enter a suitable name for this rule.

Type This determines the source and destination ports for traffic covered by this rule.
Select the desired option.

Source IP These settings determine which traffic, based on their source IP address, is
covered by this rule.

Select the desired option:

e Any - All traffic from the source port is covered by this rule.

e Single address - Enter the required IP address in the "Start IP address"
field". You can ignore the "Subnet Mask" field.

e Range address - If this option is selected, you must complete both the "Start
IP address" and "Finish IP address" fields. You can ignore the "Subnet
Mask" field.

e Subnet address - If this option is selected, enter the required mask in the
"Subnet Mask" field.

Dest IP These settings determine which traffic, based on their destination IP address, is
covered by this rule.

Select the desired option:

e Any - All traffic from the source port is covered by this rule.

e Single address - Enter the required IP address in the "Start IP address"
field". You can ignore the "Subnet Mask" field.

e Range address - If this option is selected, you must complete both the "Start
IP address" and "Finish IP address" fields. You can ignore the "Subnet
Mask" field.

e Subnet address - If this option is selected, enter the required mask in the
"Subnet Mask" field.

Services Select the desired Service or Services. This determines which packets are
covered by this rule, based on the protocol (TPC or UDP) and port number. If
necessary, you can define a new Service on the "Services" screen, by defining
the protocols and port numbers used by the Service.

Action Select the desired action for packets covered by this rule:

Log This determines whether packets covered by this rule are logged. Select the
desired option.
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5.4 Logs

The Logs record various types of activity on the IP-2000VPN. This data is useful for troubleshooting, but
enabling all logs will generate a large amount of data and adversely affect performance.
Since only a limited amount of log data can be stored in the IP-2000VPN, log data can also be E-mailed to

your PC or sent to a Syslog Server.

Logs
Enable Logs Incoming Traffic Log
O AP traffic
® Al TCPMUDPACHP trafiic | ViewLog || Clear Log |

Qutgoing Traffic Log
) AllIP traffic

@ Al TCPIUDPACMP traffic [ ViewLog || Clear Log |
Web Site Log

[ View Log H Clear Log ]

VPN Log

[ View Log H Clear Log ]

System Log
Router operations (start up, get time etc)
[ connections to the Web-based interface of this Router
[[] other connections and traffic to this Router

Known DoS attacks and Port Scans

View Log H Clear Log

Timezone Timezone: |(GMT+08:00) Taipei ]

Syslog [] Enable Syslog
SyslogSewer:iD il |:D [0 |

Include: Incoming Outgoing
[ web sites [¥] aystem VP
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Data — Logs Screen

Enable Logs

Incoming Traffic

Select the desired option:

e All IP traffic - this will log all incoming TCP/IP connections, of any type. This
will generate the largest logs, and fill the internal log buffer more quickly.

e All TCP/UDP/ICMP traffic - These 3 protocols are used by most internet traffic.
TCP is used by HTTP, FTP, Telnet, E-mail and other common Internet
protocols and applications. UDP is used by Video streams and other
communications where speed is more important than guaranteed delivery.
ICMP is used by the "ping" and "trace route" applications, and other network

diagnostics.

Outgoing Traffic

Select the desired option:

e All IP traffic - - this will log all outgoing TCP/IP connections, of any type. This
will generate the largest logs, and fill the internal log buffer more quickly.

e All TCP/UDP/ICMP traffic - These 3 protocols are used by most internet traffic.
TCP is used by HTTP, FTP, Telnet, E-mail and other common Internet
protocols and applications. UDP is used by Video streams and other
communications where speed is more important than guaranteed delivery.
ICMP is used by the "ping" and "trace route" applications, and other network
diagnostics.

Because most connections are logged, the logs will still be large.

e Selected Traffic only - This selection will reduce the size of the log
considerably. Only HTTP connections are logged. Select the traffic you wish to
include:

e Attempted access to blocked sites - This will only log Web connections
which are blocked by the URL filter.
e Websites and news groups - This logs successful (allowed) connections

to Web Sites and newsgroup servers.
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System Log

Select the desired option:

Router operations (start up, get time etc) - This option will log normal Router
operations.

Connections to the Web - based interface of this Router - This option will
log each connection to the Router itself, whenever the Web-based
management interface is used.

Other connections and traffic to this Router - This option will log other traffic
sent to the Router itself, such as "pings" or RIP (Router Information Protocol)
packets.

Known DoS attacks and Port Scans - This will log details of DoS (Denial of
Service) attacks which have been blocked by the built-in Firewall. This Firewall
uses "Stateful Inspection" technology to block packets which are individually
valid, but collectively form an attack. Port scans, where a series of ports are

checked to see if they are opened (available) and also logged.

VPN

If enabled, the VPN log will record incoming and outgoing VPN connections.

View Log Button

Use this to view each log, as required.

Clear Log Use this to restart the required log. This makes it easier to read the latest entries.
Button

Timezone

Timezone Select the correct Timezone for your location. This is required for the date/time

shown on the logs to be correct.

Syslog Server

Enable Syslog

If enabled, log data will be sent to your Syslog Server.

Syslog Server

Enter the IP address of your Syslog Server.

Include

Select the logs you wish to be included in the data sent to the Syslog Server.
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5.5 E-mail

E-Mail

E-Mail Alert [ send E-mail alert immediately when attacked

E-Mail Logs [ send lags by E-Mail Send Log Now

Include: 7] ncoming Traffic
(1 Outgoing Traffic
] system Log
1 VPN Log
(] web site Log
Send: @ when log s full -
D:EverySunday » at;1 VE;AM >
E-mailaddress:- T
Subject [Logs
SMTF Senver &) address:

CiIPaddress:g:U U D D

Port No. (25 | Defautt 25)
Data — E-mail Screen
E-Mail Alerts
Send E-Mail alert If enabled, an E-mail will be sent immediately if a DoS (Denial of Service) attack
is detected. If enabled, the E-mail address information must be provided.
E-Mail Logs
Send Logs by If enabled, logs will be logs to the specified E-mail address. You need to select
E-Mail the Logs to be E-mailed, and complete the E-mail address settings on this
screen.
Include Select the log items to be included in the E-mail.
Send Select the desired option for sending the log by E-mail.
e When log is full - The time is not fixed. The log will be sent when the log is
full, which will depend on the volume of traffic.
e Every day, Every Monday... - The log is sent on the interval specified.
o If"Every day" is selected, the log is sent at the time specified.
o Ifthe day is specified, the log is sent once per week, on the specified
day.
e Select the time of day you wish the E-mail to be sent.
o Ifthe log is full before the time specified to send it, it will be sent
regardless.
E-mail address Enter the E-mail address the Log is to be sent to. The E-mail will also show this
address as the Sender's address.
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Subject Enter the text string to be shown in the "Subject" field for the E-mail.

SMTP Server Enter the address or address or IP address of the SMTP (Simple Mail Transport
Protocol) Server you use for outgoing E-mail.

Port No. Enter the port number used to connect to the SMTP Server. The default value is
25.
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5.6 Security Options

This screen allows you to set Firewall and other security-related options.

Security Options

DoS Firewall Enable DoS (Denial of Senvice) Firewall
Threshold: O High (WAM bandwidth = 2 Mbps)
® Medium (WAM bandwidth 1- 2 Mbps)

) Low (WAN bandwidth = 1 Mbps)
If Enabled (recommended), invalid packets and connections are dropped. The

“Threshold” affects invalid connections only.
Options Respand ta ICMP (ping) on WAN interface
Allow VPN Passthrough (IPsec, PPTF, L2TF)
O Drop fragmented IP packets
Block TCP Flood
[ Block UDP Flood
Block non-standard packets

Data — Security Options Screen

Firewall
Enable DoS If enabled, DoS (Denial of Service) attacks will be detected and blocked. The
Firewall default is enabled. It is strongly recommended that this setting be left enabled.

Note:

e A DoS attack does not attempt to steal data or damage your PCs, but
overloads your Internet connection so you can not use it - the service is
unavailable.

e This device uses "Stateful Inspection" technology. This system can detect
situations where individual TCP/IP packets are valid, but collectively they
become a DoS attack.

Threshold This setting affects the number of "half-open" connections allowed.

¢ A "half-open" connection arises when a remote client contacts the Server with
a connection request, but then does not reply to the Server's response.

e  While the optimum number of "half-open" connections allowed (the
"Threshold") depends on many factors, the most important factor is the
available bandwidth of your Internet connection.

e Select the setting to match the bandwidth of your Internet connection.
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Options

pass-through

Respond to The ICMP protocol is used by the "ping" and "trace route" programs, and by
ICMP (ping) network monitoring and diagnostic programs.
e If checked, the IP-2000VPN will respond to ICMP packets received from the
Internet.
e If not checked, ICMP packets from the Internet will be ignored. Disabling this
option provides a slight increase in security.
Allow VPN If enabled, PCs on the LAN can use VPN software to connect to remote clients via

the Internet connection. The protocols supported are:

e |PSec
IPSec protocol is used to establish a secure connection, and is widely used by
VPN (Virtual Private Networking) programs.

e PPTP
PPTP (Point to Point Tunneling Protocol) is widely used by VPN (Virtual
Private Networking) programs.

o L2TP
L2TP is a protocol developed by Cisco for VPNs (Virtual Private Networks).

Drop fragmented

IP packets

If enabled, fragmented IP packets are discarded, forcing re-transmission of these
packets. In some situations, this could prevent successful communication.

Normally, this setting should be disabled.

Block TCP Flood

A TCP flood is excessively large number of TCP connection requests. This is
usually a DoS (Denial of Service) attack.

This setting should normally be enabled.

Block UDP Flood

A UDP flood is excessively large number of UDP packets. This is usually a DoS
(Denial of Service) attack.

This setting should normally be enabled.

Block
non-standard

packets

Abnormal packets are often used by hackers and in DoS attacks, but may also be
generated by incorrectly configured network devices. (PCs will normally not
generate non-standard packets.)

This setting should normally be enabled.
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5.7 Scheduling

o This schedule can be (optionally) applied to any Access Control Group.

o Blocking will be performed during the scheduled time (between the "Start" and "Finish" times).

o Two (2) separate sessions or periods can be defined.

e Times must be entered using a 24 hr clock.

o If the time for a particular day is blank, no action will be performed.

Define Schedule Screen

This screen is accessed by the Scheduling link on the Security menu.

Define Schedule
Default Schedule

Data — Define Schedule Screen

Use 24 hour clock.  On all day: 00:00 to 24:00

Off all day. All fields blank

Session 2

Start Finish

Session 1
Stat  Finish

Day

Monday
Tuesday
Wednesday

Thursday

Friday
Saturday

Sunday

Define Schedule Screen

Day Each day of the week can be scheduled independently.

Session 1 Two (2) separate sessions or periods can be defined. Session 2 can be left blank if
Session 2 not required.

Start Time Enter the start using a 24 hr clock.

Finish Time Enter the finish time using a 24 hr clock.
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5.8 Services

Services are used in defining traffic to be blocked or allowed by the Access Control or Firewall Rules
features. Many common Services are pre-defined, but you can also define your own services if required.

To view the Services screen, select the Services link on the Security menu.

Services

Available Services [l (TCP/UDP:1 65634 ) Al
AIM( TCP-5190 ) .

BGP(TCP-179)

BOOTP_CLIENT( UDP68 )

BOOTP_SERVER( UDP-67 68 )

CU-SEEME( TCP/UDP-7648 )

Add New Service

Mame:
Type: TCP v
StatPott | (TCP or UDP)
Finish Port. | | rep or UDR)
ICMP Type: |n- (0.255)
Data — Services Screen

Available Services

Available This lists all defined Services.

Services

Delete Button Use this to delete the selected Service from the list.

Note that you can only delete Services you have added; the pre-defined services

can not be deleted.

Add New Service

Name Enter a suitable name for this Service.
Type Select the correct type for this Service.
Start Port If the "Type" (above) is TCP, UDP, or TCP/UDP, enter the port number for this

Service. If a port range is required, enter the beginning of the range here, and the

end of the range in the "Finish Port" field.

Finish Port If the "Type" (above) is TCP, UDP, or TCP/UDP, this field can be used to enter the

end of range of port numbers. This can be left blank if not required.

ICMP Type If the "Type" (above) is ICMP, enter the ICMP type here. Otherwise, this field
should be left blank.
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Chapter 6 |IPSec VPN

6.1 Common VPN Situations

VPN Pass-through

Here, a PC on the LAN behind the Router/Gateway is using VPN software, but the Router/Gateway is NOT

acting as a VPN endpoint. It is only allowing the VPN connection.

TS

[T ——— ] ‘ 1ITL
IP-2000VPN \.\/_/

s with VPN Software

VPN Server

3

VPN TUNNEL

o The PC software can use any VPN protocol supported by the remote VPN.

e The remote VPN Server must support client PCs which are behind a NAT router, and so have an IP
address which is not valid on the Internet.

e The Router/Gateway requires no VPN configuration, since it is not acting as a VPN endpoint

Client-to-Office VPN Gateway

In this situation, the PC must run appropriate VPN client software in order to connect, via the Internet, to the
IP-2000VPN. Once connected, the client PC has the same access to LAN resources as PCs on the local LAN
(unless restricted by the network administrator).

é 'q;ternet

PC with
VPN Software

Z
VPN TUNNEL

¢ Windows 2000 and Windows XP include a suitable IPSec VPN client program. Configuration of this

client program for use with the IP-2000VPN is covered later in this document.
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Office-to-Office VPN Gateway

This allows two (2) LANs to be connected. PCs on each endpoint gain secure access to the remote LAN.

RRE

- -
VPN TUNNEL =
192.168.0.xx 192.168.1.30¢

e The 2 LANs MUST use different IP address ranges.

e The VPN Policies at each end determine when a VPN tunnel will be established, and what systems

on the remote LAN can be accessed once the VPN connection is established.

e |tis possible to have simultaneous VPN connections to many remote sites.
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6.2 VPN Configuration

This section covers the configuration required on the IP-2000VPN when using Manual Key Exchange

(Manual Policies) or IKE (Automatic Policies).

Details of using Certificates are covered in a later section.

VPN Policies Screen

To view this screen, select VPN Policies from the VPN menu. This screen lists all existing VPN policies. If no

policies exist, the list will be empty.

VPN Policies

Policy Name Enable Remote VPN Endpoint  Key Type

»

= (

‘ CANCEL

( «

[ Edit | [Move || Enable/Disable | [Copy | [ Delete |

[ Add NewPolicy || Viewlog || Help

@ The order of policies is important if you have more than one policy for a particular site. In that

case, the first matching policy (for the traffic under consideration) will be used.

Data — VPN Policies Screen

VPN List

Policy Name The name of the policy. When creating a policy, you should select a suitable name.

Enable This indicates whether or not the policy is currently enabled. Use the
"Enable/Disable" button to toggle the state of the selected policy.

Remote VPN The IP address of the remote VPN endpoint (Gateway or client).

Endpoint

Key Type This will indicate "Manual" (manual key exchange) or "IKE" (Internet Key
Exchange)

Operations

Add To add a new policy, click the "Add" button. See the following section for details.

Edit To Edit or modify an existing policy, select it and click the "Edit" button.
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Move The order in which policies are listed is only important if you have multiple polices

for the same remote site. In that case, the first matching policy is used. There are 2

ways to change the order of policies:

e Use the up and down indicators on the right to move the selected row. You
must confirm your changes by clicking "OK". If you change your mind before
clicking "OK", click "Cancel" to reverse your changes.

e Click "Move" to directly specify a new location for the selected policy.

Enable/Disable Use this to toggle the On/Off state of the selected policy.

Copy If you wish to create a policy which is similar to an existing policy, select the policy
and click the "Copy" button.
Remember that the new policy must have a different name, and there can only be

one active (enabled) policy for each remote VPN endpoint.

Delete To delete an exiting policy, select it and click the "Delete" button.

View Log Clicking the "View Log" button will open a new window and display the VPN log.

Adding a New Policy

1. To create a new VPN Policy, click the Add New Policy button on the VPN Policies screen. This will start
the VPN Wizard, as shown below.

Check the VPN settings used by the remote VPN ServeriGateway.

This Wizard will configure your Router for a VPN connection to a remote VPN Endpoint
(Server, Gateway, or Client).

» You will need to know the settings used on the remote VPN Endpoint.

» [fusing a Cerificate for authentication, you must obtain your Cerificate from a
CA (Cerification Authority) befare running this Wizard.

# [fyou preferto use a setup screen instead of a Wizard, click the "Setup Screen”
button below.

MNext = ][ Cancel

AirLive IP-2000VPN User’s Manual 58



o If you prefer to use a single setup screen instead of a Wizard, click the Setup Screen button. This is

recommended for experienced users only.

o Otherwise, click Next to continue. You will see a screen like the following.

General infermation about the VPN tunnel.

Policy Name i_|—_|Q |

Enable Palicy
Allow NetBIOS traffic
Remote Endpoint Address (7 Dynamic P
®FirediP:|60 ||250| 158 64 |

O Domain Name:!

Keys: (O Manually assigned

(&) Use IKE (Internet Key Exchange)

< Back ][ Mext = ][ Cancel

General Settings

Policy Name

to help you manage the policies.

Enter a suitable name. This name is not supplied to the remote VPN. It is used only

Enable Policy

be enabled at any time.

Enable or disable the policy as required. For each remote VPN, only 1 policy can

Allow NetBIOS

Enable this if you require NetBIOS traffic to be transferred through the VPN tunnel.

traffic NetBIOS is used by Microsoft (Windows) networking. This setting should not be
enabled unless necessary, because it increases traffic volume.
Remote VPN The Internet IP address of the remote VPN endpoint (Gateway or client).
Endpoint o Dynamic. Select this if the Internet IP address is unknown. In this case, only
incoming connections are possible.
e Fixed. Select this if the remote endpoint has a fixed Internet IP address. If
selected, enter the Internet IP address of the remote endpoint.
e Domain Name. Select this if the remote endpoint has a Domain Name
associated with it. If selected, enter the Domain Name of the remote endpoint.
Keys Select Manually assigned or IKE (Internet Key Exchange) as required.

If you are setting up both endpoints, using IKE is recommended.
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2. Click Next to continue. You will see a screen like the following:

This traffic will be sent through a VPN tunnel.

Local IP addresses

IP address: |192!_|168|_|1 HEI

|
!
SubnetMask: [255|[255]/255][0 |

Remote IP addresses

Type;|Subnet address VJ

IPaddress:  [192[[168][0 [0 [-[0 |

subnetMask: |255|/255)/255][0 |

[ < Back l[ MNext = ][ Cancel l

For outgoing VPN connections, these settings determine which traffic will cause a VPN tunnel to be

created, and which traffic will be sent through the tunnel.

For incoming VPN connections, these settings determine which systems on your local LAN will be

available to the remote endpoint.

The 2 VPN endpoints MUST use different address ranges.
If the addresses were in the same range, traffic intended for the remote VPN would be considered

local LAN traffic. So it would not be forwarded to the Gateway.

Local IP addresses

Type

e Any - no additional data is required. Any IP address is acceptable.
e For outgoing connections, this allows any PC on LAN to use the VPN tunnel.
e Forincoming connections, this allows any PC using the remote endpoint to

access any PC on your LAN.

¢ Single address - enter an IP address in the "Start IP address" field.

e Range address - enter the starting IP address in the "Start IP address" field, and
the finish IP address in the "Finish IP address" field.

e Subnet address - enter the desired IP address in the "Start IP address" field,
and the network mask in the "Subnet Mask" field.

The remote VPN must have these IP addresses entered as its "Remote" addresses.
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Remote IP addresses

Type e Single address - enter an IP address in the "Start IP address" field.

e Range address - enter the starting IP address in the "Start IP address" field, and
the finish IP address in the "Finish IP address" field.

e Subnet address - enter the desired IP address in the "Start IP address" field,

and the network mask in the "Subnet Mask" field.

The remote VPN should have these IP addresses entered as its "Local" addresses.

3. Click Next to continue. The screen you will see depends on whether you previously selected "Manual Key

Exchange" or "IKE".

Manual Key Exchange

These settings must match the remote VPN.

These settings must match the remote VPN Endpoint.

[ AH Authentication  Ajgarithm: | MD5 (%

Key - In: | |

Key - Out:l |

AH SFI In:l |Out:l |

ESP Encryption Encryption Algorithm: | 3DES ¥
Key Size: | 256 Bits % (AES only)

Key - In: | |

Key - Out:| |

ESP Authentication authentication Algorithm: | MD5
Key - In: | |

Key - Out: | |

ESP SPI in:| | out| |

[ < Back ][ Next = ][ Cancel

@ You cannot use both AH and ESP at the same time.
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Manually assigned Keys

AH Authentication

AH (Authentication Header) specifies the authentication protocol for the VPN
header, if used. (AH is often NOT used)
If AH is not enabled, the following settings can be ignored.

Keys

The "in" key here must match the "out" key on the remote VPN, and the "out"
key here must match the "in" key on the remote VPN.

e Keyscanbein ASCllorHex (0~9A~F)

e For MD5, the keys should be 32 hex/16 ASCII characters.

e For SHA-1, the keys should be 40 hex/20 ASCII characters.

e Each SPI (Security Parameter Index) must be unique.
e The "in" SPI here must match the "out" SPI on the remote VPN, and the "out"
SPI here must match the "in" SPI on the remote VPN.

e Each SPI should be at least 3 characters.

ESP Encryption

ESP (Encapsulating Security Payload) provides security for the payload (data)

sent through the VPN tunnel. Generally, you will want to enable both Encryption

and Authentication.

Encryption Algorithm

o The 3DES algorithm provides greater security than DES, but is slower.

e [fusing AES, you must select the Key Size. If using DES or 3DES, this field is
ignored.

Key - In / Key - Out

e The "In" key here must match the "Out" key on the remote VPN, and the
"Out" key here must match the "In" key on the remote VPN.

e For DES, keys should be 8 ASCII characters (16 HEX chars).

e For 3DES, keys should be 24 ASCII characters (48 HEX chars).

e [fusing AES encryption, the key input size must match the Key Size selected

above.

ESP

Authentication

Generally, you should enable ESP Authentication. There is little difference

between the available algorithms. Just ensure each endpoint use the same

setting.

e The "In" key here must match the "Out" key on the remote VPN, and the
"Out" key here must match the "In" key on the remote VPN.

e Keyscanbein ASCllorHex (0~9and A~F)

e For MD5, the keys should be 32 hex/16 ASCII characters.

e For SHA-1, the keys should be 40 hex/20 ASCII characters.
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ESP SPI This is required if either ESP Encryption or ESP Authentication is enabled.

o Each SPI (Security Parameter Index) must be unique.

e The "in" SPI here must match the "out" SPI on the remote VPN, and the "out"
SPI here must match the "in" SPI on the remote VPN.

e Each SPI should be at least 3 characters.

For Manual Key Exchange, configuration is now complete.

e Click "Next" to view the final screen.

e On the final screen, click "Finish" to save your settings, then "Close" to exit the Wizard.

IKE Phase 1

If you selected IKE, the following screen is displayed after the Traffic Selector screen. This screen sets the
parameters for the IKE SA.

These settings must match the remote VPN Endpoint.

Local Identity

Type: |WAN IP Address V| Data: | |
Remuote Identity

Type: | Remote WAN IP v | Data: | |

Authentication () RSA Signature (requires Certificate)

® Pre-shared Key|

Authentication Algorithm:

Encryption Algarithm: | 3DES » | Key Size:| nia bt | (AES only)

IKE Exchange Mode: | Main Mode V|

Direction: Both Directions
IKE SA Life Time: 130 (secs)

Diffie-Hellman (DH) Group: | Group 2 (1024 Bit) ¥

[ IKE PFS PFS Key Group: | Group 2 (1024 Bit) v |
[ IKE Keep Alive PingIPaddress: [0 [0 |0 [lo |
[ < Back l [ MNext = J [ Cancel
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IKE Phase 1 (IKE SA)

Local Identity

This setting must match the "Remote Identity” on the remote VPN. Select the

desired option, and enter the required data in the "Local Identity Data" field.

e WAN IP Address - This is the most common method. If selected, no input is
required.

e Fully Qualified Domain Name - enter the Domain Name assigned to this
device.

e Fully Qualified User name - This name does not have to a valid Internet
Domain Name. E-mail addresses are often used for this entry.

e DER ANS.1 DN - This must be a DER ANS.1 Domain Name.

Remote Identity

This setting must match the "Local Identity" on the remote VPN. Select the desired

option, and enter the required data in the "Remote Identity Data" field.

e |P Address - This is the most common method. If selected, no input is
required.

e Fully Qualified Domain Name - enter the Domain Name assigned to this
device.

e Fully Qualified User name - This name does not have to a valid Internet
Domain Name. E-mail addresses are often used for this entry.

e DER ANS.1 DN - This must be a DER ANS.1 Domain Name.

Authentication

e RSA Signature requires that both VPN endpoints have valid Certificates
issued by a CA (Certification Authority).

e For Pre-shared key, enter the same key value in both endpoints. The key
should be at least 8 characters (maximum is 128 characters). Note that this key
is used for the IKE SA only. The keys used for the IPSec SA are automatically

generated.

Authentication

Select the desired option, and ensure that both endpoints have the same settings.

Algorithm
Encryption Select the desired method, and ensure the remote VPN endpoint uses the same
Algorithm method.

e The 3DES algorithm provides greater security than DES, but is slower.
e If using AES, you must select the Key Size. If using DES or 3DES, this field is

ignored.

IKE Exchange
Mode

Select the desired option, and ensure the remote VPN endpoint uses the same

mode.

e Main Mode provides identity protection for the hosts initiating the IPSec
session, but takes slightly longer to complete.

e Aggressive Mode provides no identity protection, but is quicker.
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Direction Select the desired option:

e Initiator - Only outgoing connections will be created. Incoming connection
attempts will be rejected.

e Responder - Only incoming connections will be accepted. Outgoing traffic
which would otherwise result in a connection will be ignored.

e Both Directions - Both incoming and outgoing connections are allowed.

IKE SA Life Time | This setting does not have to match the remote VPN endpoint; the shorter time will
be used. Although measured in seconds, it is common to use time periods of

several hours, such 28,800 seconds.

DH Group Select the desired method, and ensure the remote VPN endpoint uses the same

method. The smaller bit size is slightly faster.

IKE PFS If enabled, PFS (Perfect Forward Security) enhances security by changing the
IPSec key at regular intervals, and ensuring that each key has no relationship to
the previous key. Thus, breaking 1 key will not assist in breaking the next key.

This setting should match the remote endpoint.

IKE Keep Alive Use Ping to maintain VPN connection. The value is used to set the LAN IP address

of other VPN side’s device.

Click Next to see the following IKE Phase 2 screen.

IKE Phase 2

This screen sets the parameters for the IPSec SA. When using IKE, there are separate connections (SAs) for

IKE and IPSec.

These settings must match the remote VPN Endpoint.

IPSecSALifeTime 300 |(secs)

IPSec PFS

Key Group: | Group 2 (1024 Bit) v |

[ 4H Authentication

Algorithm: [MDE—V|

ESP Encryption

Algorithm: L'_35E-S V|

Key Size: [nfa ~ | (AES only)

ESP Authentication

Algorithm: |_M_D Vi

[ < Back l[ MNext = ][ Cancel l
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IKE Phase 2 (IPSec SA)

IPSec SA Life This setting does not have to match the remote VPN endpoint; the shorter time

Time will be used. Although measured in seconds, it is common to use time periods of
several hours, such 28,800 seconds.

IPSec PFS If enabled, PFS (Perfect Forward Security) enhances security by changing the

IPSec key at regular intervals, and ensuring that each key has no relationship to

the previous key. Thus, breaking 1 key will not assist in breaking the next key.

AH Authentication

AH (Authentication Header) specifies the authentication protocol for the VPN
header, if used.
AH is often NOT used. If you do enable it, ensure the algorithm selected matches

the other VPN endpoint.

ESP Encryption

ESP (Encapsulating Security Payload) provides security for the payload (data)
sent through the VPN tunnel. Generally, you will want to enable both ESP
Encryption and ESP Authentication.

Select desired method and ensure remote VPN endpoint uses the same method.
o The 3DES algorithm provides greater security than DES, but is slower.

e The Key Size is available for AES only.

ESP

Authentication

Generally, you should enable ESP Authentication. There is little difference

between the available algorithms. Just ensure each endpoint with same setting.

For IKE, configuration is now complete. Click "Next" to view the final screen.

VPN Setup is now complete.

Wizard completed.

Click "Finish™ to save your settings, "Close” to exit the Wizard.

[ <Back | [ Finish | [ Close |

On the final screen, click "Finish" to save your settings, then "Close" to exit the Wizard.
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6.3 Certificates

Certificates are used to authenticate users. Certificates are issued to you by various CAs (Certification

Authorities). These Certificates are called "Self Certificates".

Each CA also issues a certificate to itself. This Certificate is required in order to validate communication with

the CA. These certificates are called "Trusted Certificates."

The Certificates screen lists either the Trusted Certificates - the certificates of each CA itself - or Self

Certificates - the certificates issued to you.

Use the radio button in the Type section of the screen to choose which type of Certificate you wish to view.

Trusted Certificates

Certificates

Type  Select: @ Trusted Certificates

() Self Certificates

Trusted Subject Hame {CA) Issuer Name Expiry Time

Certificates

[ Add Trusted Certificate ]

Trusted Certificates

Subject Name
(CA)

The "Subject Name" is always the company or person to whom the Certificate is

issued. For trusted certificates, this will be a CA.

Issuer Name

The CA (Certification Authority) which issued the Certificate.

Expiry Time

The date on which the Certificate expires. You should renew the Certificate before

it expires.

Delete button

Use this button to delete a Trusted Certificate. Select the checkbox in the Delete

column for any Certificates you wish to delete, and then click the "Delete" button.

Add Trusted
Certificate

button

Use this to add a new Trusted Certificate to the table. See below for details.
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Requesting a Trusted Certificate

1. After obtaining a new Certificate from the CA, you need to upload it to the IP-2000VPN.

2. On the "Certificates" screen, click the "Add Trusted Certificate" button to view the Add Trusted

Certificate screen, shown below.

Add Trusted Certificate

Certificate File: | [(orowse._]

Click the "Browse" button, and locate the certificate file on your PC.
Select the file. The name will appear in the "Certificate File" field.

Click "Upload" to upload the certificate file to the [P-2000VPN.

o g &~ o

Click "Back" to return to the Trusted Certificate list. The new Certificate will appear in the list.

Self Certificates

Certificates

Type  Seledt: O Trusted Certificates

& Self Certificates

ACt'_""E Self ‘Hame| Subject Name Issuer Name Expiry Time | |
Certificates | - -

Self Certificate
Requests

[ Delete Request ” Upload Certificate J

New Request To generate a request for a new cerificate, click the "New Request” button
below.
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Active Self Certificates

Name The name you assigned to this Certificate. You should select a name which helps

to identify this particular certificate.

Subject Name The company or person to whom the Certificate is issued.

Issuer Name The CA (Certification Authority) which issued the Certificate.

Expiry Time The date on which the Certificate expires. You should renew the Certificate before
it expires.

Delete button Use this button to delete a Self Certificate. Select the checkbox in the Delete

column for any Certificates you wish to delete, and then click the "Delete" button.

Self Certificate Requests

Request List Any current requests are listed. These requests are generated by using the New

Request button described below.

e After you have received the Certificate file for a request, you must select the
request in the list, and upload the certificate file. The request will then be
deleted from this list, and the Certificate will appear in the Active Self
Certificates table.

e If for some reason you never obtain the Certificate, you can manually delete

the request by using the Delete Request button.

Delete Request Use this to delete the selected certificate request.

Button
Upload After you have received a Certificate, use this to upload the certificate to the
Certificate IP-2000VPN.
You must select the correct certificate request, so the IP-2000VPN can correctly
match the request and the certificate.
New Request Use this to generate a new request to be supplied to a CA (Certification Authority).
Button See the following section for details.

Requesting a Self Certificate

The IP-2000VPN must generate a request for the CA. This request must then be supplied to the CA. The

procedure is as follows:

1. On the Self Certificates screen, click the New Request button to view the first screen of the Self

Certificate Request procedure, shown below.
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Self Certificate Request (1)

Mame: | |
Subject | |
Hash Algorithrm: MDE  »
Signature Algorithm: | RSA »
Signature Key Length: IE_ZE
IP Address 192.168.0.38
Dormain Mame | !(Gptinnal}
E-mail Address | (Optional)
< Back ] [ Mext =
2. Complete this screen.

Name Enter a name which helps to identify this particular certificate. This name is
only for your reference, it is not visible to other people.

Subject Name This is the name which other organizations will see as the Holder (owner)
of this Certificate. This should be your registered business name or official
company name. Generally, all Certificates should have the same value in
the Subiject field.

Hash Algorithm Select the desired option.

Signature Select the desired option. RSA is recommended.

Algorithm

Signature Key Select the desired option. Normally, 1024 bits provides adequate security.

Length

IP address Enter your public (Internet) IP address.

Domain Name This is optional. If you have a domain name, enter it here.

E-mail Address This is optional. If you have permanent E-mail address, enter it here.
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3. Click "Next" to continue to the following screen.

Self Certificate Request (2)

Certificate Details Subject Mame: Test
Hash Algorithm: MD5
Signature Algorithm: RSA
Key Length: 512

Data to supply to CA

MIHZMIGERgECMA4xDDAKEBgNVERAMTRORCUzBcMAOGCSqGSIE3DQEBRQUARD SAMEQT
QODgxBxyCPESE Kk 9XASbwinLv] iASoMyEVavEgkudEi kGxDI108LEGv4xNgl4Th
NL1AVEKUD3ULIRZQHciNNpgVrAgMBARGOETAFBgkahkiG9w0BCQ4xAJAAMAOGC SR
SIk3DQERBAURAOERchVy foRtyjws9he+LFCLXNULyczl1Evk]l g¥pnnBC Tw+nZ ksX
M+10egaR7J4XTETIFEi /pShizc2HE 1Bz £+X]1 6mg==

CopyiSave this data as necessary, then click "Finish".

<Back | | Finish |

4. Check that the data displayed in the Certificate Details section is correct. This data is used to generate

the Certificate request. If the data is not correct, click the "Back" button and correct the previous screen.

5. If the data is correct, copy the text in the Data to supply to CA panel
(including "-----BEGIN CERTIFICATE REQUEST-----" and "-----END CERTIFICATE REQUEST-----") to a

new document in a text editor such as Notepad, and save the file.

6. Click Finish to return to the Self Certificates screen.

Your request will be listed under Self Certificate Requests.
7. Apply for a Certificate:
e Connect to the CA's web site.
o Start the Self Certificate request procedure.
o When prompted for the request data, supply the data you copied and saved in step 5 above.
e Submit the CA's form.
e If there are no problems, the Certificate will then be issued.
8. After obtaining a new Certificate, as described above, you need to upload it the IP-2000VPN.
e Return to the Self Certificates screen.
¢ Inthe Self Certificate Requests list, select the request matching this certificate.

o Click the Upload Certificate button, and you will see a screen like the one below.
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Upload Self Certificate

Upload the Cerificate obtained from a CA
Cerificate File: | |[[Browse _

9. Upload the Certificate:
o Click the Browse button, and locate the certificate file on your PC.
o Select the file. The name will appear in the Certificate File field.
¢ Click the Upload button to upload the certificate file to the IP-2000VPN.

o Click Back to return to the Self Certificates screen. The new Certificate will appear in the Active

Self Certificates list

@ 1. For the Certificate example file please refer to Chapter 7.4.

2. IP-2000VPN Certificate function is not compatible with Cisco router.
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6.4 CLRs

CRLs are only necessary if using Certificates.

CRL (Certificate Revocation List) files show Certificates which have been revoked, and are no longer

valid.
Each CA issues its own CRLs.

Itis VERY IMPORTANT to keep your CRLs up-to-date. You need to obtain the CRL for each CA

regularly. The "Next Update" field in the CRL shows when the next update will be available.

To add a New CLRs

1. Obtain the CRL file from your CA.

2. Select CRL from the VPN menu. You will see a screen like the example below:

Certificate Revocation Lists

CRLs | ip | caidentify Last Update Next Update

[ Add new CRL ]

3. Click the "Add New CRL" button. You will see a screen like the following:

Upload CRL

File to upload: | [Browse... |

4. Upload the CRL file:

Click the "Browse" button, and locate the CRL file on your PC.

Select the file. The name will appear in the "File to Upload" field.

Click "Upload" to upload the CRL file to the IP-2000VPN.

Click "Back" to return to the CRL list. The new CRL will appear in the list.

5. Use the "Delete" button to delete the previous (now outdated) CRL.
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6.5 Status

This screen lists all VPN SAs (Security Association) which exist at the current time.

If no VPN tunnels exist at the current time, the table will be empty.
To update the display, click the "Refresh" button.
If using IKE, there is one SA for the IKE connection, and another SA for the IPSec connection.

For each VPN SA the following data is displayed.

VPN Status

Current VPN SAs

Policy Hame | 3Pl | Type | VPH Endpoint | Data Transfered

[ Refresh ][ View Log

Data — VPN Status Screen

VPN Status

SPI Each SA (Security Association) has a unique SPI. For manual keys, this SPI is
specified by user input. If using IKE, the SPI is generated by the IKE negotiation
process.

SA Type Each SAs (Security Association) will be either IKE or IPSec.

Policy Name The name of the VPN Policy which triggered this VPN connection.

VPN Endpoint The IP address of the remote VPN Endpoint.

Data Tx Measures the quantity of data which has been sent (Transmitted) via this SA.

Data Rx Measures the quantity of data which has been received via this SA.

Buttons

Refresh Update the data shown on screen.

View Log Open a new window and view the contents of the VPN log.
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Chapter 7 Microsoft VPN (PPTP)
Overview

Microsoft VPN uses the Microsoft VPN Adapter which is provided in recent versions of Windows. This
feature can be used to provide remote access to your LAN by individual PCs. This method provides an

alternative to using IPSec VPN, which is described in the previous chapter. Using Microsoft VPN provides

easier setup than using IPSec VPN.

The following Microsoft VPN configuration screens are provided:

e Server
e C(Clients
e Status

7.1 PPTP Server

The IP-2000VPN incorporates a PPTP (Peer-to-Peer Tunneling Protocol) server which is compatible with the
"VPN Adapter" provided with recent versions of Microsoft Windows. Remote Windows clients are able to

connect to this Server. Once connected, they can access the LAN as if they connected locally.

The Server setup screen is accessed by selecting the Server option on the Microsoft VPN menu.

Microsoft VPN

PPTP Server This Server is compatible with the VPN Adapter” provided with recent
versions of Microsoft Windows.

Enable PPTP (VPN) Server
Microsoft encrypted authentication version 2 (M23-CHAF v2)
Microsoft encrypted authentication (M3-CHAR)
Encrypted authentication (CHAFP)

Unencrypted password (PAP)
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Data — Microsoft VPN Screen

PPTP Server

Enable Use this checkbox to enable or disable this feature as required.
To allow connection by remote Windows clients, you must enable this feature, and

enter the client details (on the Clients screen) to allow them to login to this Server.

Authentication | Enable the desired authentication methods. The methods are listed with the most
Methods secure first, least secure last. If multiple methods are checked, the most secure will
be tried first. If the remote client does not support this, then the other checked

methods are tried in order.

You must enable at least one method.

Client Database

To login to the PPTP Server (above) using the Microsoft Windows VPN Adapter, remote users must be

entered in the VPN client database.

The Client setup screen is accessed by selecting the Client option on the Microsoft VPN menu.

Microsoft VPN Client Database

Existing Users

Properties [] Allow connection

Login MName:
Login Password:

Verify Password:

Clear Form

Add as New User ] [ Update Selected User ]
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Data — Microsoft VPN Client Database Screen

Existing Users

User List

All existing users are listed. If you have not added any users, this list will be empty.
When a user is selected, their details are displayed in the Properties panel. You can
then edit the user's information as required; click Update Selected User to save
your changes. (If you select another user before saving your changes, your changes

are lost.)

Delete Button

Use this to delete the selected user if required.

Properties

Allow Use this to enable or disable access by this user, as required.

connection

Login Name Enter the login name. The remote user must provide this name when they connect.
The name must not contain spaces, punctuation, or special characters.

Login Enter the login password. The remote user must provide this password when they

Password connect.

Verify Re-enter the password above.

Password

Button

Clear Form Use this to prepare the form for a new entry. Any existing data will be cleared.

Add as New Use this to save the data in the "Properties" area as a new entry. (If a user is

User selected in the "Existing User" list, the selection is ignored.)

Update Use this to update the data for the user selected in the Existing User list. To change

Selected User

an existing user's data, follow this procedure.

1. Select the desired user in the Existing Users list. Their information will be
displayed in the Properties panel.

2. Change the data in the Properties panel as required.

3. Click the Update Selected User button to save your changes.
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Status Screen

The Status screen is accessed by selecting the Status option on the Microsoft VPN menu.

Microsoft VPN Status

Server Status  Status: of f

Current Connections: 0

Server Log |005:Reset physical connection
|004:3top PEE
|003:try to hang up
|002:sub_wait:timeout
|001l:wait 100 msec "WAN start...
|000:3top PPP

Data — Microsoft VPN Status Screen

Server Status

Status This indicates whether or not the PPTP (VPN) Server is enabled.
Current This indicates the number of remote clients currently logged into the PPTP (VPN)
Connections Server.
Server Log
Server Log This displays details of each connection or connection attempt.
You can use the Clear Log button to re-start the log, making new messages easier
to read.
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7.2 Windows PPTP Clients Setup

To connect to the PPTP (VPN) Server in the IP-2000VPN:
e The Microsoft VPN feature in the IP-2000VPN must be enabled and configured, as described in the

previous section.

e Each user must have a login (username and password) on the VPN client database on the
IP-2000VPN.

¢ The remote client PC must be configured as described in the following sections.

e |tis assumed that remote users have a Broadband (not dial-up) connection to the Internet.

Windows 98/ME

1. Click Start - Settings - Dial-up Networking.
2. Select Make New Connection.

Make New Connection

Type a name for the computer vou are dialing:

|vPN to Office

Select a device:
'@ IEMicmsnftVF’N Adapter ;I
LEanfigure... |

< Back I Hewt » I Cancel |

3. Type a name for this connection, and ensure that "Microsoft VPN Adapter" is selected. Click "Next" to

continue.

Make New Connection

Tupe the name or address of the WPM semver

Host name or [P Address:
20.202.126.61]

< Back I Heut » I Cancel |
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4. Enter the Internet IP address or domain name of this device. (If you don't have a fixed IP address, you can
use a Dynamic DNS service to obtain a domain name).

Click "Next" to continue.

5. Click “Finish” to exit the Wizard.

The new entry will now be listed in "Dial-up Networking".

If necessary, you can change the settings for this connection by right-clicking on it, and selecting Properties.
To force all outgoing traffic to be sent via VPN, enable the setting “ This is the default Internet connection”

on the Dialing tab. (Do NOT enable this setting if using Dial-up or PPPoE client software.)

¥pn Ky Connection

General] Metworking | Secunty  Dialing

[ iThiz iz the default Intermet connechion:
i

P
~

Redial settings:

Ty to connect 'IU;I times
"W ait | 5_%' seconds between attempts

v Dizconnect when connection may not be needed

| k. | Cancel

To establish a connection:

1. Ensure you are connected to the Internet.

Select Start - Settings - Dial-up Networking.
Double-click the new VPN entry in Dial-up Networking.

Enter your User name and Password, as recorded in the Client database on the IP-2000VPN.

AR R <

Click the "Connect" button.
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Windows 2000

Ensure you have logged on with Administrator rights before attempting this procedure.

1. Open "Network Connections", and start the "New Connection" Wizard.

Metwork Connection Wizard

Metwork Connection Type
Y'ou can chooze the type of netwark. connection pou want to create, based on

wour network, configuration and vour networking needs.

" Dial-up to private network
Connect uging my phone ling [modem or ISOM).

" Dial-up to the Internet
Connect to the Internet uzing my phone line [modem or ISOM].

{* Connect to a private network through the Internet
Create a Yirtual Private Metwork. [YPN] connection or 'tunnel’ thraugh the Internet.

" Accept incoming connections
Let other computers connect to mine by phone ling, the Internet, or direct cable.

" Connect directly to another computer
Connect uging my senal, parallel, or infrared port.

< Back I et = I Cancel |

2. Select the VPN option ("Connect to a private network through the Internet"), as shown above, and click

Next.

Metwork Connection Wizard

Public Network
Windows can make sure the public network is connected first.

windows can automatically dial the initial connection to the Internet ar other public
network, before establishing the virtual connection.

% Do not dial the iitial connection.

 Automatically dial this initial connection:

< Back I et = I Cancel

81 AirLive IP-2000VPN User’s Manual



3. On the screen above:
e Select "Do not dial the initial connection" if Internet access is via the LAN.

¢ |If using a PPPOE software client, select "Automatically dial this initial connection" and select the

PPPoE connection.

e Click Next to continue.

MNetwork Connection Wizard

Destination Address
What iz the name or address of the destination?

Tupe the hozt name or [P addreszs of the computer or network, to which vou are
conhecting.

Haost name or IP addrezs [such as microzoft.com ar 123.45.6.78):
12345678

< Back Cancel |

4. On the screen above, enter the Domain Name or Internet IP address of the IP-2000VPN you wish to
connect to.

Click Next to continue.

MNetwork Connection Wizard

Connection Availability
'ou may make the new connection available to all users, or just pourzelf,

“fou may make this connection available to all users, or keep it only for pour own use, &
connection stored in pour profile will not be available unless vou are logged on.

Create thiz connection:

" For all uzers

& Only for myself

< Back Cancel
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5. Choose whether to allow this connection for everyone, or only for yourself, as required.

Click Next to continue.

Metwork Connection Wizard

. Completing the Network Connection Wizard
E Type the name you want to uze for thiz connection;

ICompany Marne

To create this connection and zave it in the
Metwork, and Dialup Connections folder, click
Finizh.

To edit this connection in the Metwark. and Dial-up
Connections folder, select it, click File, and then click
Froperties,

[T Add a sharteut to my desktop

< Back Cahicel

6. Enter a suitable name, and click "Finish" to save and exit.

7. Setup is now complete.

To establish a connection:
1. Right-click the connection in "Network Connections", and select "Connect".

2. You will then be prompted for the username and password. Enter the username and password assigned
to you, as recorded in the VPN client database on the IP-2000VPN.

3. You can choose to have Windows remember the password if desired, so you do not have to enter it again.

Changing the connection settings

The PPTP (VPN) Server in the IP-2000VPN is designed to work with the default Windows settings.
¢ If necessary, you can change the Windows settings by right-clicking the VPN connection in Network

Connections, and selecting Properties.

e The Properties dialog has a Networking tab with a "Type of VPN" setting. If you have trouble

connecting, you can change this setting from "Automatic” to "PPTP VPN"
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Windows XP

Ensure you have logged on with Administrator rights before attempting this procedure.
1. Open Network Connections (Start-Settings-Network Connections), and start the New Connection
Wizard.

Mew Connection Wizard

MNetwork Connection Type
What do you want to do’Y

(") Connect to the Internet
Connect to the Internet 2o pou can browse the Web and read email.

(3) Connect to the network at my workplace
Connect to a buzineszsz network [using dial-up or PN 20 you can work from home,
a field office, or anather location.

() Set up a home or small office network
Connect to an exizting home or small office network. or et up a new one.

(") Set up an advanced connection

Connect directly to another computer using pour genal, parallel, or infrared port, or
zet up thiz computer o that ather computers can connect ta it

< Back ” test = ][ Cancel

2. Select the option "Connect to the network at my workplace", as shown above, and click Next.

New Connection Wizard

Metwork Connection
Howa do pou want bo connect to the network, at wour workplace’y

Create the following connection:

() Dial-up connection

Connect uging a modem and a regular phone line or an Integrated Services Digital
Metwork, (IS0M) phone line.

(*) Virtual Private Network connection

Connect to the network. uzing a virtual private netwark [WPM] connection aver the
Intemet,

< Back “ test = ][ Cahicel
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3. On the next screen, shown above, select the "Virtual Private Network connection" option.

Click Next to continue.

New Connection Wizard

Connection Name
Specify a name for thig connection to your workplace.

Type a name for thig connection in the following bos,

Compaty Mame

Compary Mame

For example, you could type the name of your workplace or the name of a server you
will connect bo.

< Back “ Mest > |[ Cancel

4. Enter a suitable name for this connection.

Click Next to continue.

Mew Connection Wizard

Public Network
Windows can make sure the public network iz connected first,

iindowz can automatically dial the initial connection to the Internet or other public
netwiork, before establishing the virtual connection.

(#) Do nat dial the initial conhection,

() Automatically dial this initial connectian:
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5. On the screen above, select "Do not dial the initial connection".

Click Next to continue.

Mew Connection Wizard

VPN Server Selection
What is the name or address of the WP server?
Type the host name or Internet Pratocol [IP] addrezs of the computer to which you are
connecting.

Host name or IP address (for esample, microsoft.com or 157.54.0.1 |:

|123.45.s.?81

< Back ” Hewt » ]l Cancel

6. On the screen above, enter the Domain Name or Internet IP address of the IP-2000VPN you wish to
connect to.

Click Next to continue.

Mew Connection Wizard

Connection Availability
Y'ou can make the new connection available to any user ar only to pourself.

A connection that iz created for your use only is saved in your user account and is not
available unlezz vou are logged on,
Create thiz connection for;

() Anyone's use

@y bt

< Back ” Hewt » ]l Cancel
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7. Choose whether to allow this connection for everyone, or only for yourself, as required.

Click Next to continue.
8. On the final screen, click Finish to save and exit.

9. Setup is now complete.

To establish a connection:
1. Right-click the connection in "Network Connections", and select "Connect".

2. You will then be prompted for the username and password. Enter the username and password assigned

to you, as recorded in the VPN client database on the IP-2000VPN.

3. You can choose to have Windows remember the password if desired, so you do not have to enter it again.

Changing the connection settings
The PPTP (VPN) Server in the IP-2000VPN is designed to work with the default Windows settings.
e If necessary, you can change the Windows settings by right-clicking the VPN connection in Network
Connections, and selecting Properties.

o The Properties dialog has a Networking tab with a "Type of VPN" setting. If you have trouble

connecting, you can change this setting from "Automatic" to "PPTP VPN"
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Windows Vista

Ensure you have logged on with Administrator rights before attempting this procedure.

1. Select Control Panel > Network and Sharing Center, click “Set up a connection or network”.

v’Tﬁ » Control Panel » Network and Sharing Center

~ [ 42 ][ search

Tasks

Connect to a network

Manage network co

Diagnose and repair

See also
Intemet Options
Windows Firewall

View computers and devices

Network and Sharing Center

o &

Unidentified netwark

pc4
(This computer}

K& Unidentified network (Public network)

Access

Connection

|2 Sharing and Discovery
MNetwerk discovery

File charing

Public folder sharing
Printer sharing

Password protected sharing

WMedia sharing

Limited Connectivity

Local Area Connection

@ Off
@ Off
@ Off
© Off (no printers installed)
@ On

o Off

Show me all the files and foldersTam sharing

Show me all the shared network folders en this computer

View full map

Internet

Customize

Wiew status

i

) ®©®

<

)

@&

2. Select “Connect to a workplace”, and press “Next”.

@ @ Se{ upaconne&ion or network

Choose a connection option

e

Cennect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access peint
Set up @ new wireless network for your home or small business,

4=y Set up a dial-up connection
- Connect through a dial-up connection to the Internet.

Connect to a workplace
et up a dial-up or VPN connection to your workplace]

G
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3. On the next screen, select and press “Use my Internet connection (VPN)”.

=) el )
@ 'f}' Connect to a workplace
How do you want to connect?
“ Use my Internet connection (VPN)
Connect using a virtual private netwoerk (WPN) connecticn through the Internet.
N @
< Dial directly
Connect directly to a phone number without going through the Internet.
e —
What is a VPN coennecticon?
Cancel

4. If PC was configured to dial up ISP with PPPoE or else, system will ask user to verify the connection

which Internet connection will be used to connect. Select the specific one and press “Next”.

@ 'f}' Connect to a workplace

Before you connect...
You must first connect to the Internet. How de you want to connect to the Internet?

@ Use thiz connection:

Broadband Connecticn b

& Always usze this connecticn

(71 Create a new connection to the Internet

() Let me decide later

—
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5. User should fill in the PPTP server IP address in the screen “Type the Internet address to connect to”.

=& =S
@ 'é' Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 61.231.13173

Destination name: VPN Cennection 2

[F1Use a smart card

'4;“" 7] Allow other pecple to use this connecticn

This opticn allows anyone with access to this computer to use this connection,

[C]Den't connect now; just set it up so I can connect later

—

6. Type in the user name and password of PPTP client, and then press “Connect” to connect with PPTP
server.

=& =S
@ 'é' Connect to a workplace

Type your user name and password

User name: Jacky

Password: LITTTT

[] show characters
7] Remember this password

Domain (optional):

[ LConnect ]l Cancel
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7. If PPTP client connect successfully to PPTP server, user can see the following screen.

=l B )
’il“ Connect to a workplace
You are connected
§
Ay | &}
| Close

8. Ping the IP-2000VPN LAN IP address (192.168.1.1) and the IP address (192.168.1.2) of PC connected to
IP-2000VPN, to verify the PPTP connection. The result is fine.

B8 Command Prompt 5] ﬂ
Microsoft Windows [Uersion 6.8.68881
Copyright <c?> 2886 Microsoft Corporation. All rights reserved.

C:sUsersstest4>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:
Reply from 192.168.1
Reply from 192.168.1. 2 time=93mz TTL=64
Reply from 192.168.1 ytes=32 time=93ms TTL=64
Reply from 192.168.1.1: bhytes=32 time=?3mz TTL=64
Ping statistics for 192.168.1.1:
Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss>,
Approximate round trip times in milli-seconds:
Minimum = ?3ms,. Maximum = 184ms,. Average = 95ms
C:sUsersstest4>ping 192.168.1.2

Pinging 192.168.1.2 with 32 hytes of data:

Reply from 192.168.1.2: bytes=32 time=184ms TTL=128
Reply from 192.168.1. 2 time=93msz TTL=128
Reply from 192.168.1. 2 time=923ms TTL=128
Reply from 192_.168.1.2: hytes=32 time=?3mz TTL=128

Ping statistics for 192.168.1.2:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = ?3ms,. Maximum = 184ms,. Average = 95ms

C:islsersstestdr
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Chapter 8 VPN Example

This section describes some examples of using the IP-2000VPN in common VPN situations.

Itis used to create IPSec VPN tunnel between two offices’ sites, and encrypted the data for the access. When

the VPN tunnel is created, each user in the office can access another office’s data via VPN tunnel, so no more

VPN must be created by individual user.

Meanwhile, user could also need to access office’s data from home, so administrator must offer a secure

method for those users. PPTP VPN is a simple and secure choice, and most home users select to work with

it.

We offer several VPN examples for your reference, as the following the example, you will understand how to

configure the device and make the VPN tunnel working.

Chapter 8.1 Office-to-office IPSec VPN - Connecting to 2 IP-2000VPN

Chapter 8.2 Office-to-office IPSec VPN - Connecting to IP-2000VPN and RS-1200
Chapter 8.3 Getting into Office Network from Internet (PPTP)

Chapter 8.4 Getting into Office Network from Internet (IPSec)
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8.1 Office-to-office IPSec VPN — Connecting to 2 IP-2000VPN

In this example, 2 IP-2000VPN will connect VPN with each other and gains access to the both LANs.

o
]

PR

VPN TUNNEL Lé
192.168.0.xx 192.168.1.xx
Environment:
IPSec Site A IPSec Site B
WAN IP address 60.250.158.64 203.10.66.89
LAN IP Subnet 192.168.1.x 192.168.0.x
Pre-shared Key 12345678 12345678
IKE Encryption 3DES 3DES
IKE Authentication MD5 MD5
DH Group Group 2 Group 2
ESP Encryption 3DES 3DES
ESP Authentication MD5 MD5

@ The LANs MUST use different IP address ranges.

Step 1: IPSec VPN Site A — Network Configuration

Name: | Policy A | Enable Policy
Allow NetBIOS traffic

Remote VPN endpoint (") Dynamic IP
®Fixed 1P:[203] |10 | |66 [ |89 |
© Domain Name:| |

Local IP addresses

Type: | Subnet address V| IP address: |192|_I168!_|1 ||III |=IZ.: '
SubnetMask:|255|_!255i_|255|_!EI |

Remote IP addresses

Type: | Subnet address Vi IP address: |192i_|168§_i[l |||:| |,,|:_'; |
SubnetMask:iEESI_IEEEE_iZSEI_IIII |
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Data — Network Configuration

Setting Type Value Notes
Name Policy_A Name does not affect operation. Select a
meaningful name.

Enable Policy Enable

Allow NetBIOS Enable Enable to allow NetBIOS passing through

traffic VPN tunnel

Remote Endpoint Fixed IP 203.10.66.89 Other endpoint's WAN (Internet) IP address.

Local IP addresses | Subnet 192.168.1.0 / Use a more restrictive definition if possible.
Address 255.255.255.0

Remote IP Subnet 192.168.0.0 / Address range on other endpoint.

addresses Address 255.255.255.0 | Use a more restrictive definition if possible.

Step 2: IPSec VPN Site A — Authentication and Encryption

Authentication & Encryption

(] AH Authentication [MDE v
ESP Encryption I_S:D_E_S_E' Key Sma:_ﬂiﬂ_z (AES only)
[V ESP Authentication 'MD5 ¥
& Manual Key Exchange
® IKE {Internet Key Exchange)
Direction iE'Inth Directions V!
Local Identity Type [ \WAN IP Address v|
Local Identity Data i |
Remote Identity Type [ Remote WAN IP v|

Remaote |dentity Data

Authentication

Encryption:
Exchange Mode
IKE 34 Life Time:
IKE Keep Alive
IPSec SA Life Time:
DOH Group

IKE PFS

IPSec PFS

AirLive IP-200uvriv user s vidiudi

O RSA Signature {requires certificate)
(&) Pre-shared Key

[wame: Bl
Authentication Algorithm: | MDS v

iMain Mode VE
180 |

i[secs}

PingIP.ﬂ«ddress:E192!.!_1_?{_?_1!.55 IE |

i3|:”:| I(secs}

| Group 2 (1024 Bit) ¥ |

| Disabled v

ENnne Ei
4




Data — Authentication and Encryption

Setting Type Value Notes

IKE Direction Both Directions Do not have to match with Site B. Either
endpoint can block 1 direction.

Local Identify WAN |IP Address System will detect the IP address and fill
in the form automatically. It is the most
common |ID method.

Remote Identify Remote WAN IP System will detect the IP address and fill

Address in the form automatically. It is the most
common |ID method.

IKE Authentication | Pre-shared Key 12345678 Certificates are not widely used.

method

IKE Authentication MD5 Must match with Site B

algorithm

IKE Encryption 3DES Must match with Site B

IKE Exchange Main Mode Must match with Site B

mode

DH Group Group 2 (1024 Bit) Must match with Site B

IKE SA Life time 180 Shorter period will be used.

IKE Keep Alive Enable 192.168.0.1 Used to set the LAN IP address of
IP-2000VPN at Site B.

IKE PFS Disable Must match with Site B

IPSec SA Parameters

IPSec SA Life time 300 Shorter period will be used.

IPSec PFS Disable Must match with Site B

AH Authentication | Disable AH is rarely used.

ESP Authentication | Enable MD5 Must match with Site B

ESP Encryption Enable 3DES Must match with Site B
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Step 3: IPSec VPN Site B — Network Configuration

HName: ;_F'I:I“l:‘y"_B

Remote VPN endpoint

Local IP addresses

Type: | Subnet address v:

Remote IP addresses

Type:| Subnet address ¥ |

Data — Network Configuration

Enable Policy

Allow NetBIOS traffic

) Dynamic [P

®@Fixearp: |60 |[250][158] 64 |

O Domain Mame: |

IP address: 192 lEnEE.;_EEI
Subnet Mask:| 255/ 255|255 0

IP address: 1 92 1681

(=
i

=3
!

Subnet Mask | 255 255][255][0

Setting Type Value Notes

Name Policy B Name does not affect operation. Select
a meaningful name.

Enable Policy Enable

Allow NetBIOS Enable Enable to allow NetBIOS passing

traffic through VPN tunnel

Remote Endpoint Fixed IP 60.250.158.64 Other endpoint's WAN (Internet) IP
address.

Local IP addresses | Subnet Address 192.168.0.0/ Use a more restrictive definition if

255.255.255.0 possible.

Remote IP Subnet Address 192.168.1.0 / Address range on other endpoint.

addresses 255.255.255.0 Use a more restrictive definition if
possible.
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Step 4: IPSec VPN Site B — Authentication and Encryption

Authentication & Encryption

] AH Authentication lI"u’IDE w |

ESP Encryption | 3DES ¥ Key Size{ n/a ~ | (AES only)
ESF Authentication | MDs \:!

& Manual Key Exchange

® IKE (Internet Key Exchange)

Direction IE‘Inth Directions :!

Local Identity Type |WAN IP Address v|
Local Identity Data i |

Remaote |dentity Type | Remote WAN IP v

Remote Identity Data | I

Authentication (0 RSA Signature (requires certificate)
O memaney
POVOBODP
Authentication Algorithm: |MD5 '+ |
Encryption: !_S_D_ES_:| Key 5|ze|_r_1a’:a—v! (AES only)
Exchange Mode | Main Mode Vi
IKE SA Life Time: 180 |isecs)

[ IKE Keep Alive F'inglF'Address:iD ||_|:|__!i|:| ||_|:I |

IPSec SALife Time:  |300 | (secs)

DH Group | Group 2 (1024 Bit) |
IKE PFS | Disabled v
IPSec PFS | None v

Data — Network Configuration

Setting Type Value Notes

IKE Direction Both Directions Do not have to match with Site A. Either
endpoint can block 1 direction.

Local Identify WAN |P Address System will detect the IP address and fill

in the form automatically. It is the most

common ID method.

Remote Identify Remote WAN IP System will detect the IP address and fill
Address in the form automatically. It is the most

common ID method.

IKE Authentication | Pre-shared Key 12345678 Certificates are not widely used.
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method

IKE Authentication MD5 Must match with Site A

algorithm

IKE Encryption 3DES Must match with Site A

IKE Exchange Main Mode Must match with Site A

mode

DH Group Group 2 (1024 Bit) Must match with Site A

IKE SA Life time 180 Shorter period will be used.

IKE Keep Alive Enable 192.168.1.1 Used to set the LAN IP address of
IP-2000VPN at Site A.

IKE PFS Disable Must match with Site A

IPSec SA Parameters

IPSec SA Life time 300 Shorter period will be used.

IPSec PFS Disable Must match with Site A

AH Authentication Disable AH is rarely used.

ESP Authentication | Enable MD5 Must match with Site A

ESP Encryption Enable 3DES Must match with Site A
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8.2 Office-to-office IPSec VPN — Connecting IP-2000VPN and RS-1200

In this example, IP-2000VPN will connect VPN with RS-1200, and gains access to the both LAN.

Environment:

N

'(inteme’t

VPN TUNNEL

T Tt

192.168.1.xx

IP-2000VPN RS-1200
WAN IP address Airlive98.dyndns.org 60.250.158.64
LAN IP Subnet 192.168.1.x 192.168.100.x
Pre-shared Key 12345678 12345678
IKE Encryption 3DES 3DES
IKE Authentication MD5 MD5
DH Group Group 2 Group 2
ESP Encryption 3DES 3DES
ESP Authentication MD5 MD5

Step 1: IP-2000VPN — Network Configuration

Enable Policy
Allow NetBIOS traffic

Name: | To_RS12 |

Remote VPN endpoint > Dynamic [P

Ofxedir:[0_|[0 [[0 |[o |

@ Domain Name: |airlive98. dyndns org

Local IP addresses

Type;|Subnetaddress V| IP address: ilBEHlEBHl ||EI |=|1.=
|

subnet Mask| 255255/ 255||0

Remote IP addresses

Type;ESubnet address Vi IP address: !192]_!168!_!1EID|_!_D |-.I '

SubnetMask:|255][ 255 255][0 |
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Setting Type Value Notes

Name To_RS12 Name does not affect operation. Select
a meaningful name.

Enable Policy Enable

Allow NetBIOS Enable Enable to allow NetBIOS passing

traffic through VPN tunnel

Remote Endpoint

Domain Name

airlive98.dyndns

The domain name resolved the other

.org endpoint's WAN (Internet) IP address.
Local IP addresses | Subnet Address 192.168.1.0/ Allows access to entire LAN. Use a

255.255.255.0 more restrictive definition if possible.
Remote IP Subnet Address 192.168.100.0 / | Address range on other endpoint.
addresses 255.255.255.0 Use a more restrictive definition if

possible.

Step 2: IP-2000VPN —Authentication and Encryption

Authentication & Encryption

] AH Authentication
] ESP Encryption

ESP Authentication

O Manual Key Exchange

® IKE {Internet Key Exchange)

AirLive IP-2(

Direction

Local Identity Type
Local Identity Data
Remaote |dentity Type
Remaote |dentity Data

Authentication

Encryption:
Exchange Mode

|[KE SA Life Time:

IKE Keep Alive
IPSec SA Life Time:
OH Group

IKE PFS

IPSec FFS

(MDs v

| 3DES ¥ |Key Size|n/a

¥ | (AES only)

i_Bnth Directions Vi

|WAN IP Address

' Remate WAN IP

O RSA Signature (requires certificate)
(* Pre-shared Key

AuthenticatinnAlgnrithm:lMDE :|

[3DES ¥ key size] nfa

* | (AES only)

I_Main Mode

|

180

] (secs)

Ping IP Address:| 192|| 168/ 1001 |

300

J [secs)

Group 2 (1024 Bit) v|

Group 2 (1024 Bit) v|

| Group 2 (1024 Bit) v |




Setting Type Value Notes

IKE Direction Both Directions Using "Responder only" is not possible.

Local Identify WAN IP Address System will detect the IP address and fill

in the form automatically. It is the most

common |ID method.

Remote Identify Remote WAN IP System will detect the IP address and fill
Address in the form automatically. It is the most

common |ID method.

IKE Authentication | Pre-shared Key 12345678 Certificates are not widely used.

method

IKE Authentication MD5 Must match with RS-1200.

algorithm

IKE Encryption 3DES Must match with RS-1200.

IKE Exchange Main Mode Must match with RS-1200.

mode

DH Group Group 2 (1024 bit) Must match with RS-1200.

IKE SA Life time 180 Shorter period will be used.

IKE Keep Alive Enable 192.168.100.1 Used to set the LAN IP address of
RS-1200.

IKE PFS Group 2 (1024 bit) Must match with RS-1200.

IPSec SA Parameters

IPSec SA Life time 300 Shorter period will be used.

IPSec PFS Group 2 (1024 bit) Must match with RS-1200.

AH Authentication | Disable AH is rarely used.

ESP Authentication | Enable MD5 Must match with RS-1200.

ESP Encryption Enable 3DES Must match with RS-1200.

Step 3: RS-1200 Network Configuration

1. Define WAN port IP with PPPoE, and obtain the IP address from ISP.

3 ®
L. ve Interface = WAN

[+ 05

Balance Mode : | Auto

=
2|
a
B LAN ~ - Saturated . - o
F’ W WAN No. Connect Mode IP Addres Ping HTTP Configure Priority

= DMZ

= Policy Object = M

¥ Anomaly Flow IP
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2. Configure DDNS service and fill in the necessary setting, in order to resolve the Dynamic Domain Name

(ex. airlive98.dyndns.org) with current IP address.

System = Configure = Dynamic DNS

_ P Domain Mame WAN IP Configure
+ Administration -
= Setting

|+ DatelTime { New Entry |

L= Multiple Subnet
= Route Table
=% DHCP

= Dynamic ONS
|- Host Table
L= | anguage

OE

Step 4: Configure RS-1200 IPSec Autokey

1. Select IPSec Autokey in VPN. Click New Entry.

Algorithrm Configure

2. Inthe list of IPSec Autokey, fill in Name with To_IP2KVPN.

g Itern

AN interface O wiani 1 @ wan 2

3. Select Remote Gateway-Fixed IP or Domain Name in To Destination list and enter the IP Address.

O Remote Batewsay —
Fozed [P or Demam Name

@ Remcte Gateway or Client — Dynamic [P

4. Select Preshare in Authentication Method and enter the Preshared Key.

5. Both sides have to choose the same group. Here we select 3DES for ENC Algorithm, MD5 for AUTH
Algorithm and GROUP2 for Group.

Encap=uiation
ISAKMP Algorithm
ERLC &lgorithm
AUTH Algorithm

Group
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6. Select Data Encryption + Authentication in IPSec Algorithm list. Here we select 3DES for ENC Algorithm

and MD5 for AUTH Algorithm to make sure the encapsulation way for data transmission.

ALTH Slgorithm

@ Authentication Crily

7. After selecting GROUPZ2 in Perfect Forward Secrecy, enter 3600 seconds in ISAKMP Lifetime; enter

28800 seconds in IPSec Lifetime, and selecting Main mode in Mode.

Perfect Forward &
ISAKMP Lifetime

PSec Lifetime

8. Complete the IPSec Autokey setting.

A T ——
- To_IP2ICVEN WA

11

Step 5: Configure RS-1200 IPSec Tunnel

Enter the following setting in Tunnel of VPN function:

Enter a specific Tunnel Name.

From Source: Select LAN.

From Source Subnet / Mask: Enter 192.168.100.0 / 255.255.255.0.

To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.1.0 / 255.255.255.0.

IPSec / PPTP Setting: Select To_IP2KVPN

Enter 192.168.1.1 (the Default Gateway IP of IP-2000VPN) as the Keep alive IP.
Select Show remote Network Neighborhood.

Click OK.

Mew Entry Tunnel

©Q To Destination Subnet | Mask 192.168.1.0 I
PSa¢ | PFTF Setting

Show remete Network Neighborhood
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Step 6: Configure RS-1200 Outgoing and Incoming Policy

1. Enter the following setting in Outgoing Policy.
e Tunnel: Select To_IP2K_Tunnel

e Click OK.

2. Enter the following setting in Incoming Policy.
e Tunnel: Select To_IP2K_Tunnel.

e Click OK.
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8.3 Getting into Office Network from Internet (PPTP) — Windows XP PPTP Client

In this example, a Windows XP client connects to the IP-2000VPN and gains access to the local LAN.

>
? internﬁ)
PC with e/::-
VPN Software

VPN TUNNEL

Environment:

IP-2000VPN PC with PPTP VPN Software
WAN IP address 60.250.158.65 Any
LAN IP Subnet 192.168.1.x
Encrypted Authentication MS-CHAP v2 Typical
User name jacky jacky
Password 1234 1234

Step 1: Set up IP-2000VPN PPTP Server

1. Select Microsoft VPN - Server, and tick the selection of “Enable PPTP (VPN) Server”.
2. Select the encrypted authentication type, in this case we select MS-CHAP v2.

Microsoft VPN

PPTP Server This Server is compatible with the "WVPN Adapter” provided with recent
versions of Microsoft Windows.

Enable PPTP (WPM) Server
Microsoft encrypted authentication version 2 (M3-CHAP v2)
[ Microsoft encrypted authentication (M3-CHAFR)
[] Encrypted authentication (CHAP)

F Unencrypted password (FAP)
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Step 2: Set up IP-2000VPN PPTP Server

1. Select Microsoft VPN - Clients, and tick the selection of “Allow Connection” in Properties.
2. Fill in with the form to enter user name and password. For example, user name is jacky, and password is
1234.

Microsoft VPN Client Database

Existing Users

Properties | [ Allow connection
Login Mame: |jac|{y |
Login Password: |"" |
| Verify Password: |"" |

Clear Form

Add as New User ] [ Update Selected User l

3. Click “Add as New User” button to update the account into “Existing Users” list.
4. Complete to set up PPTP VPN of IP-2000VPN.

Microsoft VPN Client Database

Existing Users 1)jacky

Properties Allow connection

Login Mame: | |

Login Password: | |

| Verify Password: | |

Clear Form

Add as New User ] [ Update Selected User l

@ The IP address of IP-2000VPN PPTP Server is exact the same with its WAN IP address.
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Step 3: Set up Windows XP PPTP client software

Ensure you have logged on with Administrator rights before attempting this procedure.

1. Open Network Connections (Start > Settings - Network Connections), and start the New Connection

New Connection Wizard

Wizard.

Metwork Connection Type
Wwhat do you want to do?

) Connect to the Internet

(%) Connect to the network at my workplace

a field office, or another location.

() Set up a home or small office network

() Set up an advanced connection

Cannect ta the Intemet 2o yau can browse the Web and read email.

Connect to a business network [using dialup or YPH] 2o vou can wark from home,

Connect ko an exigting home or zmall office nebwork, or zet up a new one.

Connect directly to anather computer uzing your zenal, parallel, or infrared port, or
zet up thiz computer 2o that other computers can connect to ik,

)

[ < Back ”

Mest » l[ Cancel

2. Select the option "Connect to the network at my workplace", as shown above, and click Next.

MNew Connection Wizard

Metwork Connection
How dio pou want to connect to the netwark at your workplace?

Create the fallmwing connechian:

(") Dial-up connection

Metwork (ISDM] phone ling.

(%) Virtual Private Network connection

Internet.

Connect uzing a modem and a regular phone line or an Integrated Services Digital

Connect to the netwark uging a wirtual private network, [VPM] connection aver the

&)

< Back ”

Mest » ][ Cancel

3. On the next screen, shown above, select the "Virtual Private Network connection" option.

Click Next to continue.

107

AirLive IP-2000VPN User’s Manual



New Connection Wizard

Connection Hame
Specify a name for thiz cannection ta wour workplace.

Twpe a name for this connection in the following box.

Company Mame

&)

Company Mame

will connect ta.

For example, you could type the name of your workplace or the name of a server you

< Back ]|

Mext > |[ Cancel

4. Enter a suitable name for this connection.

Click Next to continue.

New Connection Wizard

Public Metwork
Windows can make sure the public network, iz connected first.

network, before establizhing the virtual connection,

(%) Do not dial the initial connection.

() Autornatically dial this initial connection:

5. On the screen above, select "Do not dial the initial connection".

Click Next to continue.
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New Connection Wizard

VPN Server Selection
What iz the name or address of the WPM server?
Type the hozt name or Internet Protocol (IP) address of the computer to which you are
connecting.

Hoszt name or IP addrezs [for example, microzoft.com ar 157.54.0.7 ]

|60.250 158 G5

< Back ” Memt » ][ Cancel ]

6. On the screen above, enter the Domain Name or Internet IP address of the IP-2000VPN you wish to
connect to.

Click Next to continue.

New Connection Wizard

Connection Availability
You can make the new connection available bo any user or only bo yourself.

A connection that iz created for pour uze only iz zaved in pour uzer account and iz not
available unlezs you are logged on.

Create this connection for:

) Anpone's use

< Back ” Memt » ][ Cancel ]

7. Choose whether to allow this connection for everyone, or only for yourself, as required.

Click Next to continue.
8. On the final screen, click Finish to save and exit.

9. Setup is now complete.
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Step 4: Connect Windows XP PPTP client to IP-2000VPN

1. When user finishes Windows XP PPTP client configuration, it will pop up a login windows for user’s

access.

Connect My Company

|1zer name: | |

Pazzword: | |

[] Sawve thiz uzer name and pazzword for the following uzers:

b oy

BArwone who Lzes thiz computer

L Connect .][ Cancel ][ Fropertiez ][ Help

2. Enter the user name and password, for example user name with jacky and password with 1234, tick the

selection “Save this user name and password for the following users” in order to record the user’s data.

Connect My Company

|1zer name: | [acky |

Pazzword: | LA L L) |

Save thiz uzer name and paszward for the following uzers:

() Me only

) Anyone wha uses this computer

L Connect .][ Cancel ][ Fropertiez ][ Help
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3. Click “Connect” button and start the PPTP connection with I[P-2000VPN.

Connecting My Company...

=1 Werifying usemame and paszword...

Cancel

4. Atfter verifying client’'s user name and password, if the connection is successful, the right-bottom corner

will add another connection icon to indicate the PPTP connection.

My Company
Sent: 3,861 bytes

— eived: 340 bytes
m i

5. User can run the Command Prompt in PPTP client's PC to check the current status of PC’s IP address,

and he will find two IP addresses are registered at client’s PC.

AWINDOWShsystem 32\ cmd.exe

iC:~Documents and Settings™jackyripconfig ~all
Windows IP Configuration

Host HName @ writter—mggler?8
Primary Dns Suffix

Mode Type Hybrid

IP Routing Enabled : Ho

WINS Proxy Enabled : NHo

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix . : owislink
Description Intel 8255x—based PCI Ethernet Adapter (16.-188>
Phyzical Addres -DB-59-59-79-2D
Dhcp Enabled
Autoconfiguration Enabled . . .
.168.8.68
.255.255.08
Default Gateway .168.8.254
DHCP Server .168.0.254
DHS Servers 95,101
Primary WINS Server .168.8.166
Leasze Obtained Thursday, January 24, 2088 6:59:33 PM
Lease Expires : Friday. January 25, 2888 6:59:33 PM

PPP adapter My Company:

Connection—specific DHS Suffix . =

Description . WAN (PPP-SLIP> Interface
Physical Adde AB-53-45-A8-A0—-A0

Dhcp Enabled Mo

IP Address. . . . . . . & & o o & 192.168.1.3

Subnet Ma: 255.255.255.2585

Default Gateway 192.168.1.3

DNS Servers 172.168.8.254

:xnDocuments and Settingshsjacky?

6. Try to ping IP-2000VPN LAN IP address (192.168.1.1) and obtain the response.
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WINDOWSAsystem3 2kcmd.exe

C:“\Documents and Settings>jacky>ping 192_168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=2ms TTL=64
Reply from 192.168.1.1: bytes=32 time=2ms

Reply from 192.168.1.1: byte 2 time=2ms TT 4
Reply from 192.168.1.1: bytes=32 time=2ms TTL=64

icse for 192.168.1.1:
Sent = 4. Received = 4, Lost = B (B
ind trip times in milli—seconds:
Minimum = 2Zms,. Maximum = 2Zms,. Average = 2Zms

C:~Documents and Settingshjacky>_

7. Try to connect the resource PC (192.168.1.4) and search for the shared folder.

Type the name of a program, folder, document, or
Inkernet resource, and Windows will open it for wou,

Open: | 14192.168.1,4 v

[ o, ” Cancel H Browse. .

8. When you find out the shared folder, PPTP client can access the resource as well.

File Edit View Favortes Tools Help f;’
? 7 ) Search Folders EI -
fddress | i 1192.168.1.4 v d 50
Network Tasks A 'j o 'J Temp
wf Addd & network place -l —

& View netwiork connections

#) Setup ahome or small
~ office netwark:

9 ;
< Sebup awireless netw_ork
fior & home or small office

_;, Wiz workgroup computers

f-;l Show icons For networked
UPnP devices

td

Other Places

3y Ovislink

_é My Complter

) My Documents
) Shared Documents

74 Prinkers and Faxes

[ )
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8.4 Getting into Office Network from Internet (IPSec) — Windows XP IPSec Client

In this example, a Windows 2000/XP client connects to the IP-2000VPN and gains access to the local LAN.

PC with

VPN Software

VPN TUNNEL

@ To use 3DES encryption on Windows 2000, you need Service Pack 3 or later installed.

Environment:

IP-2000VPN PC with IPSec VPN Software
WAN IP address 220.139.232.45 220.139.238.157
LAN IP Subnet 192.168.1.x
Pre-shared Key 12345678 12345678
IKE Encryption DES DES
IKE Authentication MD5 MD5
DH Group Group 1 (768 Bit) Group 1 (768 Bit)
ESP Encryption 3DES 3DES
ESP Authentication SHA-1 SHA1
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Step 1: IP-2000VPN — Network Configuration

Name: | To_XP

Remote VPN endpoint

Local IP addresses

T}-pe;i_Subnet address ¥

Remote IP addresses

Type: .S-ing-le address v

Enable Faolicy

Allow MetBIOS traffic

(" Dynamic IP

®FiredIP:| 220/ [139] [238] [157]

O Domain Name:%

|F address: f- 1921681 III ﬂ ]

subnet Mask:| 255 2552550

P address: [220][139][238][157]~]

Subnet Mask:i :
Setting Type Value Notes
Name To_XP Name does not affect operation.
Select a meaningful name.
Enable Policy Enable
Allow NetBIOS Enable Enable to allow NetBIOS passing
traffic through VPN tunnel
Remote Endpoint Fixed IP 220.139.238.157 Other endpoint's WAN (Internet) IP
address.
Local IP addresses | Subnet Address 192.168.1.0/ Allows access to entire LAN. Use a
255.255.255.0 more restrictive definition if possible.
Remote IP Single Address 220.139.238.157 For a single client, this address is the
addresses same as the endpoint address.
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Step 2: IP-2000VPN —Authentication and Encryption

Authentication & Encryption

[]1 AH Authentication | MD5 w |

— —_—
ESF Encryption |_3EE_‘32f_| Key Size:{_q{ a ¥ | (AES only)
ESP Authentication | SHA-1 |+ i

{Z) Manual Key Exchange

® IKE (Internet Key Exchange)

Direction iEuth Directions + |
Local Identity Type | WAN IP Address v
Local Identity Data (200 130 222 45 |

L
1 |

Remote |dentity Type | Remoate WAN |P v|

Remote |dentity Data i 0.139 738 157 |

Authentication (O RSA Signature (requires certificate)
® Pre-shared Key
SRR |
Authentication Algorithm: |M—V_!
Encryption: iEE—S_C_| Key Size:ﬁ"é V' (AES only)
Exchange Mode i Main Mode V!
IKE SA Life Time: 180  |(secs)

[ IKEKeepAlive  PingIP Address: |0 ||0 [0 [[0 |

PSecSALifeTime: 300 |(secs)

DH Group | Group 1 (768 Bit) V|

IKE PFS Disabled v

IPSecPFS ' None v|
Setting Type Value Notes
IKE Direction Both Directions Using "Responder only" is not possible.
Local Identify WAN |IP Address System will detect the IP address and fill

in the form automatically. It is the most

common |ID method.

Remote Identify Remote WAN IP System will detect the IP address and fill
Address in the form automatically. It is the most

common |ID method.

IKE Authentication | Pre-shared Key 12345678 Certificates are not widely used.

method
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IKE Authentication MD5 Must match with Client PC.
algorithm

IKE Encryption DES Must match with Client PC.
IKE Exchange Main Mode Windows 2000/XP only supports Main
mode Mode.

DH Group Group 1 (768 bit) Must match with Client PC.
IKE SA Life time 180 Shorter period will be used.
IKE Keep Alive Skip the setting

IKE PFS Disable Must match with Client PC.
IPSec SA Parameters

IPSec SA Life time 300 Shorter period will be used.
IPSec PFS Disable Must match with Client PC.
AH Authentication | Disable AH is rarely used.

ESP Authentication | Enable SHA-1 Must match with Client PC.
ESP Encryption Enable 3DES Must match with Client PC.

Step 3: Windows XP IPSec Client Configuration

1. Select Start - Settings — Control Panel- Administrative Tools - Local Security Policy.

2. Right click IP Security Policy on Local Machine and select Create IP Security Policy.

& Local Security Settings

File Achion View Help

R 2 2

EEX

@ Security Settings [ Mame

1 Client (Respond Only)

| Secure Server (Requir...
B server (Request Secu...

=08 Account Policies
M (8 Local Policies
(-2 Public Key Policies
(-2 Software Restriction Policies
! IP Security Policies on L

All Tasks
Viets

Refresh
Export Lisk, ..

Help

Create IP Security Policy, ..
Manaqge IF filter lists and filker actions. .. k

Description Policy Assigned
Carmmunicate normally (uns... Mo
Far all IP traffic, abways reg... Mo
For all IP traffic, abways req... Mo

Create an IP Security policy

AirLive IP-2000VPN User’s Manual

116




3. Click "Next", and then enter a policy name, for example "2KVPN To XP", then click "Next".

IP Security Policy Wizard

IP Security Policy Mame I
Marne thiz IP Security palicy and provide a brief dezcription
.
Mame:
2K0PH ToxP
D ezcription:
< Back ” MHext » ] [ Cancel

4. Step through the Wizard:
o Deselect Activate the default response rule. Click "Next".
e Leave Edit Properties checked. Click "Finish".

5. The following "Properties - Rules" screen will be displayed.

2KVPN To XP Properties

Rules IGeneraI
Security rules for communicating with ather computers

IF Security rules:
I Filter List | Filter #ction | Authentication... | Tu
O <Diynamic Default Rezponze Kerberoz Me
L | >
Add... Edit... ] Femave ‘ ™ Use Add Wizard
[ ok ] [ Cancel
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@ 1. No rules are in use. Two (2) rules are required - incoming and outgoing.
2. The outgoing rule will be added first.

6. Deselect the "Use Add Wizard" checkbox, and then click "Add" to view the screen below.

Mew Rule Properties |'E]E|

Authentication Methads ] Tunnel Setting ]

Connection Type ]
IP Filter List

Filker &ction
g The selected [P filter list specities which network, traffic will be
B affected by thiz rule,
IF Filter Lists:
Mame | Description |
O ANICHP Traffic tatches all ICMP packets bebw.
O AllIP Traffic

Matches all IP packets from thig ...

Add.. J Edit.. ] Remove |

(] % | Cancel I Apply

7. Click “Add” and type "To 2KVPN" for the name.

M |P Filter List .

= A [P-filker hist iz compozed of multiple filkers, nthiz way, multiple subnets, IP
== addreszes and pratocols can be combined into one 1P filker.
M arne:
To 2KWPH
Drescription: il
Filters: [ Use Addizard
Mirrored | Description | Protocal | Source Port | Destination
£ | >
OF. Cancel

8. Deselect “Use Add Wizard” and then to click "Add" to enter the “Filter Properties” setting.
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9. Enter the Source IP address and the Destination IP address.

address is the address range used on the remote LAN.

Since this is the outgoing filter, the Source IP address is "My IP address" and the Destination IP

Ensure the Mirrored option is checked, and click “OK” to save the setting.

Filter Properties

Addressing ] F'ratacal] Dezcrphion

Subnet mask: ‘ 265

destination addresses.

Source address:
|My IP Address hd
Destination address:
{.f-\ zpecific IP Subnet LJ
IP address: | 192 . 168 . 1 0
. 2hh 260 . D

v Mirrored. Alzo match packets with the exact opposite source and

Cancel I

o]

10. Click "OK" to save your settings and close this dialog.

Authentication Methads ]
IP Filter List

New Rule Properties |'E]E|
] Connection Type ]
1

Tunnel Setting

The selected I filter lizt specifies which network, traffic will be

Filker &ction

O AllIP Traffic

P,

Add.. J Edit.. ]

T
i: affected by thiz rule,
IF Filter Lists:
Mame | Description
O ANCHP Traffic tatches all ICMP packets bebw.
Matches all IP packets from thig ...

Remaove I

Cloze |

] Apply
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11. On the resulting screen (above), ensure the "To 2KVPN" filter is selected, then click the Filter Action tab

to see a screen like the following

Mew Rule Properties

Authentication Methods ] Tunnel Setting ] Caonnection Type ]
IF Filker List Filter &ction

The zelected filker action specifies whether thiz rule negotiates
for zecure network traffic, and how it will zecure the braffic,

Filter Actions:

_Mame |- Description

QO Pemit Permit unzecured 1P packets to ..
O Request Security (O ptional] Accepts unsecured communicat...

® Fiequire Security Accepts unzecured communicat. ..

Add.. I Edi.. I Remove J W Use Add wizard

Cloze | e J Apply

12. Select Require Security, then click the "Edit" button, to view the Require Security Properties screen,

and select Negotiate Security (this selects IKE), then click "Add".

Require Security Properties

Secunty Methods l General]

" Permit
" Black
f* Meqotiate security:

Security method preference order:
Type AH Inteqrity ESP Confidertial... | ES Add...

[ Accept unsecured communication, but always respond using IPSec
[ Allow unsecured communication with nonPS ec-aware computer

[ Session key perfect forward secrecy [PFS]

)4 | Cancel Apply
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13. On the resulting screen (above), select Encryption and Integrity then click "OK" to save your changes

and return to the Require Security Properties screen.

Modify Security Method

Security kethod l

* Encmyption and Integrity
Drata will be encrypted and verified az authentic and unmodified

7 Integrity anly

Data will be verfied as authentic and unmodified, but will not be
enciypted

" Custarn

0K | Cancel

Require Security Properties

Security Methods l GenEIall

" Pemit
™ Block

* Megoliate security:

Security method preference order:;
Type | &H Integrity ESF Confidertial... | ES Add
Encrypti.. <Mone: 3DES SH

Edit...

|

Remove

[™ &ccept unsecured communication, but akways respond using IPSec
[ Allow unsecured communication with non-P'S ec-aware computer

[T Session key perfect forward secrecy [PFS]

(] 4 Cancel Apphy
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14. Ensure the following settings are correct, and then click "OK" to return to the Filter Action tab of the Edit
Rule Properties screen.

VPN Setting Windows Setting

IKE enabled Negotiate security

AH disabled AH Integrity: <None>
ESP encryption: Enable/3DES ESP Confidentially: 3DES
ESP authentication: Enable/SHA-1 | ESP Integrity: SHA1

15. Click the Tunnel Setting tab, and then select The tunnel endpoint is specified by this IP address.
Enter the WAN (Internet) IP address of the IP-2000VPN, as shown below.

New Rule Properties

IP Filter List | Filter Action
Authentication Methods Tunnel Setting Connection Type ]

The tunnel endpoint iz the tunneling computer closest to the
IP traffic destination, az specified by the azzociated |P filker
lizt. It takes two rules to describe an IPSec tunnel.

—
S
=
EE:

" This rule does not specify an IPSec tunnel.

¥ The tunnel endpoint iz specified by this |P address:
220 .139.232 . 45

Cloge | [a[ec] Apply
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16. Click the Authentication Methods tab.

17. Click the "Edit" and select Use this string (preshared key), then enter your preshared key in the field

provided.

Mew Rule Properties

I Filter List | Filter Action

Authentication Methods ] Tunnel Setting ] Connection Type

Authentication methods specify how tust is establizhed
) between computers. These authentication methods are
=) = offered and accepted when negohiating security with another

computer.

Authentication method preference order;
Method | Details | Add..
Kerberaz
Cloze ‘ e J Apply

Edit Authentication Method Properties

Authentication Method

The authentication method specifies haw trust iz establizhed
== between the computers.

" Active Directary default [Kerberos W5 protocal]

" Usze a certifizate from this certification autharity [CAL

* Use this shing [preshared key):

12345673

0K | Cancel
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18. Click "OK" to save your changes and return to the Authentication Methods tab of the Edit Rule

Properties screen.

19. Click "Close" to return to the 2KVPN To XP properties screen. The "To 2KVPN" filter should now be

listed, as shown below.

ZKVPN To XP Properties
Rules IGeneraI
mpim  Security rules for communicating with other computers
IF Secunty rules:
I Filter List | Filter Action | Authentication... | Tu
To 2kWPN Fiequire Security Preshared Key 22
(| <Dnamic> Default Responze Kerberas Me
& | ¥
Add... Edit... ] Femave ] ™ Use Addwizard

Cloze Cancel

20. To add the second (incoming) rule, click "Add" to create a new rule.

New Rule Properties

Luthentication Methods ] Tunnel Setting ] Connection Type ]
IP Filter List ] Filter ction
z: The selected IP filker izt specifies which network, traffic will be
I affected by this rule.
IF Filter Lists:
Mame | Description
{2 Al ICMP Traffic Matches all ICMP packets betw...
O AllIP Traffic tatches all IP packets fram this .
O To2kWPN
Add. Edt. |  Remove |

0K ‘ Cancel l
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21. Click “Add” and fill in the name with "To WinXP", and then click "Add".

M |P Filter List

- An [P filker lizt iz compozed of multiple filkers. In this way, multiple subnets, [P

i" addrezses and protocols can be combined into one [P filter,

Mame

ToWin=P

Dezcription; el

Filters: [ Use Addwizard
Mirrored | Description | Protocal | Source Pork | Destination
< >

0k | Cancel

22. Enter the Source IP address and the Destination IP address as shown below.
¢ Since this is the incoming filter, the Source IP address is the address range used on the remote LAN

and the Destination IP address is "My IP address".

e Ensure the Mirrored option is checked, and click “OK” to save the setting.

Filter Properties

Addressing ] F'mtnu:ol] Description

Source addrezs:

IA zpecific [P Subhet :_J

IPaddiess: | 192 . 168 . 1 . O
Subnetmask:} 255 . 256 . 255 . O

Destination address:

|My IP Address -l

v Mirared. Alzo match packets with the exact opposite source and
destination addreszes.

0K | Cancel
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23. Click "OK" to save the setting.

Mew Rule Properties

Luthentication Methods ] Tunnel Setting ] Caonnection Type

IF Filter List ] Filter ctin
e The selected IP filter list specifies which network traffic will be
B affected by thiz nile,
IF Filter Lists:
Mame | Description A
QO AICMP Traffic Matches all ICMP packets betw...
O AllIP Traffic Matches all IP packets from this ...

O Ta 2kWPH
O] T wiriP

Add.. ] Edit.. ] Remove J

Cloze | Cancel J Apply

24. Ensure the "To Win2K" filter is selected, and then click the Filter Action tab.

New Rule Properties

Tunnel Setting ] Connection Type ]

Authentication Methods ]
Filter Action

IF Filker List

The zelected filker action specifies whether this rule negotiates
far secure netwark, traffic, and how it will secure the traffic.

Filter Actions:

| Description A
Permit unzecured |IP packets to ...
Accepts unzecured communicat. .

Mame.

O Pemit
O Request Security [Optional]
(O] Fequire Security

Accepts unsecured communicat. .

Add.. I Edit.. I Remave J W Use Addwizard

Cloge | Eance| J Apply
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25. Select Require Security, then click "Edit". Check the Negotiate Security is selected.

Require Security Properties

Security Methods l GenEIall

" Pemit
™ Block
* Megoliate security:

Security method preference order:;

Type | &H Integrity
Encrypt... <Mone>

L3

ESP Confidential...
3DES

[~ Session key perfect forward secrecy [FFS]

ES
SH

¥

[™ &ccept unsecured communication, but akways respond using IPSec

[ Allow unsecured communication with non-P'S ec-aware computer

Add...

Edit...

Remove

il

= |

Cancel

26. Click "OK" to return to the Filter Action screen.

27. Select the Tunnel Setting tab, and enter the WAN (Internet) IP address of this PC (220.139.238.157 in

this example).

New Rule Properties

IF Filter List
Luthentication Methods

l

Tunnel Setting

" This rule does not specify an IPSec tunnel.

220 .139 . 238

157

Filter Action ]
Connection Type ]

Tt The tunnel endpoint iz the tunneling computer closest to the
i: IP traffic destination, az specified by the azzociated |P filker
lizt. It takes two rules to describe an IPSec tunnel.

¥ The tunnel endpoint iz specified by this |P address:

Cloge |

Apply
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28. Select the Authentication Methods tab, and click the "Edit" button.

Mew Rule Properties

I Filter List | Filter Action |
Authentication Methods ] Tunnel Setting ] Connection Type ]

Authentication methods specify how tust is establizhed
) between computers. These autherjtiu_:atiu:un me_thnd_& are
=) = offered and accepted when negohiating security with another
computer.

Authentication method preference order;
Method | Details | Add
Kerberaz

Edit...

T

Cloze | e Apply

29. Select Use this string (preshared key), then enter your preshared key in the field provided.

New Authentication Method Properties

Authentication Method ]

The authentication method specifies haw trust iz establizhed
== between the computers.

" Active Directary default [Kerberos W5 protocal]

" Usze a certifizate from this certification autharity [CAL

* Use this shing [preshared key):

12345673

0K | Cancel
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30. Click "OK" to save your settings, then "Close" to return to the 2KVPN to XP Properties screen. There

should now be 2 IP Filers listed, as shown below.

ZKVPN To XP Properties

Fules | General
@ Securty rles for communicating with other computers
IF Security rulas:

IP Filter List Filker &ction Authentication... ] Tu
To WireP Require Secunty Preshared Key 22
To 2EVPN Require Securty Preshared Key 22
O <Dynamicy Default Rezponze Kerberos Me
& | >

Add... Edit... ] Remaove ] ™ Uze Addwizard

31. Select the General tab.

ZKVPN To XP Properties

Fules | General |

|P Security policy general properties

Mame:

IEKVPN TaxP

Dezcription:

Check for policy changes eveny:

]18Ij minLte[s]

Perform key exchange using these settings:

Advanced..
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32. Click the "Advanced" button to see the screen below.

Key Exchange Settings

[ Master key perfect forward secrecy [PFS]
Authenticate and generate a new ke after eveny:
4a0

rrinutes

Authenticate and generate a new ke after eveny:

0 session]s)

Frotect identities with theze zecunty methods:

tethods... |

Internet K.ey Exchange [IKE] for WWindows =P
Jointly developed by Microzoft and Cizco Systems, Inc.

k. | Cancel

33. Click the "Methods" button to see the screen below.

Key Exchange Security Methods E]|E|

Protect identities during authentication with these security
G anl rethiods.

Security method preference order;

Type Encryption Integrity L Add..
IKE 3DES SHAT b

IEE 3DES kMOG b Edi...
IEE DES SHaAT L

IE DES kD5 L R emove
< [ 3 b owe down

k. | Cancel

34. Move up the fourth rule to the top, in order to define "MD5" for Integrity Algorithm, "DES" for Encryption

algorithm, and "Low(1)" for the Diffie-Hellman Group.

35. Click "OK" to save, then "OK" again, and then "Close" to return to the Local Security Settings screen.
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36. Right click the 2KVPN to XP Policy and select "Assign" to make your policy active.

& Local Security Settings

File  Action View Help

c+ B XEB R Ba N2

| Policy Assigned

@ Security Settings Mame - | Description

28 account Policies

-8 Local Policies

(23 Public Key Policies

+ (L1 Software Restriction Policies
g IP Security Policies on Local Computer | Delste

municate normally (uns. ..
all Tasks y |all IP traffic, abwaysreq... Mo
- all IP traffic, abways req... Mo

Rename

Properties

Help

I.C\ssign this policy, attempt ko make it active

37. Configuration is now complete.
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Status Screen

Chapter 9 Status

Use the Status link on the main menu to view this screen.

Status

Internet Connection Method: Direct
Broadband Modem : Connection OK
Internet Connection: Active
Internet IP Address: 192.168.0.38

Connection Details
LAN P Address: 192 168.1.1
Metwork Mask: 255.25b.2556.0
DHCP Server; On
System  pevice Name: AirLive
Firmware Version: Version 1.0 Release 0A
Systemn Data
Restart Router ] [ Refresh Screen ] [ Help ]

Data — Status Screen

Internet

Connection Method

This indicates the current connection method.

Broadband Modem

This shows the connection status to the modem.

Internet Connection

Current connection status:

e Active

o Idle

e Unknown

e [Failed

If there is an error, you can click the "Connection Details" button to find out more

information.

Internet IP Address

This IP Address is allocated by the ISP (Internet Service Provider).

"Connection

Details" Button

Click this button to open a sub-window and view a detailed description of the
current connection. Depending on the type of connection, a "log" may also be

available.
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LAN

IP Address

The IP Address of the IP-2000VPN.

Network Mask

The Network Mask (Subnet Mask) for the IP Address above.

DHCP Server

This shows the status of the DHCP Server function - either "ON" or "OFF".
For additional information about the PCs on your LAN, and the IP addresses

allocated to them, use the PC Database option on the Other menu.

System

Device Name

This displays the current name of the IP-2000VPN.

Firmware Version

The current version of the firmware installed in the IP-2000VPN.

"System Data"

Button

Clicking this button will open a Window which lists all system details and

settings.

Buttons

Connection Details

View the details of the current Internet connection. The sub-screen displayed
will depend on the connection method used. See the following sections for

details of each sub-screen.

System Data

Display all system information in a sub-window.

Restart Router

Restart (reboot) the Router. You will have to wait for the restart to be completed

before continuing.

Refresh Screen

Update the data displayed on screen.
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9.1 Connection Status — PPPoE

If using PPPoE (PPP over Ethernet), a screen like the following example will be displayed when the

"Connection Details" button is clicked.

Connection Status - PPPoE

Connection

FPhysical Address: 00-4f-74-30-00-01
IP Address: 220139.237.214

Metwark Mask: 255.255,255.265

PFFPoE Link Status: OMN

Connection Log

iDGG:poIt[i} :ppp up successfully =\
iDES:IPCP up, set MIU:1492

iDE‘l:Unknawn Code.

iDES:Receive 0:90:1A:40:9:6A D0:4F:74:30:0:1
EPPPGE_DISC: 1.1 UNKNCOWN ID=0x6E3 len 17
|062:start PEE

| ¢

Connect and Disconnect buttons should only be needed if the setting
"Connect automatically, as required” is Disabled.

Connect “ Disconnect ” Refresh ]

Data — PPPOE Screen

Connection

Physical Address

The hardware address of this device, as seen by remote devices on the
Internet. (This is different to the hardware address seen by devices on the local
LAN).

IP Address

The IP Address of this device, as seen by Internet users. This address is

allocated by your ISP (Internet Service Provider).

Network Mask

The Network Mask associated with the IP Address above.

PPPoE Link Status

This indicates whether or not the connection is currently established.

e If the connection does not exist, the "Connect" button can be used to
establish a connection.

¢ If the connection currently exists, the "Disconnect" button can be used to

break the connection.

Connection Log

Connection Log

e The Connection Log shows status messages relating to the existing
connection.
e The most common messages are listed in the table below.

e The "Clear Log" button will restart the Log, while the Refresh button will
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update the messages shown on screen.
Buttons
Connect If not connected, establish a connection to your ISP.
Disconnect If connected to your ISP, hang up the connection.
Clear Log Delete all data currently in the Log. This will make it easier to read new
messages.
Refresh Update the data on screen.

Connection Log Messages

Message

Description

Connect on Demand

Connection attempt has been triggered by the "Connect automatically, as

required" setting.

Manual connection

Connection attempt started by the "Connect" button.

Reset physical

connection

Preparing line for connection attempt.

Connecting to remote

server

Attempting to connect to the ISP's server.

Remote Server located

ISP's Server has responded to connection attempt.

Start PPP

Attempting to login to ISP's Server and establish a PPP connection.

PPP up successfully

Able to login to ISP's Server and establish a PPP connection.

Idle time-out reached

The connection has been idle for the time period specified in the "Idle

Time-out" field. The connection will now be terminated.

Disconnecting

The current connection is being terminated, due to either the "Idle Time-out"

above, or "Disconnect" button being clicked.

Error: Remote Server

not found

ISP's Server did not respond. This could be a Server problem, or a problem

with the link to the Server.

Error: PPP Connection
failed

Unable to establish a PPP connection with the ISP's Server. This could be a

login problem (name or password) or a Server problem.

Error: Connection to

Server lost

The existing connection has been lost. This could be caused by a power

failure, a link failure, or Server failure.

Error: Invalid or

unknown packet type

The data received from the ISP's Server could not be processed. This could

be caused by data corruption (from a bad link), or the Server using a protocol

which is not supported by this device.
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9.2 Connection Status — PPTP

If using PPTP (Peer-to-Peer Tunneling Protocol), a screen like the following example will be displayed when

the "Connection Details" button is clicked.

Connection Status - PPTP

Connection

Physical Address: 00-4f-74-30-00-01
IP Address:
Connection: Status OFF

Connection Log

141:Beset physical connection o
i40:3top PPP

13%9:try to hang up

138:Beset physical connection

137:atop PPP

|THS-ETY Bd SHEAULTIN PHYHICAT BHnncceron |

Connect and Disconnect buttons should only be needed if the setting
"Connect automatically, as required” is Disabled.

Connect H Disconnect l

[ Refresh ][ Help ][Close]

Data — PPTP Screen

Connection

Physical The hardware address of this device, as seen by remote devices on the Internet.

Address (This is different to the hardware address seen by devices on the local LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address is allocated
by your ISP (Internet Service Provider).

PPTP Status This indicates whether or not the connection is currently established.

e |f the connection does not exist, the "Connect" button can be used to establish
a connection.
e If the connection currently exists, the "Disconnect" button can be used to break

the connection.

Connection Log

Connection Log | e The Connection Log shows status messages relating to existing connection.
e The "Clear Log" button will restart the Log, while the Refresh button will update

the messages shown on screen.

Buttons

Connect If not connected, establish a connection to your ISP.
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Disconnect If connected to your ISP, hang up the connection.
Clear Log Delete all data currently in the Log. This will make it easier to read new messages.
Refresh Update the data on screen.

137

AirLive IP-2000VPN User’s Manual



9.3 Connection Status — Telstra Big Pond

Connection Status - Telstra Big Pond

Connection

Physical Address: 00-4f-74-30-00-01
IP Address:
Connection Status Logged Out

Connection Log

[o04:wait 100 msec "WAN start... Fo
003:stop PPP

002:TCFP Sessionl:open TCP to EPAR LISTEN

001:BPFA Regquest

000:BFA Dial on demand

Connect and Disconnect buttons should only be needed if the setting
"Connect automatically, as required” is Disabled.

[ Connect H Disct}nnectl

[ Refresh ][ Help ” Clnse]

Data — Telstra Big Pond Screen

Connection

Physical Address | The hardware address of this device, as seen by remote devices. (This is

different to the hardware address seen by devices on the local LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address is

allocated by your ISP (Internet Service Provider).

Connection Status | This indicates whether or not the connection is currently established.

¢ If the connection does not exist, the "Connect" button can be used to
establish a connection.

¢ If the connection currently exists, the "Disconnect" button can be used to
break the connection.

e Normally, it is not necessary to use the Connect and Disconnect buttons

unless the setting "Connect automatically, as required" is disabled.

Connection Log

Connection Log e The Connection Log shows status messages relating to the existing
connection.
e The Clear Log button will restart the Log, while the Refresh button will

update the messages shown on screen.

Buttons

Connect If not connected, establish a connection to Telstra Big Pond.
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Disconnect If connected to Telstra Big Pond, terminate the connection.

Clear Log Delete all data currently in the Log. This will make it easier to read new
messages.

Refresh Update the data on screen.
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9.4 Connection Status — SingTel RAS

If using the SingTel RAS access method, a screen like the following example will be displayed when the

"Connection Details" button is clicked.

Connection Details - RAS

Internet

RAS Plan
Physical Address:
IP Address:
Metwark Mask:
Default Gateway:
DMS IP Address:
DHCP Client:

Data — SingTel RAS Screen

512k Ethernet
004774300007

168.85.1.1

oM

Lease obtained: 0 days,0 hrs,0 minutes
Remaining lease time: 0 days,0 hrs, 0 minutes

[Renew] [ Refresh

Internet

RAS Plan

The RAS Plan which is currently used.

Physical Address

The hardware address of this device, as seen by remote devices on the Internet.

(This is different to the hardware address seen by devices on the local LAN.)

IP Address

The IP Address of this device, as seen by Internet users. This address is

allocated by your ISP (Internet Service Provider).

Network Mask

The Network Mask associated with the IP Address above.

Default Gateway

above.

The IP Address of the remote Gateway or Router associated with the IP Address

DNS IP Address

The IP Address of the Domain Name Server which is currently used.

DHCP Client

immediately.

This will show "Enabled" or "Disabled", depending on whether or not this device
is functioning as a DHCP client.

If "Enabled" the "Remaining lease time" field indicates when the IP Address
allocated by the DHCP Server will expire. The lease is automatically renewed on

expiry; use the "Renew" button if you wish to manually renew the lease

Buttons

Release/Renew

This button is only useful if the IP address shown above is allocated

AirLive IP-2000VPN User’s Manual

140




Button will display
EITHER "Release"
OR "Renew"

automatically on connection. (Dynamic IP address). If you have a Fixed (Static)

IP address, this button has no effect.

o If the ISP's DHCP Server has NOT allocated an IP Address for the
IP-2000VPN, this button will say "Renew". Clicking the "Renew" button will
attempt to re-establish the connection and obtain an IP Address from the
ISP's DHCP Server.

e Ifan IP Address has been allocated to the IP-2000VPN (by the ISP's DHCP
Server), this button will say "Release". Clicking the "Release" button will

break the connection and release the IP Address.

Refresh

Update the data shown on screen.
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9.5 Connection Status — Fixed/Dynamic IP Address

If your access method is "Direct” (no login), a screen like the following example will be displayed when the

"Connection Details" button is clicked.

Connection Details

Internet

Physical Address: 00-4f-74-30-00-01

IP Address:

Metwark Mask:

Default Gateway:

DMS IP Address:  168.95.1.1

DHCP Client: 0N
Lease obtained: 0 days,0 hrs,0 minutes
Remaining lease time: 0 days,0 hrs, 0 minutes

[ Renew ] [ Refresh

Data — Fixed/Dynamic IP Address Screen

Internet

Physical Address

The hardware address of this device, as seen by remote devices on the Internet.

(This is different to the hardware address seen by devices on the local LAN.)

IP Address

The IP Address of this device, as seen by Internet users. This address is

allocated by your ISP (Internet Service Provider).

Network Mask

The Network Mask associated with the IP Address above.

Default Gateway

The IP Address of the remote Gateway or Router associated with the IP Address

above.

DNS IP Address

The IP Address of the Domain Name Server which is currently used.

DHCP Client This will show "ON" or "OFF", depending on whether or not this device is
functioning as a DHCP client.
If "ON" the "Remaining lease time" field indicates when the IP Address allocated
by the DHCP Server will expire. The lease is automatically renewed on expiry;
use the "Renew" button if you wish to manually renew the lease immediately.
Buttons

Release/Renew
Button will display
EITHER "Release"

This button is only useful if the IP address shown above is allocated
automatically on connection. (Dynamic IP address). If you have a Fixed (Static)

IP address, this button has no effect.
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OR "Renew"

e Ifthe ISP's DHCP Server has NOT allocated an IP Address for the

e Ifan IP Address has been allocated to the IP-2000VPN (by the ISP's DHCP

IP-2000VPN, this button will say "Renew". Clicking the "Renew" button will
attempt to re-establish the connection and obtain an IP Address from the
ISP's DHCP Server.

Server), this button will say "Release". Clicking the "Release" button will

break the connection and release the IP Address.

Refresh

Update the data shown on screen.
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9.6 Connection Status — L2TP

If using L2TP (Layer 2 Tunneling Protocol), a screen like the following example will be displayed when the

"Connection Details" button is clicked.

Connection Status -

Connection

FPhysical Address:  00-4f-74-30-00-01
IP Address:
Connection: Status OFF

Connection Log

077:Reset phvsical connection o
076:=stop PPP

075:try to hang up

074:Reset phvsical connection

073:stop PPP

072:try_Ee_EﬁtablisQ_Eygsical connection b

- __Clear Log

Connect and Disconnect buttons should only be needed if the setting
"Connect automatically, as required” is Disabled.

Connect ” Disconnect l

[ Refresh ][ Help ” CIuseJ

Data — L2TP Screen

Connection

Physical The hardware address of this device, as seen by remote devices on the Internet.

Address (This is different to the hardware address seen by devices on the local LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address is allocated
by your ISP (Internet Service Provider).

L2TP Status This indicates whether or not the connection is currently established.

e |f the connection does not exist, the "Connect" button can be used to establish
a connection.
e If the connection currently exists, the "Disconnect" button can be used to break

the connection.

Connection Log

Connection Log | e The Connection Log shows status messages relating to the existing
connection.
e The "Clear Log" button will restart the Log, while the Refresh button will update

the messages shown on screen.
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Buttons

Connect If not connected, establish a connection to your ISP.

Disconnect If connected to your ISP, hang up the connection.

Clear Log Delete all data currently in the Log. This will make it easier to read new messages.
Refresh Update the data on screen.
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Chapter 10 Other Features & Settings

Overview

Normally, it is not necessary to use these screens, or change any settings. These screens and settings are
provided to deal with non-standard situations, or to provide additional options for advanced users.

The screens available are:

Other Features and Settings

Config File Backup or restore the configuration file for the IP-2000VPN. This file contains all
the configuration data.

Network Ping, DNS Lookup.

Diagnostics

PC Database This is the list of PCs shown when you select the "DMZ PC", "Virtual Server", or

"Internet Application". This database is maintained automatically, but you can add

and delete entries for PCs which use a Fixed (Static) IP Address.

Remote Admin This feature allows you to manage the IP-2000VPN via the Internet.

Routing Only required if your LAN has other Routers or Gateways.

Upgrade The firmware (software) in the IP-2000VPN can be upgraded using your Web
Firmware Browser.

UPnP UPnP (Universal Plug and Play) allows automatic discovery and configuration of

the IP-2000VPN.

10.1 Confiq file

This feature allows you to backup (download) the current settings from the IP-2000VPN, and save them to a
file on your PC.

You can restore a previously-downloaded configuration file to the IP-2000VPN, by uploading it to the
IP-2000VPN.

This screen also allows you to set the IP-2000VPN back to its factory default configuration. Any existing

settings will be deleted.

An example Config File screen is shown below.
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Config File Screen

Config File

Backup Config Download a copy of the current settings.

Restore Conﬁg Restore previously saved settings from a file.

|E)

Default Config Restore factory default settings.

Restore Defaults ]

Data — Config File Screen

Config File

Backup Config

Use this to download a copy of the current configuration, and store the file on your

PC. Click Download to start the download.

Restore Config

This allows you to restore a previously-saved configuration file back to the
IP-2000VPN.

Click Browse to select the configuration file, then click Restore to upload the
configuration file.

WARNING !'!

Uploading a configuration file will destroy (overwrite) ALL of the existing

settings.

Default Config

Clicking the Factory-e Defaults button will reset the IP-2000VPN to its factory
default settings.

WARNING !'!

This will delete ALL of the existing settings.
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10.2 Network Diagnostics

This screen allows you to perform a "Ping" or a "DNS lookup". These activities can be useful in solving

network problems.

An example Network Diagnhostics screen is shown below.

Network Diagnostics Screen

Network Diagnostics

Ping  ping this P Address: ]

F'ing Results

DNS LQOKUD Domain name/URL:

DMS Lookup Results

Data — Network Diagnostics Screen

Ping

IP Address Enter the IP address you wish to ping. The IP address can be on your LAN, or on
the Internet.
Note that if the address is on the Internet, and no connection currently exists, you
could get a "Timeout" error. In that case, wait a few seconds and try again.

Ping Button After entering the IP address, click this button to start the "Ping" procedure. The
results will be displayed in the Ping Results pane.

DNS Lookup

Internet name

Enter the Domain name or URL for which you want a DNS (Domain Name Server)
lookup.
Note that if the address in on the Internet and no connection currently exists, you

could get a "Timeout" error. In that case, wait a few seconds and try again.

Lookup Button

After entering the Domain name/URL, click this button to start the "DNS Lookup"

procedure.
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10.3 PC Database

The PC Database is used whenever you need to select a PC (e.g. for the "DMZ" PC). It eliminates the need to

enter IP addresses. Also, you do not need to use fixed IP addresses on your LAN.

PC Database Screen

An example PC Database screen is shown below.

PC Database

DHCP Clients are automatically added and updated.
If not listed, try restarting the PC.

FCs using a Fixed IP address can be added and deleted below.

Known PCs
[Jacky 192.168.1.3 (LAN) (DHCP)
writter-mgg 1r98 192.168.1.2 {LAN) (DHCP) —

|P_Ac|dress:.|:|.|:|-|:.\-:

F{efresh” Generate Report ]

[ Advanced Administration ][ Help ]

e PCs which are "DHCP Clients" are automatically added to the database, and updated as required.

e By default, non-Server versions of Windows act as "DHCP Clients"; this setting is called "Obtain an

IP Address automatically".

e The IP-2000VPN uses the "Hardware Address" to identify each PC, not the name or IP address. The

"Hardware Address" can only change if you change the PC's network card or adapter.

e This system means you do NOT need to use Fixed (static) IP addresses on your LAN. However, you

can add PCs using Fixed (static) IP Addresses to the PC database if required

Data — PC Database Screen

PC Database

Known PCs This lists all current entries. Data displayed is name (IP Address) type. The "type"

indicates whether the PC is connected to the LAN.

Name If adding a new PC to the list, enter its name here. It is best if this matches the PC's

"hostname”".
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IP Address Enter the IP Address of the PC. The PC will be sent a "ping" to determine its
hardware address. If the PC is not available (not connected, or not powered On) you
will not be able to add it.

Buttons

Add This will add the new PC to the list. The PC will be sent a "ping" to determine its
hardware address. If the PC is not available (not connected, or not powered On) you
will not be able to add it.

Delete Delete the selected PC from the list. This should be done in 2 situations:

e The PC has been removed from your LAN.
e The entry is incorrect.

Refresh Update the data on screen.

Generate Display a read-only list showing full details of all entries in the PC database.

Report

Advanced View the Advanced version of the PC database screen. See below for details.

Administration

PC Database (Admin)

This screen is displayed if the "Advanced Administration" button on the PC Database is clicked. It provides

more control than the standard PC Database screen.

PC Database (Admin)

Any PC may be added, edited or deleted. If adding a PC which is not connected and On, you must provide the MAC
(hardware) address
Known FCs

[Jacky 192.168.1.3 (LAN) 0018f3f5d354({DHCP)
writter-mgg1r98 192.168.1.2 (LAN) 00d05959792d(DHCP)

[ Edit | [ Delete

PC Properties

Mame: | [
IP Address: & Automatic (DHCP Client)

O OHCP Client - reserved IP address: |:| |:| |:|

) Fixed IP address (set on PC):

MAC Address: &) autornatic discovery (PC must be available on LAN)
O MAC address is |

Add as New Entry ] [ Update Selected PC ] [ Clear Form ]

[ Refresh H Generate Report H Standard Screen H Help
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Data — PC Database (Admin) Screen

PC Database (Admin)

Known PCs

This lists all current entries. Data displayed is name (IP Address) type. The

"type" indicates whether the PC is connected to the LAN.

PC Properties

Name

If adding a new PC to the list, enter its name here. It is best if this matches the

PC's "hostname".

IP Address

Select the appropriate option:

e Automatic - The PC is set to be a DHCP client (Windows: "Obtain an IP
address automatically"). The IP-2000VPN will allocate an IP address to
this PC when requested to do so. The IP address could change, but
normally won't.

e DCHP Client - Reserved IP Address - Select this if the PC is set to be a
DCHP client, and you wish to guarantee that the IP-2000VPN will always
allocate the same IP Address to this PC.

Enter the required IP address. Only the last field is required; the other
fields must match the IP-2000VPN's IP address.

e Fixed IP Address - Select this if the PC is using a Fixed (Static) IP
address. Enter the IP address allocated to the PC. (The PC must be

configured to use this IP address.)

MAC Address

Select the appropriate option

e Automatic discovery - IP-2000VPN will contact the PC and find its MAC
address. This is only possible if the PC is connected to the LAN and
powered on.

e MAC address is - Enter the MAC address on the PC. The MAC address is
also called the "Hardware Address", "Physical Address", or "Network
Adapter Address". The IP-2000VPN uses this to provide a unique identifier
for each PC. Because of this, the MAC address can NOT be left blank.

Buttons

Add as New Entry

Add a new PC to the list, using the data in the "Properties" box.
If "Automatic discovery" (for MAC address) is selected, the PC will be sent a
"ping" to determine its hardware address. This will fail unless the PC is

connected to the LAN, and powered on.

Update Selected PC

Update (modify) the selected PC, using the data in the "Properties" box.

Clear Form

Clear the "Properties" box, ready for entering data for a new PC.

Refresh

Update the data on screen.

Generate Report

Display a read-only list showing full details of all entries in the PC database.

Standard Screen

Click this to view the standard "PC Database" screen.
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10.4 Remote Administration

Remote Administration allows you to connect to this interface via the Internet, using your Web browser.

Remote Administration

Information

If enabled, this interface can be accessed via the Internet.
Ensure an administration password is assigned.

Toconnect, use HITPS : ~~addressiport [(NotHTTP )
See help for further details.

Settings Enable Remote Administration
IP Address to connect to this device:

PortNumber (8080
Aliow Remote Access by: .
® Everyone
O IP address range
Start: |
Finish: |

O onlythis PC: |

Data — Remote Administration Screen

Information
Information To establish a connection from the Internet:
1. Enable Remote Administration and configure this screen.
2. From a remote location, start your Browser.
3. Inthe "Address" or "Location" field, enter "HTTPS//" (NOT "HTTP//"), the
Internet IP address of this device (NOT the LAN IP address), and the port
number, as follows:
https://ip_address:port_number
"ip address” is the Internet IP address of this device.
"port number” is the port number assigned on this screen.
4. You should then be prompted for the password for this device. (You must
assign a password!)
Settings
Enable Check this to allow administration/management via the Internet. (To connect, see
above).
If Disabled, this device will ignore management connection attempts from the
Internet.
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IP Address

To manage this device via the Internet, you need to know the IP Address of this
device, as seen from the Internet. This IP Address is allocated by your ISP, and is
shown here if you are currently connected to the Internet. But if using a Dynamic IP
Address, this value can change each time you connect to your ISP. There are 2
solutions to this problem:

e Have your ISP allocate you a Fixed IP address.

o Use the DDNS feature (Internet menu) so you can connect using a Domain

Name, rather than an IP address.

Port Number

Enter a port number between 1024 and 65535. The default for HTTP connections
is port 80, and for HTTPS port 443. Using either of these is NOT recommended.
The default value is 8080.

The port number must be specified in your Browser when you connect, as

explained above.

Allow Remote

Access

This allows you to restrict remote access by IP address. Select the desired option.

e Everyone - Remote user's IP address is not checked.

e |P address range - Only IP addresses in the range specified will be allowed. If
selected, you must enter both the Start and Finish IP address.

e Only this PC - Only the specified IP address is allowed. If selected, you must

enter an IP address in the field provided.

To connect from a remote PC via the Internet

1. Ensure your Internet connection is established, and start your Web Browser.

2. Inthe Address bar, enter "https://" followed by the Internet IP Address of the IP-2000VPN. If the port

number is not 80, the port number is also required. (After the IP Address, enter

number).

«

* followed by the port

e.g. https://123.123.123.123:8080

This example assumes the WAN IP Address is 123.123.123.123, and the port number is 8080.

@ The IP-2000VPN is only allowed one user to login its Web Ul for managing the device, no matter

the user logins the Web Ul from Internet or LAN.

If someone already login to IP-2000VPN and without logout the device, the next user will receive a

warning message such as “PC1 (192.168.0.3) is managing this device.”
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10.5 Routing

Overview

If you don't have other Routers or Gateways on your LAN, you can ignore the "Routing" page
completely.

If the IP-2000VPN is only acting as a Gateway for the local LAN segment, ignore the "Routing" page
even if your LAN has other Routers.

If your LAN has a standard Router (e.g. Cisco) on your LAN, and the IP-2000VPN is to act as a
Gateway for all LAN segments, enable RIP (Routing Information Protocol) and ignore the Static
Routing table.

If your LAN has other Gateways and Routers, and you wish to control which LAN segments use each
Gateway, do NOT enable RIP (Routing Information Protocol). Configure the Static Routing table

instead (You also need to configure the other Routers).

If using Windows 2000 Data center Server as a software Router, enable RIP on the IP-2000VPN, and

ensure the following Windows 2000 settings are correct:
e Open Routing and Remote Access
¢ Inthe console tree, select Routing and Remote Access, [server name], IP Routing, RIP

¢ In the "Details" pane, right-click the interface you want to configure for RIP version 2, and then

click "Properties".

¢ On the "General" tab, set Outgoing packet protocol to "RIP version 2 broadcast", and

Incoming packet protocol to "RIP version 1 and 2".

Routing Screen

The routing table is accessed by the Routing link on the Other screen.

Using this Screen

Generally, you will use either RIP (Routing Information Protocol) or the Static Routing Table, as explained

above, although is it possible to use both methods simultaneously.

Static Routing Table

If RIP is not used, an entry in the routing table is required for each LAN segment on your Network,
other than the segment to which this device is attached.
The other Routers must also be configured. See ﬁ?ﬁ #7@/@,\/“7‘/‘,’57 o later in this chapter for

further details and an example.
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Routing

RIP RIF Version :.Disabled Vi

Static Routing Static Routing Table Entries

Properties

Destination r-Je‘nNork:"

Metwork Mask:

Gateway IF Address: | i |
Interface: _LAN- v

Metric:

Clear Form

Add | [ Update | |Delete |
[ Generate Report H Help
Data — Routing Screen
RIP
RIP Select the RIP (Routing Information Protocol) type based on the request and save

the setting to enable it.
The IP-2000VPN supports RIP 1, RIP 2B, and RIP 2M.

Static Routing

Static Routing This list shows all entries in the Routing Table.
Table Entries e The "Properties" area shows details of the selected item in the list.

e Change any the properties as required, then click the "Update" button to save

the changes to the selected entry.
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Properties o Destination Network - The network address of the remote LAN segment. For
standard class "C" LANSs, the network address are the first 3 fields of the
Destination IP Address. The 4th (last) field can be left at 0.

e Network Mask - The Network Mask for the remote LAN segment. For class
"C" networks, the default mask is 255.255.255.0

o Gateway IP Address - The IP Address of the Gateway or Router which the
IP-2000VPN must use to communicate with the destination above. (NOT the
router attached to the remote segment).

¢ Interface - Normally, this will be "LAN". If NAT is disabled, the "WAN" option
can be used for Routers which are accessed via the WAN port.

e Metric - The number of "hops" (routers) to pass through to reach the remote

LAN segment. The shortest path will be used. The default value is 1.

Buttons

Save Save the RIP setting. This has no effect on the Static Routing Table.

Add Add a new entry to the Static Routing table, using the data shown in the
"Properties" area on screen. The entry selected in the list is ignored, and has no
effect.

Update Update the current Static Routing Table entry, using the data shown in the
"Properties" area on screen.

Delete Delete the current Static Routing Table entry.

Clear Form Clear all data from the "Properties" area, ready for input of a new entry for the

Static Routing table.

Generate Report | Generate a read-only list of all entries in the Static Routing table.

Configure others Router on your LAN

It is essential that all IP packets for devices not on the local LAN be passed to the IP-2000VPN, so that they
can be forwarded to the external LAN, WAN, or Internet. To achieve this, the local LAN must be configured to

use the IP-2000VPN as the Default Route or Default Gateway.

Local Router
The local router is the Router installed on the same LAN segment as the IP-2000VPN. This router requires
that the Default Route is the IP-2000VPN itself. Typically, routers have a special entry for the Default Route.

It should be configured as follows.

Destination IP Address Normally 0.0.0.0, but check your router documentation.
Network Mask Normally 0.0.0.0, but check your router documentation.
Gateway IP Address The IP Address of the IP-2000VPN.

Interface LAN

Metric 2
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Other Routers on the Local LAN
Other routers on the local LAN must use the IP-2000VPN's Local Router as the Default Route. The entries
will be the same as the IP-2000VPN's local router, with the exception of the Gateway IP Address.

¢ For a router with a direct connection to the IP-2000VPN's local Router, the Gateway IP Address is

the address of the IP-2000VPN's local router.

o For routers which must forward packets to another router before reaching the IP-2000VPN's local

router, the Gateway IP Address is the address of the intermediate router.
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10.6 Upgrade Firmware

Use this screen to upgrade your IP-2000VPN's firmware.

e You must download the required firmware file, and store it on your PC.
¢ During the upgrade process, all existing Internet connections will be terminated.

e The upgrade process must NOT be interrupted.

Upgrade Firmware

The upgrade firmware file needs to be downloaded and stored on your PC.

Broadhand Router Password: [
Upgrade File:

[ Start Upgrade ][ Cancel ][ Help

Data — Upgrade Firmware Screen

Upgrade Firmware

Broadband VPN Enter the current password assigned to the IP-2000VPN. If no password has
Router Password been assigned, leave this blank.
Upgrade File Click the "Browse" button and browse to the location on your PC where you

stored the firmware upgrade file. Select this file.

Start Upgrade Click this button to start the Firmware upgrade.
Note than any users accessing the Internet via the IP-2000VPN will lose their
connection. When the upgrade is finished, the IP-2000VPN will restart, and this

management connection will be unavailable during the restart.

Cancel Cancel does NOT stop the Upgrade process if it has started. It only clears the

input for the "Upgrade File" field.

To perform the Firmware Upgrade:

1. Click the "Browse" button and navigate to the location of the upgrade file.
2. Select the upgrade file. Its name will appear in the Upgrade File field.

3. Click the "Start Upgrade" button to commence the firmware upgrade.

@ The IP-2000VPN is unavailable during the upgrade process, and must restart when the upgrade

is completed. Any connections to or through the IP-2000VPN will be lost.
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10.7 UPnP

An example UPnP screen is shown below.

UPnP

Data — UPNnP Screen

UPnP Enable UPnP Senices

Allow configuration changes through UFPnP

[ Allow Internet access to be disabled

Configuration...

UPnP

Enable UPnP UPNP (Universal Plug and Play) allows automatic discovery and

Services configuration of equipment attached to your LAN. UPnP is by supported by
Windows ME, XP, or later.
If Enabled, this device will be visible via UPnP.
If Disabled, this device will not be visible via UPnP.

Allow If checked, then UPnP users can change the configuration.

If Disabled, UPnP users can only view the configuration. But currently, this
restriction only applies to users running Windows XP, who access the
Properties via UPnP. (e.g. Right - click the IP-2000VPN in My Network

Places, and select Properties)

Allow Internet
access to be
disabled

If checked, then UPnP users can disable Internet access via this device.

If Disabled, UPnP users can NOT disable Internet access via this device. But
currently, this restriction only applies to users running Windows XP, who
access the Properties via UPnP. (e.g. Right - click the IP-2000VPN in My

Network Places, and select Properties)
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Appendix A PC Configuration

Overview

For each PC, the following may need to be configured:
o TCP/IP network settings

e Internet Access configuration

Windows Clients

This section describes how to configure Windows clients for Internet access via the IP-2000VPN.
The first step is to check the PC's TCP/IP settings.
The IP-2000VPN uses the TCP/IP network protocol for all functions, so it is essential that the TCP/IP protocol

be installed and configured on each PC.

TCP/IP Settings- Overview

If using the default IP-2000VPN'’s settings and the default Windows TCP/IP settings, no changes need to be
made.
e By default, the IP-2000VPN will act as a DHCP Server, automatically providing a suitable IP Address

(and related information) to each PC when the PC boots.

e For all non-Server versions of Windows, the default TCP/IP setting is to act as a DHCP client.

If using a fixed (specified) IP address, the following changes are required:

e The Gateway must be set to the IP address of the IP-2000VPN.

e The DNS should be set to the address provided by your ISP.

Checking TCP/IP Settings- Windows 9X/ME

1. Select Control Panel - Network. You should see a screen like the following:

Network

Configuratian |Identificati|:|n| ACCESS CDntrDII

The following network components are installed:

& MNetBEUI-» PCI Fast Ethernet Adapter Al
- MetBEUI -> Dial-Up Adapter

[ MNetBEUI-> Dial-Up Adapter #2 (vFMN Sunppor

o TCP/IF -» PCl Fast Ethernet Adapter
% TCRYIP -» Dial-Up Adapter

% TCR/IP -» Dial-Up Adapter #2 (PN Suppor)

U= File and printer sharing for MNetware Networks -

< | | >

Add. Eemowve Froperties

2. Select the TCP/IP protocol for your network card.
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3. Click on the Properties button. You should then see a screen like the following.

TCP{IP Properties [ 2] x]
Bindings | Advanced | MNetBIOS | DNS Configuration |
Gateway | WINS Configuration IF Addrass

An IP address can be automatically assigned to this cormputer. If
your netwark does not autamatically assign IF addresses, ask your
network administratar for an address, and then fype it in the space
ke low.

= Obtain an IP address automatically

" Specify an IP address:

|F Address: | I i ! |

aubnet Mask: | I ! : |

Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default Windows
setting, and it is recommended to use it. By default, the IP-2000VPN will act as a DHCP Server.
Restart your PC to ensure it obtains an IP Address from the IP-2000VPN.

Using "Specify an IP Address"

If your PC is already configured, check with your network administrator before making the following changes:

¢ On the Gateway tab, enter the IP-2000VPN's IP address in the New Gateway field and click Add, as

shown below. Your LAN administrator can advise you of the IP Address they assigned to the

IP-2000VPN.
TCP/IP Properties EE3
Bindings | Advanced | MNetBIOS | DNS Corfiguration |
Gatewsy |  WINSConfigurstion | IPAddress |

The first gateway in the Installed Gateway listwill be the default. The
address order in the listwill be the order inwhich these machings
are used.

Mew gateway:

1192 .168. 0 . 1 |

Installed gatewsas:

2
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On the DNS Configuration tab, ensure Enable DNS is selected. If the DNS Server Search Order
list is empty, enter the DNS address provided by your ISP in the fields beside the Add button, then

click Add.
TCP{IP Properties EHEl
Gateway l Wl Configuratian ] IF Address ]
Bindings | Advanced | NeiBIOS DINS Configuration
" Disahle DNS

* Enable DMNS

Host: | Clomain: ‘

OMNE Server Search Order

C . . . D Add ‘

Checking TCP/IP Settings- Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as shown below.

Hetwork H

Identificatiunl Services Protocols IAdaptetsI Bindingsl
Metwork, Protocols:

W™ MetBEUI Protocol
W MwLink IP%/SP Compatible Transport
T Nw/Link NetBI0S
g TCP/IP Pratocal

Add... Bemove Properties... Ipdate

— Description:

Tranzport Contral Protocol/|nternet Pratocol. The default wide

area network protocal that provides communication acrozs
diverze interconnected networks.

ak I Cancel

2. Click the Properties button to see a screen like the one below.
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Microsoft TCPAP Properties EE

IP Addhess | DMS | WINS Address | DHCP Felap | Routing |

An IP addrezs can be automatically azzigned ta thiz netwark card
by a DHCP server. I vour network does not have a DHCP server,
azk, pour netwark, administrator for an addresz, and then type it in
the space below.

Adapter:
PCI Fast Ethernet &dapter j

% Obtain an IP address from a DHCP server

— " Specify an IP address

|F Eedldress; |

Subnet keask: |

eraulk EateEy: |

Ok Cancel Al

3. Select the network card for your LAN.

4. Select the appropriate radio button - Obtain an IP address from a DHCP Server or Specify an IP

Address, as explained below.

Obtain an IP address from a DHCP Server

This is the default Windows setting, and it is recommended to use it. By default, the IP-2000VPN will act as a
DHCP Server.
Restart your PC to ensure it obtains an IP Address from the IP-2000VPN.

Specify an IP Address
If your PC is already configured, check with your network administrator before making the following changes.
5. The Default Gateway must be set to the IP address of the IP-2000VPN. To set this:

e Click the Advanced button on the screen above.

¢ On the following screen, click the Add button in the Gateways panel, and enter the IP-2000VPN'’s IP

address, as shown in below.

¢ If necessary, use the Up button to make the IP-2000VPN the first entry in the Gateways list.
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Advanced IP Addresszing E E

Adapter: IF'EI Fast Ethermet Adapter j
BTSY TCP/IP Gateway Address EHE

Gateway Address: I [

Fod Cancel |
—_ﬁatewa_l,ls
W
Dgwnll
Add.. Edi.. Femove |

Enable Security
[Eamhigures,. |
Ok I Cancel

6. The DNS should be set to the address provided by your ISP, as follows:
e Click the DNS tab.

e On the DNS screen, shown below, click the Add button (under DNS Service Search Order), and
enter the DNS provided by your ISP.

Microsoft TCP/IP Froperties EE

[P Address  DNS | WINS Addhess | DHCP Rielay | Fiouting |

Diomain Mame System [DMS]

Host Mame: [ramain:

—DMS Service Search Order

TR,
I |

Aod | e R
TCP/IP DNS Server
WG

DMS Server: Add

Cancel | M

k. I Cancel | Apply
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Checking TCP/IP Settings- Windows 2000

1. Select Control Panel - Network and Dial-up Connection.

2. Right click the Local Area Connection icon and select Properties.

Local Area Connection Properties

General |

Cannect using:

K E3

I B SMCEZ Card 104100 [SMC1211Tx)

Components checked are uzed by this connection:

Client for Microsaoft Metwork s

File and Printer Sharing for Microsoft Network.s

L |rternet Prot

[TCPIP)

Install .. | Uninstall

Properties

Dezcription

Transmission Control Protocol/lntermet Protocol. The default
wide area network, protocol that provides communication

acrogs diverse interconnected networks,

[ Show ican in taskbar when connected

ak.

Cancel

3. Select the TCP/IP protocol for your network card.

4. Click on the Properties button. You should then see a screen like the following.

Internet Protocol {TCP/IP) Properties

General |

You can get P gettings azsigned automatically if your network, supports
thiz capability. Otherwize, you need to ask vour nebwark. adminiztrator for

the appropriate [P settings.

&' Obtain an IP address automatically

— Use the following IP address:

HE

IF address: |
Subret mask: I
[efault gateway: |

+ Dbtain DMS server address automatically

— Use the following DMS server addresses:

Freferred DHS semver: |

Alternate DHS semven I

Ok

Cancel |

5. Ensure your TCP/IP settings are correct, as described below.
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Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default Windows
setting, and it is recommended to use it. By default, the IP-2000VPN will act as a DHCP Server.
Restart your PC to ensure it obtains an IP Address from the IP-2000VPN.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the following changes.
e Enter the IP-2000VPN's IP address in the Default Gateway field and click OK. (Your LAN
administrator can advise you of the IP Address they assigned to the IP-2000VPN).

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and enter the

DNS address or addresses provided by your ISP, then click OK.

Checking TCP/IP Settings- Windows XP

1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. You should see a screen like the

following:

-i Local Area Connection Properties

General | Authentication | Advanced

Connect using:

B8 O-Link DFE-530T= PCl Fast Ethemet &dapter [rev. B

Thiz connection uzes the following items:

fg', Cliett for Microsaft Metwork.s
.@ File and Printer Sharing for Microzoft Metworks
EQDS Packet Scheduler

(| nternet Pratacol (TCRAP]
Instal..
Dezcription

Tranzmizzion Contral Protocol/nternet Protocaol. The default
wide area network protocal that provides communication
acroszs diverse interconnected networks,

[] Show icon in notification area when connected

(] ] [ Cancel

3. Select the TCP/IP protocol for your network card.

4. Click on the Properties button. You should then see a screen like the following.
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Internet Protocol {TCP/IP) Properties

General | Alternate Configuration

“'ou can get |P zettings azzigned automatically if vour network, supports
thiz capability. Othenwize, vou need to ask paur netwark. administratar far
the appropriate 1P zettings.

(& ilbtain an P address automaticall
) Uze the following IP address:

(%) Obtain DMS server address automatically
() Uze the following DNS server addresses:

[ 0K H Cancel ]

5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default Windows
setting, and it is recommended to use it. By default, the IP-2000VPN will act as a DHCP Server.
Restart your PC to ensure it obtains an IP Address from the IP-2000VPN.

Using afixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the following changes.
¢ In the Default Gateway field, enter the IP-2000VPN’s IP address and click OK. Your LAN
administrator can advise you of the IP Address they assigned to the IP-2000VPN.

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and enter the

DNS address or addresses provided by your ISP, then click OK.

Macintosh Clients

From your Macintosh, you can access the Internet via the IP-2000VPN. The procedure is as follows.

1. Open the TCP/IP Control Panel.

2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field can be left
blank.
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4. Close the TCP/IP panel, saving your settings.

@ If using manually assigned IP addresses instead of DHCP, the required changes are:

e Set the Router Address field to the IP-2000VPN's IP Address.

o Ensure your DNS settings are correct.

Linux Clients

To access the Internet via the IP-2000VPN, it is only necessary to set the IP-2000VPN as the "Gateway".
Ensure you are logged in as "root" before attempting any changes.
Fixed IP Address

By default, most Unix installations use a fixed IP Address. If you wish to continue using a fixed IP Address,
make the following changes to your configuration.
o Set your "Default Gateway" to the IP Address of the IP-2000VPN.

o Ensure your DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.

1. Start your X Windows client.
2. Select Control Panel — Network.
3. Select the "Interface" entry for your Network card. Normally, this will be called "ethQ".
4. Click the Edit button, set the "protocol" to "DHCP", and save this data.
5. To apply your changes
e Use the "Deactivate" and "Activate" buttons, if available.

o OR, restart your system.

Other UNIX Systems

To access the Internet via the IP-2000VPN:
e Ensure the "Gateway" field for your network card is set to the IP Address of the IP-2000VPN.

e Ensure your DNS (Name Server) settings are correct.
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Appendix B VPN Overview

This section describes the VPN (Virtual Private Network) support provided by your IP-2000VPN.
A VPN (Virtual Private Network) provides a secure connection between 2 points, over an insecure network -
typically the Internet. This secure connection is called a VPN Tunnel.

There are many standards and protocols for VPNs. The standard implemented in the IP-2000VPN is IPSec.

IPSec

IPSec is a near-ubiquitous VPN security standard, designed for use with TCP/IP networks. It works at the
packet level, and authenticates and encrypts all packets traveling over the VPN Tunnel. Thus, it does not
matter what applications are used on your PC. Any application can use the VPN like any other network
connection.

IPSec VPNs exchange information through logical connections called SAs (Security Associations). An SA is
simply a definition of the protocols, algorithms and keys used between the two VPN devices (endpoints).
Each IPSec VPN has two SAs - one in each direction. If IKE (Internet Key Exchange) is used to generate and

exchange keys, there are also SAs for the IKE connection as well as the IPSec connection.

There are two security modes possible with IPSec:
o Transport Mode - the payload (data) part of the packet is encapsulated through encryption but the IP
header remains in the clear (unchanged). The IP-2000VPN does NOT support Transport Mode.

e Tunnel Mode - everything is encapsulated, including the original IP header, and a new IP header is
generated. Only the new header in the clear (i.e. not protected). This system provides enhanced

security. The IP-2000VPN always uses Tunnel Mode.

IKE

IKE (Internet Key Exchange) is an optional, but widely used, component of IPSec. IKE provides a method of
negotiating and generating the keys and IDs required by IPSec. If using IKE, only a single key is required to
be provided during configuration. Also, IKE supports using Certificates (provided by CAs - Certification
Authorities) to authenticate the identification of the remote user or gateway.

If IKE is NOT used, then all keys and IDs (SPIs) must be entered manually, and Certificates can NOT be used.

This is called a "Manual Key Exchange".

When using IKE, there are 2 phases to establishing the VPN tunnel:

e Phase | is the negotiation and establishment up of the IKE connection.

e Phase Il is the negotiation and establishment up of the IPSec connection.

Because the IKE and IPSec connections are separate, they have different SAs (security associations).
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Policies

VPN configuration settings are stored in Policies.
Note that different vendors use different terms. Generally, the terms "VPN Policy", "IPSec Policy", and "IPSec
Proposal" have the same meaning. However, some vendors separate IKE Policies (Phase 1 parameters) from

IPSec Policies (Phase 2 parameters).

For the IP-2000VPN, each VPN policy contains both Phase 1 and Phase 2 parameters (if IKE is used). Each
policy defines:

e The address of the remote VPN endpoint.

o The traffic which is allowed to use the VPN connection.

e The parameters (settings) for the IPSec SA (Security Association).

o [f IKE is used, the parameters (settings) for the IKE SA (Security Association).

Generally, you will need at least one (1) VPN Policy for each remote site for which you wish to establish VPN
connections.

It is possible, and sometimes necessary, to have multiple Policies for the same remote site. However, you
should only Enable one (1) policy at a time. If multiple policies for the same remote site are enabled, the
policies are examined in the order in which they are listed, and the first matching policy will be used. While itis

possible to change the order of the policies, it may not be easy to get the desired action from multiple policies.

VPN Configuration

The general rule is that each endpoint must have matching Policies, as follows:

VPN Endpoint Each VPN endpoint must be configured to initiate or accept connections to the
address remote VPN client or Gateway.

Usually, this requires having a fixed Internet IP address or domain name. However,
it is possible for a VPN Gateway to accept incoming connections from a remote

client where the client's IP address is not known in advance.

Traffic Selector This determines which outgoing traffic will cause a VPN connection to be
established, and which incoming traffic will be accepted. Each endpoint must be
configured to pass and accept the desired traffic from the remote endpoint.

If connecting 2 LANS, this requires that:

e Each endpoint must be aware of the IP addresses used on the other endpoint.

e The 2 LANs MUST use different IP address ranges.

IKE parameters If using IKE (recommended), the IKE parameters must match (except for the SA

lifetime, which can be different).
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IPSec

parameters

The IPSec parameters at each endpoint must match.
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Appendix C Troubleshooting

Overview

This chapter covers some common problems that may be encountered while using the IP-2000VPN and
some possible solutions to them. If you follow the suggested steps and the IP-2000VPN still does not function

properly, contact your dealer for further advice.

General Problems

Problem 1: | Can't connect to the IP-2000VPN to configure it.

Solution 1: | Check the following:

e The IP-2000VPN is properly installed, LAN connections are OK, and it is powered
ON.

e Ensure that your PC and the IP-2000VPN are on the same network segment. (If you
don't have a router, this must be the case.)

e If your PC is set to "Obtain an IP Address automatically" (DHCP client), restart it.

e If your PC uses a Fixed (Static) IP address, ensure that it is using an IP Address
within the range 192.168.1.2 to 192.168.1.254 and thus compatible with the
IP-2000VPN's default IP Address of 192.168.1.1.

Also, the Network Mask should be set to 255.255.255.0 to match the IP-2000VPN.
In Windows, you can check these settings by using Control Panel-Network to check

the Properties for the TCP/IP protocol.

Internet Access

Problem 1: | When | enter a URL or IP address | get atime out error.

Solution 1: | Anumber of things could be causing this. Try the following troubleshooting steps.

e Check if other PCs work. If they do, ensure that your PCs IP settings are correct. If
using a Fixed (Static) IP Address, check the Network Mask, Default gateway and
DNS as well as the IP Address.

o Ifthe PCs are configured correctly, but still not working, check the IP-2000VPN.
Ensure that it is connected and ON. Connect to it and check its settings. (If you can't
connect to it, check the LAN and power connections.)

e Ifthe IP-2000VPN is configured correctly, check your Internet connection (DSL/Cable

modem etc) to see that it is working correctly.
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Problem 2:

Some applications do not run properly when using the IP-2000VPN.

Solution 2:

The IP-2000VPN processes the data passing through it, so it is not transparent.

Use the Special Applications feature to allow the use of Internet applications which do
not function correctly.

If this does solve the problem you can use the DMZ function. This should work with
almost every application, but:

e Itis a security risk, since the firewall is disabled.

e Onlyone (1) PC can use this feature.
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Appendix D Specifications

Model IP-2000VPN
Dimensions 141mm(W) * 100mm(D) * 27mm(H)
Operating 0°Cto40°C

Temperature

Storage Temperature  -10° C to 70° C

Network Protocol: TCPI/I

P

Network Interface: 5 Ethernet:
3 * 10/100BaseT (RJ45) LAN connection
1*10/100BaseT (RJ45) DMZ connection
1*10/100BaseT (RJ45) for WAN

LEDs 11

Power Adapter 12 V DC External

AirLive IP-2000VPN User’s Manual

174



	AirLive IP-2000VPN User’s Manual
	CE Declaration of Conformity
	Copyright, Trademarks, FCC Statements, & CE Statements
	Table of Contents
	Chapter 1  Introduction 
	1.1 Features 
	1.2 Installation of the Router 
	1.3 Front Panel and Rear Panel 
	1.4 Packing List 
	1.5 Hardware DMZ 

	Chapter 2  Deployment 
	Chapter 3  Configure Router 
	3.1 Setup Wizard 
	3.2 LAN 

	Chapter 4  Internet Features 
	4.1 WAN Port 
	4.2 Advanced Internet 
	4.3 Dynamic DNS 
	4.4 Virtual Server 
	4.5 Options 

	Chapter 5  Security 
	5.1 Admin Login 
	5.2 Access Control 
	5.3 Firewall Rule 
	5.4 Logs 
	5.5 E-mail 
	5.6 Security Options 
	5.7 Scheduling 
	5.8 Services 

	Chapter 6  IPSec VPN 
	6.1 Common VPN Situations 
	6.2 VPN Configuration 
	6.3 Certificates 
	6.4 CLRs 
	6.5 Status 

	Chapter 7  Microsoft VPN (PPTP) 
	7.1 PPTP Server 
	7.2 Windows PPTP Clients Setup 

	Chapter 8  VPN Example 
	8.1 Office-to-office IPSec VPN – Connecting to 2 IP-2000VPN 
	8.2 Office-to-office IPSec VPN – Connecting IP-2000VPN and RS-1200  
	8.3 Getting into Office Network from Internet (PPTP) – Windows XP PPTP Client 
	8.4 Getting into Office Network from Internet (IPSec) – Windows XP IPSec Client 

	Chapter 9  Status 
	9.1 Connection Status – PPPoE 
	9.2 Connection Status – PPTP 
	9.3 Connection Status – Telstra Big Pond 
	9.4 Connection Status – SingTel RAS 
	9.5 Connection Status – Fixed/Dynamic IP Address 
	9.6 Connection Status – L2TP 

	Chapter 10  Other Features & Settings 
	10.1 Config file 
	10.2 Network Diagnostics 
	10.3 PC Database 
	10.4 Remote Administration 
	10.5 Routing 
	10.6 Upgrade Firmware 
	10.7 UPnP 

	Appendix A  PC Configuration 
	Appendix B  VPN Overview 
	Appendix C  Troubleshooting 
	Appendix D  Specifications 


