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Section 1 - Product Overview

Package Contents

D-Link DIR-514 Wireless N Router

Ethernet Cable

Power Adapter

CD-ROM with User Manual

0|00l k

If any of the above items are missing, please contact your reseller.
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Section 1 - Product Overview

System Requirements

* An Ethernet-based Gable or Di5L modem
« |[EEE 802.11n or 802.11g wireless clients
* 10/100 Ethernet

Computer with the following:
* Windows®, Macintosh, or Linux-based operating

system
* An installed Ethernet adapter

Browser Requirements:
* Internet Explorer 6.0 or higher
* Mozilla 1.7.12 or higher
* Firefox 1.5 or higher
= Safari 1.0 or higher (with Java 1.3.1 or higher)
* Flock 0.7.14 or higher
* Opera 6.0 or higher

Windows® Users: Make sure you have the latest version
of Java installed. Visit www_java.com to download the
latest version.

Computer with the following:
= Windows® XP with Service Pack 2 or Vista®
* An installed Ethernet adapter
* CD-AOM drive
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Section 1 - Product Overview

Features

» Faster Wireless Networking - The DIR-514 provides up to 150Mbps* wireless connection with other
802 11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio.

* Compatible with 802.11g Devices - The DIR-514is still fully compatible with the IEEE 802.11g standard,
s0 it can connect with existing 802 11g PCI, USB and Cardbus adapters.

* 3G Internet Connection Support - Connect a 3G USB dongle to the DIR-514 to access 3G Intemet
Services.

* Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

» Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

* Secure Multiple/Concurrent Sessions - The DIR-514 can pass through VPN sessions.
It supports multiple and concurrent IPSec, PPTP, and L2TP sessions, so users behind the
DIR-514 can securely access corporate networks.

* User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-514 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.
* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and

environmental factors including volume of network traffic, building materials and construction, and network overhead _ lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in an enclosed area
such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use the Ethernet port on your
maodem. If you were using the USB connection before using the router, then you must turn off your modem, disconnect the USB cable and connect
an Ethernet cable to the Internet port on the router, and then turn the modem back on. In some cases, you may need to call your ISP to change
connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as WinPoet, Broadjump, or Enternet 300
from your computer or you will not be able to connect to the Internet.
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Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of matenals and background RF (radio frequency) noise in your home or business. The key
to maximizing wireless range is to follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter's range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (5 meters), at a
45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on
range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

4 Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that
generate RF noise.

5_If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and
home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Weh-bhased Configuration Utility

To access the configuration utility, open a web-browser 2 D-LINK SYSTEMS, INC. | WIRELESS ROUTER |
such as Internet Explorer and enter the |IP address of
the router (192.168.0.1).

File Edit View Favorites Tools Help

eﬁack v &I B @ :;: j.ﬂ] Search

 Address | €] http:/1192.168.0.1/

Product Page : DIR-514

Type Admin in the User Name field and then enter your
password. Leave the password blank by defauli.

Click the Login button to log in to the router. Log n o therouter

User Name : Admin +
Password : LogIn

T you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.
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Section 3 - Configuration

Setup

The SETUP pages allow you to configure your Internet and wireless settings, as well
as manage your SMS inbox. To view the Setup configuration pages, click on SETUP at
the top of the screen.

Internet

The Internet page allows you to configure how your router connects to the Internet. There

D-Link
are two ways to set up your Internet connection.

DIR-514 SETUP ADVAHCED TOOLS STATUS SUPPORT

\erU can I::I ":*: an “"IE II'ItE r'l'I'Et EﬂnnEGt iﬂ'“ set u P‘ w i Zﬂ.rd I]Uﬁﬂl'l tl:l Sta rt da lea ":I thﬂt EFYO)/EELE msrvﬁtgunw thz devdlc: ggvtts ﬁrsitnm;, we vectﬁmmervd th[a(tyou c!\(hktorv thzfl;vtemet
W| I I gu ":IE y.uu thl'Dngh SEﬂII'I g up Fﬂu r I I'ItE rnE.t EEﬂil’lgS_ configure the device settings manualy,clck the Manual Intemet Connection Sefup.

INTERNET CONNECTION SETUP WIZARD
If you would like to utiize our easy to use Web-based Wizard to assist you in connecting your

If you want to manually configure your settings, click Manual Internet Connection Setup Rt et con e b

Note: Before lzunching the wizard, please make sure you have folowed all steps outlined in the
Quick Instalation Guide included in the package.

MANUAL INTERNET CONNECTION OPTIONS

If you would lke to configure the Intemet settings of your Router manualy, then cick on the
button below.

Manual Internet Connection Setup

Internet Connection Setup Wizard

This wizard will guide you through a step-by-step process to configure your D-Link router KGRI TINZL)
tcl I:H:IrII'IED‘t ‘I]:I thE |I'ItE rnEt It appears that you have already successfully connected your new router to the Internet.

® Step 1: Set your Password
® Step 2: Select your Time Zone
® sStep 3: Configure your Internet Connection

GI":* Hext tu BCIrItinUE_ ® Step 4: Save Seftings and Connect

Mote: While using the wizard, you can click Prev to go back to the previous page or - o

you can click Cancel to close the wizard.
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Section 3 - Configuration

GCreate a new password and then click Next to continue.

Select your time zone from the drop-down box and then click Mext to continue.

Select the Internet connection type you use. The connection types are explained on the
following page. If you are unsure which connection type you should use, contact your
Internet Service Provider (I3P).

Click Prev to go back to the previous page or click Cancel to close the wizard.

Mote: The DIR-514 has a WAMN Failover feature that allows the router to switch to a
3G connection if the WAN connection is down or unavailable.

To marurs your new sebwaorking devios, plegee set gl venfy 3 posword balow:
Fasnword ;

Warify Pasnaond 3 |

Pres | et | caece |

Srbat the spropeaie e sore bor poar esten. This Frlsrmstsen b ropered (oo fepes B
i~ D] Ol 1O Ol T

T 00 Pl Trm LS BeDamada] =]

L Y

STEP 3: CONFIGURE YOUR INTERNET CONNECTION

Please select the Internet connection type below:
@ DHCP Connection (Dynamic IP Address)

Choose this if your Internet connection automatically provides you with an IP Address. Most Cable Modems
use this type of connection.

~ Username / Password Connection (PPPoE)

Choose this option if your Internet connection requires a username and password to get online. Most DSL
modems use this type of connection.

) Username /| Password Connection (PPTP)

Choose this option if your Internet connection requires a username and password to get online.Most DSL
modems use this type of connection.

) Username / Password Connection (L2TP)

Choose this option if your Internet connection requires a username and password to get online.Most DSL
modems use this type of connection.

) 3G Connection

Choose this option if your internet is 3G Serivce.
©) Wi-Fi HotSpot

Choose this if your Internet connection is Public Wi-Fi HotSpot.
() Static IP Address Connection

Choose this option if your Internet Setup Provider provided you with IP Address information that has to be
manually configured.

D-Link DIR-514 User Manual
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Section 3 - Configuration

The subsequent configuration pages will differ depending on the selection you make on this page.

DHCP Connection Choose this if your Intemet connection automatically provides you with an IP Address.
(Dynamic IP Address): Most cable modems use this type of connection.

Username / Password Choose this option if your Internet connection requires a usermname and password
Connection (PPPoE): to connect. Most DSL modems use this style of connection.

Username / Password Choose this option if your Internet connection requires Point-to-Point Tunneling Protocol (FPTP).
Connection (PPTP):

Username / Password Choose this option if vour Internet connection reauires Laver 2 Tunnelina Protocol (L2TP).
Connection (L2TP):

3G Connection: Choose this connection if you have installed a SIM card into the D|R-514

WIiFi HotSpot : Choose this if your Internet connection is Public Wi-Fi HotSpot.

Static IP Address Choose this option if your Interet Setup Provider provided you with IP Address information that has to be
Connection: manually configured.

After entering the requested information,click Mext to continue.

SETUP COMPLETE!

This completes the Internet Gonnection Setup Wizard. Click Connect 10 SaVe YOUT | e atemet connection Setup wWizard has completed. Cack the Connect button to save your settings.
changes and reboot the router.
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Section 3 - Configuration

To set up your Internet connection manually, click Manual Internet Connection Setup.

Manual Internet Connection Setup

Internet Connection

If yoy are configuring the device for the first time, we recommend that you click on the Internet
Connection Setup Wizard, and follow the instructions on the screen. If you wish to modify or
configure the device settings manually, click the Manual Internet Connection Setup.

INTERNET CONNECTION SETUP WIZARD

If you would like to utiize our easy to use Web-based Wizard to assist you in connecting your
Router to the Internet, dick on the button below.

Internet Connection Setup Wizard

Note: Before launching the wizard, please make sure you have folowed all steps outlined in the
Quick Installation Guide included in the package.

MANUAL INTERNET CONNECTION OPTIONS

If you would like to configure the Intemnet settings of your Router manually, then dlick on the
button below.

Manual Internet Connection Setup ]

Several different Internet Gonnection types can be selected depending upon the specifications of your Internet Service Provider (I5P). You
can also set up the Auto-Backup feature, which allows you to use a 3G connection for your Internet connection if your main connection fails.

My Internet Connection
is:

Auto-Backup:

Internet Host:

Select the Internet Connection type specified

by your Intermmet Service Provider (ISP). The
commesponding settings will be displayed below.
Please see the following pages for details on how
to configure these different connection types.

When this box is checked, the router will
switch over to a 3G connection if the Internet
Host (specified below) is unreachable.

Enter an IP address for the router to use to check
if it is connected to the Internet. If Auto-Backup is
enabled and the IP address cannot be reached,
the router will switch over to a 3G connection.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is  Dynamic IP (DHCP) -
Auto-Backup : [C] Enable checking wired-WaN alive
Internet host :

*Please input an IP address on the internet.

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide
you with IP Address information and/or a username and password.

Host Name : DIR-514
Primary DNS Server :
Secondary DNS Server :

MTU : 1500 (bytes) MTU default = 1500

MAC Add

’ [ Clone Your PC's MAC Address

D-Link DIR-514 User Manual
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=ection 3 - Configuration

Static IP

Ghoose this Internet connection if your ISP assigns you a static IP address. After modifying any settings, click Save Settings to save your
changes.

IP Address: Enter the IP address assigned to your network connection.

Enter the static address information provided by your Internet Service Provider (ISP).

Subnet Mask: Enter the subnet mask. 1P Address :
Subnet Mask :

Default Gateway :

Default Gateway: Enter the default gateway. Primary DS Server :
Secondary DNS Server :

MTU : (bytes)

Primary DNS Server: Enter the primary DNS server.
MAC Add :
Clone Your PC's MAC Address

Secondary DNS Enter the secondary DNS server.
Server:
You may need to change the Maximum Transmission Unit
MTU: (MTU) for optimal performance. The default value is 1500.

The default MAG Address is set to the Internet port's

MAC Address: physical interface MAG address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your 13P.
You can use the Clone Your PC's MAC Address
button to replace the Internet port's MAC address
with the MAG address of your Ethernet card.
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Section 3 - Gonfiguration

Dynamic IP (DHCP)

This section will help you to obtain IP Address information automatically from your ISP. Use this option if your ISP didn't provide you with
IP Address information and/or a username and password. After modifying any settings, click Save Settings to save your changes.

Host Name: (Optional) Required by some ISPs.

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide
you with IP Address information and/or a username and password.

Primary DNS Server: (Optional) Fill in with IP address of primary DNS server.
Host Name : DIR-514
Primary DNS Server :

Secondary DNS Server :

Secondary DNS (Optional) Fill in with IP address of secondary DNS server.

Server: MTU: 1500  (bytes) MTU default = 1500
You may need to change the Maximum Transmission Unit MAC Address :
MTU (Maximum (MTU) for optimal performance. The default value is 1500. (e o s G Ao |

Transmission Unit):

The default MAG Address is set to the Internet port's

MAC Address: physical interface MAC address on the Broadband
Houter. It is not recommended that you change
the default MAG address unless required by your
I5P. You can use the Clone Your PC's MAC
Address button to replace the Internet port's MAG
address with the MAG address of your PC.
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Section 3 - Configuration

Manual Configuration (WAN Mode)
PPPoE (Username/Password)

Choose PPPoE (Username/Password) from the My Internet Connection is drop-down menu if your ISP uses a
PPPoE connection. Your ISP will provide you with a username and password. This option is typically used for DSL
services. Make sure to remove your PPPoE software from your computer. The software is no longer needed and will
not work through a router.

Address Mode:

IP Address:

User Name:

Password:

Service Name:

Reconnect
Mode:

Maximum Idle
Time:

Select Static if your ISP assigned you the IP
address, subnet mask, gateway, and DN3
server addresses. In most cases, select
Dynamic.

Enter the IP address (Static PPPoE only).
Enter your PPPoE user name.

Enter your PPPoE password and then retype
the password in the next box.

Enter the ISP Service Name (optional).

Select either Always-on, On-Demand, or
Manual.

Enter a maximum idle time during which the
Internet connection is maintained during
inactivity. To disable this feature, enable Auto-
reconnect.

PPPOE INTERNET CONNECTION TYPE

Enter the information provided by your Internet Service Provider (ISP).

Address Mode: @ Dynamic P ) Static IP
IP Address :
Username :
Password : ssess

Verify Password : esess

Service Name : (optional)
Reconnect Mode : () Always on @ On demand © Manual
Maximum Idle Time: 5 (minutes, 0=infinite)
Primary DNS Server : (optional)
Secondary DNS Server : (optional)

MTU: 1432  (bytes) MTU default = 1492

MAC Address :

[ Clone Your PC's MAC Address ]

D-Link DIR-514 User Manual
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Section 3 - Configuration

DNS Mode: Click the Receive DNS from ISP radio button if you want to dynamically receive the DNS Server |IP addresses from your
ISP. To manually enter the DNS Server IP addresses, click the Enter DNS Manually radio button and enter the DNS Server
IP addresses in the Primary DNS Server and Secondary DNS Server fields.

MTU: Maximum Transmission Unit - You may need to change the MTU for optimal performance with your specific I5P. 1492 is
the default MTU.

MAC Address: The default MAG Address is set to the Internet port’s physical interface MAG address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC's
MAC Address buiton to replace the Internet port's MAG address with the MAG address of your Ethemnet card.
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Section 3 - Configuration

Manual Configuration (WAN Mode)
PPTP (Username/Password)

Choose PPTP (Username/Password) from the My Internet Connection is drop-down menu if your ISP uses a PPTP
connection. Your ISP will provide you with a username and password. This option is typically used for DSL services.

address, subnet mask, gateway, and DN3S

server addresses In most cases select Enter the information provided by your Internet Service Provider (ISP).
Dynamic. ] ]
Y Address Mode: @ pynamic P ) Static IP
PPTP IP Address: Enter the IP address (Static PPTF only). PPTP IP Address :
PPTP Subnet Mask :
Mask: PPTP Server IP Address :
PPTP Gateway IP Enter the Gateway IP address provided by your Username :
Address: ISP (Static PPTP only). Password : esess
) Verify Password : ssess
PPTP Server IP Entgr the Server IP provided by your ISP Reconnect Mode : © always on © O demand ©) Manual
Address: (optional). i _ o
Maximum Idle Time: 10 (minutes, 0=infinite)
Username: Enter your PPTP usemame. Primary DNS Address :
Secondary DNS Address :
Password: Enter your PPTP password and MTU: 1400  (bytes) MTU default = 1400
password in the next box.
MAC Address

Reconnect Mode: Select either Always-on, On-Demand, or | Clone Your PC's MAC Address

Manual.

Maximum ldle Enter a maximum idle time during which the
Time: Internet connection is maintained during
inactivity. To disable this feature, enable Auto-

reconnect.
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Section 3 - Configuration

DNS Servers: Enter the Primary and Secondary DNS Server Addresses (Static PPTP only).

MTU: Maximum Transmission Unit - You may need to change the MTU for optimal performance with your specific ISP. 1400 is
the default MTU.

MAC Address: The default MAC Address is set to the Intemmet port's physical interface MAGC address on the Broadband Router. It is not
recommended that you change the default MAG address unless required by your ISP. You can use the Clone Your PC's
MAC Address button to replace the Internet port's MAC address with the MAG address of your Ethemet card.
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Section 3 - Configuration

Manual Configuration (WAN Mode)

L2TP (Username/Password)

Choose L2TP (Username/Password) from the My Internet Connection is drop-down menu if your ISP uses an L2TP
connection. Your ISP will provide you with a username and password. This option is typically used for DSL services.

the IP address, subnet mask, gateway, and

DNS server addresses. In most cases select Enter the information provided by your Internet Service Provider (ISP).
Dynamic IP. i )
Address Mode: @ Dynamic P ) Static IP
L2TP IP Address: Enter the L2TP IP address supplied by your ISP L2TP IP Address :
(Static 1P only). L2TP Subnet Mask :
_ L2TP Gateway IP Address :
L2TP Subnet EntE_r the Subnet Mask supplied by your ISP L2TP Server P Address :
Mask: (Static L2TP only).
Username :
L2TP Gateway IP Enter the Gateway IP address provided by your Password : esess
Address: ISP (Static L2TP only). Verify Password : ssses
N ) Reconnect Mode : ) Alwayson @ On demand  © Manual
L2TP Server IP Enter Ihl; Server IP address provided by your Maxianam Tle Time : |10 (minutes, 0=infinte)
Address: ISP (optional). )
Primary DNS Address :
User Name: Enter your L2TP user name. Secondary DNS Address :

MTU: 1400  (bytes) MTU default = 1400
Password: Enter your L2TP password and then retype the
password in the next box. MAC Address

) l Clone Your PC's MAC Address

Reconnect Mode: Select either Always-on, On-Demand, or
Manual.
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Section 3 - Configuration

Maximum Idle Entera maximum idie time during which the Internet connection is maintained during inactivity. To disable this feature, enable
Time: Auto-reconnect.

DNS Servers: Enter the Primary and Secondary DNS Server Addresses (Static L2TP only).

MTU: Maximum Transmission Unit - You may need fo change the MTU for optimal performance with your specific ISP, 1400 is
the default MTU.

MAC Address: The default MAGC Address is set to the Intermmet port’s physical interface MAGC address on the Broadband Router. It is not
recommended that you change the default MAGC address unless required by your ISP. You can use the Clone Your PC's
MAC Address button to replace the Internet port's MAG address with the MAG address of your Ethermnet card.
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Section 3 - Gonfiguration

3G

Choose this Internet connection if you already use a SIM card for 3G Internet service from your Telecom company. The fields here may not
be necessary for your connection. The information on this page should only be used if required by your service provider. After modifying
any settings, click Save Settings to save your changes.

Account/Profile Name: Fill in a name to identify the following 3G configuration.

Enter the information provided by your Internet Service Provider (ISP).

Username: (Optional) Fill in only if requested by ISP. Dial-Up Profile : - © puto-Detection @ Manual
Country : Albania -
Password: (Optional) Fill in only if requested by ISP. 36 er: LSD:W;A =
Username : (optional)
Dialed Number: Enter the number to be dialed. Password : [sesss (optional)
Verify Password : sesss (optional)
. , . Dialed Number :
Authentication: Select PAP, CGHAP, or Auto detection. The Authentication : Auto =
default authentication method is Auio. APN : (optional)
Pin Code :
APN: (Optional) Enter the APN information. i A'“”“(;;ut';;“’u”jn‘;mg)d  Manual
Primary DNS Server :
PIN: Enter the PIN associated with your SIM card. Secondary DIS Server :

Reconnect Mode:

Maximum ldle Time:

Primary DNS Server:

Secondary DNS
Server:

Select Auto or Manual to decide whether
the routher should reconnect to your 3G
network automatically or manually.

Set the maximum time your connection can be idle
before disconnecting. Set it to 0 or choose Auto
in Reconnect Mode to disable this feature.

(Optional) Fill in if provided by your 1SP.
If not, keep the default value.

(Optional) Fill in if provided by your I5P.
If not, keep the default value.

Keep Alive :

@ Disable ) Use LCP Echo Request

D-Link DIR-514 User Manual




WIiFi HotSpot

Choose this internet connection if you already to use a wifi

hotspot to get internet access in public locations.

WIiFi Netwrok Name : public location router SSID.

Encrypt: wireless security mode for public location router.

Channel: wireless channel use for public location router.
Single(%o): wireless signal strength.

Select: join the public location router.

Use this section to configure your Internet Connection type. There are several connection types
to choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, and 3G. If you are unsure of your
connection method, please contact your Internet Service Provider.

Note: If using the PPPoE option, you wil need to remove or disable any PPPoE client software
0N your computers.

[ Save Settings ][ Don't Save Settings ]

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is  Wi-Fi HotSpot v
WI-FI NETWORK LIST
| 1] Wi-Fi Network Name Encrypt Channel Single(%) Select
1 D-Link OPEN(MNone) 1 65%
2 D-Link OPEN({None) 1 60%

D-Link DIR-514 User Manual
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Section 3 - Configuration

Wireless Settings

If you want to configure the wireless settings on your
router using the wizard, click Wireless Network Setup
Wizard and refer to “Wireless Connection Setup Wizard™
on page

Click Add Wireless Device with WPS if you want to
add a wireless device using Wi-Fi Protected Setup
(WPS) and refer to “Add Wireless Device with WPS
Wizard” on page

If you want to manually configure the wireless settings
on your router click Manual Wireless Network Setup
and refer to the next page.

There are 2 ways to setup your wireless connection. You can use the Wireless Connection Setup
wirard or you can manually configure the connection.

Please note that changes made on this section will also need to be duplicated to your
wireless clients and PC.

WIRELESS CONNECTION SETUP WIZARD

If you would like to utiize our easy to use Web-based Wizard to assist you in connecting your
Wireless Router to the Internet, click on the button below.

Wireless Connection Setup Wizard

Note:Before launching the wirard, please make sure you have folowed all steps outlined in the
Quick Instalation Guide included in the package.

ADD WIRELESS DEVICE WITH WPS(WI-FI PROTECTED SETUP) WIZARD

The wizard is designed to assist you in connecting your wireless device to your router.It wil guide
you through step-by-step instructions on how to get your wireless device connected.Click the
button below to begin.

| Add Wireless Device with WPS |

MANUAL WIRELESS CONNECTION OPTIONS

If you would like to configure the Internet settings of your Router manualy, then click on the
button below.

Manual Wireless Connection Setup ]

D-Link DIR-514 User Manual
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Section 4 - Securty

Wireless Security

To run the security wizard, click on Setup at the top and then click Launch
Wireless Security Setup Wizard.

Click Next to continue.

The following screen will show you your Pre-Shared Key to enter on your
wireless clients.

Click Save to finish the Security Wizard.

Setup Wizard

WIRELESS CONNECTION SETUP WIZARD

If you would like to utilize our easy to use Web-based Wirard to assist you in connecting your
Wireless Router to the Internet, click on the button below.

[ Wireless Connection Setup Wizard ]

Note:Before Bunching the wizard, please make sure you have followed all steps outlined in the
Quick Instalation Guide included in the package.

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

Give your network a name, using up to 32 characters.

Network Name (SSID) : dink

y Automatically assign a network key(Recommended)
To prevent outsiders from accessing your network, the router wil automatically assign a security to your
network.

= Manually assign 2 network key
Use this options if you prefer to create our own key.

Note: All D-Link wireless adapters currently support WPA.

Prev Save

SETUP COMPLETE!

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client
adapters.

Wireless Network Name dink
(ssip): M
Security Mode 2 : Auto (WPA or WPA2) - Personal
Cipher Type : TKIP and AES

Pre-Shared Key : 8beScadafb

If you selected WPA-Enterprise, the RADIUS information will be displayed. Click Save to finish the Security Wizard.

D-Link DIR-514 User Manual
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section 3 - Configuration

Enable Wireless:

Schedule:

Wireless Hetwork Name:

Manual Wireless Network Setup

Check the box to enable the wireless function. If vou do not want to use wireless,
uncheck the box to disable all the wiraless functions.

The schedule of time when the wireless sattings rules will be enabled. The schedule
may be set to Always, which will allow the particular service to always be enabled.
You can create your own times in the Tools > Schedules saction.

Service Set ldentifier (S51D) is the name of your wireless network. Create a name
using up to 32 characters. The 5510 is case-sensitive.

Enable Auto Channel 5can: The Auto Chanmel Scan setting can be selocted to allow the DIR-655 to choose the

‘Wireless Chanineal:

802.11 Mode-

(hannel Width:

Transmission Rate:

Visibility Status:

channel with the lkeast amount of interference.

Indicates the channel setting for the DIR-655. By default the channel is set to 6. The
Channel can be changed to fit the channel setting for an existing wireless network
or to customize the wireless network. If you enable Auto Channel Scan, this option
will be greyed out.

Select one of the following:

802.11g Only - Select if all of your wireless clients are 802.11g.

802.11n Only - Selact only if all of your wiredess clients are 802.1Tn

Mixed 802.11n and 802.11g - Salect if you are using a mix of 802.11n and 11qg
wireless cliants.

Select the Channel Width:

Use this section to configure the wireless settings for this device. Please note that changes made
on this section may also need to be duplicated on your wireless client.

To protect your privacy you can configure wireless security features. This decive supports three
wireless security modes including: WEP, WPA and WPA2.

[ Save Settings ][ Don't Save Settings ]

WIRELESS NETWORK SETTINGS

Enable Wireless : Always

Wireless Network Name : dink (Also called the SSID)
802.11 Mode :  Mixed 802.11n, 802.11g and 802.11b
Enable Auto Channel Scan :
Wireless Channel : | 2.412GHz -CH 1

Best (automatic) -
20/40Mbps (Auto)

Transmission Rate :
Channel Width :

Visibility Status : @ visible ) Invisible

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supparts three
wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides a higher level of security. WPA-Personal does not
require an authentication server. The WPA-Enterprise option requires an external RADIUS server.

Security Mode :  MNone -

Auto 20/40 - This is the default setting. Select if vou are using both 802.11n and non-802.11n wiraless devices.

20MHz - Saloct if vou are not using any 802.1 1n wireless clients.
40MHz - Select if using only 802.11n wireless cClients.

Seloct the transmit rate. It is strongly suggested to seloct Best (Auto) for best performance.

Select Invisible if vou do not want the 5510 of your wireless network to be broadcasted by the DIR-655. If Invisible is selected, the 5510 of the DIR-655 will not
be seon by Site Survey utilities so your wireless clients will hawve to know the 5510 of your DIR-655
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Wireless Security Mode

You can choose from several different wireless security modes. After selecting a mode, the settings for that mode will appear. After

modifying any settings, click Save Settings to save your changes.

Security Mode: You can choose from 4 different security modes.

* None: No security will be used. This setting is
not recommended.

= WEP: WEP encryption will be used. This setting
iz only recommended if your wireless devices
cannot support WPA or WPAZ.

* WPA-Personal: WPA-PSK encryption will be
used. This setting is recommended for most
users.

* WPA-Enterprise: WPA-EAP encryption will
be used. This setting iz only recommended
it you have a RADIUS authentication server.
Otherwise, WPA-Personal should be used.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides a higher level of security. WPA-Personal does not
require an authentication server. The WPA-Enterprise option requires an external RADIUS server.

Security Mode :  None -
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If you choose WEP, the following options will appear:

Authentication:
WEP Encryption:

Default WEP Key:

WEP Key:

Select whether to use Open or Shared authentication.
Select whether to use 64-bit or 128-bit encryption.

Select which WEP key (1-4) to use as the default
key. This will also change the WEP Key text box
to that WEP key for your to configure({1-4).

et the WEP key/password for your wireless network.
Based on whether you are using 64 or 128-bit encryption,
and whether you are using a HEX or ASGII key, you

will neeed to enter different numbers of characters for
your key, as indicated below the WEF Key text box.
AICI keys may use letters and numbers only, and

HEX keys may use numbers 0-9 and letters A-F only.

If you choose WP A-Personal, the following options will appear:

WPA Mode:

Cipher Type:

Network Key:

Select whether to use WPAZ2 only or WPA
only. WPA2 only is the most secure, provided
that all of your clients can support it.

Select whether to use the TKIP or AES cipher.
The AES cipher is the most secure, provided
that all of your clients can support it.

Enter the key/password you want to use for your
wireless network. The key must be 8 to 63 characters
long, and may only contain letters and numbers.

Secerity Mode | | [EIN =

WEF it the winsless encryption standard, To use € vou must enter the same keyl) nto the
rauter and the wireies siations. Far 04 bt kays ywou must enter L0 hex dipes nto 2ach key b,
Far 128 bt kays you must anter 26 hes dgits nto =ach kry boe. & hex dige B efthar g rumbeer
fram [ ko & or a kstber from A ko F. For kthe moet secure use of WEP set the authentication toe
ko “Shared Kay® when 'WEF i enabled,

Vi mery as0 enker any ted g ko WEP key boo n which cee & wil be comverted nta 2

hsadcimal kay ueng tha AS7IT vakas of tha charadors. & moedmum of 5 taet charadios cn
b anterad far &9 bic kaws, and & meedrmum af 13 chareders far 128 bE kays.

Aiitheshtation

WEP Emryption !

afault Wep Kisy

WEP Ky

p—r
st [

WP e 1 [3e]

re ]| Lzmmeenn

(5 ASCT ar 10 HEX)

S CEITng, Do | Edos etTinge

Security Mode ;| [T - |
I

Lo WAPA oF WPAD o @ R0 acheaw 2 babinoa of strang sty and bt compatibdcy. The
made uses WA for egacy chenks whils mointsining higher security with stations that ae WRAZ
capable, Ak the srongesdt opher thet the dieant sy pports vl be e, For best ssourniy, uss
WPAZ Dedy mapke, Ths maesde Lees AEFCTMF| cipfeer and bzgscy stabaore are nok glevead sooam
with WA sacurty, For mEamum compatibaty, 1ee WPA Omly. The: masie uses TEIF apher,
Some paming and kegacy devices work anky in this meade,

Ta achiewe bether wiskess performance use WIRAZ -Dely seourty mode (or n other wonds SES
apher)

WPA Fosda ! wewd only -.-'|
Cipher Typa: | Tar (=

Enker an B- to @3-chamcer aiphanumeric pess-phraee. Far pard sscurty & should be of ample
kireth aned shiwld not ba 3 comironly knd s phisee.

BbwAnek Wi | e el
[8-43 ASCI ar B4 HEX)

| _swazatre || C attrgs |
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If you choose WPA-Enterprise, the following options will appear:

WPA Mode:

Cipher Type:

RADIUS Server IP
Address:

RADIUS Server Port:

RADIUS Server Shared
Secret:

Select whether to use WPA2 only or WPA
only. WPA2 only is the most secure, provided
that all of your clients can support it.

Select whether to use the TKIP or AES cipher.
The AES cipher is the most secure, provided
that all of your clients can support it.

Enter the IP address of your RADIUS server.

Enter the port used for your BADIUS server.

Enter the Shared Secret/password
for your RADIUS server.

WIRELESS SECURITY MODE

Securtty Mode : |[CECNTEE ~ |

s WA or WA modz ko pchiews ¢ baa-oe of srang scouty ond best comprdb iy, This
meads uzes W tor legasy cloms el meivzining tigher soourty wikh shodons hat ore WRAZ
cazab s, Mo Rhe Sromgest dpher thak the dketb auppors wil Ce osod. For Dot securky, o
WrAL Onky mesde. Tk —ode uses AE5[CIH) coher and lgasy Sa0ons are NoT shosod Joess
wih Wi, ety Far masinum compabolty. so WA Only. T B mode usas TP coher.
Some gameg and kgacy disvioas work o0k in tha mods.

T2 arhieva bale wrebes s Tomano e uee WPAD ey sty oale O moother vaeds &S
anhwl,

WA Pode s [w7k1 00w

Cipher Type : | Ta° |

Wl WER smilerpmss ooamshibal, The noler s L AEF (2.1 5] Teosuol henli e emls
Wi W et AT aenaer,

TCALTEy sarser Borl & 15103

1EAJINES sesranr Shanal Sarwl o
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Wi-Fi Protected Setup

To open the Wi-Fi Protected Setup page, click Wi-Fi Protected Setup.

ADD WIRELESS DEVICE WITH WPS(WI-FI PROTECTED SETUP) WIZARD

The wizard is designed to assist you in connecting your wireless device to your router.It wil guide
yvou through step-by-step instructions on how to get your wireless device connected.Click the
button below to begin.

| Add Wireless Device with WPS |

The Wi-Fi Protected Setup page allows you fo create a wireless connection between your [wcmesomcoseme ]

Wi-Fi Protected Setup is used to easily add devices to a network using a PIN or button press.

router and a device autﬂmatiﬂa"y I:I'_lll' Slmply I:ILIShiI'Ig a button or EntEring a PIM code. Devices must support Wi-Fi Protected Setup in order to be configured by this method.

I Save Settings H Don't Save Settings ]

You can also use Windows 7 to do initial mnfiguraﬁnn of Yyour router I:l‘j' LISiI'Ig the Connect

to a network wizard in Windows, and entering the WPS PIN/AP PIN of the router when

prompted. After modifying any settings, click Save Settings to save your changes. WPS: © Enable © Disable
AP PIN : 61285842

Config Mode : Regstrar
Config Status : UNCONFIGURED Set
Config Method :  PushButton

WPS status : IDLE

D-Link DIR-514 User Manual 29



Section 3 - Gonfiguration

WPS:

AP PIN (also known as
WPS PIN):

Config Mode:

Config Status:

Config Method:

WPS Status:

Select whether you would like to enable
or disable WPS feaiures.

If you use Windows 7's Connect to a network
wizard to do initial configuration of the router, you

will need to enter the WPS PINJAP PIN into the
wizard when prompted. The factory default WPS PIN/
AP PIM is printed on a label located on the bottom

of the router. You can click the Generate New PIN
button to change it to a randomly generated PIM.

Select whether the WP S config mode should
be set to Registrar or Enrollee. In most cases,
this should be set to Registrar so that you can
use WPS to connect new wireless clients.

If this iz set to CONFIGURED, the router will be marked

a3 “already configured” to computers that try to use
WPS configuration, such as Windows 7's Connect
to a network wizard. You can click the Release
button to change the status to UNCONFIGURED
to allow for WP3S configuration of the router.

If this is set to UNCONFIGURED, you can click the
Set button to change the status to CONFIGURED
to block WPS configuration of the router.

This lets you choose whether to use the Push
Button connection method (PBG) or PIN method to
connect to a wireless client when the Trigger button
is clicked. If you choose the PIN method, you will
need to enter a B-digit PIN number that the wireless
client need to use to connect to your router.

Wi-Fi Protected Setup is used to easily add devices to 2 network using a PIN or button press.
Devices must support Wi-Fi Protected Setup in order to be configured by this method.

[ Save Settings H Don't Save Settings ]

WI-FI PROTECTED SETUP

WPS: @ Enable ' Disable

apom - 6128547

Config Mode : Registrar

Config Status : UNCONFIGURED

Config Method :  Push Button «

WPS status: IDLE

This will show the curment WPS connection process status.

Click the Trigger button to initiate a WPS connection.
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Network Settings

Thiz section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router IP Address: Enter the IP address of the router. The default 1P
address is 192.168.0.1.

ROUTER SETTINGS

Use this section to configure the internal network settings of your router. The IP address that is

configured here is the IP address that you use to access the Web-based management interface. If
. you change the IP address here, you may need to adjust your PC's network settings to access the

It you change the IP address, once you Fﬂlﬂk Apply,you | ol ok agan.

will need to enter the new IP address in your browser

to get back into the configuration utility.

Router IP Address :  192.168.0.1
Default Subnet Mask : 255.255,255.0

Default Subnei Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

DHCP Server Settings

The DIR-514 has a built-in DHCP (Dynamic Host Control Protocol) server. The DHCP server assigns IP addresses 1o devices on the
network that request them . By default, the DHCP Server is enabled on the device. The DHCP address pool contains a range of IP addresses,
which is automatically assigned to the clients on the network. After modifying any settings, click Save Settings to save your changes.

Enable DHCP Server: Select this box to enabie the DHCP server on your router.

DHCP IP Address Enter the range of IPs for the DHCP =erver 10 use to Use this section to configure the built-in DHCP server to assign IP address to the computers on your

network.
Range: assign IP addresses to devices on your network
Enable DHCP Server :
DHCP IP Address Range : 100 to 199  (addresses within the LAN subnet)

DHCP Lease Time: Enter lease time for IP address assignments, DHCP Lease Time : 1440  (minutes)
Primary WINS IP Address :
Primary WINS IP  Enter the primary WINS IP Address that Secondary WINS IP Address :

Address: will be assigned to DHGP clients

Secondary WINS IP Enter the secondary WINS IP Address that
Address: will be assigned to DHCP clients
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Virtual Server

The DIR-514 can be configured as a virtual server so that remote users accessing Web or FTP services via the public
IP address can be automatically redirected to local servers in the LAN (Local Area Network).

The DIR-514 firewall feature filters out unrecognized packets to protect
your LAN network so all computers networked with the DIR-514 are
invisible to the outside world. If you wish, you can make some of
the LAN computers accessible from the Internet by enabling Virtual
Server. Depending on the requested service, the DIR-514 redirects
the external service request to the appropriate server within the LAN
network.

The DIR-514 is also capable of port-redirection meaning incoming
traffic to a particular port may be redirected to a different port on the
server computer.

Each virtual service that is created will be listed at the bottom of the
screen in the Virtual Servers List. Pre-defined virtual services are
already listed in the table. You may use them by enabling them and
assigning the server IP to use that particular virtual service.

For a list of ports for common applications, please visit the Support
section for more information.

The Virtual Server option allows you to define a single public port on your router for redirection
to an internal LAN IP Address and Private LAN port if required. This feature is useful for hosting
online services such as FTP or Web Servers.
[ Save Settings ] [ Don't Save Settings ]
24 -- VIRTUAL SERVERS LIST
Port Traffic Type
Name Public  Protocal
Application Nam: - 1] TCP - schedule
[
IP Address Private Always
Computer Name a [
Name Public  Protocal
Application Nam: 1] TP - Schedule
[
IP Address Private Always
Computer Name a [
Name Public Protocal
Application Nam: 1] TP - Schedule
[
IP Address Private Always
Computer Name a [
Name Public  Protocal
Application Nam: 1] TP - Schedule
[
IP Address Private Always
Computer Name 0 [
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The Virtual Server feature allows you to open a single port. If you would like to open a range of ports, refer to the next
page. Configure the parameters, as described below, to create a new Virtual Server entry.

Name: Enter a name for the rule or select an application 24 —- VIRTUAL SERVERS LIST

from the drop-down menu. Select an application
and click << to populate the fields. Port  Traffic Type
Hame Public Protocal
IP Address: Enter the IP address of the computer on your Application Nam + 0 TP v schedule
local network that you want to allow the incoming O P Address Private Always
service to. If your computer is receiving an IP Computer Name 0 6
address automatically from the router (DHGF), Name public  Protocal
you computer will be listed in the “Gomputer Application Nam: 0 TCP v  echedule
Name'_' drop-down menu. Select your computer O IP Address Private Always =
and click <<. Computer Mame ] &
. Narme Public  Protocal
Public Port/ Enter the port number that you want to open next Application Nam: 0 TP v sehedule
Private Port: to Private Port and Public Port. The private and O o add : Y —
) 3 ress Private
public ports are usually the same. The private port Computer Mame o &
is the port being used by the application on the ;
. . Name Public Protocal
computer within your local network, and the public Application Nam 0 TP »  schedule
port is the port seen from the Internet side. W= - I

Protocol Type: Select TCP, UDP, or Both from the drop-down menu.

Schedule: The schedule of time when the Virtual Server Rule will be enabled. The schedule may be set to Always, which will allow the
particular service to always be enabled. You can create your own times in the Tools > Schedules section.
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work withthe DIR-514 If you need to run applications that require multiple connections,
specify the port normally associated with an application in the “Trigger Port” field, select the protocol type as TGP or
UDP, then enter the firewall (public) ports associated with the trigger port to open themn for inbound traffic.

The DIR-514 provides some predefined applications in the table on the bottom of the web page. Select the application
you want to use and enable it.

Name: Enter a name for the rule. You may select a _

pre—d efined ap pliuatiun from the dmp_d awn This option is used to open s_inglelor rmultiple ports on your _muter _wht_an the router senses data
. sent to the Internet on a 'trigger’ port or port range. Special Applications rules apply to all
menu and click <<_ computers on your internal netwark.
- . o . N ) [ Save Settings ” Don't Save Settings ]
Trigger: This is the port used to trigger the application. It
can be either a single port or a range of poris. 12 -- APPLICATION RULES
Traffic Type: Select the protocol of the trigger port (TGP, Port Trarfic schedule
UDP, or All). :
Trigger
i Name o Protocal
Firewall: This isth rt b the Internet side that O _— - pny o Pwavs v
- 15 1= Ine port number on the met side Application Name ~ »  Firewall ¥
will be used to access the application. You may 0
define a single port or a range of poris. You Tngger
., 0
can use a comma fo add multiple ports or port o Neme _ Protocal - ways ~
Application Mame ~ »  Firewall Any -
ranges. P
- Trigger
Traffic Type: Select the protocol of the firewall port (TGP, - Name 0 protocal
UDF, or .A”:I. Application Mame - Firewall Any - Lt
o]
Schedule: Selecta schedule for when the Application Rule Tager
will be enabled. If you do not see the schedule o Meme | : Protocal ey ~
B d Application Mame ~ »  Firewall Any -
you need in the list of schedules, go to the 0
Tools -= Schedules screen and create a new
schedule.
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QoS Engine

The QoS Engine improves your online gaming or streaming media experience by ensuring that your game or media traffic is prioritized
over other network traffic, such as FTP or Web. For best performance, use the Automatic Glassification option to automatically set the
priority for your applications. After modifying any settings, click Save Settings to save your changes.

QOS ENGINE SETUP

Enable Q0S5 Packet Select this box to enable the QoS feature.

Filter:

Upstream Bandwidth: Specify the maximum upstream
bandwidth here (e.g. 400 kbps).

QOS RULES

Use this section to configure QoS Engine. The QoS Engine improves your online gaming
experience by ensuring that your game traffic is prioritized over other network traffic, such as
FTP or Web. For best performance, use the Automatic Classification option to automatically set
the priority for your applications.

[ Save Settings ][ Don't Save Settings ]

Q0S5 ENGINE SETUP

QoS Packet Filter : [7] Enable

Upstream bandwidth : kbps

Local IP : Ports Remote IP : Ports QoS Priority  Schedule
High Always
High Always
High Always
High Always
High Always
High Always
High Always
High Always

Local IP : Ports: Specify the local IP address(es) and port(s) for the rule to affect.

Remote IP : Poris: Specify the remote IP address(es) and port(s) for the rule to affect.

QoS Priority: Select what priority level to use for traffic affected by the rule: Low, Normal, or High.

Schedule: Selecta schedule for when the Application Rule
will be enabled. If you do not see the schedule
you need in the list of schedules, go to the
Tools -> Schedules screen and create a new

schedule.
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Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAG addresses
from accessing the Network. You can either manually add a MAG address or select the MAG address from the list of
clients that are currently connected to the Broadband Router.

Configure MAC Selet Tum MAG Filtering Off, allow MAG addresses | MEWORKEETER .

Filtering: listed below, or deny MAG addresses listed DBIOW | gn the MAC Addres ofthe natwork sdapter, A NAC address & s imque o sssgned by the.
fraom the dmp-duwn menu. manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
network/Internet access.
MAC Address: Enter the MAG address you would like to filter. | SavesSettings | [ Don't Save Settings |
To find the MAGC address on a computer, please refer
to the Networking Basics section in this manual. Configure MAC Filtering below :
Turn MAC Filtering OFF -
DHCP Client: Select a DHGP client from the drop-down menu and MAC Address DHCP dlients
click << to copy the MAG Address from the DHGP << Computer Name Clear
client. << Computer Name Clear
<< Computer Name Clear
<< Computer Name Clear
<< Computer Name Clear
<< Computer Name Clear
<< Computer Name Clear
<< Computer Name Clear
<< Computer Name Clear
<< Computer Name Clear
<< Computer Name Clear
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Website Filters

Website Filters are used to allow you to set up a list of allowed Web sites that can be used by multiple users through
the network. To use this feature select to Allow or Deny, enter the domain or website and click Add, and then click

Save Settings. You must also select Apply Web Filter under the Access Control section.

URL Filtering: Select this box to enable URL Filtering.

URL FILTERING RULES

URL: Enter URL that you would like to block. All URLs
that begin with this URL will be blocked.

Schedule: Selecta schedule for when the Application Ruile
will be enabled, If you do not see the schedule
you need in the list of schedules, go to the
Tools -> Schedules screen and create a new
schedule.

URL Blocking will block LAN computers to connect to pre-defined Websites.

[ Save Settings ][ Dan't Save Settings ]

URL Filtering : [] Enable

WEBSITE FILTERING SETTING

URL

WEBSITE FILTERING RULES

Schedule
Always
Always
Always
Always
Always
Always
Always
Always
Always
Always
Always

Always
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Outbound Filter

Outbound Filter enables you to control what packets are allowed to be sent out to the Internet. The outbound filter applies to all outbound
packets. After modifying any settings, click Save Settings to save your changes.

OUTBOUND FILTER SETTING

Packet Filter enables you to control what packets are allowed to pass the router. Outbound fiter
applies on all outbound packets.

Outbound Filter: Select this box to Enable outbound filtering.

[ savesettings || Don'tsavesettings | |

OUTBOUND FILTER SETTING

Source IP : Ports: Specify the local IP address and then
specify the port after the colon.

Outbound Filter : [7] Enable

OUTBOUND FILTER RULES LIST

Destination IP : Poris: Specify the remote IP address and (©) Alow 2l o pass except those match the folowing rules.
Deny all to pass except those match the folowing rules.
Ihe n the pDrt a“er the CDIO n. Source IP:Ports Destination IP:Ports Schedule

Always

Schedule: Selecta schedule for when the Application Ruie

Always

will be enabled. If you do not see the schedule : ; e
you need in the list of schedules, go to the : : Aways
Tools -> Schedules screen and create a new : : Always

schedule. . : Always

Always
Always

Always

Always
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Inbound Filter:

Source IP : Poris:

Destination IP : Poris:

Schedule:

Inbound Filter

Inbound Filter enables you to control what packets are allowed to come in to your network from the Internet. The inbound filter only applies
to packets that are destined for Virtual Servers or DMZ hosts. After modifying any settings, click Save Settings to save your changes.

INBOUND FILTER SETTING
Select this box to Enable the filter.

Specify the local IP address and then
specify the port after the colon.

Specify the remote IP address and
then the port after the colon.

Select a schedule for when the Application Rule
will be enabled, If you do not see the schedule
you need in the list of schedules, go to the
Tools -> Schedules screen and create a new
schedule.
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Packet Fitter enables you to control what packets are alowed to pass the router. Inbound fitter
applies on packets that destined to Virtual Servers or DMZ host only.

[ Save Settings ][ Don't Save Settings ]

INBOUND FILTER SETTING

Inbound Filter : [ Enable

INBOUND FILTER RULES LIST

@) Allow all to pass except those match the following rules.
Deny all to pass except those match the following rules.
Source IP:Ports Destination IP:Ports Schedule
Always
Always
Always
Always
Always
Always
Always
Always

Always
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Transmit Power:

WLAN Partition:

WMM Enable:

Short Gl:

Advanced Wireless Settings

Set the transmit power of the antennas.

Enabla this option to prevent associated wiraless cliants from
communicating with each other.

WMM is Qo5 for your wireless network. This will improve
the quality of video and vwoice applications for your wireless
clients.

Check this box to reduce the guard interval time therefore
increasing the data capacity. However, it's less reliable and
may craate higher data loss.

HT20/ 40 Mhz Select to Enable or Disable this feature.

Coexistence:

If you are not familiar with these Advanced Wireless settings, please read the help section before
attempting to modify these settings.

[ Sawe Settings ” Don't Save Settings ]

ADVANCED WIRELESS SETTINGS

Transmit Power : High -
WLAN Partition : []
WMM Enable :
Short GI :
HT20/40 Coexistence : @ Enable ' Disable
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