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Package Contents

p82dVUP*

Jess

wirevPN power

Contents of Package:

B D-Link AirPlus G+ DI-824VUP+ High-Speed Enhanced
2.4GHz Wireless VPN Router

B Power Adapter - 5V DC/2.5A
B ManualonCD
B Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included with the
DI-824VUP+ will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements For Configuration:
B Ethernet-Based Cable or DSL Modem

B Computer with Windows, Macintosh, or Linux-based
operating system with an installed Ethernet adapter

B Internet Explorer version 6.0 or Netscape Navigator
version 6.0 and above, with JavaScript enabled



Introduction

The D-Link AirPlus G+ DI-824VUP+ Wireless Broadband Router is an enhanced
802.11b high-performance, wireless router with a printer port. It is an ideal way
to extend the reach and number of computers connected to your wireless
network.

Unlike most 802.11g routers, the DI-824VUP+ is capable of data transfer speeds
up to 54 Mbps (compared to the standard 11 Mbps) when used with other D-
Link AirPlus Xtreme G products such as the DWL-G650 and DWL-G520 Wireless
Adapters.

After completing the steps outlined in the Quick Installation Guide (included in
your package) you will have the ability to share information and resources, as
well as share a printer wirelessly on your network.

The DI-824VUP+ is compatible with most popular operating systems, including
Macintosh, Linux and Windows, and can be integrated into a large network.
This Manual is designed to help you connect the Router and D-Link AirPlus
2.4GHz Wireless Adapters into a network in Infrastructure mode. Please take a
look at the Getting Started section in this manual to see an example of an
Infrastructure network using the DI-824VUP+.



Connections

COM port is the connection
to another COM port or back-
up dial-up modem.

All ports (both LAN and WAN)
auto-sense cable types to
accomodate straight-through or
cross-over cable.

The LPT port or USB port is
used to connect to your local
printer.

LAN ports provide
connections to Ethernet-
enabled devices.

Pressing the
Reset Button
restores the
router to its
original factory
default settings.

Receptor
for the
Power

Features & Benefits

UPNP supported

Cable or DSL modem.

WAN port is the connection
for the Ethernet cable to the

Adapter.

Supports VPN pass-through, providing added security

Advanced Firewall features for added network security

Wireless connection of up to 54Mbps
Web-based interface for Management

Access Control to manage users on the network

Stronger network security with 256-bit encryption

Printer port enables connection to a network printer

Connects multiple computers to an Ethernet Broadband (Cable or DSL)
modem to share the Internet connection

DHCP server support enables all networked computers to automatically
receive IP addresses

Maximum reliability, throughput and connectivity with automatic data rate
switching

WAN and LAN ports auto detect cable types (straight-through or cross-over)

Note: Please refer to the Resetting the DI-824VUP+ to the Factory
Defualt Settings section in this manual for instructions on how to use

the Reset button.




LEDS

LED stands for Light-Emitting Diode. The DI-824VUP+ has the following
LEDs as described below:

LED LED Activity

Power A steady light indicates
a connection to a power source

A solid light indicates connection on the
WAN WAN port. This LED blinks during data
transmission

Flashes once per second to indicate the

Status o .
unit is working properly
COM A steady light indicates a connection to COM
port or back-up dial-up modem
A steady light indicates a connection to a USB
USB .
device
LPT A steady light indicates a connection to a

parallel printer port

A blinking light indicates that the wireless
WLAN segment is ready. This LED blinks during
wireless data transmission.

LOCAL A solid light indicates a connection to an
NETWORK Ethernet-enabled computer on ports 1-4. This
(Ports 1-4) LED blinks during data transmission.

Wireless Basics

D-Link AirPlus wireless products are based on industry standards to provide easy-to-use
and compatible high-speed wireless connectivity within your home, business, or public
access wireless networks. Strictly adhering to the IEEE standard, the D-Link AirPlus
wireless family of products will allow you to securely access the data you want, when
and where you want it. You will be able to enjoy the freedom that wireless networking
delivers.

Awireless local area network (WLAN) is a cellular computer network that transmits and
receives data with radio signals instead of wires. Wireless LANs are used increasingly
in both home and office environments, and public areas such as airports, coffee shops,
and universities. Innovative ways to utilize WLAN technology are helping people to work
and communicate more efficiently. Increased mobility and the absence of cabling and
other fixed infrastructure have proven to be beneficial for many users.



Wireless Basics

Wireless users can use the same applications they use on a wired network.
Wireless adapter cards used on laptop and desktop systems support the same
protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to
link to a conventional Ethernet LAN in order to use servers, printers, or an Internet
connection supplied through the wired LAN. A Wireless Router is a device used
to provide this link.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any
location within the operating range of the WLAN. Management decisions based
on real-time information can significantly improve worker efficiency.

Low Implementation Costs - WLANs (Wireless Local Area Networks) are
easy to set up, manage, change, and relocate. Networks that frequently change,
both physically and logically, can benefit from WLANs ease of implementation.
WLANSs can operate in locations where installation of wiring may be impractical.

Installation Speed and Simplicity - Installing a wireless LAN system can
be fast, easy, and can eliminate the need to pull cable through walls and ceilings.

Network Expansion - Wireless technology allows the network to go where
wires cannot.

Scalability - Wireless Local Area Networks (WLANSs) can be configured in a
variety of topologies to meet the needs of specific applications or existing
infrastructure. Configurations are easily changed and range from peer-to-peer
networks suitable for a small number of users to larger infrastructure networks
to accommodate hundreds or thousands of users, depending on the number of
wireless devices deployed.



Wireless Basics

The DI-824VUP+ is compatible with other D-Link AirPlus Xtreme G 802.11g
products, which include:

¢ Enhanced 2.4GHz Wireless Cardbus Adapters used with laptop
computers (DWL-G650)

¢ Enhanced 2.4GHz Wireless PCI cards used with desktop computers
(DWL-G520)

Standards-Based Technology

Based on the IEEE 802.11g standard, the DI-824VUP+ is interoperable with
existing compatible 2.4GHz wireless technology with data transfer speeds of
up to 54Mbps (with the D-Link AirPlus family of wireless devices,) as well as
standard 802.11b technology ( the D-Link Air family of wireless devices), with
speeds of up to 11Mbps.

Installation Considerations

The D-Link AirPlus G+ DI-824VUP+ lets you access your network, using a
wireless connection, from virtually anywhere. Keep in mind, however, that the
number, thickness, and location of walls, ceilings, or other objects that the
wireless signals must pass through may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise
in your home or business. The key to maximizing wireless range is to follow
these basic guidelines:

1. Keep the number of walls and ceilings between the DI-824VUP+ and
your receiving device (e.g., the DWL-G650) to a minimum-each wall or
ceiling can reduce your D-Link AirPlus wireless product’s range from 3-90
feet (1-30 meters.) Position your receiving devices so that the number of
walls or ceilings is minimized.

2. Be aware of the direct line between routers and computers. A wall that is
1.5 feet thick (.5 meters), at a 45-degree angle appears to be almost 3 feet
(1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick!
Try to make sure that devices are positioned so that the signal will travel
straight through a wall or ceiling for better reception.

3. Building Materials make a difference - a solid metal door or aluminum
studs may have a negative effect on range. Try to position wireless
devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate RF noise.



Getting Started

With its default settings, the DI-824VUP+ will connect with
other D-Link Air or AirPlus products, right out of the box.

With a single IP Address from your Broadband Internet Service provider you
can share the Internet with all the computers on your local network, without
sacrificing speed or security, using D-Link Air networking products.

4 IP ADDRESS )

Note: If you are using a DHCP-capable router in your network setup, such
as the DI-824VUP+, you will not need to assign a static IP Address.

If you need to assign IP Addresses to the computers on the network, please
remember that the IP Address for each computer must be in the same
IP Address range as all the computers in the network, and the Subnet
Mask must be exactly the same for all the computers in the network.

For example: If the first computer is assigned an IP Address of 192.168.0.2
with a Subnet Mask of 255.255.255.0, then the second computer can be
assigned an IP Address of 192.168.0.3 with a Subnet Mask of 255.255.255.0,
etc.

IMPORTANT: If computers or other devices are assigned the same IP
Address, one or more of the devices may not function properly on
the network.

\_ J

An Infrastructure wireless network contains an Access Point. The
Infrastructure Network example, shown here, contains the following D-Link
network devices:

A wireless Broadband Router -
D-Link AirPlus G+ DI-824VUP+
A laptop computer with a wireless adapter -
D-Link AirPlus Xtreme G DWL-G650
A desktop computer with a wireless adapter -
D-Link AirPlus Xtreme G DWL-G520
A Cable modem -
D-Link DCM-201



Getting Started

Please refer to the following
sections of this manual for @ : Internet
additional information about

setting up a network:

Troubleshooting - learn
how to check for common
installation issues and other
tips for troubleshooting.

Backup

Networking Basics - learn Dial-up Modem —
how to check and assign - -
your IP Address; share

printers and files. @

Using the Configuration
Menu - learn the settings for
the DI-824VUP+, using the
web-based interface. Desktop PC or Laptop

DRgosyups  Lrnlel

ol 4 -
- Computer 3
Computer 1 Desktop P or Laptop

(Wireless Adapter Required)

Computer 2
Desktop PC or Laptop
(Wireless Adapter Required)

Please remember that D-Link AirPlus wireless devices are pre-configured to connect
together, right out of the box, with their default settings.

For a typical wireless setup at home (as shown above), please do the
following:

1
(2

3
5

You will need broadband Internet access (a Cable or DSL subscription line into
your home or office).

Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-824VUP+ wireless broadband router
(See the Quick Installation Guide included with the DI-824VUP+.)

If you are connecting a desktop computer to your network, you can install the
D-Link AirPlus Xtreme G DWL-G520 wireless PCl adapter into an available PCI
slot. (See the Quick Installation Guide included with the DWL-G520.)

If you are connecting a laptop computer to your network, install the drivers for
the wireless cardbus adapter (e.g., D-Link AirPlus Xtreme G DWL-G650) into a
laptop computer.(See the Quick Installation Guide included with the DWL-G650.)
(See the Quick Installation Guide included with the DWL-650+.)

Connect your printer to the printer port on the DI-824VUP+. Please refer to
the quick installation guide for loading the print server software.
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Using the Configuration Menu

Whenever you want to configure your network or the DI-824VUP+, you can access the
Configuration Menu by opening the web-browser and typing in the IP Address of the

DI-824VUP+. The DI-824VUP+ default IP Address is shown below:

Open the web browser
Type in the IP Address of
the DI-824VUP+

File

o Back -

Edit

address | €] http://192.168.0.1

View Favorites  Tools  Help

BREEAD

Note: if you have changed the default IP Address assigned to the DI-824VUP+, make sure

to enter the correct IP Address.

The factory default User name is admin and the default
Password is blank (empty). It is recommended that you
change the admin password for security purposes. Please
refer to Tools > Admin to change the admin password.

Home > Wizard
D-Link

AaPlus G+
High-Speed 2.4GHz Wireless VPN Router

- UL U Advanced  Tools Status Help
v The DISZ4VUP+ is an Ethernet Wireless VPN Router |deal for home
netwarking and small business networking. The setup wizard will guide
you to configure the DI-S24VUP+ to connact to your ISP (Internet Service
Wizard Providar), The DIS24VUP+'s sasy sutup will allow you te have Internet
access within minutes. Flease follow the setup wizard step by step to
[re—— configurs the DI-S24VUP+,
il
Fun Wizard
LAN
=l b
VPN

2

DI-8244UP+
User name:

Password:

Connect to 192.168.0.1

v

adrin

L ]

[CJremember my password

Clicking Apply will save changes made to the page.

Apply

Cancel

,,.3 Clicking Cancel will clear changes made to the page.

The Home>Wizard screen will
appear. Please refer to the
Quick Installation Guide for
more information regarding the
Setup Wizard.

o Clicking Help will bring up helpful information regarding the page.

Help

@ Clicking Restart will restart the router. (Necessary for some changes.)

Restart

11



Using the Configuration Menu

Home > Wireless

w _AirPlus G+ <l W _AmirPlus G+ .
High-Spead 2.4GHz Wireless VPN Router High-Speed 2.4GHz Wireless VPN Router

SSID

Channel

WEP

Home [[TITTETE R FEH Statun Holp

wmegs for e AP{ACCRES Point) portion

WEP Encryption

Keys 1-4

64-bit
128-bit
256-bit

LD B Advanced  Tools Status Help

These are e wiless eE0gs S e APPCCRLE Pt poron

<<<<<

o

(AR

default is the default setting. All devices on the network must
share the same SSID. If you change the default setting, the SSID
may be up to 32 characters long.

6 is the default channel. All devices on the network must share
the same channel.

Click Enabled or Disabled (default).

Select the level of encryption desired: 64, 128, or 256-bit.
Requires 10 digits

Requires 26 digits

Requires 58 digits

Input up to 4 WEP keys using Hexadecimal format; select the
one you wish to use.

Hexadecimal digits consist of the numbers 0-9 and the letters A-F.

WEP (Wired Equivalent Privacy) If you enable encryption on the
DI-824VUP+, make sure to also enable encryption on all 802.11b wireless

clients, or wireless connection will not be established.

12



Using the Configuration Menu

Home > Wireless

Metwork ID{SSI0)
Channel
Security
Wireless
' wan BO2.1X Settings

Encryption Key Length
RADIS Server IP
RADILIS port

RADIS Shared Key

Home [UIFTTEH Tools Status Help

r =less settings for the AP{Access Point) portion

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

[eets
=
W =

& B4 bits
128 bits.

F.U.IJ o
ez
—

High-Speed 2.4GHz Wireless VPN Router

Home [CIELETCREECTIEY Status Help
I Wiralass Semings
v The: & the wareless settngs lor the AP(Access Pont) portion
Network ID[SSI0) defaus
Channel B =
Security WHAFEK ¥
Hey Mode AECH =]
Preshare Hey
Apply Cancel Help

Wirel

Nefwork ID{SSI0)
Channel

Security

502 1% Settings
RADIUS Server IP
RADIUS port

These are the wireless settings for the AP[Access Paint) partion

RADIUS Shared Key I

_AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

LT Tl Advanced  Tools Status Help

Idn!:ull

Ib —I

WA -
ﬁ ooo

[z
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802.1x

The 802.1x is an authentication method which is designed to
compliment the existing WEP encryption. During the authentication
process, the server verifies the identity of the client attempting to
connect to the network. With the proper client account and encryption
key, access to the network is granted. Unfamiliar encryption key or
clients are denied from accessing the wireless network. This feature
will help safe guard a Local Area Network (LAN) from unwanted visitors.

To take the full advantage of the 802.1x in DI-824VUP+, all of the
wireless devices on your network must be 802.1x compatible and
must have the 802.11x feature enabled to communicate with the
router. (Note: Windows 2000 users will find a few downloads to
enable 802.1x clients on the Microsoft website.)

Encryption Key Selection for Encryption Key

* Dynamic Keying is a
technique for changing
the WEP Key used
between the supplicant
(wireless client) and the
access point.

- 64 bits - This will generate a 10 digit Dynamic Key value for
encryption.

- 128 bits - This will generate a 26 digit Dynamic Key value for
encryption.

- 256bits - This will generate a 58 digit Dynamic Key value for
encryption.

- Lifetime - Select the period of time before a new Dynamic Key
is generated.

RADIUS Server Enterthe IP address and port number of the RADIUS server that

will be used as the 802.1x authenticator. Enter the secret key that
has also been entered into the RADIUS server’s configuration.

14



Using the Configuration Menu

Home > WAN
D-Link

Bulwdmyg Networks for People

m—azwum'

=
=l

Wizard

Wireless

WAN

DHCP

[l

VPN

Choose WAN Type

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [CUENCETNEE YT Status | Help

=

Please select the appropriate option to connect to your ISP

& Dynamic IP Address  Choose this option to ohtain an IP address
autormatically from your ISP. (Far most Cahble
modem users)

¢ Static IP Address Choose this option to set static IP information
provided to vou by your [SP

 PFPoE Choose this option if your ISP uses PPPoE. (Far
most DSL users)

¢ Dial-up Network To surf the Internet via PSTNASDN.

 Others PPTP , L2TP and BigPond Cable

Host Name [ (Optional)

MAC Address IF_'?_ IF_I?_ 'F_I?

Clone MAC Address |

Primary DNS Address 0.0.0.0
Secaondary DNS Address  |0.0.0.0

MTU 1500
Auto-recannect @ Enabled © Disabled
Auto-backup ¢ Enabled & Disabled

WAN stands for Wide Area Network. In this case WAN represents the mode in which
your ISP connects to the Internet. If you are uncertain, please ask your ISP which of the

following represents your connection mode to the Internet:

Dynamic
IP Address

Static IP Address
PPP over Ethernet

Dial-up Network

Others
PPTP

Big Pond Cable

Obtain an IP address from your ISP automatically (mainly for
Cable users).

Your ISP assigns you a Static IP Address.

Some ISPs require the use of PPPOE to connect to their
services (mainly for DSL users).

Dial-up users can select this option to connect to their ISP
through an analog dial-up modem if broadband connectivity
is unavailable.

For use in Europe only.

For use in Australia only.

15



Using the Configuration Menu
Home >WAN > Dynamic IP Address

D-Link

Bulwmyg Networks for People

m—azwuwl

s
|

Wizard

Wireless

WAN

DHCP

CE

VPN

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

S Advanced | Tools Status | Help

ngs

Please select the appropriate option to connect to your ISP

@& Dynamic IP Address  Choose this option to obtain an IP address
autamatically from yaour ISP. (For most Cahle
modem users)

 Static IP Address Choose this aption to set static IP information
provided to you by your ISP

« PFPoE Choose this aption if your ISP uses PPPoE. (Faor
most DSL users)

¢ Dial-up MNetwork To surf the Internet via PSTHASDON.

¢« Others PPTP , L2TP and BigFond Cable

Dynamic IP Address

Host Name | (Ciptional)

MAC Address FFFF _[FF JFF _[FF  JFF

Clone MAC Address

Primary DMNS Address 0.0.0.0
Secondary DNS Address 0000

WL 1500
Auto-recannect & Enabled ¢ Disabled
Auto-backup © Enabled & Disabled

Most Cable modem users will select this option to obtain an IP Address automatically
from their ISP (Internet Service Provider).

Host Name

Renew IP Forever

MAC Address

Clone
MAC Address

This is optional, but may be required by some ISPs. The host
name is the device name of the Router.

Enable this feature to allow the router to automatically recon-
nect to the ISP if the connection drops.

The default MAC Address is set to the WAN’s physical inter-
face MAC address on the Router.

This feature will copy the MAC address of the Ethernet card,
and replace the WAN MAC address of the Router with this
Ethernet card MAC address. It is not recommended that you
change the default MAC address unless required by your ISP.

16



Using the Configuration Menu

Home > WAN > Static IP Address

D-Link

Bulkimg Netwarks or Peopie

Dl—az4vup+]

Wizard

Wireless

0L

WAN
LAN

DHCP

i

VPN

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Advanced Tools Status Help

Home

Please select the appropriate option to connect to your ISP

¢« Dynamic IP Address  Choose this option to obtain an IP address
autarmatically from your ISP, (Far maost Cahle
rnoderm users)

Choose this option to set static IP information
provided to you by your ISP

@ Static IP Address

« PPFPoE Choose this option if your ISP uses PPPoE. (For
most DSL users)
To surf the Internet via PSTNASON

PPTP , LZTF and BigPond Cable.

« Dial-up Metwark
« Cthers

IP Address 00.00
255,256 265.0

0.0.0.0

Subnet Mask

ISP Gateway Address
Frimary DNS Address W
Secondary DNS Address W
MTU EC

Auto-backup € Enahled & Disabled

@ O 0

If you use a Static IP Address, you will input information here that your ISP has provided

to you.

WAN IP Address

WAN Subnet Mask

WAN Gateway

Primary DNS

Secondary DNS

MTU

Auto-backup

Input the IP Address provided by your ISP.
Input the Subnet Mask provided by your ISP.
Input the Gateway address provided by your ISP.

Input the primary DNS address provided by your ISP.

(Optional) Input the Secondary DNS address provided by your
ISP.

Maximum Transmission Unit; default is 1500; you may need to

change the MTU to conform to your ISP.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.

17



Using the Configuration Menu

Home > WAN > PPPoE

Most DSL users will
select this option to
obtain an IP address
automatically from
their ISP through the
use of PPPOE.

User Name
Password
Service Name

IP Address

Primary DNS

Secondary DNS

Maximum
Idle Time

MTU

Auto-reconnect

Auto-backup

W AirPlus G+ .
High-Speed 2.4GHz Wirelass VPN Router

Home [LUUELT-CT RIS T Status Help
m—nzavupci

JAN Settings
Flease select the approprate option (o connect i your IS

© Dynarmc IF &ddress Choose ths oplion Lo obtan an IF address
autormaticaly from your ISP, (For most Cable
moderm users)

« Satic P Address Chanze thiz nptinn to 2et static IP information

il

Wireless pravided to you by your ISP
& PPPoE Chanse this aption if your 157 uses PPPoFE (For
mnst D50 users)
 Dhalup Nebwork Tosurf the Intemet via PSTRASON
« Others PPTP | L2TF and BigPond Cahle
LAN
T . . .
& Cymamic PPPoE © Static PPPoE
Lser Marmne
VPN
Password Im
Retpe Passwennd Im
Servdice Mame I [Opbional)
IF Address f

Frirmary OMS Address I
Secondary DNS Address |
Maxirurn Idle Time 'I Minutes

Your PPPoE username provided by your ISP.

Your PPPoE password provided by your ISP.

(Optional) Check with your ISP for more information if they
require the use of service name.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

You will get the DNS IP automatically from your ISP but you
may enter a specific DNS address that you want to use instead.

(Optional) Input the secondary DNS address.

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Maximum Transmission Unit; default is 1492; you may need to
change the MTU to conform to your ISP.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.

18



Using the Configuration Menu
Home > WAN > Dial-up Network

Most Dial-up users will
select this option to con-
nect to their ISP through
an analog dial-up modem.
This feature can be used
as a back-up when your
broadband connectivity is
unavailable.

Dial-up Telephone
Dial-up Account
Dial-up Password

Primary DNS/
Seconday DNS

Assigned
IP Address

Extra Settings

Maximum Idle Time

Baud Rate

Auto-reconnect

D-Link

Bulimg Networks for People

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
LT Ul Advanced | Tools Status Help

nl—sz4VUP+|

oo |
o

Please select the appropriate option to connect to your ISP

¢ Dynamic IP Address  Choose this option to olitain an IP address
automatically from your ISP (Far maost Cahle

i modem users)

© Static IP Address Chaose this option to set static IP infarmation
Wireless provided to you by your ISP
 PPFPoE Choose this option if your ISP uses PPPoE. (For
ey most DSL users)
& Dial-up Metwork To surf the Internet via PSTNASDON
« QOthers PPTP , L2TF and BigPond Cable

LA

DHCP Dial-up Telephone l—
Dial-up Account l—
Dial-up Password lmi
Retype Passwiord l”*"““"*—

LE

VPN

Primary DNS poon
Secandary DNS 0.0.0.0

Assigned IP Address W (Optional)
Extra Settings

Maximurn Idle Time o Minutes

Telephone number to connect to your ISP

Username provided by your ISP

Password provided by your ISP

If the settings are configured as “0.0.0.0,” they will be auto-
matically assigned upon connection.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

This setting is used to optimize the communication quality
between the ISP and your analog dial-up modem. (Initializa-
tion string) - optional.

Enter a maximum idle time during which Internet connection
is maintained during inactivity. To disable this feature, en-
able Auto-reconnect.

The communication speed between the DI-824VUP+ and your
modem.

If enabled, the Broadband Router will automatically connect
to your ISP after your system is restarted or if the connection
is dropped.

19



Using the Configuration Menu

Home > WAN > Others > PPTP

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [LUCUETTCL RSN 710 Status Help

m—az-tvup-»l

=

Please select the appropriate option to connect to your ISP

© Dynamic IP Address  Choose this option ta ohtain an IP address
automatically from your ISP. (For most Cable

Ll ot madem users)

¢ Static IP Address Choose this option to set static IP information
Wireless provided o you by your ISP
 PPPoE Choose this option if your ISP uses PPPoE. (For
] most DSL users)
 Dial-up MNetwork To surf the Internet via PSTHNASDN.
el & Cthers PPTP , L2TP and BigPond Cable
LAN
& PPTP (for Europe use only)
(ol for specific ISPs use onk
© BigPond Cable (for Australia use only)
VPN
My |P Address 0.0.0.0

My Subnet Mask IW
Server P Address lﬁ
FPTP Account l—
FPTP Password l’””’””—
Retype Password lmi

Point-to-Point Tunneling Protocol (PPTP) is a WAN connection used in Europe.

My IP Address

My Subnet Mask

Enter the IP Address.

Enter the Subnet Mask.

Server |IP Address Enterthe Server IP Address.

PPTP Account
PPTP Password
Connection 1D

Maximum
Idle Time

Auto-reconnect

Auto-backup

Enter the PPTP account name.
Enter the PPTP password.

(Optional) Enter the connection ID if required by your ISP.

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet
using a dial-up service if your broadband connection becomes
unavailable. A subscription to a dial-up service is required for
the auto-backup to work.
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Using the Configuration Menu
Home > WAN > Others > L2TP

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [0 VFL0E0 Tools Status Help
" Flease select the appropriate option to connect to your ISP
© Dynamic IP Address  Choose this option to obtain an IP address
 p——— autornabically from your ISP, (For most Cable
P modem users)
© Static P Address Choose this option to sef static IP information
provided to you by your ISP
© PPPoE Choose this option if your ISP uses PPPoE. (For
most DSL users)
¢ Dialup Mebeork To surf the Internet via PSTNASDN
& Others FPTF , LITF and BwgPond Cable
© PRTP {tor Europe use only)
& L specific K5Ps p
LITP {for specific I5Ps use only)
© EgPond Cable {for Australia use onity)
VPN e
€ Cynamic IP & Static IP
P Address ﬁDDO
Subnet Mask Eb 25.2550
Wan Gatewsy [P ' ooo
Server IP oo
LITP Account I

Layer 2 Tunneling Protocol(L2TP) is a WAN connenction used in Israel.

IP Address
Subnet Mask
Server IP

L2TP Account
L2TP password
Retype Password

Maximum ldle
Time

Auto-Reconnect

IP address provided by your ISP.
Subnet mask provided by your ISP.
IP Address of LNS provided by your ISP.

Your L2TP username provided by your ISP.
Your L2TP password provided by your ISP.

Re-enter L2TP password.

Set it to zero or enable Auto-reconnect to disable this feature. If
Auto-reconnect is enabled, this product will automatically con-
nect to the ISP after the router is restarted or connection is
dropped.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is

dropped.
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Using the Conf

Home > WAN > Others > BigPond Cable

D-Link

Bulamg NCIworks 1o Peopie

m—szwum]

one
s

Wizard

Wireless

WAN

DHCP

CE

VPN

Dynamic IP Address for

User Name

Password

Login Server IP

Auto-reconnect

Auto-backup

iguration Menu

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
LT IR Advanced | Tools Status Help

Please select the appropriate option to connect to your ISP

 Dynamic IP Address  Choose this option to ohtain an IP address
autamatically from your ISP, (For mast Cable
modem users)

¢ Static IP Address Choose this option to set static IP information
provided to you by your ISP
 PPPoE Choose this option if your ISP uses PPPoE. (For
most DSL users)
« Dial-up Network To surf the Internet via PSTNASDMN
& Others PPTP , L2TP and BigFond Cahble
© PPTP (for Europe use only)
& L2TP (for specific ISPs use anly)

& BigPond Cahle (for Australia use only)

User Name l—
Fassword l’”’”””—

Retype Passward l“"‘"“"“""*—

Login Server IP l— (Optional)
Auto-reconnect @ Enabled ¢ Disabled
Auto-backup  Enabled & Disahled

BigPond is a WAN connection used in Australia.

Enter in the user name for the BigPond account.

Enter the password for the BigPond account.

(Optional) Enter the Login Server IP if required.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.
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Using the Configuration Menu
Home > LAN

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [UCIUELTET BE p.T E Status Help
m—szwuml -
LAN Settings
The IFP address of the DI-324v1LIP+.
IP Address |192.168.D.1
Wizard Subnet Mask |255.255.255.D

Domain Name |

Wireless

@ 9O

WAN Apply Cancel Help

e
i
s
—

DHCP

L

VPN

LAN s short for Local Area Network. This is considered your internal network. These are
the IP settings of the LAN interface for the DI-824VUP+. These settings may be referred
to as Private settings. You may change the LAN IP address if needed. The LAN IP ad-
dress is private to your internal network and cannot be seen on the Internet.

IP Address The IP address of the LAN interface.
The default IP addressis: 192.168.0.1.
Subnet Mask The subnet mask of the LAN interface.

The default subnet mask is 255.255.255.0.

Domain Name (Optional) The name of your local domain.
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Using the Configuration Menu
Home > DHCP

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [CIETLI-L RS T F Status Help
m—suvuw]
oy S ] The DI-824VIUP+ can be setup as a DHCP Server to distribute IP addresses to
%/ the LAN network,
DHCF Server @ Enabled ¢ Disabled
Starting IP Address 192.168.0J100
Ending IP Address 192 169.0 199
Lease Time 1WEEK [+
WAN
LAN Static DHCP is used to allow DHCP server to assign same IP to specific MAC
address
RHER € Enabled ¢ Disabled
POVeN Name |
IP Address 192 168.0
MAC Address . - H L ]
DHCP Client [~ select one - =] _Clone
Apply Cancel Help

DHCP stands for Dynamic Host Control Protocol. The DI-824VUP+ has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-824VUP+. The DHCP Server will automatically allocate an unused IP address from
the IP address pool to the requesting computer. You must specify the starting and

ending address of the IP address pool.
DHCP Server Enable or disable the DHCP service.

Starting IP Address The starting IP address for the DHCP server’s IP assignment.

Ending IP Address The ending IP address for the DHCP server’s IP assignment.

Lease Time The length of time for the DHCP lease.

Static DHCP Used to allow the DHCP server to assign the same IP adress to a
specific MAC address. Enter the name, IP address, and MAC
address into the fields. Select which DHCP client to clone.

DHCP Clients List Liststhe DHCP clients connected to the DI-824VUP+. Click Re-
fresh to update the list. The table will show the Host Name, IP
Address, and MAC Address of the DHCP client computer.
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Using the Configuration Menu
Home > VPN Settings

VPN Settings are settings
that are used to create
virtual private tunnels to

D-Link

BUINIINg Networks for Peopie

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

Ad d Hel
remote VPN gateways. The  or-ezevues fome 1 1 —
tunnel technology supports = g :
data confidentiality, data - . [0 [ SEHing

. . . . nable
origin, authentication, and gyl NEEIOS broateast " Enable
data integrity of network = Max. number of tunnels -
information by utilizing
. — [v] Tunnel Name Method
encapsulation protocols, wan . — e e
encryption algorithms, and (e 2 [ =] [Mare
hashing algorithms. 3 WE =] Mois
- 4  — =] M
5 IKE ~ | More
VPN
Previous page MNext page
Dynarmic VPN Settings. | Lo Server Satiing |
PPTP Server Setting [ viewven staws. |
@ 9 O
Apply Cancel Help

VPN Click Enable to enable VPN tunnels. When you are not
using the VPN feature, it is best to keep VPN disabled.

NetBIOS broadcast Enable this to allow NetBIOS braodcast over the VPN
tunnels.

Max. number of Select the maximum number of allowable tunnels.
tunnels

Tunnel Name Create a name for the tunnel.

Method IPSec VPN supports two kinds of key-obtained methods:
manual key and automatic key exchange. Manual key
approach indicates that the two endpoint VPN gateways
require setting up authentication and encryption key by
the Administrator manually. However, IKE approach will
perform automatic Internet key exchange. Admins of both
endpoint gateways will only need to set the same
pre-shared key.

More For more in depth configuration to adjust manual key or IKE
method settings, click More.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method >IKE

D-Link

BUIKING NEWOrKs 107 Peopie

o|—324VUP+|

&
o
]
p—

Wizard
Wireless
WAN

LAN

DHCP

i

VPN

Tunnel Name

Aggressive Mode
Local Subnet
Local Netmask
Remote Subnet
Remote Netmask
Remote Gateway

Preshared Key

IKE Proposal index

IPSec Proposal
index

ArPlus G+

High-Speed 2.4GHz Wireless VPN Router

Home [LUVETLI-0 Tools Status Help
Item Setting
Tunnel Name l—
Aggressive Mode I~ Enahle
Local Subnet |nmn—
Local Metmask W
Remote Subnet W
Remote Metmask W
Remote Gateway |
Preshare Key l—
IKE Proposal index Select IKE Proposal
IPSec Proposal index Select IPSec Proposal |
B?d& gly Cﬁel E?n:

Current tunnel name.
Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway'’s local network. It can be a
host, a partial subnet or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway'’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN IP address of remote VPN gateway.

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE proposals
and select from the set of IKE proposals for the tunnel.

Click the button to setup a set of frequent-used IPSec proposals
and select from the set of IKE proposals for the tunnel.

26



Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

D-Link

BUIMIG NETwOrks Jor Peopie

Dl—sz-wup-r]

Wizard

Wireless

0 ¢

WAN

LAN

DHCP

i

VPN

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [UVETET Tools Status Help
Item Setting
IKE Proposal index - Empty -
Remaove
D Name . DHGmm G Serwm Tme  Um
1 [Group 1 =] [30ES =] [sHat=] |0 [Sec. =]
2 [Group 1 =] [30ES=] [smat=] |0 [See. =]
3 [Group 1 =] [30ES =] [shat=] |0 [See. =]
4 [Group 1 =] [30ES =] [shat=] |0 [See. =]
5| [Group 1 =] [30ES =] [smat=] o [See. =]
6 [ [Group 1 =] [30ES =] [smar=] o [Sec. =]
7 [Group 1 =] [30ES =] [smar=] o [Sec. =]
g | [Group 1 =] [30ES =] [smar=] o [Sec. =]
a [Group 1 =] [30ES=] [smar=] [p [Sec. =]
10] [Group 1 =] [30ES=] [smar=] [p [Sec. =]
Proposal ID |- select ane — =] _Addta | Proposal index

IKE Proposal index Alist of selected proposal indexes from the IKE proposal pool

Proposal Name

DH Group

Encrypt algorithm

Auth algorithm

listed below.

This is the name used to classify the IKE proposal.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5 (MODP1536).

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MDS5.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

Continued...

Life Time

Life Time Unit

Proposal ID

Add to

D-Link

BUIKITG NEEWOrRs 107 People

m—sz-wup-rl

Wizard
Wireless

WAN

LAN

DHCP

B

VPN

0 ¢

ArPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [[UUVET -0 Tools Status Help
Item Setting

IKE Proposal index - Empty -
D ame . OHGow SO Jemitm Tme  Un
1 [Group1 =] [0ES=] [smat=] [o [gec. =]
2 [Group1 =] [0ES=] [smat=] [o [gec. =]
[Group1 =] [0ES=] [smat=] [o [gec. =]
[Group1 =] [30ES=] [shat=] [0 [sec. =]
5 [Group1 =] [30ES=] [shat=] [0 [sec. =]
6 | [Group1 =] [30ES=] [shat=] [0 [sec. =]
7 [Group1 =] [30ES=] [sHat=] [o [sec. =]
8 [Group1 =] [30ES=] [sHat=] [o [sec. =]
9| [Group1 =] [30ES=] [sHat=] [o [sec. =]
10] [Group1 =] [30ES=] [sHat=] [o [sec. =]

Enter in the life time value.

There are two units that can be selected: second and KB.

Propesal ID |- select one - = | Add to | Propesal index

The identifier of IKE proposal can be chosen for adding the

corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID

to IKE Proposal index list.

28



Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
DI—524VUP+] Home [UGIUETTSCL] Tools Status Help
= ! —
%/ Item Setting
IPSec Proposal index - Empty -
Wllnrd
Remaove
— Life
el o E;ﬂrﬁgsal (DI Gl :JEIFDigED\ Eﬂ;ﬁxphtm jlétgr\thm 'Lr‘lfr'?we Bme
M an 1 [None =] [E5P =] [3DES =] [Mone =] o [sec =]
2 [ane =] [ESP =] [30ES =] [Mone =] |0 [Sec. =]
3 [ =lerm sl e S 55 =
g 4 [nane =] [E=P =] [30ES =] [Mone =] | [ee. =]
5 [Mone =] [ESP [=] [30ES =] [MNone =] [o [Sec =]
| [none =] [EsP =] [30ES =] [Mone =] o [See. =]
7 [reone =] [E=P =] [30ES =] [Mone =] o [Sec =]
g [rane =] [ESP =] [30ES =] [Mone =] o [Sec. =]
EN| [rene =] [EsP =] [30ES =] [Mone =] fo [ec. =]
10] [nane =] [E=P =] [30ES =] [Mone =] | [ee. =]
ec Proposa A list of selected proposal indexes from the IPSec proposal
p
index pool listed below.
Proposal Name This is the name used to classify the IPSec Proposal
DH Group There are three groups that can be selected: group 1

(MODP768), group 2 (MODP1024), and group 5 (MODP1536).

Encap protocol There are two protocols that can be selected: ESP and AH.

Encrypt algorithm There are two algorithms that can be selected: 3DES and
DES.

Auth algorithm There are two algorithms that can be selected: SHA1 and
MDS5.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

Continued...

DI—824VUP+I

“wizora
==l
p—

Wizard

Wireless

WAN

D-Link

BUIMIMY NEtworks Tor Peaple

Life Time

Life Time Unit

Proposal ID

Add to

LE

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [UVETTLEEES 10 Status Help
Item Setting
IPSec Proposal index - Empty -
Remove

D Erupusal DH Group Encap Encrypl Auth L\_fe 'Lrler-?we

protocol algorithm algarithm Time Unit
1 [none =] [ESP =] [30ES =] [MNone =] [0 [Sec. =]
2 [none =] [EsP =] [30ES =] [Mone =] 0 [Sec. =]
3 [rene =] [E=P =] [30ES =] [Mone =] |0 [Sec. =]
4 [nene =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]
5 [Mone =] [E5P =] [30ES =] [Mone =] o [Fee. =]
g | [nane =] [E=P =] [30ES =] [Mone =] |0 [ec. =]
7 [none =] [ESP =] [30ES =] [MNone =] [0 [Sec. =]
& | [none =] [EsP =] [30ES =] [Mone =] 0 [Sec. =]
a [rene =] [E=P =] [30ES =] [Mone =] |0 [Sec. =]
10] [nene =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Manual

D-Link AirPlus G+

m—szwuml

.
p—
—
—

: Wizard

Wireless
WAN
LAN

DHCP

[

VPN

Tunnel Name

Aggressive Mode
Local Subnet
Local Netmask

Remote Subnet

Remote Netmask

Remote Gateway

Method
Local SPI

Remote SPI

High-Speed 2.4GHz Wireless VPN Router

Home [UUELGET S f.T-1FY Status Help

Item Setting
Tunnel Name ,—
Agpressive Mode I~ Enable
Local Subnet Iljnnni
Local Netmask IIMID—
Rermate Subnet W
Rermate Netmask IW
Femote Gateway |
Method MANUAL
Local 5P| N T
Remote SPI DW

Encapsulation Protocol ESP =

Encryption Algorithm 30ES =

Encryption Key

,7
(For ESP Only)
(for 3DES OMLY)
li

(for IDES ONLY)

Authentication Algorithm NONE [+
Authentication Key [

Current tunnel name.

Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway'’s local network. It can be a
host, a partial subnet, or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway'’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN IP address of remote VPN gateway.
The set of rules applied when connecting to the VPN gateway.

The value of the local SPI should be set in hex format.

The value of the remote SPI should be set in hex format.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Manual Continued...

Lo AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

Home
DH?'WUPJ’I VPN Settings - Tunnel 1
— Item Setting
Tunnel Name
Aggressive Mode ™ Enable
Local Subnet 0.0.0.0
Local Netrmask 0.0.0.0
™ wan Femote Subnet 0.0.0.0
Remate Netmask 0.0.0.0
LAN Remote Gateway |
Method MANUAL
Local SPI DXIDDDD
T Remote SPI DxIEIEIEID
Encapsulation Pratocal ESP =
Encryption Algarithm 3DEE =
Encryption Key |7
(For ESP Cnly)
(for 3DES OMLY)
(for 3DES ONLY)
Authentication Algorithm NONE [=
Authentication Key |
Encapsulation There are two protocols that can be selected: ESP and AH.
Protocol
Encryption There are two algorithms that can be selected: 3DES and DES.
Algorithm
Encryption Key For DES, the encryption key is 8 bytes (16 Char.). For 3DES,
the encryption key is 24 bytes (48 Char.).
Authentication There are two algorithms that can be selected: SHA1 and MD5.
Algorithm

Authentication Key  For MDS5, the authentication algorithm is16 bytes (32 Char.).
For SHA1, the authentication algorithm is 20 bytes.(40 Char.).

Life Time Enter in the life time value.

Life Time Unit There are two units that can be selected: Second and KB.

32



Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel

D-Link

Bullmyg Networks 1or Peopie

m—azwumj

&
il
e
p—

Wizard
Wireless

WAN
f LAN

f DHCP

VPN

VPN Settings - IKE

Tunnel Name

Dynamic VPN

Aggressive Mode

Local Subnet

Local Netmask

ArPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [UCIELGCECHEN CTIE Status Help
NS Dvhamic VPN Tunnel
Item Setting
Tunnel Name |
Dynarnic YPN [ Enable
Local Subnet ID.D.D a
Local Netmask ID.D.D 0
Preshare Key |

IKE Froposal index Select IKE Proposal |

IPSec Proposal index Select IPSec Proposal... |

Q @ v O

Back Apply Cancel Help

There are three parts that are necessary to setup the
configuration of IKE for the dedicated tunnel: basic setup, IKE
proposal setup, and IPSec proposal setup. Basic setup
includes the setting of following items: local subnet, local
netmask, remote subnet, remote netmask, remote gateway,
and pre-shared key. The tunnel name is derived from the previous
page of VPN setting. IKE proposal setup includes the setting
of a set of frequent-used IKE proposals and selecting from the
set of IKE proposals.

Current tunnel name.

This feature works with a VPN software client so the DI-
824VUP+ does not need to know the IP address of the re-
mote clients.

Enabling this mode will accelerate establishing the tunnel,
but the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

The netmask of the VPN gateway'’s local network.

33



Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel Continued...

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
LB Advanced | Tools Status Help
m—szwumi s .
YPN Settings - Dynamic V
s =
Item Setting
Tunnel Name
— |
Dynamic YPN [~ Enable
Local Subnet 0.0.00
il -
Local Netmask 0.0.00
A Preshare Key |
IKE Froposal index Select IKE Proposal . |
f LAM IPSec Proposal index Select IPSec Proposal... |
QY 9 O
VPN Back Apply Cancel Help
Preshared Key The first key that supports IKE mechanism of both VPN

gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

IKE Proposal index Click the button to setup a set of frequent-used IKE
proposals and select from the set of IKE proposals for the

dedicated tunnel.
IPSec Proposal Click the button to setup a set of frequent-used IPSec

index proposals and select from the set of IKE proposals for the
dedicated tunnel.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal

D-Link

Bulking Networks for People

m—szwuwi

“wirera |
=
_

Wizard

Wireless

WAN

DHCP

LE

VPN

IKE Proposal index

Proposal Name

DH Group

Encrypt algorithm

Auth algorithm

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
[N M Advanced | Tools Status Help
VPN Settings - Dynamic VPN Tunnel - Set IKE Proposa
tem Setting
IKE Proposal index - Empty -
Remove
Dame DG Giotm g Tme Ut
1] [Growp 1 =] [30ES =] [sHa1 =] o [Sec. =]
2 [Growp 1 =] [30ES =] [sHa1 =] o [Sec. =]
3 [Growp 1 =] [30ES =] [sHa1 =] o [Sec. =]
4 [Group 1 =] [30ES=] [sHat =] o [Sec. =]
5 [Group 1 =] [30ES=] [sHmt =] o [Sec. =]
& | [Group 1 =] [30ES =] [shei =] o [Sec. =]
7 [Group 1 =] [30ES =] [shmi =] o [Sec. =]
8 [Group 1 =] [30ES =] [shmi =] o [Sec. =]
g [Group 1 =] [30ES =] [shmi =] o [Sec. =]
10] [Group 1 =] [30ES =] [shmi =] o [Sec. =]

A list of selected proposal indexes from the IKE proposal
pool listed below.

It indicates which IKE proposal to be focused.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5 (MODP1536).

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MD5.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal

Continued...

D-Link

BUlKImg Networks for Peopie

m—euvum«‘

Wizard
Wireless

WAN

LAN

=l
=
|
|
oner |

DHCP

VPN

Life Time

Life Time Unit

Proposal ID

Add to

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

LT M Advanced | Tools Status Help

VPN S nel - Set IKE
Item Setting
IKE Proposal index - Empty -
Refriove

Dame . DHGmwp SO et Tme  Umt
1 [Growp1 =] [0ES =] [sHar =] o [Sec. =]
2 | [Growp1 =] [30ES =] [sHar=] o [Sec. 7]
3 [Growp1 =] [a0ES =] [sHar =] o [Sec. =]
4 | [Growp1 =] [a0ES =] [sHat =] o [Sec. =]
5 [Growp1 =] [apES =] [sHa1 =] o [Sec. =]
6 [ [Growp1 =] [apES =] [sHat =] o [Sec. =]
7 [Growp1 =] [30ES =] [sHa1 =] o [Sec. =]
5 [Growp1 =] [30ES =] [sHat =] o [Sec. 7]
9 [Growp1 =] [30ES =] [sHa1 =] o [Sec. =]
10] [Growp1 =] [a0ES =] [sHat =] o [Sec. 7]

Enter in the life time value.

There are two units that can be selected: second and KB.

The identifier of IKE proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IKE Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

D-Link

BulNing Networks 1or People

m—az—wum‘

Wizard

WAN

LAl

DHCP

[

VP

IPSec Proposal
index

Proposal Name

DH Group

Encap protocol

Encrypt algorithm

Auth algorithm

il
|
—

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [UUELTTREE fT 1 Status Help
| Settings - Dynamic VPN Tunnel - Set IPSEC Proposal
-
Item Setting
IPSec Proposal index - Ernpty -
Remove
o Emposal B G Encap Encrypt  Auth Life 'Lr‘ifrie
ame protocaol  algorithm  algorithm Time Unit

1 [Mane =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]
2] e | e ey e e e
3 |Mone =] [ESP =] [30ES =] [Mone =] [0 [Sec. =]
4 [Fne =] [F5F =1 [30F5 =] [Fove =1 7 [5ec =]
5 |Mone =] [ESP =] [30ES =] [Mone =] [0 [Sec. =]
A | [Fie =] [E57 = [30F5 =] [Fove =1 7 [5ee =]
7 [mone =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]
g [More =1 [EsP =] [30ES =] [Mone =] |0 [Sec. =]
9 [mane =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]
10] [none =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]

A list of selected proposal indexes from the IPSec proposal
pool listed below.

This is the name used to classify the IPSec proposal.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5 (MODP1536).

There are two protocols that can be selected: ESP and AH.

There are two algorithms that can be selected: 3DES and

DES.

There are two algorithms that can be selected: SHA1 and

MDS5.
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Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

Continued...

D-Link

BUlKImg NETWOrKS 107 Peopie

m—szwuwl

M lan

Wizard

Life Time

Life Time Unit

Proposal ID

Add to

WA

DHCP

VPN

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
P S Advanced | Tools Status Help
N Settings - Dynamic VPN Tunnel - Set IPSEC Proposal
Item Setting
IPSec Proposal index - Emipty -
Remove
D Erupusa\ DH Graup Encap Encrypt Auth Life 'IT'i\T'ie
arme protocal  algorithrn algarithm Time Uni
1 [Nere 121 [E5P =] [F0ES =] [More I [5ec =1
7] [one 121 [E5P =] [o0Es =] [rore I [5ec =]
3] [Nere 121 [E5P =] [o0ES =] [More EIE 52 =0
4] [ene 121 [E5P =] [o0Es =] [rore I 0[50 =]
5] [Nere =] [E5P =] [o0ES =] [More EI T [5c =0
6 Nane =] [E57 =] [ooEs =] [Wore =17 [5e: =]
7] [Nere 121 [E5P =] [o0ES =] [More I [5c =1
8 Nane =] [E57 =] [ooEs =] [Wore =17 [5e2 =]
o] [ene 121 [E5P =] [a0ES =] [Mors I [5ec =0
10] [rone =] [ESP =] [30ES =] [Mene =] 0 [Sec. =]

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Home > VPN Settings > L2TP Server Setting

D-Link

Bulkdmyg Networks 1or PEople ﬁ pl u S G +
High-Speed 2.4GHz Wireless VPN Router
LB Advanced | Tools Status Help
m—azwuwl e
L2TP Server
]
Item Setting
. L2ZTP Server ™ Enable
Virtual IP of L2TP Server j10 o Ji A
Authentication Protocol & PAR C CHAP © MSCHAR
==
' Tunnel Setting

N
Tunnel Name [

TP User Name [
: Password [
i @ © O
Back Apply Cancel Help
VPN
Tunnel Mame User Name  Password
Enable L2TP Click to enable the L2TP Server function.
Server
Virtual IP of Enter your Virtual IP address to access the L2PT server.
L2TP Server
Authentication Select one of the following authentication protocols: PAP,
Tunnel Name Current tunnel name.
User Name Enter in the username for the L2TP account.
Password Enter in the password for the L2TP account.
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Home > VPN Settings > PPTP Server Setting

D Link AirPlus G+

Wireless

High-Speed 2.4GHz Wireless VPN Router
Home [UUETGEL B T Status Help
n|—324vup+|
r’-.’ﬁ
Item Setting
PPTF Server ™ Enahle
YWirtual IP of PPTP Server Jio o Jo 1
i * ol ol

Authentication Protocal PARP € CHAP € MSCHAP
—

Tunnel Setting

A Tunnel Mame
IT User Mame
Password
- O @ W O

Back Apply Cancel Help

VPN
Tunnel Name User Mame  Password

Enable PPTP Click to enable the PPTP Server function.
Server
Virtual IP of Enter your Virtual IP address to access thePPPT server.
PPTP Server
Authentication Select one of the following authentication protocols: PAP,
Protocol CHAP, or MSCHAP.
Tunnel Name Current tunnel name.
User Name Enter in the username for the PPTP account.

Password Enter in the password for the PPTP account.



Using the Configuration Menu

Advanced > Virtual Server

D-Link

BUIKINg NEEwarks 1or Peopie

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home W UIFUY R Tools Status Help
m—ezwuw]
q-'i‘i = Virtual Server is used to allow Internet users access to LAN services
€ Enabled € Disabled
Virtual Server MName I

Private IP 192.168.0
e
Protocal Type m

Private Port
=l —

Public Port
Schedule C Ahways

© From  Tirme |00 =00 =|To |00 =00 =
=l CEEeE
=l 222
Apply Cancel Help
==l
MName Private P Protocal Schedule

I~ Virtual Server FTP 0000 TCP 21421 ahways E)

I~ Virual Server HTTP 0.0.0.0 TCP80/80 ahways E)i)
I~ Virtual Server HTTPS 0.0.00 L%P 4431 ahways [EX)

I virtual Server NS 0.0.00 UDP 53/53 ahways [EX)

The DI-824VUP+ can be configured as a virtual server so that remote users accessing
Web or FTP services via the public IP address can be automatically redirected to local
servers in the LAN (Local Area Network).

The DI-824VUP+ firewall feature filters out unrecognized packets to protect your LAN
network so all computers networked with the DI-824VUP+ are invisible to the outside
world. If you wish, you can make some of the LAN computers accessible from the
Internet by enabling Virtual Server. Depending on the requested service, the DI-824VUP+
redirects the external service request to the appropriate server within the LAN network.

Name The name referencing the virtual service.

Private IP The server computer in the LAN network that will be providing
the virtual services.

Protocol Type The protocol used for the virtual service.

Private Port The port number of the service used by the Private IP computer.

Public Port The port number on the WAN side that will be used to access

the virtual service.

Schedule Select Always, or choose From and enter the time period dur-
ing which the virtual service will be available.
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Advanced > Application

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home [EUVEUTTTH Tools | Status Help
ors2avLP| e
= épema\ Application is used to run applications that require multiple connections
: € Enabled ¢ Disabled
Virtual Server Name [
Trigger Port .
AppicaSion Trigger Type W
Public Parts
=l =
Public Type TCP =
= K
Apply Cancel Help
=l
- Name. Trigger Public Port
I Battle net 6112 B112 EL ]
Im Dialpad 7175 51200-51201 51210 3]
2000-2038 2050- 7 T
— R 20 2051,2068,2085,3010-3030 Bl
b Gamng; g 2300-2400,28800-28000 )7
[F PC-to-Fhone 12053 1212012122 24150-24220 4T
I Quick Time 554 £370-6339 E]
m DVE1000 4900 1532815333 28]

Some applications require multiple connections, such as Internet gaming, video
conferencing, Internet telephony, and others. These applications have difficulties working
through NAT (Network Address Translation). Special Applications makes some of these
applications work with the DI-824VUP+. If you need to run applications that require multiple
connections, specify the port normally associated with an application in the Trigger
field, then enter the public ports associated with the trigger port into the Incoming Ports
field.

At the bottom of the screen, there are already defined special applications. To use them,
select one from the drop down list and select an ID number you want to use. Then click
the “Copy to” button and the router will fill in the appropriate information to the list. You
will then need to enable the service. If the mechanism of Special Applications fails to
make an application work, try using DMZ host instead.

Note! Only one PC can use each Special Application tunnel.

Enabled Select to activate the policy.

Trigger Port This is the port used to trigger the application. It can be
either a single port or a range of ports.

Public Ports This is the port number on the WAN side that will be used to
access the application. You may define a single port or arange
of ports. You can use a comma to add multiple ports or port
ranges.
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Advanced > Filter > IP Filter

AarPlus 5+

High-Speed 2.4GHz Wireless VPN Router

Use IP (Internet Protocol) _ - - [ Home PUUITCN Tools | Status | Help
fl |te rS to al IOW Or deny G e i |I:l:x;;.s are used 1o allow or deny LAN users from accessng the Intermed.
computers access to the W | rree cum oo
- © MAL Filters © Diamain Blocking
Internet based on their IP '
add ress m Il.J.f.eIFI' Filters to deny LAN IF addresses access o the Intemat
o © Enabled  Dizabled
P Address [ [
Port Range | -1
Protocol m
Schedule © Always
€ From  Time [0 =] [0 Elmo[W =[]
= 290
Apply Cancel Help
—
IP Ran Protocol Schedule
T— [ o rcﬁt?ﬁu.:n a:-m»z @
. r TCP &0 always 4
IP Filter - TED AT b - b

Use IP Filters to deny LAN IP addresses access to the internet.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy.
(You can reactivate the policy later.)

IP Address

Enter in the IP address range of the computers that you want the policy to apply to. If it
is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you can
leave the port range empty.

Protocol
Select the protocol type to allow or deny certain types of IP addresses.

Schedule

Select Always, or choose From and enter the time period during which the IP filter policy
will be in effect.
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Advanced > Filter > MAC Filters
D-Link

BUIKIM NELWOPKS 107 Peopie

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

LTI Advanced JRETT Status Help

Filters are used ta allow or deny LAN users from accessing the Internet.
P Fiters € URL Blocking
& MAC Filters € Domain Blocking

m—suvuw’

Virtual Server

Use MAC address to allows or deny computers access to the network.

p—
p—

Application

& Disahled MAC Filters

© Only allow computers with MAC address listed belowi to access the
netwark

Filter

Firewall ¢ Only deny computers with MAC address listed below to access the
network
=l
Narne |
DDNS MAC Address g - i - i
DHCF Client [~ select ane - = clore |

==l %00
—

e Apply Cancel Help

Performance Narme MAC Address

i

MAC (Media Access Control) Filters are used to allow or deny LAN (Local Area Network)
computers from accessing the Internet and network by their MAC address.

At the bottom of the screen, there is a list of MAC addresses from the DHCP client
computers connected to the DI-824VUP+. To use them, select one from the drop down
list. Then click the “Apply” button and the DI-824VUP+ will fill in the appropriate information
to the list.

Disabled MAC Filter
Select this option if you do not want to use MAC filters.

Only allow computers with MAC address listed below to access the network
Select this option to only allow computers that are in the list to access the network
and Internet. All other computers will be denied access to the network and
Internet.

Only deny computers with MAC address listed below to access the network
Select this option to only deny computers that are in the list to access the network
and Internet. All other computers will be allowed access to the network and Internet.

MAC Address
Enter the MAC Address of the client that will be filtered.
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Advanced > Filter > URL Blocking
D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
[ Home NUWPELTTRE Tools  Status Help
m—eawum'

Filter

Filters are used to allow or deny LAN users from accessing the Internet
©|P Filters & URL Blocking
© WMAC Filters € Domain Blocking
Virtual Server
URL Blocking

Block those URLs which contain keywords listed below.

1L ¢

Application

 Enahled @ Disabled

Filter
Firewall
- Empty -
SNMP DELETE |

DDNS

Rauting a 3 O

Apply Cancel Help

Ll

DMz

i

Performance

Use URL Blocking to deny LAN computers from accessing specific web sites by its
URL. AURL is a specially formatted text string that defines a location on the Internet.
If any part of the URL contains the blocked word, the site will not be accessible and
the web page will not display.

Disabled URL Blocking
Select this option if you do not want to use URL Blocking.
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Advanced > Filter > Domain Blocking

D-Link AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

| Home FUIETPTTE Tools Status Help
Ite

m—az-wup-vl

_— Filters are used to allow or deny LAMN users from accessing the Internet
= P Fiters ¢ URL Blocking

© MAC Filters & Domain Blocking

.
Virtual Server

Domain Bl ]

 Allow users to access all domains except "Blocked Domains”
Filter 1ains
Firewall - Empty -
DDNS  Deny users to access all domains except "Permitted Domains”
Pa
—

|
=

Performance

- Empty -

DELETE

Use Domain Blocking to allow or deny computers access to specific Internet domains
whether it is through www, ftp, snmp, etc.

Disabled Domain Blocking
Select this option if you do not want to use Domain Blocking.

Allow users to access all domains except “Blocked Domains”
Select this option to allow users to access the specified Internet domains listed below.
Users will be denied access to all other Internet domains.

Deny users to access all domains except “Permitted Domains”

Select this option to deny users to access the specified Internet domains listed below.
Users will be allowed access to all other Internet domains.
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Advanced > Firewall
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BUINIMg Nerworks 10r Peopie

ArPlus G+

High-Speed 2.4GHz Wireless VPN Router
| Home W UIFTEEL R Tools Status Help
m—szwuw]
" Firewall Rules can be used to allow or deny traffic from passing through the DI-
- F24VUP+.
€ Enabled © Disabled
Marne |
Action © Allow € Deny
Interface IP Start IP End Protacol  Paort Range
= I N — -
Destination [+ =] | | [Ter =] i
Firewall Schedule © Abways
— o From  Time [00 =] 00 =70 [00 =] o0 =]
e
day Sun = |to|Sun [ x
el 2909
Apply Cancel Help
=l
 E— Action Mame Saurce Destination Pratocal
e Allows to Ping VWAN 5
= Ao g VAN LAN,182.168.0.11CMP,* [ERi]
Performance aw LAN - L 2 T
- = Deny Default , 199 TR0 1 ; EXiT]
I Allow Default LAN *-192.188.0.1 *7 E)]

Firewall Rules is an advance feature used to allow or deny traffic from passing through
the device. It works in the same way as IP Filters with additional settings. You can
create more detailed rules for the device.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy
(You can reactivate the policy later).

Name
Enter the name of the Firewall Rule.

Action
Select Allow or Deny to allow or deny traffic to pass through the DI-824VUP+.

Source

Choose between a LAN or WAN source. An asterisk signifies the selection of both sources.
IP Start

The starting IP address for the filter policy. Leaving the field blank selects all IPs.

IP End
The ending IP address for the filter policy. Leaving the field blank sleects all IPs.

Destination
Choose between a LAN or WAN destination. An asterisk signifies the selection of both
destinations.
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Advanced > Firewall Continued
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| Home W UIERPYTR Tools Status Help
m—szwum]
] Firewall Rules can be used to allow or deny traffic from passing through the DI-
o 224VUP+
© Enabled " Digabled
MName |
Interface IP Start IP End Protocol  Port Range
= I - — B
Destination |* ;I | | |TCF' ;l -
bl Schedule © Always
© From TimelUU > |00 =|To |00 'I: o=
oo = o
day [Sun =] to|Sun =
=l 2909
Apply Cancel Help
il
| E— Action Name Source Destination Protocol
e Allow to Ping VAN P
T Alow 4 YANT LAM,182.168.0.11CMP," fil
Performance W LAN,- * "
- 7 Deny Default - 19216801 W
I Allow Default LAM,¥ *-182.168.0.1 7 fil

IP Address

Enter in the IP address range of the computers that you want the policy to apply to. If it
is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Protocol )
Select one of the following protocols: TCP, UDP, or ICMP.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you can
leave the port range empty.

Schedule

Select Always, or choose From and enter the time period during which the virtual service
will be available.
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Advanced > SNMP

D-Link AirPlus G+

DI—824VUP+]

High-Speed 2.4GHz Wireless VPN Router
| Home PUIEUITYR Tools | Status Help

= Use Simple Netwark Management Protocol(SNMP) for D-824vUP+
6/ management purposes
SNMP Local & Enabled ¢ Disabled
SHMP Remote € Enabled & Disabled
Get Cormrmunity [public
Set Cammunity [private
Filter IP1
[
 r— P2
Firewall I
Pa [
SNmP P4 I
SHMP Version [oh*A WO irles
P
—— @ © O
Apply Cancel Help
DMz
Performance
SNMP (Simple Network Management Protocol) is a widely used network monitoring and

control protocol that reports activity on each network device to the administrator of the
network. SNMP can be used to monitor traffic and statistics of the DI-824VUP+. The DI-
824VUP+ supports SNMP v1 or v2c.

Enable SNMP

Local

Remote

Get Community

Set Community

SNMP v1

SNMP v2

(Simple Network Management Protocol.)
LAN (Local Area Network).

WAN (Wide Area Network).

Enter the password public in this field to allow “Read only”
access to network administration using SNMP. You can view
the network, but no configuration is possible wth this setting.

Enter the password private in this field to gain “Read and Write”
access to the network using SNMP software. The administra-
tor can configure the network with this setting.

Simple Network Management Protocol (SNMP) is an application
layer protocol that facilitates the exchange of management infor-
mation between nework devices.

Enhanced version of SNMP v1 with additional protocol opera-
tions such as UDP, IP, CLNS, DDP, and IPX.
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Advanced > DDNS

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home [UIZPYP¥R Tools  Status Help
m—szwumi

Dynamic DNS

Use Dynamic DMS if you want to use your DDNS account

DDNS & Disabled € Enabled
Virtual Server Provider DynDNS. org(Dynamic) [=

Host Name |

——

Application

Username /E-mail |

Pasawiord f Key |
Filter

Firewall a g 0

Apply Cancel Help

DORD ¢

Routing

i

DMZ

Performance

[

DDNS (Dynamic Domain Name System) keeps dynamic IP addresses (e.g., IP
addresses assigned by a DHCP capable router or server) linked to a domain name.
Users who have a Dynamic DNS account may use this feature on the DI-824VUP+.

DDNS When an IP address is automatically assigned by a DHCP server,
DDNS automatically updates the DNS server. Select Disabled
or Enabled.

Provider Select from the pull-down menu.

Host Name Enter the Host name.

Username/Email Enter the username or email address.

Password/Key Enter the password or key.
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Advanced > Routing

_— G;E.:IHIE:HGUIIIIIJE Table for routng purposes within your local network.
Static routes can be added if w

you require specific routes s |
within your internal network. '

These routes will not apply to
the WAN (Internet) network.

Dynamic Routing

RIP v1

RIP v2

Destination

Subnet Mask

Gateway

Hop

Enable

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
| Home WFUFTTTTE Tools | Status Help
OFs2AvUP
Dynamic Routing & Disable © RIPV1 © RIPVZ

IO Destinatdon  Subnet Mask Gateway Enable

¥

[ [ [ [ r

o [ [ [ r

3 [ [ [ r

4 r
=l | — —

| [ [ r
e | c—

[ [ [ =
DONS g | | | I r
Routing 0 v
™ oz Apply Cancel Help
|

Dynamic Routing Settings allow the VPN Router to route IP
packets to another network automatically. The RIP protocol is
applied, and broadcasts the routing information to other routers
on the network regularly.

By default, itis set to disable. Check to enable (RIPv1/RIPv2)
protocol.

Protocol in which the IP address is routed through the internet.

Enhanced version of RIP vlwith added features such as Au-
thentication, Routing Domain, Next Hop Fowarding, and Subnet-
mask Exchange.

Enter in the IP of the specified network that you want to
access using the static route.

Enter in the subnet mask to be used for the specified net
work.

Enter in the gateway IP address to the specified network.

Enter in the amount of hops it will take to the specified
network.

Select this option for the specified static route to take effect.

Hop Count - In a transmission path, each link is terminated at a network device
such as a router or gateway. The number of hops equals the number of routers or

gateways that data must pass through before reaching the destination.
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Advanced > DMZ
D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
[ Home W.UIZNITCR Tools Status Help
o:—szwup-vl

DMZ
DMZ{Demilitarized Zone) is used ta allow a single computer on the LAN to be
exposed to the Internet.

© Enabled @ Disabled

P address  1921880]

Virtual Server

Application

9 © O

Filter Apply Cancel Help

Firewall
SNMP

DDNS

i LR

-]
=
N

[

Performance

If you have a computer that cannot run Internet applications properly from behind the DI-
824VUP+, then you can allow that computer to have unrestricted Internet access. Enter
the IP address of that computer as a DMZ (Demilitarized Zone) host with unrestricted
Internet access. Adding a client to the DMZ may expose that computer to a variety of
security risks; so only use this option as a last resort.
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Advanced > Performance
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m—az—wuw'

A o
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Virtual Server

Application

Filter

Firewall

DDNS

DMZ

Performance

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
ST Advanced Status

These are the Wireless Performance features for the AP(Access Paoint) partion

Tools Help

Beacaon Interval o0 (msec, range: 1~1000, default: 100)

3 (range: 1~B5535, default 3)
Auto * (Mhps)

# mixed maode © G mode

DTIM Interval
TX Rates
Wireless Maode
Authentication Type ¢ Qpen System € Shared Key @ Both
331D broadoast & Enable ¢ Disable

¥ Mode & Enable © Disable

@ O O

Apply Cancel Help

Beacon Interval

DTIM interval

TX Rates

Wireless Mode
Mixed Mode

G Mode

Beacons are packets sent by an Access Point to synchronize a
wireless network. Specify a value. 100 is the default setting and is
recommended.

(Delivery Traffic Indication Message) 3 is the default setting. ADTIM
is a countdown informing clients of the next window for listening to
broadcast and multicast messages.

Select the data rate. Default is 1-2-5.5-11-22-54Mbps.

Select either mix mode or G mode.

The DI-824VUP+ will use either B or G mode depending on which
mode has a stronger frequency.

The DI-824VUP+ will only use G mode.

53



Using the Configuration Menu

Advanced > Performance (Continued)
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=
e |
p—

Virtual Server

Application

Filter

Firewal

[l

Routing

J DMZ

Performance

AirPlus G+

Tools Status

QLTI Advanced

These are the Wireless Performance features for the AP(Access Point) portion

Help

Beacaon Interval 100 (msec, range: 1~1000, default 100)

&l (range: 1~B65535, default; 3)

DTIM Interval

TX Rates Auto = |(Mbps)
Wireless Mode & mixed mode € G mode

Authentication Type € Open System © Shared Key & Both
SSI0 broadeast @ Enable " Disable
8X Mode & Enable © Disable

@ © O

Apply Cancel Help

High-Speed 2.4GHz Wireless VPN Router

Authentication

Open System

Shared Key

Both

SSID Broadcast

8x

Select Open system, Shared Key or Both.

The DI-824VUP+ will be visible to all devices on the network. This is
the default setting.

In this mode, in order to access the DI-824\VVUP+ on the network,
the device must be listed in the MAC Address Control List.

In this mode, all devices on the network can access the
DI-824VUP+.

Enable is the default setting. Choose Enable to broadcast the SSID
across the network. All devices on a network must share the same
SSID (Service Set Identifier) to establish communication. Choose
Disable if you do not wish to broadcast the SSID over the network.

Enable 8X Mode on the wireless client and the DI-824VUP+ to
increase data transmission speed. 8X Mode will only work with
wireless devices that also support 8X Mode.
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Tools > Admin
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w2

Admin

Time

System

Firmwai

Misc

[

p—
il
p—

re

High-Speed 2.4GHz Wireless VPN Router
| Home  Advanced Tools Status Help

Administrators can change their login password

Administratar (The Login Mame is "admin")

MNews Password [
Reconfirm  Password [

User {The Login name is "user")

Mew Fassword [~
Reconfirm  Passward [=+

Let administrator perform administration task from remote hast.

 Enabled @ Disahled
P AddressID.D.D.D
F'Dr‘tIEEIBEI ~

@ O 0

Apply Cancel Help

You can change the administrator and user passwords here. It is recommended that you
change the administrator password from the default setting. The default password is blank

(nothing).

Password

Remote
Management

IP Address

Port

To change the administrator or user password, enter in the old pass-
word and enter the new password twice to confirm.

Remote Management allows the device to be configured through
the WAN (Wide Area Network) port from the Internet using a web
browser. A username and password is still required to access the
browser-based management interface.

Internet IP Address of the computer that has access to the DI-
824VUP+. If the IP Address is set to 0.0.0.0, this allows all Internet
IP addresses to access the DI-824VUP+.

The port number used to access the DI-824VUP+.
Example:http://x.x.x.x:8080, where x.x.x.X. is the WAN IP address
of the DI-824VUP++ and 8080 is the port used for the Web Manage-
ment interface.
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Tools > Time
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Homo  Advanced JRRCS Status  Help |

Time
Set the DI-824YUP+ systern time.

Device Time : Wed Jan 07 00:38:34 2004
& Enahle NTP

m—sz—wuw'

-

Admin Default

NTP | (Optional)
Server

Ti

gl ;'Drrq: [(GMT-08:00)Pacific Time (LS & Canada) =1

System
Set Device Date and Time

Firmware Year | 2004 vl Month: [dan = Daylﬂ

Hour: |00 =] Minute: |00 =] Second: |00 =

i

Misc

i

Daylight Saving
© Enahle @ Disahle

Start[Jan = 01 = EndIJam - a1 -
@ © O

Apply Cancel Help

You will need to set the time zone corresponding to your location. The time can be
set manually or the device can connect to a NTP (Network Time Protocol) server to
retrieve the time.

Enable NTP (Network Time Protocol). Select to synchronize the time on the
DI-824VUP+to an NTP server.

Set Device Date You can manually set the time on your network here.
and Time

NTP is short for Network Time Protocol, an Internet standard protocol
that assures accurate synchronization to the millisecond of computer
clock times in a network of computers.
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Using the Configuration Menu

Tools > System

D-Link

Buldmyg Networks 1or People

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

. Home  Advanced Tools Status Help
m—szwum]

Save Settings To Local Hard Drive
Backup Setting

Admin

Load Settings From Local Hard Drive
Time I Browse.. |
Load

Restore To Factory Default Settings
f Reset to Default |

Firmware

Mise o

Help

g

System

[

The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file created by the DI-824VUP+ can be uploaded into the
unit. To reload a system settings file, click on “Browse” to search the local hard drive
for the file to be used. The device can also be reset back to factory default settings by
clicking on “Reset to Default” button. Use the restore feature only if necessary. This will
erase previously saved settings for the unit. Make sure to save your system settings
before doing a factory restore.

Save Settings to Click Save to save the current settings to the local Hard Drive.
Local Hard Drive

Load Settings from  Click Browse to find the settings file, then click Load.
Local Hard Drive

Restore to Factory Click Restore to restore the factory default settings.
Default Settings
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Using the Configuration Menu
Tools > Firmware

D Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home  Advanced Tools Status Help

m—sz—wum]

There may be new firmware for your DI-824YUP+ to improve functionality and

performance.

The upgrade procedure takes about 20 seconds. Motel Do not power off the unit

Admin when it is being upgraded. VWhen the upgrade is done successfully, the unitwill

be restarted automatically.

Time

Current Firmware Yersion: v1.00b02
Firmware Date: Wed, Jan 7 2004

I Browse... |

aamin |
e |
p—

System

Firmware

2909

Apply Cancel Help

You can upgrade the firmware of the device using this tool. Make sure that the firmware
you want to use is saved on the local hard drive of the computer. Click on “Browse” to
search the local hard drive for the firmware to be used for the update. Upgrading the
firmware will not change any of your system settings but it is recommended that you
save your system settings before doing a firmware upgrade. Please check the D-Link
support site for firmware updates at http://support.dlink.com.

Browse After you have downloaded the new firmware, click Browse in
this window to locate the firmware update on your hard drive.
Click Apply to complete the firmware upgrade.

Note! Do not power off the unit when it is being upgraded. When the
upgrade is complete, the unit will be restarted automatically.
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Using the Configuration Menu

Tools > Misc

m—sz4vup+|

" hamn
" me
=l
p—

Admin
Time

System

Misc

Ping Test

Restart Device

Block WAN Ping

SPI Mode

DoS

D-Link

Buldmg Networks Jor People

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home Advanced Tools Status Help

Ping Test is used to send "Fing" packets to test if a computer s on the Internet

Host Wame or IF address | Ping

Reboots the DI-B24vURP+

Reboot

When you "Black WAN Ping", you are causing the public VAN IP address on the
OI-824VUP+ to not respond to ping cormmands. Pinging public WaAN 1P
addresses is a common methad used by hackers ta test whether your WAN IP
address is valid.

Discard PING from YWAN side € Enabled & Disabled

You can setup this item if you want to enable 5Pl mode

© Enabled & Disabled

In the open box, enter in a URL (i.e., www.dlink.com) or an IP
address and click on Ping to test your internet connection.

Click Reboot to restart the unit.

Click Enable to block the WAN ping. Computers on the Internet
will not get a reply back from the DI-824VUP+ when it is being
“ping”ed. This may help to increase security.

When this feature is enabled, the router will record the packet
information passed through the router such as IP address, port
address, ACK, SEQ number, and so on. The router will also check
every incoming packet to detect if it is valid.

When DoS is enabled, the router will prevent Denial of Service
attacks on all computers connected to the DI-824VUP+,
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Using the Configuration Menu

Tools > Misc (Continued)

AL AirPlus G+

m—szwum]

Admin

Time

System

Misc

UPnP

VPN Pass-
Through

Non-standard
FTP port

jne ¢

re

High-Speed 2.4GHz Wireless VPN Router
| Home  Advanced Tools Status Help

Ping Test is used ta send "Ping" packets to test if a camputer is on the Internet.

Host Name or IP address | Pirgy

Fehoots the DIFE24vUP+,

Reboot |

When you "Block WaN Ping", you are causing the public VWM IP address on the
DI-824YUP+ to not respond to ping commands. Pinging public VAN 1P
addresses is @ common method used by hackers to test whether your VAR IP
address is valid

Dizcard PIMNG from WWaAN side © Enabled & Disabled

fou can setup this itern if you want to enable SPI mode.

¢ Enzhled & Disabled

UPNP is short for Universal Plug and Play which is a networking
architecture that provides compatibility among networking equipment,
software, and peripherals. The DI-824VUP+ is a UPnP enabled router
and will only work with other UPnP devices/softwares. If you do not
want to use the UPnP Functionality, it can be disabled by selecting
“Disabled”.

The device supports VPN (Virtual Private Network) pass-through for
both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Secu-
rity). Once VPN pass-through is enabled, there is no need to open
up virtual services. Multiple VPN connections can be made through
the device. This is useful when you have many VPN clients on the
LAN.

If an FTP server you want to access is not using the standard port

21, then enter in the port number that the FTP server is using in-
stead.
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Using the Configuration Menu
Status > Device Info
D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

Home Advanced Tools status LT
D-824VUPY, Sl
V Firmware Version: v1.00b02, Wed, Jan 7 2004
LAN
MAC Address 00-50-18-00-0F-01
Borce s IP Address 192.168.0.1
Subnet Mask 2552552550
—
Log DHCP Server Enabled
s [ (R
2 MAC Address 00-50-18-00-00-01
e
c . DHCF Connecting...
ennection DHCP Renew |g DHCP Release
MEN St Remaining Lease Time 00:00:00
IP Address 0.00.0
Subnet Mask 0.0.0.0
Gateway 0.00.0
Domain Name Server 0.0.0.0
Wireless
MAC Address 00-50-18-00-0F-01
ESSID default
Security MNone

This screen displays information about the DI-824VUP+ such as WAN, LAN, and Wire-
less status.

DHCP Renew Use this button to reconnect to your ISP, if your WAN connection is
set up for DHCP.

DHCP Release Use this button to disconnect from your ISP, if your WAN connection
is set up for DHCP.
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Using the Configuration Menu

Status > Log

D-Link

Bulkimg Networks for People

m—az—wuwl

o
Loy
—
VPN Status

Device Info

Stats

—

Wireless

Home Advanced Tools

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

status  JCITON

View Log displays the activities occurring on the D-824VUP+. Click on Lag
Settings for advance features

First Page | Last Page

FEreyinie | Mext | Clear

Log Settings

Page 1/7

o

Help

WAN Type: Dynamic IP Address (v1.00b02)
Display time: Wed Jan 07 00:41:04 2004

Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
WWednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
WWednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
WWednesday, January 07,
Wednesday, January 07,

AMIT AMIT.COM TV

Wiarraerm e lamosn N7

2004 12:00:02 AM DOD:triggered internally

2004 12:00:05 AM DHCP:discover(My Host)
2004 12:00:08 AM DHCP:discover(My Host)
2004 12:00:17 AM DHCP:discover(My Host)
2004 12:00:33 AM DHCP:discover(My Host)
2004 12:01:08 AM DOD:triggered internally

2004 12:01:08 AM DHCP:discover(My Host)
2004 12:01:12 AM DHCP:discover(My Host)
2004 12:01:20 AM DHCP:discover(iy Host)
2004 12:01:36 AM DHCP:discover(My Host)
2004 12:02:15 AWM DODtriggered internally

2004 12:02:15 AM DHCP:discover(My Host)
2004 12:02:19 AM DHCP:discover(My Host)
2004 12:02:27 AM DHCP:discover(My Host)
2004 12:02:43 AM DHCP:discover(My Host)

2004 12:03:15 AM DOD:192.168.0.120 query DNS far

ANNA 1N AE AN DO Pdie e mrart by Heett

This screen displays activities occurring on the DI-824VUP+.

First Page
Last Page
Previous
Next
Clear

Log Settings

Click First Page to go to the first page of the log.
Click Last Page to go to the last page of the log.
Click Previous to go to the previous page of the log.
Click Next to go to the next page of the log.

Click Clear to clear the current page of the log.

Click for advanced features (see next page).
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Using the Configuration Menu
Status > Log > Log Settings

"]':")'"-"["fﬂi'!}"l& AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home Advanced Tools Status
— .

Log ings
Logs can be saved by sending it to an admin email address or to a syslog
SErver.

A

Device Info E-mail Alert
SMTR Server { IP Address |
Log Ermail Address | wl

E-mail Suhject

Stats Syslog

Syslog Server IP Address 192.168.0, ¢ Enabled & Disahled

Log Type ¥ System Activity
¥ Debug Information

Wireless

ilili

VPN Status ¥ Attacks
¥ Dropped Packets
¥ Motice
2 9O
Apply Cancel Help
E-Mail Alert The DI-824VUP+ can be set up to send the log files to a spe-
cific email address.
SMTP Server IP Enter in the IP address of the mail server.
Email Address Enter in the email address of the recipient who will receive the
email log.
Send Mail Now Click to send mail immediately.
IP Address of the Enter in the IP address of a syslog server within the network.
Syslog Server Click Enable to activate the policy. The DI-824VUP+ will send
all of it's logs to the specified syslog server.
Log Type Select the types of activity to log. By default, all values are
selected.
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Using the Configuration Menu
Status > Stats

D-Link

Bulmy Networks 1or People

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

status TN

Advanced

Home

Tools

DI—824VUP+|
Traffic Statistics
= Traffic Statistics display Receive and Transmit packets passing through the DOl
6;/// B24VUP+.
Refresh | Reset |
I Log Help
Stats Receive Transmit
WAN 0 Packets 108 Packets
— LAN 1763 Packets 1580 Packets
Wireless 0 Packets 176 Packets
f VPN Status

In the Stats section, traffic statistics are displayed.

Refresh This will update the page.

Reset This will reset the packet counter to zero.

WAN Displays Received / Transmitted packets from the WAN port.
LAN Displays Received / Transmitted packets from the LAN port.
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Using the Configuration Menu
Status > Wireless
Dl AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

Home Advanced Tools Status m
m—szwupai

Connected Wireless Client List

The Wireless Client table below displays Wireless clients Connected to the AP
(Access Point).

Refresh

Log Help

f Stats Connected Time MAC Address

Wireless

BT
VPN Status

This screen displays the connection time and the MAC Address of the connected
wireless clients. Click on Refresh for the most recent information.
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Using the Configuration Menu
Status > Wireless

D-Link

Bulkimyg Netwarks Jor Peopie # pl us G +
High-Speed 2.4GHz Wireless VPN Router
Home Advanced Tools Status m
o|—324vup+|
VPN Status

YPM status display YPM connection state

Refresh | RN setting |

[

Device Info
Remate Netwiork Lacal Metwork
IP Address/ Life
Log Marne IP Addressf Type State — Cirop
Subnet Maskf Subnet Mask Time
Gateway

Stats

Wireless

il

VPN Status

This screen displays the VPN connection state.
Click on Refresh for the most recent information.
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Using the Configuration Menu
Help

Lol s AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
| Home  Advanced Tools Status Help

DI—324VUP+|

-

Home

o Setup Wizard
Wireless
WWAN Settings
LAN Settings
DHCF Server
WP

Advanced

Wirtual Server

Special Applications
Filters

Firewall Rules

ShWP

DONS

Routing

DMz

Wireless Performance

Tools
» Administrator Settings
o Systemn Time
o Systern Settings
e Firmware Upgrade
e Miscellaneous lterns

Status

» Device Information

This screen displays the complete Help menu. For help at anytime, click the Help tab in
the Configuration menu.
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Installing the Print Server Software

Insert the installation CD-ROM into the CD-ROM drive. The following window will be
shown automatically. If it is not, please run “autorun.exe” on the CD-ROM.

ID D-Link DI-824YUP 4-Port Wireless Broadband YPN Router

AirPlus &G+ 1
Protect and Share Your Internet Connection S

l DI-824VUP+ _“.ﬂ‘

=
PRINTERS

Click Install Print
Server Software

z1+-P0rt Wireless Broadband VPN

Router

Select your Windows
operating system
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Installing the Print Server Software (continued)

USB Print Server Setup &‘

Welcome to the InstallShield Wizard for
Broadband Router USB Print Server

Wait until the following Welcome
dialog appears.

Welcome to the Broadband Fouter Print Server driver
Setup prograr, This program wil install Print Server an your
computer

Click Next

USB Print Server Setup

Choose Destination Location

Select folder where Setup will install files. L )‘
Setup wil install Broadband Router USE Print Server in the following folder. T
1 1 To install to this folder, click Nest. To install to a different folder, click Browse and select
Select the destination folder. Lonl

- Destination Folder

E MBroadband Router LISE Print Server Browse:

Click Next

Cancel

USB Print Server Setup
Then, the setup program will begin —
to install the programs into the b
destination folder.

InstallShield Wizard Complete

The InstalShield ‘Wizard has successfully instaled Broadband
Router USE Print Server. Click Finish to exit the wizard,

When the following window is
displayed.

Click Finish

“fau must reboat pour PC for all changes to take effect.

After rebooting your
computer, the software
installation procedure is -
finished. Click OK [ ]

(% ies, | want o restart my computer now.!

Mo, | will restart my computer later.
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Configuring on Windows 98se/Me Platforms

After you finish the software installation pro-
cedure, your computer will be capable of
network printing provided by the DI-
824VUP+. For convenience, we call the
printer connected to the printer port of the
DI-824VUP+ a printer server. On a Win-
dows 95/98 platform, open the Printers
window in the My Computer menu.

Now, you can configure the print server of
the DI-824VUP+:

Find out the corresponding icon of your
printer server, for example, the HP
LaserJet 6L. Right click on that icon, and
then select Properties.

The following screen appears:

Click on the

B3 Printers
Fie Edit \iew Hep

Add Printer . HPLasenlet].
Chinese|

‘ 4 objectiz)

HP Lazerdet 6L [PCL) Propestics

Generdl | Datais | Sharing | Paper | Frint Guaiity | Fonts | Device ations |
gﬁ? HP Lasenlet BL [POL]

LCommenl: I

Sepaialer pags Ilnune] *|  Browse. |

Fiink Test Page I

Cancel |

Aonly J HE I

'] Prepoibes

Details tab

Choose the “PRTmate: (All-in-1)”
from the list attached at the Print To
item. Be sure that the Printer Driver
item is configured to the correct driver
of your printer server.

L5 HP Lasesiet 6L POL)

Frint b the [ofkreng ok

| Papar | Prrd Qualy | Fante | Divies Opons |

-] EsiPo
e Pl
Frie g i beaing deives Dol
[he Carauet @ prn e L
Caphas Friver Fod.. | End Caphes |
Tiveeinid, sedtigs 1

Hut perlecingd 1= meeinids
Tranpmispon palyy | 07 pacandy

Click Port Settings

_' Firt Soficea '
<

Choose your printer interface.
Type in the IP address of the DI-824VUP+.

| I = I ™ | Sl |
Printer Position H
Frinter's Interface
* DB2SParalelt Y
~ UsE ance
Help
All-in-1 IP-Sharer'z [P -
[192.168.0.1

Click OK




Configuring on Windows 2000/XP Platforms

%" HP Laserlet 6L Pronerties
'Click Port : heiens ;

Pt to 1he eliosng poet(e). Documents vl ponk b e frs) fres
checked port

The configuration procedure for a

Pt [ Deseriplion [ Privitet |
Windows 2000/XP platform is similar to gg:g Soet
that of Windows 95/98 except the Dcous Sl Pt
. . O coms Seiial Fort
screen of printer Properties. OPLE: B Fis
S FR T mats
4l

addPay. | Dielete Fest | Conrgies il
I Enable bidiessional suppait
- - I Epatis privee poaling
Click Configure Port

0K | meees | i |

Choose your printer interface.
Type in the IP address of the DI-824VUP+.

All-in-1 IP-Sharer's IF

192.168.01

Click OK

(Note: Screen shots are taken in Windows 2000,
similar screens will appear in Windows XP.)
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98.

Go to Start > Control Panel > Network Connections
Select Set up a home or small office network

Network Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you zet up this computer to mwn on Yo
network, With a network, pou car;

+ Share an Internet connection

+ Setup Intemet Connection Firewall
+ Share filez and folders

+ Share a printer

To continue, click Mest.

Mest > '[ Cancel

When this screen appears, Click Next.
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Networking Basics

Please follow all the instructions in this window:

Network Setup Wizard

Before you continue...

Before you continue, review the checklist for creating a network.

Then, complete the following steps:

+ |nztall the network cards, modems, and cables.

+ Tum on all computers, printers, and external modems.
+ Connect to the Intemst,

“When vou click Nest, the wizard will search for a shared [nternet connection on your netwark.

Cepe (oo )

Click Next.

In the following window, select the best description of your computer. If your
computer connects to the internet through a gateway/router, select the
second option as shown.

Network Setup Wizard

Select a connection method.

Select the statement that best describes thiz computer:

() This computer connects directly to the Intemet. The other computers on my netwark, connect
to the Internet through this computer.

Wiew an example.

() Thiz computer connects to the Intemet through another computer on my netwark. or thraugh
a rezidential gatewsay.
“iew an example.

O

Learn mare about home ar small office network configurations.

[ < Back ﬂ Meut » ]'l Cancel

Click Next.
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Enter a Computer description and a Computer name (optional).

Network Setup Wizard
Give this computer a description and name.

[ Computer description: | Mary's Computer I]

Examples: Family Room Computer or Monica's Caomputer

[ Cornputer hame: | Office |]
Examples; FAMILY ar MOMICH

The cument computer name iz Office

Learn mare about computer names and descriptions.

< Back I Mest » ' Cancel

Click Next.

Enter a Workgroup name. All computers on your network should have the
same Workgroup name.

Network Setup Wizard

Mame your network.

Mame your netwark by specifying a workaroup name below. All camputers an yaur netwark,
should have the same workaroup name.

Workgroup name: | Accounting
Examples: HOME or OFFICE

[ < Back Mexst » ][ Cancel

Click Next.



Networking Basics

Please wait while the Network Setup Wizard applies the changes.

Metwork Setup Wizard

Ready to apply network settings._.

The wizard will apply the following settings. This procezs may take a few minutes to complete
and cannot be interrupted.

Settings:
Mebwork settings: ~
Computer description: Mary's Computer
Cornputer tiame: Offica
Workgroup name; Accounting
The Shared Documents folder and any printers connected to thiz computer have been
shared,
b

To apply thezse seftings, click Mest.

’ < Back I| Mest > I[ Caticel
——

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait...

Pleaze wait while the wizard configures thiz computer for home or small office networking. This
process may take a few minubes.

. L

75



Networking Basics

In the window below, select the option that fits your needs. In this example, Create a
Network Setup Disk has been selected. You will run this disk on each of the

computers on your network. Click Next.

Metwork Setup Wizard
You're almost done__.

i “t'ou heed to run the Metwork. Setup “Wizard once on each of the computers on pour
\_\‘) network, To run the wizard on computers that are not running Windows XP, you can uze
the 'windows XF CD or a Metwork Setup Digk.

‘wihat do you want to do?

(0 Use the Netwark Setup Disk | already have

(O Usge my Windaws <P CD

(D Just finish the wizard; | don't need ta run the wizard on other computers

Insert a disk into the Floppy Disk Drive, in this case drive A.

Hetwork Setup Wizard
Insert the disk you want to usze.

Insert a dizk the inta the following dizk drive, and then click Mest.

3% Floppy [4:]

If you want to format the disk, click Format Digk.

< Back E Mext > J
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Please wait while the wizard copies files...

[ ]| Zancel |

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network

Setup Wizard once on each of the computers on your network. To continue click Next.

Hetwork Setup Wizard
To run the wizard with the Hetwork Setup Disk. .. %

i Complete the wizard and restart this computer, Then, uze the Metwork Setup Dizk to un
\\‘) the Metwork, Setup *wizard once on each of the other computers on your network.

Here's how:
1. Inzert the Mebwork Setup Disk into the nest computer you want to netwark,

2. Open by Computer and then open the Metwork Setup Disk.
3. Double-click "netzetup."

< Back ' Mest > J Cancel
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Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Metwork Setup Wizard

Completing the Network Setup
Wizard

You have succeszsfully zet up this computer for home ar small
affice netwarking.

For help with home or small office netwarking, see the
following topics in Help and Support Center:

+ Uszing the Shared Docurnents folder
+ Shanng fles and folders

To zee other computers on vour netwark, click Start, and then
click My Metwork Places.

To cloge thig wizard, click Finish.

| <Back || Fiish |

The new settings will take effect when you restart the computer. Click Yes to
restart the computer.

System Settings Change X

P You musk reskart your compuker before the new settings will kake effect,
.
.\“-'.
Do you wank ko restart your computer now?

You have completed configuring this computer. Next, you will need to run the
Network Setup Disk on all the other computers on your network. After running
the Network Setup Disk on all your computers, your new wireless network will
be ready to use.
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Networking Basics
Naming your Computer

To name your computer, please follow these directions: In Windows XP:
B Click Start (in the lower left corner of the screen).
B Right-click on My Computer.

B Select Properties and click.

o Internet __J‘ My Documents
Internet Explorer
@;I E-mail 3 b My Recent Documents »

Cutlook Express

:‘j} My Pictures

E Command Prompt J My Music

-
\! M3 Explarer “[ vy Computer |
Open

g My MNetwork Explare

‘Windows Media Player | s

G B? Control Pane|  Manage
el Windows Mavie Maker

e‘ Map Metwork Drive. ..
b, e Disconnect Metwork Drive. ..

@ Tour Windows xF % |
Eﬁ Printers and F - Show on Desktop

Rename

b | Files and Settings Transfer |

Wizard @) telp and Supml

B Select the Computer Syt e
Name Tab "_1 the SyStem | S‘y_s[eFHesrnm | Automatic Updates || Remote |
Properties window. | Geneal [ Computerfame™ J:  Hadwae | Advanced |

Windows uzes the following information to identify wour computer
on the network.

o R
B You may enter a Com- SR SeeReen

puter Description if you For erample: "Kitchen Computer or "Many's
N .. . . Computer''.
wish; this field is optional.

Full computer name:  Office

‘wiorkgroup: Accounting
To use the Nebwork |dentification Wizard to join a Natwork 1D
dornain and create a local user account, click Netwark =

W Torename the computer D

and join a domain, Click

Chan ge. To rename thiz computer or join a domain, click Change,
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Naming your Computer

B |n this window, enter the
Computer name.

Computer Name Changes

You can change the name and the membership of thiz
computer. Changes may affect access to network resources.

B Select Workgroup and enter the
name of the Workgroup.

Computer name:
| Office |

B All computers on your network
must have the same Workgroup | Full zamputer name:

name. Office
B Click OK. Member of
) Damair:
| |
(&) 'workgroup:
| Accounting |

OK [ Cancel ]

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP Ad-
dress range (see Getting Started in this manual for a definition of IP Address Range). To
check on the IP Address of the adapter, please do the following:

B Right-click on the Disable
Connectionicon :
Repair

in the task bar.
Yiew dvailable Wireless Networks

Open Network Connections

B Click on Status.
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Networking Basics
Checking the IP Address in Windows XP

- . . i I i 7
This window will appear. Wireless Network Connection 7 Status

Genera (ueect )

Internet Pratocal [TCF/AF)

W Click the ,
Support tab. Address Type: Assigned by DHCP
[ IP Address: 192.168.0.114 ]
Subnet Mask: 255.255.205.0
Default Gateway: 152168.01

Details...

[ | Click Close.

Close

Assigning a Static IP Address in Windows XP/2000

Note: Residential Gateways/Broadband Routers will automatically assign IPAddresses
to the computers on the network, using DHCP (Dynamic Host Configuration Proto-

col)technology. If you are using a DHCP-capable Gateway/Router you will not need
to assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP
Address, please follow these instructions:

p | l’ Control Panel
u Go to Start. @ Tour Windows %P

J:_‘:ﬁ Printers and Faxes
w Paint

Q_’) Help and Support
) | Files and Settings Transfer i
B Doubleclickon | = - *izard - search
Control Panel.
All Programs b 7 Run...

ﬁ| Lag OFF .G) | Turn OFF Computer
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Networking Basics

Assigning a Static IP Address in

B  Double-click on
Network
Connections.

B Right-click on Local Area
Connections.

B Single-click on
Properties.

Windows XP/2000

# Control Panel

File Edit “iew Favarites Tools Help

€D sack & ;| V) search [~ Folders
Q © 2P I

Address E} Cantrol Panel

(% Accessibility Options

< Add Hardware
‘L) Add or Remove Programs
i Adrinistrative Tools

See Also

‘ Windows Update
Help and Support

‘= Game Controllers
’Internet Options

s Power Opkions
" aPrinters and Faxes
9 Regional and Language Options
=% Scanners and Cameras
J5cheduled Tasks
%2, Sounds and Audio Devices

“s Network Connections

File Edit View Favorites Tools  Advanced  Help

Q- ©

address € Netwark Connections

) searh [ Folders

Al Name

Network Tasks LAN or High-Speed Internet

[8] Create anew
connection Disable

% et up a home or small Status
office network Rops

@ Disable this netwark S —
device Bridge Connections

&, Repair this connection T reirars

Create Shorteut

Delete

®fi Rename this connection
€ View status of this
connetion

[#] change settings of this
connection

Rename

Other Places

@ Control Panel m
q My Network Flaces

(L) My Documents

W My Computer

Details
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Networking Basics
Assigning a Static IP Address
in Windows XP/2000

M Click on Internet
Protocol (TCP/IP).

B Click Properties.

B Input your IP address and
subnet mask. (The IP
Addresses on your network
must be within the same
range. For example, if one
computer has an IP Address
0f 192.168.0.2, the other
computers should have IP
Addresses that are
sequential, like 192.168.0.3
and 192.168.0.4. The subnet
mask must be the same for
all the computers on the
network.)

B Input your DNS server
addresses. (Note: If you
are entering a DNS
server, you must enter the
IP Address of the Default
Gateway.)

The DNS server information will be supplied

by your ISP (Internet Service Provider).

B Click OK.

= Lok Eréd Connectisn T Propeaties

R R re—

Corwmil i)
B poLnk DvAL-SE20

Thir cprracicn urex Ha foloang dars

Charid b B iacaal] Matwod =
File sl Pimdsr 5 heawing Fird. W icaasolt W iskasnads
= B8 [k Fark

EEE ruirai Froiccr [(1000F] )

Caropian

T usrersizzion Conbal Predoccdi ntsnst Frolaca. Tha defud
il arsa rsderk protol hat pecadir: ConInURECation
B dhveres desoonmeihed retrak

[T S b b ot sy v poswsoted

o || Cawe

I B FTalCOR | LA | B eS|

Jarad

oo an et 1 clres anmree oubneoral | yvme wberd m ppahs
Vi (TR e i, A el 0 AR 00 T el TR O
1 DOl I pelire

L3 vt P e el

(55 L o by 9 e )
L 162 el 0§ =
A nik M. .. n
bl e

(.‘T_".u.= B ey T, 3w kv ]
Srzlped (FHE aeroe |

Lheyale LI i

[thrend. ]

83



Networking Basics
Assigning a Static IP Address with Macintosh OSX

Go to the Apple Menu and se-

lect System Preferences.

Click on Network.

Select Built-in Ethernet in the
Show pull-down menu.

Select Manually in the Con-
figure pull-down menu.

8o Systemm Preferences [=]
« =A@ O

Shew il | iy foemd Metwork Siamis Do

Perscnal

m W £ @ 6 & @
Deskiop Dok Caneral Irtenatiensl Legn Serven Laves Ureverral

oo

Hardware

¢ U m % A

Colariyne Draphens Lrasgy Saver  Keybsard Mouse Sownd

Internet & Negorh

@ L-ﬁ

st Qo GuiTime oy
System

@ @ § E B §

Chaasie Duse & Tome Safrmate Sppers Seartus Dok Laen

friv
LK) Netwark =
« =A@ O
Shew AN Dispiays Seund Merwork Startup Disk
Lecation: | Automatic "

Show:

Buihi-in Ethernet i

- = e |
‘ Mnmu
DHCF Router

Configure  Lising DHCP

Using BeatP
Servers |Optoanall

IF Address

Provided by DHCP Sarven

Submet Mask. 255.255.255.0
Router: 182.168.0.1 Search Domainy il
DHCF Cleent 10
(Optsanalk
Example: apgle com, earitlink mex
Etherner Address
(&) Click the Inck to prevent further changes. Apphy Now
Network =4

‘86C

w = A 2

Show All

Displays Sound Network Startup Disk

Input the Static IP Address,

Location: = Automatic E.

the Subnet Mask and the
Router IP Address in the ap-

Show: | Built-in Ethernet )
PPPoE | AppleTalk | Proxies |
Configure: | Manually P
Domain Name Servers (Optional)
IP Address: | 192.168.0.2

propriate fields.

Click Apply Now.

Subnet Mask:

Router:

255.255.255.0

192.168.0.1 — Search Domains (Optional)

Ethernet Address:

Example: apple.com, earthlink.net

00:09:93:75:de:5a

@ Click the lock to prevent further changes.

lf Apply Now \'
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Networking Basics

Selecting aDynamic IP Address with Macintosh OSX

B Go to the Apple Menu and select

System Preferences.

B Click on Network.

M Select Built-in Ethernet in the
Show pull-down menu.

M SelectUsing DHCP inthe
Configure pull-down menu.

B Click Apply Now.

B ThelP Address, Subnet
mask, and the Router’s IP
Address will appear in a few
seconds.

[-X:] Syt Preferencen [=]
« = 4@ O
AR R
mEAsE R 68 6
Hirdmare =
¢ = m S A
Cwiariyms Doapiay Ty Saved LT s e
Intarmet & Natwask
® Q =
e P e
System
2 G ® § @ Lo
Gl DabTme o ot don b
‘88cC Netwark =

- =N

sn‘«:;ll Dl‘:nla}n Sound Network Startup Disk
Location: | Automatic )
'Shmr. " Built-in Ethernet 3
—_— . Manually Tolles” 1 — =

same Servers (Optianall
1P Address.
(Prenided by DHCP Serven)
Subnet Mask: 255.255.255.0

Search Domains 10pnienall

Router: 19216801

DHCP Client ID;
iDpuional)

xamphe: apple.com, earthlink.net
Ethernet Address.

@ Click the lock to prevent further changes. Apply Now

eo Netwark (=)

« =A@ 3

Show AN I;iD‘l:! Sound Metwork Startup Disk

Lecation: | Autamatic 5

Show:  Built-in Ethernet i
FAEBie oot | appletalk | prosies |
Configure: | Using DHCP E

Domain Name Servers (Opional)

1P Address: 1921680160
Previded by DHCP Serven

Subnet Mask: 255.255.255.0

Search Domains 10prienal)

Router: 19216801

DHCP Client 10:
0pticnal)

Laample: apple.com, earthlink.net
Ethernet Address: 00.06:96:79.de 50

@ Click the lock 1o prevent further changes.
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Networking Basics
Checking the Wireless Connection by Pinging in Windows XP and

2000

m Goto Start > Run >
type cmd. Awindow
similar to this one
will appear. Type
ping
XXX XXX XXX XXX,
where xxx is the IP
Address of the
Wireless Router or
Access Point. A
good wireless

connection will show

four replies from the
Wireless Router or
Acess Point, as
shown.

\WINDOWS\System 32\cmd.exe

Microsoft Windows XP [U
(5 Copyright 1985 2081

[F:\Documents and Settings\lab4>ping 192.168.8.58
[Pinging 192.168.8.50 with 32 hytes of data:

[Reply from 192 168
[Ping statistice for
t

acket eceived
ipproxinate round tllp times in milli-sec
Mininum = 3ms, Maxinum = 64ns. Averag

[F:\Documents and Settings\lah4>.

BEE
[-]

Checking the Wireless Connection by Pinging in Windows Me and

98

B Goto Start>Run
> type command.
A window similar to
this will appear.
Type ping
XXX XXX . XXX . XXX
where xxx is the IP
Address of the
Wireless Router or
Access Point. A
good wireless
connection will
show four replies
from the wireless
router or access
point, as shown.

= M5-DOS Prompt

M N mum

i NWIMD
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Networking Basics
Adding and Sharing Printers in Windows XP

After you have run the Network Setup Wizard on all the computers in your network
(please see the Network Setup Wizard section at the beginning of Networking Basics),
you can use the Add Printer Wizard to add or share a printer on your network.

Whether you want to add a local printer (a printer connected directly to one computer),
share an LPR printer (a printer connected to a print server), or share a network printer
(a printer connected to your network through a Gateway/Router), use the Add Printer
Wizard. Please follow the directions below:

First, make sure that you have run the Network Setup Wizard on all of the computers
on your network.

On the following pages, we will show you these 3 ways to use the Add Printer Wizard:

1. Adding a local printer
2. Sharing an network printer
3. Sharing an LPR printer

(Other Networking Tasks)

For help with other tasks, that we have not covered here, in home or small office net-
working, see Using the Shared Documents folder and Sharing files and folders in
the Help and Support Center in Microsoft Windows XP.
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Networking Basics

Adding alocal printer (a printer connected directly to a computer)

A printer that is not shared on the network and is connected directly to one computer
is called a local printer. If you do not need to share your printer on a network, follow
these directions to add the printer to one computer.

B Goto Start
> Printers
and Faxes

B Click on Add a printer.

&m Windows Movie Maker

l:@ Tour Windows xP

y | Files and Settings Transfer
' ‘Wizard -

@ MNotepad

All Programs P

| '« Start

Printer Tasks

&> Setup faxinn
Start the Add Printer Wizard, which helps you install a printer.

(2] Troubleshoot printing
@) Set help with printing

Other Places

[ Control Pane]
4, Scanners and Cameras

&) My Documents

3} My Pictures
¢ My Computer

it 1.bmp - Paint

‘ Printers and Faxes
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Networking Basics
Adding alocal printer

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thits wizard helps pou rstel a pinber or make prinks:
connechions.

] I pous have a Plug and Play prinker that connects

}|) through a USB post or any ther bot pluggatle
part, zuch 22 |EEE 1384, infrared. and 20 on). you
do ot need bo use this wizard, Cick Cancel to
chose the wizaid, and then plag the priner's cable
inko your computer of point the pirder taward paur
computber's ritared port, and bum the prnker o
“windows wil sutomaticall install the prnter for pou

To cocdinue. chck Hest

B Click Next.

W Select Local printer

attached to this e Mok Pt
Computer The vazard needs b know which lype of panter bo set up

. (DeseleCtAUtomatl- Seldact the ophon that desciibes the pander pou want to uze:
(%) Local prinker attached ko this compute:

cally detect and install i s il P s P i
my Plug and Play () A& network, printer, of & print=t altached to another comprier
printer if it has been

selected.)

= 4 Tosetup anetwork prinder that is not attached o a prirk s2rver,
._1.) us= the "Local printer ' option.

Bl Click Next. ([cgeok N _tew> J[ oo ]

B Select Use the follow- Select a Frintes Port

Camputers communizate vt printers theoush ports

ing port:
Select the port pou vaaet your prinkar fo uze. || the port i not ksted, pou can cieate a
new port,
B From the pull-down menu ® s the folowing e v
select the Correct port Mote: Mozt computers use the LFTT: port to commurscsle wih a local printe.
. The connect for this port should look. zomething ke thes:
for your printer. _
(Most computers use the LPT1: port, S—EO o
as shown in the illustration.) O Create answpott
B Click Next. <pock [ tew> J)[ concel |
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Networking Basics
Adding alocal printer

Select and highlight
the correct driver for

your printer.

Click Next.

(If the correct driver is
not displayed, insert the
CD or floppy disk that
came with your printer
and click Have Disk.)

At this screen, you can
change the name of the

printer (optional).

Click Next.

Select Yes, to print a
test page. A successful
printing will confirm that
you have chosen the
correct driver.

Click Next.

Add Printer Wizard

Install Printes Soltware
The maradach ser and mode! detemine which prinler solbware o use

i Sedect the manufacturer and model of yous pinter. If pouw pintes came eith an inctallation
=] disk. click Have Disk, If your printer iz nat listed. consuk your panter documentation for
compatible printer softwae

W anis setursn # i Printars 2
Futsus ‘ S HP Desklet 400
gfn . I HP Desklat 400 (Monochicme)
ek ‘ ..:&'HP Desklel 420
b

HP

£ ™ trerrm—rr—

| windows Update | [ HaveDisk.. |

I < Back ' Nt » .I Cancel
Add Printer Wizard

Mame Your Printer
Yo must awagn a name bo this prntes,

It This driver iz digitally signed.
Tel e vitw cives signing is important

Type & name for this printer. B ecaus= some programs do nol support prnker and serer
name combinabions of more than 31 characters, it i best o keep the name as short as
possitle,

Privkes name:

[LF Deskct 503

[ <gock J[_net> | [ conca |

Print Test Page
To cordim that the prnter i instaled properly, you can print 2 t=3! page

Do you wark to print  test page?
©fes
O

| < fack l! Het '| Cancel
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Networking Basics
Adding alocal printer

This screen gives you information about your printer.

Add Printer Wizard

Completing the Add Printer
Wizard

You have successfully completed the Add Panter Wizard
‘You specified the following printer settings:

N arne: HP Desklet 500
Shaie name:  <Not Shared>
Port: LPTY;

Modet HP DeskJet 500
Defaudt: Yes

Test page:  Yes

To cloge thiz wizard, chck Finish,

Click Finish.

When the test page has printed,

HP DeskJet 500

& test page is now being sent ta the printer. Depending on the
speed of yaur printer, it may take a minute o bwa befare the page
iz printed,

The test page briefly demanstrates the printer's ability ta print
graphicz and text, and it provides technical information about the
printer driver,

If the test page printed, click OF.,
If the test page did not print, click Troubleshoot.

[Imubleshaol...

Click OK.



Networking Basics
Adding alocal printer

B Goto Start > Printers
and Faxes.

A successful installation will display
the printer icon as shown at right.

You have successfully added a local
printer.

Sharing a network printer

Printer Tasks

&dd a printer
22l See what's printing
Select printing

preferances
i

= Pause printing

‘-_4; Shars this printer
®i Rename this printer
¥ Delete this printer
ia¥ Set prinker properties

See Also

Go ko manufacturer's
‘Web site

Other Places

[ Contral Panel

=, Scanners and Cameras
L) My Dacuments

(2} My Pictures

'd My Computer

1y Start

After you have run the Network Setup Wizard on all the computers on your network,
you can run the Add Printer Wizard on all the computers on your network. Please
follow these directions to use the Add Printer Wizard to share a printer on your

network:

B Goto Start >
Printers and Faxes

Yol windows Movie Maker E" Control Panel
& Printers and Faxes
@ Tour Windows ¥P =

b |, Fllas and Settings Transfer 9) Help and Support

wizard =
/'._) Search
Notepad
B ] Run...

All Programs P

@l Log Off @| Turn OFf Computer
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Networking Basics
Sharing a network printer

B Click on | Printer Tasks
Add a printer. @] duld acriter

=

S5 Set up Faxis _
| Start the Add Printer YWizard, which helps vou install 2 pr'nter.l

Add Printer Wizard

Welcome to the Add Printer
@ Wizard

Thiz wizard helps you install a panter or make printer
connections.

through & USE port [or any other hot pluggable
poit. such as [EEE 1334, infrared, and 50 on), you
do not need to use this wizard, Chck Cancel to
close the wizard, and then plug the prniter's cable
into your compter of paint the printer taward pous
computer's infrared port, and tuim the printer on
Windows will automatically install the printer for pow

i/' If wou have a Plug and Play printer that connects

To continue, chok Mest.

B Click Next. Nest> Cancel

B Select Local or Network Printer
Netwo rk Prin ter. The wizard needs to know which type of printer to set up

Select the option that describes the printer you want to Lee:
() Local printer sttached ko this computer

printer
(%) A network printer, or a printer attached to another computer

i') To set up a network printer that is not attached to a prnt server,

use the “Local pinter'' option.

| < Back || Neat > || Cancel

B Click Next.
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Networking Basics
Sharing a network printer

Spacily a Printer
. SeleCt Browse for mﬂmlm:mamummollmm.youcanmmmlapmier

a printer.

“what pririter do wou warit lo connec 107

) Cormect bo thiz printes |or bo Brovess for & prinksr, select fhis oplion and click Nestf
Hame:
Examplz: Yhamrveriprinter
() Cgninect bo a prinker on the Iremet or on & hame or clfice natwork:
UAL:
Ewampla: hitpesserves/ printersdmypnntes/ prnker

B Click Next. [Ccodk | timt> | [ Concel |

Add Printer Wizard

Browze for Printer
when e B of piirters appears. select he o pou want Lo use

Prirtar: |\OCHHP Diesk] et 500

Shated pinlere

B Select the printer you S Miroscit Windaws Netwrk:

i &l
would like to share. o>
[l 10c3

B Click Next. FEE—

Commert:
Shatus Raady Documents waliwg o

Add Printer Wizard

Completing the Add Printer
Wizard

‘fou have succezsfully completad the Add Printes Wizamd
“font specified the folloving printer sellings

Hame HP Desolet 500 on IQC2
Defaul: er

Locaticr:

Commery:

To close this wizard, click Finish

[ Frish |

B Click Finish.
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Networking Basics
Sharing a network printer

B To check for proper
installation:

B Goto Start > Printers
and Faxes.

The printer icon will appear at right,
indicating proper installation.

You have completed adding the
printer.

To share this printer
on your network:

B Remember the printer
name.

B Runthe Add Printer
Wizard on all the
computers on your
network.

B Make sure you have
already run the
Network Setup
Wizard on all the
network computers.

After you run the Add Printer
Wizard on all the computers in the
network, you can share the printer.

@i“ Windowrs Movie Maker Cantrol Panel

@ Towr Windows 3P

o} Flles and Settings Transfer 9) Help and Support
Wizard 2
; ).) Search
|§ Motepad
=7 Run...

all Programs b

@l Log OFf |6| Turn OFF Computer

Printer Tasks

[Z] Add a printer
151 See what's printing
Select printing

preferences
“,g Pause printing
':.3)3 Share this prinker
]} Rensme this printer
K Delete this printer
Q’f Set printer properties

See Also

Go ko manufacturer's
Web site

Other Places

[ Control Panel

3 Scanners and Cameras
[} My Dacuments

(3 My Pictures

¢ My Computer
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Networking Basics

Sharing an LPR printer

To share an LPR printer (using a print server,) you will need a Print Server such as
the DP-101P+. Please make sure that you have run the Network Setup Wizard on
all the computers on your network. To share an LPR printer, please follow these

directions:

B Goto Start >
Printers and

Faxes.

M Clickon Add
a Printer.

The screento the
right will appear.

B Click Next.

m Select
Local
Printer.

B Click Next.

Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps you mstall a prnter or make printer
connechans.

i If pou have a Flug and Play printer that connects

through a USE port for any other hot pluggable
port, such as |IEEE 1334, infrared. and 50 on), you
do not need o use this wizard. Chck Cancel to
close the wizard, and then plug the printer's cable
rilo your compuler of point the printes towad pour
computer’s infrared part, and tum the printer on
‘Windows will autornatically install the printer far youw.

To continue, chok Next,

| Mewt> | Cancel !

Add Printer Wizard

Local or Network Printer A
The wizard needs to know which type of pinter to sst up. =

Select the oplion that desciibes the printer you wanl to use:

(@) ocal pinter attached to this computer
[ Automatically detect and install my Plug and Play printer
O A netwark printer, or a printer sttached to another computer

i To set up & network prinker that iz not attached to a print server,
\() uge the "Local printer aption

I < Back ! Nest» 'I Cancel
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Networking Basics
Sharing an LPR printer

B Select Create a new port.
m From the pull-down menu,

select Standard TCP/IP
Port, as shown.

B Click Next.

B Please read the
instructions on this

screen.

B Click Next.

B Enter the Printer IP
Address and the Port

Name, as shown.

B Click Next.

Add Printer Wizard

Select a Printer Port

Computess cammuricate with prirters thiaugh ports.

Sedect the podt pou veant yoar printer to uee, [ the port i not Eited, jou can ciesle &
s pord.

sz the follovang port

(&) Cieale & rew pork
Type of port:

STETICIECTIMENSNINNNNNE «

[ <pack N HNee> JN[ Cancel |
L

Add Standard TCRAIP Printer Part Wizard (%]

welcome to the Add Standard
TCP/IP Printer Port Wizard
“foasuzze this wizand bo add & post for 2 nelwork prnbes
Belore contiruing be sure that

1. The device iz uned on
2. The retvaric iz connected and configuied.

To contnue, click Nt

Add Standard TCP/IP Printer Port Wizard

Add Port 5
For which devics do pou want o add s pot? sr—"
Ertes the Prinlar Mame o |P address, and a port nama for the dessited device:
Frirder Hame cr [P &ddress: 192170.,0.20
Pert Mamre: IP_152170.0. 20
<Back J|_ Mest> Carel
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Networking Basics
Sharing an LPR printer

Add Standard TCP/IP Printer Port Wizard

In this
screen,
select

Custom.

Click
Settings.

Additional Port Information Required
The device could not be identified,

The detected device is of unknown type. Be sure that

1. The device is propeily confioured.

2. The addrezz on the previous page is corect

Either camect the address and pedorm another seach on the network by retuming to the
previous wizaid page o select the device type if you &e sure the addiess is conect,

Device Type
O Standard

[ (®) Custom

[ < Back " Mewt >

] [ Cancel I

Configure Standard TCP/IP Port Monitor

Enter the Port
Name and the
Printer Name
or

IP Address.

Select LPR.

Entera
Queue
Name (if your
Print-Server/
Gateway has
more than
one port, you
will need a
Queue

name).

Click OK.

Port Settings |
Port Narme: ‘IP_1 92170.0.20 \
Frinter Name or IP Address: | 192.170.0.20 |
Protocol
(O Raw @®LPR
Fiaw Settings

LPR Settings

[ HQueue Name: Ip

[]LPR Byte Counting Enabled

[] SMMP Status Enabled

Lo _JJl

Cancel I
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Networking Basics
Sharing an LPR printer

B This screen will show you
information about your

printer.
B Click Finish.
B Select the printer you
are adding from the list
of Printers.
B Insert the printer driver disk
that came with your printer.
B Click Have Disk.

If the printer driver is already installed, do
the following:

B Select Keep existing
driver.

Bl Click Next.

Add Standard TCRAP Printer Port Wizard

Completing the Add Standard
TCP/IP Printer Port Wizard

“ous have salectad & por with the follavang charactanistics

SHMP: He

Prolocel LPR. I

Devica: 192170.0.20
Poat Mame: IP_152170.0.20
fudaplar Typs:

Ton caoonplebe Bhes wezand, chok Firsh

Caneel

Add Printer Wizard

Inztall Printes Soltware
Thea manulaciurer and model detemine which printes softwaie bo use.

WA Selecd the manulachurer and medsl of peur pricker. [T pour printar eama with n inctallslion
L-\ﬂ disk, click Heve Disk. (1 waur printes iz not listed. cansult vour prnter documertation o
compolible panter software

Marubacturer - @ Forteez ] %
Fupleu Sl HP Dieck ot 400
EE'EE"C S HF Desklet 400 [Manocheome)
e S HP DeckJet 420
HP v | ST v
2 >
EF This dhiver i dicitaby signad [\-Endomundae]ll Heve Disk. ]'
Tall i i
[ <Back || Hets ][ Cace |

Add Printer Wizard

Use Existing Drives

A diiver i sheady Pelslad o this preder Y ow esn use o replace he sxisting
diiwer,

HP Decket 500

) Rieplace esisling criver

l « Back I Mast»

JJ[_cancel |
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Networking Basics
Sharing an LPR printer

Add Printer Wizard

| You can rename your_pnnter if B o tirtasis
you choose. Itis optional.

Type & rama for this pinter. Bacause soma pragiame do nat suppart pinker o ssever
a2 combinaars of mare than 31 charactars, & is best Io keep the name ax shor az
possible.

[ | Please remember the name of
your printer. You will need this
information when you use the
Add Printer Wizard on the
other computers on your
network.

M Click Next. <ok [ toe> Concel ]

Add Printer Wizard

. thi::::mm the prirker is istaled properly, pou can pint a best page.
| Select Yes, to print a test page.
D you weart: o it 2 best pape?
©ed
O Mo
[ | Click Next, e e

This screen will display information  [EEalEadat

about your printer. Completing the Add Printer

Wizard

“ou hawe successhdl completed the Add Printer Wizard.
Wou spacilisd the folowing pintker cefings

Marme: HF Diesklet SO0

Share name: Mol Shaed:

Fort IP_192170.0. 20

sl HF Dkt 500

Deatauk: Yes

Testpager e

B Click Finish to complete the
addition of the printer.

[ | Please run the Add Printer
Wizard on all the computers
on your network in order to

share the printer.

To cloge this wizaid. cick Firish

r—
[ ¢pack W Fesh 1) Carcel |

Note: You must run the Network Setup Wizard on all the computers on your network before
you run the Add Printer Wizard.
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Resetting the DI-824VUP+ to the
Factory Default Settings

After you have tried other methods for troubleshooting your network, you
may choose to Reset the DI-824VUP+ to the factory default settings.

To hard-reset the D-Link DI-824VUP+ to the Factory Default Settings, please
do the following:

B Locate the Reset button on the back of the DI-824VUP+.

B Use a paper clip to press the Reset button and
power on.

B Hold for about 5 seconds (do not hold for too long)
and then release. (Or, release when the status
LEDflashes.)

B After you have completed the above steps, the DI-
824VUP+ will be reset to the factory default settings.
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Technical Specifications

Standards
B IEEE802.11b
B IEEE802.3
B |EEE 802.3u 100BASE-TX Fast Ethernet
B |EEE 802.11g
B USB1.1

VPN Pass Through Function
m PPTP
m L2TP
B |PSec
LEDs
Power
WAN
LAN
WLAN
Status
COM
USB
m LPT
Operating Temperature
B 32°Fto 131°F (0°Cto55°C)
Humidity
H 10-90%
Power
B 5VDC/2.5A
Dimensions

B L= 9.25inches (233mm)
B W=6.5inches (165mm)
B H=1.375inches (35mm)

Weight
B ~2.00z.(9079)

Ports

4 x 10/100 LAN Ports (MDI/MDIX)
1 x 10/200 WAN Port (MDI/MDIX
1 COM Port (Dial-up Modem)

1 Parallel Port (DB25)

1 USB Port
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Frequently Asked Questions

Why can’t | access the Web-based configuration?

When entering the IP Address of the DI-824VUP+ (192.168.0.1), you are not
connecting to the Internet or have to be connected to the Internet. The device has the
utility built-in to a ROM chip in the device itself. Your computer must be on the same
IP subnet to connect to the web-based utility.

To resolve difficulties accessing a Web utility, please follow the steps below.

Step 1 Verify physical connectivity by checking for solid link lights on the device. If
you do not get a solid link light, try using a different cable or connect to a different
port on the device, if possible. If the computer is turned off, the link light may not be
on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
"If there is a link light, the cable is right.”
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

What type of cable should I be using? (continued)

What's the difference between a crossover cable and a straight-through
cable?

The wiring in crossover and straight-through cables are different. The two types
of cable have different purposes for different
LAN configurations. EIA/TIA 568A/568B
define the wiring standards and allow for
two different wiring color codes as
illustrated in the following diagram.

White-Green
Green
White-Orange
Blue
White-Blue
Orange
White-Brown
Brown

b

*The wires with colored backgrounds may
have white stripes and may be denoted
that way in diagrams found elsewhere.

; White-Orange
How to tell straight-through cable from 3 .?J,?{,‘Ef;m,,
. 4 Blue
acrossover cable: _ 5 White-Blue
The main way to tell the difference 6 Green
between the two cable types is to compare § Phite Brown

the wiring order on the ends of the cable. If
the wiring is the same on both sides, it is
straight-through cable. If one side has opposite wiring, it is a crossover cable.

5688 CABLE END

All you need to remember to properly configure the cables is the pinout order of
the two cable ends and the following rules:

A straight-through cable has identical ends

A crossover cable has different ends

It makes no functional difference which standard you follow for straight-through
cable ends, as long as both ends are the same. You can start a crossover cable
with either standard as long as the other end is the other standard. It makes no
functional difference which end is which. The order in which you pin the cable is
important. Using a pattern other than what is specified in the above diagram
could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:
Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through

Computer to an uplink port on a Hub/Switch — Crossover

Hub/Switch uplink port to another Hub/Switch uplink port — Crossover

Hub/Switch uplink port to another Hub/Switch normal port — Straight-through
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 2 Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might
block access to the configuration pages. Check the help files included with your
firewall software for more information on disabling or configuring it.

Step 3 Configure your Internet settings.

Go to Start > Settings > Control Panel. Double
click the Internet Options Icon. From the Security
tab, click the Default Level button to restore the
settings to their defaults.

Click to the Connection tab and set the dial-
up option to Never Dial a Connection. Click

the LAN Settings button.

Nothing should be checked. Click OK.

Go to the Advanced tab and click the
Restore Defaults button to restore

these settings to their facotry defaults.

Click OK. Go to the desktop and close any open
windows.

Gacmral Sorusd | vy Contand| Conmacions | Programs | nearced |
Tl awat crbend 120 b ey ke seoul; sk,

fere
‘nix-m.. owink sty |

Sacay v s e sor
WA 0 4 i e T 2

- timh
~Thes bk g v, AL 340 i 50 Wcined
© Lemmeecscivdues oo cnsied

Geves | Gecushy | Py | Sonta Lomsokns | Puogears | stvanced |
0 emeronin [
[T pn———
.
el
Cheamn St dyrand b xfpan apreg 5

A

i rariere
Loca s Wk L) g

g
Auicrudic conkguon rep memids sl satings. Ta srise e
102 of s seding. dhiobe ok confgarkn.

T Butoruakody et

Py setoed
Lhey 2w (0 v LEN [Thesiet stings wll nod sopky o
e sty

r
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 Check your IP address. Your computer must have an IP address in the same
range of the device you are attempting to configure. Most D-Link devices use the
192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or
ME?

Step 1 Click on Start, then click on Run.

Step 2 The Run Dialogue Box will appear. Type winipcfg in the text field and click
OK.
Run Hm

Type the name of a program, folder, or document, and
Windows will open it for pow

Dpen; |wiri:lcfg j

| oK i Cancel I Browse. . |

Step 3 The IP Configuration window will appear, displaying your Ethernet
Adapter Information.

M Select your adapter from the drop down menu.

M If you do not see your adapter in the drop down menu, your adapter is
not properly installed.

mlf—‘ Configuration
Ethemet Adapter Information

|PPP Adapter.
EP - Adapter

IF Address 0.0.00
Subnet Mazk 0000

Defaull Gatoway |

Fielegze A | Fienays AN | L‘I,ulelrfo»l

Step 4 After selecting your adapter, it will display your IP Address, subnet
mask, and default gateway.

Step 5 Click OK to close the IP Configuration window

106



Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP Address

in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

How can | find my IP Address in Windows 2000/XP?

Step 1 Click on Start and select Run.

Step 2 Type cmd then click OK.
Run @

= Type the name of a program, folder, document, or
2 Internet resource, and Windows will open it for wou,

Open; | cd .v_

[ Ok ][ Cancel r[ Browse. .. l

Step 3 From the Command Prompt, enter ipconfig. It will return your IP
Address, subnet mask, and default gateway

WINNT! system 32 CMD.EXE

2088 IP Configuration

Ethernet adapter Local Area Conn

Step 4 Type exit to close the command prompt.
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

Make sure you take note of your computer’s Default Gateway IP Address. The Default
Gateway is the IP Address of the D-Link Router. By default, it should be 192.168.0.1.

How can | assign a Static IP Address in Windows XP?

Step 1

Click on Start > Control Panel > Network and Internet Connections >
Network connections.

Step 2 See Step 2 for Windows 2000 and continue from there.

How can | assign a Static IP Address in Windows 20007?

2 Hebwmark: and Dial-=p Eonsschions
D Cd Uer Fpotm Iock  fckugnd bk

Step 1 Right-click on My Network

. - - o - E] | Phseach rodees o dm W% un| I
Places and select Properties. St s G
v U #2 oo #
. . - Wk Ireaming.
Step 2 Right-click on the Local Network and Dislup &< Sivice
Area Connection which represents B ——
your network card and select —
Properties.
ocal Area Connection Properties E d 1|
G |
Canrecd g
| WY D-Link DFESITY PCA Fasl Ethemet Adagier
Companenis chacksd s uead by this conmaction
Highlight Internet Protocol (TCP/ (e e ot itemis 2]
i i L i Fuoeo ICEAE ]
IP) and click Properties. “"I | _/j
Iratel. | Uringd | Fropeties |
DTI.U:NHDHCMTIdPlUOCMMl!.‘ Froloca T!‘\:t:l:lan.l
:Fa*owdiaaseiimusdndwmu
¥ Shomicon in taskba) when connected
ok Canesl

108




Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows 20007

(continued)

Click Use the following IP Address and s rmmmres - 2%
enter an IP Address that is on the same Genecal |
subnet as the LAN IP address on your e e s G
router. Example: If the router’'s LAN IP CRE AR DGR
addressis 192.168.0.1, make your IP ° %IT:LMT:':::ZEIM
address 192.168.0.X where X=2-99. e T
Make sure that the number you choose is et mask, (2% o5 25 0
not in use on the network. Dafauk galeniay: [1%.763. 0 - 1|
Set the Default Gateway to be the same e e
as the LAN IP address of your router P =20
(192.168.0.1).

Adyanced...
Set the Preferred DNS server to be the Coet_|

same as the LAN IP address of your
router (192.168.0.1).

The Alternate DNS server is not needed or enter a DNS server from your ISP.

Click OK twice. You may be asked if you want to reboot your computer. Click
Yes.

How can | assign a Static IP nE
Address in Windows 98/Me? [ ——

The follawing petwoik. componarts ara inataled:

=, Chert for Microzolt Hetorks
D-Link DFE-S30T PO Fact Etheiret Adaate [Ray 4]

Step 1 From the desktop, right-click on the
Network Neigborhood icon (Win ME - My

Network Places) and select Properties

4. | Rewem | Poomies |
Primary Metwork: Logon:

Highlight TCP/IP and click the Properties I Clerdfr Mzl Hetwerk |
button. If you have more than one adapter, ml
then there will be a TCP/IP “Binding” for TEPAP ot i s s o crvct e
each adapter. Highlight TCP/IP > (your
network adapter) and then click
Properties. Corcdl



Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static |IP_Address in Windows 98/

Me? (continued) T —
Bindngs | Advewed | HeBIDS

Step 2 C“Ck SpeCIfy an IP AddreSS. NS Configurstion | Gisteray | WS Conbgurstion 1P Addiess

Enter in an IP Address that is on the same e T
subnet as the LAN IP Address on your router.

T Dblain 2n IP acdbess: sutmmaticaly

Example: If the router’s LAN IP Address is = Gt
192.168.0.1, make your IP Address s
192.168.0.X where X is between 2-99. Make B

sure that the number you choose is not in
use on the network.

Step 3 Click on the Gateway tab.

Enter the LAN IP Address of your router
here (192.168.0.1).

Bnarge | Adaecsd | Memos |
NS Corvgualen Calewsy | wiks Configuatin | Pegaass

achines s ued

Click Add when finished.

i
Instshed paimunga:
Step 4 Click on the DNS Configuration tab. =T e

Click Enable DNS. Type in a Host (can be
any word). Under DNS server search order,
enter the LAN IP Address of your router Lo oot
(192.168.0.1). Click Add.

| memios

Brdngs | Acerced
DS Confpurain | Gatasmay | WING Corlipraion | IPAdtress

Step 5 Click OK twice. o
When prompted to reboot your computer, S [t |
. KIS Sarver Saach Order
click Yes. o
After you reboot, the computer will now have T |
a static, private IP Address. .
[ A
Step 5 Access the Web management. Open your Web
_w | oo |

browser and enter the IP Address of your D-Link device in
the address bar. This should open the log-in page for the
web management. Follow instructions to log in and complete the configuration.
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Frequently Asked Questions (continued)

connection?

How can | setup my DI-824VUP+ to work with a cable modem

Dynamic Cable connection
(i.e. Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly

to the cable modem.

Step 1 Log into the Web based configuration by typing in the IP Address of the router
(default:192.168.0.1) in your web browser. The username is admin (all lowercase) and

the password is blank (nothing).

Step 2 Click the Home tab and click the
WAN button. Dynamic IP address is the default
value, however, if Dynamic IP address is not
selected as the WAN type, select Dynamic IP
address by clicking on the radio button. Click
Clone Mac address. Click on Apply and then

Continue to save the changes.

D-Link

BulNIg Networks for Peopie

DI-824VUP+|

sl

Wizard
v

Wireless

WAN

DHCP

{LE

VPN

Please select the appropriate option to connect to your ISP.

& Dynamic IP Address

¢ Static IP Address
« PPFoE

 Dial-up Metwork
« Cthers

Host Name
WMAC Address

Primary DNS Address
Secondary DNS Address
WMTU

Auto-reconnect
Auto-backup

Advanced

Connect to 192.168.0.1
X
‘m i

=

DI-824\1P +

User name:

‘ Q admin N |

Password: ‘

[Cremember my password

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Tools Status Help

Choose this option to obtain an IP address
autornatically fram your ISP, (For maost Cable
modem users)

Choose this option to set static IP information
provided to you by your ISP

Choose this option if your ISP uses PPPoE. (For
rmost DSL users)

To surf the Internet via PSTMNASDMN.

PPTF , L2TF and BigPond Cahle

Ciptional)

I

[ e e
Clone MAC Addres

T —

E

@ Enabled ¢ Disabled
© Enabled & Disabled
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP+ to work with a cable modem
connection? (continued)

Step 3 Power cycle the cable modem and router:

First turn the cable modem off. Then turn the router off Leave them off for 2 minutes.**
Next turn the cable modem on. Wait until you get a solid cable light on the cable
modem, and then turn the router on. Wait 30 seconds.

** |f you have a DCM-201modem, leave off for at least 5 minutes.

Step 4 Follow step 1 again and log back into the web configuration. Click the Status
tab and click the Device Info button. If you do not already have a public IP Address

under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection
Step 1 Log into the Web-based configuration by typing in the IP address of the router
(default:192.168.0.1) in your Web browser. The username is admin (all lowercase) and

the password is blank (empty). Connect t0.197.168.0.1

Step 2 Click the Home tab and click the WAN presaLey
button. Select Static IP Address and enter your e —
static settings obtained from the ISP in the fields

[CIRemember my password

provided.

If you do not know your settings, you must
contact your ISP.

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Home [LUIELETEERENSTIEY Status Help

DI-I?WIJPﬂi - _
q- — Please select the appropriate option to connect to your ISP

¢ Dymarmic IF Address  Choose this option to obtain an IF address

Step 3 Click on Apply and then adamatcaly bum yur 5P For ot Cabe
click Continue to save the changes. Pree] ® SacPAsiess  Chose s ot sl P fmatn
© PPFoE Choose this aption f your ISP uwses PPPoE. (For
. most OSL users)
Step 4 Click the Status tab and Mah  Diakup Netwark To sur the Intemet via PSTNISON
click the Device Info button. Your « omers FRTE. LITF o BgPon Catle
IP Address information will be JE— e —
displayed under the WAN heading. m— et ack T

ISP Gateway Address pooo
Primiary ONS Address poog
Secandany NS Address EUDD

MTU 1500
Auto-backug  Enabled & Disabled

v I I +)
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP+ to work with Earthlink DSL or any
PPPoE connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1 Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.

Step 3 After the Router stabilizes, open your browser and enter 192.168.0.1 into the
address window and hit the Enter key. When the password dialog box appears, enter
the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoE.

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6 In the username field enter ELN/username@earthlink.net and your
password, where username is your own username.

For SBC Global users, enter username@sbcglobal.net.
For Ameritech users, enter username@ameritech.net.
For BellSouth users, enter username@bellsouth.net.

For Mindspring users, enter username@mindspring.com.
For most other ISPs, enter username.

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless
specified by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,

please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP+ to work with Earthlink DSL or any
PPPoE connection? (continued)

Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link Router.

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem
has established a link to your ISP, plug the power back into the D-Link Router. Wait
about 30 seconds and log back into the router.

Step 10 Click on the Status tab in the web configuration where you can view the
device info. Under WAN, click Connect. Click Continue when prompted. You should
now see that the device info will show an IP Address, verifying that the device has
connected to a server and has been assigned an IP Address.

Can | use my DI-824VUP+ to share my Internet connection provided by
AOL DSL Plus?

In most cases yes. AOL DSL Plus may use PPPoE for authentication bypassing the
client software. If this is the case, then our routers will work with this service. Please
contact AOL if you are not sure.

To set up your router:

Step 1 Log into the Web-based configuration (192.168.0.1) and configure the WAN
side to use PPPoE.

Step 2 Enter your screen name followed by @aol.com for the user name. Enter your
AOL password in the password box.

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4 Apply settings.

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different Internet Service Provider and want to use
the AOL software, you can do that without configuring the router’s firewall settings.
You need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their software.
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Frequently Asked Questions (continued)

each other?

| have two DI-824VUP+ Routers, how can | set them up to work with

Step 1 Log into the web based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is admin and there
is no password.

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to Max.
number of tunnels, enter the maximum
numbers of VPN tunnels that you would
like to have connected.

Step 3 In the space provided, enter the
TunnelName for ID number 1, select IKE,
and then click More.

Connect to 192.168.0.1

DI-B241P +

User name: | € adwin v |

Password: | |

[CIremember my passwaord

[ ox

W AirPlus G+ .
High-Speed 2.4GHz Wireless VPN Router

][ Cancel J

Home [UIFTTETIEE S Status Help
b nem Setting
VPN F Enable
wisara NesfI0S beoadc st I Enstie
. M. nummiber of tunnels M
=
(1] Tunnel Name Mathad
P—
Co =] s
= N . o T
3 | [ = [
once ] I e =] [ow
5 I |
weN e
Diyname VPN Setsngs LITP Sart Satiing
PETP Sarwsr Siting Voew VP Status.
Apply Cancel Help

EirPlus G+
W High-Speed 2.4GHz Wireless VPN Router

m’l LU VBl Advanced | Tools Status Help
v Team Seting
— VPN P Enatle
Wizara NetBIOS brosdcast I Enatle
M numiber of tunnet: {:]
SO [ 1o vt ct uwels f
i Tunnel Name Mathed
F—
[ ) )
o |  — P |
I Cama i |
= i
I e =] e
veN el
Primsus page | st page.
Dyname VPN Settngs. | LITE Sevwr Satimg |
FRIP Sevee Sating | Miew\VPNSuum |
Apply Cancel Help




Frequently Asked Questions (continued)

| have two DI-824VUP+ Routers, how can | set them up to work with
each other?(continued)

Step 4 Inthe Local Subnetand Local —
Netmask fields enter the network s
igh-Speed 2.4GHz Wireless VPN Router

identifier for the local DI-824VUP+'s LAN | Home
and the corresponding subnet mask. o [
ponding S - -

Turmel Name [Hisws VPN

Wizard  Enatie
19 101
— o
g )
™ wan FRemate Subnet poan
Rernote Netmask paaan
LAN Rernte Gatewsy
g Freshare Key
KE Proposal index Sedac IKE Propesal .
— PSec Proposal index Salpet BSac Proporal..

Q2 O

Back Apply Cancel Help

Step 5 In the Remote Subnet and m
i AirPI T
Remote Netmask fields enter the e Rt
network identifier for the remote DI- Home
824VUP+’'s LAN and the corresponding e

subnet mask.

]
H
¥

¢!

LEL

Step 6 In the Remote Gateway field o
enter the WAN IP address of the remote it
DI-824VUP+ and in the Preshare Key

High-Speed 2.4GHz Wireless VPN Router

: : Home
field, enter a key which must be exactly ™™™ | o 700
the same as the Preshare Key that is s tam Sering
. Tunr | Mame [Neww VI
configured on the remote DI-824VUP+.  [EEE Fagressive ode I Enste
e EiEar_
- [T
Step 7 Click Apply. " wan e IE2 830
Femote Metmask [E=
™ Lan Remote Gateway ===
Freshare Key [
IKE Proposal index Sekct IKE Proposal...
p— IPSec Proposal indes: Saloct IPSec Progosal
Q@ wo
Back Apply Cancel Help
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Frequently Asked Questions (continued)

| have two DI-824VUP+ Routers, how can | set them up to work with
each other? (continued)

Step 8 The device will restart. Click on
the Continue button. AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Thie dévice is restarting

=)

Step 9 Click on Select IKE Proposal.

AairPlus G+
High-Speed 2.4GHz Wireless VPN Router

LT U Advanced  Tools Status Help
v Item Setting
Tunrel Narne Hew vEN
e Aggressive Mode I Enable
Local Subrst EETE
=
Local Netmask [ 756, 755 0
™ wan Remotz Subnet 152 16620
Femote Netmask 255 255.255.0
N
LaN Remote Gattwy HEFFE]
e Preshare Key VEMEET
IKE Praposal index Sebsct IKE Prapossl,
— IPSec Progosal ndes Seloct IPSec Fropasal |
Q9 wo
Back Apply Cancel Help

Step 10 Enter a name for proposal ID i
number 1 and select Group 1, 2, or 5 "mm:‘z.....mm,

from the DH Group dropdown menu. orszeves| g Advanced | Tools | Statun_|__Help
v (T Satting
ara l IKE Proposal index lﬁ
= =
P O oHomw SO e fme U
N 3 I [oEsE] [Fa =
ven s Fwid e

dladlad
T

NRNRERRRN

s = e FeE
wl o [EEE FeE

Procosal D]~ saiect e - =] ASH b | Pranasal indax

[
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Frequently Asked Questions (continued)

each other? (continued)

| have two DI-824VUP+ Routers, how can | set them up to work with

Step 11 Select DES or 3DES as the

Encryption Algorithm.

Step 12 Select SHA-1 or MD5 as the

Authentication Algorithm.

Step 13 Enter a Lifetime value of 2800
and then either select Sec. or KByte as

the unit for the lifetime value.

UL TR Advanced  Tools Status Help

WE Propossl mdex Emply

'
i

L

Dl Mome SUR e e U

O I | e
i [ewid e e
Y s F [Fe =
[ [e=H [FE b [ =
s [=id FE P [F 3
N I | swE i B 5
s [ E [ s - [FH
wf [eewiE [0S iE o [ =

Prosonst D]~ et e =] A0 | Proposst index

s Status Hed,

Home [T TTT) T

WE Propossl mdex

L

6 A e S 1
1 [eeTE [EEE F— Fd
i [ewiE [FEH =
s [ewiE [EEE BFE P B S
5[ [l BEE FEP B3
1 [eews e [FwE o [FBe &
s wE mEE FwE
i [eewid [EEE [FaE o 6 =
wf [eem e e o B =

Prosoast ID] veiect oo — =] [Add 18 | Prepoast indax

s Status Hed,

Home [T TTT) T

|

WE Propossl mdex

D]
i T i i
" E FEE EE R
i [wd WEE FEF [« =
[ [ewiE WeE e b [F
1T [eowd osE FPwE P e 5
af [eE WEE FoEF - =
- [ dE [BEE FE P =

Prosonst D]~ et e =] A0 | Proposst index
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Frequently Asked Questions (continued)

| have two DI-808HV Routers, how can | set them up to work with each
other? (continued)

Step 14 Select 1 out of the Proposal ID ————
dr_opdown menu and click Add To, whlch ot Speed 24GHs Wiless VPN

will add the proposal that was just [P avanced | Tools | Status | Help
configured to the IKE Proposal Index. s, || TS Tl T Ber R Frepers

. = fem Setting
Click Apply. KE Prapasatines R Fopona
= e
™ wan Dm:w 2 e El;f"iiﬂm :l‘ghhn #\v\n tlt“e"'l'lme
B Group 1 = 30ES = SHAT = 5 iSuu =
8 Group 1 [ 30ES = SHAT = 5 iSuu -
1 Group 1 = 30ES = | SHAT = 5 iSuu -

Propesal Io[7 =] #4415 | Proposal index

Step 15 The device will restart. Click -
on the Continue button.Then click Back. AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
The device is restarting...

Contiua|

Step 16 Click on Select IPSec
Proposal.

_AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
w L[ " Advanced | Tools Status Help
ltem Satting
Tunngl Name i\lm VPN
Wizard
sk Aggressive Mads I Enatile
Local Subnet i'.E} 1B
3
Local Netrrask 1?'?. X5 H50
Remege Subnet i‘.?:l 16320
Remete Metmack 12‘_9- 5 255055 0)
v - Eaam
LaN Remote Gateway 20202020
- Preshare Key |FE
IKE Propasal mds: Seluc! IME Proposal ., I
VPN IPSec Proposal ndex Salect IPEec Proposal
Back Apply Cancel Help
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Frequently Asked Questions (continued)

| have two DI-824VUP+ Routers, how can | set them up to work with
each other?(continued)

Step 17 Enter a name for proposal ID W
number 1 and select Group 1, 2, 5, or High-Speed 2.4GHz Wireless VPN Router
None from the DH Group dropdown Mome il b

menu. &= g ——
=
—

IPSec Prapasal index Empty
Wizard
[Rariow |
Wirnlonn
ofiR™  ovome 5% St dptae e [

[ [ El[EsFE FoesE Mew EE [ =

Step 18 Select ESP or AH as the W
Encapsulation Protocol. High-Spead 2.4GHz Wireless VPN Router

v‘) ltam Sutting
IPSec Prapasal index “Empy -
Wirsless M
T | ot oveew S S A e T

Step 19 Select DES or 3DES as the AirPlus G+
Encryption Algorithm. High-Speed 24GHz Wireless VPN Router

L LD Advanced  Tools Status Help

|

Iem

IPSec Proposal ndex " Empey -
Wizard
L Famors |

Proposal Encap Encrypt  Auth
DHGOW pogncal siganthen

H

0 Mame
1 FoscProgesal [Nee ) [E5F 5] OES R [ione EIF [Foc &
) I - | 3 ) e | 0 N BT
BHCP i [ee SAFFEEE el [Fee
<[ [w= EFFEEEREFE [F=
L] I— = | =y | ey | ey | S |
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Frequently Asked Questions (continued)

each other? (continued)

| have two DI-824VUP+ Routers, how can | set them up to work with

Step 20 Select SHA-1, MD5, or None
as the Authentication Algorithm.

Step 21 Enter a Lifetime value and then
either select Sec. or KB as the unit for
the lifetime value.

Step 22 Select 1 out of the Proposal ID
dropdown menu and click Add To, which
will add the proposal that was just
configured to the IPSec Proposal Index. ‘“’"""1
Click Apply and the device will restart.

Wizard

DHCP

200 ¢

W _AmirPlus G+ .
High-Speed 2.4GHz Wireless VPN Router

LT T B Advanced T Status Help
Setting
PSec Froposal index Empty
)
e e

E A
D EX Excome e

1 FSec Froposal [Fone 5] [E5F 5] [30€5 5] [Mone =] IEE|

ip Proposal Time
HName Unit

W AirPlus G+ .
High-5peed 2.4GHz Wireless VPN Router

Home [TITTTTTREE 711 Status Help
Ttam Satting
1PSec Proposl index Emy -
|
Life
Propasal Encap Encrpt Awh  Lfe
© hame CHOWW gretncor sgorthen aigorthm Tima  1X0%

W MmirPlus G+ .
High-Speed 2.4GHZ Wireless VPN Router

Home [TITETTT R FVTH Status Help

ham Setting
FSec Propasal index e —]
Bemore |
P - Encep Ercnet Aun  Lee  HE
Hame GO eoeocol algorthm sigorthen Time i
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Frequently Asked Questions (continued)

| have two DI-824VUP+ Routers, how can | set them up to work with
each other? (continued)

Step 23 Follow these instructions to configure your other DI-824VUP+ using the
exact same settings for the IKE Proposal and the IPSec Proposal. Also make sure
that Step 4 is configured to reflect the LAN settings for what is now the Local DI-
824VUP+ and that Steps 5 & 6 are configured to reflect the Subnet and WAN IP of
what is now the remote DI-824VUP+.

Step 24 To establish the connection, open a command prompt and ping an IP
address of a computer on the remote LAN. Once you receive replies the tunnel has
been established.

How can | set up my DI-824VUP+ to work with a DI-804V or DI-804HV
Router?

You need to first configure your DI-824VUP+ router.

Step 1 Log into the Web-based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is “admin” and
there is no password.

DI-824V0UP+

Lser name: Ig admin W |

Password: | |

[JRemember my password

[ 2] 4 ] [ Cancel

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to
Max. number of tunnels, enter the
maximum numbers of VPN tunnels that
you would like to have connected.
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DI-804V or DI-804HV
Router? (continued)

Step 3 In the space provided, enter the
Tunnel Name for ID number 1, select IKE,

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

and then click More. o Home
v Setting
W Enabie
Wizard I Enable
T wirstons b
S L] T | Name Method
1 ["ﬂ:;: = I3 ;jﬂj
LAM 2 .M M
= | 0 —— I
Co——
— s [ |
Prswaus page Mz pige
Dynumic VPN Setlings_ | LZTP Server Setteg. |
PPTP Sorver Soffing. | Viow VPN Status..
@ 9 Q
Apply Cancel Help

Step 4 Inthe Local Subnet and Local
Netmask fields enter the network

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

identifier for DI-824VUP+'s LAN and the — Home
corresponding subnet mask. |
p g "’) ttem Setting
i 5] 256 26 2560
W Femote Suonet pooe
Remote Netmask E ooo
Remete Gateway | T
. Proshace ey | — |
IKE Proposal ndex Saioct KE Proposal
X IPSec Proposal index Subect PSec Proposal |

[CR - I+ ]

Back Apply Cancel Help

Step 5 In the Remote Subnet and W
Remote Netmask fields enter the High-Speed 2.4GHz Wireless VPN Router

network identifier for the DI-804V Or DI- gayues Lo
804HV’s LAN and the corresponding | Ty —
subnet mask. Click Apply. —_— P
sard Enatle
-'— a1 192.168.0.0
Femote Subnst
Femote Netrmask 25 2%
Remote Gateway
E— Preshare Key
IKE Propossl indes Senot IKE Proposal
wh IPSec Propesal index Salect IPS#c Propeaal
e 2 0O
Back Apply Cancel Help
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DI-804V or DI-804HV
Router? (continued)

Step 6 The device will restart. Click on s
the Continue button. SR AT

Thit dimaci i restaming

s

Step 7 In the Remote Gateway field MG
enter the WAN IP address of the remote e

DI-804V or DI-804HV and in the Preshare Homo.

Di-g2d

Key field, enter a key which must be ;L, .
exactly the same as the Preshare Key TunnelHame e
that is configured on the DI-804V or DI- = === | o
804HV. = e
Step 8 Click Apply and then click on — e =
Select IKE Proposal. IKE Pragosa ndex Skl K P

o IFSec Froposal ingex Stlnct IPSec Propoaal
Step 9 Enter a name for proposal ID Q9 OO0
number 1 and select Group 2 from the Mk doplycuics ey

DH Group drop down menu.

Step 10 Select 3DES as the
Encryption Algorithm and SHA-1 as the

Authentication Algorithm.
Step 11 Enter a Lifetime value of 28800 HahZoed 4ot s it v ) Rt

. (T T Advanced  Tools Status Help
and then select Sec. as the unit for the PN Settings - Twnnel 1 - SetIKE Proy

lifetime value. o e Seing

IE Proposal index T Fraporal
Wizard
Remove.
eless
Auth

Procosal D]~ seivct e - =] ASH B | Prananal indax

[
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DI-804V or DI-804HV
Router? (continued)

Step 12 Select 1 out of the Proposal ID ST -
dropdown menu and click Add To, which 8 m’f:::::_f;m
will add the proposal that was just ... (LUl Acvanced ~_ Tools _Status _—_Help
configured to the IKE Proposal Index. L

. Itam Satting
Cl |Ck Apply. = WE Propasal index IWE Propeasl
e r—
P lmpe  DHoow SOOE.  Sown Tme  Om

1 [WE Froposal  [Goup 1 =] [0ESE]  [Frem =
e [ [GewiE] [FOEE
s [GowiE
a[ T [GowiE]
VPN s [GowiE
8 [GowiE
T [GowiEl [
e[ [GowiEl [oESE
wl [Gopi= [oEsE] [Fras

ET

Egoe ¢
i

DHCP
BT

ShAl =

ShAl =

T 7

HREREEEREE

Proposal D |- solect coa - (= mlo[m,um

Step 13 The device will restart. Click e
on the Continue button. ety a0

The device is restarting..

Step 14 Click Back and click on
)

Select IPSec Proposal.

Step 15 Enter a name for proposal ID
number 1 and select None from the DH
Group drop-down menu.

Step 16 Select ESP as the W AirPlus G+ <
High-Speed 2.4GHz Wireless VPN Router

Encapsulation Protocol. I vanced | Tools | Status | Help
V eam Setting
IPSec Propogal index: - Emety -
|
Wirnloss M
T | ehme oveew S S0 Hee The T

5 Nane & |E5F & [I0ES &) [None & il Sac, W
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DI-804V or DI-804HV
Router? (continued)

Step 17 Select 3DES as the =
Encryption Algorithm and MD5 as the Wm:fmw,.m

Authentication Algorithm. Click Apply. L mncad xasie ! Eatatis - T Relp

Item

Satting
’ PSec Proposal index [ Ermety -
Wizard
_famon |

Ofme™  owome EX, B S B [

Step 18 Enter a Lifetime value of 3600 W
and then select Sec. as the unit for the High-Speed 2.4GHz Wireless VPN Router

1[Il &

lifetime value. “°"" .- . : Status Help
em Teig
PSec Proposal ndex - Empty -
| ]

Wireless
O™ oMo %, SOE, S Hre e

Step 19 Select 1 out of the Proposal W
ID dropdown menu and click Add To, High-Speed 24GHz Wireless VPN Router
which will add the proposal that was Homs
just configured to the IPSec Proposal S

Index. Click Apply. The device will
restart. Click on the Continue button.

1 [ER

am Satting
PSec Propasal index IPSec Propossl
Witard

Romaw |

Life
[
DNW DH G Encap  Encrmt  Auth e o

Uit
L 3 e | e N | e | e |
4 [ EFEEEAREP EE
s [w EFFEEEEAREP FE
N I (o | = N | e | O |
o[ [ HIFEEEHAMEHE  [F-H
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DI-804V or DI-804HV
Router? (continued)

Next you need to configure the DI-804V or DI-804HV Router.

Step 1 Access the router’s web configuration by entering the router’s IP address in
your web browser. The default IP address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

Step 2 Click on Basic Setup and then select Device IP Settings on the left.

Step 3 Change the LAN IP address so D-Link VPN Router
that it is on a different subnet than the weoniron | sonos | sy || Soonst | wee

LAN of the DI-824VUP+, R EI e vicE Lan 1P SETTINGS

UL AU The device LAN IP address and subnet Mask settings

Step 4 Click Next until you reach the m 10 address: [z | i i
Save & Restart screen. Click Save & B2 ES 19 submet Mosk: [ ], B 1. ). ]
restart and then click Basic Setup once s asormona.

until the unit has rebooted.

Step 5 Click on VPN Settings.

al‘rt'l':ma NOTE: Please click ‘Next' to accept the settings.

SAVE & RESTART

Copyright & 2000

VPN Router
DEVICE DEVICE ADVANCED ~ SYSTEM  ypp
INFORMATION  STATUS SETTINGS  TOOLS

VPN SETTINGS

Step 6 Name your VPN connection and T
click ADD. D

Main menu

TIME SETTINGS

Step 7 In Remote IP Network and PSSR comeciontone  flevvii &8s
Remote IP Netmask fields enter the [Rabs
network identifier and corresponding |k
subnet mask of the DI-824VUP+"s LAN. |efaaitig
< mao] x>,

SAVE & RESTART

Step 8 Inthe Remote Gateway IP field
enter the WAN IP address of the DI-
824VUP+ and make sure that the
Network Interface is set to WAN
Ethernet.

Copyright @ 2000

Step 9 Verify that Secure Association is set to IKE and that Perfect Forward Secure is
Disabled.
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DI-804V or DI-804HV
Router? (continued)

Step 10 Verify the Encryption Protocol PN Router

is set to 3DES and enter in your wrdhktion  EFNES NS | NESE | e
Preshared Key Malnmanu VPN SETTINGS

o

| TIME SETTINGS

Connection Name INew\rPN

Note: The Preshared Key needs to be [Botal  Locaiwsec ieniter  [Cocal
Remote IPSEC ldentifier IRamms

identical to the one configured onthe [BEEEER o 0 vens [z o b
- + f Remote IP Netmask 55 |5 Bss 0
DI-824VUP+. BEEEE e b
‘r MODEM Network Interface WANETHERNET =
| SETTINGS
Secure Association @ |KE © Manual

Perfect Forward Secure € Enabled & Disabled

SETTINGS
Encryption Protocol 3DES x

E
| SAVE & RESTART ERRNUTTI [13z458

Key Life |EISD[I Seconds

IKE Life Time |2aann Seconds (USAVED

Step 11 Leave the Key Life and IKE Life
Time values at their default levels and click
SAVE.

Step 12 Click Next and then click on

Save & Restart. SAVE & R!!'I'AHTJ

After you have configured both routers, you need to establish a connection.

Step 1 Open a command prompt and
from a computer on the internal LAN of
the DI-824VUP+ and ping the IP address
of a computer that is on the internal LAN
of the DI-804V or DI-804HYV, or vice versa.

Step 2 Once you begin to receive
replies, the VPN connection has been
established.
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DI-804V or DI-804HV
router? (continued)

Step 3 To view the Status of the VPN

. VPN Router
on the DI-804V or DI-804HYV, click on D-Link e e | e oo

Device Status. Main menu DEVICE STATUS

WaN Ethernet Cable/xDSL Modem

Step 4 From the Device Status screen
click on VPN Status.

| RELEASE | .
[ RENEW _ 1
Step 5 When the VPN has been Madem Dialup: t
established the Status will be Active. Davice Ip:
“m <
Sl B Modem Backup

VPN STATUS
WAN Ethernet: No Connection Active
Asynchronous: No Connection Active

DHCP LOG

LAN 1P 192.168.0.100 . MAC: 00:50:BA:C9:ES:3C

Copyright @ 2000

How can | set up my DI-824VUP+ to work with a DFL-300 Firewall?

You need to first configure your DI-824VUP+ router.

Step 1 Loginto the web based configuration of the router by typing in the IP address of
the router (default: 192.168.0.1) in your web browser. By default the username is “admin”
and there is no password.

Step 2 Click the VPN button on the left column, select the checkbox to Enable the

VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers
of VPN tunnels that you would like to have connected.
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-824VUP+ to work with a DFL-300 Firewall?

Step 3 Inthe space provided, enter the W
Tunnel Name for ID number 1, select IKE, e TAB T e e

and then click More.

on—mm|

Wizara

Wirnloas

i ¢

waN

1

LaN

[

oHER

Step 4 Inthe Local Subnet and Local
Netmask fields enter the network
identifier for DI-824VUP+'s LAN and the
corresponding subnet mask.

Wizard

m-nm.lui
sl
Mwiretess
™ an
al
PN

Home [TIFTEER] Tools Status Help

Pam Satting
VPN P Enabie
NetBIDS brosdcast ™ Enable
e number of tunnets |

o Tunnal Nams Mathad

1 [— e = ]
2 — [ = (e
3 — e =
" |

Frevious page Maxi page

Dynaemic VPN LITP Sarver
FPPTP Serene Setling. Wiew VPN Status

@ 9 O

Apply Cancel Help

airPlus G+
High-Speed 2.4GHz Wireless VPN Router

Home [UIEUEECREE CT5Y Status Help

i Satting

Tunnel Name [WewvPn

Aggressive Mode I Enable

Loeal Subrset [Ewmor

Local Metmask ==

Remote Subeet poon

Remote Netrrask pooo

Remate Gatoway

Preshare Kiy e

IKE Froposalindex Salect BE Proposil...

IPSiec Proposal indesx Selact IPSoc Proposal
@ @ 9
Back Apply Cancel Help

Step 5 In the Remote Subnet and =5
Remote Netmask fields enter the "Wﬂ'm::mmm_

network identifier for the DFL-300"s
Internal interface and the corresponding
subnet mask.

Wizard

E

L CD B Advanced  Tools Status Help

snnel 1
Item Setting
Tunnel Hame [P
Agoressive Made ™ Enablie
Local Subnet [ECACTER
Local Netrnask [T
Famete Subnet [EEEE
Femese Mitmask == ==o
Remcee Gateway | ———
Proshare Key 1
IKE Propazal mdex Ealoct IKE Proposal ..
IPSec Propasal index Salct PSac Prepossl |
S8
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DFL-300 Firewall?
(continued)

Step 6 In the Remote Gateway field Blue G
enter the WAN IP address of the remote TR AR ST

DFL-300 and in the Preshared Key field, Home
enter a key which must be exactly the & —
same as the Preshared Key that is =
configured on the DFL-300. — R
Wirehoss B
Step 7 Click Apply. The device will =
. . LAN pExom
restart. Click on the Continue button and e
then click on Select IKE Proposal. - e, I
LE I IC I+
Back Apply Cancel Help

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group
dropdown menu.

Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication
Algorithm.

Step 10 Enter a Lifetime value of 28800 Plus' G+
and then select Sec. as the unit for the P T T

lifetime value. T "W Advanced | Tools Status Help

Item Setting

KE Propasal indiee [ Emaly -
[Remow |
Bath

D:mw e s“;l:\irhﬂm algonthm  Time  Un
| [FE Pty [Gow 1 E] [0ESE] [FAATE] W
s [oewisl s FAE B
T [eepiEl EE [FE
e
—

OEREE ¢
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DFL-300 Firewall?
(continued)

Step 11 Select 1 out of the Proposal "G
ID dropdown menu and click Add To, T e

which will add the proposal that was just (T W Advanced  Taols | Status | Help
configured to the IKE Proposal Index. | [
Click Apply. The device will restart. Click = 168 Pt e
on the Continue button and then click | —
M wirtess
Ba'Ck' - Propossl E At Life Lée Ti
0 e e a;\m‘m algorithm Timey o
Step 12 Click on Select IPSec e = e =
Proposal. e T FwH =2 =EF =
o o I e B e e R el |
8 Guup 1 =] [DE5 = sha e i B =
8 I s N =5 M e I ol o
Step 13 Enter a name for proposal ID : e e Ew e
number 1 and select None from the DH o [oowH FEH HF =8
Group dropdown menu. 0 imrl ol [l 0 el
Prepesalip[T =] Ak |mpuuln¢-x

Step 14 Select ESP as the Encapsulation Protocol.

Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication
Algorithm.

Step 16 Enter a Lifetime value 0of 28800 BrEEII1S

AirPlus G+

and then select Sec. as the unit for the High-Speed 2.4GHz Wireless VPN Router
lifetime value. orsseve Home (LT T TR
V iram Setting
ars IKE Proposal inches r
J— e
O oioms Gy S
o ==
ven | I |
F' Sec -
=] Asiis | proposal Index

[
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DFL-300 Firewall?
(continued)

Step 17 Select 1 out of the Proposal ID =
dropdown menu and click Add To, which i

will add the proposal that was just — LU Advanced | Taols | Status | Help
configured to the IPSec Proposal Index. o — i
. . Setti

Click Apply and then click Restart. bl PsecPoosaliaes B =
—
Tl | et oeowe Sme, Som Am Ue nme
= e
—

=F 5] [30E IN_Z]WI_ZI
41—1—‘—_|m|—_1m|—|—_|

| T [y

Step 18 The device will restart. Click -
on the Continue button. W AaPlus G+ -]
High-Speed 2.4GHz Wireless VPN Router

The device is restarting..

| i)

Next you need to configure the DFL-300 firewall.

Step 1 Access the configuration s
screen of the DFL-300 by opening a
web browser such as Internet Explorer
and type the IP address of the DFL-
300 in the address bar (192.168.1.1).

Office Firewall T

[irtsmnatintentece ]
© Transperent Mode
& NATMods

1P hddress: fazvee iy

Netmask [ CEFCT

[Externalintestace |
© PPPoE (ADSL User)

© Dynamic © Address (Cable Modem Liser)

& Static IP Address
IP Address

He

Step 2 Enter the username (admin)
and the password (admin). Click OK.

Step 3 Click on Configuration and take
note of the IP address that your ISP has
assigned you. e
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DFL-300 Firewall?
(continued)

Step 4 Click on Policy and verify that _
you have an Outgoing policy configured. Office Firewall
If not, click on New Entry, accept the T
default values, and click OK.

MewErhy

External To DMZ
Intornal I To DMZ
DMZ To External
DME To Intasmal

VPN
€ i

Siatus

Step 5 Click on VPN and then click ey rrmm e G B
New Entry.

Mew Entry

Step 6 Give the VPN connection a hame with no spaces.

Step 7 Enter the network identifier and subnet mask of the Internal interface.

Step 8 Inthe To Destination section, select either Remote Gateway—Fixed IP or Remote
Gateway—Dynamic IP. Enter the WAN IP address of the DI-824VUP+ if Remote Gateway—
Fixed IP is selected.

Step 9 Enter the network identifier corresponding subnet mask of the DI-824VUP+’s
LAN.

Step 10 Enter a Preshared Key. The Preshared Key needs to be identical to the one
configured on the DI-824VUP+,

Step 11 Select Data Encryption and Authentication as the Encapsulation and click OK.
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP+ to work with a DFL-300 Firewall?
(continued)

Office Firewall

| Adainistration |
m Manme iravPH

| Adires | From Source & Intermal © DMZ

Subnet | Mask fiaz 18610 | T
% To Destnation

_ & Remobs Gateway - Fixed P

Aiitsiiry ME Subnet [ Mask 192 16601 JES5T552551

m © Remote Gateway — Dymamic 1P
Subnet [ Mask | | TR
 Remate Coont - Fixed IP o Dynamie I?
Authentication Method [Freshem =]
m Preshared Ky hawss
Er Encapsulation

& Data Encrypbion + Authentication

© Authentication Only

 Perfect Forsmrd Secrecy
FEes Lifelire ETT Secands
(oK ] Corcal

After you have configured both the router and firewall, you need to establish a
connection.

Step 1 Open a command prompt and
from a computer connected to the Inter-
nal interface of the DFL-300 and ping the
IP address of a computer that is on the
internal LAN of the DI-824VUP+, or vice
versa.

Ping

fip

Step 2 Once you begin to receive replies, the VPN connection has been established.
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Frequently Asked Questions (continued)

How do | open ports on my DI-824VUP+?

To allow traffic from the internet to —Plus G+
. A us
enter your local network, you will need High-Spead 2.4GH2 Wireless VPN Router
Help

to open up ports or the router will [“Home WYITTl Tools | Status
block the request. - | [ —
Step 1 Open your Web browser and Vit e Name e

enter the IP Address of your D-Link e rpe [

router (192.168.0.1). Enter username — L

(admin) and your password (blank by I —

[m— Schedule © tways

default). c Eom e [BEIBELBEEE
) a5 = 1o [ =]
. e @ 9 O
Step 2 Click on Advanced on top el Agply Cancel Help
and then click Virtual Server on the . I
left side. I'V:‘Iu: Server FTP :|r|||I||':: |:T-0§| 1 ;m:,»; £) )
. ™ virtual Server HTTR 0.0.0.0 |:,|-L=u:'§|u ahways £} |
Step 3 Check Enabled to activate R Vet Sener TS 0000 1P b 2
entry W virtusl Server ONS 0000 UDF §3/51 atways £} |

Step 4 Enter a name for your virtual server entry.

Step 5 Next to Private IP, enter the IP Address of the computer on your local
network that you want to allow the incoming service to.

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7 Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8 Enter the Schedule information.
Step 9 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure 1
of the web servers to use port 81. Now you can open port 80 to the first computer and
then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a neutral zone between a company’s private network and the
outside public network. It prevents outside users from getting direct access to a server
that has company data. (The term comes from the geographic buffer zone that was set
up between North Korea and South Korea following the UN police action in the early
1950s.) ADMZ is an optional and more secure approach to a firewall and effectively
acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or hostin
network terms) receives requests from users within the private network for access to
Web sites or other companies accessible on the public network. The DMZ host then
initiates sessions for these requests on the public network. However, the DMZ host is
not able to initiate a session back into the private network. It can only forward packets
that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served to
the outside world. However, the DMZ provides access to no other company data. In the
event that an outside user penetrated the DMZ hosts security, the Web pages might
be corrupted but no other company information would be exposed. D-Link, a leading

maker of routers, is one company that sells products designed for setting up a DMZ

How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the local
network. The DMZ, or Demilitarized Zone, will allow the specified computer to be
exposed to the Internet. DMZ is useful when a certain application or game does not
work through the firewall. The computer that is configured for DMZ will be completely
vulnerable on the Internet, so it is suggested that you try opening ports from the
Virtual Server or Firewall settings before using DMZ.

Step 1 Find the IP address of the computer you want to use as the DMZ host.
To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x

or Macintosh operating systems please refer to Step 4 of the first question in this
section (Frequently Asked Questions).
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Frequently Asked Questions (continued)

How do | configure the DMZ Host? (continued)

Step 2 Log into the web based configuration
of the router by typing in the IP Address of the
router (default:192.168.0.1) in your web
browser. The username is admin (all

lowercase) and the password is blank (empty).

Connect to 192.168.0.1

DI-824%LP +

User name: | € admin w |

Password: | |

[Cremember my passward

[ OK ][ Cancel ]

Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable
and type in the IP Address from step 1.

Step 4 Click Apply D-Link -
and then Continue to e P AirPlus G+
save the changes. High-Speed 2.4GHz Wireless VPN Router

| Home [FUIPTTTY'E Tools Status Help

DMZ

m—szwuwi

Fomata |
fovsie |
sl
o |
el
el
sl

Note: When DMZ is
enabled, Virtual Server
settings will still be

DMZ{Demilitarized Zone) is used to allow a single computer on the LAMN to be
exposed to the Internet.

b o [
effective. Remember, i IP Acdress mf:;js?ﬂam
you cannot forward the Application
same port to multiple 9 9 O
IP Addresses, so the =5 Apply. Cancel. Help
Virtual Server settings Firewall
will take priority over

DMZ settings.
DDNS

Routing
DMz

Performance

i
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Frequently Asked Questions (continued)

How do | open a range of ports on my DI-824VUP+ using Firewall rules’

Step 1 Access the router’s web configuration by entering the router’s IP Address in
your web browser. The default IP Address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

If you are having difficulty accessing web management, please see the first question
in this section.

Step 2 From the web management Home page, click the Advanced tab then click
the Firewall button. D-Link
Step 3 Click on e

Enabled and type in a
name for the new rule.  or-s2avup|

ArPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home [UIEULILE Tools | Status Help

Firewall Rules can be used to allow or deny traffic from passing through the DI-
824vUP+

Sstﬁ]pe 4S(§:Srocoes:rlglAN - I(‘ Enahled ¢ Disabled

enter arange of IP Acton O Allow © Deny

Addresses Out on the s ;Tterfac_vEI I\F‘ Start ;F‘ End Pratocal  Port Range
internet that you would | | T | .
like this rule applied Firowall Schediler MRS

to. If you W0u|d I|ke © From T\mel@' 00 = TD,E“EI

this rule to allow all sl ey 5o =] 1o [5un =]

internet users to be oY 9 0 0

able to access these Apply Cancel Help

ports, then put an
Asterisk in the first
box and leave the

second box empty.

Routing

ActionName Saurce Destination Protocal
= Allow ﬁ!”nw PG WAN sy Laniszieantiowpr 31

[EELE

Performance I~ Deny Default s lrggl'{aa e [

= Allow Default LAN FE21EB01 *F 7]

Step 5 Select LAN as the Destination and enter the IP Address of the computer on
your local network that you want to allow the incoming service to. This will not work

with a range of IP Addresses.
Step 6 Enter the port or range of ports that are required to be open for the incoming
service.

Step 7 Click Apply and then click Continue.
Note: Make sure DMZ host is disabled.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure 1
of the web servers to use port 81. Now you can open port 80 to the first computer and

then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What are virtual servers?

AVirtual Server is defined as a service port, and all requests to this port will be
redirected to the computer specified by the server IP. For example, if you have an FTP
Server (port 21) at 192.168.0.5, a Web server (port 80) at 192.168.0.6, and a VPN
(port 1723) server at 192.168.0.7, then you need to specify the following virtual server
mapping table:

21 192.168.0.5 X
80 192.168.0.6 X
1723 192.168.0.7 X

How do | use PC Anywhere with my DI-824VUP+?

You will need to open 3 ports in the Virtual Server section of your D-Link router.
Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).

Step 2 Click on Advanced at the

top and then click Virtual Server -
on the left side. AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

. . ors2eve| BLIITIN Advanced
Step 3 Enter the Informatlon as ‘-ﬂm.lal Semer-s wsed to allow Intemet users access to LAM senvices.
seen below. The Private IP is the v s s
IP Address of the computer on your = vwmises T —
local network that you want to e -
ConneCt tO. IT Private Fart
PublicPort [
Schedule = fwEys
Step 4 The first entry will read as  From Z,Mm_'?l%mlm_—l
ay [ S = Sun =
shown here: ;
Step 5 Click Apply and then click r:rn:;ecmrFTP mﬁp :;:?zo?.m :\c:::m ] ]
Continue_ = vt «r HTTP 0000 TCF 804 BD sheays e} |
M pertomance ™ v w HTTRE 0000 Ig'"‘m' aberinys e} |
T Virtual Server DNS ooon UDP 53753 aways _'l“i
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Frequently Asked Questions (continued)

How do | use PC Anywhere with my DI-824VUP+? (continued)

Step 6 Create a second entry as

shown here:

Step 7 Click Apply and then
click Continue.

Step 8 Create a third and final
entry as shown here:

Step 9 Click Apply and then
click Continue.

ArPlus S+
High-Speed 2.4GHz Wireless VPN Router
m Advanced BRCT Status Help

Wirtual Server 15 used to allow nternet users access to LAN seraces

 Enabled ¢ Disabled
Marne [peanpwmez
PoaelP  jeaesol
Protocal Type m
PrivawPor [
PublcPor [
Schedule L

* From  Time [00 =] [0 =l7a [0 =] [0 =]

day [Sun =] o [Sun =
2 9 0

Apply Cancel Help

Name Privale 1P Profocol Sichedule

W Virtual Server FTP 0000 TCP 21/ 21 always 44
I Virtual Server HTTP 0000 TCP B0/ 80 abways J '.'i
I Virtusl Server HTTPS 0000 Iff B by £} |
T Virual Server ONS - 0.000 UDP 53/ 53 always ey |

AairPlus G+
High-Speed 2.4GHz Wireless VPN Router
| Home UTELRIRE Tools Status Help

Virtual
Wirtual

s used to allow Internet users access to LAN senaces.

 Enabied  © Cimabled
Name [eanpwtees
Private P 192168, I]I
Protocol Type  [T2F =]
PrvatePat [
Fublic Part I

Schedule & Ahways
© From  Tine [00 =] [00 =70 [00 =] [0 =
diry | Sun -|(|>|le -l
Apply Cancel Help
Virtual Server List
MNarme Private IF Prowcel  Schedule
W ‘irmual Server FTR oono TCP 21121 abways e |
= Vitual Server HTTE - 0000 TCP B0/ B aharys eg |
I Vitual Server HTTPS 0000 I-.C'f B by 24
W Vimual Server DMS - 0000 UDP 52/53 abways e |

Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the
router, not your computer’s IP Address.
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Frequently Asked Questions (continued)

How can | use eDonkey behind my DI-824VUP+?

You must open ports on your router to allow incoming traffic while using eDonkey.

eDonkey uses three ports (4 if using CLI):

4661 (TCP) To connect with a server

4662 (TCP) To connect with other clients

4665 (UDP) To communicate with servers other than the one you are connected to.
4663 (TCP) *Used with the command line (CLI) client when it is configured to allow
remote connections. This is the case when using a Graphical Interface (such as the

Java Interface) with the client.

Step 1 Open your web _E
browser and enter the IP D_;I,gul}lg ArPlus G+
Address of your router

High-Speed 2.4GHz Wireless VPN Router

(19216801) E_nter BT Advanced T Status Help
username (admin) and DH-E24VUPH|
your password (Ieave *% glzrsr/vﬁgfu\es can be used to allow or deny traffic from passing through the DI-
blank). =
!m & Enabled ¢ Disabled
) Mame [edonkey
Step 2 Click on Action & Alow € Dery
Advanced and then click ] I\nterfaiI I\F’ Start I\F’ End Protocol  Port Range
H Filter Ource WAN =
Firewall. Destination [LAN || [192.168.0.100 | [TcP =] [4e81  Jases
Al Schedule & Always
Step 3 Create a new © From  Time [0 S1Jm0 =lTo [m =] [0 =]
—— ]
firewall rule: sy [Som =] to [5on =]
Click Enabled. @ 90
Cancel Hel
Enter a name (edonkey). Apply Cancel Help
C“Ck AI I ow.  E— ActionName Source Destination Protocol
Next to Sou_rce, select S = Allow ’;!St""m Ping WAN yyans  Landgziesniicves B
WAN under interface. IE = Deny Detat - .
the first bOX, enter an *. 7 Allow Default LANT *-18216801 =7 [

Leave the second box

empty.

Next to Destination, select LAN under interface. Enter the IP Address of the computer
you are running eDonkey from. Leave the second box empty. Under Protocol, select *.
In the port range boxes, enter 4661 in the first box and then 4665 in the second box.

Click Always or set a schedule.

Step 4 Click Apply and then Continue.

142



Frequently Asked Questions (continued)

How do | set up my DI-824VUP+ for SOCOM on my Playstation 2?

To allow you to play SOCOM and hear audio, you must download the latest firmware
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address of
your Playstation.

Step 1 Upgrade firmware (follow link above).

Step 2 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter username (admin) and your password (blank by default).

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side.

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a
name (socom). Enter the IP Address of your Playstation for Private IP.

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and
Public Port. Click Always. Click Apply to save changes and then Continue
D-Link

BulKiimg Networks for People

Air-Plus G+
High-Speed 2.4GHz Wireless VPN Router

[ Home W.UETTTTR Tools Status Help

Wirtual Server is used to allow Intermet users access to LAN services.

m—az-wuwl

"=

# Enabled ¢ Disabled

Virtual Server Mame [socom
: Private IP 192.168.0100
Ll Protocol Type m

Private Port 5069
Public Part G563

Filter

Firewall Schedule * Ahways
© From  Time |00 =00 »{To |00 =00 =
snmP day [Sun =] ta [Sun =]

DDN!
= Apply Cancel Help

Routing

Name Private P Praotocal Schedule

IREECEEH

I Virtual Server FTP 0.0.00 TCP 21721 abways 4]
I Wirtual Server HTTP 0.0.00 TCPBO/ B0 always [ i
Performance W vitual Server HTTPS 0000 1o8 37 apays 2
I virtual Server DNS 0.0.0.0 UDP 53753 abways Ei]

Step 6 Click on the Tools tab and then Misc on the left side.

Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply and
then Continue.
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Frequently Asked Questions (continued)

How can | use Gamespy behind my DI-824VUP+?

Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter admin for the username and your password (blank by default).

Step 2 Click on the Advanced tab and then click Virtual Server on the left side.

Step 3 You will create 2 entries.

AnrPlus G+
High-Speed 2.4GHz Wireless VPN Router
| Home WUITETTR Tools  Status Help

Step 4 Click Enabled and enter

Settings: S led ros Sary
v Wirtual Server is used to Flow Intermet users access to LAN senaces
NAME - Gamespy]_ & Enatled € Disabled
Vil Sarve Naeme e —
Private & 192 168,0 {100
PRIVATE IP - The IPAddress of =l | rowonee ol
your computer that you are ™ wimer IF:"__*I“"IIPT :'::
running G amespy from. = o Smm' ® fways
£ From Time [00 = [ =T [w= W=
PROTOCOL TYPE - Both " oy 5o ] wof5on
2 9 0O

PRIVATE PORT - 3783 Apply Cancel Help

Routing Virtual Sary it
Hame Private [P Protocol Schedule

IEOEED

I Virtusl Server FTP 0000 TCP 21171 shvays e}
F Winual Server HTTF 0000 TCP A0/ 8] atways 44
I Vinual Server HTTRS 0.000 _L[;'f';' M3 aways )]
= Virtual Server DNS onoo UDP 53753 always 45

Click Apply and then continue

AirPlus G+
Step 5 Enter 2nd entry: W High-Speed 2.4GHz Wireless VPN Router

CI|Ck Enabled m Advanced Dl Status Help
\:ﬂl“llis"tl.!.r\!c!:;le uged to slow Internet users access to LAN serices

& Enatied & Disabied

NAME - Gamespy2

m-mvm-i
Wirtual Server Marne amazee
PRIVATE IP-The IPAddress [l | o), o™
of your computer that you are = Procte Pt D
running Gamespy from : PuscPor D
: Schedule F Always
PROTOCOL TYPE - Both el " e
PRIVATE PORT - 6500 2,29
PUBLIC PORT - 6500 CName 0 PivaelP Pratocol Sehedie .
- I Virtual Server FTP 0naoo TCPII /2 always L
- I Virtual Server HTTP 0000 TCPBO/B0 atways _"i
SCHEDULE AIWayS. Performance = virtual Server HTTPS 0000 I:f‘m" always 2] |
IF Virtual Server DNS 0noo UDP 53153 ahways 1%

Click Apply and then continue.
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Frequently Asked Questions (continued)

How do | configure my DI-824VUP+ for KaZaA and Grokster?

The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing
system.

In most cases, you do not have to configure anything on the router or on the Kazaa
software. If you are having problems, please follow steps below:

Step 1 Enter the IP Address of your router in a web browser (192.168.0.1).
Step 2 Enter your username (admin) and your password (blank by default).
Step 3 Click on Advanced and then click Virtual Server.

Step 4 Click Enabled and then enter a Name (kazaa for example).

Step 5 Enter the IP Address of the computer you are running KaZaA from in the
Private IP box. Select TCP for the Protocol Type.

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under
schedule or set a time range. Click Apply.

D-Link

BUININg Networks 1o Peopie

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
BLCIEN Advanced [ ETTH Status Help

Dl—az4vup+|

q‘ ﬁ _— Virtual Server is used to allow Internet users access to LAN services

@ Enabled ¢ Oisabled
Virtual Server Mame kazaa
Private [P 182 1880 100
e
i Frotocol Type  [ToP 2]

Private Port 6853
Public Port 6859

Filter

[

Firewall Schedule @ Abwiays
€ From  Time [00 =1 [00 =l [0 E1 @ =]
=l 2 2.2
Apply Cancel Help
=l
Narne Private [P Praotocol Schedule
DMz I Virual Server FTP - 0.0.0.0 TCP 21421 abways £}
I Virtual Server HTTP 0.0.0.0 TCP80/80 always [EYi]
e .
Performance I Vit Sever HTTPS 0000 120 %7 aways )]
I Virtual Server DNS 0.0.0.0 UDP 53753 abways [EYi]

Make sure that you did not enable proxy/firewall in the KaZaA software.
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Frequently Asked Questions (continued)

How do | configure my DI-824VUP+ to play Warcraft 3?

To hose a Warcraft 3 game, you must open ports on your router to allow incoming
traffic. To play a game, you do not have to configure your router.

Warcraft 3 (Battlenet) uses port 6112.

For the DI-824VUP+: W
AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Step 1 Open your web browser and [ Home T U Help
he IP Add f g VR
enter t e ress o your rOUter V “irtual Server is used to allow Internet users access to LAN senices.
(192.168.0.1). Enter username ¢ b € Orestie
(admin) and your password (leave I e frreres _
| pr—— reate IF 182, u&Ul'
blank) e Protocel Type  [Both =]
Private Port iz
. Publie et [Tz
Step 2 Click on Advanced and e B
. . © Frorm  Tirme |00 &=4:(00 =) To |00 &)|00 =
then click Virtual Server. = asyfoon 1o 5n =]
e @ 9 O
. Apply Cancel Help
Step 3 Create a new entry: Click .
Enabled. Enter a name (warcraft3). J—— P s P T
H _ I Virtual Server HTTP - 0.000 TCP B0/ 80 abways ) |
Private IP - Enter the IP Address of s 1P 0000 P9 s o
the Computer yOU Want tO hOSt the I Virtusl Server DNS  0.0.0.0 UDF 53753 shways @i

game. Select Both for Protocol Type
Enter 6112 for both Private Port and Public Port Click Always or set a schedule.

Step 4 Click Apply and then Continue.

Note: If you want multiple computers from you LAN to play in the same game that you
are hosting, then repeat the steps above and enter the IP Addresses of the other
computers. You will need to change ports. Computer #2 can use port 6113, computer
#3 can use 6114, and so on.

You will need to change the port information within the Warcraft 3 software for
computers #2 and up.

Configure the Game Port information on each computer:

Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you
should see Game Port. Enter the port number as you entered in the above steps.
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Frequently Asked Questions (continued)

How do | use NetMeeting with my DI-824VUP+?

Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of
STATIC PORTS. That means that each NetMeeting connection is somewhat different
than the last. For instance, the HTTP web site application uses port 80. NetMeeting
can use any of over 60,000 different ports.

All broadband routers using (only) standard NAT and all internet sharing programs like
Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or other
h.323 software packages.

The solution is to put the router in DMZ.

Note: Afew hardware manufacturers have taken it on themselves to actually provide
H.323 compatibility. This is not an easy task since the router must search each
incoming packet for signs that it might be a netmeeting packet. This is a whole lot
more work than a router normally does and may actually be a weak point in the
firewall. D-Link is not one of the manufacturers.

To read more on this visit http://www.HomenetHelp.com

How do | set up my DI-824VUP+ to use iChat? -for Macintosh users-

You must open ports on your router to allow incoming traffic while using iChat.

iChat uses the following ports: 5060 (UDP), 5190 (TCP), and File Sharing 16384-
16403 (UDP) to video conference with other clients.

Step 1 Open your web browser and enter the IP Address of your router (192.168.0.1).

Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.
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Frequently Asked Questions (continued)

(continued)

How do | set up my DI-824VUP+ to use iChat? -for Macintosh users

Step 3 Create a new firewall
rule:

Click Enabled.

Enter a name (ichatl).
Click Allow.

Next to Source, select
WAN under interface.

In the first box, enter an *.
Leave the second box
empty.

Next to Destination, select
LAN under interface.

Enter the IP Address of the
computer you are running
iChat from.

BOE ¢

il

AarPlus G+
High-Speed 2.4GHz Wireless VPN Router

m Advanced -l Status Help

Firawall Rules
Firewsall Rules can he uzed m allmw or deny traffic from passing throegh te DL
B24VUP

# Enabled Disabled

Marne rezhial 1

Action & Ao ¢ Derry

Irterface IP Start IP End Protocal - Part Ranne
Source  [wan =] [ [
Destination [Lan =] [raz s om | [uoe =]
Schedule & Ahviays
© From  Tiene [00 2100 2o [0 =] [0 =]
day | Sun = mlSun vI
Apply Cancel Help
rewall Rules Lis
ActionNarme Source Destination Protocol
= Allow :‘H"l‘" PG WAN s Langzissonower 3
s LAN, s 4
= Deny Defaul ; 192 168.0.1 ; Lt bl
= Allow Defaut LAM* *-182.16801 *F 29

Leave the second box empty. Under Protocol, select UDP. In the port range boxes,
enter 5060 in the first box and leave the second box empty.

Click Always or set a
schedule.

Step 4 Click Apply and then
Continue.

Step 5
Repeat steps 3 and 4 enter
ichat2 and open ports 16384-

16403 (UDP).

W AirPlus G+ .
High-Speed 2.4GHz Wireless VPN Router

[ Home WUITUTN Tools Status Help
F I

JoE ¢

[ERED

Fir Rules
Firewall Rules can be used to allow or deny traffic from passing through the 0
B2,
& Enabled © Disabled
Mame ichat2
Action & Allow © Deny
Interface I Start 1P End Protocol  Fort Hange
Source  [wan =] [ [
Diestination [Lan =] fiszissoam [ [uor =] [iszsa [isans
Scheduls & Ahviays
© From  Time [00 vI-IEIZI e TnICﬂ - -IEIJ vI
day | Sun -|m Sun =
Apply Cancel Help
Firewall Rules List
ActionMame Source Dlestination Pratacal
™ Allgvs ::ﬂ‘r’l“’m Ping VAN yanr  Lamagzissoniomer (30
. LAM e
™ Deny Default 192 180.0.1 14 bl
= Al Diefault LA *182 16801 ¢ 4w
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Frequently Asked Questions (continued)

How do | set up my DI-824VUP+ to use iChat? -for Macintosh users
(continued)

For File Sharing:
Step 1 Click on Advanced and
then Virtual Server.

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Step 2 Check Enabled to activate . L Advaneed [y Rl i
entry. BRI Vil Servr s uaed 1 atow e users access oo ik services
v & Enabled € Disabled
Step 3 Enter a name for your i e e
. . “rivate 1P 1921680
virtual server entry (ichat3). Mavoticion Procal Type [P ]
Private Pot 1m0
. Fubic Por  [F@
Step 4 Nextto Private IP, enter J
the IP Address of the computer on € From e [ o Elro W EI ]
your local network that you want to — o= 9 90
allow the incoming service to. Apply Cancel Help
Step 5 Select TCP for Protocol ™ omz r\N'\?I'l'::H)Hrvml i ﬁmﬁm T:"o'ﬁ?lfﬂ fr::iue £} ]
¥ Virtual Server HTTP - 0000 TCP B0/ 30 always 4%
Type 7 Virtual Server HTTES 0000 I;“'EP“:‘" abwarys £} ]
I Virual Server ONS 0000 UDP 53/ 52 always 40

Step 6 Enter 5190 next to Private
Port and Public Port.

Stsp 7 Click Always or configure a schedule.

Step 8 Click Apply and then Continue.

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in
the Sharing preference pane on both computers.

To use the Mac OS X Firewall, you must open the same ports as in the router:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose Other from the Port Name pop-up menu.

Step 6 In the Port Number, Range or Series field, type in: 5060, 16384-16403.
Step 7 In the Description field type in: iChat AV

Step 8 Click OK.
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Frequently Asked Questions (continued)

How do | send or receive a file via iChat when the Mac OSX firewall
is active? - for Macintosh users - Mac OS X 10.2 and later

The following information is from the online Macintosh AppleCare knowledge base:

“iChat cannot send or receive a file when the Mac OS X firewall is active in its default
state. If you have opened the AIM port, you may be able to receive a file but not send
them.

In its default state, the Mac OS X firewall blocks file transfers using iChat or America
Online AIM software. If either the sender or receiver has turned on the Mac OS X firewall,
the transfer may be blocked.

The simplest workaround is to temporarily turn off the firewall in the Sharing preference
pane on both computers. This is required for the sender. However, the receiver may keep
the firewall on if the AIM port is open. To open the AIM port:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.
Step 3 Click the Firewall tab.
Step 4 Click New.

Step 5 Choose AOL IM from the Port Name pop-up menu. The number 5190
should already be filled in for you.

Step 6 Click OK.

If you do not want to turn off the firewall at the sending computer, a different file sharing
service may be used instead of iChat. The types of file sharing available in Mac OS X are
outlined in technical document 106461, "Mac OS X: File Sharing" in the AppleCare Knowl-
edge base online.

Note: If you use a file sharing service when the firewall is turned on, be sure to click the

Firewall tab and select the service you have chosen in the "Allow" list. If you do not do
this, the firewall will also block the file sharing service. *
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Frequently Asked Questions (continued)

What is NAT?

NAT stands for Network Address Translator. Itis proposed and described in RFC-
1631 and is used for solving the IP Address depletion problem. Each NAT box has a
table consisting of pairs of local IP Addresses and globally unique addresses, by
which the box can “translate” the local IP Addresses to global address and vice
versa. Simply put, it is a method of connecting multiple computers to the Internet (or
any other IP network) using one IP Address.

D-Link’s broadband routers (ie: DI-824VUP+) support NAT. With proper configuration,
multiple users can access the Internet using a single account via the NAT device.

For more information on RFC-1631: The IP Network Address Translator (NAT), visit
http://www.fags.ora/rfcs/rfc1631.html
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Contacting Technical Support

You can find the most recent software and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States for the
duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site,
or by phone.

D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com

When contacting technical support, you will need the information below. (Please look
on the back side of the unit.)

B Serial number of the unit
B Model number or product name

B Software type and version number
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Warranty and Registration

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

| D-Link or its authorized reseller or distributor and
B Products purchased and delivered within the fifty states of the United States, the District of

Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an
APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described below
will be free from material defects in workmanship and materials from the date of original retail purchase
of the product, for the period set forth below applicable to the product type (“Warranty Period”), except
as otherwise stated herein.

3-Year Limited Warranty for the Product(s) is defined as follows:

B Hardware (excluding power supplies and fans) Three (3) Years
B Power Supplies and Fans One (1) Year
B Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period
at no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement
will be rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not
be new or have an identical make, model or part. D-Link may in its sole discretion replace the defective
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is
substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or
replacement Hardware will be warranted for the remainder of the original Warranty Period from the date
of original retail purchase. If a material defect is incapable of correction, or if D-Link determines in its sole
discretion that it is not practical to repair or replace the defective Hardware, the price paid by the original
purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective
Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is
refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”)
will substantially conform to D-Link’s then current functional specifications for the Software, as set
forth in the applicable documentation, from the date of original retail purchase of the Software for a
period of ninety (90) days (“Warranty Period”), provided that the Software is properly installed on
approved hardware and operated as contemplated in its documentation. D-Link further warrants that,
during the Warranty Period, the magnetic media on which D-Link delivers the Software will be free of
physical defects. D-Link’s sole obligation shall be to replace the non-conforming Software (or defective
media) with software that substantially conforms to D-Link’s functional specifications for the Software
or to refund at D-Link’s sole discretion. Except as otherwise agreed by D-Link in writing, the replacement
Software is provided only to the original licensee, and is subject to the terms and conditions of the
license granted by D-Link for the Software. Software will be warranted for the remainder of the original
Warranty Period from the date or original retail purchase. If a material non-conformance is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-conforming
Software, the price paid by the original licensee for the non-conforming Software will be refunded by D-
Link; provided that the non-conforming Software (and all copies thereof) is first returned to D-Link. The
license granted respecting any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software
of D-Link’s products will not be applied to and does not cover any refurbished product and any product
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers,
or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case,
the product is being sold “As-Is” without any warranty whatsoever including, without limitation, the
Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its
return policy. In case the return policy period has expired and the product is within warranty, the
customer shall submit a claim to D-Link as outlined below:

The customer must submit with the product as part of the claim a written description of the
B Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm
the same.
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B The original product owner must obtain a Return Material Authorization (“RMA”) nhumber from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of
the product (such as a copy of the dated purchase invoice for the product) before the warranty
service is provided.

B After an RMA number is issued, the defective product must be packaged securely in the
original or other suitable shipping package to ensure that it will not be damaged in transit, and
the RMA number must be prominently marked on the outside of the package. Do not include any
manuals or accessories in the shipping package. D-Link will only replace the defective portion
of the Product and will not ship back any accessories.

B The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD”) is allowed. Products sent COD will either be rejected by D-Link or become the
property of D-Link. Products shall be fully insured by the customer and shipped to D-Link
Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held
responsible for any packages that are lost in transit to D-Link. The repaired or replaced
packages will be shipped to the customer via UPS Ground or any common carrier selected by
D-Link, with shipping charges prepaid. Expedited shipping is available if shipping charges are
prepaid by the customer and upon request.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined by
D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse,
faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the
documentation for the product, or if the model or serial number has been altered, tampered with, defaced
or removed; Initial installation, installation and removal of the product for repair, and shipping costs;
Operational adjustments covered in the operating manual for the product, and normal maintenance;
Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage;
Any hardware, software, firmware or other products or services provided by anyone other than D-
Link; Products that have been purchased from inventory clearance or liquidation sales or other sales in
which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the
product. Repair by anyone other than D-Link or an Authorized D-Link Service Office will void this
Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-1S” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR APARTICULAR PURPOSE
ANDNON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED INANY TERRITORY
WHERE APRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO
NINETY (90) DAYS. EXCEPTAS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED
HEREIN, THE ENTIRE RISKAS TO THE QUALITY, SELECTIONAND PERFORMANCE OF THE PRODUCT IS
WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK ISNOT LIABLE UNDER
ANY CONTRACT,NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FORANY
LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER
DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUTNOT LIMITED TO, DAMAGES FOR
LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER FAILURE OR
MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-LINK’ S
PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR
INTEGRATEDWITHANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM
THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, ORARISING OUT OF ANY BREACH OF
THIS LIMITEDWARRANTY, EVEN IF D-LINK HAS BEENADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
THE SOLE REMEDY FOR ABREACH OF THE FOREGOING LIMITED WARRANTY IS REPAIR, REPLACEMENT
OR REFUND OF THE DEFECTIVE ORNON-CONFORMING PRODUCT. THE MAXIMUM LIABILITY OF D-LINK
UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT COVERED BY THE
WARRANTY. THE FOREGOING EXPRESS WRITTENWARRANTIES AND REMEDIES ARE EXCLUSIVEAND
ARE INLIEU OF ANY OTHER WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR STATUTORY
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Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited
warranty provides specific legal rights and the product owner may also have other rights which vary
from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying this Product may
be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as
stipulated by the United States Copyright Act of 1976. Contents are subject to change without prior
notice. Copyright®2002 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communication. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures:

B Reorient or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

B Connect the equipment into an outlet on a circuit different from that to which the receiver is

connected.

B Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate this equipment.

The Manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment; such modifications could void the user’s authority to operate the
equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. The antenna(s) used for this equipment must be installed to provide a separation
distance of at least eight inches (20 cm) from all persons.

This transmitter must not be operated in conjunction with any other antenna.

[Register online your D-Link product at http://support.dlink.com/register/ ]
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