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1. Product Information

1.1 Product brief

Thank you for purchasing DIGISOL DG-LB1054 enterprise routers (in the following text, referred
to as the product). DG-LB1054 can access a variety of ISP line, meeting your different needs. It
supports multiple WAN traffic load balancing and line redundancy backup, broadband
connections to achieve the highest efficiency.

DG-LB1054 provides a highly efficient network security using its powerful features like firewall,
filtering illegal requests to the server in LAN, filtering hackers on a local area network IP address
and port scanning to prevent malicious attacks from outside. Also by using IP address and MAC
address binding it prevents IP address spoofing, making your network more secure and stable.

DG-LB1054 has Web Interface for all features making user experience simple.

DG-LB1054 provides WAN port, you can directly connect more than one incoming line, doubling
bandwidth and can connect to a different ISP, and you can simultaneously play a backup role
and load sharing.

It has WEB interface for LAN traffic monitoring and management.

1.2 Main features and specifications of the product

1.2.1 Main Features

e Supports IP address and MAC address binding preventing address theft.

¢ Real-time monitoring: Displays users within LAN traffic and connection lines, detects
network anomalies as well as abnormal users.

e Firewall protection: Monitors Internet traffic, filtering illegal requests to the server in
LAN, filter hacking software on a local area network IP address and port scanning to

prevent malicious attacks from outside, preventing DOS/DDoS attacks.
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e Set the administrator password which prevents unauthorized users to modify router
configuration. Using backup configuration file, you can prevent the accidental loss of

configuration.

2. Bandwidth management

e Supports bandwidth sharing.

e Network bandwidth control, restricts bandwidth intensive P2P traffic.

3. Configuration and management

e Graphical WEB configuration interface with easy management and configuration.
o Remote management: Any one computer on a local area network or a wide area

network can be restricted for remote administration.

4. Advanced features

e DG-LB1054 supports the high performance intelligent flow control function.

e Unique VPN features, allowing private LAN user connectivity through secured
tunnel.

e Supports PPPoE Server, for connecting PPPoE dial-up users and can speed limits
for each account along with billing management.

e Supports WEB certification for different users, giving you more choices.

5. WAN port (WAN)

e WAN port (WAN): Integrated 10/100Mbps port (MDI/MDI-X).
e Share Internet access, support multiple ISP access, policies based on destination

address mode, supports multiple WAN traffic load sharing and link redundancy
backup, all LAN users to NAT (Network Address Translation) to share Internet
access.

e Supports DSL or Cable Modem. Supports the use of PPPoE (PPP over Ethernet)
protocols for ISP connection.

o  Supports fixed & dynamic IP address for Ethernet access.
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o DMZ/WAN2 port: Integrated 10/100Mbps port, separate DMZ network segment and
WAN port cooperation supporting traffic load sharing and link backup.

6. LAN ports (LAN)

¢ Integrated multi-port 10/100Mbps switch.
e Dynamic Host Configuration Protocol (DHCP) service dynamically allocates IP

address and the gateway, DNS Server and so on to computers in a local area

network.

1.2.2 Product specifications

e |EEE802.3 Ethernet and IEEE802.3u Fast Ethernet standard.

e Supports TCP/IP, PPPoE, DHCP, ICMP, NAT, static routing.

e Supports auto-negotiation function, automatically adjusts the transmission and
transfer speed.

e Operating environment: Temperature: 0 °C -40 °C, Height: 0-4000m,

¢ Relative humidity: 10%-90%, non-condensed

e Nominal voltage: 220V

e Maximum power: 30W
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2. Hardware Installation

2.1Product Image

WAN1
ALM Eth2

v
p SYS Eth1 Eth4

DCIN  pwr Eho Eth3
DG-LB1054

(1) Ethernet Ports support flexible configuration so any port can be configured as WAN, LAN.

(2) RST (Reset button): Hold down for 5-6 seconds to restore to the factory settings
automatically.

(3) SYS Blinking LED normal regularity, it is used to indicate that the working status is normal.
When SYS long bright lights or no lights at all times represent the routing system is not
working properly.

(4) PWR LED Normal state: After power on Light.

2.2 Installation notes

(1) Please do not put the router in the unstable box or table and confirm a Cabinet or table
model can be enough to support the weight of the router;

(2) Confirm the Cabinet and Workbench itself has a good ventilation system. Confirm the router
into the air intake and vent space to facilitate the router chassis cooling.

(3) The system router can only be installed indoor. Please ensure that the room temperature
is in the range off 0°c - 45°c, humidity in10%--90% range.

(4) Make sure to provide the operating voltage matches the voltage indicated by the router.
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2.3 Install a router on Tabletop

In many cases, users do not have the standard 19-inch rack; you can place the router on the
table. It is recommended to place the router on a table top or workbench pads.

This method is simple and easy, but you have to pay attention to the following matters:

(1) To ensure stability and good table ground.

(2) Allow 10 cm spaces for heat dissipation around the routers.

(3) Do not place heavy objects on the router.

2.4 Connect the power adaptor

AC power cord connection:

Step 1: Make sure there is good grounding on the other end.

Step 2: Connect the Power adapter to the router power socket on the front panel and other end
to the external power supply AC power outlet.

Step 3: Check the POWER LED (PWR) on the front panel of the router. Light is on which
means that the power supply is connected properly.

Note: Before you power on the router, you must first connect the ground wire.

2.5 Check after the installation is complete

(1) Check the identification of the choice of power supply to the router power is consistent.
(2) Check that the Earth wire is connected.

(3) Check cables, Power supply input cable connection is correct.

10
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2.6 Router power on start

Step1: Confirm that the external network connection and intranet connection cables are
correctly connected.

Step 2: Plug in the power adapter.

Step 3: Make sure the front panel PWR led is lit.

Step 4: Please wait for around 10sec while SYS blinking LED.

Router is up and starts at this time

11
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3. Configuration

3.1 PC Configuration

DG-LB1054 is the default IP to 192.168.0.1, subnet mask is 255.255.255.0. The settings can be
changed however there will be default value as described below. PC setting steps are as
follows:

(1) The computer is connected to a port on the router.

(2) Setting up your computer IP address.

(3) Network places — view — network connections local connections.
4
(

5) Select “Internet Protocol (TCP/IP) ".

Right-click "local area connection" in the pop-up menu, click "Properties" menu.

)
)
)
)

@ Local Area Connection Properties
Metworking | suthentication |

Connect uzing:

I l‘-'." Broadcom MetLink [Th] Gigabit Ethernet

Thiz connection uges the following items:

9 Client for Microsoft Hebworks

@ oS Packet Scheduler

.[% File and Printer Sharing for Microzoft Metwork.s
=& [nternet Protocal Wersion B [TCPAAPvE]
B Intermet Protocol Werszion 4 [T CPAPw4]
=i Link-Laver Topology Discowvery Mapper [/0 Drver
i Link-Laper Topology Discowverny Responder

RERERER

Inztall... I rimstall Froperties

— Dezcription

Tranzmigzion Control Protocol/lnternet Protocol. The default
wide area nebwork, protocol that provides communication
acrozs diverze interconnected networkos.

Ok Cancel
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Click the "Properties" button, set the computer's IP address. Internet Protocol (TCP/IP)
properties dialog box, select “use the following IP address"”, enter the “IP address” enter
192.168.0.xxx," subnet mask " 255.255.255.0" default gateway fill in 192.168.0.1(The router's
default IP address).

Internet Protocol ¥Yersion 4 (TCP/IP¥4) Properties

General

‘fou can get IP settings assigned automatically if vour network supports
this capability. Otherwise, you need ko ask your network administrator
far the appropriate IP settings.

~ Obtain an IP address automatically

% Use the Follawing IF address:
IP address: 192 168 . 0 . 2

Subnet mask: I 255 .255 .255 . 0
Default gateway: I 192,168 . 0 . 1

€ Ohtain DHG server address automatically

—{* Use the Following DS server addresses:
Preferred DMS server: 4 .z .2 .9

Alternate DNS server: I . . .

[~ walidate settings upon exit Advanced. .. |
oK I Cancel |

1) Click OK to complete the configuration.

2) Test your computer and the router is connected:

(1)

(2)

(3) Start —» Run — type "emd "— enter.

(4) At the command prompt, use Ping command to test connectivity.
(5)

5) Ping 192.168.0.1

The following display will appear if connection is successful.

EX Administrator: Command Prompt
C:=wUsersabhishek.parab>ping 192.168.8.1

time<ims TTL=64
time=1ims TTL=64

Reply from 192.168. time=1ims TTL=64

1: by
Reply from 192.168.8.1: byte time{ims TTL=64

Ping statistics for 192.168.8.1:

Packets: Sent = 4. R ived = 4. Lost = @ (Bz loss).
Approxinate round trip times in milli-zeconds:

Minimum = Bms, Maximum = 1ms, Average = Bms

C:wUsewrsabhishek.parah>

13
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3.2 System login

In the Internet address bar, type http://192.168.0. 1, login the router configuration interface.
Login tips page is displayed as shown below:

User name
Password

Language English

‘ LogirL

Factory management router user name and password are “admin”, the default gateway is
192.168.0.1.
After you log on to the system, see the interface, as shown in the following figure. (from one

model to another, there may be minor differences).

14
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Homepage screen displays the system status of a device, including run time, host name, Serial
number and firmware version. You can view the system factory information.

Resources status of the device, including CPU usage, memory usage, number of sessions and
the number of active hosts, you can view in the system resource usage information.

In Port legend section, you can view the status of each port to the device. WAN and the LAN
interface, allows you to understand the systems network IP address and gateway information.
The alarm logs, security logs and network logs, allow you to understand system dynamics in
real time.

= WEB configuration system - Windows Internet Explorer

;::' el 192.168.0.1 v|[Bl[%] x| @ |2l

File Edit ‘iew Favorites Tools Help
¥

ﬁFavorites '_réWEB configuration system ﬁ > D = E@ * Page = Safety » Tools » @v

3 [[c][=]=]M

E welcome .. |r-.-1anua| V|| Refresh | A
System status Resources status
Serial MO. 006450A000017 CPU | |
Runtime 9 min 34 sec Memary -21% |
Hostname DG-LB1054 Edit Sessions 1
Version RVZD1311284 Update Active hosts 1
Internet auth
Advanced i
Port status Port legend
VPN
ethi eth eth2 eth3 ethd
System H H H H H H
¢ 1L 1L 1 1 L M
SEIEIER WANT  WANZ  LAN3  LAN2  LANT G e
WAN interface
Port Status Type IFimask Gateway CMS server DL Operation
LAN interface
D IP MASK NAT Receiving(Kbps)  Sending(Kbps) MAC MTU
1 192.168.0.1 255.255.255.0 Enable ] ] 00:17:7C:29:03:50 1500
Alarm log IMore... b
Dane & Internet dg v Ho0w v
15
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3.3 Monitoring

3.3.1 Line chart

In the configuration page, you can see each line of the flow. Open the circuit flowchart page
WEB management interface ->Monitor ->Line chart, as shown below:

<« C' (O 1s2.168.0.1/man.ftm

3 [[c][=]=]M

B welcorme

Monitor >> Line chart
{fir clTart_| Wigw line ikl [ w2
L aomitormg WAN1 Line traffic s Downlink  0.00 Mbps amUplink: 0.0 Mbps
Host maonitoring
Metwork detection
Network
Security
QoS
Internet auth

longer 10 minutes 8

Advanced
VPN

System

System logs

16
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3.3.2 LAN Monitoring

In the configuration page, you can see the need to review the network host information. Open
the parameters page WEB management interface -> Monitor -> LAN Monitoring:

3 [[c][=]=]M

[l welcome .. Auto refresh v
Monitor >> LAN monitoring

IF address Tatal DL Total UL DL Rate UL Rate Caonnection Remarks
Line chart
————
. T | All hosts 433.79KB 164.36 KB 111.00 Brg 230,00 Brg 1
LAM monitoring
. 192.168.0.20 433.79KB 164.36 KB 111.00 Brs 230,00 Brfs T {Wiew)
thshm-mt-mJ

Network detection lotal 2 Page Siza Page No. 111 Golo

Internet auth
Advanced

System

System logs

(1) Refresh: Select to automatically refresh the current flow page, or stopping the automatic
page refreshes the current flow.

(2) IP address: Current intranet all host IP address.

(3) Total downloads: Current cumulative flow of every host in the intranet router to download
the data.

(4) Total uploaded: Current cumulative flow of each intranet host to upload data through a
router.

(5) Download rate: The current speed of every host in the intranet router to download the
data.

(6) Upload rate: The current intranet each host to upload data speed through a router.

(7) Connections: Current number of concurrent connections to every host in the intranet.

(8) Connection information: Click the host IP Address you can view connection information

for specific hosts, as shown below:

17
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welcome ...

Action Peer IP Port Protocol S.pot D.oport Download{Mb) Upload(Mb}) Status

Web from 95.211.37.210 wan1 TCP 1033 5938 4.00 595 stable

L Hos=ts 192 1681 101 Total 1 Information

Note: (1) Click Information & wait for 2-3 seconds to refresh. Please be patient. Wait time
depends on the system load. The larger the system load, longer the wait time.

(2) Click on header to sort, remarks and IP/MAC Bound list associated notes.

3.3.3 Host monitoring

1. Parameter configuration

In the configuration page, you can define an IP address of the Host which you want to monitor.
Once the host IP address is defined, all the traffic send/received from the defined host is listed
in Information tab. This helps to monitor type of application user is accessing in LAN/WAN
including bandwidth utilized for specific source and destination pair.

Open the parameters page WEB management interface -> Monitor -> Host monitoring

as shown below:

welcome ...

Parameter Information

Host IP 192.168.0.90

Save

(1) Host IP: To monitor a host IP address.

(2) Save: Write the static configuration of the router, the parameters to take effect.

18
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2. Connection Information

With host IP address defined on the Parameter tab, all the traffic received from defined host is
listed in table below includes peer IP address, protocol type, Source/Destination Port,
upload/Download utilization. Open the parameters page WEB management interface ->

network monitoring -> host monitoring -> information, as shown below:

& 1800-209-3444 (Toll Free)

welcome .. Manual |z| Refresh
Parameter information
Local IP Action Peer IP Port Protocol S.port D.port Download(Mb)  Upload(Mb) Status
192.168.0.90 from 192.168.01 LAN TCP 1052 80 0.00 0.01 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1053 a0 0.00 0.01 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1059 20 0.00 0.01 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1055 20 0.00 0.01 stable
192.168.0.90 from 192.168.01 LAN TCP 1060 80 0.00 0.01 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1050 a0 0.00 0.00 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1063 20 0.00 0.00 stable
192.168.0.90 from 192.168.01 LAN TCP 1061 80 0.00 0.01 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1054 a0 0.00 0.01 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1062 20 0.00 0.01 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1048 20 0.05 0.01 stable
192.168.0.90 from 192.168.01 LAN TCP 1056 80 0.00 0.01 stable
192.168.0.90 from 192.168.0.1 LAN TCP 1051 a0 0.00 0.00 stable
Hosts 192.168.0.90 Total 16 Information
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3.3.4 Network detection

1. Ping test

In this page, you can send an ICMP Packet to a specified host through the system to monitor
network performance and quality output results.
Open Ping test configuration page WEB management interface -> Monitor-> Network

Detection->Ping, as shown below:

3 [[c][= =]k

B welcorme ..

| Iﬁlc_l Tracert

*Detection address !4 222
Data export defa%:l

Line chart

LAN monitaring
o Detection packets |1 v
Host maonitaring —

[ rigtwark detection I i_D etection|

Network detection == PING :result

PING 4.2.2.2 (4.2.2.2): 56 data bytes
Internet auth

Advanced
VPN
System

System logs

(1) Detection address: The system sends ICMP packet's destination host.

(2) Data export: Use the default, or manually select the ICMP Send export package.

(3) Detection Packets: The system sends ICMP packet number, this numberis 1, 3, 5 and 10.
(4) Detection: Notify that the system starts sending ICMP packets.
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2. The Tracert test

Open configuration page WEB management interface -> Monitor -> Network detection -

>Tracert, as shown below:

PIGISOL

B welcorme ...
—

PING Tracert |

*Detecting address [4222

Line chart View First10 hops  »
LAM manitoring

Network detection " Matwork detection = TRACERT -reault

Hiost monitoring

1 tnhand-mum-55 T3 161 354 mind netin {53 162 161 284) 41 20 ms 17 380 s 23350 o

2 siabc-mam-5E 185 4 53 minknet in (55 185 4 53] S672 ms 10 126 ma & 157 ms

1 AES-Saate. 177 105 144 55 aetelin (50 144 105 17T 20 531 ma 900 B0 19,300 me

& AES-Sishe 106 36 144, 50 mertel (50 144 38 106) 764 566 . 264 TS5 264 B0

5 w700 aiiged Nera¥oab] Lient) fost (426 34 1) 200530 mi 260 T30 . 295 681 ma

6 82450 sxige? Mewaik Laveld ned (4 55 155 208) 261 029 ma s2-2.70 sdge? NewYon Levell net (4 55 155 50) 263 322 ma
Internet auth e -£-00 ediged MewY o Level net (4 63 155208} 208 151 m

P boresolvers Leveld ned (£ 2221 M5.300 ee 200 OF0 mey. 2950 2534 v
Advanced

VPN
System

System logs

(1) Detecting address: The system sends Tracert target host.

(2) View: Evaluates to 1, 3, 5 and10 jumps.
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3.4 Network Configuration

3.4.1 Flexible Port

In this page, you can customize the routing WAN and LAN ports.

Open the port configuration page WEB management interface -> Network -> Flexible port.

3 [[c][=]=]M

0 welcome
Homepage
Monitor Metwork >> Flexible port

Network Port definition [ 20N 1 ILAN v

T | 1AM § 4LAN
Flexihle port

L —— A T 2LAN

N AYNAN 11 LAN

AN

DHCP

Fort mapping
Address translation
Dynarmic domain

Port

Monitaring

Security
Qos
Internet auth
Advanced
VPN

System
Systemn logs

(1) Port definition: Select WAN port and LAN port number, such as 1WAN / 4LAN represents a 1
WAN port and 4 LAN ports.

(2) Save: Write the router static configuration, then reboot the router to make the changes
effective.
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3.4.2 Intranet Configuration

In this page, you can modify the router LAN port TCP/IP configuration. Realization of network
interconnection between the routers in LAN. Click the Network configuration link on the left
WEB management interface -> Network -> LAN.

PIGISOL

[ welcome ..
Homepage
Monitor Network == LAN

Network MAC address l:l
Flasible port ML |:|

LAN ]
WM
DHCP

Save

Configuration description: If the client is bound with the MAC address of the gateweay, change the MAC address to the MAC

; address bound to the client. Otherwise, the client cannaot connect the netwark narmally!
Faort mapping

Address translation

. Hetwork == LAN
Cwnamic domain

Part IP address Subnet mask Operation

Monltaring 192.168.0.1 256.265.256.0 A

Security Save @
Qos

Internet auth
Advanced
VPN

System
System logs

(1) MAC address: Also known as physical address, this MAC address needs to be changed
when an ISP binds the customers NIC MAC address.

(2) MTU (maximum transmission unit): The default is 1500.

(3) IP address: Fill in the connection of LAN port IP address (the gateway address of your LAN).
The IP address should be in the same network segment as the LAN.

(4) Subnet mask: Enter your LAN subnet mask.

(5) Network address translation: English abbreviations NAT, It allows to share single WAN
IP address to different LAN/DMZ IPs.

(6) Click "Save", written to the static configuration of the router, the parameter to take effect and

complete the configuration.
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Tip: When the hosts within a subnet are all public network IP address, disable network
address translation.

Note: After saving, all configurations with immediate effect, you do not have to restart.

3.4.3 WAN Network Configuration

In this page, you can use the WAN menu to select WAN port configuration. Due to identical

WAN port configuration, we will explain here WAN1 configuration.

Click the left "Network configuration — WAN Configuration" link on the right side displays the

appropriate configuration page:

PIGISOL

Homepage

Monitor WAN1 WAN2
Network

Flexible port
R
WA I

L Mo
Port mapping

Address translation

Dynarmic domain
FPort

Monitoring

Security
Qos
Internet auth
Advanced
VPN

System

Connection mode
*IP address
*Subnet mask
*Gateway

DNS server
Alternate DNS server
Route weight
MTU

MAC

On-off detection
*testing cycle

*Lost threshold

Fixed address El
1152562 187.213
255255255 240
115252 187.209
4222

8.8.8.8

1

FC:8F:C4:00:12:5A

@ PING © ARP ©

3 sec

3

DNS

S HITP €

Off

System logs

All rights reserved

Page displays WAN1 Out connections (such as PPPOE, fixed addresses, DHCP access and No

network connections).
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1. Fixed address
If you are using an ISP which provides Static IP address access, you should use this

configuration.

(1) IP address: ISP provides a static IP address.

(2) Subnet mask: ISP provides the subnet mask.

(3) Gateway: ISP provides the default gateway.

(4) DNS Server: ISP provides the preferred DNS Server IP address.

(5) Alternate DNS Server: ISP provides alternate DNS Server IP addresses.
(6) Routing weight: ISP routing Hop

(7)

(8)

7) MTU: (Maximum transmission unit): Defaults to 1500. Generally, not modified

8) MAC : Also known as physical address, this MAC address is the need to replace change

with Physical address of your NIC card registered with ISP.
(9) On-Off detection: When this value is present, keep alive ICMP, DNS packets are sent to
Gateway to check if Link is UP.
(10) Testing Cycle: Time declare if Link is down.
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2. PPPoE Dial-up (Virtual dial-up)

Wk R
Coarirsechice e PPPOE daslug | =
T P— A W
“F it i1 LTI YT
Ligs e e Lin
At PAR ® CHAP
DS sarw

Aernate DS apnemt

Sava

(1) Virtual dial-up (PPPOE): ADSL virtual dial-up (or a media over Ethernet PPPOE dial-up).

(2) User name and Password: ISP provides PPPoE Internet access account number and
password.

(3) Maximum idle time: This function is intended primarily for ADSL dial-up lines that are billed
on time to the user. After you enable this feature, such as intranet, Internet access requests,
the system will automatically dial the connection. After reaching set value ADSL line idle time,
the system will automatically hang up ADSL line, it saves Internet costs.

(4) Auth: Refers to the authentication methods. PAP authentication UNIX under the agreement
or CHAP authentication Windows under the agreement. Usually selecting "ALL", it works.

(5) DNS server: Enter the DNS server.

(6) Alternate DNS Server: Enter the DNS server IP address provided by ISP.

(7) MTU: Maximum transmission unit.

(8) MAC: Enter the MAC.

(9) Work Time: Enter the Time slot during which the Link will remain up.

(10

10) Save: Write the static configuration of the router, the parameters to take effect.
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3. DHCP Getting

AN WANZ
Coarrachon mode LHHL peiiang | -
S 1P
NS e 4222
AREmaie DNS sereel apas
Hidie wasaghi
LTS
KAs 2 o Rl 1 Dl

WOk B From Ta

Save

(1) Server IP: ISP (for example MTNL) provides IP by DHCP Server.

(2) Save: Write the static configuration of the router, the parameters to take effect.

4. No network connection: - Disables WAN
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3.4.4 DHCP Configuration

In the configuration page, you can configure and enable system DHCP Server functionality,
automatically for IP address to LAN PCs.
Open DHCP Setup page WEB management interface -> network configuration ->DHCP, as

shown below:

!JIISDI."

r
L

Homepage
Monitor

Network

Flexihle port

LA

MU T

DHcF |
PPt (T pping
Address translation
Dynamic dormain
Part

Monitoring

Security
Qos

E]  welcome ..

Service Fixed IP

Status operation
*Address pool(Add)
Gateway

Lease

DNS server
Alternate DNS server

Service log

Import/Export

Assigned Service log

@ Enpable © Disable
192.168.1.100 - 182.168.1.200
192.168.1.1

24 Hour

4222

8.8.88

@ Enable O Disable

Save

Internet auth
Advanced
VPN

System
System logs

All rights reserved

(1) DHCP: Dynamic Host Configuration Protocol abbreviations, is TCP/IP protocol suite. DHCP
Server is mainly used to assigned dynamic IP address, gateway Address to the
network clients.

(2) Status operations: DHCP service, enable or disable.

(3) Address pool: DHCP to assign client uses all IP address ranges.

(4) Gateway: Manually specified by DHCP, provides IP address of the gateway address to the

client.

(5) Lease: DHCP Server to assign client IP addresses for period.

(6) DNS Server: Assign to DHCP client computer's preferred DNS server.

(7) Alternate DNS Server: Assign to DHCP client alternate DNS server.

(8) Service log: DHCP service log ON/OFF.

(9) Save: Write the static configuration of the router, the parameters to take effect.
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Note:
(1) "State actions" select "enable", the
(2) "Gateway" is left blank, the system defaults to LAN IP, and (This is usually left blank).

(3) " DNS Server" is left blank, the system defaults to LAN IP, and (This is usually left
blank).

win

identity is required.

(4) "Address lease" is left blank, the system defaults to 24 hours, and (This is usually
blank).
(5) DHCP Server enabled following the entry to force intranet hosts to obtain IP

automatically.

3.4.5 Port Mapping

In the configuration page, you can configure a port mapping rule, so that external hosts can
access your network IP specific ports to access your intranet servers so, Internet users can take
full advantage of the internal network resource.

Open the port mapping configuration page WEB management interface -> Network

Configuration -> Port Mapping, as shown below:

Homepage
Monitor
Network
Flexihle port 3 _ = n
Status NAT server | ‘Service port Access port | Protocol Remarks Detmlsf‘ Operation
LA
e @ 192168115 | 8000 8000 | TCPIUDP | DCS-3420-15-HTTP.. = View 1
D o (] Er — —_ — '” g e ‘ [1\’ 0
Fort mapping e - - TR | view | [ ©
- Ty —— Status operation ® Enable © Disable
ress Translation e | badi. View ‘ |_1/ 0
BrETE EEED = "NAT server | 192.168.1.15 : :
[c) i TR | view | [ ©
Port . *Service port 8000 ‘ -
- = wdi... View [/
LLeTeli] ) | ® Access addr 2 ANY © CUSTOM | Ij" %)
» TTP.. | View [
Security e IP Group(Add) T | I—/‘ O
Qos wdi View 4
—o Access port 8000 | L L‘_o S
Internet auth @ TP ‘ W ‘ 7 o
Adval == protocol TCP/UDP E| ! — == —
nced | . /
(2] = = widi ‘ View ‘ [ o
VPN == *Work line ¥ wan1 ¥ wan2 ‘ ‘7,7,7,7
T FER. View J
System - Remarks | DCS-3420-15-HTTP | = QQ -
(= e T A

System logs i —

|
l
|
|
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(1) Port map: Also known as virtual hosting, a mechanism for achieving internal host is open to
public network.

(2) The NAT (Internal server) address: To open the specified service host in the intranet IP
addresses.

(3) Service port: Service port provided by the intranet server, provide different services with
different service ports, ranging in value from 1-65535.

(4) Access address: You can manually specify External network IP address/range.

(5) Access port: Source port external host access to your internal servers, and your internal
server port, ranging in value from 1-65535.

(6) Transfer protocols: External host which protocol to use when communicating with your
internal servers.

(7) Work line: WAN ports to use.

(8) Remarks: Written comments for easy distinguish between the different mapping rules.
(9) Save: Write a static configuration, the parameters to take effect.

(

10) Import and export: Port mapping rules can be imported or exported.

3.4.6 Address translation

1 NAT Rule

In the configuration page, you can configure address translation rules. It modifies after the
router packet source IP addresses, enabling multiple users sharing one public network IP in
LAN Internet access.

WEB management interface->Network Configuration->Address translation, as shown
below:
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PIGISOL

F— ] T

Monitor |
Network DMZ host NAT rule

Status  Saddress  qy
Siatus operation
NAT type
°S address/mask
Working

Remarks

Security
Qos
Internet auth
Advanced
VPN

® Enable " Disable

& Masquerade SNAT = ACCEPT

24z

wian1 [=]

oK Cancel

System
System logs

(1) NAT type: Select a different type of address translation, when you select the Masquerade

mode, fill out the address for network configuration after the conversion of the IP address,

when you select the SNAT, you can manually specify a transformation after the IP address

(when a wide-area network port has more than one IP Address, you can use this function)

When you select ACCEPT, it selects the entire range of subnet mask.

(2) S address: Fill in your LAN IP address "/" after the mask bits, the default is 24 —bit mask.

(3) Workline: Select the Interface.

(4) Save: Write a static configuration, the parameters to take effect.

Note: With " *" Identity is required.

@ 1800-209-3444 (Toll Free)
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2 DMZ Host

In the configuration page, you can configure DMZ host rule. Internal Server can be accessed
using one of External WAN IP address.

Opens the add conversion settings page WEB management interface -> network
configuration -> address translations, as shown below:

&l welcome ...
Homepage

Monitor _ ey
‘ - DMZ host NAT rule
Network

Flexible port Status Intranel Add

(i)
WA

Status operation @ Enable © Disable
.
DHECF Intranet IP

IP-urt PP — *Extranet IP

Address lrans\atiunl

— — — Working line
Dynamic domain

Remarks
Fort

Monitoring

Security
Qos
Internet auth
Advanced
VPN

System All rights reserved
System logs

1) Intranet IP: Fill in your server LAN IP address.
2
3

4) Save: Write a static configuration, the parameters to take effect.

Extranet IP: Fill in your server to use the public network IP addresses.

(1)
(2)
(3) Working line: Select the server you want to use WAN Port.
(4)
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3.4.7 Dynamic Domain Name

1.NO IP

In the configuration page, you can configure dynamic DNS client parameters, dynamic DNS
feature is enabled.

Open dynamic DNS settings page WEB management interface -> Network configuration ->

Dynamic Domain->NO IP

B welcome ..
Homepage
Monitor NO P DYN 9451

Network Status O Enable @ Disable

Flesible port Service Provider [wirwnoipcom ] [Official ¥Website]
LAN *User name l:l

*Password l:l

DIHEP Work line l:l

Fort mapping

Address translation

ID\rnamic darmain
"Fd'ﬂ' —— -

Monitaring

Security
Qos
Internet auth
Advanced
VPN

System
System logs

Dynamic DNS feature: Provides a fixed domain name to a dynamic IP address resolution.

Users/Router’s IP address is sent to the dynamic DNS server to update the DNS database.

On external Internet users browser request on this domain name, when dynamic DNS

server returns the correct IP address for him.

(1) Status operation: Domain name enable/disable.

(2) Domain: Provides dynamic domain name service provider used by the domain. Such as:
9451. org

(3) Host name: Register dynamic domain name as the host name.
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4) User name: User to register dynamic domain user name;

6) Work line: WAN port selection

(

(5) Password: Password to register for dynamic domain name.

(

(7) Save: Write the static configuration of the router to take effect.

2. DYN

This page is used to configure the dynamic DNS address from Dyn.com. You can
enable/disable dynamic DNS.

3 [[c][=]=]M

L welcome ..
Homepage
Monitor NO P DYN 9451

Network Status OEnable ® Disable

Flexible part Senvice Provider [wmwnsrdyricom | [official Website]

LAM *Alias host name

VAN "User name

DGR *Pasgward

einaeei Wiork line
Address translation
Rermarks
Dynamic domain

Faort

Monitoring

Security
Qos
Internet auth
Advanced
VPN

System
System logs

(1) Status: Domain name enable/disable.

(2) Service Provider: Select dynamic domain name service provider from drop-down list.
(3) Host name: Registered dynamic domain name as the host name.

(4) User name: User to register dynamic domain user name

(5) Password: Password to register for dynamic domain name.

(6) Work line: WAN port selection.
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(7) Remark: Add Description if any.

(8) Save: Write the static configuration of the router to take effect.

3. 9451

This page is used to configure the dynamic DNS address from 9451 provider. You can
enable/disable dynamic DNS.

3 |[c][={=]M

L welcome ...
Homepage . .
Monitor NO IP DYN 9451
Network Status OEnatle @ Disable
Flexible port *Hostname
LAN *Username
“Pagsword
DHCP work line
Port mapping e
Address translation
Dynamic domain

Port

Monitoring

Security
Qos
Internet auth
Advanced
VPN

System
System logs
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3.4.8 Port

DG-LB1054 has 5 number of 10/100 mbps ports. All the ports are in Auto identify (auto-
negotiations) state by default for speed-duplex parameter. Based on the type of device
connected on port, speed setting can be either set to auto detect or can be forced to
10/100Mbps Half/Full Duplex.

Network >= Port

ethiport wark mode :Auto identify i

ethl port woark mode _Auto identiﬁr o

ethZport woark mode :_Auto ide_rjtifg_f w

ethaport work mode :Autu_ @der__]tiﬁ_f ¥

ethdport work mode :Autu identify v
Save

3.4.9 Monitoring

Metwork == Monitoring

WA port ® Enable O Disable
WiAMZ port ® Enable O Disable
Save

Configuration description: After disahling the por, all data is distributed to the other ports,
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3.5 Security

3.5.1 Basic Options

Open the dynamic DNS settings page WEB management interface->Security->Basic

options, as shown below:

3 [[c][=]=]M

B welcorme ..

Homepage

Monitor Security >> Basic options

Network Prevent IP confliction OEnable @ Disable

Security Remate PING OEnable @ Disable
I gasic aptions Remote diagnosis @ Eenaple O Disable
L o imaT L Port Reflux OEnable @ Disahle

Aftack protection

Save
Fireawall
Hostfilter

IPIMALC binding

Qos
Internet auth
Advanced
VPN

System
Systemn logs

(1) Prevent IP confliction: LAN hosts may be incorrectly set to and the same as the network
address of the router IP address which causes a conflict that affects the network. Enable the
"prevent IP conflicts" feature; you can protect the intranet address of the router.

(2) Remote PNG: You can set the router's WAN port response to the network PING requests
from outside host.

(3) Remote diagnostics: Turn on or off.

(4) Port reflux: Turn on or off. LAN host will be able to manage internal resource through WAN

IP.

(5) Save: Write to the static configuration of the router to take effect.
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3.5.2 Connection Limit

In this page you can configure the connection limit to specify the maximum number of
concurrent connections to a single machine. When you reached the maximum number of
connections, the router will refuse new connections for this client request.

Open the connection restriction profiles page WEB management interface->Security->

connection limit, as shown below:

3 [[c][=]=]M

B welcome ..
Homepage
Monitor Connection limit Exceptive host

Network Status operation ® Enable O Disable
Security

*Max Connections 300

Hasloonliong,
-
! Connectian Limitl

Aftack protection.
Firgwrall

Huost filter
IPMMAL binding

Qos
Internet auth
Advanced
VPN

System
System logs

(1) Status operation: Set the connection limit feature. It is enabled or disabled.
(2) Maximum number of concurrent connections: Set the largest TCP/IP sessions from each

client at the same time.
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Exceptive host: This option can be set individually for a specific client connection limit settings
in the following figure:

welcome ..

Homepage

Monitor [ Connection limit :- i ]

Netwark TR | Max Connections Remarks . operaton

Securily
+)

Basic options

Connection Limit —
Attack protection
Firewall Status operation @ Enable O Disable
Haostfilter *StartIP
IPIMAC hinding *End IP

aos *Max Connections i—
Internet auth Remarks |
Advanced

VPN

System

System logs

1) Status operation: Enable or disable a rule set.
Start IP: Sets the exception host’s starting IP value.
End IP: Set the exceptional hosts End IP.

4) The maximum number of connections: Set specific clients largest TCP/IP sessions.

)
)
)
)
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3.5.3 Attack Protection

1 Intranet defense

In this page, you can modify "Intranet/LAN Protection" service status for DDoS attack
detection and prevention.
Open intranet defense configuration page WEB management interface ->Security ->Attack

protection, as shown below:

3 [[c][=]=]N

B welcome ..

Homepage

Monitor Intranet Protection Extranet Protection

Network Status operation @ Enaple O Disable

Security Response threshold @ pefault & custom

Basic options

Connection Limit Savs

Attack protection
Lemaat = =

Host filter
IP/MAC hinding Save @

Qos
Internet auth

1 Intranet Protection >> Exceptive IP

Status Start IP End IP TCP threshold UDP threshald ICMP threshald Remarks Cperation

Advanced
VPN
System
Systemn logs

1
2
3
4) ICMP threshold: Allows ICMP packets per second (Number ranging in value from 100-9000).

Status operation: Enable or disable the protection. Response Threshold setting.
TCP threshold: Allows TCP packets per second (Number ranging in value from 100-9000).

(1)
(2)
(3) UDP threshold: Allows UDP packets per second (Number ranging in value from 100-9000).
(4)

Click on the “+” sign the screen shown below will appear.
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Homepage

Monitor | Intranet Protection  Extranet Protection

Network Status operation | @ Enaple O Disable

Security

welcome ...

Response threshold | @ pefault O Custom

Save

Basic optiohs

Caonnection Limit
Add

Aftack protection [ T
ranet Pr : 3 .
Firewall Status operation ®Enable O Disable

e Saws st e i Remaks  Operaon
IPIMAC binding “End IF li_l o

B TCPihreshold | | packetsis

T “UDPifreshold | | | packetsis

Ritoanced fCMPthreshold | | | packetsis

VPN Remarks l—_|

System
System logs

.. o S

(6) Status operations: Enable or disable the rule.
(7) Start IP and End IP: Specific IP clients Starting and Ending IP.

(8) Save: Write the static configuration of the router, the parameters to take effect.

Note:

(1) TCP-FLOOD package when the threshold value is present, must be a number from
100-9000.

(2) UDP-FLOOD thresholds exist, must be a number from 100-9000.

(3) ICMP-FLOOD thresholds exist, must be a number from 100-9000.

(4) Other package rate value must be greater than 0 integers.
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2 Extranet (WAN side) defense

(1) WAN1 Response connection threshold: Maximum value routers WAN1 can handle for
network connections per second.
(2) WAN2 Response connection threshold: Maximum value routers WAN2 can handle for

network connections per second.
(3) Save: Write the static configuration to the router.
Note: The Response rate values that exist, must be a number from 512-999999,

(Recommended values 1000).

3.5.4 Firewall

In this page, you can configure the firewall feature to allow or disallow matching packets to pass
through.
Open the firewall settings page WEB management interface ->Security ->Firewall, as shown

below:

PDIGISOL

Homepage

Monitor A
Metwaork Status operation ® Enahle Disahle

Wireless Rule 1able fiter ﬂ

Security Rule st OUTPUT | =]

Basic options Acticn ACCEFT T!

Connection Limit Warktime Timetable ® Any Custam
wiitacke dalanse S addr % Any O Custom

Firewall | D.addr % Any * Custom

—— —

Hast filter Exit LAN _,_l

IP/MALC binding protocal TCP = |

Qos & part
Internet auth D part
Advanced

Remarks

(1) Status operation: Select enable or disable the current firewall rule set.

(2) Rule table: Select firewall rules table rule form, Filter and NAT in two forms, filter on behalf of
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filtering, NAT on behalf of Network address transformation.

(3) Rule List: Select the firewall rules OUTPUT, INPUT, FORWARD.

(4) Action: Matching results to a specified packet, optional ACCEPT (allow) or DROP
(forbidden).

5) Working hours: The time period set up firewall rules in force.

6) S addr: Source IP address

(7

8

(
(

D addr: Destination IP address

~ ~—

Interface: Import in the packet message field, optional LAN and the WAN1, and WAN2 or

arbitrary.

(9) Interface: Packet messages in the export field, optional LAN and the WAN1, and WAN2 or

arbitrary.

(10) Protocol: The Protocol field in the packet is sent, the optional TCP and UDP, TCP/UDP,
ICMP, GRE and ESP or arbitrary.

(11) Source port: Source port field of the packet is sent; if the field does not exist or is not
required to match this field can be left blank.

(12) Destination port: Destination port field of the packet is sent, if the field does not exist or is
not required to match this field can be left blank.

(13) Note: The description to a specified firewall rule.

(14) Save: Write the static configuration, the configuration to take effect.
Note:

(1) For Source and destination ports only protocol options are TCP and UDP.

(2) Source port and destination port complete range 1-65535.
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3.5.5 Host filters

In this page you can configure the host filtering rules, under which hosts are allowed to pass and
which hosts the prohibited.
Open the host filter settings page WEB management interface ->Security->Host filter, as

shown below:

weleome ...
Homepage .
Monitor | Security >> Host filter ‘

Network | Sfalus  Faddmess  MACadiess  Mabhingaction Remarks . Operaion

_ 4+
Basic options

Connection Limit Add
Attack protection

Security

Status operation @ Enable O Disable

Firgwall —_—
- IP address | |
Hostfiter _—
—— *MAC address || |
IPMIAC binding

Aetion O atow & pronibit
Qos T ‘

Remarks
Internet auth
Advanced ok | | cancel
VPN
System
Sysiem logs

1) Status operations: Select Enable or disable filtering rules.
2
3) MAC address: Physical address of the network card.
4) Action: Allow or Prohibited.

5) Remarks: The description of the specified host filtering rules.

(1)
(2) IP address: Host IP address.

(3)

(4)

(5)

(6) Save: Write the static configuration, the configuration to take effect.

Note:
(1) ™" Identity is required.

44

& 1800-209-3444 (Toll Free)
& helpdesk@digisol.com Z sales@digisol.com (% www.digisol.com



i: I Gl s D L DG-LB1054 User Manual

Example: When a user is encountered with IP Address 192.168.10.2 and MAC address
00:11:22:33:44:55, then that specific user will be prohibited or allowed. If user changes its IP

address then this setting will not work as it checks for exact match.

3.5.6 IP MAC Binding

In this page you can complete IP address and specify the MAC binding/filtering rules. Open
IP/MAC binding configuration page WEB management interface -> network security ->IP
with MAC bindings, as shown below:

Parameter MAC List Exceptive Host Import/Export Manual Binding
IPMMAC auto binding @ Enable C Disable
*Time Inactivelz vl Min Unbundling
Unbound prohibited T Enable ® Disable
Save

(1) An unbound IP/MAC: It's not a static binding list of IP addresses allowed through routers.
(2) Static list: Your client IP/MAC address.

| Parameter MAC List Exceptive Host Import/Export Manual Binding

Al IFP address MAC address status Remarks Operation
[ 192.168.10.142 14:FE:B5:EF.CF.DF Static Bound - /
Static Bound/Un-bound/Auto-boundfall: 1/0/0/1 | Delete| | Static|
Edit
*IP address | [192.168.10.142

*MAC address |14:FE:B5:EF.CF.DF

Remarks |

oK Cancel

(3) IP address: Client IP addresses information.

(4) MAC address: The client MAC addresses information.

(5) Status: Client IP/MAC bound state of the address.

(6) Operation: Editable IP/MAC address binding rules, click the "DELETE" button to clear the

45

@ 1800-209-3444 (Toll Free)
& helpdesk@digisol.com Z sales@digisol.com (% www.digisol.com



PIGISOL

DG-LB1054 User Manual

binding rule.
Parameter MAC List Exceptive Host Import/Export Manual Binding
Scan Address [192.168.10.2 -|192.168.10.254
192.168.10.2 00:1D:09:DE:C5:86
192.168.10.142 14:FE:B5:EF.CF.DF
IPIMAC List

Binding

(9) Exceptive host: Enter the IP address of the Exceptive host.
(10) Import /Export: Import IP/MAC address list, easy to operate, as shown below:

Parameter MAC List Exceptive Host Import/Export Manual Binding
Operation g Import C Export
Profile ® cover © Insertor update by IP T Insert or update by MAC
Error C lanore = Stop
*Static list
Import
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3.6 QoS

1. Smart QOS

In this page you can configure the up and down lines which specify the external network
assigned bandwidth.
Open the intelligent flow control settings page WEB management interface ->QO0S->

SmartQoS, as shown below:

Bl welcorne
Homepage
Monitor | ?m;tQE“ Speed limit Exceptive host Advanced

Network State operation O Enable @ Disable
Security

aos

Ismartans |

IP contral configuration instructions: Ifintelligent flow cantral function is enabled, the router will autornatically adjust

according to the type of bandwidth you set the machine within the netwark bandwidth usage value.
Internet auth

P va—— Please selectthe appropriate bandwidth type, depending onyour line conditions, or select a custam
VPN

System

System logs

bandwidth, set the bandwidth value

(1) State operation: Intelligent flow control Enable or Disable.

(2) WAN1: Select ADSL1M or fiber 2m or other forms of value, automatically fill in a predefined
value, you can also choose to customize the bandwidth value, manually specify the WAN1
downlink bandwidth.

(3) WAN2: Select ADSL1M or fiber 2 m or other forms of value, automatically fill in a predefined
value, you can also choose to customize the bandwidth value, manually specify the WAN2
downlink bandwidth.

(4) Save: Write the static configuration of the router, the parameters to take effect.
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Speed Limit

In the configuration page, you can target a single host between different applications available
bandwidth ratio, treated differently, specify the largest proportion of different applications
available.

Open the channel settings page WEB management interface ->QOS ->Speed limit, as shown

below:

3 [[c][=]=]M

Bl welcome ..

Homepage
-

4
Network State operation O Enable @ Disable

Security “Start threshold Hostbandwidth below | | KB, Startthe speed limit
Qos Games Channel

SmanGos \Web Channel %
IF control wedio Channel %
Internet auth download Channel %
Advanced
VPN

Systemn
System logs

Monitor SmartQos I-Speed limit Exceptive host Advanced

1) State operations: Select whether to enable channel control.
2) Start threshold: A single host is passive channel control threshold is enabled.

3) Games channel: Percentage of bandwidth allocated to Games.

(1)
(2)
(3)
(4) Web channel: Percentage of bandwidth occupied by a Web application.
(5) Video channel: Percentage of bandwidth occupied by video

(6)

6) Save: Write the static configuration of the router, the parameters to take effect.
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Exceptive Host

Open the channel settings page WEB management interface ->QOS-> Exceptive host, as
shown below:

Enter the IP Address range for which speed limit can be specified.

&l welcome .
Homepage

Monitor ( SmartQoS Speed limit I| Exceptive host j

e
Network ‘Slatus‘ Start IP ‘ End IP ‘ Upstream ‘ Downstream ‘Wurktlme| Workline ‘
Wireless

Security Add

Qos State operation © Enable © Disable

SmartQoS *Start IP
IP control “End IP
"
Internet auth Upstream
Advanced *Downstream
VPN *Worktime: From to

System *Workline [ wan1 £ wan2

System logs Remarks

All rights reserved

Advanced

Open the channel settings page WEB management interface->QOS->Advanced, as shown
below:

3 [[c][=]=]H

0l welcome
Homepage
Monitor SmartQoS Speed limit Exceptive host Advanced
Network Fine-tuning bandwidth limit
Security

e loweer limit

Smartaos Fine-tuning the amount of
IP cantral

Internet auth

Fine-tuning handwidth

Advanced
VPN Configuration instructions: Please =et according to the actual handwidth tuning caps, in general, the greater

System the fine-tuning on the actual bandwidth limit can be set higher

System logs
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2. IP Control

User based or groups based internet bandwidth restrictions can be defined here. With
uplink/Downlink speed defined in the specific limit, users are not allowed to cross the defined

limit.

Open the channel settings page WEB management interface->QOS->IP Filter, as shown

below:

B welcome ..
Homepage

Monitor | Q0S >> P control

Network | Status IP address Mode  Bandwidth Workine  Remarks

Security

aos

Smaraos Add [ %]
IP eantrol Status operation @ Enable O Disahle

Internet auth mate [

Advanced *End IP [ |7|

VPN Made @ P exclusive O All share

System Uplink | | | ka

Systemn logs [

Downlink | kB

*iarkline Cwant Clwanz

Remarks
ok | cancel|

Description: The work line is empty, all the lines to share this bandwidth, otherwise,

the handwidth of each line of each check.

1. Status operation: Enable/Disable
2. Start IP: Starting IP address for a range of addresses.

3. End IP: End IP address for range of address. For Single user mode, defined start and

end IP address as same.

4. Mode: IP Exclusive or All Shares. With IP Exclusive, each user is provided with
dedicated defined bandwidth. With All share, the entire user share the defined

bandwidth.

Uplink: bandwidth in KB.

Downlink: bandwidth in KB.

Workline: Select the Line to which rules are applicable.
Remark : Comment if any.

® N O

Click “OK” and “Save” the changes for settings to take effect.
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3.7 Internet Authentication

3.7.1 PPPOE service

Open PPPOE service configuration page WEB management interface ->Internet Auth

->PPPOE.

1. Service management

PIGISOL

B welcome ..
Homepage

Monitor Service User Imp/Exp Dial-in list Billing inquiries Renewal notice Dial notice

Hletwutic State operation © Enable @ Disable

Wireless Sart IP

Security
Qos

*Total address

"DNS server
Internet auth
Alternate DNS server
PPPOE

Web auth

Password auth
The dial-up users @ All Allow All inhibit Allows certain IP

Auth log
Max Sessions

Advanced
VPN
System

System logs

All rights reserved

(1) State action: "Service management" function restart disabled.

(2) Start IP address: IP address of the starting IP.

(3) Total number of addresses: Allocation of IP number.

(4) DNS server: The preferred DNS Server IP address.

(5) Alternate DNS server: An alternate DNS Server IP address.

(6) Password authentication method: Used to set the password of the authentication method.

(7) The dial-up users: Select the filter users.

(8) The system maximum number of sessions: Used to set the maximum number of sessions
allowed per user.

(9) Save: Write the static configuration of the router, the parameters to take effect.
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Note:
(1) In this page, configure modified and saved, click on the "Save" button immediately.

(2) User management.

2. On the use of PPPOE service users to management.

welcome ...

Homepage

Monitor ‘ Service . User Imy i

Status operation @ Enable © Disable

Network ‘ Status ‘

Username Bar

Wireless *Username
Security *Password
Qos Share © Enable @ Disable
Internet auth [ Auto bind
Binding MAC
PPPOE
Web auth Assign IP
Auth log Uplink KB

Advanced Downlink KB

VPN Workline D wan1 & wan2

System Billing No charge [~

System logs Remarks
All rights reserved

(1) User name: The user name of the user logged on to the system.

(2) Password: The user's login password.

(3) Share: Whether to allow multiple users to use the same account.

(4) Binding MAC: MAC address with PPPoE assigned |IP address bindings

(5) Assign IP: Enter the fixed IP Address for the user.

(6) Uplink bandwidth: PPPoE users upload data bandwidth through the router

(7) Downlink bandwidth: PPPoE users download bandwidth of the data through the router
(8) Work line: PPPoE users to connect internet via Multiple WAN links

(9) Billing: Select type of billing based on Hour/time slot/flow.

(10

10) Save: Write the static configuration of the router, the parameters to take effect.
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Note:
(1) In this page, configure modified and saved, click on the "Save" button to take effect
immediately.

(2) " *" Identity is required.

3. Import/Export

In this page you can view PPPoE user list for import and export operations, as shown below:

0 welcome ..
Homepage

Monitor Senvice User ImpExp Dial-in list Billing inquiries Renewal notice Dial notice Log

Network Qperation ® import O Export

Security Prafile @ cover
Qos
Internet auth

Error O lgnore ® Stop

PPFOE
Wieb auth
auth 1oy

Advanced *User List
VPN

System

System logs

Directions 1: Each record for 1 line
2 Each line 14 colurmns,Respectively is,usemarme,passward,share, share nurmber,Auto
Bind,Binding MAZ Fized IP upstream,downstrearm workline hilling, billing1 hilling 2 rermarks
3: Each column with white space half horn) space, The remarks do not allow appear Spaces. Half
harn
4: State with 0 ar 1, respectively, to disable or enable
A Auto Bind with 0 or 1, to di=able or enahle
& Bharing with colurnns respectively 0 or 1 said disakle or enable sharing, the opening of a share,
sharing nurmber is valid
T:Value for the entire billing,0-3Respectively is Mo charge date hour flow;by hour Billing 1
effective, by flow,Billing 2 effective
& Forempty itern (such as note, binding MAZ, fixed 1P, etc) please use - sites

Example:
1testtest001-182168.10.200100100wan1 30100-
1testl test1 50
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4. dial-in list

In this page you can view using PPPOE dial routing user list, as shown below:

!:lllscn_"

£ welcome ..
Homepage

Monitor Service User Imp/Exp Dial-in list Billing inquiries Renewal notice Dial notice

Network

Username IP address MAC address Connection time

Wireless
Security
Qos

total O Page Size [15 [~| Page No.1/1

Goto [1[~]

Internet auth

PPPOE
Web auth
Auth log
Advanced
VPN
System

System logs

Log

Operation

All rights reserved

(1) User name: PPPoE user name of the account.

(2) IP address: User host access to IP addresses.

(3) MAC address: User host network adapter physical address.
(4) Connect time: User’s online connection time.

(5) Action: Can be specified manually, PPPOE user.
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5. Billing inquiries

In this page you can view the open billing PPPoE user billing status, as shown below.

Monitor Service User Imp/Exp Dial-in list Billing inquiries Renewal notice Dial notice Log
Network

Homepage

Username Billing Expiration time Remaining time Raffic(MB) Comment

‘Wireless

Security total O Page Size [15 [+ PageNo.1/1 Goto [1[~]

Qos
Internet auth
PPPOE
Web auth
Auth log

Advanced

VPN

System

System logs

All rights reserved

1) User name: PPPoOE user name of the account.

2) Billing: Billing of accounts.

(
(
(3) Expiration time: PPPOE account expiration time.
(4) Remaining Time: PPPOE accounts rest time

(

5) Save: Write the static configuration of the router, the parameters to take effect.
Note:

(1) In this page, according to the different billing method, expiration time, remaining time

and the remaining flow three features, display and will not display time.
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6. The renewal notice

In this page on the net PPPoE users will get an Expiration notice as configured below to remind
the user to renew in time.

B welcome ...

Homepage
Monitor Service User Imp/Exp Dial-in list Billing inquiries Renewal notice Dial notice Log
Network State action © Enable @ Disabled

Wireless Announcement time Advance | 7 Days
Security

Qos

TAnnouncement title

Internet auth

PPPOE

Web auth

Auth log “Announcement
Advanced

VPN

System

System logs

Contact

1) State action: Renew bulletin features enabled and disabled state.
2) Announcement time: User received in advance PPPoE notice time period.

3) Announcement title: Title of the renewal notice.

5) Contact: Fill in the Administrator's contact, easy renewals in a timely manner.

(1)

(2)

(3)

(4) Announcement: Details of the renewal notice.

(5)

(6) Preview: Preview the bulletin content published to the user; see if there is an error.
(7)

7) Save: Write the static configuration of the router, the parameters to take effect.
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3.7.2 WEB authentication

1. Service configuration

In the configuration page, you can configure WEB authentication capabilities,

!Jllscn."

Service Fixed users ImportExport Mobile users VIP VMAC Auth List Custom logo

Homepage Status operation @ Enable © Disable

Monitor Maturity mobile users @ Auto © Custom
Network
Timeout Minutes
Wireless
Jump address
Security

Qos Invalid account: Invalid account to apply please contact 1850000000

Password error: Password is incorrect,please contact 18@xxxxxxxx
Internet auth
Authentication error Account expired: Account has expired please contact 189:xxoxxxxx
PPPOE
Account too much: Account to use an excessive number,please contact 18900xXxxx
Web auth
IP/MAC match: Information does not match, please contact 189000000
Auth log -
Service log ©® Enable © Disable

Advanced

Default Username admin
VPN

Default Password admin
System

System logs Save

All rights reserved

(1) Status operation: Select Enable or Disable WEB authentication capabilities.

(2) Maturity mobile users: There are two options: Auto and Custom.

(3) Timeout: Routing authentication when users exceed this time is detected, this user is
automatically logged off.

(4) Jump address: You can manually enter the user authentication page fill in the user name
and password, and then jump to Web site.

(5) Authentication error: Appears when the user account is invalid, wrong password etc.

(6) Service log: WEB authentication service log is enabled or disabled.

(7) Default Username/Password: Enter default username/password that will appear on the Web
auth login window

(8) Save: Write the static configuration of the router, the parameters to take effect.
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2. Fixed user

In the configuration page, you can configure the login WEB authentication feature fixed account,
as shown:

Bl welcome ... | || Search|

Homepage
Monitor | Senvice | Fixedusers = ImportExport Mobile users ViIP VMAC Auth List Custom logo ]

] : ) s
Nelwiark | Status Userame Password | Detailed | Rernarks | Operation |
Security : ) = = = B

Qos Add [ x| (+]

Internet auth State operation @ Enable O Disable

PPPOE Usemame | | | el Lest Goto [1 9]

=
Web auth *Password | | |

Auth log hodify password Allow

Avancen Account sharing | CEnable @& Disabled
VPN BindIP | | |

System BindMAC | | |
System logs Acount expired CEnable @ Disabled

Remarks |

ok | | cancel|

(1) Status: Fixed user chooses whether to enable or disable the current configuration.

(2) User name: User login WEB authentication of the user name.

(3) Password: Login WEB authentication password.

(4) Account sharing: Whether to allow multiple users to use the same account restart disabled.

(5) Bind IP: Enter the fixed account you want to bind the client IP address, after binding,
other client computers cannot use this account.

(6) Bind MAC: Insert into the fixed accounts you want to bind the client MAC address, after
binding, other client computers cannot use this account.

(7) Account expired: Select enable disable current account will expire.

(8) Save: Write the static configuration of the router, the parameters to take effect.
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3. Mobile users

In the configuration page, you can do this by routing, automatic generation of landing WEB
authentication flow accounts for internal movement of personnel management for your
convenience, as shown below:

Service Fixed users Import/Export Mobile users viIP VMAC Auth List Custom logo
Username Password Source Expire time Operation
Auto Delete Print All Del ALL
total O Page Size | 156 El Page No. 1/ 1 Goto |1 El

(1) Generated automatically (Auto): click on the automatically generated function, you can
choose to build mobile account number and expiration date.

2) Delete expired: Automatically delete expired accounts.

3) User name: Mobile user generated user names.

4

5

6) Expire Time: This mobile account expiration Time.

Password: Generates mobile user password.

(2)
(3)
(4)
(5) Source: Locally generated mobile database.
(6)
(7)

7) Action: You can print and copy the mobile account, and so on.
4. VIP (Exception IP)

In the configuration page, you can set up against WEB authentication restrictions (exceptions to
IP addresses) as shown below:

Service Fixed users Import/Export Mobile users VIP VMAC Auth List Custom logo
Status Start IP End IP Remarks Operation
Save @

(1) Status operation: Select Enable or disable the current exception IP rules.
(2) Start IP: Enter Starting Address of Exception IP Address range.
(3) End IP: Enter End Address of Exception IP Address range.
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5. VMAC (Exception MAC)

In the configuration page, you can set up against WEB authentication capabilities limited

exception of MAC addresses, as shown below:

Service Fixed users Import/Export Mobile users VvIP VMAC Auth List Custom logo
Status MAC Address Remarks Operation
Save @

(1) Status operations: Select Enable or disable the current exception MAC rules.
(2) MAC address: Enter VIP MAC addresses.

6. Auth list

In the configuration page, you can view the authentication among hosts for more information, as

shown below:

Service Fixed users Import/Export Mobile users VIP VMAC Auth List
Username IP Address MAC Address Logintime Activetime
total O Page Size 15 E| Page No. 1/1 Goto |1 E|

Custom logo

Operation

1
2

User name: Certified users WEB authentication accounts.
IP address: Authenticated user IP address information.

3) MAC address: Authenticate users MAC address information.

(1)
(2)
(3)
(4) Login time: Users last authentication time.
(5) Active time: Current running time.

(6)

6) Operation: You can manually unregister this authentication user.
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7. Custom Logo

With Web authentication enabled, user is promoted with the authentication page when trying to
access the internet or network resources. The default page can be customized by modifying
web page content which includes Logo, publicity image and login text.

PIGISOL

l welcome
Homepage
Monitor Service Fixed users ImportExport Mobile users viP VMAC Auth List Custom logo

Network LOGO Image Chaose File | Mo ile chosen

Security

qos Laga Sizs - 530774

Internet auth

Publicity image
PPPOE o

‘ieb auth Publicity image Choose File | yafile chasen
Auth log
Publicity Size = 470+320

Advanced
VPN Custom Information
System Dear User
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3.7.3 Authentication Log

This window displays warning, notification messages related to Web Auth and PPPOE.

3 [[c][=]=]H

] welcome ...

H
LI Internet auth == Auth log

Monitor

Time Level Message
Network

Security

Qos

Internet auth

2013-11-15 192:28:34 Notice WEBAUTH: user web1384523591 (192.168.50.11) cancellation of ceriification!
2013-11-15 19:15:26 Notice WEBAUTH: user web1384522598 (192.168.0.171) cancellation of certification!
2013-11-1519:15:00  |\Warning, WEBAUTH: user web1384522508 from 192.168.0.171 authentication failed!

PPPOE 2013-11-15 18:12:29  Waming WEBAUTH: user web1384522598 from 192.168.0.171 authentication failed!

Web auth 2013-11-1519:11:59  Waming| WEBAUTH: user web1384522598 from 192.168.0.171 authentication failed!

Auth log 2013-11-15 12:11:09 Notice WEBAUTH: user web1384522598 (192.168.0.171) cancellation of certification!

2013-11-1519:11:03  |Warning| WEBAUTH: user web1384522508 from 192.168.0.171 authentication failed!
Advanced

VPN 2013-11-1519:10:53  |Warning,  WEBAUTH: user web1384522508 from 192.168.0.171 authentication failed!

System 2013-11-1517:23:37 Notice WEBAUTH: user TEST {192.168.50.11) cancellation of cerfification!
System logs 2013-11-1517:06:39 | Nofice | WEBAUTH: user TEST (192.168.50.10) cancellation of certification!
2013-11-1517:06:22  |'Warning, WEBAUTH: user TEST from 192.168.50.11 authentication failed!
2013-11-1517:06:18  |'Warning, WEBAUTH: user TEST from 192.168.50.11 authentication failed!
2013-11-15 17:05:46 | Waming WEBAUTH: user TEST from 192.163.50.11 authentication failed!
2013-11-1517:05:34  |\'Warning, WEBAUTH: user TEST from 192.168.50.11 authentication failed!

2013-11-15 16:28:25  Waming| WEBAUTH: user TEST 192.168.50.10 from the authentication fails, the user has expired!

Level] Al [=] total 16 Page Size [15 [=] PageNo.1/2 Refresh Next Last Clear Export  Goto [ 1[=]
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3.8 Advanced Configuration

3.8.1 Static Routing

In the configuration page, you can configure static routing, which manually specify a network
access to the path. Static routing features determine the course of data flows on your network.
Open the static route configuration page WEB management interface -> Advanced

Configuration -> static routing, as shown below:

PIGISOL

Homepage
Monitor &l welcome ..
Network
Security

Qos
Internet auth Status S address D.address Next exit Next address Pricrity Details Operation

Static routing Import/export

Advanced 192.168.12-

Any wan1 - High View i U

Static routing 192 168.1.254
Schedule
Wihitehoard | Save) o
Recagnition

DME Load Balance ¢
DHS Redirect

URL Redirect

PIMNG

Opening address
Plug-and-Play

VPN

Systemn

System logs

All rights reserved

(1) Status operation: Select to enable or disable static routing rules.

(2) S addr: Source (LAN) start network address

(3) D addr: Source (LAN) end network address

(4) Next hop address: Data goes at the destination network to go through to the next node.
(5) Priority: Priority.

(6) Save: Write the static configuration of the router, the parameters to take effect.
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Import/Export
Static routes can be added on rule by rule basis using a “static routing” tab. For large network
deployment, multiple routes can be imported at once using Import/Export Tab. Refer following

consideration for rules import.

Bl welcorne .
Homepage
Monitor Static routing Importiexport
Network Operation @ Import © Export

Security Prafile @ cover
Qos

Internet auth

Error &) lgnore ® Stop

Advanced

Static routing
Schedule
‘Whitehoard *Route table
Recognition

DME Load Balance
DME Redirect
URL Redirect
FING

Cpening address

Plug-and-Play

VPN
Directions 1: Each record occupies one line
System 2:Each line has 9 colurnns that is status source start and end IP,destination start and end IP next-
hop exit and address priority and remarks
ELAEIE 3: The columns are separated by blank thal-angle) and the remarks do not permit halfangle blank
4: The status column uses 0or 1 to indicate dishle or enable the rule
A:The priority uses 0,1, and 2 to indicate low, middle and high respectively
B: The null option {such as remarks) uses - to accupy. The next-hop exit is extranet port, such as
AN
7. The systemn ignores the redundant hlanks and invalid characters
Exarmple description:
0192168.02 192.168.0.2 12,34 56.79 12.34.56. 78 WANT 192.168.0.1 0 Remarks1
1--12.34.86.7812.34.56.1 T8 VWANZ - 1 Remarks2
0192.168.0.200192.168.0.245- - WAN1 192.168.0.254 2-

Configuration Consideration:

-_—

Each record occupies one line.

2. Each line has 9 columns, that is status, source start and end IP, destination start and end
IP, next-hop exit and address, priority and remarks.

3. The columns are separated by blank (half-angle) and the remarks do not permit half-
angle blank

4. The status column uses 0 or 1 to indicate disable or enable the rule.

5. The priority uses 0, 1, and 2 to indicate low, middle and high respectively.
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6. The null option (such as remarks) uses - to occupy. The next-hop exit is extranet port,
such as WAN1.

Example:
0 192.168.0.2 192.168.0.2 12.34.56.78 12.34.56.78 WAN1 192.168.0.1 0 Remarks1

Once the routes are added in the routing table, they can be listed for review using Export tab.

3.8.2 Schedule

With Schedule option, user traffic can be matched based on application/protocol information and
can be diverted to Defined WAN interface.

Application Schedule: Application specific traffic like E-mail, online games, chat etc. can be
defined in this tab.

Protocol Schedule: Define traffic based on TCP/UDP port information.

3 [[c][=]=]N

welcome ...
Homepage
Monitor | . Application Schedule = Protocol Schedule ‘

Network | status Saddress 1 Line . Defals  Remaks  Operaion
Security
Add (X
aos ©
Internet auth Glatus operation @ Enable O Disable
Advanced Start address

Static routing End address |

Schedule Type

Whitehoard
Recaghitior
DME Load Balance *Matches
DNES Redirect

URL Redirect
PING

Lire (vt Clwant Clwanz

Qpening address
. Remarks] |

Plug-and-Flay

VPN [ ok | cancel
Systemn
System logs
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3.8.3 Whiteboard

Administration can make on-demand or scheduled based notifications to end user.
Announcement are customization and can include information related to Network Downtimes,
policy modification etc.

Announcements can be made onetime, daily basis or at more customized time using custom
option.

[ welcome ...
Homepage
Monitor Advanced >> Whiteboard

Network state action O enable @ disanled

Security *Announcement cycle I:l
QOs Time 2013-10-24 20:18:07

Internet auth

*Announcement title |

Advanced

Static routing
Schedule
Wihiteboard
Recognition *announcement contents
DME Load Balance
DHE Redirect
URL Redirect
FIMNG

Opening address

Plug-and-Play
VPN

System
System logs
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3.8.4 Recognition

3 [[c][=]=]™

B welcome ..
Homepage

Monitor Advanced >> Recognition

Network Status operation
Security

Save
aos
Internet auth
Advanced

Static routing
Schedule
Whitehoard
Recognition

DMS Load Balance
DMS Redirect
URL Redirect
PING

Cpening address

Plug-and-Play
VPN

System
System logs
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3.8.5 DNS Load Balance

When there are multiple DNS servers hosted in network, this tab can be used to distribute the
DNS resolution load among defined servers. Up to 8 server can be defined in the table below
with service weight varying from 1-100. Open the static route configuration page WEB

management interface -> Advanced Configuration -> DNS Load Balance, as shown below:

PIGISOL

0] welcome ...
Homepage
Monitor Advanced >> DNS Load Balance
Network Stalus operation ®Enable O Disahle

Security “DNS listAdd DNS) ows:| | weeHT| |

Qos

Internet auth

Advanced
configuration instructions: Most setting 8 DS, Weight between 1-100

Static routing
Schedule
Whitehoard
Recognition

DMS Load Balance
DhE Rediract
LIRL Redirect
PING

Qpening address

Plug-and-Play

VPN
Systemn
System logs
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3.8.6 DNS Redirect/URL Redirect

DNS or URL rules for redirection can be defined in these tabs. When user tries to
resolve/access a specific domain/URL, router diverts a request to defined DNS server/URL
based on match list.

Users can be added to exception list so that the defined set of rules won’t be application for
specific users.

PIGISOL

2] welcome.
Homepage
Monitor Parameter Redirect List Exception Host

Network Status operation QO Enable @ Dizablad

Security Default Redirect 1

Qos
Internet auth
Advanced

Static rauting
Sehedule
Whiteboard
Recognition

DS Load Balance
DS Redirect
URL Redirect
PING

Opening address

Plug-and-Play
VPN

System
System logs

3.8.7 PING

1. PING forced

In the configuration page, you can enable and disable PING forced features, enabling viewing
PING value in good condition, as shown below:

PING Exception IP

PING  Enable © Disable

Save
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2. Exception IP:

Do not enable PING exception outside the network IP address, as shown below:

PING mandatory Exception IP
Status operation ® Enable ¢ Disable
|
*IP list
Every IP for 1 line,most allows setling 8 IP
Save

3.8.8 Opening Address

In the configuration page, you can configure this routed intranet or extranet configuration IP
addresses, an exception from the firewall operation, normally used in three-layer routing, or

outside the network for more than one IP address case.

1. Local area network

LAN domestic demand to open additional IP address, fill in this item, which generally apply in
three layer routing case, as shown below:

. LAN  WAN
Status |P address Metmask Source Remarks Operation
'®) 192.168.10.1 255.255.255.0 LAN . i @

Add

Status Operation & Enable T Disable

Tip: Please manually

[P address
Netmask

Remarks

QK Cancel

(1) Status operation: Opening address of the enabled or disabled status of this article.
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(2) IP address: Enter the IP address.

(3) Subnet mask: Routing based on the IP address and subnet mask to calculate to open
the IP address range.

(4) Remarks: Explanations for this opening address rules.

(5) Save: Write the static configuration of the router, the parameters to take effect.

2. Wide area network

Wide area network needs an additional open IP address, filled in, as shown below:

| AN waN |
- Status 1 IP address l Lines I Source i Remarks | Cperation
@ | 124.30.1.78 | OWANT | WAN1 - O
& . 120.63.149.226 . WAN2Z l WANZ . - . ./ @
Add [ X | @
Status Operation & Enable T Disable
Tip: This fur T |
*EndIP |
Line W
Remarks |
OK Cancel

(1) Status operation: Enable or Disable the operation.

(2) Start IP address: Outside the network you want to open the starting IP address.
(3) End IP address: Open end of the external network IP address.

(4) Line: Use this network IP address of WAN lines.

(5) Save: Write the static configuration of the router, the parameters to take effect.
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3.8.9 Plug-and-Play

If this feature is enabled, LAN hosts will be unreachable to each other and PPPoE users are not
able to access internet.

Add MAC address of a specific user to be exempted from rule list.

PIGISOL

Bl welcome
Homepage
Monitor Parameter Redirect List Exception Host

Network Status operation OEnable @ Disabled
Security Default Redirect ]
Qos

Internet auth

Advanced

Static routing
Schedule
Whiteboard
Recognition

DMS Load Balance
DNS Redirert
URL Redirect
FING

Opening adaress
Flug-and-Flay

VPN
System
System logs

Homepage

Monitor [ Parameter | Exception MAC |

Network stalus. WAC Address.  Operation.
Security

aos )
Internet auth
Advanced

Add

Status operation @Enable O Disahle

Static routing MAC Address | | J- |

Schedul
itk Remarks

Whitehoard

Recognition | [cancel|
DNS Load Balance -
DS Redirect
URL Redirect
PING

Opening address

Plug-and-Play
VPN
System

System logs

72

@ 1800-209-3444 (Toll Free)
& helpdesk@digisol.com X sales@digisol.com (§ www.digisol.com




PIGISOL

DG-LB1054 User Manual

3.9 VPN Configuration

3.9.1 PPTP client

In this page, you can configure PPTP client and PPTP clients can dial in to the PPTP Server in
the routing, as shown below:

VPN == PPTP client

Status operation @ Enable © Disable

Server Address |— Server Address not null
Username |— Username not null
Fassword |— Password not null

Daia encryption " Enable ® Disable

Server segment I— Server segment not null

Server mask ||—

LANZLAN NAT @ Enable  Disable
Daia Geteway ® Enable © Disable
Save

Tips: Daia Geteway enabled all Internet data from the VPN through

(1) Status operation: PPTP client Enabled.

(2) Server address: PPTP server outside the network IP address.

(3) Username: Login PPTP Server user name, assigned by the server.

(4) Password: Login PPTP Server password, assigned by the server.

(5)Data encryption: Whether to encrypt the data sent, required service-side remains
consistent.

(6) Server segment: PPTP Server IP address.

(7) Server mask: PPTP Server subnet mask.

(8) LAN2LAN NAT: Enable if LAN2LAN NAT is required.

(9) Data Gateway: It will pass internet request via tunnel.

(10) Save: Write the router a static configuration, for the parameters to take effect.

Note: In this page, where "*" must be filled.
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3.9.2 PPTP Server

The router supports PPTP VPN that is mainly used for remote users. Use the specified user
account through the Internet connection to the corporate network establish a connection, this
machine is the same as the one host in the intranet.

Open PPTP Server configuration pages WEB management interface ->VPN configuration -

>PPTP Server, as shown below:

1. Service configuration

Service User Dial list
Status operation ® Enable T Disable
Data encryption T Enable ™ Disable
*Rent address I -1 Start IP can not be empty
Save

(1) Status operation: Select enable/disable VPN Server.

(2) Data encryption: Select enable/disable to encrypt the transmitted data.

(3) Rent address: Intranet reserved for remote dial-in users IP address. For example:
192.168.1.20-192.168.1.30

(4) Save: Write the router a static configuration, the parameters to take effect.

2. User management

Create, delete and edit VPN service user account.
(1) Status operation: VPN enabled or disabled status of user.

(2) User name: Create username & Password for PPTP Clients
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I Service User Add
Status R Status operation
: *lUsemame
*password

*Confirm password
Client type

Client segment
Client mask
Designation IP

Remarks

@ Enable  Disable
| Can not be empty!
I The user is a network client

™ Enable

oK Cancel

Remarks Operation

(3) Password: The user's login password.

(4) Confirm password: Confirm password must match the password entered above.

(5) Client type: When dialing VPN Server client to a network (router) when this feature is

selected.

6) Client segments: VPN Clients network address.

7) Client mask: VPN client by using a subnet mask.

9) Remarks: When there is a need for explanation.

(6)
(7)
(8) Designation IP: Enter the Fixed IP address for specific user.
(9)
(10

10) Save: Write the router a static configuration, for the parameters to take effect.

Note:

(1) In this page, after saving configuration changes and, with immediate effect.

(2) Password and confirm password must be entered.
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3. Dial list

In this page, you can view the dial-in to these routing VPN users, as shown below:

Service User Dial List

Username Use Time Dial-1P Distribution [P Receive Data Send Data

total 0 Page Size |15 vl Fage Mo. 171 Goto |1 "'I

(1) User name: Dial-in to this routing VPN user name of the user, assigned by the route.
(2) Use Time: Active user time.

(3) Dial IP: Dial-in to this routing VPN users outside the network IP address.

(4) Distribution IP: Route to the VPN IP address.

(5) Receive Data: Data Received

(6) Send Data: Data sent.

3.9.3 L2TP Client

In this page, you can configure L2TP client and L2TP clients can dial in to the PPTP Server in
the routing, as shown below.

VPN == L2TP Client

Status operation ® Enable T Disable

Server Address | Server Address not null
Username | Username not null
FPassword | Paszword not null

*Server segment | Server segment not null
*Server mask I|

LANZLAN NAT ® Enable T Disable
Data Geteway ® Enable © Dizable
Save

(1) Status operation: L2TP client restart disabled.
(2) Server address: L2TP server outside the network |IP address.

(3) Username: Login L2TP Server user name, assigned by the server.
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(4) Password: Login L2TP Server password, assigned by the server.

(5) L2TP Server segment: L2TP Server IP address.
(6) L2TP Server mask: L2TP Server subnet mask.
(7) LAN2LAN NAT: Enable if LAN2LAN NAT is required

(8) Data Gateway: It will pass internet request via tunnel.

(9) Save: Write the router a static configuration, for the parameters to take effect.

3.9.4 L2TP Server

The router supports L2TP VPN that is mainly used for remote users. Use the specified user

account through the Internet connection to the corporate network to establish a connection, this

machine is the same as the one host in the intranet.

Open L2TP Server configuration pages WEB management interface ->VPN configuration -

>L2TP Server, as shown below:

Service User

State Action
*Start IP
“End IP
Auth Method

Dial List

& Enable © Disable

| Can not be empty!

| Can not be empty!

ALL b

Save
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2. User management

. Sservice User  Dial List
Status Username Type Address/imask . Designation [P Remarks Operation
save o
Add [ X |
State Action @ Enable © Disable
*Usemame |
*Password |
*Confirm Password |
Client Type ™ The user is a network client

Client Segment |
Client Mask |

Designation IP " Enable

Remarks |

OK | Cancel |

Create, delete and edit VPN service user account.

1) State action: VPN enabled or disabled status of user.

(1)

(2) User name: Create username & Password for L2TP Clients

(3) Password: The user's login password.

(4) Confirm password: Confirm password must match the password entered above.

(5) Client type: When dialing VPN Server client to a network (router) when this feature is
selected.

(6) Client segments: VPN Clients network address.

(7) Client mask: VPN client by using a subnet mask.

(8) Destination IP: Enter the Fixed IP address for specific user.

(9) Note: When there is a need for explanation.

(10) Save: Write the router a static configuration, for the parameters to take effect.

Note:

(1) In this page, after saving configuration changes and, with immediate effect.

(2) Password and confirm password must be entered
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3.9.5 L2TP IPSec

L2TP over IPSec VPNs enable a business to transport data over the Internet, while still
maintaining a high level of security to protect data. You can use this type of secure connection
for small or remote office clients that need access to the corporate network. You can also use
L2TP over IPSec VPNs for routers at remote sites by using the local ISP and creating a
demand-dial connection into corporate headquarters.

Define following parameter for creating L2TP IPSec Server:

State Operation: Enable/Disable

PSK secret key: Define the key string here. User will use this key for remote dial-in.
Start IP: Start IP address for uses.

End IP: End IP address for uses.

DNS1: DNS for users.

DNS2: DNS for users.

ok wh =

Bl welcome ...
Homepage
Monitor Service User Dial List

Network State Operation ® Enatble O Disable

Security *PSK secret key
Qos

Internet auth
Advanced
VPN

*Start [P
*End IP
*DNS1

DHS2
PPTF client

PFTF server
L2TP Client
L2TF Server
LITP IPSEC
IPSEC YPH

WPHM Logs

System
Sysiem logs

Define following parameters for creating users:

7. State Action: Enable/Disable
8. Username

9. Password

10. Confirm Password
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welcome ...

Homepage

Monitor [ Service | User | DialList

Ntk | stws Usemame ~ operation
Security

Qos o

Internet auth State Actian @ Enable O Disable

Advanced *Username
VPN *Password
FPTF client *Confirm Password
PPTF server Remarks
L2TP Client
L2TP Server [ ok | [cancel]
L2TP IPSEC
IPEEC VPN
YEN Logs

System
System logs

3.9.6 IPSec VPN

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a communication session.
IPsec includes protocols for establishing mutual authentication between agents at the beginning
of the session and negotiation of cryptographic keys to be used during the session.

PIGISOL

B welcame ...
Homepage
Monitor IPSec Configuration IPSec Rules Tunnel Status
Network State Operation ®Enable O Disable
Security
Qos Save
Internet auth
Advanced
VPN

PPTP client
PRTP server
L2TF Client
L2TF Server
L2TF IPSEC
IPSEC VPN
WPM Logs

System
System logs
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Define following parameters IPSEC Tunnel

Status Operation: Enabled/Disabled

Name: Identification name for Tunnel Interface

Way: Auto/Custom.

Active Connection: Use this tunnel as either active or standby.
Local Tunnel Interface: WAN1/\WWAN2

Local IP: Define Local LAN ip address

Local Subnet: Define Local LAN subnet information.

Remote tunnel address: Define WAN IP address of remote router
9. Remote IP: Define LAN network of remote device

10. Remote Netmask: Define Remote LAN subnet mask

11. IKE Auth: PSK Mode

12. PSK Keys: Enter pass key. Key should match at both the ends.
13. Advanced Settings: Define IKE and IPSEC proposal settings. This setting must match
on both local and remote router.

N>R~ ®ON -

welcoms ...

Homepage
Monitor [ Ipsec Configuration | IpsecRule  Tunnel state ]

Network |¢‘3'f%.*9=i Name | Local interface | Remotetunneladdress  Operation |
Security

aos L+
Internet auth

Advanced
VPN

Status Operation @ Enabled O Disabled
MNarme

PPTP client Wiy

PPTF serer Active Connection

LITP Cliert Local Tunnel Interface

LITP Serier

LITF IPSEC

IPSEC VPN

WP Logs

Laocal IP

Laocal Subnet

Remote tunnel address

Remote IP
System

it Remaote Netmask
System logs T —
IKEAUth | [PSKMade |

PSK Keys |

Advanced Seftings F]

| Ok | Cancel.
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Tunnel status will display the status of the configured tunnel. Tunnel state will be UP (active) if
both routers negotiate all the defined parameters successfully.

] welcome || Search

Homepage

Monitor IPSec Configuration IPSec Rules Tunnel Status

Network Marne Tunnel Address Current 54 State
Security

aos

Internet auth

Advanced total 0 Page Size Page Mo. 1 /1 Goto

VPN

PPTF client
PFTF serer
L2TP Client
L2TP Senver
LZTP IPSEC
IPSEC WPN
WPMN Logs
Systemn
System logs

3.9.7 VPN Logs

All log messages related to Tunnel negotiation are displayed on this page.

3 |[c][=]=]M

B welcome ...
Homepage
Monitor VPN >> VPN Logs
Network Tirme Level Message
Security
—_— Level[ Al ~| total 0 Page Size PageMo.1/1 Refesh Clear Expont Goto
Internet auth
Advanced

VPN

PPTF client
FPTP server
L3TF Client
LITF Server
LITP IPSEC
IPSEC VPN
WPN Logs

Systemn
System logs
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3.10 System

3.10.1 WEB Management settings

Open the basic settings page WEB management interface->System settings->WEB

Management, as shown below:

System == WEB management

Hostname I
*Internal port ISD—
External port IW
“WEB timeout [0
LAN WEB access @ allowall © Allows certain IP
WAN WEB access @ powall T Refuseall © Allows certain IP
Save

(1) Host name: Name of the router.

(2) WEB intranet port: Intranet login to the router using the WEB management port.

(3) WEB network port: Extranet login to the router using the WEB management port.

(4) WEB time out: WEB communication timeout.

(5) Intranet WEB permissions: To router WEB Management internal host range.

(6) Outside the network WEB permissions: To router WEB management of external host
range.

(7) Save: Write the static configuration of the router, for the parameters to take effect.
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3.10.2 Administrator settings

In this page, you can set login WEB Management page of the user's user name, password, and
managing permissions.
Open the Administrator's configuration page WEB management interface->System->

Administrator, as shown below:

System >> Administrator

User name Authority Operation
admin Read-Writs-Execute (A
Add o
“ User name |
* Password |

* Confirm password |
& Read-Execute

Authority =
‘- Read-Wnie-Execute

Save Cancel

(1) User name: The user name of the user logged on to the system.
(2) Password: The user's login password.
(3) Confirm password: Confirm password must match the password entered above.

(4) Permissions: Users have the right to operation of the system.

Note: (1) With " *" Identity is required.
(2) New password and confirm password values must be consistent values.
(3) Password to modify and then keep, if you lose the password, you will not be

able to login to the router, you must restore the router to factory settings.
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3.10.3 Profile

1. Restore Factory

In the configuration page, you can configure router restore factory operations.
Open the restore factory settings page WEB management interface->System->

Administrator ->Restore factory settings, as shown below:

Restore factory Restore backup Save current

Click Restore configuration and the system will restore factory configuration!

Restore

Restore: Click to restore factory configuration operation.
Note:
(1) In the configuration page, after restoring factory configuration was successful, the
system will automatically restart.
(2) After the system starts successfully, you can use http://192.168.0.1 access router WEB
Config page.

2. Restore backup

In the configuration page, you can restore the previously saved configuration of the router.
Open the restore backup settings page WEB management interface -> System-

>Administrator -> Restoring backup, as shown below:

Restore factory Restore backup Save current

*Backup file |

Restore

Backup file: Saves the backup configuration files.
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Note: After you recover the backup configuration was successful, the system will

automatically restart.

3. Save the current

In the configuration page, you can save the current configuration of the router.
Opens the Save current configuration page WEB management interface -> System Setup -

>Administrator ->Save current, as shown below:

Restore factory Restore backup Save current

Click Save to download all system configuration files

Save

Save configuration: Back up the current configuration of the router.
Note: Click the "save configuration" button, downloading system the current

configuration file.

3.10.4 Firmware upgrade

Firmware upgrade of the products is an indispensable feature of the network, network
application environment changes rapidly, must continually through the optimization and
upgrading of software to suit different application needs. Can the needs change quickly launch
the software upgrade, more and more user attention.

Open firmware upgrade configuration pages WEB management interface ->System->

Firmware upgrade, as shown below:

System == Firnmware upgrade
Cuarrent firmmvare warsion FWZD131118A [ Build 2013-11-18]
*Upgrade file Choose File Mo file chosen
Upgrade
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Current firmware version: Displays the version number of the software used by the current
system.

The upgrade file: You want to use to upgrade your system software package, supplied by the
manufacturer.

Note:

(1) ™" identity is mandatory field

(2) Firmware upgrade once started do not terminate, the whole upgrade process needs 3-
5 minutes. After successful initializing upgrade process the system prompts, please be
patient during the period.

(3) After the upgrade is successful, the system will prompt for restart to get the new
firmware in effect so that the new version is valid. If Upgrade error is prompted, do not
repeat the upgrade until restart router prompt the upgrade is successful. If you upgrade
an error and has accidentally shutdown or power failure during the upgrade, system will
not start is the case, please contact a factory technician to solve your problem in a timely

manner.

3.10.5 System Time

1) System Time

The time settings page. You can set the router time.

Open the system configuration page WEB management interface -> System Setup ->System
Time.

System time System timezone Network time Time Service
Update method & Synchronization time ' Manual Setup
Computer time 2013-08-28 18:10:40

System time 2013-08-28 18:10:40

Synchronization

(1) Update method: Modified the way, into two kinds: synchronize computer time and manually
set up.
(2) Computer time: Synchronized with the computer time.
(3) System time: the time display to open the router setup page.
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2. System Timezone

Select the timezone parameter as per the County settings. For India, select from drop-down list

as (GMT+5.30) India and save settings.

System time System timezone

Time Zone (GMT+04:30India

Save

MNetwork time

Time Senvice

W

3. Network Time

Auto detect or manually define the IP address of NTP server for time synchronization.

System time System timezone Metwork time Time Service
Status operation & Enable O Disable
Time server Default | w
Reset frequency Tday
Save [Update]
4. Time Service
Enable/Disable time service.
System time System timezone Metwork time Time Service
Time Semvice O Enable @ Disable

Save
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3.10.6 Restart

In the configuration page, you can reset the router operations.

Restart the configuration page, open WEB management interface ->System->Restart, as
shown:

Restart Timing restart

Click on the "Restart Now" button and the system will restari!

Restart

Restart: Select this button; click "apply", the router will restart now.

Timed cycle: To the routing set an automatic restart of the time.

Restart Timing restart
Status operation i :Enabale " Disabled
Cycle |0netime vl
Restarting time |2D13—03—28 18:13:11
Apply

Status operation: Enable or disable a scheduled restart capabilities.

Cycle: Scheduled reboot cycle.

Restart time: Set a restart time, while the system is running at this time, it will automatically
restart.
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3.11 System logs

Record router running profile, save the logging information to help us for fault location,
troubleshooting and network security management, Can help us analyze the device is working
correctly, network health.

3.11.1 Service configuration

Opens the service configuration page WEB management interface->System logs->Service,
as shown below:

System logs >> Service

"l

Event log Enable © Disable
Alarm log ® Enable © Disable
Security log ® Enable T Disable
MNetwork log ® Enable © Disable
Save
System log == Exceptive host
Status IP address MAC address Exception description Remarks Operation

Save @
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3.11.2 Exceptional hosts

Opens the log configuration page WEB management interface -> System logs-> exceptional
hosts, as shown:

| System logs >> Service

Ewvent log | Add
Alarm log Status operation * Enable ¢ Disable
Security log Host type & P address © MAC address
Metwork log *IP address |
Descripticn |1gnore all =1

Remarks |

System | == Exceptive
e i O K Cancel

Status IP address Operation

save] &)

(1) IP addresses: Sets the exception of host IP addresses.
(2) Exception description: Set log contents are ignored by this exceptional host.

3.11.3 The event log

Opens the log configuration page WEB management interface ->System logs->Event, as
shown below:

System logs >> Event
Time Lewvel Message

2013-08-29 10:20:43 Warming HT TP Administrator admin login from 192.168.10.142 Result.Accepted.

2013-08-29 10:14:14 Info HTTP:The administrator admin updated "L2TP IPSEC Server == Configuration” configuration.
2013-08-29 10-12:57 Info HTTP:The administrator admin updated COMF_IPSEC_RULE_CFG configuration.
2013-08-29 10-12:34 Info HTTPF: The administrator admin updated "LAN" configuration_

2013-08-29 10-12:31 Motice NTFP nist1 symmetricom_com synchronization time failed.

2013-08-29 10-12:01 Motice NTP-time-mw nist. gov synchronization time failed

2013-02-29 10:11:31 Motice NTP:utcnist.colorado.edu synchronization time failed.

20132-02-29 10:11:01 Motice NTP:time-a.timefreq.bldrdoc.gov synchronization time failed.

2013-08-29 10:10:46 Info HTTF: The administrator admin updated CONMF_IPSEC_RULE_CFG configuration.
2013-08-29 10:10:21 Motice NTP:time-b_timefreq.bldrdoc.gov synchronization time failed.

2013-08-29 10-10:01 Motice NTP:time 9451 _org synchronization time failed

2013-08-29 10°08:45 Info HTTPF: The administrator admin updated CONF_IPSEC_RULE_CFG configuration_
2013-08-29 10-09:31 Motice NTP: rdate darkorb_net synchronization time failed

2013-02-29 10:09:01 Motice NTP:time-c.timefreg.bldrdoc.gov synchronization time failed.

2013-02-29 10:02:31 Motice NTP:Start synchronization time.
Lewvel[Al =] total 444 Page Size [15 = Page Mo 1/ 30 Refresh Mext Last Clear Export  Goto [1 =]
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(1) Time: Instant time system status change occurs.
(2) Level: Is divided into information and warnings. "Information” is a record runs of events, the
"warning" record run events on the basis of the alerts.

(3) Message: Record run of events.

3.11.4 Alarm log

Open the alarm log configuration page WEB management interface->System logs->Alarm

System logs >> Alarm

Time Lewvel Message
2013-08-29 15:09:24 Motice Port eth1 connected. Mode: 100Mbps Full-duplex.
2013-08-29 15:09:22 Motice Fort eth1 disconnected.
2013-08-29 14:52:32 Mofice Port ethD connected. Mode: 100Mbps Full-duplex.
2013-08-29 14:52:30 Motice Fort ethd disconnected.
2013-08-29 14:51:10 Mofice Port eth1 connected. Mode: 100Mbps Full-duplex.
2013-08-29 14:51:44 Fatal HTTP:The administrator admin restarted the system.

1) Time: Instant time system status change occurs.

2) Level: warning. "Warning" reminds you to get attention.
3
4

5) Remove: Click the "clear" button you can clear the log information.

Message: Record run of events.

(1)
(2)
(3)
(4) Refresh: Click the "Refresh" button can be brushed into the most recent log information.
(5)
(6)

6) Export: Click "export" button to export the log to a Notepad.
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3.11.5 The security log

This log tracks events such as logon, change access permissions and system startup and
shutdown.
Open the security log configuration page WEB management interface->System logs->

Security, as shown below:

System logs => Security

Time Level Message

Level:lAII "I total 0 Page Size|15 v| Page No.1/1 Refresh Clear Export  Goto |1 =

(1) Time: Instant time system status change occurs.
(2) Level: Is divided into information and warnings. "Information" is a record run of events,
“warning" is record run events on the basis of the alert.

(3) Message: Record run of events.

3.11.6 Log

Open the network configuration page WEB management interface->System logs->Network |,
as shown below:

System logs >> Network
Time Level Message

2013-08-20 09:46:20 | Warmning CHECKWAN: Line wan1 Disconnect
2013-08-20 09:45:29 Mofice ADSL: User 26526853 LCP close
2013-08-20 09-45:29 Error ADSL: Abnormal linel User 26526853 waiting for PADO packets timeout
2013-08-29 09:45:19 Info ADSL: User 26526853 broadcast PADI packet
2013-08-20 09:45:19  Warning ADSL: User 26526853 waiting for PADO packets timeout
2013-08-29 09:45:14 Info ADSL: User 26526853 broadcast PADI packet
2013-08-20 094514  Warning ADSL: User 26526853 waiting for PADO packets timeout
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(1) Time: Instant time system status change occurs.

(2) Level: Is divided into information and warnings. "Information" is a record run of events, the
"warning" record run events on the basis of the alert.

3) Message: Record run of events.

4

5

6) Export: Click "export" button to export the log to a Notepad.

Refresh: Click the "Refresh" button can be brushed into the most recent log information.

3)
(4)
(5) Remove: Click the "clear" button you can clear the log information.
(6)
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4. Appendix

Hardware recovery configuration

If router password loss or other reasons, you need to configure the router back to its factory
configuration when, through the device front panel RST/CLR button configuration empty.

Action steps:

Step 1: To power up the router, start the routing to a functional State (SYS light flashes
regularly).

Step 2: Use a pointed object, press and hold the front panel RST button down, wait about 3
seconds, release the RST button (Based on the routing type and versions, may be different)

Step 3: The router automatically restarts and restores system to factory default condition.

Note: (1) This feature requires a routing boots can take effect only after (SYS light flashes
regularly).
(2) RST button must have to hold, not midway released (according to the routing

type and versions, may be different).

This product comes with One Year warranty. For further details about warranty policy and
Product Registration, please visit support section of www.digisol.com
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