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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com



European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou County, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: VigorFly 210 Series Router

DrayTek Corp. declares that VigorFly 210 is in compliance with the following essential requirements and other
relevant provisions of R&TTE Directive 1999/5/EC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

@  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.
The antenna/transmitter should be kept at least 20 cm away from human body.

Please visit http://www.draytek.com/user/SupportDLRTTECE.php

(€ FC

This product is designed for 2.4GHz WLAN network throughout the EC region and Switzerland with restrictions
in France. Please see the user manual for the applicable networks on your product.
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( Introduction

VigorFly 210 is a compact broadband router with 802.11n WLAN network. Its Ethernet WAN
port can connect to VDSL/VDSL2/GPON/G.SHDSL /ADSL2+/ADSL/cable modem while
you have fixed line. The NAT throughput can easily manage time-critical multimedia
streaming. It's easy for family or friends to hook up PCs via embedded 10/100 Ethernet LAN
switch to enjoy multimedia applications.

Two antennas provide you with speedy WLAN networking. If you are out of coverage of fixed
line, you can directly plug 3.5G/WiMAX/LTE USB modem to USB port on VigorFly 210.
The sharing 3.5G/WiMAX/LTE connection accommodates adequate downstream/upstream
capacity for residential needs.

The integrated 802.11n Draft 2.0 WLAN network offers users stable and reliable wireless
connections for high speed multimedia and data traffic by means of WMM (WiFi
Multimedia).

VigorFly 210 Series User's Guide 1



1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

Cliet! Cancel current settings and recover to the previous saved settings.

Clear

-
P

Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

e Add new settings for specified item.

Edit Edit the settings for the selected item.

D Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to the following chapters
for detailed explanation.

2 VigorFly 210 Series User's Guide



1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors

first.

LED Status  Explanation
ACT Off The system is not ready or is failed.
Blinking | The system is ready and can work
normally.
UsSB On A USB device is connected and active.
Blinking | The data is transmitting.
WAN On The WAN port is connected.
Blinking | It will blink while transmitting data.
LAN1-4 On A normal connection is through its
corresponding port.
Off LAN is disconnected.
Blinking | Data is transmitting
(sending/receiving).
WLAN On Wireless access point is ready.
(Blue LED) | Off Wireless access point is not ready.
on WLAN Blinking | Blink when wireless traffic goes
button (Blue) through.
WPS Off The WPS is off.
(Orange Blinking | Blink with 1 second cycle for 2
LED) on (Orange) | minutes - - WPS is enabled and waiting
WLAN for wireless client to connect with it.
button Blinking | Blink when wireless traffic goes
(Orange) | through.
WPS Button | Press this button for 2 seconds to wait for client
device making network connection through WPS.
When the orange LED lights up, the WPS will be
on.
Interface Description
WAN Connector for accessing the Internet.
LAN (1-4) Connectors for local networked devices.
uUsB Connector for a printer or 3G backup.
Factory Restore the default settings. Usage: Turn on the

Reset

router. Press the button and keep for more than 10
seconds. Then the router will restart with the
factory default configuration.

VigorFly 210 Series User's Guide
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.
1. Connect this device to a modem with an Ethernet cable.
2. Connect the LAN port to your computer with a RJ-45 cable.

3. Connect one end of the power adapter to the Power port of this device. Connect the other
end to the wall outlet of electricity.

4.  Power on the router.
Check the ACT, WAN and LAN LEDs to assure network connections.

[ 1

EEEREN

LI T ]

(For the detailed information of LED status, please refer to section 1.1.)

Note: To get a better WiMAX signal, please use a USB extension cable to connect USB
WIiMAX dongle to Vigor router for increasing the distance between Vigor router and the
dongle.
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1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.

For other Windows system, please visit www.draytek.com.

Before using it, please follow the steps below to configure settings for connected computers

(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

— FJ Smart VPN Client

‘Ei[ Getting Started

% Privatefirewall 7.0

l Connect to a Projector
s
Cal

| Calculator

Cormputer

Contral Panel

Dewvices and Printers

Default Prograrms

Help and Support

Windows Security

» All Prograrms

VigorFly 210 Series User's Guide
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3. Click Add a printer.

=5 Devices and Printers

e

(\ yL ;‘I r'ﬁ'& * Control Parnel = Hardware and Sound = Devices and Printe

Sdd a device | Add a printer

a Devices (D

4.  Adialog will appear. Click Add a local printer and click Next.

- &dd Printer x|
() & Add Printer

What type of printer do you want to install?

=» Add a local printer

Use this aption only if wou don’t have a USE printer, (dindows automatically installs USE printers
wehen you plug therm in.)

«* Add a network, wireless or Bluetooth printer

hdake sure that your computer is connected to the network, or that wour Bluetooth or wireless
printer is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop
down list to select Standard TCP/IP Port. Then, click Next.

- Add Printer x|

@ = Add Printer

Choose a printer port

& printer port is 3 type of connection that allows your computer to exchange information with a printer,

" Use an existing port: |LPT1: (Printer Port) J

(+ Create a new port

Type of port:

INext Cancel

6 VigorFly 210 Series User's Guide



6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

- Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Dewvice ._]
Haosthame or IP address: |192.168.1.1
Port name: |192.168.1.1

[~ Querythe printer and autaomatically selectthe driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

= Add Printer x|

@ i Add Printer

Additional port information required

The dewice is not found on the netwark, Be sure that:

. The device is turned on,

. The netwark is connected,

. The device is properly configured,

. The address on the prewvious page is correct,

R

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows

Device Type -

(¢ Standard

i Custorm Hi

Mext Cancel

VigorFly 210 Series User's Guide 7



8.

Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the

selection, click Next.

-+ Add Printer

6 o Add Printer

Install the printer driver

i

Choose your printer frorn the list. Click Windows Update to see more models,

x|

-
To install the driver from an installation CD, click Hawve Disk,
= E‘ [ El
| I
I Brother | ||:_'._;,Jamther DCP-116C
Canon gl Brother DCP-TIVC
DrayTek 5l Brother DCP-128C
Epson ol Brother DCP-129C
Fuii ¥erox > | ] Brother DCP-130C j

[5] This driver is digitally signed.

Tell rne why driver signing is important

Type a name for the chosen printer. Click Next.

= Add Printer

—
0 g Add Printer

Type a printer name

Windows Update |

Hawe Disk.., |

Mext

Cancel

Printer narme:

This printerwill be installed with the Brother DCP-116C driver,

Mext

Cancel

VigorFly 210 Series User's Guide



10. Choose Do not share this printer and click Next.

= &dd Printer

.\} d Add Printer

Printer Shating

If ywou weant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share narme will be visible to other network users,

@+ Do not share this printer

" Share this printer so that others on your netwark can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() o= Add Printer

You've successfully added Brother DCP-116C

I Setas the default printer

Cancel

To check if wour printer is warking properly, or to see troubleshooting information for the printer, print a

testpage.

Print a test page

VigorFly 210 Series User's Guide 9
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12.

The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % * Control Panel = Hardware and Sound » Devices and Printer:

-

Add adevice  Add aprinter  See what's printin

Remove device

Print server properties |
ies for this print|

« Devices (3)

Gener\‘c’ ﬁ;n-PnP

[senver. |

Whweare Wirtual WM TP RO-SWR
Monitor disk SCSI Disk
Device
4 Printers and Faxes ()
s he
:‘.% f-
6F_Printer Adrn_Printer Microsoft XPS Brother

Document Writer DCP-116C

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties Remove device

¥

MM TP RO-5WR

Forms ~ Ports |Drivers| Securit_l,ll Advanced

Ports on this server

Part Description Printer Ij
Ts002 Inactive TS Part

=i TS001 Inactive TS Part
TP ThinPrint Print Port fo..
172.16.2.2... Standard TCP/IP Port af
LPR_local... Standard TCP/IP Port Adrm_Printer

:I LOE locs Stapdoed TCDAD Do GE Deinter
Standard TCP/IP Port Brother DCP-1160C
FsHor Local Fort ricrosort AP Document Witer -
Add Port.., Delete Port

Configure Port... | ]

Cancel

o]

Apply
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14. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK.

PYEF prOperties FEMOWE device
| % Print Server Properties x|

Forms Ports |Drivers| Securit_l.JI Advanced

= Port Settings |

Port Marme: |192.168.1.1

Printer Mame ar IP Address: |192.168.1.1

Protocol
[ 7 Raw &~ LPR

5 " Raww Settings

Port Murrber IEIlUIJ

LPR Settings
Queue Mame: Ip]_l

[~ LPR Byte Counting Enabled

SNRAP Status Enabled

Caormmunity Marme: Ipublic

o SMEAP Dewice Index |1

QK I Cancel |

The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.

VigorFly 210 Series User's Guide 1



Note 1: Some printers with the fax/scanning or other additional functions are not supported.
If you do not know whether your printer is supported or not, please visit www.DrayTek.com
to find out the printer list. Open Support > FAQ/Application Notes; find out the link of
Printer Server and click it; then click the What types of printers are compatible with

Vigor router? link.

D T k MyVigor | Register | E-newsletter | DrayTekHa | Media Center | [Global ( English ) v
S S —

FAQ ! Application You are here: Home » Supports » FAQ/ Application Motes » Printer Server
[=

UsB

Printer Server

GG Internet
Connection

Then, click the What types of printers are compatible with Vigor router? link.

FAQ / Application You are here: Homme » Supports » FAQ Application Notes » Printer Server
B

Latest FAQ/Application -
Basic Printer Server

Firmware Upgrade

What types of printers are compatible with \Vigor router? 2012/01/12

WAN ¥p p p g

IPv6 How do | configure LPR printing on Windows7? 2012/08/20

prEiehiay How do | configure LPR printing on My Windows Vista ? 2009/01/20

Dual WAN

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.
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Basic Settings

For using the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

2.1 Accessing Web Page

1. Make sure your PC connects to the router correctly.

Notice: You may either simply set up your computer to get IP dynamically
from the router or set up the IP address of the computer to be the same subnet as
the default IP address of Vigor router 192.168.1.1. For the detailed
information, please refer to the later section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

F N

Username

Password

Copyright®, DrayTek Corp. All Rights Reserved. DrayTEk

+

3. Type “admin/admin” on Username/Password and click Login for web configuration.

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.

4.  The web page can be logged out according to the chosen condition. The default setting is
Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Off [v

Auto Loiout

1 min
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2.2 Changing Password

Before configuring the web pages, please change the password for the original security of the
router.

1. Open aweb browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. Please type “admin/admin” on Username/Password for admin mode and click Login.

VigorFly 210== DrayTek
WiFi Router. e
~
System Status =
= Quick Start Wizard Madel : VigorFly210
" Online Status Firmware Version :1.35
PELL] Build Date/Time + 14054 Fri Jul 4 17:16:52 CST 2014
» LAN System Date : Fri Jul 18 13:25:20 2014
» N_AT System Uptime : 0d 00:01:28
» Firewall Operation Mode : Gateway Mode
»CSM
» Bandwidth Management
» Applications System WAN 1
» VPN and Remote Access Memory total 1 61780 kB Connected Type : DHCP
» USB Application Memory left : 37460 kB Link Status : Disconnected
::’:::;'“5 LAN MAC Address | 00:50:7F; CF:D6: A1
» System Maintenance LAN ;E ;E;:LESS X :7
» Diagnostics
MAC Address 1 00:50:7F:CF:DE: AD Default Gateway -
1P Address 1 192.168.1.1 Primary DNS -
FAQ/Application Note 1P Mask : 255.255,255.0 Secondary DNS -
Product Registration IPvE Address : IPve address :
fes0:: 250: 7ff: fecf: d6a0/64 (Link) feg0:: 280: 7fff: fecf daal/64 (Link)
Wireless
MAC Address 1 00 E0:TFCFDB: AD
SSID : DrayTek
Channel T 6 L
IPvE Address :
feg0::250: 7fff: fecf: d6ad/64 (Link)
Admin Made < I . s

Note: The home page will change slightly in accordance with the type of the router
you have.

3. To change the password, please access into Admin Mode. Then, go to System
Maintenance page and choose Administration Password.

System Maintenance => Administration Password

Administration Password

Password

Confirm Passwaord

Note: authorization can containonly a-z 4-Z20-9, ~ "1 @# % ~&* O _+={Y 0%, "'==.7/

[ oK ] [ cancel |

4.  Type new user name in the field of Account and new password in the field of Password.
Then click OK to continue.

5. Now, the password has been changed. Next time, use the new username / password to
access the web user interface of this router.
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Username

Password

Copyright®, DrayTek Corp. All Rights Reserved. Dr aYTf.’k

2.3 Quick Start Wizard

Notice: Quick Start Wizard for user mode operation is the same as for admin
mode operation.

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is welcome page, please click Next.

Quick Start Wizard

Welcome to the Quick Start Wizard!

The next steps will guide you through a basic setup of the device.
If you want more advanced setup you should consider setting the device up manually.

* Step 1: Setup the Password

* Step 2: Setup the Time and Date

* Step 3: Setup the Internet connection (WAN)
* Step 4: Setup the Wireless (Wi-Fi)

* Step 5: Save the configuration

2.3.1 Setting up the Password

The first screen of Quick Start Wizard is entering login account and password. After typing a
new password, please click Next.

Quick Start Wizard

Administration Password

(<een) (o)
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2.3.2 Setting up the Time and Date

On the next page as shown below, please select the Time Zone for the router installed and

specify the NTP server(s). Then click Next for next step.

Quick Start Wizard

Time and Date

Time Information

Current System Time

Thu Jul 3 09:56:54 GMT 2014 | [Inguire Time |

Time Setting
® Use Browser Time
Ouse NTP Client
Time Zone
NTP Server

NTP synchronization

2.3.3 Setting up the Internet Connection for WAN1

On the next page as shown below, please select the appropriate connection type according to
the information from your ISP. There are several types offered in this page. Each connection
type will bring out different web page.

Quick Start Wizard

Internet Access - WAN 1

Access Mode

Static IP
WAN IP Network Settings
IP address

Subnet Mask

Static IP
Static IP
DHCP
PPPOE
L2TP
FPTF

4G USE Modem({DHCP Mode)

Gateway IP Address 172.16.3.1
DNS Server IP Address
Primary IP Addres 168.95.1.1
Secondary IP Address l:l
16
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4G USB Modem (DHCP Mode)

If you want to access Internet with 4G USB Modem, choose 4G USB Modem as the Access
Mode. Corresponding settings will be displayed for you to configure.

Quick Start Wizard

Internet Access - WAN 1

Access Mode 4G USE Modem(DHCP Mode)  »

4G USB Modem(DHCP Mode)

Micaragua FOTA) | (wWiMax: vota dingle WU217/Yota One/Seowon
SYWWII-500E)

Note : Support list table

Service Provider

[<pack] [Next=]
Available parameters are listed below:
Item Description
Service Provider Choose the local service provider which can serve network

service according to the nature of USB Modem
(LTE/WIMAX) installed. For example, you live in Taiwan
and have a WiMAX modem inserted onto VigorFly 210.
You can choose Taiwan (Global Mobile) to configure
necessary settings and then surf the Internet easily.

Mone W
TRUssia (YOTA)
Micaragua (YOTA)
Lithuania (Mezon)
Taiwan (Global Mohbile)
Taiwan (Tatung)
Taiwan (Wee TIME)
Taiwan (WMax)
Malaysia (Yes 43)
Sweden (Telia)
Sweden (Telez2)
Sweden (Telenar)
USa (Clear)
USA (Werizon Wireless)
Poland
Portugal (TrMMN)
Portugal (KANGLURLD
PeruiOLC)

The available settings will be different based on the service
provider specified. In this case, Taiwan (Global Mobile) is
chosen as an example.
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Item Description

Username Type the user name acquired from the service provider.
Password Type the password acquired from the service provider.
Cipher Suite Cipher Suite — There are two encryption methods offered

for you to choose as cipher suite. Keep the default setting
will be better. Such item is required for WiMAX USB
Modem.

DHE_RSA&_AES_256_SHA (v

RS&_RC4_128_MD5S
1R5A_AES 236 SHA

After finishing the settings here, please click Next.

3G/4G USB Modem (PPP Mode)

If you want to access Internet by 3G USB modem, choose this mode as the protocol and type
the required information in this web page.

Quick Start Wizard

Internet Access - WAN 1

Access Mode

3G/4G USB Modem{PPP Mode)
SIM PIN code
Modem Initial Stringl
Modem Initial String2
APM Mame
Maodem Dial String
PPF Uszername
PPP Paszsword

PPP Authentication

3G,/4G USE Modem(FPP Mode)

ATEF (default: ATEF)
ATEOV1X1RD28C150] (default: ATEOY 1x18D28C150=0)
internet (default:internet)

STOT*00# (default: ATDT*00#)

PAP Or CHAP %

[<pack] [Mextz]

Available parameters are listed below:

Iltem

Description

SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

Modem Initial String1/2

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

APN Name

APN means Access Point Name which is provided and
required by some ISPs.

Modem Dial String

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to
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ltem

Description

your ISP.

PPP Username

Type the PPP username (optional).

PPP Password

Type the PPP password (optional).

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

After finishing the settings here, please click Next.

Static IP

You will receive a fixed public IP address or a public subnet, namely multiple public IP
addresses from your DSL or Cable ISP service providers. In most cases, a Cable service
provider will offer a fixed public IP, while a DSL service provider will offer a public subnet.
If you have a public subnet, you could assign an IP address or many IP address to the WAN

interface.

Cuick Start Wizard

Internet Access - WAN 1

access Mode Static IP i
Static IP
WAN IP Network Settings
IP Address 172.16.3.102
Subnet Mask 255.255.0.0
Gateway IP Address 172,16.1.1
DNS Server IP Address
Primary IP addres 168.95.1.1
Secondary [P &ddress
< Back ] [ Mest =
Available parameters are listed below:
Item Description
IP Address Type the IP address.

Subnet Mask

Type the subnet mask.

Default Gateway

Type the gateway IP address.

Primary DNS Server

Type in the primary IP address for the router.

Secondary DNS Server

Type in secondary IP address for necessity in the future.

After finishing the settings here, please click Next.
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DHCP

It is not necessary for you to type any IP address manually. Simply choose this type and the
system will obtain the IP address automatically from DHCP server.

CQuick Start Wizard

Internet Access - WAN 1

Access Mode DHCP hd

Dynamic IP{DHCP Client)
Router Mame wWigorFly210

[ cBack | [Mext= |
Available parameters are listed below:
Item Description
Router Name Default setting is VigorFly210.

After finishing the settings here, please click Next.
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PPPoE

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoOE connection
for accessing the Internet. Your service provider will provide you information about user name,
password, and authentication mode.

If your ISP provides you the PPPoE connection, please select PPPoE for this router. The
following page will be shown:

Quick Start Wizard

Internet Access - WAN 1

Access Mode PPPCE b
PPPoE Client Mode

Username

Passward

Confirm Passwaord

Service Mame

Redial Policy Connect On Demand %

Idle Timeout 5 minutels)

Note :Service Mame is optional for some ISP.

[<pack] [Hextz]
Available parameters are listed below:
Item Description
User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.
Confirmed Password Type the password again for confirmation.
Service Name Type the description of the specific network service.
Redial Policy If you want to connect to Internet all the time, you can
choose Always On. Otherwise, choose Connect on
Demand.
Always On ~
Connect On Demand
Always On — Choose it to enable router always keep
connection.
Connect On Demand - If the connection has been idled
over the value, the router will drop the connection.
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Item Description

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.
The unit is seconds.

After finishing the settings here, please click Next.

PPTP/L2TP

If you click PPTP/L2TP as the connection type, please manually enter the Username/Password
provided by your ISP and all the required information.

Quick Start Wizard

Internet Access - WAN 1

Access Mode L2TP b

L2TP Client Mode
Server IP
Username
Password
Redial Policy Always on A
WAN IP Network Settings
(C0obtain an IP address automatically
(& Specify an IP address

IP sddress 192,168.3.1
Subnet Mask 255.255.255.0
Gateway IP Address 192,168.3.254

[ «Back | [ Mext> |

Available parameters are listed below:

Item Description

L2TP/PPTP Server IP Specify the IP address of the PPTP/L2TP server.

Username Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.
Redial Policy If you want to connect to Internet all the time, you can
choose Always On. Otherwise, choose Connect on
Demand.
Always On v

Connect On Demand

Always On — Choose it to enable router always keep
connection.

Connect On Demand - If the connection has been idled over
the value, the router will drop the connection.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.
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Item Description

The unit is seconds.

WA_N IP Network You can choose Obtain an IP address automatically or

Settings Specify an IP address as address mode setting.

IP Address Type the IP address if you choose Static IP as the WAN IP
network setting.

Subnet Mask Type the subnet mask if you chose Static IP as the WAN IP.

Redial Policy If you want to connect to Internet all the time, you can

choose Always On.

After finishing the settings here, please click Next.

2.3.4 Setting up the Internet Connection for WAN2

WAN 2 is only used for backup WANL interface. You will get different web settings
according to the service provider specified.

Quick Start Wizard

Internet Access - WAN 2

Access Mode 4G USE Modem(DHCP Made) (v
MHone
3G/4G USE Modem(FPP Mode
4G USB Modem(DHCP Mode) 4G USE Modem(DHCP Maode)
Service Provider Micaragua (YOTA) ¥ | (WiMAK: Yota dingle WU217/Yota One/Seowon
SwyLI-500E)

Note : Support list table
Note : WANZ is used for backup only.

[::E.ack] [Next>

3G/4G USB Modem (PPP Mode)

If you want to access Internet by 3G USB modem, choose this mode as the protocol and type
the required information in this web page.
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Quick Start Wizard

Internet Access - WAN 2

Access Mode

3G/AG USB Modem(PPP Mode)
SIM PIM code
Modem Initial Stringl
Maodem Initial String2
APM Name
Maodem Dial String
PPP Username
PPP Password

PPP authentication

Note : WANZ is used for backup anly.

3G 45 USE Modem{PPP Mode)

ATEF (default: ATEF)
ATEONV1X18028C150| (default: ATEOY1x18D28.C150=0}
internet (default:internet)

ATOT*O0# (default: ATDT*99#)

PAP Or CHAP v

[<pack] [Mest=]

Available parameters are listed below:

ltem

Description

SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

Modem Initial String1/2

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

APN Name

APN means Access Point Name which is provided and
required by some ISPs.

Modem Dial String

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to
your ISP.

PPP Username

Type the PPP username (optional).

PPP Password

Type the PPP password (optional).

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

After finishing the settings here, please click Next.
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4G USB Modem (DHCP Mode)

If you want to access Internet with 4G USB Modem, choose 4G USB Modem as the Access
Mode. Corresponding settings will be displayed for you to configure.

Quick Start Wizard

Internet Access - WAN 2

Access Mode

Service Provider
Usarname
Password

Cipher Suite

Note : Support list ta
Note : WANZ is used

4G USE Modem(DHCP Mode) v

4G USB Modem(DHCP Mode)

Taiwan (Global Mabile) [¥] (WiMaX: ASUS WUSB2E5E-32)
MHone

Russia (YOTA)

Micaragua FOTA)

Lithuania (Mezon

Taiwan (Global Maobile)

w

Taiwan (Tatung)
Taiwan Ve TIME)
Taiwan (WMAX)
Sweden (Telia)
Sweden (Telez)
Sweden (Telenaor)

Usa (Clear)

USa (Werizon Wireless)

Poland

Partugal (TMN) [=Back] [mext>]
Portugal (KaNGURL)

Peru{OLC)

Available parameters are listed below:

ltem

Description

Service Provider

Choose the local service provider which can serve network
service according to the nature of USB Modem
(LTE/WIMAX) installed. For example, you live in Taiwan
and have a WiMAX modem inserted onto VigorFly 210.
You can choose Taiwan (Global Mobile) to configure
necessary settings and then surf the Internet easily.

Mone hud
T Russia (YOTA)
Micaragua (YOTA)
Lithuania (Mezon)
Taiwan (Global Mohbile)
Taiwan (Tatung)
Taiwan (Wee TIME)
Taiwan (WMo
Malaysia (Yes 45)
Sweden (Telia)
Sweden (Tele2)
Sweden (Telenaor)
Usa (Clear)
LISa (Verizon Wireless)
Poland
Partugal (TMM)
Portugal (KANGLURLD
Peru(OLO)

The available settings will be different based on the service
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Item Description
provider specified. In this case, Taiwan (Global Mobile) is
chosen as an example.
Username Type the user name acquired from the service provider.
Password Type the password acquired from the service provider.
Cipher Suite Cipher Suite — There are two encryption methods offered

for you to choose as cipher suite. Keep the default setting
will be better. Such item is required for WiMAX USB
Modem.

DHE_RSA&_AES_256_5SHA (v

RS& RC4_128_MD5S
SHA

1R5A_AES 256

After finishing the settings here, please click Next.

2.3.5 Setting up the Wireless Connection

Now, you have to set up the wireless connection.

Cuick Start Wizard

Wireless System Configuration

Enable Wireless LAMN

Hide SSID

5510

Wireless Security Settings
Mode

WPA
WPRA Algorithms
Pass Phrase

Key Renewal Interval

O
CrayTek

Mixed(WPa+WPAR)/PSK v

O AES O TKIP/LES

@ TKIP

3600 | seconds

[<pack | [ Mexts

Available parameters are listed below:

Item Description

Enable Wireless LAN Check the box to enable the wireless function.

Hide SSID Check this box to prevent from wireless sniffing and make it
harder for unauthorized clients or STAS to join your wireless
LAN.

SSID It means the identification of the wireless LAN. SSID can be
any text numbers or various special characters. The default
SSID is "DrayTek". We suggest you to change it.

Mode Choose the wireless mode for this router.
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ltem

Description

Disable v

Disable
WEP

WPA/PSK

WPAZ/PSK
Mixed{WPA+WPAZ2)/PSK
WEP/802.1x

WPA/802.1x

WPA2/802.1x
Mixed(WPA+WPAZ2)/802.1x

Each encryption mode will bring out different web page and
ask you to offer additional configuration.

After finishing the settings here, please click Next.

WEP

If you choose WEP as the security configuration, you have to specify encryption key (Key 1 ~
Key 4) and authentication mode (open or shared). All wireless devices must support the same
WEP encryption bit size and have the same key.

Quick Start Wizard

Wireless System Configuration

Enable Wireless LAMN
Hide SSID
SSID
Wireless Security Settings
Security Mode
WEP:
@ Key 1:
O Key 2 :
O Key 3 :
O Key 4 :

O
DrayTek

WEP v

Hex |¥
Hex v
Hex |&

Hex v

(<soa]) (meis

Available parameters are listed below:

ltem

Description

Key 1~ Key 4

Four keys can be entered here, but only one key can be
selected at a time. The format of WEP Key is restricted to 5
ASCII characters or 10 hexadecimal values in 64-bit
encryption level, or restricted to 13 ASCII characters or 26
hexadecimal values in 128-bit encryption level. The allowed
content is the ASCII characters from 33(!) to 126(~) except '#'
and',".

After finishing the settings here, please click Next.

VigorFly 210 Series User's Guide

27



WPA/PSK or WPA2/PSK or Mixed (WPA+WPA2)/PSK

Accepts only WPA clients and the encryption key should be entered in PSK. The WPA
encrypts each frame transmitted from the radio using the key, which either PSK (Pre-Shared
Key) entered manually in this field below or automatically negotiated via 802.1x
authentication.

Quick Start Wizard

Wireless System Configuration

Enable Wireless LAN
Hide SSID il
SSID DrayTek

Wireless Security Settings

Security Mode WPA/PSK A
WPA:
WPA Algorithms: OTkIP OAES O TKIP/AES

Pass Phrase:

Key Renewal Interval: 3600 | seconds

(<o) [

Available parameters are listed below:

Item Description
WPA Algorithm Choose the WPA algorithm, TKIP, AES or TKIP/AES.
Pass Phrase Either 8~63 ASCII characters, such as 012345678..(or 64

Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Key Renewal Interval WPA uses shared key for authentication to the network.
However, normal network operations use a different
encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the renewal
security time (seconds) in the column. Smaller interval leads
to greater security but lower performance. Default is 3600
seconds. Set 0 to disable re-key.

After finishing the settings here, please click Next.
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WEP/802.1x

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating and
authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

If you choose WPA-Radius as the security configuration, you have to specify WPA mode,
algorithm, Radius server, Radius server port and Radius server secret respectively.

Quick Start Wizard

Wireless System Configuration

Enable Wireless LAN
Hide SSID O
SSID DrayTek

Wireless Security Settings

Security Mode WEPR/802.1x v
802.1x WEP
WEP Oisable O Enable

Radius Server
IP Address
Port 1812
Shared Secret
Session Timeout 0

Idle Timeout

(<Back | [ Next> ]
Available parameters are listed below:
Item Description
WEP Disable - Disable the WEP Encryption. Data sent to the AP

will not be encrypted.
Enable - Enable the WEP Encryption.

IP Address

Enter the IP address of RADIUS server.

Port

The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.

Shared Secret

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Session Timeout

Set the maximum time of service provided before
re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)

Idle Timeout

Set the maximum time that a wireless device may remain
idle. (The unit is second.)
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WPA/802.1x

The WPA encrypts each frame transmitted from the radio using the key, which either PSK
(Pre-Shared Key) entered manually in this field below or automatically negotiated via 802.1x
authentication.

Quick Start Wizard

Wireless System Configuration

Enable Wireless LAN
Hide SSID O
SSID DrayTek

Wireless Security Settings

Security Mode WPA/802.1x b
WPA:

WPA Algorithms: OTKIP OAES (O TKIP/AES

Key Renewal Interval: 3600 | seconds

Radius Server
IP Address
Port 1812
Shared Secret
Session Timeout 0

Idle Timeout

[ <Back | [ Next>
Available parameters are listed below:
Item Description
WPA Algorithms Select TKIP, AES or TKIP/AES as the algorithm for WPA.
Key Renewal Interval WPA uses shared key for authentication to the network.

However, normal network operations use a different
encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the renewal
security time (seconds) in the column. Smaller interval leads
to greater security but lower performance. Default is 3600
seconds. Set 0 to disable re-key.

IP Address Enter the IP address of RADIUS server.

Port The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to

authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Session Timeout Set the maximum time of service provided before
re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)

Idle Timeout Set the maximum time that a wireless device may remain
idle. (The unit is second.)
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WPAZ2/802.1x

The WPA encrypts each frame transmitted from the radio using the key, which either PSK

(Pre-Shared Key) entered manually in this field below or automatically negotiated via 802.1x
authentication.

Quick Start Wizard

Wireless System Configuration

Enable wireless LAN
Hide SSID |
SSID DrayTek
Wireless Security Settings
Security Mode v
WPA:
WPA Algorithms: OTkIP O aes (O TKIP/AES
Key Renewal Interval: 3600 | seconds
PMK Cache Period: 10 minutes
Pre-Authentication: (@ Disable O Enable

Radius Server
IP Address
Port 1812
Shared Secret
Session Timeout 0

Idle Timeout

[ <Back | [ Next>
Available parameters are listed below:
Item Description
WPA Algorithms Select TKIP, AES or TKIP/AES as the algorithm for WPA.
Key Renewal Interval WPA uses shared key for authentication to the network.

However, normal network operations use a different
encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the renewal
security time (seconds) in the column. Smaller interval leads
to greater security but lower performance. Default is 3600
seconds. Set 0 to disable re-key.

PMK Cache Period Set the expire time of WPA2 PMK (Pairwise master key)
cache. PMK Cache manages the list from the BSSIDs in the
associated SSID with which it has pre-authenticated.

Pre-Authentication Enables a station to authenticate to multiple APs for roaming
securer and faster. With the pre-authentication procedure
defined in IEEE 802.11i specification, the
pre-four-way-handshake can reduce handoff delay
perceivable by a mobile node. It makes roaming faster and
more secure. (Only valid in WPA2)

Enable - Enable IEEE 802.1X Pre-Authentication.
Disable - Disable IEEE 802.1X Pre-Authentication.
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Item Description
IP Address Enter the IP address of RADIUS server.
Port The UDP port number that the RADIUS server is using. The

default value is 1812, based on RFC 2138.

Shared Secret

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Session Timeout

Set the maximum time of service provided before
re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)

Idle Timeout

Set the maximum time that a wireless device may remain
idle. (The unit is second.)

Mixed (WPA+WPA2)/802.1x

The WPA encrypts each frame transmitted from the radio using the key, which either PSK
(Pre-Shared Key) entered manually in this field below or automatically negotiated via 802.1x

authentication.

Quick Start Wizard

Wireless System Configuration

Enable Wireless LAN
Hide SSID
SSID

Security Mode

WPA:
WPA Algorithms:

Key Renewal Interval:

Radius Server

Wireless Security Settings

O
DrayTek

Mixed(WPA+WPAZ)/802. 1x i3

OTKIP OaEs O TKIP/AES
3600 | seconds

IP Address
Port 1812
Shared Secret
Session Timeout 0
Idle Timeout
[ < Back ] [ Next = \
Available parameters are listed below:
Item Description
WPA Algorithms Select TKIP, AES or TKIP/AES as the algorithm for WPA.

Key Renewal Interval

WPA uses shared key for authentication to the network.
However, normal network operations use a different
encryption key that is randomly generated. This randomly
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Item Description
generated key that is periodically replaced. Enter the renewal
security time (seconds) in the column. Smaller interval leads
to greater security but lower performance. Default is 3600
seconds. Set 0 to disable re-key.

IP Address Enter the IP address of RADIUS server.

Port The UDP port number that the RADIUS server is using. The

default value is 1812, based on RFC 2138.

Shared Secret

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Session Timeout

Set the maximum time of service provided before
re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)

Idle Timeout

Set the maximum time that a wireless device may remain
idle. (The unit is second.)

After finishing the settings here, please click Next.

2.3.6 Saving the Wizard Configuration

Now you can see the following screen. It indicates that the setup is complete. Different types
of connection modes will have different summary. Click Finish and then restart the router.

Quick Start Wizard

Vigor Wizard Setup is now finished!

Press Finish button to save and finish the wizard setup.
Mote that the configuration process takes a few seconds to complete.
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2.4 Online Status

The online status shows the system status, WAN status, and other status related to this router
within one page. If you select PPPoE as the protocol, you will find out a link of Dial PPPoE
or Drop PPPoE in the Online Status web page.

Online Status

System Status

System Uptime: 0d 00:37:16

LAN Status

IP Address TX Packets RX Packets TX Bytes RX Bytes
192.168.1.1 38008 22452 240423019 1677018
IPvi Address
fed0:: 250: 7fff: fecf: 46e0/64 (Link)
WAN 1 Status
IP GWIP Mode Up Time
111.235.202.134 111.125.,129,128 Wimax 0d 00:07:36
Primary DNS Secondary DNS TX Packets RX Packets TX Bytes  RX Bytes
168.95.1.1 8.8.8.8 12 13 2188 1230
IPv6 Address
fef0: 222 15ff: feak: 1007 /64 {Link}
4G USB Modem Status Base Station ID
Exist Operational f7:48:05:01:10:69
Signal Strength{RSSI) Signal Quality{CINR)
-63 dBm 1e.00 de (725 (N

Detailed explanation is shown below:

ltem

Description

LAN Status

IP Address

- Displays the IP address of the LAN interface.

TX Packets

- Displays the total transmitted packets at the LAN interface.
RX Packets

- Displays the total number of received packets at the LAN
interface.

TX Bytes
- Displays the total transmitted rate at the LAN interface.
RX Bytes

- Displays the total number of received rate at the LAN
interface.

WAN Status

IP

- Displays the IP address of the WAN interface.

GW IP

- Displays the IP address of the default gateway.
Mode

- Displays the type of WAN connection (e.g., PPPoE).
Up Time
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- Displays the total uptime of the interface.
Primary DNS

- Displays the primary DNS setting.
Secondary DNS

- Displays the secondary DNS setting.

TX Packets

- Displays the total transmitted packets at the WAN
interface.

TX Rate

- Displays the speed of transmitted octets at the WAN
interface.

RX Packets

- Displays the total number of received packets at the WAN
interface.

RX Rate

- Displays the speed of received octets at the WAN interface.
IPv6 Address

- Display the IP address for 1pv6 protocol.

4G USB Modem 4G USB Modem
- Display if such modem is connected or not.
Status

- Display the connection status
(Disconnected/Connecting/Operational) for the connected
dongle.

Base Station ID

- Display the MAC address of the remote base station.
Signal Strength (RSSI)

- Display the strength of the wireless signal.

Signal Quality (CINR)

- Display the quality of the wireless signal. The larger the
value number is, the better the quality shall be.

Note: The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface is not
ready for accessing Internet.

2.5 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

Status: Ready

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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2.6 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1. Please login the web configuration interface of Vigor router by typing “admin/admin”
as User Name / Password.

f Ty

Username |admin |

Password [oenne |

2. Click Support Area>>Production Registration from the home page.

Application Note
FAQ
Product Registration

3. ALogin page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMame |james_fae |

Passward |.....o.o |

Auth Code t xxhdd

I you cannot read the word, click here

Forgotten passward? | Login

Don't have a MyVigor Account ? Create an account now

I you are having difficulty logging in, contact aur customer zervice.
Customer Service : (B86)3 597 2727 ar
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4.  The following page will be displayed after you logging in MyVigor. From this page,
please click Add.

Dray Tek N

A Home m
D About Us -
YWelcome,carrieni
(" product Last Login Time : 2011-06-03 10:52:09
; Last Login From : 220.130.189.248
@ My Information Current Login Time : 2011-10-06 15:55:42
o VigorACS SI Current Login From : 61.216.116.45
— = RowNo : PageNo : E:I
== ¥igor Series Your Device List

& Customer Survey

5. When the following page appears, please type in Nickname (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the box
of Registration Date). After adding the basic information for the router, please click
Submit.

M'y Product Search far this site| |[ £l ]

Registration Device

Serial number : 2011031609200201
Nickname :* |vigc|r 210 |
Registration Date : *  ||03-16-2011 |

Usage : -- Select - hd
Product Rating : { Your opinion so far )
No. of Employees : { In total within your company )

Supplier : | |(Where you bought it fram )
Date of Purchase : | |(mm'dd'5'§-'}'3‘)
Internet Connection : *
Cable O ADSL O vDSL O Fiber
IG WiMAX LTE
[ Cancel ] [ Subrmit l

6. When the following page appears, your router information has been added to MyVigor
database.

Your device has been successfully added to the database.
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7. Click OK. Now, you have finished the product registration.

My Information

YWelcome,carrieni

Last Login Time : 2008-11-20 14:11:19
Last Login From : 220.128.230.121
Current Login Time : 2011-10-06 16:31:24
Current Login From : 172.16.3.102

RowNo : PageNo :

Your Device List

2011100615431001 vigor 210 VigorFly210 =
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Advanced Web Configuration

This chapter will guide users to execute advanced (full) configuration through admin mode

operation.

1. Open a web browser on your PC and type http://192.168.1.1. The window will ask for

typing username and password.

2. Please type “admin/admin” on Username/Password for administration operation.

Now, the Main Screen will appear. Be aware that “Admin mode” will be displayed on the

bottom left side.

VigorFly 210"

WiFi Router.

=

= Quick Start Wizard

» Online Status

» WAN

» LAN

» NAT

» Firewall

» CSM

» Bandwidth Management
» Applications

» VPN and Remote Access
» USB Application

» Wireless LAN

» IPVE

» System Maintenance

» Diagnostics

FAQ/Application Note
Product Registration

Admin Mode

(3

System Status

DrayTe

k

|

Model

Firmware Version
Build Date/Time
System Date
System Uptime
Operation Mode

: ViigorFly210

: 14054 Fri Jul 4 17:16:52 CST 2014
< Fri Jul 18 13:25:20 2014

:0d 00:01:28

: Gateway Mode

System

WAN 1

Metnaory total
Memaory left

T 61780 kB
1 37460 kB

LAN

MAC Address
IP address
IP Mask

IPv6 Address

005 YRICRD6E:AD
1 192.168.1.1
© 255.255.255.0

feg0:: 250: 7fff: fecf:doa0/64 (Link)

Connected Type
Link Status
MAC Address
IP Address
IP Mask
Default Gateway
Primary DNS
Secondary DNS
IPvE Address
feg0: :250: 7fff: fecf: d&

: DHCP
: Disconnected
©00:50:7F:CF:DG: AL

Ia 1/64 (Link}

wireless

MAC Address
551D
Channel

IPvE Address

feg0::250: 7fff: fecf: doa0/e4 (Link)

¢ 00:50:7F:CF:D&: a0
: DrayTek
=)

|<

K

3.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
Internet Access group.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:
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From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Network Connection by 3G USB Modem

For 3G mobile communication through Access Point is popular more and more, Vigor router
adds the function of 3G network connection for such purpose. By connecting 3G USB Modem
to the USB port of Vigor router, it can support HSDPA/UMTS/EDGE/GPRS/GSM and the
future 3G standard (HSUPA, etc). Vigor router with 3G USB Modem allows you to receive
3G signals at any place such as your car or certain location holding outdoor activity and share
the bandwidth for using by more people. Users can use four LAN ports on the router to access
Internet. Also, they can access Internet via wireless function of Vigor router, and enjoy the
powerful firewall, bandwidth management features of Vigor router.

Mobile Coffee shop

7N
/l!\\l_ lj\'

’/l|\\ ‘J.V}’ a !

Internet

= VoIP

- Web surfing, E-mail,
- ﬁ Instant messaging etc
W b/ = <« VPN
ﬁﬂ ‘ W\ " 3.5G HSDPA USB Modem

3G USB Modem can be used as backup device. Therefore, when WAN is not available, the
router will use 3G USB Modem for supporting automatically. The supported 3G USB Modem
will be listed on DrayTek web site. Please visit www.draytek.com for more detailed
information.
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Network Connection by 4G USB Modem

To meet the request in bandwidth / rate for data transmission via wireless connection,
VigorFly 210 offers 4G USB Modem to satisfy requirements for different countries.

Also, it can be used as a backup device by configured with WAN2, and will be invoked
instead whenever WAN1 connection is not available due to unexpected error.

Below shows the menu items for WAN.

= MLt/ LAM

3.1.1 Internet Access

This page allows you to set WAN configuration with different modes. Use the Connection
Type drop down list to choose one of the WAN modes. The corresponding page will be
displayed.

WAN =>> Internet Access

Internet Access

Index Physical Mode Access Mode
Wy AT Ethernet Static or Dynamic IP v Detail Page
W AN E Mane hd

Note : WANZ2 iz used for backup anly.

( oK | [ cancel |

[ advanced |vou can configure DHCP client options here,

Each item is explained as follows:

Item Description
Index Display the WAN interface.
Physical Mode It shows the physical connection for WANZ1(Ethernet)/WAN2

(3G/4G Backup) according to the real network connection.

Access Mode Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Static ar Dynaric IP bl
Static ar Dynarnic IP

PPPoE

L2TP

PPTP

3G/45 USE Moderm(PPP Mode)
| 4G USB MDgEFmDHCP Mode)

for WAN1
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Mone ot
Mone

3G/45 USE Madem(PPP Mode)

4G5 USE Modem(DHCP Mode)

for WAN2
Details Page This button will open different web page according to the
access mode that you choose in WAN interface.
Advanced This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option humber and
data information when such function is enabled and
configured.

WAN >> Internet Access

DHCP Client Options Status
Option List
Index Enahle Option  Type  Data

Enable:
Option Number:

DataTyps: @ Sting O Raw Byte in Hex. (Example of Raw Byte Data Type Input
Format: 01112233445566)

Data:

[ add ] [ Update | [ Delete |

Enable — Enable the function of DHCP Option. Each DHCP
option is composed by an option number with data. For
example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Option Number — Type a number for such function.

Note: If you choose to configure option 61 here, the
detailed settings in WAN>>Internet Access will be
overwritten.

DataType — Choose the type (ASCII or Hex) for the data to
be stored.

Data — Type the content of the data to be processed by the
function of DHCP option.
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Static or Dynamic IP for WAN1

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address

to the WAN interface.

Dynamic IP allows a user to obtain an IP address automatically from a DHCP server on the

Internet.

To use Static IP or Dynamic IP as the accessing protocol of the internet, please choose Static
or Dynamic IP mode from Access drop down menu. Then click Detail Page to open the

following web page.

WAN == Internet Access

WAN 1

Static or Dynamic IP({DHCP Client)

WAN Connection Detection

Mode Hone b
WAN IP Network Settings
Wi . Ping IP
O Obtain an IP address automatically
Router Mame wigorFly210 TTL
® Specify an IP address Note $You can only access Ping IP through Wak
interface.
IP Address 172.16.3.102
Subnet Mask 255.255.0.0 WAN Physical Type Auto negotiation v
Gateway IP Address 172.16.1.1
MAC Address Clone
DNS Server IP Address
ClEnahkle
Prirmary IP Addres 168.95.1.1
Secondary IP Address
Keep WAN Connection
CEnable PING to keep alive
PING to the IP
PING Interval second(s)
MTU 1442 |(Max: 15003
( ok | [ cancel |

Available parameters are listed below:

ltem

Description

Obtain an IP address
automatically

To get an IP address from DHCP server, simply click this
button. The default router name will be displayed. Modify the
name if required.

Specify an IP Address

Click this radio button to specify some data if you want to use
Static IP mode.

IP Address: Type the IP address.
Subnet Mask: Type the subnet mask.
Gateway IP Address: Type the gateway IP address.

DNS Server IP Address

Primary DNS Server - You must specify a DNS server IP
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ltem

Description

address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the router will automatically apply default DNS
Server IP address: 198.95.1.1 to this field.

Secondary DNS Server - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the router will automatically apply default secondary DNS
Server IP address.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

MTU

It means Max Transmit Unit for packet. The default
setting is 1442,

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.
Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

WAN Physical Type

Specify the data transmitting rate for such mode.

MAC Address Clone

MAC Address Clone is available when the box of Enable is
checked. The router will detect the MAC address
automatically. The result will be displayed in the field of
MAC Address.

MAC Address Clone
Enable
MAC Address

[ MaC address Clone |

After finishing all the settings here, please click OK to activate them.
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PPPoE for WAN1

To choose PPPOE as the accessing protocol of the internet, please select PPPoE from the
Internet Access menu. The following web page will be shown.

WAN == Internet Access

WAN 1
PPPoE Client Modle WAN Connection Detection
Mode Hone v
ISP A Set :
ccess Setup Ping 1P
Username
TTL
Password 5
) Mote :¥ou can only access Ping IP through WAk
Confirm Password interface.
Service Name
Note : Service Name is optional for some ISP, WAN Physical Type Auto negotition v
PPPMP Setup MAC Address Clone

Redial Policy

IPTVWAN
Mode
IP Address
Subnet Mask

Disahle

v [JEnable

MTU 1442 |(Max:1482)
[ ok ] [ cancel |
Available parameters are listed below:

Item Description

ISP Access Setup Username - Type in the username provided by ISP in this
field.
Password - Type in the password provided by ISP in this
field.
Confirm Password - Re-enter the password for
confirmation.
Service Name - Enter the description of the specific network
service.

PPP/MP Setup Redial Policy - If you want to connect to Internet all the
time, you can choose Always On. Otherwise, choose
Connect on Demand.
Connect on Demand ,V'
Always On
Idle Time - Set the timeout for breaking down the Internet
after passing through the time without any action. When you
choose Connect on Demand, you have to type value here.

IPTV WAN VigorFly 210 supports IPTV application (traditional

television channel, movie or VoD service) through the
second WAN IP under PPPoE connection mode.

Mode - Choose DHCP or Static IP.
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Item Description

IP Address - Type the IP address if Static IP is selected as
the Mode for IPTV WAN application.

Subnet Mask - Type the subnet mask if Static IP is selected
as the Mode for IPTV WAN application.

MTU It means Max Transmit Unit for packet. The default
setting is 1442,

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode — Choose None or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

WAN Physical Type Specify the data transmitting rate for such mode.

MAC Address Clone MAC Address Clone is available when the box of Enable is
checked. The router will detect the MAC address
automatically. The result will be displayed in the field of
MAC Address.

MAC Address Clone
Enable

MAC Address

[ MaC address Clone |

After finishing all the settings here, please click OK to activate them.
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PPTP/L2TP for WAN1

To use PPTP/L2TP as the accessing protocol of the internet, please choose PPTP/L2TP from
Connection Type drop down menu. The following web page will be shown.

WAN == Intermet Access

WAN 1
L2TP Client Mode WAN IP Network Settings
Server address O obtain an 1P address automatically
& Specify an 1P address
ISP Access Setup IP Address 192.168.3.1
Jsername Subnet Mask 255.255.255.0
Password Gateway IP Address  |102.168.3.254
PPP Setup
. ) WAN Physical Type Auto negotiation %
Redial Policy Always On h
MAC Address Clone
MTU 1442 |{Max: 1460) DEnable
[ ok | [ cancel |
Available parameters are listed below:
Item Description
L2TP Client Mode / Server IP - Type in the IP address of the PPTP/L2TP server.
PPTP Client Mode
ISP Access Setup User Name - Type in the username provided by ISP in this
field.
Password - Type in the password provided by ISP in this
field.
PPP Setup Redial Policy - If you want to connect to Internet all the

time, you can choose Always On. Otherwise, choose
Connect on Demand.

Connect on Demand |#

Connect on Demand

Always On

Idle Time - Set the timeout for breaking down the Internet
after passing through the time without any action. When you
choose Connect on Demand, you have to type value here.

MTU It means Max Transmit Unit for packet. The default
setting is 1442.

WAN IP Network Obtain an IP address automatically — Click this button to
Settings obtain the IP address automatically.
Specify an IP address — Click this radio button to specify
some data.

IP Address — Type the IP address.
Subnet Mask — Type the subnet mask.
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Item Description
Default Gateway - Type the gateway address for this router.

WAN Physical Type Specify the data transmitting rate for such mode.

MAC Address Clone MAC Address Clone is available when the box of Enable is
checked. The router will detect the MAC address
automatically. The result will be displayed in the field of
MAC Address.

MAC Address Clone

[“]Enable
MaC address

| MaC address Clone |

After finishing all the settings here, please click OK to activate them.

3G/4G USB Modem (PPP Modem) for WAN1

If your router connects to a 3G/4G modem and you want to access Internet via 3G/4G modem,
choose 3G/4G as connection type and type the required information in this web page.

WAN == Internet Access

WAN 1
3G/4G USE Modem{PPP Mode)
3G Always On (O Enable @ Disahle
SIM PIM code
Maodem Initial Stringl ETRF (default: ATEF)
Modermn Initial String2 BTEOWIx 12028 C150 (default ATEOW1x 12D2&C150=0)
APM Name internet {default:internet)
Moderm Dial String ATOT*00# (default: ATOT*09#)

Set to Default

PPP Username
PPP Password
PPP Authentication PAP or CHAP %
Mote : If 3G always on is enabled, we would check 3G connection every 2 minutes,

MTU 1442 [(Max:1500)

MAC Address Clone

[lEnable
[ ok ] [ cancel |
Available parameters are listed below:
Item Description
3G USB Modem 3G Always On -

SIM PIN code - Type PIN code of the SIM card that will be
used to access Internet.

Modem Initial Stringl1/2 - Such value is used to initialize
USB modem. Please use the default value. If you have any
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question, please contact to your ISP.

APN Name - APN means Access Point Name which is
provided and required by some ISPs.

Modem Dial String - Such value is used to dial through USB
mode. Please use the default value. If you have any question,
please contact to your ISP.

PPP Username - Type the PPP username (optional).
PPP Password - Type the PPP password (optional).

PPP Authentication - Select PAP only or PAP or CHAP
for PPP.

MTU It means Max Transmit Unit for packet. The default
setting is 1442.

MAC Address Clone MAC Address Clone is available when the box of Enable is
checked. The router will detect the MAC address
automatically. The result will be displayed in the field of
MAC Address.

MAC Address Clone

[“]Enable
MaC address

| MaC address Clone |

After finishing all the settings here, please click OK to activate them.

4G USB Modem (DHCP Mode) for WAN1

If your router connects to a 4G modem and you want to access Internet via 4G modem, choose
4G as connection type and type the required information in this web page.

WAN == Internet Access

WAN 1
4G USB Modem

Service Provider Mone b
MTU 1360 [(Max:1400)

Keep WAN Connection
CEnable PING to keep alive
PING to the IP

PING Interval second(s)

WAN Connection Detection

Mode Mone i
Ping IP
TTL
Note : You can only access Ping IP through WAN interface.
[ ok | [ cancel |
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Available parameters are listed below:

Iltem

Description

4G USB Modem

Service Provider — Choose the local service provider which
can serve network service according to the nature of USB
Modem (LTE/WiMAX) installed. For example, you live in
Taiwan and have a WiMAX modem inserted onto VigorFly
210. You can choose Taiwan (Global Mobile) to configure
necessary settings and then surf the Internet easily.

Mone b

Micaragua (YOTA)

Lithuania (Mezaon)

Taiwan (Global Mobile)
4 Taiwan (Tatung)

Taiwan (Wee TIME)

Taiwan (WMax)

Malaysia (Yes 4G)

Sweden (Telia)
| Sweden (Tele2)

Sweden (Telenor)

S (Clear)

USa (Werizon Wireless)

Poland

Portugal (TMM)
- Portugal (KAMGLURLY y
- PeruloLo) .
e

Username - Type the user name acquired from the service
provider. Such item is required for WiMAX USB Modem.

Password - Type the password acquired from the service
provider. Such item is required for WiMAX USB Modem.

Cipher Suite —There are two encryption methods offered for
you to choose as cipher suite. Keep the default setting will be
better. Such item is required for WiMAX USB Modem.

MTU

It means Max Transmit Unit for packet. The default
setting is 1360.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode — Choose None or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you

50 VigorFly 210 Series User's Guide



ltem

Description

have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

After finishing all the settings here, please click OK to activate them.

3G/4G USB Modem (PPP Mode) for WAN2

WANZ is used for backup only. Therefore, it is an optional setting. The default is None for
Access Mode. If it is required, choose 3G USB Modem or 4G USB Modem as a backup WAN
interface to access into Internet.

If you want to enable 3G/4G USB Modem in WAN2, make sure your WAN1 connection type
is not in 3G/4G mode. When the WANL1 connection is broken, the router will try to keep the
connection with 3G mode. After WANL1 connection is recovered, router will disconnect the
3G/3G connection automatically.

Below shows the configuration page for 3G/4G USB Modem:

WAHN == Internet Access

WWAN 2

3G/4G USB Modem(PPP Mode)
SIM PIM code

Modem Initial String1 ATRF (default: AT&F)
Maodem Initial String2 ATEOV1x 120222150 (default:ATEOWV1X18022C150=0)
APMN Mame internet {defaultiinternet)
Moderm Dial String ATOT+*90# (default:ATDT*904#)
Set to Default

FPP Username
PPP Password
PPP Authentication PAP or CHARP v

MTU 1442 |(Max:1500)

SMS for WAN backup Mone

[ ok | [ cancel |
Available parameters are listed below:
Item Description

3G USB Modem

APN Name

SIM PIN code - Type PIN code of the SIM card that will be
used to access Internet.

Modem Initial Stringl1/2 - Such value is used to initialize
USB modem. Please use the default value. If you have any
question, please contact to your ISP.

- APN means Access Point Name which is
provided and required by some ISPs.

Modem Dial String - Such value is used to dial through USB
mode. Please use the default value. If you have any question,
please contact to your ISP.
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PPP Username - Type the PPP username (optional).
PPP Password - Type the PPP password (optional).

PPP Authentication - Select PAP only or PAP or CHAP
for PPP.

MTU

It means Max Transmit Unit for packet. The default setting is
1442,

SMS for WAN backup

Use the drop down list to choose one of the SMS profiles
(created in Application>>SMS) which will take effect when
WANZ2 is up.

After finishing all the settings here, please click OK to activate them.

4G USB Modem (DHCP Mode) for WAN2

Below shows the configuration page for 4G USB Modem:

WAN == Internet Access

WAN 2

Service Provider
Username
Passwaord
Cipher Suite

MTU

SMS for WAN hackup

4G USB Modem{DHCP Mode)
Taiwan (Global Mohile)

(WiMAX:ASLIS WUSB25E-32)

)
Taiwan (Global Mohile)
Taiwan (Tatung)
Taiwan [Wee TIME)
Taiwan [WMAax)
Malaysia (Yes 43)
Sweden (Telia)

Note : Support list tabl{ Sweden (Telez]

Sweden (Telenor)

USa (Clear)

USA (Verizon Wireless)
Poland

Portugal {TMM)
Portugal (KANGURL)
FPerufOLO)

) (Cancel ]

Available parameters are listed below:

ltem

Description

4G USB Modem

Service Provider —Choose the local service provider which
can serve network service according to the nature of USB
Modem (LTE/WiIMAX) installed. For example, you live in
Taiwan and have a WiMAX modem inserted onto VigorFly
210. You can choose Taiwan (Global Mobile) to configure
necessary settings and then surf the Internet easily.
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Taiwan (Global Maohile)

MNicaragua (YOTA)
Lithuania (Mezon)
Taiwan (Global Mohile)
Taiwan (Tatung)
Taiwan (Wee TIME)
Taiwan (WMax)
Malaysia (Yes 4G
| Sweden (Telia)
Sweden (Tela2)
Sweden (Telenar)
Usa (Clear)
USA (Yerizon Wireless)
Poland
Portugal (TMN)
FPortugal (KaNGURLY
PeruloLo)

The available settings will be different based on the service
provider specified. In this case, Taiwan (Global Mobile) is
chosen as an example.

Username Type the user name acquired from the service provider. Such
item is required for WiMAX USB Modem.

Password Type the password acquired from the service provider. Such
item is required for WiMAX USB Modem.

Cipher Suite Cipher Suite —There are two encryption methods offered for
you to choose as cipher suite. Keep the default setting will be
better. Such item is required for WiMAX USB Modem.

MTU It means Max Transmit Unit for packet. The default

setting is 1360.

SMS for WAN backup

Use the drop down list to choose one of the SMS profiles
(created in Application>>SMS) which will take effect when
WANZ2 is up.

After finishing all the settings here, please click OK to activate them.
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3.1.2 Multi-VLAN

This router allows you to create multi-VLAN for different purposes of data transferring.

Simply go to WAN and select Multi-VLAN.

General

The system allows you to set up to eight channels for multi-VLAN.

WAN == Multi-VLAN

Enahle Multi-wLAN Setup

Management WAN VLAN Setting
Enable Management WAN Setup

Management WAN Setting

Management Wak YLAMN ID ]

LAN VLAN Setting

General Bridge
Channel Enable Add Tag Priority

1. ] ]
2 Cl 0 D
3 O D D
4, O 0 0
5 [l 0 i
B 1 D D
7 [l 0 D

Note: 1.Tags must be between 0~4095 and unique for each channel!
2.Channel 1 is reserved for MAT/Route use,
3.Priority must be between 0~7.

Available settings are explained as follows:

Item Description

Enable Multi-VLAN Check this box to activate such setting.

Setup

Management WAN Enable Management WAN Setup- Check the box to enable

VLAN Setting

Management WAN configuration.

Management WAN VLAN ID - Data sent out through the
WAN port will be tagged with VLAN ID number specified
here. The range of ID number you can type is from 0 - 4095.

Management WAN Setting — Click this link to open
Management WAN setting.

WAN >> Management WAN

Management WAN

Connection Type Maone v

Static IP
oHCE Cancel

PPPoE

Channel

Display the number of each channel.

Enable

Check this box to enable that channel. The channels that you
enabled here will be shown in the Multi-VLAN channel drop
down list on the web page of Internet Access. Though you can
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enable eight channels in this page, yet only one channel can be
chosen on the web page of Internet Access.

Add Tag

To identify the usage of VLAN, check this box to invoke this
setting. And type the number for VLAN ID (number).

Priority

It is used to set the priority for the audio and/or video data
transmission.

The adjustable range is from 0 (lowest) to 7 (highest).

After finishing all the settings here, please click OK to save the configuration.
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Bridge

General page lets you set general channel for multi-VLAN. This page allows you to configure
VLAN settings under Bridge mode. Simply click the Bridge tab to open Bridge configuration

page.

WAN >> Multi-VLAN
[ Enable Multi-YLAN Setup

Management WAN VLAN Setting
Enable Management WaN Setup

Management WaN WLAN ID 0 Management WAN Setting

LAN VLAN Setting

General Bridge
Channel Enable P1 P2 P3 P4 SSID SsiDz2 SSID3
1
2,
3
4,
5
&,
[z [ [ Il [ [ [ [

Note: P1 is reserved for NAT/Route use,

[ oK | [ cancel |

Available settings are explained as follows:

Item Description

Enable Multi-VLAN Check this box to activate such setting.

Setup

Enable Check this box to enable that channel. Only channel 3 to 8 can
be set in this page, for channel 1 to 2 are reserved for NAT
using.

P1to P4 It means the LAN port 1 to 4. Check the box to designate the
LAN port for channel 2 to 7.

SSID1 to SSID3 Check the box to designate the SSID for channel 2 to 7.

When you finish the configuration, please click OK to save and exit this page.
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3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

Internet

, DHCP Server
Public IP Address ‘
Private Subnet -‘-\__,
Router IP Address:192.168.1.1 I
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the public subnet to communicate with other public
hosts or servers outside. Therefore, the router should be set as the gateway for public hosts.
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Internet

Public IP Address: m = |

220.135.240.207

il

Private Subnet

Router IP Address:192.168.1.1 Public Subnet
192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules to
forward data from one specified subnet to another specified subnet without the presence of
RIP.
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3.2.1 General Setup

This page provides you the general settings for LAN.

Click LAN to open the LAN settings page and choose General Setup.

LAN == General Setup

Ethernet TCP / IP and DHCP Setup

For MaT Llsage
IP Address

Subnet Mask
For IP Routing Usage
2nd IP Address

2nd Subnet Mask

NAT

PPPOE Passthrough

LAN IP Network Configuration

DHCP Server Configuration
@& Enable Server O Disable Server

192.168.1.1 [JEenahle relay agent

255,255,255.0 Start IP Address 192.1658.1.10

CEnable ® Disable End IP sddress 192.168.1,100

19z2.168.2.1 Subnet Mask 255,255.255.0

255.253.255.0 Gateway IP address 192.168.1.1
Lease Time 286400

@ Enable O Disable

DNS Server IP Address
DMS Manual Setting O

Primary IP Addres 168.95.1.1

Secondary IP Address  |168.95.1.1

[ oK | [ cancel |

Available settings are explained as follows:

ltem

Description

LAN IP Network
Configuration

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask- Type in an address code that determines the
size of the network. (Default: 255.255.255.0)

For IP Routing Usage - Click Enable to invoke this
function. The default setting is Disable.

2" IP Address - Type in secondary IP address for
connecting to a subnet. (Default: 192.168.2.1)

2" Subnet Mask - An address code that determines the
size of the network.

NAT — Check the box to execute the function of NAT in
LAN.

PPPoE Passthrough If you want to use PPPOE server in
the network via Vigor router, please check this box to
redirect the PPPOE frames to the specified location.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol.
The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

Enable Server- Let the router assign IP address to every
host in the LAN.

Disable Server- Let you manually assign IP address to
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Item Description

every host in the LAN.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

End IP Address - Enter a value of the IP address pool for
the DHCP server to end with when issuing IP addresses.

Subnet Mask - Type in an address code that determines
the size of the network. (Default: 255.255.255.0/ 24)

Default Gateway - Enter a value of the gateway IP address
for the DHCP server. The value is usually as same as the
1st IP address of the router, which means the router is the
default gateway.

Lease Time - It allows you to set the leased time for the
specified PC.

DNS Server IP Address DNS Manual Setting - If this function is enabled, LAN
PCs use Primary DNS Server and Secondary DNS Server
as their DNS servers. Otherwise, LAN PCs use the router
as their DNS server and the router will do DNS proxy for
them.

Primary DNS Address - You must specify a DNS server
IP address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the router will automatically apply default DNS
Server IP address: 194.109.6.66 to this field.

Secondary DNS Address - You can specify secondary
DNS server IP address here because your ISP often
provides you more than one DNS Server. If your ISP does
not provide it, the router will automatically apply default
secondary DNS Server IP address: 194.98.0.1 to this field.

If both the Primary IP and Secondary IP Address fields are
left empty, the router will assign its own IP address to local
users as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name
immediately. Otherwise, the router forwards the DNS
guery packet to the external DNS server by establishing a
WAN (e.g. DSL/Cable) connection.

After finishing all the settings here, please click OK to activate them.
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3.2.2 Static Route

Go to LAN to open setting page and choose Static Route. It can help to describe one way of
configuring path selection of router in computer network.

LAN >> Static Route

Add a routing rule

Destination
Range
Gateway
Interface

Camment

Host v

Static Route Configuration

( ok | [cancel]

Nao. Drestination

Netmask Gateway Interface Mode Comment

Available settings are explained as follows:

Iltem

Description

Add a routing rule

Destination - Type the IP address for the routing rule applied
to.

Range - Choose Host or Net for specifying gateway or
netmask setting of such routing rule.

Netmask - Type the netmask for such routing rule if you
choose Net as Range setting.

Gateway - Type the gateway address for such routing rule.

Interface - Choose WAN or LAN as the interface for such
route.

Comment - Type words as notification for such routing.

After finishing all the settings here, please click OK to activate them.
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3.2.3Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control
in network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.
LAN >> Bind IP to MAC

Bind IP to MAC

Note : IP-MAC binding presets DHCP allocations.
If wou select Strict Bind, unspecified LAM clients cannot access the Internet.

O Enable @ Disable O Strict Bind

ARP Table | Select ALL | Sort | Befresh | IP Bind List | Select ALL | Sort |
IP Address MAC Address Index IP Address MAC Address

192.165.1.10 EQ0:CE:4E:DA:45: 79

Add and Edit

IP Address

MAC Address

[ add | [ Edit | [ Delete |

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect
to Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind Click this radio button to block the connection of the
IP/MAC which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The

information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All - Click this link to select all the items in the ARP
table.

Sort - Reorder the table based on the IP address.

Refresh - Refresh the ARP table listed below to obtain the
newest ARP table information.
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Add or Update IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to bind
with the assigned IP address.

IP Bind List It displays a list for the IP bind to MAC information.

Add - It allows you to add the one you choose from the ARP
table or the IP/MAC address typed in Add and Edit to the
table of IP Bind List.

Update - It allows you to edit and modify the selected IP
address and MAC address that you create before.

Delete - You can remove any item listed in IP Bind List.
Simply click and select the one, and click Delete. The
selected item will be removed from the IP Bind List.

After finishing all the settings here, please click OK to save the configuration.

Note: Before you select Strict Bind, you have to bind one set of IPMAC address for one
PC. If not, no one of the PCs can access into Internet. And the web user interface of the
router might not be accessed.

3.3 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry in
a table to memorize this address/port-mapping relationship. When the public server response,
the incoming traffic, of course, is destined to the router’s public IP address and the router will
do the inversion based on its table. Therefore, the internal host can communicate with external
host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be aware
of any private IP addresses, the NAT function can protect the internal network.

On NAT page, you will see the private IP address defined in RFC-1918. Usually we use the
192.168.1.0/24 subnet for the router. As stated before, the NAT facility can map one or
more IP addresses and/or service ports into different specified services. In other words, the
NAT function can be achieved by using port mapping methods.

Below shows the menu items for NAT.

= Port Redirection

= [l Host
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3.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is to
forward all access request with public IP address from external users to the mapping private 1P
address/port of the server.

Note that the port redirection can only apply to incoming traffic.

Open Port allows you to open a range of ports for the traffic of special applications. Common
application of Open Port includes P2P application (e.g., BT, KaZaA, Gnutella, WinMX,
eMule and others), Internet Camera etc. Ensure that you keep the application involved
up-to-date to avoid falling victim to any security exploits.

To use Port Redirection, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 30 port-mapping entries for the internal hosts.

NAT == Port Redirection

Port Redirection

Nao. Protocol Public Port Local IP Address Local Port Comment Status
%

A
= = = = s = s = =

#
a

N
=

P
S
=
W
W
=
s
S
-
W
W

Each item is explained as follows:

Item Description

No Display the number of the profile.

Protocol Display the description of the specific network service.

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Local IP Address Display the private IP address of the internal host.

Local Port Display the private port of the internal host.

Comment Display the brief description for such profile.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.
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NAT == Port Redirection

Index No. 1

Enable

Type

Protocol

Public Part
Local IP Address
Laocal Port

Comment

User Define  +
One-to-one hd

TCP v

Note :  ‘When Type is 'User Define', the following modes can be selected.

One-to-one :
Many-to-one

4 public port is redirected to a single local IP.
& range of public ports is redirected to a single local IP.

Many-to-many @ A range of public ports is redirected to a range of local IPs respectively.

Ok | [ clear ] [ cancel |

Available settings are explained as follows:

ltem

Description

Enable

Check this box to enable such Port Redirection profile.

Type

Specify the type for such profile. The type of Virtual server
offers several options with dedicated server and port number.
Packets passing through such port number will be redirected
into the local IP address and local port assigned below.

User Define |+

User Define
virtual Server

If User Define is selected, there are four sub-options offered
to choose.

Crne-to-one W

One-to-one
Mary-to-one

Maﬂi—tn—mani

If Virtual Server is selected, specify a server from the drop
down list.

virtual Server

TELMET
S5H
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Protocol Select the transport layer protocol (TCP or UDP or

TCP+UDP).

Local IP Address Specify the private IP address of the internal host providing
the service. |

Local Port Specify the private port number of the service offered by the

internal host.

Comment Type a brief description for such profile if required. The
Maximum length is 23—character long.

After finishing all the settings here, please click OK to save the configuration.
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3.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to

Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

Note: The security properties of NAT are somewhat bypassed if you set up DMZ host. We
suggest you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page:

NAT == DMZ Host

DMZ Settings
DMZ Settings F

DMZ IP Address

[ oK | [ Cancel ]

Available settings are explained as follows:

Item Description
DMZ Settings Check this box to enable the DMZ Host function.
DMZ IP Address Enter the private IP address of the DMZ host.

After finishing all the settings here, please click OK to save the configuration.

VigorFly 210 Series User's Guide 67




3.4 Firewall

Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze the
host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning, if
you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router will
activate its defense mechanism to mitigate in a real-time manner.

Below shows the menu items for Firewall.

stem Security
ntent Filtering
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3.4.1 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 5 types of detect/ defense function in the
DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall == Dos Defense

Dos Defense Setup

[ Enable DoS Defense
[] Enable SYN flood defense Threshold 50 packets [ sec
[0 Enable UDP flood defense Threshold 1500 | packets / sec
[] Enable ICMP flood defense Threshold 50 packets / sec
[ Enable Furtive port scanner detection
[ Enable Ping of Death defense
OK | [ cClearal | [ cancel |

Available settings are explained as follows:

ltem

Description

Enable Dos Defense

Check the box to activate the DoS Defense Functionality.

Enable SYN flood defense

Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor router
will start to randomly discard the subsequent TCP SYN
packets for a period defined in Timeout. The goal for this is
prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router. By default, the threshold
and timeout values are set to 50 packets per second and 10
seconds, respectively.

Enable UDP flood defense

Check the box to activate the UDP flood defense function.
Once detecting the Threshold of the UDP packets from the
Internet has exceeded the defined value, the Vigor router will
start to randomly discard the subsequent UDP packets for a
period defined in Timeout. The default setting for threshold
and timeout are 1500 packets per second and 10 seconds,
respectively.

Enable ICMP flood
defense

Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo requests
coming from the Internet. The default setting for threshold and
timeout are 50 packets per second and 10 seconds,
respectively.

Enable Furtive port
scanner detection

Port Scan attacks the Vigor router by sending lots of packets
to many ports in an attempt to find ignorant services would
respond. Check the box to activate the Port Scan detection.
Whenever detecting this malicious exploration behavior, the
Vigor router will send out a warning.
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Enable Ping of Death Check the box to activate the Block Ping of Death function.
Defense This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will hang
once they re-construct the packets. The Vigor routers will
block any packets realizing this attacking activity.

After finishing all the settings here, please click OK to save the configuration.

3.4.2 MACI/IP/Port Filtering

This page allows you to set up to 32 MAC/IP/Port Filtering rules. When you finish the
filtering rule, simply click OK. The new rule will be displayed below in this page.

Firewall == MAC/P/Port Filtering

Basic Settings

Mac/IP/Part Filtering Disable

Default Policy -- The packet that don't match with any rules would be |Dropped %

[ ok | [ cancel |

MAC/IP/Port Filter Settings

MaZ address (Correct format is sxss We mei e 8e)
Dest IP Address

Source IP Address

Protocol TCR

Dest Fort Range -

Source Port Range -

Action Accept v

Caomment

{The maxirmum rule count is 32,7

[ add | [ cancel |

Current MAC/IP/Port filtering rules in system

No. MAC address Dest IP Address Source IP Address Protocol Dest Port Range Source Port Range Action Comment Pkt Cnt

Others would be dropped -

Available parameters are listed below:

Item Description

Basic Settings MAC/IP/Port Filtering - Choose Enable to activate
MAC!/IP/Port Filtering function.

Default Policy —

Accepted: all the packets that do not match with any rule
will be accepted.

Dropped: all the packets that do not match with any rule

will be blocked.
MAC/IP/Port Filter MAC Address - Type the MAC address for the router.
Settings Dest IP Address - Type the destination IP address for

applying such rule.

Source IP Address - Type the source IP address for
applying such rule.
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Protocol - Specify the protocol(s) which this filter rule will
apply to.

Mone |+

MNone

TCP

UDP

ICMP
Dest Port Range - Determine the port range for the
destination.
Source Port Range - Determine the port range for the
source.
Action —
Accept: the packets that match with such rule will be
accepted.
Drop: the packets that match with such rule will be
blocked.
Comment - Enter filter set comments/description.
Maximum length is 23—character long.

Add After typing required information on above, click this

button to create a new filtering rule. The new rule will be
displayed on the bottom of this web page.

After finishing all the settings here, please click OK to save the configuration.

3.4.3 System Security

Stateful Packet Inspection (SPI) is a firewall architecture that works at the network layer.
Unlike legacy static packet filtering, which examines a packet based on the information in its
header, stateful inspection builds up a state machine to track each connection traversing all
interfaces of the firewall and makes sure they are valid. The stateful firewall of Vigor router
not just examine the header information also monitor the state of the connection.

The purpose of this is to enable the SPI firewall for the filtering incoming packets and
outgoing packets. Simply check the box and click OK.

Firewall == System Security

Stateful Packet Inspection (5PI)
‘SPI Firewall O

[ ok ] [ cancel |

3.4.4 Content Filtering

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in your
trust against the hazards. With Web filtering service of the Vigor router, you can protect your
business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or chat
rooms.
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Once you have activated your Web Filtering service in Vigor router and chosen the categories of
website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be checked
against our server database. This database is updated as frequent as daily by a global team of
Internet researchers. The server will look up the URL and return a category to your router. Your
Vigor router will then decide whether to allow access to this site according to the categories you
have selected. Please note that this action will not introduce any delay in your Web surfing
because each of multiple load balanced database servers can handle millions of requests for
categorization.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files, and other executable files. Once downloading
these types of files from websites, you may risk bringing threat to your system. For example, an
ActiveX control object is usually used for providing interactive web feature. If malicious code
hides inside, it may occupy user’s system.

Open Firewall>>Content Filtering to access into the following page.

Firewall == Content Filtering

Web Content Filter

Filters O proxy O Java [ Activex

[ 0K ] [ Cancel ]

Web URL Filter Settings

Current Web URL Filters
No. URL

[ Delete Selected ] [ Cancel ]

Add a URL filter

‘URL |
[ Aadd | [ cancel |
Available parameters are listed below:
Item Description
Web Content Filter At present, there are three content filters offered here for
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you to choose. Check Proxy, Java or ActiveX and click
OK. The system will filter and block the web pages
according to the item you specified here.

Web URL Filter Settings | URL —type the URL of the web site in the field of URL
and click Add. The new link with the URL you specified
will be shown on this page. The system will filter and block
the web pages according to the item you specified here.

Firewall == Content Filtering

Web Content Filter
Filters [ proxy [ Java [ Activex

Web URL Filter Settings

Current Web URL Filters
[No. URL

Add a URL filter
v |

To delete the URL setting, simply click that one and click
Delete to remove it.

Firewall >> Content Filtering

Web Content Filter

Filters [ proxy [ Java [J Activex
Web URL Filter Settings
Current Web URL Filters

No. URL ‘

1 0 www.hotmial.com

Add a URL filter
[vme |

After finishing all the settings here, please click OK to save the configuration.

3.5 CSM

Content Security Management (CSM)

CSM is an abbreviation of Content Security Management which is used to filter the web
content to reach a goal of security management.

» CSM

= Yifel Content Filter

3.5.1 Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in your
trust against the hazards. With Web filtering service of the Vigor router, you can protect your
business from common primary threats, such as productivity, legal liability, network and
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security threats. For parents, you can protect your children from viewing adult websites or chat
rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories of
website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be checked
against our server database. This database is updated as frequent as daily by a global team of
Internet researchers. The server will look up the URL and return a category to your router. Your
Vigor router will then decide whether to allow access to this site according to the categories you
have selected. Please note that this action will not introduce any delay in your Web surfing
because each of multiple load balanced database servers can handle millions of requests for
categorization.

Note 1: Web Content Filter (WCF) is not a built-in service of Vigor router but a service
powered by Commtouch. If you want to use such service (trial or formal edition), you
have to perform the procedure of activation first. For the service of formal edition, please
contact with your dealer/distributor for detailed information.

Note 2: Commtouch is merged by Cyren, and GlobalView services will be continued to
deliver powerful cloud-based information security solutions! Refer to:
http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239025151.html

Click CSM>>Web Content Filter to open the following page:

CSM == Web Content Filter

Web Content Filter Setup

Enable : License Information . Activate
Source IP/Mask : 192.168.1.1 J |255.255.255.0 Misclassified report
Filter Https : |
Web Category
Child Protection: [selectall] [cClearall]
alcohol-4nd- Criminal-And- . Hate-And-
O Tobacco Activity [ Gambling O Intolerance [ tlegal-Drug
Pornography-
O mudity [J and-sexually- [ vidlence [ weapans [ school-cheating
explicit
. Child-abuse-
[ sex-Education [ Tasteless O Images
Leisure: [select all] [cClearall]
[] Entertainment [] Games [] sports
Leisure-And- Fashion-And-
O Travel Recreation O Beauty
Business: [select all] [clear all]
Wik -Pasad-
O Restaurants- [ shopping [J] Translators [] General ] Cults

And-Dining
Private-IP-

[ Greeting-cards  [] Image-Sharing  [] Metwork-Errors [ Parked-Domains [ addross

Uncategorised-
u Sites

Available parameters are listed below:
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ltem

Description

Enable

Check the box to enable WCF filtering function.

Source IP/Mask

Type the IP address with mask address
(e.9.,192.168.1.0/255.255.255.0 to indicate a network or
type 192.168.1.10/255.255.255.255 to indicate a single IP)
to be filtered by WCF mechanism.

Filter Https

Check the box to enable HTTPS service.

License Information

Display the license information for current used.

CSM >> License Information

License Serice Provider Commtouch
License Status enable

License Url auth.draytek.com
License Start Date 2011-02-23
License Expired Date 2012-02-23

If the WCF mechanism has been activated successfully, a
green light will be shown on the screen.

License Information Activate
112652052550 Misclassified report

Activate

Click it to activate Commtouch WCF mechanism.

Misclassified Report

You can send a report for mistaken classified URL to
Commtouch by clicking such link.

Check URL Category

ITyou know of & URL that was mistakenly classified, use the following form to report it.

The compary strives to review each such repodwithin a reasonable period oftime - generally 24-72 hours from de
narmal business hours and, if necessary to take appropriate action soon thereafter

Please read the full dizclaimer hefore using this reporting tool.

URL:

View Current URL Classification

Sugoested Categories: | Chat ~ || llegal Drug 3

How to activate web content filter?

Before activating web content filter, register your Vigor router first. Refer to 2.6 Registering
Vigor Router for detailed information.

Then, follow the steps listed blow to activate WCF.

1. Click the Activate link from Web-Filter License to activate WCF service.

CSM == Web Content Filter

Web Content Filter Setup

Enable : :[v] License Information . Activate
Source IP/Mask ¢ 192,1658.1.1 / |255.255.255.0 R 16 S report

2. A Login page will be shown on the screen. Please type the account and password that you
created previously. And click Login.
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Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

Usertlame : |carrieni |

Pazsword |o."..u |

Auth Code i- xxhdd

Ifyou cannot read th i
Forgatten pass{ord? Login

Don't have a MyVigor Account ? Create an account now

Ifyou are having difficulty logging in, contact our customer service.
Customer Senice : (285) 3 597 2727 or

From the Device’s Service section, click the Trial button for WCF service with provider
Commtouch.

My Product ~

You have logged in as
Device Information EFFFERT

Nickname : vigor 210 LoaOut
Serial : 2011100615431001

Model : VigorFly210 Series

i 1
Rename ] [ Transter ] [ Back Register your router here !

mm
Date
. WCF

BPjM Tnal

::. WCF Commtoulh Trial . - -

The Commtouch GlobalView YWeb Filter is provided for Vigor router with
only 1-month trial. After trial period, please purchase the official package

from your local DrayTek dealer/distributor.

Bray Tek
VigorACS SI

BPjM is the web content filter based on service operated in Germany. We
recommend only users live in Germany to try the BPjM WCF service.

Thic (e o from cmmire withnt mrrersnbe s

Available parameters are listed below:

Item Description
Rename It allows you to change the account name.
Transfer It allows you to transfer the Vigor device together with

applied license to someone who has already

registered another account in myvigor.draytek.com. Be
sure to press this button to transfer the product to
whom you want to give. Otherwise he/she might not
be able to maintain the license hooked up to the Vigor
device.

Back It allows you to return to the previous account.
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4. In the following page, check the box of “I have read and accept the above Agreement”.
The system will find out the date for you to activate this version of service. Then, click
Next.

Confirm Message

You have logged in as

carrent

User Name : carrieni
Serial : 2011100615431001
Model : VigorFly210 Register your router here !
= Liconse Number | serico Provider | Siaws |

End User License Agreement 8

FLEASE READ THIS SOFTWARE LICEMSE AGREEMENT (7 L4

LICENSEY) CAREFULLY BEFORE DOWVMLOADING OR

OTHERWYISE LISIMG THE SOFTWARE. BY DOWYMLOADING,

INSTALLING OR USING THE SOFTWARE, ¥OU ARE

AGREEIMG TO BE BOUND BY THE TERMS OF THIS LICEMSE.

IF ¥ QU DO WOT AGREE TO THE TERMS OF THIS LICERSE,

YO ARE MOT AUTHORIZED TO DOWYMLOAD OR LISE THIS g

SOFTWARE. v S

| have read and accept the above Agreement. [Please check this

box]. [
Next| s g

5. When this page appears, click Register.

Apply For A License Number

You have logged in as

cAFienf
Service WCF
Name:
STEP 2 Register your router here !
isgati M-DD-YYYY): |10-06-2011
|
[ J

6. Next, when the registration is completed. You will get the following screen.

CSM == Web Content Filter License

Web Content Filter License Information

License Service Provider Commtouch
License Status enable
License Url

License Start Date 2011-10-06
License Expired Date 2011-11-05

7. Return to web configuration of VigorFly 210.
8. Refresh the page of CSM>>Web Content Filter.
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CSM == Web Content Filter

Web Content Filter Setup

Enable : License Information Activate

Source IP/Mask :  [192.168.1.1  |/[255.255.255.0 Misclassified report

Web Category

Child Protection: [ selectall | [ clearal |

Alcohol-and- Criminal-And- . Hate-And-

O Tobacco Activity [ Gambling O Intolerance [ tllegal-Drug
Pornography-

[ Mudity [ and-Sexually- [ violence [ Weapons [ schaool-cheating
explicit

) Child-abuse-

[] sex-Education [] Tasteless O Images

Leisure: [ selectal | [ cClearal |

[] Entertainment ] Games [ Sports
Leisure-And- Fashion-And-

O Travel 0 Recreation O Beauty

A green circle appears next to the link of License Information. It means the WCF license
is valid.

3.6 Bandwidth Management

Below shows the menu items for Bandwidth Management.

3.6.1 Session Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer) applications
(e.g., BitTorrent) always need many sessions for procession and also they will occupy over
resources which might result in important accesses impacted. To solve the problem, you can
use limit session to limit the session procession for specified Hosts.
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Bandwidth Management >> Session Limit

Session Limit
[] Enable

Default Session Limit @ |[100

Limitation List
Index Jtart IP End IF Gezgion Limit

Specific Limitation

Start IP End IP :

Session Limit

[ add ] [ Edit | [ Delete |

[ QK | [ cancel |

Available settings are explained as follows:

Item Description

Session Limit Enable - Check it to activate the function of limit session.

Default session limit - Defines the default session number
used for each computer in LAN.

Limitation List Displays a list of specific limitations that you set on this
web page.
Specific Limitation Start IP- Defines the start IP address for limit session.

End IP - Defines the end IP address for limit session.

Session Limit - Defines the available session number for
each host in the specific range of IP addresses. If you do not
set the session number in this field, the system will use the
default session limit for the specific limitation you set for
each index.

Add - Adds the specific session limitation onto the list
above.

Edit - Allows you to edit the settings for the selected
limitation.

Delete - Remove the selected settings existing on the
limitation list.

After finishing all the settings, please click OK to save the configuration.
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3.6.2 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Limit Bandwidth to make
the bandwidth usage more efficient.

Bandwidth Management >> Bandwicdth Limit

Bandwidth Limit

[] Enable
Default TX Limit @ 5000 | Kbps Default Fx Limit @ 5000 | Kbps
Limitation List
Index Jtart IP End IF Tx Limit B L:
Specific Limitation
Start IP EndIP
T« Limit kKbps R Limit kKbps
[ add ] [ Edit | [Delete |

Smart Bandwicdth Limit
[] Enable

For any LAMN IP (excluding 2nd subnet IP) WOT in Limitation List,

when session number exceeds (1000

T« Limit : |5000 | Kbps R Limit : 5000 | Kbps

[ ok | [Cancel]

Available settings are explained as follows:

ltem

Description

Bandwidth Limit

Enable - Check it to activate the function of limit
bandwidth.

Default TX limit - Define the default speed of the upstream
for each computer in LAN.

Default RX limit - Define the default speed of the
downstream for each computer in LAN.

Limitation List

Display a list of specific limitations that you set on this web
page.

Specific Limitation

Start IP - Define the start IP address for limit bandwidth.
End IP - Define the end IP address for limit bandwidth.

TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the system
will use the default speed for the specific limitation you set
for each index.

RX limit - Define the limitation for the speed of the
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downstream. If you do not set the limit in this field, the
system will use the default speed for the specific limitation
you set for each index.

Add - Add the specific speed limitation onto the list above.

Edit - Allow you to edit the settings for the selected
limitation.

Delete - Remove the selected settings existing on the
limitation list.

Smart Bandwidth Limit Enable - Check this box to have the bandwidth limit
determined by the system automatically.

TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the system
will use the default speed for the specific limitation you set
for each index.

RX limit - Define the limitation for the speed of the
downstream. If you do not set the limit in this field, the
system will use the default speed for the specific limitation
you set for each index.

After finishing all the settings, please click OK to save the configuration.

3.6.3 Quality of Service

Deploying QoS (Quality of Service) management to guarantee that all applications receive the
service levels required and sufficient bandwidth to meet performance expectations is indeed
one important aspect of modern enterprise network.

Bandwidth Management == Quality of Service

General Setup

Index Status Direction Bandwidth Highest High Default Low Resen:'etl
Bandwidth
Wakl - Disable -—- -— - - - - -—- Setup
QoS Group Setting
Groups Name Rule
Upload Edit
Download Edit
APP QoS Monitor
Available settings are explained as follows:
Item Description
General Setup Index - Display the WAN interface number that you can edit.

Status - Display if the WAN interface is available for such
function or not.

Direction - Display which direction that such function will
influence.

Bandwidth - Display the inbound and outbound bandwidth
setting for the WAN interface.

Highest/High/Default/Low - Display the bandwidth
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Item Description

percentage for each class.

Reserved Bandwidth - Display the percentage of bandwidth
reserved for the router.

Setup - Allow to configure general QoS setting for WAN
interface.

QoS Group Setting Group - Display the purpose (Upload / Download) of the
rule to be applied.

Name - Display the name(s) grouped for Upload / Download.

Rule - Allow to configure detailed settings for the selected
group. Click Edit to access into the detailed setting page.

APP QoS Monitor Check the box of Enable Application QoS Monitor. The
system will monitor the application and display current status
on this page periodically.

Diagnostics => APP QoS Monitor

¥ Enable Application QoS Monitor Refresh Seconds: |8 v | Refresh |

Index Application TX rate (bps) RX rate (bps) TX traffic (Bytes/pkts) RX traffic (Bytes/pkts) Accuracy

Donkey2000
& 0"7% o I o/o0 e e Good
Bittorrent 0 i 0/0 Marginal
tto S
Hh ’
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General Setup for WAN Interface
When you click Setup, you can configure the bandwidth ratio for QoS of the WAN interface.

Bandwidth Management >> Quality of Service

WAHN1 General Setup

QoS Control | Bi-direction v Online Statistics
Upload Bandwidth: User defined ¥ | [100M bps (Default unit : K)
Download Bandwidth: 50M ¥ | bps
Reserved Bandwidth: 10% ¥ | (10% is recommanded)

MNote : 1. Before enable QoS, you should test the real Bandwidth first.
QoS may not work properly if the Bandwidth is not accurate.

2. VPN QoS is only available for IPSec tunnel.

VolP QoS Settings  {Support up-to 32 concurrent calls)

Mumber of Reserved Calls: |12 Codec: |G.711MU (64Kbps) ¥
Reserved Bandwidth for WoIP: 1056 Kbps

SIP UDP Port: 5060 (Default:5060)

QoS Upload Group Settings

Highest Rate: |40% v | Ceil: [70% ¥
High Rate: | 30% v | Ceil: | 50% ¥
Default Rate: |[20% ¥ | Ceil: [40% ¥
Low Rate: 10% v | Ceil: |[20% ¥

QoS Download Group Settings

Highest Rate: |40% v | Ceil: [60% ¥

High Rate: |30% v | Ceil: [ 40% ¥

Default Rate: [ 20% ¥ Ceil: [30% ¥

Low Rate: 10% v | Ceil: |[20% ¥
OK Cancel

Available settings are explained as follows:

Item Description

QoS Control There are four classes of QoS offered by Vigor router. Each
class contains different settings. Here we take Bi-direction
as an example. Related settings will be explained below.

Disable o

| Disahble
Bi-direction
| Upload to Internet
Download from Internet
INOIP QoS Only

Upload Bandwidth It will be applied to outgoing traffic. Use the drop down list
to specify the bandwidth for data transmission. If you
choose User defined, you have to type the value manually.

VigorFly 210 Series User's Guide 83



User defined +
ser defined

Download Bandwidth It will be applied to incoming traffic. Use the drop down list
to specify the bandwidth for data receiving. If you choose
User defined, you have to type the value manually.

Reserved Bandwidth Such percentage of bandwidth is reserved for the usage of
the router only.

VolP QoS Settings Number of Reserved Calls — Type the number of the VVoIP
calls that QoS configuration would apply to.

Codec — Select one of five codecs as the default for your
VolIP calls. The codec used for each call will be negotiated
with the peer party before each session, and so may not be
your default choice. The default codec is G.729A/B; it
occupies little bandwidth while maintaining good voice
quality.

If your upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps upstream
if you would like to use G.711.

SIP UDP Port — Set a port number used for SIP.

QoS Upload Group There are four classes of Highest, High, Normal and Low
Settings which represent the priority of data transmission.

Rate — Define the transmission/receiving percentage of
upload/download bandwidth for each class.

Ceil — It determines the largest bandwidth that each class
(highest, high, default, low) can utilize. That is, if there is
no class with higher priority occupies the bandwidth, others
with lower priority can use the remained bandwidth.

QoS Download Group Highest, High, Normal and Low represent the priority for
Settings data receiving.

Rate — Define the transmission/receiving rate respectively
under different levels.

Ceil —It determines the largest bandwidth that each class
(highest, high, default, low) can utilize. That is, if there is
no class with higher priority occupies the bandwidth, others
with lower priority can use the remained bandwidth.

After finishing all the settings, please click OK to save the configuration.
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Edit the QoS Rule

QoS Rule is allowed you to specify certain conditions for data Upload and Download. After
clicking the Edit link under Rule, you will get the following web page.

Bandwiith Management >> Quality of Service

oS Upload Rule Settings
| No Name Group Info.

[ add ][ Delete |[ cancel |

To configure the detailed settings for the rule, click Add to open the following dialog.

[ 192.168.1 1internetiyoss lassifier a5 ¥

Classifier Settings

Direction [Upload v|
Marme | |
Group

Dest, [P address | |

Src. IP address | |

Packet Length I:I - I:I

DSCP BE (Defaulth

Protocol Application ¥

Application RTSP

Skype to Skype
Jamha /3HE
SMTP

55H

53L and TLS

13

Ventrilo b’
Insecure remote login - RFC 2854
i) iETF
Group ‘) I =3
Speed @ Fast
accuracy @ Great

Note : Flease change Protocol as application for APP QoS function.

Available settings are explained as follows:
Item Description
Direction Choose Upload or Download that such function will
influence.
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Upload at

Download
Upload+Download

AICrmeE=at

Download - apply to incoming traffic only.

Upload - apply to outgoing traffic only.
Upload+Download - apply to both incoming and outgoing
traffic.

Name

Define the name of such rule.

Group

Determine the priority of such rule.

Dest. IP address

Type the destination IP address influenced by such rule.

Src. IP address

Type the source IP address influenced by such rule.

Packet Length

Specify the length of the packets. The adjustable range is
from 0 ~2048.

DSCP

DSCP (Differentiated Services Code Point) allows each IP
packet to be tagged with different service class for different
network transmission. The default setting is "BE".

W

BE (Diefault)
AF11
AF12
laF13
AF21
AF22
AF23
AF31
AF32
AF33
AF41
AF42
AF43
EF

Protocol

Specify the protocol for such QoS rule.

b
TCP
| uop n:
ICrp
Application

e

Dest. Port/Src. Port

It is available when TCP or UDP is selected as the protocol.

Application

It is available when Application is selected as the protocol.
At present, there are eight applications which can be
selected for APP QoS management.

The usage of APP QoS can be seen by clicking APP QoS
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Monitor link.

After finished settings, click OK to save the settings. The new rule setting profile will be
added and displayed on the page. Below shows the QoS rule example for your reference:

Bandwidth Manage

ment >> Quality of Service

(oS Upload Rule Settings

No Name Group Info.
. Protocol: TCP
10 2001 Al Dest. port: 9001
. Protocol: TCP
2] =00z High Dest. port: 9002
Protocol: TCP
30 9003 Default Dest. port: 5003
Protocol: TCP
4[] =004 Low Dest. port: 9004
[ Add | Delete |[ cancel |
In the QoS Group Setting page, you will see:
Bandwidth Management >> Quality of Service
General Setup
Index Status Reserved

WANT  Disable

Direction Bandwidth Highest High Default Low

Bandwidth

=== === === === === === === Setup
QoS Group Setting
Groups Name Rule
Upload 0001,9002,9003,9004 Edit
Download Edit

APP QoS Monitor
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3.7 Applications

Below shows the menu items for Applications.

Applications

3.7.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to three accounts from three different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied by
most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit
their websites to register your own domain name for the router.

Applications >> Dynamic DNS

Dynamic DNS Configuration

Enable Dynarmic DMS
Service Provider
Dornain Mame

Usernarme

Password

Forced Update Period

|D\mdn5.0rg V|

|
]
[ ]

|3D | |da\,r(s) V|

Note : Repeatedly pressing the 'Update' button within 1 minute will take effect only once.

[ QK | [ cancal |

Available parameters are listed below:

ltem

Description

Enable Dynamic DNS

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

Service Provider

Select the service provider for the DDNS account.
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If you choose None, such function will be disabled.

Domain name Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.
Username Type in the login name that you set for applying domain.
Password Type in the password that you set for applying domain.
Forced Update Period Select a time interval for updating from the NTP server.

After finishing all the settings here, please click OK to save the configuration.

3.7.2 802.1d Spanning Tree

The Spanning Tree Protocol (STP) is a link layer network protocol that ensures a loop-free
topology for any bridged LAN. Check the box to invoke such feature and click OK to save it.

Applications => 802.1d Spanning Tree

802.1d Spanning Tree

[] Enable 802.1d Spanning Tree

The Spanning Tree Protocol {(STP) is a link layer network protocol that ensures a loop-free
topology for any bridged LAN.

[ ok | [ cancel |

3.7.3LLTD

Link Layer Topology Discovery (LLTD) is a proprietary Link Layer protocol for network
topology discovery and quality of service diagnostics. This protocol is included in Windows
Vista and Windows 7. Check the box to invoke such feature and click OK to save it.

Applications == LLTD

LLTD

[] Enable LLTD

Link Layer Topology Discovery (LLTD) is a proprietary Link Layer protocol for network topology
discovery and quality of service diagnostics. This protocol is included in Windows Vista and

Windows 7.

[ ok | [ cancel |
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3.7.4 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups. Check the box to invoke such feature and click OK to save it.

Applications == IGMP

IGMP

] Enable IGMP Proxy

IGMP Praxy is to act as a multicast proxy for hosts on LaN, If you want to access any multicast
group, please check Enable IGMP Praoxy.

] Enahle RTSP ALG

If you want to let NAT support RTSP ALG(Application Level Gateway), please check Enable
RTSF ALG.

[ ok ] [ _cancel ]

3.7.5 H.323

The H.323 ALG allows incoming and outgoing VolP calls passing through NAT. If required,
check the box and click OK to save the settings.

Applications == H.323

H.323
[ Enahle H.323 ALG

H.323 is commonly used on videoconferencing equipment, If you want to let NAT support
H.2323 aALG(Application Level Gateway), please check Enable H.3232 &LG.

[ ok ] [ _cancel |

3.7.6 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play’ system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router. It is more
reliable than requiring a router to work out by itself which ports need to be opened. Further,
the user does not have to manually set up port mappings or a DMZ. UPnP is available on
Windows XP and the router provide the associated support for MSN Messenger to allow full
use of the voice, video and messaging features.

Applications == UPnP

UPnP
[] Enable UPRP Service

If you want to run UPnP service inside your LAN, please check the above box to enable UPRP
service control.

[ OK ] [ Cancel ]

After setting Enable UPnP setting, an icon of IP Broadband Connection on Router on
Windows XP/Network Connections will appear. The connection status and control status will
be able to be activated. The NAT Traversal of UPnP enables the multimedia features of your
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applications to operate. This has to manually set up port mappings or use other similar
methods. The screenshots below show examples of this facility.

The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP address
and configure port mappings on the router. Subsequently, such a facility forwards packets from
the external ports of the router to the internal ports used by the application.

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some network
ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should

consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.
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The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.

3.7.7 Schedule

The Vigor router has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only

schedule the router to dialup to the Internet at a specified time, but also restrict Internet access

to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set up
time. You can inquiry an NTP server (a time server) on the Internet to synchronize the router’s

clock. This method can only be applied when the WAN connection has been built up.

Applications == Schedule

Schedule

‘ Enable Schedule

Schedule Configuration

| Index. Setting Status

[ ok ] [ add |

You can set up to 15 schedules.

To add a schedule, please click any index, say Index No. 1. The detailed settings of the call

schedule with index 1 are shown below.

Applications >> Schedule

Add Schedule

Enable

Start Date 2000 % |- |1 % |- |1 *|( ¥ear - Month - Day )

Start time 0O *|: |0 ¥ {Hour: Minute }

End Time 0O »|: |0 %|{Hour: Minute }

Action 3G Up b

Acts Once b

Weekday Monday Tuesday Wednesday Thursday Friday Saturday Sunday

[ ok | [ cancsl |

Available settings are explained as follows:

Item Description

Enable Check to enable the schedule.

Start Date Specify the starting date of the schedule.
Start Time Specify the starting time of the schedule.
End Time Specify the ending time of the schedule.
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Item Description

Action Specify which action Call Schedule should apply during the
period of the schedule.

3G UP -Force the 3G connection to be always on.
3G Down -Force the 3G connection to be always down.

Auto Reboot — The vigor system will reboot automatically
according to such schedule profile.

3G UP o

3G DOV
Auto Feboot

Acts Specify the duration (or period) for the schedule.
Once -The schedule will be applied just once.

Routine -Specify which days in one week should perform the
schedule.

After finishing all the settings here, please click OK to save the configuration.
3.7.8 SMS

The function of SMS (Short Message Service) is that Vigor router sends a message to user’s
mobile or e-mail box through specified service provider to assist the user knowing the
real-time abnormal situations or sending message to the user when backup WAN (WAN?2) is
on.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

Applications=>>SMS

SMS Configuration Edit Phone Book
Index Profile Service Phone Number
1
2
3
4
3
6
[
8
9
10

Each item will be explained as follows:

Item Description
Edit Phone Book Click it to open the phone book for modification.
Index Display the index number (from 1 to 10) of the profile.

Click the index number link to modify the selected profile.

Profile Display the name of the profile.
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Service Display the name of the SMS provider.

Phone Number Display the one who will receive the SMS.

To edit the SMS service profile:

1.  Open Applications>> SMS.

2. Click one of the index numbers.
3. The following page will appear.

Applications=>SMS

Edit SMS Profile
Profile Mame test?
Service SMSCity b
Username pa
Passwiord .e
Phone Number List Phone Book admin edit
1234567 Name FThone MNumber
friendl '
firend:z 23456785
friends 3456789
Add and Delete
Phone Mumber [ Add ][ Delete |
Message
A
[ ok ][ cancel ][ Delete |

Available parameters are listed as follows:

Item Description

Profile Name Type a name for such profile.

Service Choose the SMS provider object profile from the drop down
list.

Username Type a user name that the sender can use to register to

selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31
characters.

Phone Number List | Display the phone number created by clicking Add.

The phone number displayed here will receive the message
when such profile is selected for the access mode of 3G/4G
USB Modem (PPP Mode) under WAN>>Internet Access

94 VigorFly 210 Series User's Guide



of WAN2.

Phone Book Display all of the created names and phone numbers.

When you double click on one of the existed names, the
phone number related to that name will be selected and
displayed on Phone Number List.

Admin edit Click it to add new name with phone number. The result will
be displayed on the Phone Book area.

Add and Delete Phone Number — Type a phone number who will receive
the SMS.

Add - Click it to add the phone number. It will be displayed
on the Phone Number List.

Delete — Click it to remove the selected phone number that
you don’t want.

Message Type the content of the SMS.

Send Message — Click it to send a test message to the
specified phone number.

OK Click it to save the configuration and exit the page.

Cancel Click it to return to the previous page without saving the
configuration.

Delete Delete current profile with the settings configuration.

4.  Enter all the settings and click OK.

3.7.9 Apple iOS Keep Alive

To keep the wireless connection (via Wi-Fi) on iOS device in alive, VigorAP 710 will send
the UDP packets with 5353 port to the specific IP every five seconds.

Applications >> Apple 105 Keep Alive

[ Enable apple i05 Keep alive

Apple 0S5 Keep Alive:

Apple I0S Keep &live can keep 'Wifi connection of i05S device by sending UDP port 5353 packets
gvery 5 seconds,

Index Apple i0OS Keep Alive IP Address Index Apple iOS Keep Alive IP Address

IR e =
[=:E| 5]

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Enable Apple iOS Keep | Check to enable the function.

Alive

Index Display the setting link. Click the index link to open the

configuration page for setting the IP address.
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Item Description

Apple iOS Keep Alive IP | Display the IP address.
Address

3.7.10 Static Host
The host name on the list will be transferred into the IP address specified for that host.
Applications »>> Static Host

Static Host

(1 Enable Static Host Function
Static Host List
Host IP Host Name

Edit Static Host
Host IP

Host Mame
[ add ][ Delete |

[ ok ] [ cancel | [ clear |

Available settings are explained as follows:

Item Description

Enable Static Host Check the box to enable such function.

Function

Static Host List Display a list of the static hosts created.

Edit Static Host Host IP — Type the IP address of the host that you want to

add as a static host.
Host Name — Type the name of the host.

Add - Click it to add the new typed host IP with host name
and display on the Static Host List.

Delete — Remove the selected static host.

OK Click it to save the configuration.

Cancel Click it to discard the configuration.
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3.8 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

' * VPN and Remote Access
* Pemote Acc ontral
* PFP tup

etup

3.8.1 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access == Remote Access Control

Remote Access Control

Enable PPTP ¥PM Service
Enable IPsec ¥PM Service
Enable L2TP YPN Service

Note: If you intend running a ¥PM server inside your LAN, you should uncheck the appropriate protocaol
above to allow pass-through, as well as the appropriate MAT settings.

[ ok | [ clear | [ cancel |

3.8.2 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over
IPSec.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
DialIn PP PAP or CHAP ¥ assigned IP Range  192.168.1. [200 |-
uthentication
Dial-In PPRP i (IP range for DHCP client @ 192,168.1.10 -
Encryption(Mppgy | OPtional MPPE || 192.168.1.100)
Lsertarme | |
Password | |
[ QK | [ cancel |

Available settings are explained as follows:
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Item Description

Dial-In PPP PAP Only - Select this option to force the router to
Authentication authenticate dial-in users with the PAP protocol.

PAP or CHAP - Selecting this option means the router will
attempt to authenticate dial-in users with the CHAP
protocol first. If the dial-in user does not support this
protocol, it will fall back to use the PAP protocol for
authentication.

Dial-In PPP Encryption This option represents that the MPPE encryption method
(MPPE) will be optionally employed in the router for the remote
dial-in user. If the remote dial-in user does not support the
MPPE encryption algorithm, the router will transmit “no
MPPE encrypted packets”. Otherwise, the MPPE
encryption scheme will be used to encrypt the data.

Ciptional MPPE v

Require MPPE(40/128 bit)
Maximur MPPE(128 bit)

Require MPPE (40/128bits) - Selecting this option will
force the router to encrypt packets by using the MPPE
encryption algorithm. In addition, the remote dial-in user
will use 40-bit to perform encryption prior to using 128-bit
for encryption. In other words, if 128-bit MPPE encryption
method is not available, then 40-bit encryption scheme will
be applied to encrypt the data.

Maximum MPPE - This option indicates that the router
will use the MPPE encryption scheme with maximum bits
(128-hit) to encrypt the data.

UserName and Password | The mutual authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
authentication. You should further specify the User Name
and Password of the mutual authentication peer.

IP Address Assignment Enter a range of IP addresses for the dial-in PPP

for Dial-In Users connection. You should choose an IP address from the local
private network. For example, if the local private network
is 192.168.1.0/255.255.255.0, you could choose
192.168.1.200 as the Start IP Address.
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3.8.3 IPSec General Setup

In IPSec General Setup, there are two major parts of configuration.

There are two phases of IPSec.

»  Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using a Pre-Shared Key. The peer that starts the negotiation proposes all its
policies to the remote peer and then remote peer tries to find a highest-priority match
with its policies. Eventually to set up a secure tunnel for IKE Phase 2.

»  Phase 2: negotiation IPSec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPSec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2TP over IPSec. The Tunnel mode will not only

add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the

whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed

between VPN peers. This is achieved by a keyed one-way hash function to the packet to create
a message digest. This digest will be put in the AH and transmitted along with packets. On the

receiving side, the peer will perform the same one-way hash on the packet and compare the
value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

VPN and Remote Access == IPsec General Setup

VPN IKE/IPsec General Setup

Dial-In Set up for Remote Dial-In users

Local Netwaork / Mask

Pre-Shared Key
Pre-Shared Key

IPsec Security Method
Phase 1 Algorithm

Phase 2 Algorithm

IKE Authentication Method

Confirm Pre-Shared Key

192.168.1.0 / |255.255.255.0

Automatic v

Autornatic (v

( Ok | [ cancal |

Available settings are explained as follows:

Item Description

Local Network/Mask Type the IP address with subnet mask of the host.

IKE Authentication This usually applies to those are remote dial-in user or node
Method (LAN-to-LAN) which uses dynamic IP address and

IPSec-related VPN connections such as L2TP over IPSec
and IPSec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
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Confirm Pre-Shared Key- Retype the characters to
confirm the pre-shared key.

IPSec Security Method Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Triple DES (3DES) and AES.

Automatic ¥

Automatic

3JDES

JBES (Any)
AES-123 I
AES5-192
AES-236

After finishing all the settings here, please click OK to save the configuration.

3.8.4 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection. You may set parameters including specified
connection peer ID, connection type (VPN connection - including PPTP, IPSec Tunnel, and
L2TP by itself or over IPSec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

VPN and Remote Access == Remote DialIn User

Remote Access User Accounts

Index User Status Index User Status
1 T * 17 T *
2 777 ® 18 777 ®
3 777 ® 19 277 w
4 777 ® 20 277 ®
5 777 ®, 21 777 "
6 T * 22 T *
7 ?77 ® 23 277 ®
i3 777 ® 24 277 ><
9 777 ® 25 777 ®
10 777 ®, 26 277 "
n T * 27 T *
12 T X 28 o X
13 777 ® 29 277 w
14 777 ® 30 777 ®
15 777 ®, 31 777 "
16 T * 32 T *
Each item is explained as follows:
Item Description
Index Click the number below Index to access into the setting
page of Remote Dial-in User.
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User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Status Display the access state of the specific dial-in user. The

symbol V and X represent the specific dial-in user to be
active and inactive, respectively.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.

VPN and Remote Access >> Remote Dial-In User

Index No. 1

User account and Authentication
M Enable This Account

Idle Timeout 300

Allowed DialIn Type

second(s)

zerMame Y

Password

IKE Authentication Method

MppTR
M 1Psec Tunnel
M L2TP with IPsec Policy |Mone

Pre-Shared Key

O specify Remote Node
Remote Client IP

ar Peer ID

IPsec Security Method
Phase 1 algorithm

Phase 2 algorithm

Local ID (optional)

[

ok ] [ clear ] [ cancel |

Available settings are explained as follows:

ltem

Description

User account and
Authentication

Enable this account - Check the box to enable this function.
Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPSec Tunnel - Allow the remote dial-in user to make an
IPSec VPN connection through Internet.

L2TP with IPSec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:

® None - Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPSec policy first, if it is

applicable during negotiation. Otherwise, the dial-in
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Item Description
VPN connection becomes one pure L2TP connection.

®  Must -Specify the IPSec policy to be definitely applied
on the L2TP connection.

Specify Remote Node

Check the checkbox-You can specify the IP address of the
remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).

Uncheck the checkbox-This means the connection type you
select above will apply the authentication methods and
security methods in the general settings.

User Name - This field is applicable when you select PPTP
or L2TP with or without IPSec policy above. The maximum
length for username is 19 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPSec policy above. The maximum
length for password is 19 characters.

IKE Authentication This group of fields is applicable for IPSec Tunnels and
Method L2TP with IPSec Policy when you specify the IP address of
the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node.

Phase 1/2 Algorithm - It means payload (data) will be

encrypted and authenticated. You may select encryption
algorithm from Triple DES (3DES) and AES.

Local ID (optional) - Specify a local ID to be used for
Dial-in setting in the LAN-to-LAN Profile setup. This item is
optional and can be used only in IKE aggressive mode.

3.8.5 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.
You may set parameters including specified connection direction (dial-in or dial-out),
connection peer 1D, connection type (VPN connection - including PPTP, IPSec Tunnel, and
L2TP by itself or over IPSec) and corresponding security methods, etc.

The router supports 2 VPN tunnels and provides up to 32 profiles simultaneously. The
following figure shows the summary table.
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VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profile

Index Name Status Index Name Status
1 777 = 17 777 =
2 777 = 18 777 ®
3 777 = 19 777 ®,
1 777 = 20 777 ®
5 77 b 21 e X
6 777 = 22 777 ®
i T ® 23 T bt
8 777 = 24 777 ®
9 777 = 25 777 ®
10 777 = 26 77 ®,
1 777 = 21 777 ®
12 T X 28 TR bt
13 777 = 29 777 =
14 777 = 30 777 ®
15 777 = 31 777 ®,
16 777 = 32 777 ®
Each item is explained as follows:
Item Description
Name Indicate the name of the LAN-to-LAN profile. The
symbol ??? represents that the profile is empty.
Status Indicate the status of individual profiles. The symbol V and

X represent the profile to be active and inactive,
respectively.

To edit each profile:

1.  Click each index to edit each profile and you will get the following page. Each
LAN-to-LAN profile includes 4 subgroups. If the fields gray out, it means you may leave
it untouched. The following explanations will guide you to fill all the necessary fields.

For the web page is too long, we divide the page into several sections for explanation.
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VPN and Remote Access >> LANto LAN

Profile Index : 1
1. Common Settings

Profile Name 277 Call Direction @ Both O Dial-out O Dial-
(] Enable this profile In
[T always on
Idle Timeout 300 second(s)
2. Dial-Out Settings
Type of Server | am calling UserMame 277
® prTP Password
© IPsec Tunnel PRP Authentication PAR/CHAPR v
O L2TP with IPsec Policy | None b W] Compression O on ® of
Server IPfHost Name for WP,
(such as draytek.com or 123.45.67.89) IKE Authentication Method

Pre-Shared Key

IPsec Security Method
Phase 1 Algorithm
Phase 2 Algorithm

Available settings are explained as follows:

ltem

Description

Common Settings

Profile Name - Specify a name for the profile of the
LAN-to-LAN connection.

Enable this profile - Check here to activate this profile.

Call Direction - Specify the allowed call direction of this
LAN-to-LAN profile.

® Both:-initiator/responder
® Dial-Out- initiator only
® Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will drop
the connection.

Dial-Out Settings

Type of Server | am calling —

PPTP - Build a PPTP VPN connection to the server through
the Internet. You should set the identity like User Name and
Password below for the authentication of remote server.

IPSec Tunnel - Build an IPSec VPN connection to the server
through Internet.

L2TP with IPSec Policy - Build a L2TP VPN connection
through the Internet. You can select to use L2TP alone or
with IPSec. Select from below:

® None: Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec
policy can be viewed as one pure L2TP connection.

® Nice to Have: Apply the IPSec policy first, if it is
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applicable during negotiation. Otherwise, the dial-out
VPN connection becomes one pure L2TP connection.

® Must: Specify the IPSec policy to be definitely applied
on the L2TP connection.

User Name - This field is applicable when you select, PPTP
or L2TP with or without IPSec policy above. The maximum
length for username is 49 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPSec policy above. The maximum
length for password is 15 characters.

PPP Authentication - This field is applicable when you
select, PPTP or L2TP with or without IPSec policy above.
PAP/CHAP is the most common selection due to wild
compatibility.

VJ compression - This field is applicable when you select
PPTP or L2TP with or without IPSec policy above. VJ
Compression is used for TCP/IP protocol header
compression. Normally set to Yes to improve bandwidth
utilization.

IKE Authentication Method - This group of fields is
applicable for IPSec Tunnels and L2TP with IPSec Policy.

® Pre-Shared Key - Input 1-63 characters as pre-shared
key.

IPSec Security Method - This group of fields is a must for

IPSec Tunnels and L2TP with IPSec Policy.

Advanced - Specify mode, proposal and key life of each IKE
phase, Gateway, etc.

The window of advance setup is shown as below:

IKE advanced settings

IKE phase 1 mode @ Main mode O Aggressive mode
1KE phase 1 algarithm Automnatic % | | SHALMDS | | Group2/GroupS
IKE phase 2 Algorithm Automatic ¥ | | SHALMDS

IKE phase 1 key lifetime 28800 | (900 ~ 36400)

IKE phase 2 key lifetime 3600 | (600 ~ 26400)

Perfect Forward Secret & Disable O Enable

Local ID

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security
proposals to create a protected secure channel. Main mode is
more secure than Aggressive mode since more exchanges are
done in a secure channel to set up the IPSec session.
However, the Aggressive mode is faster. The default value in
Vigor router is Main mode.

® |IKE phase 1 mode-To propose the local available
authentication schemes and encryption algorithms to the
VPN peers, and get its feedback to find a match. Two
combinations are available for Aggressive mode and
nine for Main mode. We suggest you select the
combination that covers the most schemes.

® |KE phase 1 Algorithm and IKE phase 2 Algorithm
-To propose the local available algorithms to the VPN
peers, and get its feedback to find a match. Three
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combinations are available for both modes. We suggest
you select the combination that covers the most
algorithms.

IKE phase 1 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
28800 seconds. You may specify a value in between
900 and 86400 seconds.

IKE phase 2 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
3600 seconds. You may specify a value in between 600
and 86400 seconds.

Local ID-In Aggressive mode, Local ID is on behalf of
the IP address while identity authenticating with remote
VPN server. The length of the ID is limited to 47
characters.

3. Dial-In Settings

Allowed Dial-In Type Userkbame Y
PRTP Password
IPsec Tunnel W1 Compression O on & off
L2TP with IPsec Policy | Mone v
- IKE Authentication Method
[] specify Remote VPN Gateway Pre-shared Ke
Peer WPH Server IP ¥
or Peer 1D IPsec Security Method
Phase 1 Algorithm
Phase 2 algorithm
4. TCPAP Network Settings
Remote Metwork IP 0.0.0.0 Route/NAT Mode Route %
Rermote Metwork Mask |255,255,255.0
Local Metwark 1P 0.0.0.0 [ change default route to this ¥PM tunnel
Local Network Mask 255.255.255.0

[

ok | [ clear | [ cancel |

Available settings are explained as follows:

ltem

Description

Allowed Dial-In
Type

Determine the dial-in connection with different types.

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User Name
and Password of remote dial-in user below.

IPSec Tunnel- Allow the remote dial-in user to trigger an
IPSec VPN connection through Internet.

L2TP with IPSec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:

None - Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec
policy can be viewed as one pure L2TP connection.

Nice to Have - Apply the IPSec policy first, if it is
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applicable during negotiation. Otherwise, the dial-in VPN
connection becomes one pure L2TP connection.

®  Must - Specify the IPSec policy to be definitely applied
on the L2TP connection.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
same with the ID setting in dial-in type) by checking the box.
Also, you should further specify the corresponding security
methods on the right side. If you uncheck the checkbox, the
connection type you select above will apply the authentication
methods and security methods in the general settings.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPSec policy above. The maximum
length for both username is 11 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPSec policy above. The maximum
length for both username is 11 characters.

VJ Compression - VJ Compression is used for TCP/IP
protocol header compression. This field is applicable when you
select PPTP or L2TP with or without IPSec policy above.

IKE Authentication Method - This group of fields is
applicable for IPSec Tunnels and L2TP with IPSec Policy
when you specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as the
pre-shared key.

IPSec Security Method - This group of fields is a must for
IPSec Tunnels and L2TP with IPSec Policy when you specify
the remote node.

Phase 1/2 Algorithm- Encapsulating Security Payload (ESP)
means payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Triple DES (3DES) and
AES.

TCP/IP Network
Settings

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPSec, this is the destination clients IDs of phase 2 quick
mode.

Local Network IP / Local Network Mask - Add a static route
to direct all traffic destined to Local Network IP Address/Local
Network Mask through the VPN connection.

Route/NAT Mode - If the remote network only allows you
to dial in with single IP, please choose NAT, otherwise choose
Route.

Change default route to this VPN tunnel - Check this box to
change the default route with this VPN tunnel. Note that this
setting is available only for one WAN interface is enabled. It is
not available when both WAN interfaces are enabled.
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2. After finishing all the settings here, please click OK to save the configuration.

3.8.6 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out
Tool and clicking Dial button.

VPN and Remote Access == Connection Management

Dial-Out Tool Refresh Seconds : | 10 +
| General Mode: v |
VPN Connection Status

| VPN Type Remote IP  Virtual Network TX Packets BRX Packets TX Bytes BEX Bytes UpTime |

Green Text : Data is encrypted.
Black Text : Data isn't encrypted,

Available settings are explained as follows:

Item Description

General Mode This filed displays the profile configured in LAN-to-LAN
(with Index number and VPN Server IP address).

Dial Click this button to execute dial out function.

Refresh Seconds Choose the time for refresh the dial information among 10,
20, and 30.

Refresh Click this button to refresh the whole connection status.
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3.9 USB Application

USB Application

* Batch Firmware Upgrade

3.9.1 Batch Firmware Upgrade

Usually, the acknowledgement of firmware upgrade is that only the active router which
connects to the host is allowed to have the firmware update for the at one time.

However, in real physical network connection, VigorFly 210 can be connected with other
routers to satisfy different requests from users. Executing the firmware upgrade for others
connected router might not be easy as done in VigorFly210. Fortunately, the new feature of
Batch Firmware Upgrade can solve the problem. Not only it is easy to operate, but also it can
save the time of firmware upgrade for other router(s).

USB Application >> Batch Firmware Upgrade

[0 Enable Batch Firmware Upgrade Server

B e jes 1~ s e e e e =

Index Model Name Firmware Path

Note: DHCP lease time will be set to 60 seconds if Batch Firmware Upgrade Server is enabled.

| ok | [ cancel |

Each item is explained as follows:

ltem

Description

Enable Batch Firmware

Check the box to enable such function and let VigorFly 210

Upgrade Server acts as a firmware upgrade server.
Index Display the number of the batch profile.
Model Name Display the name of the profile.

Firmware Path

Display the path that the firmware is located.

1. Inserta USB disk to the USB port on VigorFly 210.

2. Create a directory for storing firmware downloaded from DrayTek website on USB disk.
For example, create a folder named “Vigor2860” which is ready to store the newly

firmware for Vigor2860.

3. Open USB Application>>Batch Firmware Upgrade from the web user interface of

VigorFly 210.
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4. Check the box of Enable Batch Firmware Upgrade Server.

5. To create a firmware upgrade profile, simply click one of the index numbers to open the
following web page.

USB Application >> Batch Firmware Upgrade

Model Name and Firmware Path
Model Mame vigor27el (v

Firmware Path

[ add | [ clear ] [ cancel |

Available settings are explained as follows:

Item Description

Model Name Use the drop down list to choose the model you want. For
example, choose Vigor2860.

Firmware Path Write down the location of the firmware including the name
and the directory.

In this case, type /fw/vigor2860/vigor2860.all.

Add Click it to add the settings configuration and return to
previous page. A new created profile will be displayed on
the previous page.

Clear Click it to cancel the settings configuration.

Cancel Click it to cancel the settings configuration and return to
last web page.

6. Choose the model name and specify the path of the firmware located. Click Add.

7. Press the Factory Reset button of VigorFly 210 for 10 or more seconds. Now, the
firmware will be upgraded automatically.
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3.10 Wireless LAN
3.10.1 Basic Concepts

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor router is designed for maximum flexibility and
efficiency of a small office/home. Any authorized staff can bring a built-in WLAN client PDA
or notebook into a meeting room for conference without laying a clot of LAN cable or drilling
holes everywhere. Wireless LAN enables high mobility so WLAN users can simultaneously
access all LAN facilities just like on a wired LAN as well as Internet access

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11n draft 2 protocol. To boost its performance further, the Vigor Router is
also loaded with advanced wireless technology to lift up data rate up to 300 Mbps*. Hence,
you can finally smoothly enjoy stream music and video.

Note: * The actual data throughput will vary according to the network conditions and
environmental factors, including volume of network traffic, network overhead and
building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the
information of this wireless network, including its SSID as identification, located channel etc.

Internet
SSID: Draytek
Channel: 6
\ = Mode: WEP only
i; - -
g

K

192.168.1.2 192.168.1.1

Security Overview

Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES encryption
engine so it can apply the highest protection to your data without influencing user experience.

Complete Security Standard Selection: To ensure the security and privacy of your wireless
communication, we provide several prevailing standards on market.
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WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

Below shows the menu items for Wireless LAN.
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3.10.2 General Setup

By clicking the General Setup, a new web page will appear so that you could configure the
SSID and the wireless channel.

Please refer to the following figure for more information.

Wireless LAN >> General Setup

General Setting ( IEEE 802.11)

Enable Wireless LAN

Mode Mized(1lbh+11g+11n) %
Hide SSID SSID Isolate LAN Isolate Member IGMP Snooping
1 O DrayTek O O O
2 O O O O
3 O O O O
Hide SSID: Prevent SSID from being scanned.
Isolate Member:  Wireless clients (stations) with the same SSID cannot access for each
other.
SSID4: Reserved for Universal Repeater mode so it's not listed,
Isolate LAN: wireless clients {stations) with the same SSID cannot access wired PCs

on Lan, If Multi-vLaM function is enabled, this function can't be used.

Channel : 2437MHz (Channel ) |+

Extension Channel : 2417MHz (Channel 21w

Packet-OYERDRIVE

M Tx Burst

Note :

1.T% Burst only supports 11g mode.

2.The same technology must also be supported in clients to boost WLAN performance.

Universal Repeater
LlEnable
Note :

If Universal Repeater is enabled, one additional wireless interface is treated as WAN port,
The wireless AP interface and the ethernet ports are LAM ports.

Antenna : 2ZT2R

Tx Power 100% [+

Channel Width : @ auto 20/40 MHZ O 20 MHZ
[ QK ] [ cancel |

Available settings are explained as follows:

Item Description
Enable Wireless LAN Check the box to enable wireless function.
Mode At present, the router can connect to, 11g Only, 11b Only,

11n Only, Mixed (11g+11n), Mixed (11b+11g), Mixed
(11b+11g+11n) stations simultaneously. Simply choose
Mixed (11b+11g+11n) mode.
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Mixed(1lb+11lg+11n) +

11bh Only
11g Only
11n Only
Mixed(11b+11qg)
(Mized{1ig+11n

Hide SSID Check it to prevent from wireless sniffing and make it
harder for unauthorized clients or STAs to join your
wireless LAN. Depending on the wireless utility, the user
may only see the information except SSID or just cannot
see any thing about Vigor wireless router while site
surveying. The system allows you to set three sets of SSID
for different usage.

SSID Set a name for the router to be identified.

Isolate LAN Wireless clients (stations) with the same SSID can access
for each other through Access Point and access Internet via
WAN interface; however, they cannot access wired PCs on
LAN.

Isolate Member Wireless clients (stations) with the same SSID cannot
access for each other through Access Point; however, they
can access wired PCs on LAN and access Internet via WAN
interface.

IGMP Snooping Check the box to activate IGMP snooping for the station
which access into Internet through such SSID.

Channel Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select AutoSelect to let
system determine for you.

2437MHz (Channel 6)

SutoSelect

2412MHz (Channel 1)
2417MHz (Channel 2)
2422MHz (Channel 33
2427MHz (Channel 43
2432MHz (Channel 5

2437MHz (Channel 6)
2442MHz (Channel 73

2447MHz (Channel 23
2452MHz (Channel 9)
= 2457MHz (Channel 101 -
1l 2462MHz (Channel 11)
Extension Channel Such channel will be brought out automatically when you

determine the Channel selection.
It can help to extend the bandwidth for wireless connection.
Such value can be modified manually.

Packet-OVERDRIVE This feature can enhance the performance in data
transmission about 40%* more (by checking Tx Burst). It
is active only when both sides of Access Point and Station
(in wireless client) invoke this function at the same time.
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That is, the wireless client must support this feature and
invoke the function, too.

Note: Vigor N61 wireless adapter supports this function.
Therefore, you can use and install it into your PC for
matching with Packet-OVERDRIVE (refer to the following
picture of Vigor N61 wireless utility window, choose
Enable for TXBURST on the tab of Option).

Universal Repeater

If such mode is enabled, the access point can act as a
wireless repeater; it can be Station and AP at the same time.
It can use Station function to connect to a Root AP and use
AP function to service all wireless stations within its
coverage.

Check this box to enable the function. Besides, it will be
displayed on the Wireless LAN for you to access for
detailed configuration.

Open Wireless LAN>>Universal Repeater. Please refer to
the corresponding section for detailed information.

Antenna

Specify the type of the antenna used for your router.

Tx Power

Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

100% w

80%
B0%
30%
20%
10%

Channel Width

Auto 20/40 MHZ - The router will use 20Mhz or 40Mhz
for data transmission and receiving according to the station
capability. Such channel can increase the performance for
data transmission.

20 MHZ- the router will use 20Mhz for data transmitting
and receiving between the AP and the stations.

After finishing all the settings here, please click OK to save the configuration.
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3.10.3 Security

This page allows you to set security with different modes for SSID 1, 2 and 3 respectively.
After configuring the correct settings, please click OK to save and invoke it.

By clicking the Security Settings, a new web page will appear so that you could configure the
settings.

Wireless LAN == Security Settings

SS8ID 1 S5ID 2 S5ID 3

rMode Mized(WRA+HYWPRLZ 1 PSK hd

Set up Radius Server if 802.1% is enahled.

WPA
WPA Algorithms @TEIP OsES O TKIP/ES
Pass Phrase sesssssnesene
Key Renewal Interval 3600 | seconds
PME Cache Period minutes
Pre-suthentication Disable Enable
WEP
Key 1:
Key 2
by 20
key 4
802, 1z WEP Disable Enable

For 64 bit WEP key

Type 5§ ASCII characters or 10 Hexadecimal digits.
For 128 bit WEP key

Type 13 ASCII characters or 26 Hexadecimal digits.

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Mode There are several modes provided for you to choose.

Disable b

Disable
WEF
|WPA/PSK

Mixed(WPA+WPAZ)/PSK
WEP/B02.1x

WPA/S02.1x

WPAZ/B02.1x%
Mixed(WPA+WPAZ)/B02.1x

® Disable
The encryption mechanism is turned off.
e WEP
Accepts only WEP clients and the encryption key should be entered in WEP Key.
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551D 1 581D 2 S5ID 3

Mode WEP v

Set up Radius Server if 802, 1% is enabled.
WPA

WPA Algorithms TEIP AES TKIP/AES

Pass Phrase

Key Renewal Interval seconds
PME Cache Period minutes
Pre-asuthentication Disable Enable

WEP
O Key 1: Hex | w
® key 2. Hex %
O Key 2 Hex &
O Key 4 Hew
802.1x WEP Disable Enable

For 64 bit WEP key

Type 5 ASCII characters or 10 Hexadecimal digits.
For 128 bit WEP key

Type 13 ASCII characters or 26 Hexadecimal digits.

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

WEP Keyl-Key4 Four keys can be entered here, but only one key can be
selected at a time. The format of WEP Key is restricted to 5
ASCII characters or 10 hexadecimal values in 64-bit
encryption level, or restricted to 13 ASCII characters or 26
hexadecimal values in 128-bit encryption level. The
allowed content is the ASCII characters from 33(!) to
126(~) except '# and ',".

Hex |+

ASCI
Hex
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WPA/PSK or WPA2/PSK or Mixed (WPA+WPA2)/PSK

Accepts only WPA clients and the encryption key should be entered in PSK. The WPA
encrypts each frame transmitted from the radio using the key, which either PSK
(Pre-Shared Key) entered manually in this field below or automatically negotiated via
802.1x authentication.

S5ID 1 SSID 2 §S5ID 3

Mode YW PAPSK v

Set up Radius Server if 802.1x is enabled.

WPA
WPA Algarithms ®TKIP O aES O TKIP/AES
Pass Phrase sssssssseREEe
kKey Renewal Interval 3600 | seconds
PME Cache Period minutes
Pre-authentication Disable = Enable
WEP
key 1
key 2
key 3
Key 4
802, 1% WEP Disable Enable

For 64 bhit WEP key

Type 5 ASCII characters or 10 Hexadecimal digits.
For 128 bit WEP key

Type 13 ASCII characters or 26 Hexadecimal digits.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description
WPA Algorithm Select TKIP, AES or TKIP/AES as the algorithm for WPA.
Pass Phrase Either 8~63 ASCII characters, such as 012345678..(or 64

Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Key Renewal WPA uses shared key for authentication to the network.
Interval However, normal network operations use a different
encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the
renewal security time (seconds) in the column. Smaller
interval leads to greater security but lower performance.
Default is 3600 seconds. Set 0 to disable re-key.

WEP/802.1x

The built-in RADIUS client feature enables the router to assist the remote dial-in user or
a wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.
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The WPA encrypts each frame transmitted from the radio using the key, which either
PSK (Pre-Shared Key) entered manually in this field below or automatically negotiated
via 802.1x authentication. Select WPA, WPA2 or Auto as WPA mode.

SS5ID 1 SS5ID 2 S5ID 3

Made WEP/202.1x b

Set up Radius Server if 802.1x is enabled.
WPA

WPA algorithms TKIP HES TKIP/AES

Pass Phrase

kKey Renewal Interval seconds
PME Cache Period minutes
Pre-authentication Disable  Enahble
WEP
key 1
Key 2
key 2
key 4
802,1x WEP O Disable @ Enable

For 64 bit WEP key

Type 5 45CII characters or 10 Hexadecimal digits.
For 128 bit WEP key

Type 13 ASCII characters or 26 Hexadecimal digits.

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

802.1x WEP Disable - Disable the WEP Encryption. Data sent to the AP
will not be encrypted.

Enable - Enable the WEP Encryption.

RADIUS Server Guide you to access into next pop-up window to configure
RADIUS server settings.

Click the link of RADIUS Server to access into the following page for more settings.

(=3 hitp:/7192.168.1_1 - RADIUS Server Seinp - Microsoft Intermet Explorer

Radius Server

IP Address

Port 1812
Shared Secret

Session Timeout u]
Available settings are explained as follows:
Item Description
IP Address Enter the IP address of RADIUS server.
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Port

The UDP port number that the RADIUS server is using.
The default value is 1812, based on RFC 2138.

Shared Secret

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Session Timeout

Set the maximum time of service provided before
re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)

WPA/802.1x

The WPA encrypts each frame transmitted from the radio using the key, which either

PSK (Pre-Shared Key) entered manually in this field below or automatically negotiated
via 802.1x authentication.

Available settings are explained as follows:

Item Description

WPA Algorithms Select TKIP, AES or TKIP/AES as the algorithm for WPA.
Key Renewal WPA uses shared key for authentication to the network.
Interval However, normal network operations use a different

encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the
renewal security time (seconds) in the column. Smaller
interval leads to greater security but lower performance.
Default is 3600 seconds. Set O to disable re-key.
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RADIUS Server Guide you to access into next pop-up window to configure
RADIUS server settings.

Click the link of RADIUS Server to access into the following page for more settings.

¥=) hitp://192.168.1_1 - RADIUS Server Setnp - Microsoft Intermet Explorer

Radius Server

IP Address
Port 1812
Shared Secret

Session Timeout ]

Available settings are explained as follows:

Item Description

IP Address Enter the IP address of RADIUS server.

Port The UDP port number that the RADIUS server is using.
The default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to

authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Session Timeout Set the maximum time of service provided before
re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)
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WPA2/802.1x

The WPA encrypts each frame transmitted from the radio using the key, which either
PSK (Pre-Shared Key) entered manually in this field below or automatically negotiated

via 802.1x authentication.

S8ID 1 S8ID 2

Mode

§8ID 3

WPAZB02,1x b

Set up Radius Server if 802.1x is enabled.

WPA
WPA Algorithms ®TKIP O aEs O TKIP/AES
Pass Phrase
key Renewal Interval 3600 | seconds
PME Cache Period 10 minutes
Pre-Authentication @ Disable O Enable
WEP
key 1
Key 2 :
Key 3 :
Key 4 :
802.1x WEP Disable Enable

For 64 bit WEP key

Type & ASCII characters or 10 Hexadecimal digits.

For 128 bit WEP key

Type 13 ASCII characters or 26 Hexadecimal digits.

[ QK ] [ ?ancel ]

Available settings are explained as follows:

Item Description

WPA Algorithms Select TKIP, AES or TKIP/AES as the algorithm for WPA.
Key Renewal WPA uses shared key for authentication to the network.
Interval However, normal network operations use a different

encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the
renewal security time (seconds) in the column. Smaller
interval leads to greater security but lower performance.
Default is 3600 seconds. Set 0 to disable re-key.

PMK Cache Period

Set the expire time of WPA2 PMK (Pairwise master key)
cache. PMK Cache manages the list from the BSSIDs in the
associated SSID with which it has pre-authenticated.

Pre-Authentication

Enables a station to authenticate to multiple APs for
roaming securer and faster. With the pre-authentication
procedure defined in IEEE 802.11i specification, the
pre-four-way-handshake can reduce handoff delay
perceivable by a mobile node. It makes roaming faster and
more secure. (Only valid in WPA2)

Enable - Enable IEEE 802.1X Pre-Authentication.
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Disable - Disable IEEE 802.1X Pre-Authentication.

RADIUS Server Guide you to access into next pop-up window to configure
RADIUS server settings.

Click the link of RADIUS Server to access into the following page for more settings.

43 hitp:/7192.168.1_1 - RADIUS Server Seinp - Microsoft Intermet Explorer

Radius Server

IP Address
Port 1812

Shared Secret

Session Timeout u}

Available settings are explained as follows:

Item Description
IP Address Enter the IP address of RADIUS server.
Port The UDP port number that the RADIUS server is using.

The default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Session Timeout Set the maximum time of service provided before
re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)
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Mixed (WPA+WPA2)/802.1x

The WPA encrypts each frame transmitted from the radio using the key, which either
PSK (Pre-Shared Key) entered manually in this field below or automatically negotiated

via 802.1x authentication.

S6ID 1 SS5ID 2

Mode

551D 3

Mixed(WPA+WPAZY/E02 1 ¥

Set up Radius Server if 802.1x is enabled.

WPA
WPA Algorithms

Pass Phrase

@TKIP QAES O TKIP/AES

Key Renewal Interval 3600 | seconds

PrK Cache Period

minutes

Pre-authentication Disable Enable

WEP
kKey 1.
Key 2
Key 3
key 4.
B802.1% WEP

For 64 bit WEP key

Disable Enable

Type 5 ASCII characters or 10 Hexadecimal digits.

I For 128 bit WEP key

Type 13 ASCII characters or 26 Hexadecimal digits.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

WPA Algorithms Select TKIP, AES or TKIP/AES as the algorithm for WPA.
Key Renewal WPA uses shared key for authentication to the network.
Interval However, normal network operations use a different

encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the
renewal security time (seconds) in the column. Smaller
interval leads to greater security but lower performance.
Default is 3600 seconds. Set 0 to disable re-key.?

RADIUS Server

Guide you to access into next pop-up window to configure
RADIUS server settings.
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Click the link of RADIUS Server to access into the following page for more settings.

F=3 http:/1192 168 1.1 - RADIUS Server Setnp - Microsoft Internet Explorer

Radius Server

IP Address
Part 1812

Shared Secret

Session Timeout ]

Available settings are explained as follows:

Item Description
IP Address Enter the IP address of RADIUS server.
Port The UDP port number that the RADIUS server is using.

The default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Session Timeout Set the maximum time of service provided before
re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)

3.10.4 Access Control

For additional security of wireless access, the Access Control facility allows you to restrict
the network access right by controlling the wireless LAN MAC address of client. Only the
valid MAC address that has been configured can access the wireless LAN interface. By
clicking the Access Control, a new web page will appear, as depicted below, so that you
could edit the clients' MAC addresses to control their access rights (deny or allow).

Wireless LAN => Access Control

SSID 1 SSID 2 SSID 3

Policy: |Disable v

MAC Address Filter
Index MAC Address
1 12:34:12:34:11:51

Client's MAC Address : H : : H
[ add | [ pelete | [ Edit | [ cancel |

[ ok ][ cancel ]
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Available settings are explained as follows:

Item Description

Policy Select to enable any one of the following policy or disable
the policy. Choose Activate MAC address filter to type in
the MAC addresses for other clients in the network
manually. Choose Isolate WLAN from LAN will separate
all the WLAN stations from LAN based on the MAC
Address list.

Activate MAC address filter v
Disable

Activate MAC address filter

Blocked MAC address filter

MAC Address Filter Display all MAC addresses that are edited before.

Client’s MAC Address - Manually enter the MAC address
of wireless client.

Add - Add a new MAC address into the list.

Delete - Delete the selected MAC address in the list.
Edit - Edit the selected MAC address in the list.
Cancel - Give up the access control set up.

3.10.5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and
WPAZ2.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

Internet

Wireless

| IJ Card Installed
p N ConnectionviawpPs //

|If\\ APROuter /..;I ----------------f\ Station jx

SetSSID and @
Encryption (WPA/WPAZ2) -

PIN Code

Note: Such function is available for the wireless station with WPS supported.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.

On the side of VigorFly 210 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side of a
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station with network card installed, press Start PBC button of network card.

AP Router

WLAN Card
@ . \\\ ((( =

WEB Interface Button on AP Router

J

If you want to use PIN code, you have to know the PIN code specified in wireless client. Then
provide the PIN code of the wireless client you wish to connect to the vigor router.

PIN Code

AP Router

WLAN Card

Lk‘i \\ ((( Define a
PIN Code of Station PIN Code

WESB Interface

Wireless LAN == WPS (Wi-Fi Protected Setup)

Enable WPS

Wi-Fi Protected Setup Information

WPS Current Status Mot Used

WPS Configured Yes

WPS SSID DrayTek

WPS Auth Mode Mixed{(WPA+WPAZ)/PSK
WPS Encryp Type TKIP

Device Configure

Configure via Push Button

Configure via Client PinCode

Note :  WPS can help your wireless client automatically connect to the Access point.
WPS is Disabled.

WPS is Enabled.

Waiting for WPS requests from wireless clients.

Available settings are explained as follows:

Item Description

Enable WPS Check this box to enable WPS setting.

WPS Current Status

Display related system information for WPS. If the wireless
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Item Description

security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

WPS SSID Display current selected SSID.

WPS Auth Mode Display current authentication mode of the router. Only
WPA2/PSK and WPA/PSK support WPS.

WPS Encryp Type Display encryption mode (None, WEP, TKIP, AES, etc.) of
the router.

Configure via Push Click Start PBC to invoke Push-Button style WPS setup

Button procedure. The router will wait for WPS requests from

wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return
to normal condition after two minutes. (You need to setup
WPS within two minutes)

Configure via Client Type the PIN code specified in wireless client you wish to
PinCode connect, and click Start PIN button. The WLAN LED on
the router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need to
setup WPS within two minutes.

3.10.6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points
(AP) wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANSs through the air.
®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

128 VigorFly 210 Series User's Guide



LAN3

WDS Bridge Link

LAN1 LAN2
The application for the WDS-Repeater mode is depicted as below:

WDS Link

WDS Link

Host with Host with _ Hostwith
bridge Interface 1 repeater Interface bridge Interface 2

-
- -
- -
______
______
- --
-----------------

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.
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- -
-- -

- -
- = -

WDS Link

WDS Link

Host with Host with ~ Hostwith
bridge Interface 1 bridge Interface 2 bridge Interface 3

Click WDS from Wireless LAN menu. The following page will be shown.

Wireless LAN >> WDS Settings

WDS Settings
WDS Mode Repeater Mode [+ Phy Mode : HTMIX
Disable
1. Security Bridge Mode 3. Security
®pisable Owep OTkip O AES ®pisable Owep OTrIP O AES
Key | | Key | |
Peer MAC Address PEETNETHE |:| |:| |:|
2. Security 4. Security
@ pisable Qwep OTrIP O AES ®pisable Owepr OTrip O aES
key | | Key : | |
Peer MAC Address Peer MAC Address
[ ok | [ cancel |
Available settings are explained as follows:
Item Description
WDS Mode Choose the mode for WDS setting. Disable mode will not

invoke any WDS setting. Bridge Mode is designed to
fulfill the first type of application. Repeater Mode is for
the second one.

Bridge Mode |+
Disable

Repeater Mode

Security There are several types for security, Disabled, WEP,
TKIP, AES and Key or Peer Mac Address field valid or
not. Choose one of the types for the router. Please disable
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Item Description

the unused link to get better performance.

Key - Type 8 ~ 63 ASCII characters or 64 hexadecimal
digits leading by “0x”.

Peer Mac Address Four peer MAC addresses are allowed to be entered in this
page at one time.

Phy Mode Display the transmission rates developed with HTMIX.

After finishing all the settings here, please click OK to save the configuration.

3.10.7 Universal Repeater

This menu is available only when it is enabled in Wireless LAN>>General Setup. It allows
you to specify which AP that remote client can connect to.

The access point can act as a wireless repeater; it can be Station and AP at the same time. It
can use Station function to connect to a Root AP and use AP function to serve all wireless
stations within its coverage.

Note: While using Universal Repeater Mode, the access point will demodulate the
received signal. Please check if this signal is noise for the operating network, then have
the signal modulated and amplified again. The output power of this mode is the same as
that of WDS and normal AP mode.

Wireless LAN >> Universal Repeater

Universal Repeater Parameters

S5ID

MAC Address (Optional)

Channel 2437MHz (Channel 6] %
Security Mode Open A

Encryption Type Mone

WEF Keys

O kay 1 Hex v
O Key 2. Hex %
O key 3. Hex w
O key 4 Hex »

MNote : If Channel is modified, the Channel setting of AP would also be changed.

Universal Repeater Auto Connection
Auto Cannection [Enakle
Show auto-connection list

Universal Repeater IP Configuration

Connection Type Static IP w
IP &ddress 172.16.3.130
Subnet Mask 255,255,255.0
Gateway IP Address 172.16.3.1

[ oK 1 [Cancel]

Available settings are explained as follows:
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Item Description

Universal Repeater SSID - Set a name for the router to be identified.

Parameters MAC Address (Optional) - Type the MAC address of the
Access Point that VigorFly 210 wants to connect to.

Channel — Means the channel of frequency of the wireless
LAN. The default channel is 6. You may switch channel if
the selected channel is under serious interference. If you
have no idea of choosing the frequency, please select
AutoSelect to let system determine for you.

Security Mode - There are several modes provided for you
to choose. Each mode will bring up different parameters
(e.g., WEP keys, Pass Phrase) for you to configure.

Open W
Open_
Shared
WPA/PSK
WPAZ/PSK

Universal Repeater Auto | Before enabling such function, you have to manually type
Connection SSID, MAC Address, Channel, Security Mode and
Encryption Type (if required) of the access point you want
to use first, and click OK to save the settings.

Auto Connection — Check the Enable box to perform the
network connection automatically.

Show auto-connection list — Click it to open another page
which will display all the access point(s) available for
Universal Repeater mode for automatic network
connection.

Wireless LAN >> Auto Connection List

Auto Connection List

Channel SSID BSSID Authentication Encryption
[N DrayTek a QPEN Naohe

If you have no idea about the SSID and MAC address of the
access point you want to connect, simply go to Wireless
LAN>>Access Point Discovery. Click Scan and wait for
the scanned result. Choose one of the scanned devices you
want and click the Select button on the bottom. The related
information (including SSID, MAC address, Channel,
Security mode, Encryption type, and so on) of that access
point will be brought and displayed on this page
automatically. Then, check Enable for Auto Connection
and click OK to save the changes. VigorFly 210 will keep
such information. Next time, it will make network
connection for the computer(s) in LAN automatically when
the computer is powered on.

Universal Repeater IP Choose it to let current router (treated as a client)
Configuration connecting to other Access Point. You have to specify
connection type, IP address, Subnet Mask and Gateway IP
address of this router.

Connection Type — Choose Static IP or DHCP.
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Description

IP Address — It is available when Static IP is selected.
Type the IP address of VigorFly 210.

Subnet Mask — It is available when Static IP is selected.
Type the subnet mask for the IP address configured above.

Gateway IP Address — It is available when Static IP is
selected. Type an IP address of the gateway for VigorFly
210.

Router Name — It is available when DHCP is selected. You
can change the default name if required.

Open / Shared Mode

Wireless LAN == Universal Repeater

Universal Repeater Parameters

S5ID

MAC Address (Optional)
Channel

Security Mode
Encryption Type

VWEP Keys

O kKey 1:

O Key 2

O key 3

O key 4

2437MHz (Channel 61 %

Zpen b

Hone |

W ER
Hex %
Hex ¥
Hex |+
Hex |+

Note : If Channel is modified,

the Channel setting of AP would also be changed.,

Available settings are explained as follows:

Item Description

Encryption Type Choose None to disable the WEP Encryption. Data sent to
the AP will not be encrypted. To enable WEP encryption
for data transmission, please choose WEP.

WEP Keys Four keys can be entered here, but only one key can be

selected at a time. The format of WEP Key is restricted to 5
ASCII characters or 10 hexadecimal values in 64-bit
encryption level, or restricted to 13 ASCII characters or 26
hexadecimal values in 128-bit encryption level. The
allowed content is the ASCII characters from 33(!) to
126(~) except '# and ',".
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WPA/PSK Mode and WPA2/PSK Mode

Wireless LAN == Universal Repeater

Universal Repeater Parameters

551D

MAC address (Optional)

Channel 2437MHz (Channel 6] |+
Security Mode WRAPSK v

Encryption Type TEIP [&

Pass Phrase

Note : If Channel is modified, the Channel setting of AP would also be changed.

Available settings are explained as follows:

Item Description
Encryption Type Select TKIP or AES as the algorithm for WPA.
Pass Phrase Either 8~63 ASCII characters, such as 012345678 (or 64

Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

After finishing all the settings here, please click OK to save the configuration.
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3.10.8 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood.
Based on the scanning result, users will know which channel is clean for usage. Also, it can be
used to facilitate finding an AP for a WDS link. Notice that during the scanning process (about
5 seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP
which is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN >> Access Point Discovery

Access Point List

SSID BSSID RSSI Channel Encryption Authentication

() guests_SF 02:1d:aa:84:b4: 7c 100% 1 HES WEAZPSE

() staffs_6F 00: 1d:aa:9c: fh: 28 26 1 TKIF/AES WPAZ/PSE

) staffs_6F&... 02:1d:aa:9c: fh: 28 31% 1 TKIF/AES WPAZ

() COOLWIFI 36:f6:2d:0c:0b: 9 553 1 AES WRAZ/PSK

() staffs_GF 00: 1d:aa:84:b4: 7o 100% 1 TKIPFAES  Mixed{WPA+WRAZ)/PSK
() 28600rayTe... 02:1d:3a:b6: 1b:bS 100% 8 AES WP AZ

() DrayTek-La... 02:50:FHh22:33: 44 4435 11 TKIP/AES Mixed{WPA+HWPAZ)/PSK

See Channel Statistics

Note : During the scanning process {about § seconds), no station is allowed to connect with the
router,

AP's MAC Address : : : : : apP's 551D
Add to WDS Settings: ® Bridge O Repeater

Select as Universal Repeater:

Available settings are explained as follows:

Item Description

SSID Display the SSID of the AP scanned by this router.

BSSID Display the MAC address of the AP scanned by this router.
RSSI Display the signal strength. RSSI is the abbreviation of

Receive Signal Strength Indication.

Channel Display the wireless channel used for the AP that is scanned
by this router.
Encryption Display the encryption mode for the scanned AP.

Authentication

Display the authentication type that the scanned AP applied.

Scan

It is used to discover all the connected AP. The results will
be shown on the box above this button

Channel Statistics

It displays the statistics for the channels used by APs.

AP’s MAC Address

If you want the found AP applying the WDS settings,
please type in the AP’s MAC address.

AP’s SSID

To specify an AP to be applied with WDS settings, you can
specify MAC address or SSID for the AP. Here is the place
that you can type the SSID of the AP.
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Description

Add to WDS Settings

Click Bridge or Repeater for the specified AP. Next, click
Add. Later, the MAC address of the AP will be added and
be shown on WDS settings page.

Select as Universal

Repeater

Choose one of the above scanned AP and click Select.
Corresponding settings of the selected AP will be displayed
and applied on Wireless LAN>>Universal Repeater page.

After finishing all the settings here, please click OK to save the configuration.

3.10.9 WDS AP Status

This page display current status for the Access Point

Wireless LAN == WDS AP Status

WDS AP List

AID MAC Address

802.11 Physical Mode

Power Save Bandwidth

3.10.10 WMM Configuration

WMM is an abbreviation of Wi-Fi Multimedia. It defines the priority levels for four access
categories derived from 802.1d (prioritization tabs). The categories are designed with specific
types of traffic, voice, video, best effort and low priority data. There are four accessing

categories - AC_BE , AC_BK, AC_VI and AC_VO for WMM.

APSD (automatic power-save delivery) is an enhancement over the power-save mechanisms
supported by Wi-Fi networks. It allows devices to take more time in sleeping state and
consume less power to improve the performance by minimizing transmission latency. Such
function is designed for mobile and cordless phones that support VVolP mostly.

Wireless LAN >> WMM Configuration

WMM Configuration

WM Capable OEnable @ pisable
WMM Parameters of Access Point
Aifsn CWMin CWMax Txop ACM AckPolicy
AC_BE c 15w 3 W 1] ¥ O
AC_BK 7 15 v 1027+ 1] "] [F
AC_WI 1 7 15 & a4 F i
AC_WO 1 3 7w 47 " "
WMM Parameters of Station
Aifsn CWMin CWMax Txop ACM
AC_BE 3 15 v 1025+ 0 O
AC_BE 7 15 1027 v o O
AC_NI 2 7 15 94 O
AC_N0 2 3 7 47 O
( Ok | [ cancal |

Available settings are explained as follows:
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Item Description

WMM Capable To apply WMM parameters for wireless data transmission,
please click the Enable radio button.

Aifsn It controls how long the client waits for each data

transmission. Please specify the value ranging from 1 to 15.
Such parameter will influence the time delay for WMM
accessing categories. For the service of voice or video
image, please set small value for AC_VI and AC_VO
categories. As to the service of e-mail or web browsing,
please set large value for AC_BE and AC_BK categories.

CWMin/CWMax

CWMin means contention Window-Min and CWMax
means contention Window-Max. Please specify the value
ranging from 1 to 15. Be aware that CWMax value must be
greater than CWMIin or equals to CWMin value. Both
values will influence the time delay for WMM accessing
categories. The difference between AC_VI and AC_VO
categories must be smaller; however, the difference
between AC_BE and AC_BK categories must be greater.

Txop

It means transmission opportunity. For WMM categories of
AC_VIand AC_VO that need higher priorities in data
transmission, please set greater value for them to get
highest transmission opportunity. Specify the value ranging
from 0 to 65535.

ACM

It is an abbreviation of Admission Control Mandatory. It
can restrict stations from using specific category class if it
is checked.

AckPolicy

“Uncheck” (default value) the box means the AP router will
answer the response request while transmitting WMM
packets through wireless connection. It can assure that the
peer must receive the WMM packets.

After finishing all the settings here, please click OK to save the configuration.
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3.10.11 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code.

Wireless LAN == Station List

Station List
MAC Address SSID Auth Encrypt

Add to Access Control :
Client's MAC Address :
Add

Available settings are explained as follows:

Item Description

MAC Address Display the MAC Address for the connecting client.

SSID Display the SSID that the wireless client connects to.

Auth Display the authentication that the wireless client uses for
connection with such AP.

Encrypt Display the encryption mode used by the wireless client.

Refresh Click this button to refresh the status of station list.

Add to Access Control Client’s MAC Address - For additional security of

wireless access, the Access Control facility allows you to
restrict the network access right by controlling the wireless
LAN MAC address of client. Only the valid MAC address
that has been configured can access the wireless LAN
interface.

Add - Click this button to add current typed MAC address
into Access Control.

After finishing all the settings here, please click OK to save the configuration.
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3.11 IPv6

3.11.1 WAN General Setup

This page defines the IPv6 connection types for WAN interface. Possible types contain
Link-Local only, Static IPv6 and TSPC. Each type requires different parameter settings.

IPvt == WAN General Setup

WAN IPv6 Configuration

Connection Type Link Local Only »
Link Local Only
IPvE Address feB0:: 250: 7fff: feca: Be9d
Prefix Length 64
[ ok ] [ cancel |

WAN IPv6 Configuration

Connection Type Link Local Only '+
Link Local Only Static IPv&

TSPC
IPv6 Address DHCPvE Client
Prefix Length PRP

Etod

Link Local Only

Link Local address is used for communicating with neighbouring nodes on the same link. It is
defined by the address prefix fe80::/10. You don't need to setup Link-Local address manually
for it is generated automatically according to your MAC Address.

IPvE »>> WAN General Setup

WAN IPvE Configuration

| IPv6 Connection Type Link-Local Only
Link-Local Only
|PvE Address fed0::250:7ff-fe358:60ca
Prefix Length 64
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Available settings are explained as follows:

Item Description

MAC Address Display the MAC Address for the connecting client.

IPv6 Address The least significant 64 bits are usually chosen as the
interface hardware address constructed in modified EUI-64
format.

Prefix Length Display the fixed value (64) for prefix length.

Static IPv6

This type allows you to setup static IPv6 address for WAN.
IPvt == WAN General Setup

WAN IPv6 Configuration

Connection Type

Static IPv6 Settings

IPvE Address
Prefix Length
Default Gateway

Primary DNS Server

Secondary DMS Server

Note : Static IPv6 is only applied to WAN1 Static IP Mode.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

IPv6 Address Type your IPv6 static IP here.

Prefix Length Type your IPv6 address prefix length here.
Gateway IPv6 Server Type your IPv6 gateway address here.

Primary DNS Server Type your IPv6 primary DNS Server address here.
Secondary DNS Server Type your IPv6 secondary DNS Server address here.

TSPC

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexage
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to the Internet.

140 VigorFly 210 Series User's Guide



IPv6 == WAN General Setup

WAN IPv6 Configuration

Connection Type

TSPC Settings

Username
Password
Confirm Password

Tunnel Broker

broker freenets.net

Tunnel Mode IPv&-in-IPv4 Tunnel e
Auto-Reconnect Delay 30 seconds
Keepalive
Keepalive Interval 30 seconds
Prefix Length 56
Interface bro

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description
Username Type the name obtained from the broker.
Password Type the password assigned with the user name.

Confirm Password

Type the password again to make the confirmation.

Tunnel Broker

Type the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel Mode

IPv6-in-1Pv4 Tunnel- Let the broker chose the tunnel
mode appropriate for the client.

IPv6-in-1Pv4 (Native) - Request an IPv6 in IPv4 tunnel.

IPv6-in-1Pv4 (NAT Traversal - Request an IPv6 in UDP
of IPv4 tunnel (for clients behind a NAT).

[PvB-in-IPvd (WAT Traversal) |'V_
IPvB-in-IPvd Tunnel

IPvB-in-IPv4 (Native
IPvB-in-IPvd (MAT Traversal

Auto-reconnect Delay

After passing the time set here, the client will retry to
connect in case of failure or keepalive timeout.
0 means not retry.

Keepalive

Check the box to keep the connection between TSPC and
tunnel broker always on. TSPC will send ping packet to
make sure the connection between both ends is normal.

Keepalive Interval

Type the time for the interval between two keepalive
messages transferring from the client to the broker.

Prefix Length

Type the required prefix length for the client network.
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Interface Display LAN interface name. The name of the OS interface
that will be configured with the first 64 of the received
prefix from the broker and the router advertisement daemon
is started to advertise that prefix on the interface.

After finishing all the settings here, please click OK to save the configuration.

DHCPvV6 Client
DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

IPvb >> WAN General Setup

WAN IPv6 Configuration

Connection Type DHCPwE Client

ipvb dhecp client

ipvt dhcpia @ prefiz Delegation O MNon-temporary Address
1410 {Identity Association ID) 13681733
[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Ipv6 dhcp ia Choose Prefix Delegation or Non-temporary Address as
the identify association.

IAID Type a number as IAID.

After finished the above settings, click OK to save the settings.

PPP

During the procedure of IPv4 PPPoE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or Accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means
of the generated prefix.

No need to type any other information for PPP mode.

IPvb => WAN General Setup

WAN IPv6 Configuration

Connection Type PPP b
Note : [Pv4 WAaARN setting should be PPPoE client with "Always On".

[ Ok ] [ Cancel ]
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6to4

6to4 is an IPv4 tunnel-based transition mechanism defined in RFC-3056(Connection of IPv6
Domains via IPv4 Clouds).

It is designed to allow different IPv6 domains to communicate with others through IPv4
clouds without explicit IPv4 tunnels.

IPv6 => WAN General Setup

WAN IPv6 Configuration

Connection Type 6to4 he

ipvb 6tod setting

ipwh 5tod relay

(ipwE default: 192,88.99.1)

[ Ok | | cancel |

Available settings are explained as follows:

Item Description
Ipv6 6to4 relay Type an IP address of 6to4 relay router which connected an
IPv4 network and an IPv6 network.

3.11.2 LAN General Setup

This page defines the IPv6 connection types for LAN interface. Possible types contain
DHCPv6 Server and RADVD. Each type requires different parameter settings.

IPv6 >> LAN General Setup

LAN IPv6 Configuration

ipv6_address J64

feg0:: 250: 7fff: fecf: d6a0

RADVD Configuration
CIEnahble

Advertisement Lifetime 20 adwv_life_min

DHCPwv6 Server Configuration
CIEnable

Start IPwE Address

End IPvE Address
DNS Server IPv6 Address
Primary DNS Server

Secondary DNS Server

[ oK | [ cancel |

Available settings are explained as follows:

Item Description

LAN IPv6 Configuration | IPv6 Address - Type static IPv6 address for LAN.

RADVD Configuration The router advertisement daemon (radvd) sends Router
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Description

Advertisement messages, specified by RFC 2461, to a local
Ethernet LAN periodically and when requested by a node
sending a Router Solicitation message. These messages are
required for IPv6 stateless auto-configuration.

Enable — Check the box to enable RADVD server.

Advertisement Lifetime - The lifetime associated with the
default router in units of seconds. It's used to control the
lifetime of the prefix. The maximum value corresponds to
18.2 hours. A lifetime of 0 indicates that the router is not a
default router and should not appear on the default router
list.

DHCPvV6 Server
Configuration

Enable — Check it to enable such setting.

Start IPv6 Address/ End IPv6 Address - Type the start
and end address for IPv6 server.

DNS Server IPv6 Address

Primary DNS Server - Type in the primary IP address for
the DNS Server.

Secondary DNS Server - Type in secondary IP address for
the primary DNS Server.

After finishing all the settings here, please click OK to save the configuration.

3.11.3 Firewall Setup

This page allows users to set firewall rules for IPv6 packets.

\ Note: Section 3.4 Firewall is configured for IPv4 packets only.

IPv6 == Firewall Setup

Firewall List

Mo Firewall Rule

Name Protocol Source IP

Destination IP Source Port Destination Port Action

Note : IPvE Firewall function only check pure IPvE packet. It doesn't support IPvG-over-IPv4 Tunneling

protocacl like TSPC,

Add Firewall Rule

Each item is explained as follows:

Item Description

Name Display the name of the rule.

Protocol Display the protocol (TCP/UDP/ICMPvV6) the rule uses.
Source IP Display the source IP address of such rule.

Destination IP

Display the destination IP address of such rule.

Source Port

Display the source port number of such rule.

Destination Port

Display the destination port number of such rule

Action

Display the status (accept or drop) of such rule.
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Adding a New Rule
Click Add New Rule to configure a new rule for IPv6 Firewall.

\Note: You can set up to 20 sets of IPv6 rules.

IPvb == Firewall Setup

Add Firewall Rule

Mame

Frotocol AL w

Source IP Type Mone

Saurce IP

Source IP Subnet S et
Destination IP Type Mane ¥

Destination IP

Destination Subnet S et
Source Start Port

Source End Port {optional)

Destination Start Port

Destination End Port {optional)

Action ACCERT »

[ OK ] [ Cancel ]

Available settings are explained as follows:

Item Description

Name Type a name for the rule.

Protocol Specify a protocol for this rule.
ALL hd

TCP
UDP
ICMPy6

Source IP Type Determine the IP type as the source.

Mone |+
Mone
Single
Subnet

Source IP Type the IPv6 address here if you choose Single as Source
IP Type.

Source IP Subnet Type the subnet mask here if you choose Subnet as Source
IP Type.

Destination IP Type Determine the IP type as the destination.
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Description

Mone |
Mone
Single
Subnet

Destination IP

Type the IP address here if you choose Single as
Destination IP Type.

Destination Subnet

Type the subnet mask here if you choose Subnet as
Destination IP Type.

Source Start Port

Type a value as the source start port. Such value will be
available only TCP/UDRP is selected as the protocol.

Source End Port
(optional)

Type a value as the source end port. Such value will be
available only TCP/UDRP is selected as the protocol.

Destination Start Port

Type a value as the destination start port. Such value will be
available only TCP/UDRP is selected as the protocol.

Destination End Port
(optional)

Type a value as the destination end port. Such value will be
available only TCP/UDRP is selected as the protocol.

Action

Set the action that the router will perform for the packets
through the protocol of IPv6.

ACCEPT |+

ACCEPT

DROP

ACCEPT - If the IPv6 packets fit the condition listed in
this page, the router will let it pass through.

DROP- If the IPv6 packets fit the condition listed in this
page, the router will block it.

3.11.4 Routing Table

This page displays the routing table for the protocol of IPv6.

IPv6 == Routing Table

Routing Table | Refresh |
Destination Gateway Flags Interface
2000:: /64 ] gthz.2
fes0:: /a4 U ethz
fesn: . /64 U rad
fes0:: /a4 U ethz.1
fesn: . /64 U ethz.3
fes0:: /64 U ethz. 4
fesn: . /64 U ethz.5
fes0:: /64 U hro
fesn: . /64 o U ethz.2

ffoz:: 1:2/128 ffoz::1:2 U ethz.2

Note :  Flags may include U (route is up), H (target is a host), G (use gateway).

146 VigorFly 210 Series User's Guide



Available settings are explained as follows:

Item Description

Destination Display the IPv6 routing destination address and prefix
length.

Gateway Display the IPv6 gateway address.

Flags Display the routing status.

Interface Display the interface name (eth0, ethl, fp, etc..) that used to
transfer packets with addresses matching the prefix.

After finishing all the settings here, please click OK to save the configuration.

3.11.5 TSPC Status

IPv6 TSPC status web page could help you to diagnose the connection status of TSPC. TSPC
log contains some debug information from program.

If TSPC has not configured properly, the router will display the following page when the user
tries to connect through TSPC connection.

IPvh == TSPC Status

Status Log

Connection Status
Tunnel Information

Tunnel Status : Disconnected

Activity
Sent 3. Received
1] | 0

When TSPC configuration has been done, the router will start to connect. The connecting page
will be shown as below:

When the router detects all the information, the screen will be shown as follows. One set of
TSPC prefix and prefix length will be obtained after the connection between TSPC and
Tunnel broker built.
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Each item is explained as follows:

Item Description

Connection Status It will bring out different pages to represent IPv6
disconnection, connecting and connected.

Tunnel Information Display interface name (used to send TSPC prefix), tunnel
mode, local endpoint addresses, remote endpoint address,
TSPC Prfix, TSPC Prefixlen (prefix length), tunnel broker
and so on.

Tunnel Status Disconnected - The remote client doesn't connect to the
tunnel server.

Connecting - The remote client is connecting to the tunnel
server.

Connected — The remote client has been connected to the
tunnel server.

Activity Sent - sent to the tunnel (RX bytes).
Received - received from the tunnel (RX bytes).

When the router connects to the tunnel broker, the router will use RADVD to transmit the
prefix to the PC on LAN. Next, the PC will generate one set of IPv6 public IP (see the figure
below). Users can use such IP for connecting to IPv6 network.
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When your PC obtains the IPv6 address, please connect to http://www.ipv6.org. If your PC
access Internet via IPv6 connection, your IPv6 address will be shown on the web page
immediately. Refer to the following figure.
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3.11.6 Management
This page allows you to manage the settings for IPv6 access control including settings of

HTTP, HTTPs, ICMP Ping and TELNET by using IPv6 protocol. Check the box and type the
port number respectively to enable the remote management of services.

IPv6 => Management

IPv6 Management Access Control

Allow management from the Internet

Enable HTTP Cl¢ipws port: 203

Cl¢ipve port: 443)
Enahle ICMP Ping |

Enable HTTPS

Enable TELNET

C¢ipve port:233

IPv6 Firewall function only check pure IPvE packet. It doesn't support IPvG-over-IPv4 Tunneling
protocaol like TSPC,

Available settings are explained as follows:

Item Description

Allow management from | Enable HTTP/HTTPS/ICMP Ping/TELNET -Enable the
the Internet checkbox to allow system administrators to login from the
Internet. There are several servers provided by the system to

allow you managing the router from Internet. Check the
box(es) to specify the service.
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3.12 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
System Status, Administrator Password, Configuration Backup, Syslog/Mail Alert, Time and
Date, Management, Reboot System, and Firmware Upgrade.

Below shows the menu items for System Maintenance.

System Maintenance

am Status

3.12.1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or
firmware related information from this presentation.

System Status

Model : VigorFly210
Firmware Version :1.3.5
Build Date/Time 1 1054 Fri Jul 4 17:16:32 CST 2014
System Date : Fri Jul 18 13:29:16 2014
System Uptime : 0d 00:05:24
Operation Mode : Gateway Mode
System WAN 1
Memary total © B1780 kB Connected Type . DHCP
Memory left 37460 kB Link Status ¢ Disconnected
MAC address c O0:EO:TFCR:DE: Al
IP Address e
LAN IP Mask e
MAC Address » 0O0:50:FF:CF:D6:AD Default Gateway [t
IP Address 1 192.168.1.1 Primary DMS .
IP Mask . 255,255.255.0 Secondary DNS e
IPvE Address : IPvE Address '
feg0:: 250: 7fff: fect: d6ad /64 (Link) feg0:: 250: 7fff: fecf: d6al/e4 (Link)
Wireless
MaC Address » 00:E0:7F:CF:D6: AD
SSID . DrayTek
Channel 16
IPv6 Address :
feB0:: 250 Ffff: fecf: déals/e4 (Link)
Each item is explained as follows:
Item Description
Model Display the model name of the router.
Firmware Version Display the firmware version of the router.
Build Date/Time Display the date and time of the current firmware build.
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Description

System Date

Display current time and date for the system server.

System Uptime

Display the connection time for the system server.

Operation Mode

Display the connection mode for the router.

System

Memory total - Display the total dynamic RAM size for
the whole system.

Memory left - Display the remaining RAM size for the
whole system.

LAN

MAC Address - Display the MAC address of the LAN
Interface.

IP Address - Display the IP address of the LAN Interface.
IP Mask - Display the subnet mask address of the LAN
interface.

IPv6 Address - Display the IPv6 address of the LAN
Interface.

Wireless

MAC Address - Display the MAC address of the WLAN
Interface.

SSID - Display the SSID of this router.
Channel - Display the channel that wireless LAN used.

IPv6 Address - Display the IPv6 address of the wireless
LAN Interface.

WAN 1

Connected Type - Display the network connection type for
this router.

Link Status - Display if current network is connected or
not.

MAC Address - Display the MAC address of the WAN
Interface.

IP Address - Display the IP address of the WAN Interface.

IP Mask - Display the subnet mask address of the WAN
interface.

Default Gateway - Display the gateway address of the
WAN interface.

Primary DNS - Display the specified primary DNS setting.

Secondary DNS - Display the specified secondary DNS
setting.

IPv6 Address - Display the IPv6 address of the WAN1.
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3.12.2 TR-069

Vigor router with TR-069 is available for matching with VigorACS server. Such page
provides VigorACS and CPE settings under TR-069 protocol. All the settings configured here
is for CPE to be controlled and managed with VigorACS server. Users need to type URL,
username and password for the VigorACS server that such device will be connected. However
URL, username and password under CPE client are fixed that users cannot change it. The
default CPE username and password are "vigor" and "password". You will need it when you

configure VigorACS server.

System Maintenance >> TR-069 Settings

ACS and CPE Settings

ACS Server On Interneat hd
ACS Settings
URL
Usaername
Password
CPE Settings
Enahle ¥
URL http: 172,162, 120: 2069, cwmfCRMN . btml
Port 2069
Username vigor
Password rrraee
Periodic Inform Settings
Enahle
Interval Time 200 second(s)
STUN Settings
(O Enable ®Disable
Server Address
Server Port 3478
Minirmum Keep alive Period G0 Second(s)
Maxirum Keep Alive Period -1 Second(s)
ok ][ cancel |

Available parameters are explained as follows:

ltem

Description

ACS Settings

Such data must be typed according to the ACS (Auto
Configuration Server) you want to link. Please refer
to VigorACS user’s manual for detailed
information.

URL - Type the URL for VigorACS server.

If the connected CPE needs to be authenticated, please
set URL as the following and type username and
password for VigorACS server:

http://{1IP address of
VigorACS}:8080/ACSServer/services/ACSServiet

If the connected CPE does not need to be authenticated
please set URL as the following:
http://{1P address of
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VigorACS}:8080/ACSServer/services/UnAuthACSSer
viet

Username/Password - Type username and password
for ACS Server for authentication. For example, if you
want to use such CPE with VigorACS, you can type as
the following:

Username: acs
Password: password

CPE Settings Such information is useful for Auto Configuration
Server.

Enable/Disable — Allow/Deny the CPE Client to
connect with Auto Configuration Server.

Port — Sometimes, port conflict might be occurred. To
solve such problem, you might change port number for
CPE.

Periodic Inform Settings Disable — The system will not send inform message to
ACS server.

Enable — The system will send inform message to ACS
server periodically (with the time set in the box of
interval time).

The default setting is Enable. Please set interval time or
schedule time for the router to send notification to CPE.
Or click Disable to close the mechanism of notification.

STUN Settings The default is Disable. If you click Enable, please type
the relational settings listed below:

Server IP — Type the IP address of the STUN server.

Server Port — Type the port number of the STUN
server.

Minimum Keep Alive Period — If STUN is enabled,
the CPE must send binding request to the server for the
purpose of maintaining the binding in the Gateway.
Please type a number as the minimum period. The
default setting is “60 seconds”.

Maximum Keep Alive Period — If STUN is enabled,
the CPE must send binding request to the server for the
purpose of maintaining the binding in the Gateway.
Please type a number as the maximum period. A value
of “-1” indicates that no maximum period is specified.

After finishing all the settings here, please click OK to save the configuration.
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3.12.3 Administration Password
This page allows you to set new password for admin operation.

System Maintenance >> Administration Password

Administration Password

Account admin
Password EEE
Confirm Passwaord PP

Note: Authorization cancontainonly a2z A-Z0-9,~ 1@ #E% ~* 0 _+={F[1|%; '==.7/f
[ ok | [ _cancel]

Available parameters are explained as follows:

Item Description

Account Type in the name for login.
Password Type in new password in this filed.
Confirm Password Type in the new password again.

When you click OK, the login window will appear. Please use the new login name and
password to access into the web user interface for admin operation again.

3.12.4 User Password

Sometimes, you may want to access into User Mode to configure the web settings for some
reason. Vigor router allows you to set new user password to login into the WUI to fit your
request. Simply open System Maintenance>>User Password.

System Maintenance >> User Password

User Password

[1 Enable User Mode
Account

Password

Confirm Password

[ ok | [ cancel ]

Available parameters are explained as follows:

Item Description

Enable User Mode Check this box to enable user mode operation. If you do not
check this box, you cannot access into the user mode
operation even if you enter user password in login page.

Account Type in a new account as the username for accessing into
user mode for simple web configuration.

Password Type in new password in this field.

Confirm Password Type in the new password again.
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When you click OK, the login window will appear. Please use the new password to access
into the web user interface again.

Below shows an example for accessing into User Operation with User Password.

1. Open System Maintenance>>User Password.

2. Check the box of Enable User Mode for simple web configuration to enable user mode
operation. Type a new password in the field of New Password and click OK.

System Maintenance == User Password

User Password

Enable User Mode
Account

Passwiord

Confirm Password

[carrie

[ ok |

[ cancel |

3. Log out Vigor router web user interface.

Application Note
FAQ

Product Registration

All Right Reservad,

Admin Mode

4. The following window will be open to ask for username and password. Type the new user
password in the filed of Password and click Login.

s

Username

Password

Copyright®, DrayTek Corp, All Rights Reserved,

|carrie

DrayTek

5. The main screen with User Mode will be shown as follows.
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VigorFly 210° = DrayTek

WiFi Router,

System Status

= Quick Start Wizard Model : VigorFly210
= Online Status Firmware Version 1.3
+WAN Build Date/Time + 14034 Mon Jun 30 16:17:36 CST 2014
» LAN System Date < Thu Jul 3 16:16:32 2014
::ATI_ - System Uptime 14 03:02:42
el 0 tion Mod : Gat Maod
» VPN and Remote Access paration Hads aeway Hode
» USB Application : -
» Wireless LAN | System | | WAN 1
» S\_rstem N'_Ialntenince Memory total 1 51780 kB Connected Type ¢ Static IP
» Diagnostics | Memory left : 33032 kB | Link Status : Connected
MAC Address D 00 E0:TFICF:DA: A
F E . 1P Address 1 172.16.3.130
:"'“l;“"t":“‘?':t" ':."“ LAN 1P Mask : 255.255,255.0
FACACE Registration MAC Address . 00:50:7F:CF:D6: AD Default Gateway 1 172.16.3.1
IP Address 1 192,168.1.1 Primary DNS 1 168.95.1.1
IP Mask 1 255,255.255.0 Secondary DNS P
IPv6 Address : 1PvE Address :
fe80:: 250: 7fif: fecf: d6a0/64 (Link) || feB0::250: 7fff: fecf:d6al/64 (Link)
r "
| Wireless
i Mac address L D0 ED:TF:CF:DE:AD
| ssiD : DrayTek
| Charnel LB
| IPvE Address ~
< >

Settings to be configured in User Mode will be less than settings in Admin Mode. Only
basic configuration settings will be available in User Mode.

3.12.5 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration.

1. Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration

Restoration

Key (Dptiunal):|

Select a configuration file,

Click Restore to upload the file,

Backup
Click Backup to download current running configurations as a file.

Key (Dptiunal):|

2. Type a key arbitrarily for encrypting the file. Keep the key in mind. You will need it
whenever you want to restore such file. Click Backup button to get into the following
dialog. Click Save button to open another dialog for saving configuration as a file.
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3. In Save As dialog, the default filename is config.cfg. You could give it another name by
yourself.

4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.

Note: Backup for Certification must be done independently. The Configuration Backup
does not include information of Certificate.
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Restore Configuration

1. Go to System Maintenance >> Configuration Backup. The following screen will be
shown as below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration

Restoration
Key (optional):
Select a configuration file,

Click Restore to upload the file,

Backup
Click Backup to download current running configurations as a file.

Key (optional):

2. Click Select button to choose the correct configuration file for uploading to the router.

3. Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.

Note: If the file you want to restore has been encrypted, you will be asked to type the
encrypted key before clicking Restore.
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3.12.6 Syslog/Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get into
the web user interface of the router or borrow debug equipments.

System Maintenance == Syslog [ Mail Alert Setup

Syslog Access Setup
Enable O

Server IP Address
Destination Port 514
Log Level All “

Mail Alert Setup
Enable O
SMTP Server

Mail To
Mail From
User Name

Password
Enable E-Mail Alert:
[“lUser Login

[ ok ] [ cancel |

Available parameters are explained as follows:

Item Description

Syslog Access Setup Enable - Check Enable to activate function of Syslog.
Server IP Address - The IP address of the Syslog server.
Destination Port - Assign a port for the Syslog protocol.

Log Level - Choose the severity level for the system log
entry.

All v

Info
Warning
Error

Mail Alert Setup Enable - Check Enable to activate function of mail alert.
SMTP Server - The IP address of the SMTP server.
Mail To - Assign a mail address for sending mails out.

Mail From - Assign a path for receiving the mail from
outside.

User Name - Type the user name for authentication.
Password - Type the password for authentication.

Enable E-mail Alert - Check the box of User Login to send
alert message to the e-mail box while the router detecting the
item(s) you specify here.

Click OK to save these settings.
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For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the field of Server IP Address

2. Install the Router Tools in the Utility within provided CD. After installation, click on the
Router Tools>>Syslog from program menu.

f Fouter Tool: ¥3.5. WD About Router Tools
B, Firmware Upgrade Utility
i ]
i5 Uninstsll Router Tools ¥3.5.1
@] Visit DrayTek Web Site

3. From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.
Otherwise, you won’t succeed in retrieving information from the router.

(="
ege
DrayTek Syslog Utility
|
= ¢o e
E‘ﬂ =‘ @\E\Q\k Q‘ 172165130 he T<Rate  RXRate
Log Filker b/ | |
Keyword P
Apply ko - r——
Tool Setup | Telnet Read-ont Sstup || Codepage Information | Recovervl Network Information |Ne1 State |
| Firewal i Huost Name carrie-0c7eh251 | —
NIC Description |Atheros ARE1Z1JARE113/ARE1 14 PCI-E Ethernet Controller - Packet Schedul v |
Syskem| MIC Information 2 Line Routers
HlaC = ELCERAE D070 IP Address | Mask MAC
P Address 192.168.1.5  255.755.35,.. O0-50-FF-CD-0...
Subnet Mask 255.255,255.0
DS Servers 0844
8888
Defaul: Geteway 192,168.1.5
DHCP Server 192.168.1.5
Lease Obtained Tue Aug 27 00:04:10
2013

Lease Expires Fri Aug 30 00:04:10

< | >
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3.12.7 Time and Date
It allows you to specify where the time of the router should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time Thu Jul 2 16:23:06 GMT 2014

Time Setting

® Use Browser Time
O use NTP Client
Time Zone
MTP Server
Daylight Saving

NTP synchronization

[ OK | [ cancel |

Available parameters are explained as follows:

Item Description

Current System Time Click Inquire Time to get the current time.

Use Browser Time Select this option to use the browser time from the remote
administrator PC host as router’s system time.

Use NTP Client Select to inquire time information from Time Server on the
Internet using assigned protocol.

Time Zone Select the time zone where the router is located.

NTP Server Type a new NTP server.

Daylight Saving Check the box to enable the daylight saving. Such feature is

available for certain area.

NTP synchronization Select a time interval for updating from the NTP server.

After finishing all the settings here, please click OK to save the configuration.
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3.12.8 Management

This page allows you to manage the settings for access control, access list, port setup, and
SMP setup. For example, as to management access control, the port number is used to
send/receive SIP message for building a session.

System Maintenance >> Management

Management Access control

Enable HTTP O Management Port Setup
Enable HTTPS OJ Telnet Port 23 (Default: 23)
Enahle ICMP Ping OJ HTTP Part g0 (Default:80)
Enable Telnet il
HTTPS Port 443 (Default: 443}

Access List
List IP Subnet Mask
1 255.255.255.255 /32 ¥
2 255.255.255.255 f 32 ¥
3 255.255.255.255 /32 ¥

[ QK ] [ Cancel ]

Available parameters are explained as follows:

Item Description

Enable Enable the checkbox to allow system administrators to login

HTTP/HTTPS/ICMP from the Internet. There are several servers provided by the

Ping/Telnet system to allow you managing the router from Internet.
Check the box(es) to specify.

Access List You could specify that the system administrator can only

login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the router.

Subnet Mask - Represent a subnet mask allowed to login to
the router.

Management Port Setting

Specify user-defined port numbers for the Telnet, HTTP and
HTTPS servers.

After finishing all the settings here, please click OK to save the configuration.
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3.12.9 Reboot System

The web user interface may be used to restart your router for using current configuration.
Click Reboot System from System Maintenance to open the following page.

System Maintenance >> Reboot System

Reboot System

Do You want to reboot your router ?

@ Using current configuration
0 Using factory default configuration

Click Yes. The router will take 5 seconds to reboot the system.

Note: When the system pops up Reboot System web page after you configure web settings,
please click Yes to reboot your router for ensuring normal operation and preventing
unexpected errors of the router in the future.

3.12.10 Firmware Upgrade

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools. The following web page will guide you to upgrade
firmware by using an example. Note that this example is running over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site is
www.draytek.com (or local DrayTek's web site) and FTP site is ftp.draytek.com.

Click Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade

Firmware Upgrade

Current Firmware Yersion: 1.3.5
Select a firmware file.

Choose File
Click Upgrade to upload the file.

Auto Firmware Upgrade | Refresh Latest Firmware |

Note : Auto-Upgrade would download the latest firmware and upgrade your WigorFly210.

(] Enable automatically notify when newer version is available

( Ok | [ Reser |

Click Choose File to locate the newest firmware and click Upgrade. During the process of
upgrade, do not turn off your router.
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3.13 Diagnostics

Diagnostic Tools provide a useful way to view or diagnose the status of your Vigor router.

Below shows the menu items for Diagnostics.

Diagnostics
uting Table

3.13.1 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Diagnostics => Reuting Table

Routing Table | Refresh |
Destination Netmask Gateway Flags Interface Comment

ZLE, 255,255,255 255,255 255,255 0.0.0.0 LIH LAMCbrO}y

192.168.1.0 255,255 255.0 0.0.0.0 Ll LAMCbrO}y

172.16.0.0 255.255.0.0 0.0.0.0 L WANeth2, 2

0.0.0.0 0.0.0.0 172.16.1.1 Ul WANCeth2, 2)

Note :  Flags may include U {route is up), H {target is a host), G (use gateway).

Each item is explained as follows:

Item Description

Destination Display the IP address of the routing.

Netmask Display the subnet mask of the routing.

Gateway Display the gateway IP address of the routing.

Flags Display the routing status.

Interface Display the interface name (ethQ, ethl, fp, etc..) that used to

transfer packets with addresses matching the prefix.
Comment Display the brief explanation for the routing.
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3.13.2 System Log
Click Diagnostics and click System Log to open the web page.

Diagnostics == System Log

System Log Information | Clear | ssfi | [ Line Wrap |

Oct 12 14:34:12 VigorFly2l0 syslog.info syslogd started: BusyBox wl.lz.1
Oct 12 14:34:12 VigorFly2l0 user.notice kernel: klogd started: BusyBox wl.12.1 (2011-10-0&6 14:53

Each item is explained as follows:

Item Description
Clear Click it to clear this page.
Refresh Click it to reload the page.

3.13.3 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagonostics »>> DHCP Table List

DHCP Table | Refresh |
Host Name (optional) IP Address MAC Address Expire Time
user-6ale1g2ced 00:0E:AB:2A:D5A1 192.168.1.10 16:01:32

Each item is explained as follows:

Item Description

Host name Display the name of the computer accepted the assigned IP
address by this router.

IP Address Display the IP address assigned by this router for specified
PC.

MAC Address Display the MAC address for the specified PC that DHCP
assigned IP address for it.

Expire Time Display the leased time of the specified PC.

Refresh Click it to reload the page.
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3.13.4 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds.

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP
Address, TX rate, RX rate or Session link for arranging the data display.

Diagnostics >> Data Flow Monitor

Page: |1 ¥ Auto-refresh: | Refresh |
Index IP Address TX rate{Kbhps) RX rate{Khps) ~ Sessions
1 192.168.1.10 1 u} 31
Total 1 u} a1
Each item is explained as follows:
Item Description

Auto-refresh

Check this box to let the system automatically refresh this
page.

Refresh Click this link to refresh this page manually.
Index Display the number of the data flow.
IP Address Display the IP address of the monitored device.

TX rate (kbps)

Display the transmission speed of the monitored device.

RX rate (kbps)

Display the receiving speed of the monitored device.

Sessions

Display the session number.
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3.13.5 Connection Graph

Click Diagnostics and click Connection Graph to open the web page. Choose WAN or

Backup WAN for viewing different connection graph. Click Refresh to renew the graph at
any time.

Diagnostics == Connection Graph

Show Chart: | WaN ¥| |Daily v Refresh Min(s): |5 ¥ | Refresh |

3.13.6 APP QoS Monitor
This page displays the APP QoS monitoring status.

Diagnostics == APP QoS Monitor

Enable Application QoS Maonitor Refresh Seconds: |8 % | Refresh |

Index Application TX rate {(hps) RX rate (bps) TX traffic (Bytes/pkts) RX traffic (Bytes/pkts) Accuracy
1

w m - hon M

P e el
O U T S ]

15

Note 1.Restriction:Only Application added in QoS could be detected.
2.Disable QoS function will also disable Application QoS Monitor,

R i el idm s = s sl Flam meelie mbime Ao e b e e .

Each item is explained as follows:

Item Description

Enable Application QoS | Check the box to perform the application QoS monitoring.
Monitor
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Refresh Seconds Use the drop down list to choose the time interval of refreshing
data flow that will be done by the system automatically.

Refresh Seconds: |10 %

Refresh Click this link to refresh this page manually.

Application Display the name of the application.

TX rate (kbps) Display the transmission speed of the monitored application.
RX rate (kbps) Display the receiving speed of the monitored application.
TX traffic (kbps) Display the transmission traffic of the monitored application.
RX traffic (kbps) Display the receiving traffic of the monitored application.
Accuracy Display how well the application detection works.

3.13.7 Traffic Graph

Click Diagnostics and click Traffic Graph to pen the web page. Choose WAN1/WAN2
Bandwidth, Sessions, daily or weekly for viewing different traffic graph. Click Refresh to
renew the graph at any time.

Diagnostics >> Traffic Graph

Show Chart: | WAaN1 Bandwidth [+ Daily hd Refresh Min(s): |5 % | Refresh |
7009 i i
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3.13.8 Ping Diagnosis
Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnostics == Ping Diagnosis

Ping Diagnosis

IP Address: |

Result | Clear |

Each item is explained as follows:

ltem

Description

IP Address

Type in the IP address of the Host/IP that you want to ping.

Run

Click this button to start the ping work. The result will be
displayed on the screen.

Clear

Click this link to remove the result on the window.

3.14 Support Area

When you click the menu item under Support Area, you will be guided to visit
www.draytek.com and open the corresponding pages directly.

FAQ/Application Note

Product

Registration

Click Support Area>>Application Note, the following web page will be displayed.
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DrayTek

Login

About DrayTek Products Support Education Partners Contact Us

Home = Suppeort = Application Notes

_ Application Notes - Latest Application

General 01. How to configure Multi-Subnet in Vigor2830 2011/08/24
Dual WAN 02 How to use AGL to make the remote client registering extension numb 2011/07/26
erto VigorlPPEX through WAN interface

VolP

03, Duoal-WAN Application for Yigor Router 2011/04/22
Bandwidth Management

04. Introduction of Load Balance Mode 2011/04/22
IP FilteriFirewall

05, Load Balance Application in Dual-WAN Interface 2011/04/22
usBe
P PBYX 06. WPM Trunk Load-Balance between Wigor3200 and Other Vigor Router 2011/04/11

Click Support Area>>FAQ, the following web page will be displayed.

DrayTek

Login sean | (60

About DrayTek Products Support Education Partners ContactU
Home = Support= Latest FAQ

Basic 01.What types of 3.56 modem are compatible with Yigor router ? 2011410/04
Advanced 02. Best Solution for YDSL 2011409713
NAT 03. What types of printers are compatible with “igor router? 2011/08/08
VPN 04. How to Configure Dynamic DMNS Service on Vigar 2130 2011407725
DHCP 05. What types of printers are compatible with “igor router? 2011407119

Click Support Area>>Product Registration, the following web page will be displayed.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMame : l |

Password | |

Auth Code: | t xxhdd

If yvou cannot read the word, clidd here

Forgotten password?

Don't have a WMyVigor Account ? Create an account now

Ityou are having difficulty logging in, contact our customer senice.
Custorner Senvice : (386)3 597 2727 or

Refer to section 2.6 Registering Vigor Router for detailed information.
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Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to
check your basic installation status stage by stage.

Checking if the hardware status is OK or not.
Checking if the network connection settings on your computer are OK or not.
Pinging the router from your computer.

Checking if the ISP settings are OK or not.
®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

4.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “1.3 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

Lt —

o
L -
oy

ot

3. If not, it means that there is something wrong with the hardware status. Simply back to
*“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.
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4.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure the
network connection settings is OK.

For Windows

The example is based on Windows 7 (Professional Edition). As to the
E——“ examples for other operation systems, please refer to the similar steps or find
support notes in www.DrayTek.com.

1. Open All Programs>>Getting Started>>Control Panel. Click Network and Sharing
Center.

A LIRS R )

[ lawa

| :‘.: Metweark and Sharing Center
Persanalization

il Recowery

2. Inthe following window, click Change adapter settings.

& Metwark and Sharing Center

G(_:}v -Lf » Control Panel = &ll Control Panel Ikerns + Metwark and Shar'ing Center

Control Panel Home Wiews wour basic network information and set up connect

Change adapter settings :-«L-.. |}_’
Lhange aa'\.ran-:ed sharing WINTPRO-SVR Mebwork 28
settings {This computer)

Wiews wour active nebaworks

Metwork 28
Wiork network

3. lcons of network connection will be shown on the window. Right-click on Local Area
Connection and click on Properties.

Local!
kahl
| rel(F
L-b" Local Area Conneyr  Diagnose 1 Wig
TS Metwork cable unp : scar
® G TAP-Win32 Adapt! B Bridge Connections ap |
Create Shorkcut
-'{i:g" Renarme
‘?:;“Prnperties
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4.  Select Internet Protocol Version 4 (TCP/IP) and then click Properties.

2 Local &rea Connection Properties X

Metwarking | Sharing |

Connect using:

| E“ IntellR) PROA1000 T Mebwork, Connection

Thiz connection uzes the fallowing items:

R Client for Microzoft Metworks

.@ Privacyware Filker Driver

vl .@uos Packet Scheduler

[l .@ File and Printer Sharing for Microsoft Metworks

[ BN 20 PO TEW O PPy LW ST ISE ol i i =0 | =

B8 |rtermet Protocal Yersion 4 [TCPAPY4)
- = apper 140 Driver
[ - Link-Layer Topalogy Dizcovery Fesponder

Ingtall... Properties

e

5. Select Obtain an IP address automatically and Obtain DNS server address
automatically. Finally, click OK.

Internet Protocol Wersion 4 (TCP/APw4) Praperties ﬂﬂ

eneral | Alternate Configuration |

You can get IP settings assigned automatically if wour network supports
this capability, Otherwise, vou need to ask vour netwark. administrator
for the appropriate IP settings,

{* Obtain an IP address automatically

r USE E (=3 u] | (w2 T ] Ip aEHress:

{* Obtain DMS server address aukomatically

U Use the Fallowing DS server addresses:

[ Adwvanced...
[o]4 | Cancel ‘

For Mac OS
1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Network.
3. Onthe Network screen, select Using DHCP from the drop down list of Configure IPv4.
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8een Network =)
« = AO 3
ER v = v
Show All ¢ Displays Sound  Network Startup Disk
Location: = Automatic l-@"i
Show: | Built-in Ethernet J C:]
| TCP/IP | PPPOE  AppleTalk  Proxies = Ethernet |
Configure IPv4: | Using DHCP |
— —
IP Address: 192.168.1.10 | Renew DHCP Lease |
Subnet Mask: 255.255.255.0 DHCP Client ID:
(If required)
Router: 192.168.1.1
DNS Servers: (Optional)
Search Domains: (Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4
@
dik :
I Click the lock to prevent further changes. (Assmt me... ) ( Apply Now )
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4.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might need
to use “ping” command to check the link status of the router. The most important thing is
that the computer will receive a reply from 192.168.1.1. If not, please check the IP address
of your computer. We suggest you setting the network connection as get IP automatically.
(Please refer to the section 4.2)

Please follow the steps below to ping the router correctly.

For Windows

1.
2.

3.

4.

Open the Command Prompt window (from Start menu> Run).

Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista/7).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes= time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1.

2
3.
4

Double click on the current used Mac OS on the desktop.
Open the Application folder and get into Utilities.
Double click Terminal. The Terminal window will appear.

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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4.4 Checking If the ISP Settings are OK or Not

Open WAN>>Internet Access page and then check whether the ISP settings are set correctly.

Use the Connection Type drop down list to choose Static IP/ PPPoE/PPTP/L2TP/3G/4G for
reviewing the settings that you configured previously.

WAN == Internet Access

Internet Access

Index Physical Moide Access Moie
WA 1 Ethernet Static or Dynamic IP || Detail Page
WARNZ Ethernet MNone b

Note : WANZ is used for backup only.

[ ok ][ cancel |

(Advancedyou can configure DHCP dlient options here.

4.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will loose all settings you did before.
Make sure you have recorded all useful settings before you pressing.

Software Reset
You can reset the router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click OK. After few
seconds, the router will return all the settings to the factory settings.
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System Maintenance >> Reboot System

Reboot System

Do You want to reboot your router ?

& Using current configuration
O using factory default configuration

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold for
more than 5 seconds. When you see the ACT LED blinks rapidly, please release the button.
Then, the router will restart with the default configuration.

Factory
Reset

i i i |

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

4.6 Contacting DrayTek

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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