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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Please consult the DrayTek web site for more information on newest firmware, tools
and documents. For more detailed information, please refer to http://www.draytek.com

Parts of the anti-virus features are powered by Kaspersky Lab ZAO. For more detailed
information, please refer to http://www.kaspersky.com.
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European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: VigorPro 5510

DrayTek Corp. declares that VigorPro 5510 Series is in compliance with the following essential requirements and
other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class A.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Taiwanese BSMI (Bureau of Standards, Metrology and Inspection) A Warning:

Warning: This is a Class A product. In a domestic environment this product may cause radio interference in which
case the user may be required to take adequate measures.

Please visit http://www.draytek.com/user/AboutRegulatory.php.

Hceo

This product is designed for the ISDN and 2.4GHz WLAN network throughout the EC region and Switzerland
with restrictions in France. Please see the user manual for the applicable networks on your product.
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(]; Preface

VigorPro 5510 is a UTM router with dual-WAN interface. It provides policy-based
load-balance, fail-over and BoD (Bandwidth on Demand), also it integrates IP layer QoS,
NAT session/bandwidth management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform, hardware encryption of AES/DES/3DS and
hardware key hash of SHA-1/MD?5, the router increases the performance of VPN greatly,
and offers several protocols (such as IPSec/PPTP/L2TP) with up to 200 VPN tunnels.

The object-originated design used in SPI1 (Stateful Packet Inspection) firewall allows users to
set firewall policy with ease. CSM (Content Security Management) provides users control
and management in IM (Instant Messenger), P2P (Peer to Peer), Web Content Filter and
URL Content Filter more efficiency than before. By the way, DoS/DDoS prevention and
URL/Web content filter strengthen the security outside and control inside.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

Celt! Cancel current settings and recover to the previous saved settings.

ClzeD Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

il Add new settings for specified item.

Eu Edit the settings for the selected item.

Delete

o]
>

Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 3 for
detailed explanation.
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1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

1.2.1 For VigorPro 5510

19— 100

2z i

LaN
100 1000
Loft  Right
4 2

VIGORPRO 5510 B
LED Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

IDP (Intrusion Detection and On The anti-intrusion function is enabled.

Prevention) (Yellow)

Virus On The anti-virus function is enabled.

(Yellow)
DMZ On DMZ Host is specified in certain site.
UsB On A USB device is connected and active.
Blinking The data is transmitting.

Monitor On LAN traffic monitor is active.

CsSM On The profile(s) for IM/P2P, Web Content Filter,
and/or URL Content Filter application has been
activated. (It is enabled from Firewall >> General
Setup).

Off No IM/P2P, Web Content Filter, and/or URL

Content Filter application has been activated.

LED on Connector

10 On The port is connected with 10Mbps.
(left LED) Off The port is disconnected.
WAN Blinking The data is transmitting.
100 On The port is connected with 100Mbps.
(right LED) Off The port is disconnected.
Blinking The data is transmitting.
LAN/Monitor 100 On The port is connected with 100Mbps.
LAN (left LED) Off The port is disconnected.
Blinking The data is transmitting.
1000 On The port is connected with 1000Mbps.
(right LED) Off The port is disconnected.
Blinking The data is transmitting.
.

Interface \ Description
RST Restore the default settings.
(Factory Reset) Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for

more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.
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WAN(1/2) Connecter for remote networked devices.
LAN/Monitor Connecter for local networked devices.
LAN (1-4) Connecter for local networked devices.
USB Connecter for a USB device.
a Connecter for a power cord with 100-240VAC (inlet).
H Power Switch. “1” is ON; “0” is OFF.
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1.2.2 For VigorPro 5510Gi

100 LAN -
100 1000 O
Left Rigit
2 4 2
1 ! 8 - 3 ! !
WAN LAN

LANManitar

=]

use

VIGORPRO 5510Gi W CEB G
UNIFIED SECURITY FIREWALL (o] Duss Scsm -
Divies Ewean  Suson e

150N

LED Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

IDP (Intrusion Detection and On The anti-intrusion function is enabled.

Prevention) (Yellow)

Virus On The anti-virus function is enabled.
(Yellow)

DMZ On DMZ Host is specified in certain site.

uUsB On A USB device is connected and active.
Blinking The data is transmitting.

WLAN On Wireless access point is ready.
Blinking Ethernet packets are transmitting over wireless LAN.
Off The WLAN function is inactive.

Monitor On LAN traffic monitor is active.

CSM On The profile(s) for IM/P2P, Web Content Filter,

and/or URL Content Filter application has been
activated. (It is enabled from Firewall >> General

Setup).
Off No IM/P2P, Web Content Filter, and/or URL
Content Filter application has been activated.
ISDN On The ISDN service function is active.
Blinking A successful connection on the ISDN BRI B1/B2
channel.
LED on Connector
10 On The port is connected with 10Mbps.
(left LED) Off The port is disconnected.
WAN Blinking The data is transmitting.
100 On The port is connected with 100Mbps.
(right LED) Off The port is disconnected.
Blinking The data is transmitting.
LAN/Monitor 100 On The port is connected with 100Mbps.
LAN (left LED) Off The port is disconnected.
Blinking The data is transmitting.
1000 On The port is connected with 1000Mbps.
(right LED) Off The port is disconnected.
Blinking The data is transmitting.

10

2'
1
WA

S @)
P —
. .
. ‘E \!J“ -!
° =

e

LaNManitar [Ty use

Interface \ Description
RST Restore the default settings.
(Factory Reset) Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for

more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
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configuration.

ISDN Connecter for ISDN line.

WAN(1/2) Connecter for remote networked devices.
LAN/Monitor Connecter for local networked devices.
LAN (1-4) Connecter for local networked devices.
USB Connecter for a USB device.

Connecter for a power cord with 100-240VAC (inlet).

Power Switch. “1” is ON; “0” is OFF.

VigorPro5510 Series User's Guide
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

1.  Connect a cable Modem/DSL Modem/Media Converter (depends on your requirement)
to any WAN port of router with Ethernet cable (RJ-45). The WAN1/WAN2 LED (Left
or Right) will light up according to the speed (100 or 10) of the device that it
connected.

2. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer. The LAN
LED (Left or Right) will light up according to the speed (100 or 10) of the device that it
connected.

3. Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

5. The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

Power Switch
w Power Cord

DrayTek (6)

VIGORFRO 5510Gi Qeact Doz Swariar
uuuuuuuuuuuuuuuuuuuuu Cior @use Sosm

Oweus (DWLAN  (Sson

Internet

Cable/DSL Modem
or Media Converter

(For the detailed information of LED status, please refer to section 1.2.)
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1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this
router can print documents via the router. The example provided here is made based on
Windows XP/2000. For Windows 98/SE, please visit www.draytek.com.

Printer Name:192.168.1.1

Port Name: IP_192.168.1.1 @

Router

Internet

Printer

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open Start->Settings-> Printer and Faxes.

|_‘..:§ Docurments 3 i

Settings [} Control Pane!

t_‘.; Mebwark Connections
" Printers and Faxes
a Taskbar and Skart Manu

Search

Help and Suppark:

Rur...

Log OFf coco les...

Turn OFf Computer. .,

7 4 Internet Explorer - O Mar
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3. Open File->Add a New Computer. A welcome dialog will appear. Please click Next.

Add Printer, Wizard

Welcome to the Add Printer
@ Wizard

This wizard helps pou install a printer or make printer
connections

-, If you have a Plug and Play printer that connects

1 through a USE part [or any other hot pluggable
port, such az |[EEE 1334, infrared, and eo on), you
do not need to uge this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
inka your computer ar paint the printer toward your

'® Printers and Faxes

EEN Edit  View Favaorites  Tools

camputer's infrared port, and turn the printer on.
Server Praperties ’ 7, Seal Windows will automatically install the printer for you
Set Up Faxing

axes Ta continue, click Mext

=

Close

Cancel

4.  Click Local printer attached to this computer and click Next.

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want ta uss:
(e

() & ngtwork, printer, o a priniter attached to anather computer

[ [ Automatically detect and install my Plug and Play printer

O To et up a netwarl: printer that is nat attached to a print server,
\y usze the "Lacal printer" option.

[ < Back ” Next » ][ Cancel ]

5. Inthis dialog, choose Create a new port Type of port and use the drop down list to
select Standard TCP/IP Port. Click Next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers thiough ports,

Select the port you want vour printer to uze. [IF the port iz not listed. pou can create &
new pork.

() Use the following port:

(%) Create a new part
Type of port:

< Back ” Hest » ][ Cancel
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6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Printer
Name or IP Address and type IP_192.168.1.1 as the port name. Then, click Next.

Add Standard TCP/IP Printer Port Wizard

Add Port
For which device do you want to add a port?
o
Enter the Frinter Mame or IP address, and a port name for the desired device
PFrinter Mame or IP Address: 19216811
Part Name: IF'_T§2-1 881 .1"
[ < Back ” Next > ] [ Cancel ]

7.  Click Standard and choose Generic Network Card.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified. =

The detected device is of unknown type. Be sure that:
1. The device iz properly configured.
2. The address on the previous page is correct.

Either corect the address and perfarm anather gearch on the netwark by returning to the
previous wizard page or select the device type if you are sure the address iz comect,

Dievice Tupe

(@ Standard Gens

() Custom

[ < Back “ Next » ][ Cancel

8.  Then, in the following dialog, click Finish.

Add Standard TCP/IP Printer Port Wizard E]

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following charactenistics

To compleie this wizand, click Finish.

I < Back “ Finish J[ Cancel
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9.  Now, your system will ask you to choose right name of the printer that you installed
onto the router. Such step can make correct driver loaded onto your PC. When you
finish the selection, click Next.

Add Printer Wizard

Install Printer 5 oftware
The manufacturer and model determine which printer software to use.

1\ Select the manufacturer and model of wour printer. I pour printer came with an installation
[ digk, click Have Digk. |f your printer is not fisted, consult your printer documentation for
compatible printer software.

Manufacturer A

AST

BT

Cfannn o
St This driver is digitally signed [ ‘Windows Update ] [ Have Disk... ]

Tell me why driver signing iz important

[ < Back “ Next » ][ Cancel ]

10. For the final stage, you need to go back to Control Panel-> Printers and edit the
property of the new printer you have added.

& Brother HL-1070 Properties EJE]

General Sharingl Ports |Advancad Device Settings |

@
1':'"}3 Brother HL-1070

Print to the following port(s]. Documents will print to the first free

checked port.
Part Description Printer o
[ 3250 Standard TCP/P Port Epson Stylus COLOR 1160 ..
| | O IP_1... Standard TOPAP Port
O IP_1... Standard TCP/IP Port HP Laserlet 1300
O IP_1... Standard TCP/P Part
O IP_1... Standard TCP/IP Port
IP_1... Standard TCP/AP Part  Brother HL-1070
O PDF... Local Pait PDFI95 M|
o
l Add Port. l [ Delete Port ll LConfigure Port, D
S ——

[ Ok ][ Cancel ” Apply ]

11. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and UPR name.

Configure Standard TCP/IP Port Monitor @@
Port Settings |
FBort Narme: [IP_182.168.1.1 |
Printer Name or P &ddiess: |132 168.1.1 |
Frotocal

Raw Settings

LPR Settings
Bueus Mame: Ipl I |
|

[] LPR: Biyte Counting E nabled

[[] SNMP Status Enabled

The printer can be used for printing now. Most of the printers with different manufacturers
are compatible with vigor router.
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Note 1: Some printers with the fax/scanning or other additional functions are not supported. If you do
not know whether your printer is supported or not, please visit www.draytek.com to find out the
printer list. Open Support >FAQ; find out the link of Printer Server and click it; then click the
What types of printers are compatible with Vigor router? link.

About DrayTek Products Support Partners ContactUs

Home > Support> FAQ

01. What are the differences armong these firmware file formats ? Basic

02 How could | get the telnet cammand far routers ? Advanced

03, How can | backup/restore my configuration settings ? WP

04. How do | reset/clear the router's password ? DHCP

05, How to bring back my router to its default walue 7 Wiicliesss

06. How do | tell the type of my Wigor Router is AnnexA or AnnexB? ( For ADSL model only ) velP
QoS

07. Ways for firmware upgrade.

08. Why is SNMP remaoved in firmware 2.3.6 and above for Wigor2200 Series routers?

09. | failed to upgrade “igor Rooter's firmware from my Mac machine constantly, what should
| do?

10. How to upgrade firmware of Vigor Router remaotely ?

FAQ - Printer Server

01. How do | configure LPR printing on Windows2000/XP 2

02. How do | configure LPR printing on "Windows98/Me ?

03. How do | configure LPR printing on Linux boxes ?

04 . Why there are some strange print-out when | try to print my documents through Vigor210

4P / 2300's_print semes?

@ at types of printers are compatible with Vigor router? >

D6. What are the limitations in the USB Printer Port of Vigor Router ?

07. What is the printing buffer size of Wigor Router ?

08. How do | configure LPR printing on Mac OSX ?

09. How do | configure LPR printing on My Windows Vista ?

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.
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2 Configuring Basic Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP dynamically from the

¢ router or set up the IP address of the computer to be the same subnet as the default
IP address of Vigor router 192.168.1.1. For the detailed information, please refer
to the later section - Trouble Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type “admin/admin” as the
username/password on the window. Next click OK for next screen.

Username

Password

Copyright®, DrayTek Corp, All Rights Reserved.
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3. Now, the Main Screen will pop up.

ig'OTPro 5510 series DrayTek

Unified Threat Management

System Status

Model Name : VigorPro5510 series
Firmware Version :3.34
Build Date/Time : Nov 25 2009 09:53:01
Signature Version : basic

Signature Build Date  : Tue Aug 29 09:16:25.00 2006

System WAN 1
CPU Usage 13 % Link Status i Disconnected
Total Memary 1 286M MaC Address : 00-50-7F-C4-CC-45
Memory usage 115 9% Connection ¢ Static 1P
IP Address 1 172.16.3.220
LAN Default Gateway P 172.16.1.1
MAC Address . 00-50-7F-C4-CC-44 Madle MAT
15t IP Address ©192.1668.1.1
1st Subnet Mask ; 255,255.255.0 WAN 2
DHCP Server L Yes Link Status i Connected
DNS 1 168.95.1.1 MAC Address 1 00-50-7F-C4-CC-46
Connection © Static IP
IP Address 0 172.16.3.102
Default Gateway 1 172.16.1.1
Mode P NAT

Note: The home page will change slightly in accordance with the router you have.
4.  Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

0ld Password | |

Mew Password | |

Confirm Password | |

5. Enter the login password (the default is blank) on the field of Old Password. Type a
new one in the field of New Password and retype it on the field of Confirm New
Password. Then click OK to continue.

6. Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.

Username

Password

Copyright®, DrayTek Corp, All Rights
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2.2 Quick Start Wizard

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

Quick Start Wizard

Enter login password
Please enter an alpha-numeric string as your Password (Max 23 characters),

Mew Password [Ty}

Confirm Password [Ty}

On the next page as shown below, please select the WAN interface that you use. Choose
Auto negotiation as the physical type for your router. Then click Next for next step.

Quick Start Wizard

Select WAN Interface

Select WAN Interface: WANT »
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation ¥
(o] (o]

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if
the ISP provides you PPPOE interface. Then click Next for next step.
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Guick Start Wizard

Connect to Internet

WaAN 1
Select one of the following Internet Access types provided by your ISP,
@ PPPOE
C pPPTP
O static 1P
O DHCP

[ < Back ] [ Mesxt = ]

In the Quick Start Wizard, you can configure the router to access the Internet with different
protocol/modes such as PPPoE, PPTP, Static IP or DHCP. The router supports the DSL
WAN interface for Internet access.

2.2.1 PPPoE

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE connection, please select PPPoE for this router. The

following page will be shown.
Guick Start Wizard

PPPoE Client Mode

WAN 1
Enter the user name and password provided by your ISP,

User Name admin
Password [111]
Canfirm Password LTI
[ < Back ] [ Mext » ]
User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.

Confirm Password  Retype the password for confirmation.

Click Next for viewing summary of such connection.
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GQuick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPoE

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the vigor rauter.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 11!
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2.2.2 PPTP

Click PPTP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

PPTP Client Mode

WAN 1

Enter the user name, passwaord, WaN IP configuration and PPTP server IP provided by
wour ISP,

User Marne admin

Password LTI}

Caonfirm Password LTI}

WAN IP Configuration
O Obtain an IP address automatically
@ specify an IP address
IP Address 172.16.3.229
Subnet Mask 20525500

PPTP Server IP

[ < Back ] [ Mext = ]

Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Phiysical Type: Auto negotiation
Internet Access: PRTR

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2.2.3 Static IP

Click Static IP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

Static IP Client Mode

WAN 1

Enter the Static IP configuration probided by your ISP,

WaN IP 172.16.3.229

Subnet Mask 25528500

Gateway 172.16.1.1

Prirmary OMS 168.95.1.1

Secondary DMS {optional)

[ = Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Phiysical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 1!
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2.2.4 DHCP

Click DHCP as the protocol. Type in all the information that your ISP provides for this
protocol.
Quick Start Wizard

DHCP Client Mode

WAN 1
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in,

Host Mame (optional)

MAC 00 | -50 | —7F | -[22 | (33 | /45 |(optionaly

[ = Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 11!
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2.3 Service Activation Wizard

1. Open Service Activation Wizard.

2. The screen of Service Activation Wizard will be shown as follows. Choose the one
you need and click Next. In this case, we choose to activate free trail edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating Anti-Instrusion / Anti-Spam service. Flease choose the

edition you need.
@e trial edition for 30 dD

 Formal edition with license key

Free trial edition: if it is the first time that you register the service, please use the
option.
Formal edition with license key: you can extend the license valid time manually.
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3. Inthe following page, you can activate the AV/AI, AS and/or Web content filter
service at the same time or individually. When you finish the selection, please click
Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item(s) you want to use.
For Al/AY service:

[l anti-Intrusion fanti-virus ¢ DT-KL 3 Activation Date :

[ &nti-Intrusion f&nti-Yirus ( DT-DT ) Activation Date :

For WCF service:

[“]web Content Filter { CT-CF ) activation Date :

For AS service:

[¥] anti-Spam ( CTCH ) Activation Date :

[ <Back | [ Next> |

4.  Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial wersion

Sevice Activated : Anti-Intrusion fanti-virus ¢ DT-KL 3
Web Content Filter { CT-CF )
Anti-Spam { CTCH )

Please click Back to re-select service type you to activate,

[ < Back ] [ Mext >

5. Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item{s) to enable the Al/aY or WCF or AS services on your router,

Enahble Anti-Intrusion / Anti-%irus
Enable Web Content Filter
Enable anti-Spam

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.
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6.  Now, the web page will display the service(s) with valid time that you have activated
according to your selection(s).

Service Activation Wizard

Server Enabled!

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Anti-wirus 2010-02-26 2010-02-29 DT-KL
Web Content filter 2010-02-26 2010-03-29 CT-CF
Anti-Spam 2010-02-26 2010-03-29 CTCH

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Copyright ® OrayTek Corp. All Rights Reserved.
7. Open Defense configuration >>Activation to check the services status.

Defense Configuration => Activation Activate via interface : | VWAN 1 v

Anti-Intrusion/Anti-virus License

Activate
[Status:DT-KL] [Start Date:2010-02-26 Expire Date:2010-03-29]
Anti-Spam License Activate
[Status:CTCH]  [Start Date:2010-02-26 Esxpire Date:2010-03-29]
web-Filter License Activate

[Status:CT-CF]  [Start Date:2010-02-26 Expire Date:2010-03-29]

Authentication Message

WebFilter, Get new license successful, Z010-02-26 01:16:50
Anti-3pam, Get new license successful, Z010-02-26 01:16:50
AV/LI, Get new license successful, 2010-02-26 01:16:50

Note: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

Ok ] [ Cancel
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If you need to extend the license valid time, you can also use the Service Activation
Wizard again to reach your goal by clicking the radio button of Formal edition
with license key and clicking Next.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating

- anti-Instrusion

- anti-Spam service

- web Content Filter

Please choose the edition you need.,

= ‘-I;CI: l:uiLiUll
@ Formal edition with Iicens@

Service Activation Wizard

Select the service type that you want to activate

Please choose the item you want to use.
For AL/AV service:

O Anti-Intrusion / Anti-¥irus {(DT-KL) License Aqreement Activation Date ; [2010-03-30 select

Enter your License key:

& Anti-Intrusion / Anti-Virus (DT-DT) License Agreement activation Date ; [2010-02-26 select

Enter your License key:

For WCF service:
® Weh Content Filter (CT-CF) License Agreement asctivation Date ; [2010-03-30 select

Enter your License key: |

For AS service:
& Anti-Spam (CTCH) License Agreement Activation Date : |2010-03-30 select

Enter your License key:

[J1 have read and accept the above Agreement.(Please check this box.)

Note :The activation date is brought out by the server automatically and cannot be changed.
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2.4 Online Status

The online status shows the system status, WAN status, ADSL Information and other status
related to this router within one page. If you select PPPOE/PPTP as the protocol, you will
find out a link of Dial PPPoE/PPP0oA or Drop PPPOE/PPPOA in the Online Status web

page.
Online status for PPPoE (WAN2)

System Status

LAMN Status Primary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.1.1 7T =]

WAN 1 Status
Enable Line Name Mode Up Time
Yes Ethernet Static IF 0:00:11
P GW IP TX Packets TX Rate RX Packets
192,168.5.100 192.168.5.1 3 17 3

WARN 2 Status
Enable Line Name Mode Up Time
Yes Ethernet FRPoE 0:00:11
1P GW IP TX Packets TX Rate RX Packets
51.230,209.207 51.230,192.254 10 14 10

Online status for PPTP (for WAN2)

System Status

LAMN Status Primary DNS: 165.95.192.1
IP Address TX Packets RX Packets
192.168.1.1 77 =11

WaN 1 Status
Enable Line Name Mode Up Time
Yes Ethernet Static IP 0:00:11
P GW IP TX Packets TX Rate RX Packets
192,168.5.100 192,168.5.1 3 17 3

WaN 2 Status
Enable Line Name Mode Up Time
es Ethernet WA M2 PRTP 0:00:15
P GW IP T¥ Packets TX Rate RX Packets
192,168.29.202 192,162,291 103 119 14

Online status for Static IP (for WAN1)

System Status

LAMN Status Primary DNS: 158.95,192.1
IP Address TH Packets R¥ Packets
192.168.1.1 7T =]

WARN 1 Status
Enable Line Name Mode Up Time
Yes Ethernet Static IP 0:00:11
1P GW IP TX Packets TX Rate RX Packets
192,168.5.100 192.168.5.1 3 17 3

WAN 2 Status
Enable Line Name Mode Up Time
fes Ethernet PPPOE 0:00:11
P GW IP TX Packets TX Rate RX Packets
61.230,209.207 61.230,192.254 10 16 10
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System Uptime: 0:0:18
Secondary DNS: 1565.95.1.1

RX Rate
42

== Drop PPPoE

RX Rate
12

System Uptime: 0:0:18
Secondary DNS: 1558.95.1.1

RX Rate
42

=> Drop PPPoE

RX Rate
il

System Uptime: 0:0:18
Secondary DNS: 158.95.1.1

RX Rate
42

== Drop PPPoE

RX Rate
1z
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Online status for DHCP

System Status
LAMN Status
IP Address
192.168.1.1

WAN 1 Status
Enable
Yes
1P
192.168.5.10

WAN 2 Status
Enable
Yes
1P
61.230.213.66

Primary DNS: 168.95.192.1

System Uptime: 0:6:52
Secondary DNS: 1658.95.1.1

T¥ Packets RX Packets
G677 558
=> Release
Line Name Mode Up Time
Ethernet DHCP Client 0:06: 45
GW IP T¥ Packets TX Rate RX Packets RX Rate
192.168.5.1 89 3 63 3
== Drop PPPoE
Line Name Mode Up Time
Ethernet PPPOE 0:01:34
GW IP T¥ Packets TX Rate RX Packets RX Rate
51.230,192.254 21 7 45 13

Detailed explanation is shown below:
Primary DNS
Secondary DNS

LAN Status
IP Address
TX Packets
RX Packets

WAN1/2 Status

Line

Name
Mode

Up Time

IP

GW IP

TX Packets
TX Rate
RX Packets

RX Rate

Displays the IP address of the primary DNS.
Displays the IP address of the secondary DNS.

Displays the IP address of the LAN interface.
Displays the total transmitted packets at the LAN interface.

Displays the total number of received packets at the LAN interface.

Displays the physical connection (Ethernet) of this interface.
Displays the name set in WAN1/WAN web page.

Displays the type of WAN connection (e.g., PPPoE).

Displays the total uptime of the interface.

Displays the IP address of the WAN interface.

Displays the IP address of the default gateway.

Displays the total transmitted packets at the WAN interface.
Displays the speed of transmitted octets at the WAN interface.

Displays the total number of received packets at the WAN
interface.

Displays the speed of received octets at the WAN interface.

Note: The words in green mean that the WAN connection of that interface
(WAN1/WAN?2?) is ready for accessing Internet; the words in red mean that the WAN
connection of that interface (WAN1/WAN?2) is not ready for accessing Internet.

DrayTek
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2.5 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find
messages showing the system interaction with you.

Status: Ready

Ready indicates the system is ready for you to input settings.
Settings Saved means your settings are saved once you click Finish or OK button.
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@ Advanced Web Configuration

3.1 WAN

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 4.

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the Internet Access link.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.
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3.1.2 Network Connection by 3G USB Modem

For 3G mobile communication through Access Point is popular more and more,
VigorPro5510 adds the function of 3G network connection for such purpose. By connecting
3G USB Modem to the USB port of VigorPro5510, it can support
HSDPA/UMTS/EDGE/GPRS/GSM and the future 3G standard (HSUPA, etc).
VigorPro5510 with 3G USB Modem allows you to receive 3G signals at any place such as
your car or certain location holding outdoor activity and share the bandwidth for using by
more people. Users can use four LAN ports on the router to access Internet. Also, they can
access Internet via SuperG wireless function of VigorPro5510G, and enjoy the powerful
firewall, bandwidth management and VPN features of VigorPro5510 series.

Mobile Coffee shop

1\\

Internet

= VolP

/l I\,
7 oy~
vi, & W ({,‘ e & [:;:lnt messaging etc.

*igarss1 0G 3.3G HSDPA USE Modem

After connecting into the router, 3G USB Modem will be regarded as the second WAN port.
However, the original Ethernet WANL1 still can be used and Load-Balance can be done in the
router. Besides, 3G USB Modem in WANZ2 also can be used as backup device. Therefore,
when WANL is not available, the router will use 3.5G for supporting automatically. The
supported 3G USB Modem will be listed on Draytek web site. Please visit www.draytek.com
for more detailed information.

Below shows the menu items for WAN.

P Load-Balance Palicy

3.1.3 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1 and WANZ2 in details.

This router supports dual WAN function. It allows users to access Internet and combine the
bandwidth of the dual WAN to speed up the transmission through the network. Each WAN
port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1 and WAN2
settings.

This webpage allows you to set general setup for WAN1 and WAN respectively.

Note: In default, WAN1 and WANZ2 are enabled.
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WAN == General Setup

General Setup

WAMNL WAMNZ
Enable: Yas @ Enable: Yes w
Display Mame: Display Name:
Physical Mode: Ethernet Physical Mode: Ethernet v
Physical Type: Auto negotiation v Physical Type: Auto negotiation %
Load Balance Mode: Auto Weight i Load Balance Mode: Auto Wieight b
Line Speed(kbps):  Downlink Line Speed(Kbps):  DownLink
UpLink UpLink
Active Mode: Always On = active Mode: Alwrays On A
Active on demand: Active on demand:
WANZ Fail waM1 Fail
WANZ Upload speed exceed kbps WaN1 Upload speed exceed Kbps
WaNZ Download speed exceed kbps WAN1 Download speed excesd Kbps
Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.
Display Name Type the description for the WAN1/WAN?2 interface.
Physical Mode For WANL1, the physical connection is done and fixed through
Ethernet port; yet the physical connection for WAN?2 is done
through an Ethernet port (P1) or USB port. You cannot
change it.
Physical Mode: Ethermet b
To use 3G network connection through 3G USB Modem,
choose 3G USB Modem as the physical mode in WAN2.
Next, go to WAN>> Internet Access. 3G USB Modem is
available for WAN2. You can choose PPP as the access mode
and click Details Page for further configuration.
WAN >> Internet Access
Internet Access
Index Display Name Physical Mode Access Mode
WANL Ethernet Static or Dynamic [P v
W AN2 3G USE Modem
Physical Type You can change the physical type for WANZ2 or choose Auto
negotiation for determined by the system.
Physical Type: Auto negotiation |%
Auto negotiation
10M half duplex
100 full duplesx
100M half duplex
100M full duplex
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Load Balance Mode

Line Speed

Active Mode

DrayTek

If you know the practical bandwidth for your WAN interface,
please choose the setting of According to Line Speed.
Otherwise, please choose Auto Weigh to let the router reach
the best load balance.

Load Balance Mode: Auto Wieigh hd

Auto Weigh

According to Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading through WAN1/WANZ2. The unit is kbps.

Choose Always On to make the WAN connection
(WAN1/WAN2) being activated always; or choose Active on
demand to make the WAN connection (WAN1/WANZ2)
activated if it is necessary.

Active Mode: Active on demand |+
Always Cn
Active on dermand

If you choose Active on demand, the Idle Timeout will be
available for you to set for PPPoE and PPTP access modes in
the Details Page of WAN>>Internet Access. In addition, there
are three selections for you to choose for different purposes.
WANZ2 Fail — It means the connection for WAN1 will be
activated when WANZ2 is failed.

WAN2 Upload speed exceed XX Kbps — It means the
connection for WAN1 will be activated when WAN2 Upload
speed exceed certain value that you set in this box for 15
seconds.

WAN2 Download speed exceed XX kbps- It means the
connection for WAN1 will be activated when WAN2
Download speed exceed certain value that you set in this box
for 15 seconds.

WANL1 Fail — It means the connection for WAN2 will be
activated when WANL1 is failed.

WAN1 Upload speed exceed XX Kkbps — It means the
connection for WAN2 will be activated when WAN1 Upload
speed exceed certain value that you set in this box for 15
seconds.

WANL1 Download speed exceed XX kbps- It means the
connection for WAN2 will be activated when WAN1
Download speed exceed certain value that you set in this box
for 15 seconds.
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3.1.4 Internet Access

For the router supports dual WAN function, the users can set different WAN settings (for
WAN1/WAN2) for Internet Access. Due to different physical mode for WAN1 and WAN2,
the Access Mode for these two connections also varies slightly.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WeANT Ethernet Static or Dynamic IP # Details Page
WAMNZ Ethernet

Static or Dynarmic [P

PFTF
WAN >=> Internet Access
Internet Access
Index Display Name Physical Mode Access Mode
W AML Ethernet Static or Dynamic [P Details Page

WANZ 3G USE Modemn Mone hd

Index It shows the WAN modes that this router supports. WANL1 is the
default WAN interface for accessing into the Internet. WAN2 is
the optional WAN interface for accessing into the Internet when
WAN 1 is inactive for some reason.

Display Name It shows the name of the WAN1/WAN2 that entered in general
setup.

Physical Mode It shows the physical connection for WAN1 (Ethernet) /WAN2
(Ethernet or 3G USB Modem) according to the real network
connection.

Internet Access
Index Display Name Physical Mode
WA 1 Ethernet

Wiy o) 2 Ethernet

Internet Access

Index Display Name Physical Mode

WA 1 Ethernet
W AN 2 3G USE Modermn
Access Mode Use the drop down list to choose a proper access mode. The details

page of that mode will be popped up. If not, click Details Page for
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accessing the page to configure the settings.

otatic or Dynamic [P (%

Mone
[PPPoE
Static or Dynamic [P

There are three access modes provided for PPPoE, Static or
Dynamic IP and PPTP.

Details Page This button will open different web page according to the access

mode that you choose in WAN1 or WAN2.,

Details Page for PPPoE

To use PPPOE as the accessing protocol of the internet, please choose Internet Access from
WAN menu. Then, select PPPoE mode for WAN. The following web page will be shown.

WAN == Internet Access

WAMN 1
PPPoE Client Mode PPP/MP Setup
(O Enable @ Disable PPP suthentication PAP or CHAP +
Idle Timeout second(s)
ISP Access Setup .
IP Address Assignment Method (IPCP})
Username WAN IP Alias

Password Fixed IP; O ves & No (Dynamic IP)

Index{1-15} in Schedule Setup: Fixed IP Address

== 1l ) 1

ISDN Dial Backup Setup ® Default MAC address
Dial Backup Mode Mone v O Specify a MAC Address
MAC Address:
WAN Connection Detection oo |50 | FF |{Cd | JCC] .45
Mode ARF Detect
Ping IP
TTL: 255
MTU 1442 {Max: 1492)
[ QK ] [ Cancel ]

PPPoE Client Mode  Click Enable for activating this function. If you click Disable, this

function will be closed and all the settings that you adjusted in this
page will be invalid.

ISP Access Setup Enter your allocated username, password and authentication

DrayTek

parameters according to the information provided by your ISP. If
you want to connect to Internet all the time, you can check Always
On.

Username — Type in the username provided by ISP in this field.
Password — Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously
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ISDN Dial Backup
Setup

WAN Connection
Detection

MTU

PPP/MP Setup

IP Address
Assignment Method
(IPCP)
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in Application >> Schedule web page and you can use the number
that you have set in that web page.

This setting is available for the routers supporting ISDN function
only. Before utilizing the ISDN dial backup feature, you must
create a dial backup profile first. Please click Internet Access
Setup > Dialing to a Single ISP to enter the backup profile.

Dial Backup Mode Mone e

Mone

Packet Trigger

This setting is available for i model only.

Due to the absence of the ISDN interface in some models, the
ISDN dial backup feature and its associated setup options are not
available to them. Please refer to the previous part for further
information.

None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

Such function allows you to verify whether network connection is
alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

Mean maximum transmission unit of one packet. The default value
is 1442,

PPP Authentication — Select PAP only or PAP or CHAP for
PPP.

Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action. This setting is
active only when the Active on demand option for Active Mode is
selected in WAN>> General Setup page.

Usually ISP dynamically assigns IP address to you each time you
connect to it and request. In some case, your ISP provides service
to always assign you the same IP address whenever you request.
In this case, you can fill in this IP address in the Fixed IP field.
Please contact your ISP before you want to use this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using.
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3 http:#/192.168.1.1 - WANLIP Alias - Microsoft Internet Explorer [ ||£1/X]

WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

Lo
2,

=

=

_D:l (i3]
5 O0O0O0Oooio

A
A
&

| 1724 | 2532 == Next ==

[ oK | [ ClearAl | [ Close |

Fixed IP — Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address — Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.

Details Page for Static or Dynamic IP

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP
address to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please choose
Internet Access from WAN menu. Then, select Static or Dynamic 1P mode for WAN. The
following web page will be shown.
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WAN == Internet Access

WAN 1
Static or Dynamic IP
®Enable O Disable

ISDN Dial Backup Setup

Dial Backup Mode Mane

Keep WAN Connection
[ Enable PING to keep alive
PING to the IP |

PIMNG Interval ]

WAMN Connection Detection

WAN IP Network Settings | YWAN IP Alias

(0 Obtain an IP address automatically
(DHCP Client)

Router Mame

Domain Name
* 1 Required for some ISPs

@ specify an IP address

IP Address 172.16.3.102

Subnet Mask 25525500
minute(s)

Gateway IP Address 172.168.1.1

DMNS Server IP Address

Mode
Ping IP
TTL:

MTU

RIP Protocol
[JEnahle RIP

Static or Dynamic IP
(DHCP Client)

ISDN Dial Backup
Setup

Keep WAN

VigorPro5510 Series User's Guide

ARP Detect Primary IP Address

Secondary [P Address

255
® Default MAC Address
1442 (Max: 1500) O Specify a MAC Address
MaAC Address:
[ ok | [ cancel |

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you adjusted
in this page will be invalid.

This setting is available for the routers supporting ISDN function
only. Before utilizing the ISDN dial backup feature, you must
create a dial backup profile first. Please click Internet Access
Setup > Dialing to a Single ISP to enter the backup profile.

Mone b

Packet Trigget
Alweays On

This setting is available for i model only.

Due to the absence of the ISDN interface in some models, the
ISDN dial backup feature and its associated setup options are not
available to them. Please refer to the previous part for further
information.

None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer available,
the backup line will be activated automatically and always on
until the broadband connection is restored. We recommend you to
enable this feature if you host a web server for your customers’
access.

Normally, this function is designed for Dynamic IP environments
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Connection

WAN Connection
Detection

MTU

RIP Protocol

WAN IP Network
Settings
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because some ISPs will drop connections if there is no traffic
within certain periods of time. Check Enable PING to keep alive
box to activate this function.

PING to the IP - If you enable the PING function, please specify
the IP address for the system to PING it for keeping alive.

PING Interval - Enter the interval for the system to execute the
PING operation.

Such function allows you to verify whether network connection is
alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

Mean maximum transmission unit of one packet. The default value
is 1442.

Routing Information Protocol is abbreviated as RIP(RFC1058 )
specifying how routers exchange routing tables information. Click
Enable RIP for activating this function.

This group allows you to obtain an IP address automatically and
allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANL1 only.

3 http:#/192.168.1.1 - WANLIP Alias - Microsoft Internet Explorer [ ||£1/X]

WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

=

_D:l (01}
‘3DDDDDD§

| 1724 | 2532 == Next ==

[ oK | [ ClearAl | [ Close |

Obtain an IP address automatically — Click this button to obtain
the IP address automatically if you want to use Dynamic IP mode.
Router Name: Type in the router name provided by ISP.

Domain Name: Type in the domain name that you have assigned.
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DNS Server IP
Address

Specify an IP address — Click this radio button to specify some
data if you want to use Static IP mode.

IP Address: Type the IP address.

Subnet Mask: Type the subnet mask.

Gateway IP Address: Type the gateway IP address.

Default MAC Address: Click this radio button to use default MAC
address for the router.

Specify a MAC Address: Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.

Type in the primary IP address for the router if you want to use
Static IP mode. If necessary, type in secondary IP address for
necessity in the future.

Details Page for PPTP

To use PPTP as the accessing protocol of the internet, please choose Internet Access from
WAN menu. Then, select PPTP mode for WAN. The following web page will be shown.

WAN == Internet Access

WAN 1
PPTP Client Mode

O Enable @ Disable

PPTF Server

ISP Access Setup

Username

Password

Index{1-15% in Schedule Setup:

==

ISDN Dial Backup Setup

Dial Backup Mode

MTU

PPTP Setup

ISP Access Setup

ISDN Dial Backup
Setup

VigorPro5510 Series User's Guide

MNone v

PPP Setup

PPP Authentication PAP or CHARP |+

Idle Timeout secondis)

IP Address Assignment Method (IPCP)
Fixed IP: O ¥Yes @ Mo (Dynamic IP)
Fixed IP Address

WaN IP Network Settings

O Obtain an [P address autamatically

® Specify an IP address

IP Address 172.16.3.102

Subnet Mask 25525500

1442 (Max: 1460

[ (0]2¢ ] [ Cancel l

PPTP Link - Click Enable to enable a PPTP client to establish a
tunnel to a DSL modem on the WAN interface.
PPTP Server - Specify the IP address of the PPTP server.

Username -Type in the username provided by ISP in this field.
Password -Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously
in Application >>Schedule web page and you can use the number
that you have set in that web page.

This setting is available for the routers supporting ISDN function
only. Before utilizing the ISDN dial backup feature, you must
create a dial backup profile first. Please click Internet Access
Setup > Dialing to a Single ISP to enter the backup profile.
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PPP Setup

IP Address
Assignment
Method(IPCP)
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Dial Backup Mode Mone i

Mone

Facket Trigger

This setting is available for i model only.

Due to the absence of the ISDN interface in some models, the
ISDN dial backup feature and its associated setup options are not
available to them. Please refer to the previous part for further
information.

None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

PPP Authentication - Select PAP only or PAP or CHAP for PPP.
Idle Timeout - Set the timeout for breaking down the Internet after
passing through the time without any action. This setting is active
only when the Active on demand option for Active Mode is
selected in WAN>> General Setup page.

Fixed IP - Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever you
request. In this case, you can fill in this IP address in the Fixed IP
field. Please contact your ISP before you want to use this function.
Click Yes to use this function and type in a fixed IP address in the
box.

Fixed IP Address -Type a fixed IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANL1 only.

43 http:/192.168.1.1 - WAN1IP Alias - Microsoft Internet Explorer = ||1/[X]

WAMN1L IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
i,
3 |
4. |
5 |
g. O
7. O
8. |
<< 18 | 916 | 1724 | 2532 == Next ==
[ ok | [ claraAl | [ Close
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WAN IP Network
Settings

Default MAC Address — Click this radio button to use default
MAC address for the router.

Specify a MAC Address - Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.

Obtain an IP address automatically — Click this button to obtain
the IP address automatically.

Specify an IP address — Click this radio button to specify some
data.

IP Address — Type the IP address.

Subnet Mask — Type the subnet mask.

Details Page for PPP

To use PPP (for 3G USB Modem) as the accessing protocol of the internet, please choose
Internet Access from WAN menu. Then, select PPP mode for WAN2. The following web

page will be shown.

WAN >> Internet Access

WAN 2
PPP Client Mode
SIM PIMN code

Modemn Initial String
APN Name

Modem Dial String
PPP Username

PPP Password

(O Enable @ Disable

AT&FEDYTX &028C150=0 {Default: ATAFEOY1X18028.C150=0)

ATDT9S# {Default: ATDT*99#)

{Optional)

(Optional)

Index{1-15) in Schedule Setup:

== A

PPP Client Mode
SIM PIN code

Modem Initial String

APN Name

Modem Dial String

PPP Username

PPP Password
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)

[ Ok ] [ Cancel ] [ Default l

Click Enable to activate this mode for WAN2.
Type PIN code of the SIM card that will be used to access Internet.

Such value is used to initialize USB modem. Please use the default
value. If you have any question, please contact to your ISP.

APN (Access Point Name) is provided by your ISP for identifying
different access points. Simply click Apply to apply such name.
Finally, you have to click OK to save the setting.

Apply — Activate the function of identification.

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to your ISP.

Type the PPP username (optional).

Type the PPP password (optional).
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Index (1-15) Set the PCs on LAN to work at certain time interval only. You may
choose up to 4 schedules out of the 15 schedules pre-defined in
Applications >> Schedule setup. The default setting of this field is
blank and the function will always work.

3.1.5 Load-Balance Policy

This router supports the function of load balancing. It can assign traffic with protocol type,
IP address for specific host, a subnet of hosts, and port range to be allocated in WAN1 or
WANZ2 interface. The user can assign traffic category and force it to go to dedicate network
interface based on the following web page setup. Twenty policies of load-balance are
supported by this router.

Note: Load-Balance Policy is running only when both WAN1 and WAN?2 are activated.

WAN == Load-Balance Policy

Load-Balance Policy
Dest Dest

Index Enable Protocol WAN SS';C;:F S;:];P Dsets‘;crip Drlezs;]tdlp Port Port MS;E Eg:;ﬁ
Start End
1 Fl any AN v Down
2 [Fl any | WEANT v UP Dewn
3 i any | [WVEANT v UP Down
4 ] any | YA v UP  Down
5 1 any w | WWANT v UP Dewn
6 Fl any | WANT v UP Dewn
i F] any W WEANT v UP Dewn
8 ] any | [ WEANT W UP Down
9 ] any | YA v UP  Down
10 Fl any w | WWANT v UP Down
<< 110 | 1120 == Next =
Index Click the number of index to access into the load-balance policy
configuration web page.
Enable Check this box to enable this policy.
Protocol Use the drop-down menu to change the protocol for the WAN
interface.
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WAN Use the drop-down menu to change the WAN interface for such
index.

Src IP Start Displays the IP address for the start of the source IP.

Src IP End Displays the IP address for the end of the source IP.

Dest IP Start Displays the IP address for the start of the destination IP.
Dest IP End Displays the IP address for the end of the destination IP.
Dest Port Start Displays the IP address for the start of the destination port.
Dest Port End Displays the IP address for the end of the destination port.

Move UP/Move Down Use Up or Down link to move the order of the policy.
Click Index 1 to access into the following page for configuring load-balance policy.

WAN >> Load-Balance Policy

Index: 1
Enable
Protocol any v
Binding WaN Interface WYANT v autao failover to the other WaN
Src IP Start 192.168.1.3
Src 1P End 192.168.1 5
Dest IP Start 168.95.0.1
Dest IP End 168.95.0.100
Dest Port Start a0
Dest Port End 100
[ [8]74 ] [ Cancel ]
Enable Check this box to enable this policy.
Protocol Use the drop-down menu to choose a proper protocol for the WAN
interface.
Protocol
Binding WAN Choose the WAN interface (WAN1 or WANZ2) for binding.
interface
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Src IP Start

Src IP End

Dest IP Start

Dest IP End

Dest Port Start

Dest Port End

DrayTek

You can check the box of Auto failover to other WAN to make
a backup WAN connection if the selected WAN interface fails to
connect to Internet.

Type the source IP start for the specified WAN interface.

Type the source IP end for the specified WAN interface. If this
field is blank, it means that all the source IPs inside the LAN will
be passed through the WAN interface.

Type the destination IP start for the specified WAN interface.

Type the destination IP end for the specified WAN interface. If this
field is blank, it means that all the destination IPs will be passed
through the WAN interface.

Type the destination port start for the destination IP.

Type the destination port end for the destination IP. If this field is

blank, it means that all the destination ports will be passed through
the WAN interface.
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3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

LAN

B Seneral Setup

L c Foute
B LA
P Bind IF to kA5

| Note: VLAN menu item is only available for VigorPro 5510.

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does is
to translate the packets from public IP address to private IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that
assigns private IP address to each local host. See the following diagram for a briefly
understanding.

Internet

m DHCP Server
Public IP Address & W

e

Private Subnet
Router IP Address:192.168.1.1

TIL

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor
router will serve for IP routing to help hosts in the public subnet to communicate with other
public hosts or servers outside. Therefore, the router should be set as the gateway for public
hosts.
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Internet

Public IP Address:
220.135.240.207

Private Subnet

Router IP Address:192.168.1.1 Public Subnet
192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way
for connection is the Static routes function rather than other method. You may simply set
rules to forward data from one specified subnet to another specified subnet without the
presence of RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 4 virtual LANS. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN)
function and the rate of each.

Internet

VLAN1

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10
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3.2.2 General Setup

This page provides you the general settings for LAN.

Click LAN to open the LAN settings page and choose General Setup.

LAN == General Setup

Ethernet TCP / IP and DHCP Setup

LAMN IP Network Configuration

For MAT Usage

DHCP Server Configuration
@ Enable Server O Disable Server

1st IP Address 192.168.1.1 Relay Agent: O 1st Subnet  2nd Subnet
1=t Subnet Mask 285 2852550 Start IP Address 192.168.1.10
Far IP Routing Usage O Enable & Disable IP Pool Counts a0
2nd IP Address 192.168.2.1 Gateway IP Address 182.168.1.1
2nd Subnet Mask 2552652550 DHCP Server IP address
[ Znd Subnel DHCP Berver ] | 1 X912V Agent
DNS Server IP Address
[ Force DNS manual setting

RIP Protocal Contral Disable v Primary 17 Address 1BR.O5 11

1st IP Address

1st Subnet Mask

For IP Routing Usage
2" IP Address

2" Subnet Mask

2" DHCP Server

VigorPro5510 Series User's Guide

Secondary IP Address

Type in private IP address for connecting to a local private network
(Default: 192.168.1.1).

Type in an address code that determines the size of the network.
(Default: 255.255.255.0/ 24)

Click Enable to invoke this function. The default setting is
Disable.

Type in secondary IP address for connecting to a subnet.
(Default: 192.168.2.1/ 24)

An address code that determines the size of the network.
(Default: 255.255.255.0/ 24)

You can configure the router to serve as a DHCP server for the 2nd
subnet.

2} htip:/7102_168.1 1 - Router Web Configurator - Microsoft Internet Explorer

=13

2nd DHGP Server
Start IP Address

1P Pool Counts 0 {max, 107

Index Matched MAC Address given IP Address

MAC Address : H H H H H
[ Add | [ Delete | [ Edit | [ cCancel |

[ oK ] [Clearal | [ Clse |
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RIP Protocol Control

DHCP Server
Configuration

DrayTek

Start IP Address: Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 2nd IP
address of your router is 220.135.240.1, the starting IP address
must be 220.135.240.2 or greater, but smaller than
220.135.240.254.

IP Pool Counts: Enter the number of IP addresses in the pool. The
maximum is 10. For example, if you type 3 and the 2nd IP address
of your router is 220.135.240.1, the range of IP address by the
DHCP server will be from 220.135.240.2 to 220.135.240.11.

MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts to be assigned, deleted or
edited IP address from above pool. Set a list of MAC Address for
2" DHCP server will help router to assign the correct IP address of
the correct subnet to the correct host. So those hosts in 2" subnet
won’t get an IP address belonging to 1% subnet.

Disable deactivates the RIP protocol. It will lead to a stoppage of
the exchange of routing information between routers. (Default)

RIP Protocol Control Disable v

1st Subnet - Select the router to change the RIP information of the
1st subnet with neighboring routers.

2nd Subnet - Select the router to change the RIP information of
the 2nd subnet with neighboring routers.

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network so it
automatically dispatch related IP settings to any local user
configured as a DHCP client. It is highly recommended that you
leave the router enabled as a DHCP server if you do not have a
DHCP server for your network.

If you want to use another DHCP server in the network other than
the Vigor Router’s, you can let Relay Agent help you to redirect the
DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host in
the LAN.

Disable Server — Let you manually assign IP address to every host
in the LAN.

Relay Agent — (1% subnet/2" subnet) Specify which subnet that
DHCP server is located the relay agent should redirect the DHCP
request to.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 1st IP
address of your router is 192.168.1.1, the starting IP address must
be 192.168.1.2 or greater, but smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is 50
and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP address for
the DHCP server. The value is usually as same as the 1st IP address
of the router, which means the router is the default gateway.
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DNS Server
Configuration

DHCP Server IP Address for Relay Agent - Set the IP address of
the DHCP server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS stands for Domain Name System. Every Internet host must
have a unique IP address, also they may have a human-friendly,
easy to remember name such as www.yahoo.com. The DNS server
converts the user-friendly name into its equivalent IP address.

Force DNS manual setting - Force router to use DNS servers in
this page instead of DNS servers given by the Internet Access
server (PPPoE, PPTP, L2TP or DHCP server).

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more than
one DNS Server. If your ISP does not provide it, the router will
automatically apply default DNS Server IP address: 194.109.6.66
to this field.

Secondary IP Address - You can specify secondary DNS server IP
address here because your ISP often provides you more than one
DNS Server. If your ISP does not provide it, the router will
automatically apply default secondary DNS Server IP address:
194.98.0.1 to this field.

The default DNS Server IP address can be found via Online Status:

System Status System Uptime: 0:53:43
LAMN Status I Primary DNS: 168.95.1.1 Secondary DNS: 168.95.1.1 I
IP Address TX Packets R Packets

192.168.1.1 1878 1739

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users as a
DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS cache, the
router will resolve the domain name immediately. Otherwise, the
router forwards the DNS query packet to the external DNS server
by establishing a WAN (e.g. DSL/Cable) connection.

There are two common scenarios of LAN settings that stated in Chapter 4. For the
configuration examples, please refer to that chapter to get more information for your

necessity.
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3.2.3 Static Route
Go to LAN to open setting page and choose Static Route.

LAN == Static Route Setup

Static Route Gonfiguration | Setto Factory Default | View Routing Table |
Index Destination Address Status Index Destination Address Status
1. Y 7 17, Y 7
2. 777 7 18. s 7
3. 777 7 19. s 7
4. 777 7 20, 777 7
5. TR ¥ 21, o 7
6. i 7 22. s 7
1. 777 7 23. s 7
8. 777 7 24. s 7
9, 777 7 25. s 7
10, 777 7 26. 777 7
11, Y 7 20, Y 7
12. i 7 28. s 7
13. 777 7 29. s 7
14, 777 7 30. s 7
15, 77T 7 31. 777 7
16. i 7 32. s 7

Status: v --- Active, ¥ --- Inactive, ? -—- Empty
Index The number (1 to 32) under Index allows you to open next page to

set up static route.
Destination Address  Displays the destination address of the static route.
Status Displays the status of the static route.

Viewing Routing Table Displays the routing table for your reference.

Diagnostics >> View Routing Table

Gurrent Running Routing Table | Refresh |

Key: C - connected, 3 - static, R - RIP, * - default, ~ - private i
* 0.0.0.0/4 0.0.0.0 via 172.16.3.1, TAN1

Ce 192.165.1.0/ £55.255.255.0 is directly connected, LA

C 172.16.3.0/ 255.255.255.0 is directly connected, WAN1

Add Static Routes to Private and Public Networks

Here is an example of setting Static Route in Main Router so that user A and B locating in
different subnet can talk to each other via the router. Assuming the Internet access has been
configured and the router works properly:

® use the Main Router to surf the Internet.

® create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

®  create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.
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Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Internet

Set
Static Route

Router C
192.168.1.1

Router A Router B
192.168.1.2 I | 192.168.1.3
(Gateway:192.168.1.1)
Private subnet Private subnet
192.168.10.0/24 211.10.88.0/24
UserA UserB

Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.

Note: There are two reasons that we have to apply RIP Protocol Control on 1st Subnet.
The first is that the LAN interface can exchange RIP packets with the neighboring routers
via the 1st subnet (192.168.1.0/24). The second is that those hosts on the internal private
subnets (ex. 192.168.10.0/24) can access the Internet via the router, and continuously
exchange of IP routing information with different subnets.

1. Click the LAN - Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN == Static Route Setup

Index Mo, 1
Enable
Destination IP Address
Subnet Mask
Gateway IP Address
Network Interface LAN  »
Ok ] [ Cancel ]
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2.

Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be

forwarded to 192.168.1.3.

LAN == Static Route Setup

Index No. 1
Enable
Destination IP address

Subnet Mask

211.100.85.0
255.255.285.0

Gateway IP Address 192.165.1.3|
MNetwoark Interface LAN  w
0K ] [ Cancel ]

3. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics >> View Routing Table

Current Running Routing Table

KEey: C - connected,

3 - static,

R - RIP,

| Refresh |

* — default, ~ — private -

* 0.0.0.0/ 0.0.0.0 via 172.16.3.1, WAN1

S~ 192.165.10.0/ Z55.255.255.0 wia 192.165.1.2, LAN

C~ 192.1658.1.0/ 255.255.255.0 is directly connected, LA
[ 172.16.3.0/ 255.255.255.0 is directly connected, WAN1
S~ 211.100.88.0/ Z55.255.255.0 wia 192.165.1.3, LAN

3.2.4 VLAN

Virtual LAN function provides you a very convenient way to manage hosts by grouping
them based on the physical port. You can also manage the in/out rate of each port. Go to
LAN page and select VLAN. The following page will appear. Click Enable to invoke

VLAN function.

Note: VLAN menu item is only available for VigorPro 5510.

LAN == VLAN Configuration

YLAMN Configuration

Enable
P1 P2 P3 P4
YLAND O O Ll ¥
VLAN1 O O O O
VLANZ O O Ll ¥
YLANS O O [l ¥
[ Ok ] [ Clear ] [ Cancel ]

To add or remove a VLAN, please refer to the following example.

1. If, VLAN 0 is consisted of hosts linked to P1 and P2 and VLAN 1 is consisted of hosts

linked to P3 and P4.
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Internet

Ti
17

VLANA1

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10

2. After checking the box to enable VLAN function, you will check the table according to
the needs as shown below.

LAN => VLAN Configuration

YLAM Configuration

[“IEnahle
P1 P2 P3
VLAND L
VLAN1 F O
VLANZ F O L
VLANS F O L
’ Ok ] l Clear ] [ Cancel l

To remove VLAN, uncheck the needed box and click OK to save the results.

3.2.5Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.
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LAN == Bind IP to MAC

Bind IP to MAC

MNote: IP-MAC hinding presets DHCP Allocations.
If you select Strict Bind, unspecified LAN clients cannot access the Internet.

@ Enable O Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List | Select All | Sort |
IF Address Mac Address Index IF Address Mac Address

192 188.1.10 00-0E-AF—2A4-DE-A1

192 1s8.1.100 00-08-41-36-97-5D

192 1s8.1.11 00-13-D4-A4-99-97

192 188.1.12 00-0B-CD-55—CB—-45

192 . 168.1.10 00-13-D4-A4-99-92

192 .168.1.123 00-08-41-01-53-BE

Add and Edit
IP Address

Mac sddress

Enable Click this radio button to invoke this function. However, IP/MAC
which is not listed in IP Bind List also can connect to Internet.

Disable Click this radio button to disable this function. All the settings on
this page will be invalid.

Strict Bind Click this radio button to block the connection of the IPMAC
which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The information

for IP and MAC will be displayed in this field. Each pair of IP
and MAC address listed in ARP table can be selected and added
to IP Bind List by clicking Add below.

Add and Edit IP Address - Type the IP address that will be used for the
specified MAC address.
Mac Address - Type the MAC address that is used to bind with
the assigned IP address.

Refresh It is used to refresh the ARP table. When there is one new PC
added to the LAN, you can click this link to obtain the newly
ARP table information.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Edit It allows you to edit and modify the selected IP address and MAC

address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will be
removed from the IP Bind List.
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Note: Before you select Strict Bind, you have to bind one set of IP/MAC address for one
PC. If not, no one of the PCs can access into Internet. And the web configurator of the
router might not be accessed.

3.3 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry
in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Note: On NAT page, you will see the private IP address defined in RFC-1918. Usually we
use the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility can map
one or more IP addresses and/or service ports into different specified services. In other
words, the NAT function can be achieved by using port mapping methods.

Below shows the menu items for NAT.
MAT

P Port Redirection

B ORAZ Host

P Open Ports

: Wapping

3.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of
the router, and identified by its private IP address/port, the goal of Port Redirection function
is to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.
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Internet Destined to
220.135.240.207
Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 20 port-mapping entries for the internal hosts.

NAT == Port Redirection

Port Redirection | Setto Factery Default |
Index Service Name Public Port Private IP Status
1. ®
2. ®
3. ®
4. ®
5. %

6. %

7. %

8. %

9. %

10. %
<< 110 | 1120 == Next ==

Press any number under Index to access into next page for configuring port redirection.
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NAT == Port Redirection

Index MNo. 1

Enable
Mode

Service Mame
Protocol

WAN Interface
Public Port
Private IP

Private Port

Range v

learning

TCP »

ALL

g2 -100
192.168.1.55 -
0

MNote: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start 1P

have been enterad.

Enable
Mode

Service Name
Protocol
WAN Interface

Public Port

Private IP

Private Port

Active

[ Ok l [ Clear l [ Cancel l

Check this box to enable such port redirection setting.

Two options (Single and Range) are provided here for you to
choose. To set a range for the specific service, select Range. In
Range mode, if the public port (start port and end port) and the
starting IP of private IP had been entered, the system will calculate
and display the ending IP of private IP automatically.

Enter the description of the specific network service.
Select the transport layer protocol (TCP or UDP).

Chose the WAN interface for applying port redirection. The default
setting is All which means all the incoming data from any port will
be redirected to WAN1 and WAN?2 at the same time.

Specify which port can be redirected to the specified Private IP
and Port of the internal host. If you choose Range as the port
redirection mode, you will see two boxes on this field. Simply type
the required numbers on these two boxes.

Specify the private IP address of the internal host providing the
service. If you choose Range as the port redirection mode, you will
see two boxes on this field. Simply type the IP address in the first
box (as the starting point). The second one is assigned
automatically after you type the private port number below.

Specify the private port number of the service offered by the
internal host. After you enter the proper number in this box, the
second box of Private IP address will be assigned accordingly.

Check this box to activate the port-mapping entry you have
defined.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web configurator in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup.
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You then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maintenance >> Management

Management Setup

Management Access Control Management Port Setup
O allow management from the Internet ® User Define Parts O Default Ports
FTP Server Telnet Part 23 (Default: 23)
HTTP Server HTTF Part a0 (DEfEILJlt. SD:I
HTTRS 5
Brver HTTPS Port 443 (Default: 443)
Telnet Server
. FTP Port 21 Default: 21
Disable PING from the Internet ( )
= . .
External Device Auto Discovery SNMP Setup

Access List [1 Enable SNMP &gent

List P Subret Mask Get Community public
1 | | Set Community private
2 A Manager Host IR
3 | | Trap Community public

Motification Host IP

Trap Timeout 10 seconds
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3.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to
Internet 220.135.240.207
Protocol: Any
Part: Any

g™

TE)

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

Note: The inherent security properties of NAT are somewhat bypassed if you set up
DMZ host. We suggest you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page:

NAT == DMZ Host Setup

DMZ Host Setup
WAN2
WAN 1

More hd

Private IP

MAC Address of the True IP DMZ Host

Mote: When a True-IP DMZ host is turned on, it will force the router's WaAN connection to
be always on.

Ok
[ oK ] WAN1
NAT == DMZ Host Setup
DMZ Host Setup
WAN1
WAN 2
E Private IP
nooo Choose PG
WAN2
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WAN1 This page allows you to configure Private IP or Active True IP as

DMZ host.
WAN2 This page allows you to configure Private IP as DMZ host.
Private IP If you choose Private IP as DMZ host, you can type a private IP in

this box or use Choose PC button to choose the one you want.

MAC Address of the  If you choose Active True IP as DMZ host, please type the
True.... MAC address of the one you want.

If you previously have set up WAN Alias in Internet Access>>PPPoE, you will find them
in Aux. WAN IP list for your selection.

NAT == DMZ Host Setup

DMZ Host Setup

WAN2
WaAN 1
Index Enable Aux. WAN IP Private IP
1. O 172.16.2.102
2. O 172.16.3.55
[ ok | [ clar |
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click Choose PC
to select one.

Choose PC Click this button and then a window will automatically pop up, as

depicted below. The window consists of a list of private IP
addresses of all hosts in your LAN network. Select one private IP
address in the list to be the DMZ host.

(B pns[£]5 )

192.168.1.10
192.168.1.18

When you have selected one private IP from the above dialog, the IP address will be shown
on the following screen. Click OK to save the setting.

NAT == DWZ Host Setup

DMZ Host Setup

WAN2
WAN 1
Index Enable Aux. WAN IP Private IP
1. 172.16,3.102 192.168.1.10
2. il 172.16.3.55

oK | [ cClear
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3.3.3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.
Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
1. ]
2. H
3. M
1. %
5. M
6. ]
1. %
8. ]
9. H
10. M
<< 110 | 1120 == Next ==
Index Indicate the relative number for the particular entry that you want to

offer service in a local host. You should click the appropriate index
number to edit or clear the corresponding entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface for the entry.

Local IP Address Display the private IP address of the local host offering the service.
Status Display the state for the corresponding entry. X or V is to represent

the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT == Open Ports == Edit Open Ponts

Index No. 1

Enable Open Ports

Camment P2P

wal Interface WANT v

Local Computer 192.168.1.10

Protocol Start Port End Port Protocol Start Port End Port
1. TCP » 4500 4700 6. |- v 0 0
2, LDP ~ 4500 4700 P e 0 1]
3 |- v 0 0 8 - b 0 ]
4, |- v 0 0 9, [ b 0 ]
L A a 0 1. |- A 0 ]
[ Ok l [ Clear l [ Cancel ]

Enable Open Ports
Comment
WAN Interface

Local Computer

Choose PC

Protocol
Start Port

End Port

3.3.4 Address Mapping

Check to enable this entry.
Make a name for the defined network application/service.
Specify the WAN interface that will be used for this entry.

Enter the private IP address of the local host or click Choose PC to
select one.

Click this button and, subsequently, a window having a list of
private IP addresses of local hosts will automatically pop up. Select
the appropriate IP address of the local host in the list.

Specify the transport layer protocol. It could be TCP, UDP, or -----
(none) for selection.

Specify the starting port number of the service offered by the local
host.

Specify the ending port number of the service offered by the local
host.

This page is used to map specific private IP to specific WAN IP alias.

If you have "a group of IP Addresses™ and want to apply to the router, please use WAN IP
alias function to record these IPs first. Then, use address mapping function to map specific
private IP to specific WAN IP alias.

For example, you have IP addresses ranging from 86.123.123.1 ~ 86.123.123.8. However,
your router uses 86.123.123.1, and the rest of the IPs are recorded in WAN IP alias. You
want that private IP 192.168.1.10 can use 86.123.123.2 as source IP when it sends packet out
to Internet. You can use address mapping function to achieve this demand. Simply type
192.168.1.10 as the Private IP; and type 86.123.123.2 as the WAN IP.

DrayTek
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NAT == Address Mapping

Address Mapping Setup | Setto Factory Default |
Index Protocol Public IP Private IP Mask Status
1. ALL 172.16.3. 102 saz W
2. ALL 172.16.3. 102 sae ®
3. ALL 172.16.3,102 /az b4
4. ALL 172.16.3.102 faz ®
5. ALL 172.16.3. 102 faz W
6. ALL 172.16.3. 102 Fich ®
7. ALL 172.16.32, 102 i3z b4
a. ALL 172.16.3. 102 saz W
9. ALL 172.16.3, 102 sae ®
10. ALL 172.16.32, 102 i3z "
Protocol Display the protocol used for this address mapping.
Public IP Display the public IP address selected for this entry, e.g.,
172.16.3.102.
Private IP Display the private IP set for this address mapping, e.g.,
192.168.1.10
Mask Display the subnet mask selected for this address mapping.
Status Display the status for the entry, enable or disable.

Click the index number link to open the configuration page.

NAT == Address Mapping

Index Mo. 1
Enahle
Protocoal: ALL
Public IP: 1WA IP Aliag[1]172.16.3.102
Private IP: 192.168.1.10
Subnet Mask: f32
[ Ok ] [ Clear ] [ Cancel
Enable Check to enable this entry.
Protocol Specify the transport layer protocol. It could be TCP, UDP, or
ALL for selection.
ALL v
TCP
LUDP
WAN IP Select an IP address (the selections provided here are set in IP

Alias List of Network >>WAN interface). Local host can use this
IP to connect to Internet.

If you want to choose any one of the Public IP settings, you must
specify some IP addresses in the IP Alias List of the Static/DHCP
Configuration page first. If you did not type in any IP address in
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the IP Alias List, the Public IP setting will be empty in this field.
When you click Apply, a message will appear to inform you.

Private IP Assign an IP address (e.g., 192.168.1.10) or a subnet to be
compared with the Public IP address for incoming packets.

Subnet Mask Select a value of subnet mask for private IP address.

3.4 Firewall

3.4.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall
facilities:

®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

® URL Content Filter

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

® Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter
rules. If legal, the packet will pass. Then the router shall “initiate a call” to build the
Internet connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.
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Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all interfaces
of the firewall and makes sure they are valid. The stateful firewall of Vigor router not just
examine the header information also monitor the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based
on the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as
warning, if you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router
will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:
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1. SYN flood attack 9. Smurf attack

2. UDP flood attack 10. SYN fragment

3. ICMP flood attack 11. ICMP fragment

4. TCP Flag scan 12. Tear drop attack

5. Trace route 13. Fraggle attack

6. IP options 14. Ping of Death attack
7. Unknown protocol 15. TCP/UDP port scan
8. Land attack

Anti-Virus and Anti-Intrusion

Users might have much more confidence about the security in the network for data
transmission if the functions of anti-virus and anti-intrusion are activated. The VigorPro
router offers the mechanism of anti-virus and anti-intrusion. What you have to do is to set the
proper profiles and invoke them. The anti-virus profile and anti-intrusion configuration can
be set in Anti-Virus menu (refer to section 3.7) and Anti-Intrusion menu (refer to section 3.6).
However, the mechanism must be enabled either in Firewall>>General Setup or
Firewall>>Filter Setup web page. After you choose proper Anti-Virus profile and check
Anti-Intrusion box, the Anti-Virus and Anti-Intrusion LEDs on the front panel will light up.

Below shows the menu items for Firewall.

Firesweall

P General Setup

P Filter Setup

3.4.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Important: When some packet does not fit the rule configured in Filter Setup web page,
the filtering action configured in general setup web page will apply to that packet.

Click Firewall and click General Setup to open the general setup page.
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Firewall >> General Setup

General Setup

call Filter @ Enahle Start Filter Set | Set# v
O Disable

Data Filter @ Enable Start Filter Set |Set#2 v
O Disable

Actions for default rule:

Application Action/Profile Syslog
Filter Pags « O
IM/PZP Filter MNone O
URL Content Filter MNane O
Web Content Filter MNane v O
Anti-Virus MNane v O
Anti-Intrusion [ Enable O
Anti-Spam MNane v O
Advance Setting

Asccept large incoming fragmented UDP ar ICMP packets { for some games, ex. C5 )

[ Enable Transparent mode
Strict Security Checking

[ anti-virus [Janti-spam [Jin-sequence
[ oK ] [ Cancel ]

Call Filter Check Enable to activate the Call Filter function. Assign a start
filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a start
filter set for the Data Filter.

Filter Select Pass or Block for the packets that do not match with the
filter rules.

Filter Pazsg v

IM/P2P Filter Select an IM/P2P profile for global IM/P2P application blocking.
All the hosts in LAN must follow the standard configured in the
IM/P2P profile selected here. For detailed information, refer to
the section of IM/P2P profile setup. For troubleshooting needs,
you can specify to record information for IM/P2P by checking
the Log box. It will be sent to Syslog server. Please refer to
section 3.13.4 Syslog/Mail Alert for more detailed information.

URL Content Filter Select one of the URL Content Filter profile settings (created in
CSM>> URL Content Filter) for applying with this router. Please
set at least one profile for choosing in CSM>> URL Content
Filter web page first. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.13.4
Syslog/Mail Alert for more detailed information.

Web Content Filter Select one of the Web Content Filter profile settings (created in
CSM>> Web Content Filter) for applying with this router. Please
set at least one profile for anti-virus in CSM>> Web Content
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Filter web page first. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.13.4
Syslog/Mail Alert for more detailed information.

Select one of the anti-virus profile settings (created in
Anti-Virus>>Profile Setting) for applying with this router. Please
set at least one profile for anti-virus in Anti-Virus-> Profile
Setting web page first. For troubleshooting needs, you can specify
to record information for Anti-Virus by checking the Log box. It
will be sent to Syslog server. Please refer to section 3.13.4
Syslog/Mail Alert for more detailed information.

Check the Enable box to invoke anti-intrusion filter function. For
troubleshooting needs, you can specify to record information for
Anti-Intrusion by checking the Log box. It will be sent to Syslog
server. Please refer to section 3.13.4 Syslog/Mail Alert for more
detailed information.

Some on-line games (for example: Half Life) will use lots of
fragmented UDP packets to transfer game data. Instinctively as a
secure firewall, Vigor router will reject these fragmented packets
to prevent attack unless you enable “Accept large incoming
fragmented UDP or ICMP Packets”. By checking this box, you
can play these kinds of on-line games. If security concern is in
higher priority, you cannot enable “Accept large incoming
fragmented UDP or ICMP Packets”.

Check this box to enable transparent function for such router. It
is not necessary for users to re-organize the network or configure
the subnet settings for each PC connected under such router.
However, the configured Anti-Virus and Anti-Intrusion profiles
can be applied to PCs connected behind vigor router to have the
best security. The following picture explains the basic structure
for using transparent mode for vigor router.

Internet

NAT —Iﬁ

DSL Router ‘

|

VigorPr05510 Enable Tranparent Mode

PCs with subnet “172.16.x.x” connected under VigorPro 5510
will be protected by security settings enabled and configured on
the web pages of Vigor router. When the transparent mode has
been checked, hackers from Internet do not sense the existence of
vigor router, therefore they cannot attack the router.
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Advance Setting Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

<2} hitp:4/192.168.1 1Moclipfgenady him - Microsoft Internet Explorer

Firewall >> General Setup
Advance Setting
Codepage ANSIN1252)-Latin | N
Window size: B5535
Session timeout: 1440 Minute
Queue timeout: 2 Minute
Max, Queue length: i}
Retransmission queue lengh: 32
advertisement Enahle:
[ ok | [ Chlse |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can help
the system obtaining correct ASCII after decoding data from
URL and enhance the correctness of URL Content Filter. The
default value for this setting is ANSI 1252 Latin I. If you do not
choose any codepage, no decoding job of URL will be processed.
Please use the drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup dialog,

you will see the recommended codepage listed on the dialog box.
i Doy Te 3 .

Controls |192. 16811 j WA Information —
j = WANL TP (Fixad)
Hl El @l k@l (@%l [ VigorProSann series
= [Trziezats

WANZ TP (Fixed)

—

T¥ Packets R Packets
| 28489 | 15285

L&k Skakus ‘

Tool Setul:ll Telnet Read-out Setup  Codepage Information I

Codepage To Select
Windows Verson: .01 2600

RECOMMENDED CODEPAGE:

950 (ANSIAOEM - Traditional Chinese Bigh)
00a1:21 00a6:Fe 00a3:63 00aa:61 00ad:2d O0se:52 00b2:22 00b3:33 00b2:31 O0ba:6!

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the performance will
be. However, if the network is not stable, small value will be
proper.

Session timeout /Queue timeout—Setting timeout for sessions
can make the best utilization of network resources. However,
Queue timeout is configured for TCP protocol only; session
timeout is configured for the data flow which matched with the
firewall rule.

Max. Queue length - When the network connection is not
stable, you can set large number for this setting to get better
performance. Yet large value will consume large resource.
Retransmission queue length — Type the number here as a base
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for the router to verify if the retransmitted data is the same as the
old one.

Advertisement Enable — Check this box to display the words —
[Powered by Draytek] on the unreachable web page

The requested Web page has been blocked by Web Content Filter.
Flease contact your systemn administrator for further information.

[Powered by Draytek]

Strict Security For the sake of security, you might want the router executing
Checking strict security checking for data transmission. The router
performance will be affected if you invoke strict security
checking.
Anti-Virus — Check this box to execute the critical checking for
virus.
Anti-Spam — Check this box to execute the critical checking for
e-mails.
In sequence — Check this box to execute the critical checking for
all the files in sequence.
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3.4.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1. Default Call Filter 1.
2. Default Data Filter 8.
3. 9.
4. 10.
3. 1.
6. 12

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments Mowve Up Move Down
Block NetBios Down
o up Down
o up Down
o up Down
o up Down
(5] O up Down
O up
Mext Filter Set |Mone v
(oK) (oo ] [Ccanesl ]
Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click the

button will open Edit Filter Rule web page. For the detailed
information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the current

filter run. Do not make a loop with many filter sets.
To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.
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Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule

cComments:

Index(1-15) in Schedule Setup:

Direction:
Source IP:
Destination IP:
Service Type:

Fragments:

Application
Filter:

Block MetBios

i i 1

LAN -= WAN v

Any
Any
TCRMAUDP, Port: from 137~139 to undefined

Daon't Care v

Branch to Other Filter Set:

IM/P2P Filter:

URL Content Filter
Web Content Filter
Anti-Virus:
Anti-Intrusion:

Anti-Spam:

Advance Setting

Check to enable the
Filter Rule

Comments

Index (1-15)

Direction

Source/Destination IP

DrayTek

Action/Profile Syslog
Block Immediately v O
Enable
[ Ik ] [ Clear ] [ Cancel ]

Check this box to enable the filter rule.

Enter filter set comments/description. Maximum length is 14-
character long.

Set PCs on LAN to work at certain time interval only. You may
choose up to 4 schedules out of the 15 schedules pre-defined in
Applications >> Schedule setup. The default setting of this field is
blank and the function will always work.

Set the direction of packet flow (LAN->WAN/WAN->LAN). It is
for Data Filter only. For the Call Filter, this setting is not
available since Call Filter is only applied to outgoing traffic.

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.
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3 hitp:f/192 16811 - IP Address Edit - Microsoft Internet Explorer

IP Address Edit

Address Type Group and Objects +

Start IP address
End IP address
Subnet Mask
Invert Selection
IP Group

ar IP Object
or IP Chject

i 1-RD Departrment
or IP Object 2-Financial Dept.
3-HR Departrment

To set the IP address manually, please choose Any Address/Single
Address/Range Address/Subnet Address as the Address Type
and type them in this dialog. In addition, if you want to use the IP
range from defined groups or objects, please choose Group and
Objects as the Address Type.

Graup and Ohjects +

Any Address

Single Address
Fange Address
Subnet Address

From the IP Group drop down list, choose the one that you want
to apply. Or use the IP Object drop down list to choose the object
that you want.

Service Type Click Edit to access into the following dialog to choose a suitable
service type.

3 hitp:/f192.168.1.1 - Sexvice Type Edit - Microsoft Internet Explorer

Service Type Edit

Service Type Group and Objects +

Protocol
Source Port
Destination Part
Service Group

or Service Object
or Service Object

or Service Object

To set the service type manually, please choose User defined as
the Service Type and type them in this dialog. In addition, if you
want to use the service type from defined groups or objects, please
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Fragments

Filter

Branch to other Filter
Set

IM/P2P Filter

URL Content Filter

DrayTek

choose Group and Objects as the Service Type.
User defined w

User defined
Group and Ohjects

Protocol - Specify the protocol(s) which this filter rule will apply to.
Source/Destination Port -

(=) — when the first and last value are the same, it indicates one
port; when the first and last values are different, it indicates a range
for the port and available for this service type.

(1=) — when the first and last value are the same, it indicates all
the ports except the port defined here; when the first and last
values are different, it indicates that all the ports except the range
defined here are available for this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Service Group/Object - Use the drop down list to choose the one
that you want.

Specify the action for fragmented packets. And it is used for Data
Filter only.

Don’t care -No action will be taken towards fragmented packets.
Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short to
contain a complete header.

Specifies the action to be taken when packets match the rule.
Block Immediately - Packets matching the rule will be dropped
immediately.

Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and that
does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and that
does not match further rules, will be passed through.

If the packet matches the filter rule, the next filter rule will branch
to the specified filter set. Select next filter rule to branch from the
drop-down menu. Be aware that the router will apply the
specified filter rule for ever and will not return to previous filter
rule any more.

Select a IM/P2P profile for global IM/P2P application blocking.
All the hosts in LAN must follow the standard configured in the
IM/P2P profile selected here. For detailed information, refer to
the section of IM/P2P profile setup. For troubleshooting needs,
you can specify to record information for IM/P2P by checking the
Log box. It will be sent to Syslog server. Please refer to section
Syslog/Mail Alert for more detailed information.

Select one of the URL Content Filter profile settings (created in
CSM>> URL Content Filter Profile) for applying with this
router. Please set at least one profile for choosing in CSM>>
URL Content Filter Profile web page first. For troubleshooting
needs, you can specify to record information for URL Content
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Web Content Filter

Anti-Virus

Anti-Intrusion

Anti-Spam

Advance Setting
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Filter by checking the Log box. It will be sent to Syslog server.
Please refer to section Syslog/Mail Alert for more detailed
information.

Select one of the Web Content Filter profile settings (created in
CSM>> Web Content Filter Profile) for applying with this
router. Please set at least one profile for anti-virus in CSM>>
Web Content Filter Profile web page first. For troubleshooting
needs, you can specify to record information for Web Content
Filter by checking the Log box. It will be sent to Syslog server.
Please refer to section Syslog/Mail Alert for more detailed
information.

Select one of the anti-virus profile settings (created in Defense
Configuration>>Anti-Virus>>Profile Setting) for applying
with this router. Please set at least one profile for anti-virus in
Defense Configuration>>Anti-Virus-> Profile Setting web
page first. For troubleshooting needs, you can specify to record
information for Anti-Virus by checking the Log box. It will be
sent to Syslog server. Please refer to section Syslog/Mail Alert
for more detailed information.

Check the Enable box to invoke anti-intrusion filter function. For
troubleshooting needs, you can specify to record information for
Anti-Intrusion by checking the Log box. It will be sent to Syslog
server. Please refer to section Syslog/Mail Alert for more detailed
information.

Select one of the anti-spam profile settings (created in Defense
Configuration>>Anti-Spam>>Profile Setting) for applying
with this router. Please set at least one profile for anti-spam in
Defense Configuration>>Anti-Spam>>Profile Setting web
page first. For troubleshooting needs, you can specify to record
information for Anti-Spam by checking the Log box. It will be
sent to Syslog server. Please refer to section Syslog/Mail Alert
for more detailed information.

Click Edit to open the following window. Click Edit to open the
following window. However, it is strongly recommended to use
the default settings here.

; hitp:/{192.168.1 1fdoc/ipfedrady him - Microsoft Internet Explorer

Firewall >> Edit Filter Set >> Edit Filter Rule
Filter Set 1 Rule 1
Advance Setting
Codepage ANSI1252)-Latin | v
Window size: B5535
Session timeout: 1440 Minute
Queue timeout: 2 Minute
Max., Queue length: 5
Retransmission queue lengh: 32
DrayTek Banner:
[ ok | [ Clse |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can help
the system obtaining correct ASCII after decoding data from
URL and enhance the correctness of URL Content Filter. The
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default value for this setting is ANSI 1252 Latin I. If you do not
choose any codepage, no decoding job of URL will be processed.
Please use the drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup dialog,
you will see the recommended codepage listed on the dialog box.

|192.168.1.1 WAN Information —

WaNL IP (Fixed)

I WigorProS300 series

L&l Stakus
TX Packets R Packets WANZ TP (Fixed)
| ZE4aD | 15285 |

Tool Setup | Telnet Read-outfetup Codepage Informsation I

Codepage To Belect
Windows Verson: 5,01 2600

RECOMMENDED CODEPAGE:
950 (ANSIAOEM - Traditional Chiness Bigh)
00al1:21 00af:Fe 00a3:63 00aa:61 00ad:2d O0se:52 00b2:22 00b3:33 00b2:31 O0ba:6!

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the performance will
be. However, if the network is not stable, small value will be
proper.

Session timeout /Queue timeout—Setting timeout for sessions
can make the best utilization of network resources. However,
Queue timeout is configured for TCP protocol only; session
timeout is configured for the data flow which matched with the
firewall rule.

Max. Queue length - When the network connection is not
stable, you can set large number for this setting to get better
performance. Yet large value will consume large resource.

Retransmission queue length — Type the number here as a base
for the router to verify if the retransmitted data is the same as the
old one.

DrayTek Banner — Please uncheck this box and the following
screen will not be shown for the unreachable web page. The
default setting is Enabled.

The requested Web page has been blocked by Web Content Filter,
Flease contact your system administrator for further information.

[Powered by Draytek]
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Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even
link them in a serial manner. Each filter set is composed by 7 filter rules, which can be
further defined. After that, in General Setup you may specify one set for call filter and one
set for data filter to execute first.

Firewall >> General Setup

Girniral etup

call Filtar & Enabili Start Filter Set | Set#l =
0 pisable

Data Filtar @ Enatle Start Filter Set | Setsl =
) bisable

Actlons for default rule:

Application Action/Profile By
Fillur Pieis % O
IMPZP Filtey [T @]
URL Conten Filtar Hone ¥ )
Web Conant Filter None O
Al Virus Nong (]
AntiIntrusion [ Enable O
- o 0 | Firewall = Filter Setup |
Advance Sething [CEm ) Filteer Butup | Setto Faclory Delault |
Bt Cormmunt s ul Commumts
[#] Accept large incoming fragmented UDP or ICME, kats { far some games, L Dafault:Col F'"_'" L
['] Enable Transparent mode [ CAL SEAE R e &
ek i ) 2
Stnel Sucunty Chichng i I
[ anti-irus i-Spam O tn-Socunnen ’: ”:
B 1
oK Cancel
tup == it Filter Set
Firewall >= Edit Filter Set >> Cdit Filter Rule
Fllter Set 1
Communts : Default Call Fiker
Fllter Set 1 Rule 1
Filbeer Rubi: Active Curmments Pl Lip
l o g e [ Check to anable the Filter Rule
2 — oo etbios Comments: Block NetBios
2 0 cliahd
E_' e Index{1-15) in Schedule Setup:
(2] a
1] m Direction; LA <= AN =
=] - Source 1P: Any [Edit]
) - i tinatsn TP: Any [ Edit
(7] Senice Typs: TCPIUDP. Port. from 137138 to undefned Fa
- Fragemimis: Don Cam (%
Nest Filte
Action/Profile Syslong
ok | [ cwa ] [ Cancel Hlock bnmidrtoly v O
Branch to Other Filter Set:
IMIPZP Filter
URL Content Fitter
Wab Content Filtar
At Vigus:
jidntsusion: Enable
Anti Spam:
Advanen Setheg Edit
[ ok ] [ clear ] [ cCancel |
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3.4.4 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall == DoS defense Setup

DoS defense Setup

nahle DoS Defenze Select Al

[ Enable S5¥M flond defense Threshold packets / sec
Timeout Sec

[] Enable UDP flood defense Threshold packets / sec
Timeout sec

[] Enable ICMP flood defense Threshold packets / sec
Timeout sac

[ Enable Part Scan detection Threshold packets / sec

[0 elack IP options

[0 elock Land

[ elock Smurf

[0 elock trace raute

[ Block S¥M fragment
[ Block Fraggle attack

Enable Dos Defense

Enable SYN flood
defense

Enable UDP flood
defense

Enable ICMP flood
defense

DrayTek

[ elack TCP flag scan

[ elack Tear Drop

[ elack Ping of Death

[ elack ICMP fragment

[0 elock UnknownProtocol

[ ok | [ ClearAl | [ Cancel |

Check the box to activate the DoS Defense Functionality.

Check the box to activate the SYN flood defense function. Once
detecting the Threshold of the TCP SYN packets from the
Internet has exceeded the defined value, the Vigor router will start
to randomly discard the subsequent TCP SYN packets for a
period defined in Timeout. The goal for this is prevent the TCP
SYN packets’ attempt to exhaust the limited-resource of Vigor
router. By default, the threshold and timeout values are set to 50
packets per second and 10 seconds, respectively.

Check the box to activate the UDP flood defense function. Once
detecting the Threshold of the UDP packets from the Internet has
exceeded the defined value, the Vigor router will start to
randomly discard the subsequent UDP packets for a period
defined in Timeout. The default setting for threshold and timeout
are 150 packets per second and 10 seconds, respectively.

Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the Threshold
of ICMP packets from Internet has exceeded the defined value, the
router will discard the ICMP echo requests coming from the
Internet. The default setting for threshold and timeout are 50
packets per second and 10 seconds, respectively.
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Enable PortScan
detection

Block IP options

Block Land

Block Smurf

Block trace router

Block SYN fragment

Block Fraggle Attack

Block TCP flag scan

Block Tear Drop

Block Ping of Death

Block ICMP Fragment

VigorPro5510 Series User's Guide

Port Scan attacks the Vigor router by sending lots of packets to
many ports in an attempt to find ignorant services would respond.
Check the box to activate the Port Scan detection. Whenever
detecting this malicious exploration behavior by monitoring the
port-scanning Threshold rate, the Vigor router will send out a
warning. By default, the Vigor router sets the threshold as 150
packets per second.

Check the box to activate the Block IP options function. The Vigor
router will ignore any IP packets with IP option field in the
datagram header. The reason for limitation is IP option appears to
be a vulnerability of the security for the LAN because it will carry
significant information, such as security, TCC (closed user group)
parameters, a series of Internet addresses, routing messages...etc.
An eavesdropper outside might learn the details of your private
networks.

Check the box to enforce the Vigor router to defense the Land
attacks. The Land attack combines the SYN attack technology with
IP spoofing. A Land attack occurs when an attacker sends spoofed
SYN packets with the identical source and destination addresses, as
well as the port number to victims.

Check the box to activate the Block Smurf function. The Vigor
router will ignore any broadcasting ICMP echo request.

Check the box to enforce the Vigor router not to forward any trace
route packets.

Check the box to activate the Block SYN fragment function. The
Vigor router will drop any packets having SYN flag and more
fragment bit set.

Check the box to activate the Block fraggle Attack function. Any
broadcast UDP packets received from the Internet is blocked.
Activating the DoS/DDoS defense functionality might block some
legal packets. For example, when you activate the fraggle attack
defense, all broadcast UDP packets coming from the Internet are
blocked. Therefore, the RIP packets from the Internet might be
dropped.

Check the box to activate the Block TCP flag scan function. Any
TCP packet with anomaly flag setting is dropped. Those scanning
activities include no flag scan, FIN without ACK scan, SYN FINscan,
Xmas scan and full Xmas scan.

Check the box to activate the Block Tear Drop function. Many
machines may crash when receiving ICMP datagrams (packets) that
exceed the maximum length. To avoid this type of attack, the Vigor
router is designed to be capable of discarding any fragmented ICMP
packets with a length greater than 1024 octets.

Check the box to activate the Block Ping of Death function. This
attack involves the perpetrator sending overlapping packets to the
target hosts so that those target hosts will hang once they
re-construct the packets. The Vigor routers will block any packets
realizing this attacking activity.

Check the box to activate the Block ICMP fragment function. Any
ICMP packets with more fragment bit set are dropped.
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DrayTek

Block Unknown
Protocol

Warning Messages

Check the box to activate the Block Unknown Protocol function.
Individual IP packet has a protocol field in the datagram header to
indicate the protocol type running over the upper layer. However,
the protocol types greater than 100 are reserved and undefined at
this time. Therefore, the router should have ability to detect and
reject this kind of packets.

We provide Syslog function for user to retrieve message from Vigor
router. The user, as a Syslog Server, shall receive the report sending
from Vigor router which is a Syslog Client.

All the warning messages related to DoS defense will be sent to user
and user can review it through Syslog daemon. Look for the
keyword DosS in the message, followed by a name to indicate what
kind of attacks is detected.

System Maintenance >> SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

SyslLog Access Setup Mail Alert Setup
FlEnable [ Enable
Router Name SMTP Server
Server IP Address tail To
Destination Port 514 Return-Path

Enable syslog message:
Firewall Log

Asuthentication

User Name
VPN Log }
User 4ccess Log Passwor
call Lag Enable E-Mail Alert:
WAN Log DoS Attack
Router/DSL infarmatian IM-P2P
AI/AV AlertLog Setup Anti-Intrusion
[JEnable Anti-¥irus
AlertLog Port
AL/AN Attack Log
Access Block Log
[ 0K ] [ Clear ] [ Cancel ]
P DrayTek Syslog 3.7.0 IZI@@
Conkrols 192.16.1.1 | - WAN Status
[Ji 2| Gateway IP (Fixed) Tx Packets TH Rate
as YigorProS510 sefi
H@lal¥ e e e _
LAN Status
T4 Packets R¥ Packets WAN IP (Fixed) R Packets RX Rate
[ 10363 [ 7489 | 172163229 [ 15998 [ 185
Firewall Log | YPN Log | User Access Log | Coll Log | WAN Log | Others | Network Information | Net Statz | Traffic Greph
Time: Host Message
Jan 100:00:42 Vigor Do svn._flood Block(10s) 192.168.1.115,10605 -» 192.165.1.1,22 PR Gitep) len 20 40 - 3043751
Ten 1 00:00:34 Tigor Do iemp_flood Elock{10s) 192.168.1.115 -» 192.168.1.1 PR 1 tiemp) len 20 60 iemp 048
< ¥
ADSL Status
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3.5 Objects Settings

For IPs in a range, service ports in a limited range and keywords usually will be applied for
configuring router’s settings, we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/service for applying. For example, all the
IPs in the same department can be defined with an IP object (a range of IP address).

P IP Group

P Service Type Object

B Service Type Group

rd Group

F File Extension Object
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3.5.1 IP Object

You can set up to 192 sets of IP Objects with different conditions.

Objects Setting == IP Object

IP Object Profiles:

Index

FRERRRERBrE R NE & F M=

M
M
-
o
[gx]

| Setto Factory Default |
Index Name
17.

P L T LT | | N [ [ T [ (o S | [ T | [ I o
FEEERREFEFERERRER

| 3364 | 6596 | 97128 | 129-160 | 161192 == Next ==

Set to Factory Default

Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting == IP Object

Profile Index : 1
Marne:
Interface:
Address Type:
Mac Address:

Start IP Address:

End IP Address:

Subnet Mask:

Invert Selection:

Name

Interface

DrayTek

RD Department
Any ¥
Range Address %

192.1658.1.64
192.168.1.75

a

oK ] [ Clear ] [ Cancel ]

Type a name for this profile. Maximum 15 characters are
allowed.

Choose a proper interface (WAN, LAN or Any).

Interface:

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN or any IP
address. If you choose LAN as the Interface here, and choose
LAN as the direction setting in Edit Filter Rule, then all the
IP addresses specified with LAN interface will be opened for
you to choose in Edit Filter Rule page.
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Address Type

Start IP Address
End IP Address
Subnet Mask
Invert Selection

Determine the address type for the IP address.

Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet for
IP address.

Select Any Address if this object contains any IP address.

Type the start IP address for Single Address type.
Type the end IP address if the Range Address type is selected.
Type the subnet mask if the Subnet Address type is selected.

If it is checked, all the 1P addresses except the ones listed
above will be applied later while it is chosen.

Below is an example of IP objects settings.

Objects Setting >> IP Object

IP Object Profiles:

Index

= =~ =

VigorPro5510 Series User's Guide

Name
RD Department
Financial Dept.
HE. Department
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3.5.2IP Group

This page allows you to bind several IP objects into one IP group.

Ohjects Setting == IP Group

IP Group Table:

Index Name

FERRRERBP NP @ =N

Set to Factory Default

| Setto Factory Default |
Index Name

L [ [ [P [ RS [ R R B R R [ [ =
ol el el < R S - ol o e ol el ol

Clear all profiles.

Click the number under Index column for settings in detail.

(Objects Setting == IP Group

Profile Index : 1

Marre: Adrninistration|
Interface: Any ™
Available IP Objects Selected IP Objects
1-RD Department
2-Financial Dept.
3-HR Departrnent
[ DK ] [ Clear ] [ Cancel ]

Name
Interface

Available IP Objects

Selected IP Objects

DrayTek

Type a name for this profile. Maximum 15 characters are
allowed.

Choose WAN, LAN or Any to display all the available IP
objects with the specified interface.

All the available IP objects (created in IP Object web page)
with the specified interface chosen above will be shown in this
box.

Click button to add the selected IP objects in this box.
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3.5.3 Service Type Object
You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting >> Service Type Object

Service Type Object Profiles: | Setto Factory Default |
Index Name Index Name

1 17

2 18.

3. 19.

L 20.

5, 21

6. 2.

L 2.

8. 2.

2 25.

10. 2.

1. 1.

12. 28.

1. 29.

1. 30.

15. 3.

16. 32.
<< 132 | 3364 | 6596 == Next ==
Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting >> Service Type Object Setup

Profile Index : 1

Mame SIP
Protocol TCP v
Source Port = # 1 ~ |B5535
Destination Port = | (B0 ~ (B0
[ (8124 ] [ Cancel ]
Name Type a name for this profile.
Protocol Specify the protocol(s) which this profile will apply to.
TCP v
Any
ICMP
UDP
TCRAIDP
Other

Source/Destination Port Source Port and the Destination Port column are available
for TCP/UDP protocol. It can be ignored for other protocols.
The filter rule will filter out any port number.
(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.
(1=) — when the first and last value are the same, it indicates
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all the ports except the port defined here; when the first
and last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Below is an example of service type objects settings.

Service Type Object Profiles:

Index Mame
1. SIP
2. RTP
3.

3.5.4 Service Type Group
This page allows you to bind several service types into one group.

Objects Setting == Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Name Group Name
1 1.
2. 18.
3. 19.
1 20.
3. 21.
6. 22,
i 23.
8. 24,
9. 25.
10. 26.
1. 21,
12. 28.
13. 29.
1. 30.
15. 3.
16. 32.
Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.
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Objects Setting >> Service Type Group Setup

Profile Index : 1

Mame: WalP
Available Service Type Objects Selected Service Type Objects
1-5IF
2-RTF
[ oK ] [ Clear ] [ Cancel ]
Name Type a name for this profile.

Available Service Type You can add IP objects from IP Object page. All the
Objects available IP objects will be shown in this box.

Selected Service Type

Objects Click button to add the selected IP objects in this

box.

3.5.5 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in Anti-Spam
>>Profile Setting.

Objects Setting >> Keyword Object

Keyword Object Profiles: | Setto Factory Default |

Index Mame Index Name

FRERREBrR NP PP MR
T L e | [ T [ T | | | O | T [ | I | T N T ]
FEEREPRERERFPRERRER

s
()
Pt

<< | 3364 | 6596 | 97128 | 129-160 | 161192 | 193200 == Next ==

Set to Factory Default Clear all profiles.
Click the number under Index column for setting in detail.
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Objects Setting >> Keyword Object Setup

Profile Index - 1
Mame

Contents

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with S6HEX,
Example:
Contents: backdoo%72 virus keep%20out

Result:
1, backdoor
2. wirus
3. keep out

[ 8124 ] [ Clear ] [ Cancel ]

Name Type a name for this profile, e.g., game.

Contents Type the content for such profile. For example, type gambling
as Contents. When you browse the webpage, the page with
gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3.5.6 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups
set here will be chosen as black /white list in Anti-Spam >>Profile Setting.

Ohjects Setting >> Keyword Group

Keyword Group Table: | Setto Factory Default |
Index Name Index Name
1 17.
2. 18.
3. 19.
1. 20.
5. 21.
6. 22.
i 23.
8. 2.
9. 25.
10. 26.
1. 2.
12. 28.
13. 29.
1. 30.
15. 31.
16. 32.
Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.
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Ohjects Setting >> Keyword Group Setup

Profile Index : 1

Mame:
Available Keyword Objects Selected Keyword Objects{Max 16 Objects)
[ QK ] [ Clear ] [ Cancel ]
Name Type a name for this group.
Available Keyword You can gather keyword objects from Keyword Object page
Objects within one keyword group. All the available Keyword

objects that you have created will be shown in this box.
Selected Keyword Objects Click button to add the selected Keyword objects in
this box.

3.5.7 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content
Filter and Defense Configuration>>Anti-Virus. All the files with the extension names
specified in these profiles will be processed according to the chosen action.

Profile 1 with name of “default” is the default profile, some files with the file extensions
specified in this profile will be ignored and not be scanned by Vigor router.

Objects Setting == File Extension Object

File Extension Object Profiles: | Setto Factory Default |
Profile MName Profile MName
1. default 5.
2. 6.
3. [is
4. 8.
Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details.
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Objects Setting == File Extension Object Setup

Profile Index: 1 Profile Marne: | default |
Categories File Extensions
Image
Select Al bmp .dib aif Jpeg Jpg Jpg2 Jp2
Clear Al (B P pic pict .png tif iff
Wideo
Select Al -asf avi Mo mpe mpeg mpg mp4
Clear All ofe fm oY -3gp 3gpp .3gpp2 .3g2
Audio
Select Al EEIE -aiff .au mp3 .mda .mdp .0gg
Clear Al [ ra b .ram ] v [ wav ¥ wma
ear
Java
Select Al L.class  [.jad O jar O jav O.java  [O.jem O.js
Claar Al [ jse [ .jsp L.tk
Actives
Select Al Calk Caph Caxs  Dock Oob Oale Db

Cloar Al 0 viv 0 vrm

Compression
Salect Al [.ace O.arj O.bzipz [ bz2 O.cab .9z [.gzip

Cioar Al [ .rar O =it O .zip

Executation

[ .bas [ bat [J.com [.exe [J.inf O . pif [J.reg
e
’ Ok ] ’ Clear ] ’ Cancel ]
Profile Name Type a name for this profile.

Type a name for such profile and check all the items of file extension that will be processed
in the router. Finally, click OK to save this profile.
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3.5.8 IM Object

This page allows you to set 32 profiles for Instant Messenger. These profiles will be applied
in Firewall>>IM/P2P Filter Profile for filtering.

Objects Setting == IM Object Profile

1M Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 17.
2. 18.
3. 19.
4. 20.
3. 21.
6. 22.
i 23.
8. 24.
9. 23.
10. 26.
11, 27,
12 28.
13. 29.
1. 30.
15. 3.
16. 32.

Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details. There are several types
of Instant Messenger (IM) provided here for you to choose to disallow people using. Simple
check the box (es) and then click OK. Later, in the CSM>>IM/P2P Filter Profile page, you
can use IM Object drop down list to choose the proper profile configured here as the
standard for the host(s) to follow.
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Objects Setting == IM Object Profile

Profile Index: 1

Profile Name:
Check for Disallow:
Advanced Management

Activity / Application MSH Y ahoolM AIM(<=5.9) o
Login O ] O O
Message "] [P J "]
File Transfer il il J ]
Garme O ¥ O O
Yideo O ¥ O O
Yoice F O ]
Conference 1 ol ]
Cther activities [F] [F] "]
Cther IM Application YolIP
Ol aIme Oaao Oichat abber/GongleTalk Cskype
OGooglechat  [xFire [ GaduGadu Cpraltalk e
CJgnest [Omeetra [Orocoyspraes  [Jareschat
web IM { * = more than one address)
eMessenger WebMSN meeho eBuddy ILovellM*
1CO Java® 1CO Flash® goowy* Ilhaha® getMessenger
CIWebIM URLS o) tive- Wablet’ ﬂﬁ; MSN2GO" Koollll

MessengerFX* MessengerAdictos WebYahoolM

[ Ok ] [ Clear ] [ Cancel ]

Profile Name Type a name for this profile.

Type a name for such profile and check all the items that not allowed to be used in the host.
Finally, click OK to save this profile.
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3.5.9 P2P Object

This page allows you to set 32 profiles for peer-to-peer application. These profiles will be
applied in Firewall>>1M/P2P Filter Profile for filtering.

Objects Setting => P2P Object Profile

P2P Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 a7
2 18.
3. 19.
1 20.
3. 21.
6. 22.
7. 23.
8. 24.
3. 25.
10. 26.
1. 21
12. 28.
13. 29.
14. 30.
15. 3.
16. 32.

Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details. There are several items
for P2P protocols provided here for you to choose to disallow people using. Simple check
the box (es) and then click OK. Later, in the CSM>>IM/P2P Filter Profile page, you can
use P2P Object drop down list to choose the proper profile configured here as the standard
for the host(s) to follow.

Ohjects Setting == P2P Object Profile

Profile Index: 1

Profile Mame:

Check for Disallow::

Protocol Applications
Osoulseek SoulSeek
DeDaney eDonkey, eMule, Shareaza
CFastTrack Kazad, BearShare, iMesh
OopenFT kCeasy, FilaPipe
Clanutella BearShare, Limewire, Shareaza, Faxy
O opentap Lapster, ®¥Map, WinLop
CleitTorrent BitTarrent, BitSpirit, BitComet
O wiinny winmy, Winkx, Share

Other P2P Applications

[ xunlei [Owvagaa Irpzas Oproco
[Jclubboy [ Ares [(ezPeer
[ Ok ] [ Clear ] [ Cancel ]
Profile Name Type a name for this profile.
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Type a name for such profile and check all the protocols that not allowed to be used in the
host. Finally, click OK to save this profile.

3.5.10 Misc Object

This page allows you to set 32 profiles for miscellaneous applications. These profiles will be
applied in Firewall>>IM/P2P Filter Profile for filtering.

Objects Setting >> Misc Object Profile

Misc Profile Table: | Setto Factory Default |
Profile MName Profile Name
1 17.
2. 18.
3. 19.
1. 20.
3. 21.
6. 22.
L. 23.
8. 24.
3. 23.
10. 26.
1. 2.
12. 28.
13. 29.
4. 30.
15. 31.
16. 32.

Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details. Applications for
tunneling and streaming are listed in the page for you to choose to disallow people using.
Simple check the box (es) and then click OK. Later, in the CSM>>IM/P2P Filter Profile
page, you can use Misc Object drop down list to choose the proper profile configured here
as the standard for the host(s) to follow.
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Objects Setting >> Misc Object Profile

Profile Index: 16

Profile Mame:
Check for Disallow:

Tunneling
[Osocks4/5 OrcpHet CIHTTP Proxy OTor IRV
[JsoftEther [JFoldershare [ms TEREDO Owujiesultrasurf  [Hamachi
COHTTP Tunnel [JPring Tunnel O] TirywPh

Streaming
COmrs CrTsP OTvants Crpstream
[CIrpiive [CIFeibian Ouusee CIMNsPlayer
OprcasT O tvkoo Osopcast CubLivex
O Twurlayer Omysee Ooost OFlashvides

Remote Gontrol

Ownc [ radrnin Ospyanywhere O showmyPc
[JLogMeln O Teamviewer [Jzogrok [l remoteContralPro
[OcrossLoop [ windawskrDP O peanywhere
[ Ok ] [ Clear ] [ Cancel ]
Profile Name Type a name for this profile.

Type a name for such profile and check all the protocols that not allowed to be used in the
host. Finally, click OK to save this profile.

3.6 CSM

CSM is an abbreviation of Content Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

IM/P2P Filtering

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar
situation for corporation towards peer-to-peer applications since file-sharing can be
convenient but insecure at the same time.

Content Filtering

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk
who won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide
a job-related only environment hence to increase the employee work efficiency. How can
URL Content Filter work better than traditional firewall in the field of filtering? Because it
checks the URL strings or some of HTTP data hiding in the payload of TCP packets while
legacy firewall inspects packets based on the fields of TCP/IP headers only.
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On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature.
If malicious code hides inside, it may occupy user’s system.

Web Filtering

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database. This database is updated as frequent as daily by a global
team of Internet researchers. The server will look up the URL and return a category to your
router. Your Vigor router will then decide whether to allow access to this site according to the
categories you have selected. Please note that this action will not introduce any delay in your
Web surfing because each of multiple load balanced database servers can handle millions of
requests for categorization.

\ Note: The priority of URL Content Filter is higher than Web Content Filter.

* APP Enforcerment Profile

B UREL Content Filter Profile
B ieh Content Filter Profile
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3.6.1 APP Enforcement Profile

You can define policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol
application. This page allows you to set 32 profiles for different requirements. The APP
Enforcement Profile will be applied in Default Rule of Firewall>>General Setup for
filtering.

CSM == APP Enforcement Profile

APP Enforcement Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 17,
2. 18.
3. 19.
4. 20.
5. 21.
6. 22.
[ 23.
8. 24.
9. 23,
10. 26.
11. 2.
12, 28,
13. 29.
14. 30.
15. 3.
16. 32.
Set to Factory Default Clear all profiles.
Profile Display the number of the profile which allows you to click to

set different policy.
Name Display the name of the APP Enforcement Profile.
Click the number under Index column for settings in detail.

CSM >> APP Enforcement Profile

Profile Indesx: 1

Profile Name:

11 Object MNane v
P2P Object Mone
Protocol Object Mane v
Misc Object MNane v
[ [8]24 ] [ Cancel ]
Profile Name Type a name for the CSM profile.

Each profile can contain three objects settings, IM Object, P2P Object and Misc Object.
Such profile can be applied in the Firewall>>General Setup and Firewall>>Filter Setup
pages as the standard for the host(s) to follow.

3.6.2 URL Content Filter Profile

Based on the list of user defined keywords, the URL Content Filter facility in Vigor router
inspects the URL string in every outgoing HTTP request. No matter the URL string is found
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full or partial matched with a keyword, the Vigor router will block the associated HTTP
connection.

For example, if you add key words such as “sex”, Vigor router will limit web access to web

sites or web pages such as “www.sex.com”, “www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.

Click CSM and click URL Content Filter to open the profile setting page.

CSM == URL Content Filter Profile

URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 3.
2. 6.
3. 1.
4. 8.

Administration Message (Max 255 characters)

<hodyr<center><br><p>The reguested Web page has been blocked by your system
atministrator.<p>FPlease contact your systewm adwinistrator for further
information.</centers</hodys

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

CSM == URL Content Filter Profile

Profile Index: 1
Profile Name:

Priority: Both : Pass ¥ Log: Mone

1.URL Access Control

[JEnable URL access Control [Iprrevent web access from IP address
Action: Group/Object Selections

2.Web Feature
[JEnable Restrict Weh Feature

Action:
O cookie Oproxy Oupload  File Extension Profile: | Mone b
[ (0]24 l [ Clear ] [ Cancel ]
Profile Name Type the name for such profile.
Priority It determines the action that this router will apply.

Both: Pass — The router will let all the packages that match with
the conditions specified in URL Access Control and Web Feature
below passing through. When you choose this setting, both
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Log

URL Access Control

VigorPro5510 Series User's Guide

configuration set in this page for URL Access Control and Web
Feature will be inactive.

Both:Block —The router will block all the packages that match
with the conditions specified in URL Access Control and Web
Feature below. When you choose this setting, both configuration
set in this page for URL Access Control and Web Feature will be
inactive.

Either: URL Access Control First — When all the packages
matching with the conditions specified in URL Access Control and
Web Feature below, such function can determine the priority for
the actions executed. For this one, the router will process the
packages with the conditions set below for URL first, then Web
feature second.

Either: Web Feature First ~When all the packages matching with
the conditions specified in URL Access Control and Web Feature
below, such function can determine the priority for the actions
executed. For this one, the router will process the packages with
the conditions set below for web feature first, then URL second.

Priority:

Both - Block
Either : LURL Access Contral First
Either : Wehb Feature First

None — There is no log file will be recorded for this profile.

Pass — Only the log about Pass will be recorded in Syslog.

Block — Only the log about Block will be recorded in Syslog.

All — All the actions (Pass and Block) will be recorded in Syslog.

Log:

Enable URL Access Control - Check the box to activate URL
Access Control. Note that the priority for URL Access Control is
higher than Restrict Web Feature. If the web content match the
setting set in URL Access Control, the router will execute the
action specified in this field and ignore the action specified under
Restrict Web Feature.

Prevent web access from IP address - Check the box to deny any
web surfing activity using IP address, such as http://202.6.3.2. The
reason for this is to prevent someone dodges the URL Access
Control. You must clear your browser cache first so that the URL
content filtering facility operates properly on a web page that you
visited before.

Action — This setting is available only when Either: URL Access
Control First or Either: Web Feature First is selected. Pass -
Allow accessing into the corresponding webpage with the
keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage with the
keywords listed on the box below.

If the web pages do not match with the keyword set here, it will be
processed with reverse action.
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Web Feature

DrayTek

Action:

Block =

Group/Object Selections — The Vigor router provides several
frames for users to define keywords and each frame supports
multiple keywords. The keyword could be a noun, a partial noun,
or a complete URL string. Multiple keywords within a frame are
separated by space, comma, or semicolon. In addition, the maximal
length of each frame is 32-character long. After specifying
keywords, the Vigor router will decline the connection request to
the website whose URL string matched to any user-defined
keyword. It should be noticed that the more simplified the blocking
keyword list, the more efficiently the Vigor router perform.

Object/Group Edit

Keyword Object
or Keyword Object

or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group

or Keyword Group

A hitp4/192.168.1 1 - Group/Object Edit - Migrosoft Internet Explorer ([=1.3]

Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v
MNone v

Mone v

or Keyword Group Mone v

Enable Restrict Web Feature - Check this box to make the
keyword being blocked or passed.

Action - This setting is available only when Either : URL Access
Control First or Either : Web Feature Firs is selected. Pass
allows accessing into the corresponding webpage with the
keywords listed on the box below.

Pass - Allow accessing into the corresponding webpage with the
keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage with the
keywords listed on the box below.

If the web pages do not match with the specified feature set here, it
will be processed with reverse action.

Cookie - Check the box to filter out the cookie transmission from
inside to outside world to protect the local user's privacy.

Proxy - Check the box to reject any proxy transmission. To control
efficiently the limited-bandwidth usage, it will be of great value to
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provide the blocking mechanism that filters out the multimedia
files downloading from web pages.

Upload — Check the box to reject any file upload job.

File Extension Profile — Choose one of the profiles that you
configured in Object Setting>> File Extension Objects
previously for passing or blocking the file downloading.

File Extension Profile: | Mone b’

3.6.3 Web Content Filter Profile

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

Service Activation Wizard allows you to use trial version or update the license of WCF
directly without accessing into the server (MyVigor) located on http://myvigor.draytek.com.

However, if you use the Web Content Filter Profile page to activate WCF feature, it is
necessary for you to access into the server (MyVigor) located on http://myvigor.draytek.com.
Therefore, you need to register an account on http://myvigor.draytek.com for using
corresponding service. Please refer to section 4.1 for more information of creating MyVigor
account.

Note: If you have used Service Activation Wizard to activate WCF service, you
can skip this section.

WCF adopts the mechanism developed and offered by certain service provider (e.g.,
DrayTek). No matter activating WCF feature or getting a new license for web content filter,
you have to click Activate to satisfy your request. Be aware that service provider matching
with VigorPro5510 currently offers a period of time for trial version for users to experiment.
If you want to purchase a formal edition, simply contact with the channel partner or your
dealer.

Click CSM and click Web Content Filter Profile to open the profile setting page. The
default setting for Setup Query Server /Setup Test Server is auto-selected. You can choose
another server for your necessity by clicking Find more to open http://myvigor.draytek.com
for searching another qualified and suitable one. Next, click the link of Test a site to verify
whether it is categorized to do the verification.
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CSM >> Web Content Filter Profile

Web-Filter License
[Status:Mot activated]

Setup Query Server

Setup Test Server

Web Gontent Filter Profile Table:

Profile

-l bl Al

Administration Message (Max 255 characters)

Activate

auto-selected Find more

auto-selacted Eind more

| Setto Factory Default |

Name Profile Name
Default 5.
6.
1.
8.
Cache : |L1 + L2 Cache

<body><center><br><br><br><p>The regquested Web page <br> from %3IF% <bhr>to 3URL%
<brx>that is categorized with %CL% <brrhas been blocked by 3BENLME:X Webh Content
Filter.<p>FPlease contact your systew administrator for further
information.</center></body>

Activate

Setup Query Server
Setup Test Server

Find more

Set to Factory Default
Cache

DrayTek

Click it to access into MyVigor for activating WCF service.

It is recommend for you to use the default setting, auto-selected.
You need to specify a server for categorize searching when you
type URL in browser based on the web content filter profile.

It is recommend for you to use the default setting, auto-selected.
By the way, you can click the link of Test a site to verify
whether it is categorized to access into the test server selected.

Click it to open http://myvigor.draytek.com for searching
another qualified and suitable server.

Click this link to retrieve the factory settings.

None — the router will check the URL that the user wants to
access via WCF precisely, however, the processing rate is
normal. Such item can provide the most accurate URL
matching.

L1 - the router will check the URL that the user wants to access
via WCF. If the URL has been accessed previously, it will be
stored for a short time (about 1 second) in the router to be
accessed quickly if required. Such item can provide accurate
URL matching with faster rate.

L2 — the router will check the URL that the user wants to access
via WCF. If the data has been accessed previously, the IP
addresses of source and destination 1Ds will be memorized for a
short time (about 1 second) in the router. When the user tries to
access the same destination ID, the router will check it by
comparing the record stored. If it matches, the page will be
retrieved quickly. Such item can provide URL matching with
the fastest rate.

L1+L2 Cache — the router will check the URL with fast
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processing rate combining the feature of L1 and L2.

Eight profiles are provided here as Web content filters. Simply click the index number under
Profile to open the following web page. The items listed in Categories will be changed
according to the different service providers. If you have and activate another web content
filter license, the items will be changed simultaneously. All of the configuration made for
web content filter will be deleted automatically. Therefore, please backup your data before

you change the web content filter license.

CSM == Web Content Filter Profile

Profile Index: 1

Profile Marme:

Black/White List

[JEnable
Action:

Block »

Action: |Block v

Groups

Child Protection
Select All

Clear All

Leisure
Select All

Clear All

Business
Select All

Clear All

Chating
Select All

Clear All

[
o
3
=
c
=
o
=
ol
3
=
o
=
3
o
ud,

Select All
Clear All

Select All

(=}
-
o
]
=

Diefault

Group/Cbject Selections

Categories

[¥] lcohal & Tobacco
[IHate & Intolerance
M Parn & sexually
¥l schoal Cheating
[l child sbuse Images

JEentertainment

O travel

eusiness

Cchat

[ anonymizers
Ooownload Sites
[Jsearch Engine, Portals
Omalware

Oilleqal Software

[l adv & Pop-Ups
O Compromised

[¥] criminal activity
[“l1lleqal Drug

[ violence

[¥]sex Education

[OGames

[JLeisure & Recreation

[J1ob Search

[Jinstant Massaging

CFarums & Mewsgroups
DStreamingJ Downloads
[J=sacial Netwarking
[Oeotnets

[infarmation Security

[Oarts
[ODating & Personals

Clear All CIFinance [JGovernment
Onews [Man-profits & NGOs
Cpalitics [Jreal Estate
[Orestaurants & Dining  []Shaopping
[ceneral [Ocults

Profile Name

Oimage Sharing
[drrivate 1P addresses

[Metwork Errors
Ouncategorised Sites

[ oK

] [ Cancel ]

Type a name for such profile.
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[dzambling
[l Nudity

Weapons
Tasteless

[sports
[JFashion & peauty

[Oweb-based Mail

Ocomputers
CIPhishing & Fraud
[spam sites
CHacking
Creer-to-Peer

[ Transpertation
Cleducation
[CHealth & Medicine
Clrersonal sites
Clreligion

[ Translatars
[Greeting cards
Oprarked Domains

DrayTek



Log

White/Black List

Action

DrayTek

None — There is no log file will be recorded for this profile.

Pass — Only the log about Pass will be recorded in Syslog.

Block — Only the log about Block will be recorded in Syslog.

All — All the actions (Pass and Block) will be recorded in Syslog.

|ug: Block
Mone

Fass
] Crimi Blocl

Enable — Activate white/black list function for such profile.
Group/Object Selections — Click Edit to choose the group or
object profile as the content of white/black list.

Pass - allow accessing into the corresponding webpage with the
characters listed on Group/Object Selections. If the web pages do
not match with the specified feature set here, they will be
processed with the categories listed on the box below.

Block - restrict accessing into the corresponding webpage with the
characters listed on Group/Object Selections.

If the web pages do not match with the specified feature set here,
they will be processed with the categories listed on the box below.

Pass - allow accessing into the corresponding webpage with the
categories listed on the box below.

Block - restrict accessing into the corresponding webpage with the
categories listed on the box below.

If the web pages do not match with the specified feature set here, it
will be processed with reverse action.
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3.7 Defense Configuration

This menu allows you to set profiles for, activate and upgrade the service of
Anti-Intrusion/Anti-Virus in your system.

Defense Configuration

B Anti-lntrugion

Anti-virus

3.7.1 Anti-Intrusion

Anti-Intrusion allows you to prevent the intrusion from hackers while accessing into Internet.
It can detect the intrusion and execute basic defense.

There are more than 200 basic rules for anti-intrusion and anti-virus for this router. To
acquire more rules for anti-intrusion, it is suggested for you to register your router by
entering www.vigorpro.com. When you finished the registration, you can get and activate a
wide range of anti-intrusion rules from the website. In addition, you will be allowed to
download/update new rules (if they are released) from the websites lately (during the valid
time of the license key you purchased) after completing the registration.

You are allowed to use trial version with anti-intrusion and anti-virus features for 30 days
after you register for the router. And you will be noticed with an e-mail while it is going to
expire.

P Anti-lntrusion

P Basic Setup

b Advanced Setup

3.7.1.1 Basic Setup

Basic Setup page lets you to enable the anti-intrusion service and choose the suitable level
for the detection.
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Defense Configuration >> Anti-Intrusion >> Basic Setup

Anti-Intrusion Control Setup [ Signature Yersion @ basic ]
Enable Anti-Intrusion Serwvice: Intrusion detection of the hacker is made effective
Sensitiveness of intrusion detection:
(® High Security: Matching all rules
O Medium Security: Matching high and medium sewverity rules
O Low Security: Matching high sewverity rules
action's "default" processing at time of intrusion detection:
(® Enahle Pass processing
() Enable Disallow processing

() Enable Reset processing

Mote : If you want to email alert or syslog, please setup on the SyslLog/Mail Alert Setup page. If you
nead more information, please enter Advanced Setup

[ [B]%4 ] [ Cancel ]
Anti-Intrusion Control This field will display the signature version of this router.
Setup The default signature version is “basic”. In this version, you

can modify the settings for Anti-Intrusion rules in Defense
Configuration>>Anti-Intrusion >>Advanced Setup page.
However, if you restart/reset the router, all the modified
configurations for the rules will not be available and return to
the default settings. Except “basic”, the modified
configurations for other signature versions are available all
the time after you saved them in Defense
Configuration>>Anti-Intrusion >>Advanced Setup page.

Enable Anti-Intrusion Check this box to enable the anti-intrusion function.
Service
High Security Click this radio button to activate the anti-intrusion service

with overall detecting conditions. That is, the router will
detect and block the incoming/outgoing packets which match
all the severity rules, including high, medium and low. The
degree of severity for each rule is defined in Advance Setup.

Medium Security Click this radio button to activate the anti-intrusion service
with medium detecting conditions. That is, the router will
detect and block the incoming/outgoing packets which match
the highest and medium severity rules. The degree of severity
for each rule is defined in Advance Setup.

Low Security Click this radio button to activate the anti-intrusion service
with minimum detecting conditions. That is, the router will
detect and block the incoming/outgoing packets which match
the highest severity rules. The degree of severity for each rule
is defined in Advanced Setup.

Enable Pass processing Click this radio button to detect if there is any intrusion
occurrence for your reference. The system will not do any
advanced action for such condition.

Enable Disallow processing Click this radio button to block the incoming/outgoing packets
with possible intrusion actions transmitting through the router.
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Enable Reset procession Click this radio button to break down the communication
between your computer and specific link which might have
intrusion actions.

3.7.1.2 Advanced Setup

This page lists all the available types and allows you to adjust the rule setting for each type.
The rules will be applied by the options chosen in the page of Defense
Configuration>>Anti-Intrusion>>Basic Setup for Anti-Intrusion.

Defense Configuration == Anti-Intrusion == Advanced Setup

anti-Intrusion Type Setup SID/MNAME:
BO (55 Web-Client (58)

DDoS/DoS (51) Web IS (145)

Exploit (290) Web-Misc {438)

ICMP {42} Web PHP (463}

I Worm (42) Latest {0}

IRC (15}

Malware (591}

Misc (239)

RPC (57)

Scan (105}
SAL-Inject (26)

Web CGI (82)

SID/Name To find the specific type of anti-intrusion, you can type its
SID number or name in this field if you know, and then click
Search. The system will locate that type for you.

Search It can help the user to find out specific anti-intrusion rule
quickly.

Type links Click any anti-intrusion type link to access into next page for

configuring the rules settings. Here we provide several rules
for each type. The factory types and rules for anti-intrusion are
shown in this page. If you want to acquire more types and
rules, please go to www.vigorpro.com and finish the
registration work. Later, the wide range of anti-intrusion types
will be added into this page.

After you click any one of type links, you can access into the rules setup page for activating
rules. We take the type of BO as an example. Below is the rules setup page for BO type.

For the detailed information about the full name, meaning of each rule and/or type, you can
click the name link list on the Anti-Intrusion Rules Setup page to connect VigorPro webpage
for viewing.
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Defense Configuration == Anti-Intrusion >> Advanced Setup

Anti-Intrusion Rules Setup

pagell /7

Action

Enable Name SID severity Log Pass Disallow Reset Default
AJ Web Server DoS 1585 M I ® O ()
Active Webcam WebhServer DoS 1518 M (@] ® O 9]
Allaire JRUN DoS attempt 1121 ! [ @] (O] iy @]
Annex Terminal Do$S attempt 1172 M (@] (@] O ®
Appian Enterprise BS DoS 3784 M (@] ® O (9]
Apple MAC OSX VPND DoS 3749 M (@] ® (] O
Arescom NetDSL Telnetd DoS 2370 Tl [ &) [ &) (&) ®
Ascend Route 77 M (@] ® (] O
Bot channel DDoS command? 4684 M (@] (@] @] ®
CISCO VolP DoS attempt 1216 M I I O ®

[ Ok l [ Cancel ]

Enable Check to enable this rule. If you uncheck this box, the
corresponding settings for the rule will not be executed.

SID The number for each anti-intrusion rule is displayed in this
field.

Name A brief description name for the anti-intrusion rule is shown in
this field. Click the name link to access into VVigorPro website
for checking the detailed information for the specified anti-
intrusion.

Severity It means the degree of the influence for this type to the
computer, machine, network and environment.

H: representing that this type will cause severest effect which
must crash/destroy your computer.

M: representing that this type will cause severer effect which
might crash your computer.

L: representing that this type will cause small effect which
might not crash your computer.

Log In order to show the detection log with such rule on the
window of Draytek Syslog, you have to check the log box
here and enable the SysLog Access Setup from System
Maintenance >> Syslog/Mail Alert.

Action Pass - Click this radio button to detect if there is any intrusion

DrayTek

occurrence for your reference. The system will not do any
advanced action for such condition.

Disallow - Click this radio button to block the
incoming/outgoing packets with possible intrusion actions
transmitting through the router.

Reset - Click this radio button to break down the
communication between your computer and specific link
which might have intrusion actions.

Default - Click this radio button to execute the anti-intrusion
detection according to the setting that you set in Basic Setup.
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Page Type the page number in this field (if there is more than one
page of anti-virus detail view displayed on this page). Then
click Go to the specified page. Or you can click /> >> <<or
> / button on the right side of the Go button to access to the
home/previous/next/end page.

3.7.2 Anti-Virus

Vigor router can offer basic virus scanning, destroying and cut off the connection between
guestionable link and your computer for the files transmitted through specified protocol. In
addition, several types of compressed file formats such as .zip, .gzip, .bzip2 are supported
and can be scanned with this router. There is no limitation in the file size for the transmitted
(incoming or outgoing) file. With this feature, all the files processed with the protocol
specified in Anti-Virus web page will be scanned for finding out virus while passing through
the router.

F Profile Setting

P i List
P File Filter Profile

Note: Files with three-layer compression (the files are compressed with three times) also
can be scanned by this router.

3.7.2.1 Profile Setting

This page allows you to set eight profiles for anti-virus scanning. These profiles can be
invoked through firewall configuration. It is recommended to build one profile at least. Thus
you will have selectable anti-virus profile setting in Firewall->General Setup.

Defense Configuration => Anti-Virus >> Profile Setting

Anti-¥irus Profile Table [Signature Yersion: basic] | Setto Factory Default |
Profile Name Profile Name
1. Default 5.
2. 6.
3. L
4. 8.

Administration Message (Max 255 characters)

Ewail scanned by DrayvTek VigorPro UTH.

Note: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page. For
more information, please visit the Virus List page.

The Administration Message box allows you to fill in important notification directly for
SMTP and POP3 protocols. It will be saved as a file. While receiving an e-mail, the user will
receive an attached file with the content listed in this box.

To edit a profile setting, please click the number link under Profile. You can see the
following screen. You can check the boxes listed below for different operation respectively.
If you uncheck this box, the corresponding settings for the protocol will not be performed.
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Defense Configuration >> Anti-Virus >> Profile Setting

Profile Index : 1
Operation/Protocol

Action
Enable Yirus Scan
Enable Log
Detect Macro attachment
Detect Encrypted Zipped Files
Detect Suspicious Compression
Compression Ratio Threshold

append Message

File Filter

Block Fragmented Mail

Block Multiple Sessions Download

Profile Mame:

Default
SMTP POP3 IMAP HTTP FTP
Pass @[ |Pass || |Pass ¥ Pass ¥ Pass |
] O [ ] O
O O [l O O
O O ] O O
1:400 » 1:400 1:400 1:400 1:400
O O
1-default | |1-default | |1-default | |1-default v | |1-default +
O O ]
[

Note: If the document file is generated by Microsoft Office 2003 or earlier version, we advise you to
enable Detect Macro Attachment function.

Profile Name

Protocol

Action

Enable Virus Scan

Enable Log

DrayTek

[ oK ] [ Cancel ]

Type a name for the profile.

Currently, only the files transmitted through the protocols
listed in this page including SMTP, POP3, IMAP, HTTP
and FTP will be scanned by this router.

Choose the action that you want to apply to the protocols of
each operation.

action

Pass w

Pass - Detect if there is any virus for your reference. The
system will not do any advanced action for such condition.
Destroy- Destroy the infected file found by the router system.
However, the file will be downloaded still.

Reset - Break down the communication between your
computer and specific link which might have virus included.

Check this box to enable the general virus scan procedure for
different protocols.

In order to show the virus detection log on the window of
Draytek Syslog, you have to check the log box here and
enable the SysLog Access Setup from System Maintenance
>> Syslog/Mail Alert.
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Detect Macro Attachment

Detect Encrypted Zipped
Files

Detect Suspicious
Compression

Compression Ratio
Threshold

Append Message

File Filter

Block Fragmented Mail

Block Multiple Sessions
Download

3.7.2.2 Virus List

SysLog / Mail Alert Setup
SysLog Access Setup

Server IP Address

Destination Port 514
Enable syslog message:

Firewall Log

VAN Log

User sccess Lag

Call Log

wWaN Log

Router/DSL information

The file with macro attachment will be passed/destroyed/reset
under different protocols. The system will detect it
automatically if you set corresponding configuration here.

The file zipped with encryption will be detected and then be
passed/destroyed/reset according to the configuration set
here.

The file with suspicious or non-support compression format
will be detected and then be passed/destroyed/reset according
to the configuration set here.

Choose one of the compression ration selections as the
threshold for the system to block or pass the file compressed
with the ratio specified here.

This function is available for SMTP and POP3 protocols. If
you check it, the message typed under the box of
Administration Message will be sent out with e-mail.

Click this link to open Defense Configuration>>Anti-Virus
>>File Pattern List for viewing current settings.

The file with fragmentations will be passed/destroyed/reset
under different protocols. The router cannot execute the
scanning job for some mail fragmentation if you check the
boxes here.

The file with multiple sessions which are created by HTTP
will be detected and then be passed/destroyed/reset according
to the configuration set here.

This page displays the virus list ordered by digits (0-9) and letters (A-Z). Each number after
the letter link indicates the total types of the virus collected.

VigorPro5510 Series User's Guide

111 DrayTek



Defense Configuration >> Anti-Virus >> Virus List

Anti-¥Yirus List Overview SID/NAME:
0-9 (0) M-N (231)
A_B (537) 0-P (259)
C-D (3) 0-R (5)
E-F (229) S -T (1055)
G-H (=) -V (33)
d-d (21 WX (244)
K-L (0) Y.Z (1)
SID/NAME To find the specific type of anti-virus, you can type its SID

number or name in this field if you know, and then click
Search. The system will locate that rule for you.

Search Click this button to find out all the virus rules related to the
SID/NAME that you entered. The page of the searching result
will be shown as the following picture.

Defense Configuration >> Anti-Virus >> Virus List

Anti-¥irus Search Result

Name SID
Bagle.AC 21593
Bagle.AF 22361
Bagle.AG 22417
Bagle.BL 24195
Bagle.BY-2 35493
Bagle.B7.1 35496
Bagle.BZ-2 35497
Bagle.CB 26682
Bagle.CD-1 2E6E6
Bagle.CD-2 35687

Click each name link to check the detailed information of the
anti-virus rule.

Detailed View for Anti-Virus

From the fourteen types of anti-virus list, click any one of them to access into next page. The
detailed view list for anti-virus rule will be shown as below.

DrGYTEk 112 VigorPro5510 Series User's Guide



Defense Configuration == Anti Wirus >> Virus List

Anti-¥irus Detail View Page:1 /23
NANME SID NANME SID

Bkdr.Agent.afci 31032 Bkdr.Agent.la 4483
Bkdr.Agent.agkm 30566 Bkdr.Agent.ms 2736
Bkdr.Agent.ahe 7706 Bkdr.Agent.nf 2222
Bkdr.Agent.alnt 35565 Bkdr.Agent.nx 2754
Bkdr.Agent.alnv 3E566 Bkdr.Agent.uek 32450
Bkdr.Agent.aly 10163 Bkdr.Agobot.adb 6029
Bkdr.Agent.amhs 36411 Bkdr.Agobot.adg S424
Bkdr.Agent.amms 37687 Bkdr.Agobot.afk 5427
Bkdr.Agent.amrc 37670 Bkdr.Agobot.gen 6275
Bkdr.Agent.anef 37194 Bkdr.Agobot.gen®1 6224
Bkdr.Agent.aou 12567 Bkdr.Agobot.gen*10 5403
Bkdr.Agent.ddm 15135 Bkdr.Agobot.gen®11 5401

NAME A brief description name for the anti-virus rule is shown in

this field. Click the name link to access into VigorPro website
for checking the detailed information for the specified

anti-virus.
SID The number for each anti-virus rule is displayed in this field.
Page Type the page number in this field (if there is more than one

page of anti-virus detail view displayed on this page). Then
click Go to the specified page. Or you can click />, >> << or
> /button on the right side of the Go button to access to the
home/previous/next/end page.

3.7.2.3 File Filter Profile

To avoid confidential file being leaked out by someone else through network and cause
severe consequence, you can specify the file name in this page and determine to destroy or
scan or pass it while the file passes through the router.

Before activating the File Filter Profile, you have to set one Anti-Virus profile on Defense
Configuration>>Anti-Virus>>Profile Setting. Also you can specify file names without
virus appended to be ignored by anti-virus server to improve the performance.

This page allows you to set 32 entries (rules) of file names to be filtered by the router. In
such case, the file format is ignored. The router will destroy, scan or non-scan the specified
filename according to the configuration that you set here.

Defense Configuration >> Anti-Virus >> File Filter Profile

File Filter Profile Table | Setto Factory Default |
Profile MName Profile Name
1. default 5.
2. 6.
3. Lis
4 8.
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Click any number link to open the configuration page. Below is the page of File Filter
Profile. The priority of each entry is determined by the index number. That is, the entry of
Index 1 has the highest priority in file name filtering; the entry of Index 32 has the lowest
priority in filtering.

Defense Configuration >> Anti-Virus == File Filter Profile >> Profile Setting

Profile Index: 1 Profile Mame: |default
Priarity: | File Extension First |+ Default Action: | Scan v
Keyword
Action Group/Object Selections
1. | Scan w
2. | Scan w
3, | Scan w

File Extension

Action: | Mon-Scan Profile: | 1-default »

[J pestroy the file if the file name is over length {Max 76 characters),
Syslog/Mail alert: | Mon-Match Only

[ 0]24 ] [ Clear ] [ Cancel ]
Profile Name Type a name for such profile.
Priority Such item determines which profile will be executed first. If

you choose File Extension First, Vigor router will filter the
virus based on the file extension profile selected first, next
filter the virus based on the keyword later; vice versa.

Pricrity; | File Extension First »
‘Fila Extension First
Keyword First

Default Action Choose one of the actions (Scan, Non-Scan, Destroy) as the
default action if the file does not meet the conditions
configured below.

Keyword You can set three sets of keywords for this profile.
Action -
Choose the action that you want to apply to the selected
keyword.
Destroy- Destroy the file with name specified here which is
found by the router system.
Non-Scan —The file will not be scanned and will not be
processed by using general rules set in Anti-Virus profile.
Scan — Just scan the file with name specified here which is
found by the router system, and be processed by using general
rules set in Anti-Virus profile.
Group/Object Selections - Click Edit to choose the preset
keyword groups and/or objects.

File Extension Determine the filtering condition for downloading files.
Action -
Choose the action that you want to apply to the selected file
extension profile.
Destroy- Destroy the file with name specified here which is
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Destroy the file if the file
name is over length

Syslog/Mail Alert

found by the router system.

Non-Scan —The file will not be scanned and will not be
processed by using general rules set in Anti-Virus profile.
Scan — Just scan the file with name specified here which is
found by the router system, and be processed by using general
rules set in Anti-Virus profile.

Profile — Use the drop down list to specify one profile to be
executed as filtering condition.

Check this box to destroy the file with filename over 76
characters.

Specify the condition for the system to send Syslog/Mail
Alert for the default action.

Syslog/Mail alert: | Mon-Match Cnly v

Morne
Match Onls
‘Mon-katch Only

None — No action will be recorded in Syslog.

Match Only- Only the log that matching with the above
condition will be recorded in Syslog.

No-Match Only — Only the log that not matching with the
above condition will be recorded in Syslog.

Both — All the actions will be recorded in Syslog.

Click OK to finish the page configuration.
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3.7.3 Anti-Spam

Many people suffer with unwanted mails coming from everywhere. Such device offers a
mechanism, named Anti-Spam, to do basic scanning for filtering unnecessary mails and
sorting the mails.

To activate function of Anti-Spam, you have to configure profile(s) for your computer
first.

F Profile Setting

P Grey List Detail Setting

3.7.3.1 Profile Setting

Open Defense Configuration>>Anti- Spam>>Profile Setting menu to access into the
following page. There are sixteen profiles provided by this system for you to define.

Defense Configuration == Anti-Spam >> Profile Setting

Anti-Spam Profile Table | Setto Factory Default |

Profile Name Profile Name
Default

NP R
lelelele el e
FRFEREREEE

Profile (1 ~16) There are sixteen profiles provided for you to define. Simply
click the number link under Profile, the setting page for that
number will be open for you to configure.

Name List the name for the profile setting.

Simply click number under Profile item. The detailed page will be shown right away. The
following graphic is the web page for the profile marked with number 1.
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Defense Configuration >> Anti-Spam >> Profile Setting

Profile Index : 1

Choose Protocol to Scan Spam

SMTP

Priority
1.

Profile Name: |Default

[ Lag all Mail Events
[ roPz

Anti-Spam Function
[] Enable SPAM Grey List Defense Log Grey List Events
[] Enable Black/White List Log Matched Events

Priority Selection

Select an Action for Each Category

Category Action Group/Object Selections

Sender
Receiver
Subject
Destroy Tag Message(Max 30 characters)

Enable Anti-Spam Server Query (Need license)

Select an Action for Each Category

3. Category Action Log Message(Max 30 characters)
Spam Tag ¥ ~igorPro SPAM™
Bulk Tag ¥ “igorPro BULK™
Time Out Pass v (]
[ OK ] [ Clear ] [ Cancel ]
Profile Name Type a name for such profile setting.

Choose Protocol to Scan
Spam

Enable SPAM Grey List
Defense

Enable Black/White List

VigorPro5510 Series User's Guide

Spam files usually come with protocol of SMTP or POP3.
Please check the box that you want to avoid. It would be
better to check both protocols. In addition, you can check
Log All Mail Events to send record of all mail events to
syslog.

Grey List is a method for e-mail against spam. A mail
transfer agent (MTA) using grey list will "temporarily
reject” any email from a sender it does not recognize. If the
mail is legal, the server will check it again and the email will
be accepted. If the mail is from a spammer, it will probably
not be retried since a spammer goes through thousands of
email addresses and can not afford the time delay to retry.

Check this button to enable SPAM grey list defense
function.

In addition, you can check Log Grey List Events to send
record of events to syslog.

Check this box to enable black and white list settings.
Priority Selection - Choose Pass First for passing the
mails matching with Black and White List first, or choose
Destroy First for destroying the content of mail matching
with Black and White List first.

Destroy First »

Priority Selection

Log Matched Events - Check this box to record all the
matched events of mails on Syslog.

Action - Determines the action (Pass or Destroy) for the
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Enable Anti-Spam Server
Query (Need license)

DrayTek

emails coming from the sender, or for the emails sending out
from the receiver, or for the subject with the keyword
selected here.

Action
Sender Destroy +
Fecelver
Subject Pass +

Group/Object Selections - Choose a suitable group or
object for passing or blocking. Click Edit to open the
following dialog. The keyword/group that you have set on
Object Settings>>Keyword Object/ Object
Settings>>Keyword Group will be displayed here for you
to choose.

/3 hitp:#/192 168.1 1 - Group/Object Edit - Microsoft Internet Explorer

Group/Object Edit

Keyword Group 1-Keyword-1 »
or Keyward Group
ord-

or Keyword Group
or Keyword Group MNone |+
or Keyword Group Mone »
or Keyword Group None |+
or Keyword Group MNone |+
or Keyword Group None (v
or Keyword Object None »
or Keyword Ohject MNone |+

Destroy Tag Message (Max 30 characters) - Type the
character(s) as a tag for destroying.

Mails would be judged and categorized into Spam, Bulk or
normal mails. For the one that is confirmed as spam will be
processed with the rule of Spam; and the one that is
probably spam will be processed with the rule of Bulk.
Please set different process action for Spam and Bulk
respectively.

Action - When the system fails due to system timeout or
network problem, you can specify specific action (Pass or
Tag) for the system to execute immediately. Choose the
action (Pass, Tag or Reset) for the spam, bulk and time out
emails.

Cateqory Action
Spam Tag #
Bulk

Time Out

Pass - Choose this action to make all mails passing
through.

Tag - Choose this action to make all mails be tagged with
certain words for you to identify easily. For example, type
“SPAM?” on the box of Message. If the subject of some mail
is “license page” and it is judged as spam, then it will be
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Clear

Cancel

shown as “***SPAM*** license page” in your mail box.
Such tag can help users to identify which mail is useful or
useless quickly.

Reset — Choose this action to disconnect the network. It is
mainly applied on SMTP server.

Log - Check the box to have the process record stated on
Syslog.

Message - Type words which will be placed before the
subject of mail and help you to identify.

Delete the settings configured above and reset to default
settings.

Delete the settings configured above and return to previous
page.

Click OK to finish the page configuration.

3.7.3.2 Grey List Detail Setting

Grey List is a method for e-mail against spam. A mail transfer agent (MTA) using grey list
will "temporarily reject” any email from a sender it does not recognize. If the mail is legal,
the server will check it again and the email will be accepted. If the mail is from a spammer, it
will probably not be retried since a spammer goes through thousands of email addresses and
can not afford the time delay to retry.

This page allows user to set conditions to block mails coming from outside. Basically, the
incoming mails will be regarded as malice and must be blocked. However, mails sent out by
the host will be regarded as normal and no limitation will be set for them.

Defense Configuration => Anti-Spam >> Grey List Setting

Grey List Entry Table { Add ) Page: /1000 | Refresh |
State Sender Receiver Sender_IP Action Result a
Hod perryfhotmail  com carrie_ni@draytek com 192 .168.1.12 Success

v

Grey List Entry Setting:

Sender E-Mail Address Receiver E-Mail Address Sender IP
Add ] [ Delete ] [ Search
Grey List System Setting:
Initial Delay Time(sec) White List Accept Time(sec) White List Timeout{sec)
60 14400 432000 Set

Sender E-Mail Address
Receiver E-Mail Address
Sender IP

Initial Delay Time
White List Accept Time

VigorPro5510 Series User's Guide

Type the e-mail address of the sender.

Type the e-mail address of the receiver.

Specify the sender’s IP for blocking with grey list.
Type the time of initial delay for mail checking.

Type the time for mail tracing with white list.
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White List Timeout (sec)  Type the timeout for mail checking with white list.

Set Click to save and invoke the timer setting.
3.7.4 Activation for Anti-Intrusion/Anti-Virus/Anti-Spam/Web-Filter
Service

After you have finished the profile settings, it is the time to activate the mechanism for your
computer. Click Defense Configuration>>Activation to open the following page for
accessing http://myvigor.draytek.com.

Defense Configuration >> Activation Activate via interface : | YWAMN 1 A

Anti-Intrusion/Anti-¥irus License Activate
[Status; Mot Activated]

Anti-Spam License Activate
[Status; Mot Activated]

web-Filter License Activate
[Status: Mot Activated]

authentication Message

Note: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

[ oK ] [ Cancel ]

Activate via interface Choose WAN interface used by such device for activating Web
Content Filter.

Activate via interface : | WWAN 1 5
WAN 2
Activate The Activate link brings you accessing into www.vigorpro.com to
finish the activation of the account and the router.
Authentication As for authentication information of web filter,
Message Anti-Intrusion/Anti-Virus/Anti-Spam, the process of

authenticating will be displayed on this field for your reference.
Below shows the successful activation of Al/AV/AS/Web Content Filter:
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Defense Configuration >> Activation Activate via interface - | YWAN 1 -

Anti-Intrusion/Anti-¥irus License

Activate
[Status:DT-KL] [Start Date:2010-02-26 Expire Date:2010-03-29]

Anti-Spam License

Activate
[Status: CTCH] [Start Date:2010-02-26 Expire Date:2010-03-29]
Web-Filter License Activate
[Status: CT-CF]

[Start Date:2010-02-26 Expire Date:2010-03-29]

Authentication Message

WebFilter,

buthenticate successful, 2010-03-25 03:30:07
Anti-Spat,

Authenticate successful, 2010-03-24 15:37:15
AV AT, Authenticate successful, 2010-03-25 05:28:47

Note: If you want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

(0]14 ] [ Cancel
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3.7.5 Al/AV Auto Block

This page can determine the block standard for data transmission based on the AlI/AV auto
block setting. In another word, when the host is attacked over the count number set here, the
system will block the data transmission from the source IP automatically for security.
Limitation List displays the specific limitations that you set in this web page.

Defense Configuration >> Al/AV Auto Block

AI/AV Auto Block

O Enable & Disable Action: | Block Syslog Enable
General Setup

al Count; |20 Severity: |Medium | sy count; |10 Time Interval; [B0 ¥ |seconds
Limitation List

Index Start 1P End IF AL Counts AV Counts Times Interval

Specific Limitation
Start IP: End IP:

Al Count: AY Count: Time Interval: |10 % |seconds

Add | [ Edit | [ Delete

Time Schedule

Index({1-15% in Schedule Setup: \ s \
MNote: Action and Idle Timeout settings will be ignored.

Enable/Disable Click Enable to activate AI/AV Count Setting. The Al/AV auto

block setting result will be seen in Diagnostics>>LAN Security
Monitor. Default setting is Disable.

Diagnostics >> LAN Security Monitor

[] LAN Security Monitor

Refresh Seconds: |10 ¥ | pefe:

Index [P Address TX rate(Kbps) RX rate(Kbps) -~

General Setup Settings configured here will be applied for most of the defense

DrayTek

events (intrusion/virus) except settings configured in Specific
Limitation.

Al Count - type the number for the system to block the connection
of the source IP for Al events.

Severity — choose Low, Medium or High for the system to block
the connection of the source IP for Al and AV events.

AV Count - type the number for the system to block the connection
of the source IP for AV events.
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Limitation List

Specific Limitation

Index (1-15) in
Schedule Setup

VigorPro5510 Series User's Guide

Time Interval — type the time for the system to wait and execute the
action of blocking,

This field displays the information for specific limitation.

Users can specify clients on LAN and let the router count AI/AV
event in certain range by specifying start IP, end IP, Al count, AV
count, time interval and etc.

Start IP/End IP — Specify the range for specific limitation (starting
IP and ending IP).

Al Count — type the number for the system to block the connection
of the source IP (within the range of specific limitation) for Al
events.

AV Count — type the number for the system to block the connection
of the source IP (within the range of specific limitation) for AV
events.

Time Interval — type the time for the system to wait and execute the
action of blocking,

Add - Click this button to add one new condition for AI/AV count
to the list above.

Edit — Click this button to modify selected item listed on Limitation
List.

Delete — Click this button to delete the selected item listed on
Limitation List.

You can type in four sets of time schedule for your request. All the
schedules can be set previously in Application >> Schedule web
page and you can use the number that you have set in that web

page.
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3.7.6 Signature Upgrade

You can get the most updated signature from DrayTek’s server if the license key of
anti-virus/anti-intrusion for the VigorPro 5510 is not expired. Before you upgrade the
signature, please check the validation information either from WEB user interface of
VigorPro 5510 or account information from www.vigorpro.com.

Defense Configuration >> Signature Upgrade

Signature Upgrade Setting

Signature Yersion : basic

Signature Build Date : Tue Aug 29 09:16:25.00 2006

Upgrade wia interface : WM 1 hd

Setup download server auto-selected find more
Setup query server auto-selected find more

Signature authentication/download message:

Upgrade Manually Import l [ Backup l [ Download Mow |l

Upgrade Automatically
[ scheduled Update

Ewvery: hour) (minutes after the hour)

Daily: (hour) (minute)

Weaekly: {day) {hour) (minute)
[ Ok ] [ Cancel ]

Signature Upgrade It displays the signature version for your reference. There are three
Setting levels for the signature:
basic — If you did not register and activate your account, you can
just own the default 200 (or more) anti-intrusion and anti-virus
rules for your router.

DT-DT/DT-KL_XXXXXX — If you have registered and activated
your Al/AV account, and downloaded the newest rules from
Www.vigorpro.com, you can see DT-DT/DT-KL in this field that
means you have obtained the latest signature information.

Upgrade via Choose WAN interface used by such device for upgrading
Interface signature.

Setup download The default setting is auto-selected. You can change the setting if it
server/Setup query s required to be. Click the find more link to get more information.
server
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Please choose a download server/ query server of the continent that your router is
located.

Zone Service | Provider | Download Server | Query Server

Aftica AN DT-0T 85.236.48.68 85.236.45 68
Africa Al-AY DT-KL 05.236.43.68 85.236.43.63
Africa WCF CT-CF ctwsdl.ctmail.com W, ¥i GO0, COm
Aftica AS CTCH resalver] . ctmail.com i, i OFIFD. COm
Aftica ACS DT-ACS myvigor. draytek.com | myvigor draytek com
America WCF CT-CF ctwedl.ctmail.com W i (OFAF0. COM
America AS CTCH resalver] ctrail. com W i (OFAF0. COM
America ACS DT-ACS myvigor.draytek.com | myvigor. draytek.com
America ALAY DT-0T 85.236.48.68 W, ¥i GO0, COm
America AlAY DT-KL 85.236.48.68 i, i OFIFD. COm
Asia AS CTCH resalver] . cimail. com WA Y GONIrD, Com
Signature It displays the message of signature authentication or download

authentication/downl procedure.
oad message

Upgrade Manually  The buttons in this field are only available when you finished the
registration and activation for new account and your router. If not,
these buttons do not have any effect even if you click them.
Import — You can import a saved file to manually upgrade the
signature. Click Browse to choose the right file with .sig file
format. Next, click Upgrade.

System Maintenance >> Signature Upgrade

Signature Upgrade Manually [ Signature Version @ basic ]
Upgrade Signature

Select a signature file.

Click Upgrade to upload the file,

Backup - You can backup current signature information with the
filename vigorpro.sig.

Download Now!!! — This button will download newly update
anti-intrusion and anti-virus from VigorPro website. While
downloading the file, a progress bar will be shown as follows.

Signature Upgrade Setting

Signature Version : basic

Signature Build Date : Tue Aug 29 09:16:25,00 2006

Setup download server auto-selected find more
Setup query server auto-selected find more

Signature downlaad progress: 24% [N

Signature authentication/download message:

Upgrade Manually [ Import ] [ Backup ] [ Download Now Il

After downloading is finished, the signature version will be
upgraded and displayed on the web page.
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Ling
Signature Yersion @ DT-KL_2_45.0.0

Sighature Build Date : vwed Jan 13 10:02:36.00 2010
Setup download server auto-selected find more
Setup query server auto-selected find more
Upgrade Specify certain time for executing the upgrade automatically.
Automatically Remember to check the Scheduled Update box to activate the time
settings.

Every — It means the downloading procedure will be executed
automatically whenever passing through the time (hours and
minutes) that you set here.

Daily - It means the downloading procedure will be automatically
executed every day at the time (hours and minutes) that you set
here.

Weekly - It means the downloading procedure will be
automatically executed at the time (hours and minutes) that you set
here every week.

Upgrade Automatically
Scheduled Update

@ Every; 1 ¥ (hour) 0o ¥ |(minutes after the hour)
O Daily: 0 ¥ (hour) 0g ¥ [iminute)
O weekly: Sunday ¥ (day) ] ¥ (hour) ] ¥ [(minute)
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Below shows an example with DT-KL signature used.

Defense Configuration => Signature Upgrade

Signature Upgrade Setting
Signature Version :

DT-KL_2_46.0.0
Signature Build Date :

Wed Jan 13 10:02:36.00 2010
Upgrade via interface : WAN 1

w

Setup download server auto-selected

find more
Setup query server auto-selected find more
Signature authentication/download message:
Upgrade Manually Impart ] [ Backup l [ Dawnload Maw 1)

Upgrade Automatically
[l scheduled Update

Ewvery: {hour) {minutes after the hour)
Daily: {hour) (minute)
Weekly: {day) hour)

(minute)

[ Ok ] [ Cancel l

3.7.7 Status

This field will shows the status for the license, start date and expire date for

Anti-Intrusion/Anti-Virus service. If your account or router is still not activated, the word
Not Activated will be displayed here to inform you.

Defense Configuration == Status

Anti-Intrusion/Anti-¥irus License
[Status: Mot Activated]

Signature Yersion : basic Signature Build Date : Tue Aug 29 09:16:25.00 2006
Current Query Server : auto-selected

Signature Authentication/Download Message for Anti-Intrusion/anti-Virus:

Current Download Server @ auto-selected

Anti-Spam License
[Status: Mot Activated]

authentication Message for aAnti-Sparm

Web-Filter License
[Status: Mot Activated]

authentication Message for Web-Filter License
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Below is a sample page with valid license.

Defense Configuration => Status

Anti-Intrusion/Anti-Yirus License
[Status:DT-KL] [Start Date:2010-02-26 Expire Date:2010-03-29]

Signature Yersion 1 DT-KL_2_46.0.0  Signature Build Date @ Wed Jan 13 10:02:36.00 2010

Current Download Server @ auto-selected Current Query Server : auto-selected

Signature Authentication/Download Message for Anti-Intrusion/anti-Yirus:

Anti-Spam License
[Status: CTCH]  [Start Date:2010-02-26 Expire Date: 2010-03-29]
Authentication Message for Anti-Spam

Anti-Spam, Authenticate successful, Z2010-03-2Z4 15:37:15

Web-Filter License
[Status:CT-CF]  [Start Date:2010-02-26 Expire Date:2010-03-29]
Authentication Message for Web-Filter License

WebFilter, Authenticate successful, Z2010-03-2Z5 03:30:07

3.8 Bandwidth Management

Below shows the menu items for Bandwidth Management.

Bandwidth hManagement

5 Lirnit

P Cluality of Semnice

3.8.1 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer)
applications (e.g., BitTorrent) always need many sessions for procession and also they will
occupy over resources which might result in important accesses impacted. To solve the
problem, you can use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.
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Bandwidth Management >> Sessions Limit

Sessions Limit
O Enable @ Disable

Default Max Sessions: |100
Limitation List
Index Start IF End IP Hax Sessions

Specific Limitation
Start IP: End IP:

Maximurm Sessions:

[(Add ] Delete ]

Time Schedule

Index{1-15% in Schedule Setup:

Note: Action and Idle Timeout settings will be ignored.

To activate the function of limit session, simply click Enable and set the default session

limit.

Enable Click this button to activate the function of limit session.

Disable Click this button to close the function of limit session.

Default session limit Defines the default session number used for each computer in
LAN.

Limitation List Displays a list of specific limitations that you set on this web
page.

Start IP Defines the start IP address for limit session.

End IP Defines the end IP address for limit session.

Maximum Number Defines the available session number for each host in the
specific range of IP addresses. If you do not set the session
number in this field, the system will use the default session
limit for the specific limitation you set for each index.

Add Adds the specific session limitation onto the list above.

Edit Allows you to edit the settings for the selected limitation.

Delete Delete the selected settings existing on the limitation list.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.

Setup All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page.

3.8.2 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large
of bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.
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In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management == Bandwidth Limit

Bandwidth Limit
) Enable spply ta 2nd Subnet & Disable
Default T Limit; |200 Kbps  Default Rx Limit; (800 Kbps

O allow auto adjustment to make the best utilization of available bandwidth.

Limitation List

Index Start IP End IP TEX limit RX limit Shared

Specific Limitation
Start IP: End IF:

@ Each O Shared T Limit: Kbps R Limit: Kbps

Time Schedule

Index(1-158) in Schedule Setup: s
Mote: Action and Idle Timeout settings will be ignored.

To activate the function of limit bandwidth, simply click Enable and set the default upstream
and downstream limit.

Enable Click this button to activate the function of limit bandwidth.
Apply to 2" Subnet - if bandwidth limit function is
enabled, please check this box to apply to second subnet.

Disable Click this button to close the function of limit bandwidth.

Default TX limit Define the default speed of the upstream for each computer
in LAN.

Default RX limit Define the default speed of the downstream for each

computer in LAN.

Allow auto adjustment to  Router will detect if there is enough bandwidth remained for

make the best utilization of using according to the bandwidth limit set by the user. If yes,

available bandwidth. the router will adjust the available bandwidth for users to
enhance the total utilization.

Limitation List Display a list of specific limitations that you set on this web
page.

Start IP Define the start IP address for limit bandwidth.

End IP Define the end IP address for limit bandwidth.

Each/Shared Select Each to make each IP within the range of Start IP and

End IP having the same speed defined in TX limit and RX
limit fields; select Shared to make all the IPs within the
range of Start IP and End IP share the total bandwidth of TX
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limit and RX limit.

TX limit Define the limitation for the speed of the upstream. If you do
not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.

RX limit Define the limitation for the speed of the downstream. If you
do not set the limit in this field, the system will use the
default speed for the specific limitation you set for each

index.
Add Add the specific speed limitation onto the list above.
Edit Allow you to edit the settings for the selected limitation.
Delete Delete the selected settings existing on the limitation list.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.

Setup All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page.

3.8.3 Quality of Service

Deploying QoS (Quality of Service) management to guarantee that all applications receive
the service levels required and sufficient bandwidth to meet performance expectations is
indeed one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase
their transmission rate and consume all available bandwidth, which is called TCP slow start.
If other applications are not protected by QoS, it will detract much from their performance in
the overcrowded network. This is especially essential to those are low tolerant of loss, delay
or jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of
interconnected circuits mismatch or traffic aggregates, packets will queue up and traffic can
be throttled back to a lower speed. If there’s no defined priority to specify which packets
should be discarded (or in another term “dropped”) from an overflowing queue, packets of
sensitive applications mentioned above might be the ones to drop off. How this will affect
application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

®  Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility.
In a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS
domain owner should sign a Service License Agreement (SLA) with other DS domain
owners to define the service level provided toward traffic from different domains. Then each
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DS node in these domains will perform the priority treatment. This is called
per-hop-behavior (PHB). The definition of PHB includes Expedited Forwarding (EF),
Assured Forwarding (AF), and Best Effort (BE). AF defines the four classes of delivery (or
forwarding) classes and three levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP
header of bypassing traffic, thus to allocate certain amount of resource execute appropriate
policing, classification or scheduling. The core routers in the backbone will do the same
checking before executing treatments in order to ensure service-level consistency throughout
the whole QoS-enabled network.

R = ”A < > <o >
s
[LQ?;.;;?:;;@} SLA SLA

Private Network DS domain 1 DS domain 2

However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not
easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management == Guality of Service

General Setup

. . Class Class Class UDF!
Index Status Bandwidth Directon 1 2 2 Others Bandwidth
Control

WaN1 Disable 10000Kbps/10000Kbps 25%  25% 25% 25% Inactive Setup
WANZ Disable 10000Kbps/10000Kbps 25%  25% 25% 25% Inactive Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

This page displays the QoS settings result of the WAN interface. Click the Setup link to
access into next page for the general setup of WAN (1/2) interface. As to class rule, simply
click the Edit link to access into next for configuration.

You can configure general setup for the WAN interface, edit the Class Rule, and edit the
Service Type for the Class Rule for your request.

General Setup for WAN Interface

When you click Setup, you can configure the bandwidth ratio for QoS of the WAN interface.
There are four queues allowed for QoS control. The first three (Class 1 to Class 3) class rules
can be adjusted for your necessity. Yet, the last one is reserved for the packets which are not
suitable for the user-defined class rules.
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Bandwidth Management == Quality of Service

WaAN1 General Setup

Enable the QoS Control |QUT +

W AN Inbound Bandwidth 10000 Kbps
WaN Outbound Bandwidth 10000 Khps
Index Class Name Reserved_bandwidth Ratio
Class 1 25 ="
Class 2 28 =73
Class 3 28 ="3
Others 9

[ Enable UDP Bandwidth Contral

O outbound TCP ACK Prioritize

Limited_bandwidth Ratio %

[

(0] 24 ] [ Clear ] [ Cancel ]

Enable the QoS Control

WAN Inbound Bandwidth

The factory default for this setting is checked.

Please also define which traffic the QoS Control settings will
apply to.

IN- apply to incoming traffic only.

OUT-apply to outgoing traffic only.

BOTH- apply to both incoming and outgoing traffic.

Check this box and click OK, then click Setup link again.
You will see the Online Statistics link appearing on this page.

It allows you to set the connecting rate of data input for WAN.
For example, if your ADSL supports 1M of downstream and
256K upstream, please set 1000kbps for this box. The default
value is 10000kbps.

WAN Outbound Bandwidth It allows you to set the connecting rate of data output for

WAN. For example, if your ADSL supports 1M of
downstream and 256K upstream, please set 256kbps for this
box. The default value is 10000kbps.

performance.

Note: The rate of outbound/inbound must be smaller than the real bandwidth to ensure
correct calculation of QoS. It is suggested to set the bandwidth value for inbound/outbound
as 80% - 85% of physical network speed provided by ISP to maximize the QoS

Reserved Bandwidth Ratio It is reserved for the group index in the form of ratio of

Enable UDP Bandwidth
Control

Outbound TCP ACK
Prioritize

VigorPro5510 Series User's Guide

reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.

Check this and set the limited bandwidth ratio on the right
field. This is a protection of TCP application traffic since
UDP application traffic such as streaming video will exhaust
lots of bandwidth.

The difference in bandwidth between download and upload
are great in ADSL2+ environment. For the download speed
might be impacted by the uploading TCP ACK, you can
check this box to push ACK of upload faster to speed the
network traffic.
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Limited_bandwidth Ratio  The ratio typed here is reserved for limited bandwidth of UDP
application.

Online Statistics Display an online statistics for quality of service for your
reference. This link will be seen only if you click OK in
WANI1/WAN2 General Setup web page and click Setup again
(for WAN1/WANZ2) on the Bandwith
Management>>Quality of Service.

Bandwidth Management >> Quality of Service

wan1 Online Statistics refresh Interval: |5 ¥ seconds | Refresh |

Index Direction Class Name Reserved-bandwidth Ratio Outbound Throughput (Bytes/sec)

1 ouT 255 a
2 ouT 25% 1]
el ouT 2556 a
4 ouT Others 25% g

QOutbound Status

Others

o 5 10 (Bps)

Edit the Class Rule for QoS

The first three (Class 1 to Class 3) class rules can be adjusted for your necessity. To add, edit
or delete the class rule, please click the Edit link of that one.

Bandwidth Management => Quality of Service

General Setup

. . Class Class Class UDF!
Index Status Bandwidth Directon 1 2 3 Others Bandwidth
Control

WaM1l Disable 10000Kbps/10000Kbps 25% 25% 25% 25% Inactive Setup
WANZ Disable 10000Kbps/10000Kbps 25%  25% 25% 259% Inactive Setup
Class Rule

Index MName Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 dit

After you click the Edit link, you will see the following page. Now you can define the name
for that Class. In this case, “Test” is used as the name of Class Index #1.

Bandwidth Management == Quality of Service

Class Index #1

Mame Test

DiffServ
CodePoint

1 Empty = = = =

NO Status Local Address Remote Address Service Type

[Add | [Edit | [Delete ]

[ Ok ] [ Cancel ]
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For adding a new rule, click Add to open the following page.

Bandwidth Management >> Quality of Service

Rule Edit
O acT
Local Address
Remote Address
DiffServ CodePoint ANY v
Service Type ANY A4

Note: Please choose/setup the Service Type first,

[ [8]28 ] [ Cancel ]

ACT Check this box to invoke these settings.

Local Address Click the Edit button to set the local IP address (on LAN) for
the rule.

Remote Address Click the Edit button to set the remote IP address (on
LAN/WAN) for the rule.

Edit It allows you to edit source address information.

3 hitp://192_168.1 1/doc/QoslpEdi him - Microsofi Internet Explorex

Address Type Subnet Address v
Start IP Address 0.0.00
End IP Address

Subnet Mask 0.0.00

[ ok ] [ Clese |

Address Type — Determine the address type for the source
address.

For Single Address, you have to fill in Start IP  address.
For Range Address, you have to fill in Start IP address and
End IP address.

For Subnet Address, you have to fill in Start IP address and
Subnet Mask.

DiffServ CodePoint All the packets of data will be divided with different levels
and will be processed according to the level type by the
system. Please assign one of the level of the data for
processing with QoS control.

Service Type It determines the service type of the data for processing with
QoS control. It can also be edited. You can choose the
predefined service type from the Service Type drop down list.
Those types are predefined in factory. Simply choose the one
that you want for using by current QoS.

By the way, you can set up to 20 rules for one Class. If you want to edit an existed rule,
please select the radio button of that one and click Edit to open the rule edit page for
modification.
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Bandwidth Management == Quality of Service

Class Index #1

Mame Test

NO Status Local Address Remote Address lefSer.\.r Service Type
GodePoint

10 Active Any Ay IP precedence 2 AMNY

20 Active 192.168.1.66 ANy ANY TFTR{UDP:59)

[Add | [Edit | [Delete |

[ Ok ] [ Cancel ]

Edit the Service Type for Class Rule

To add a new service type, edit or delete an existed service type, please click the Edit link
under Service Type field.

Bandwidth Management => Quality of Service

General Setup

Class Class Class ubp
Index Status Bandwidth Directon 1 2 3 Others Bandwidth
Control
WaM1l Disable 10000Kbps/10000Kbps 25% 25% 25%  25% Inactive Setup
WANZ Disable 10000Kbps/10000Kbps 2E% 25% 2E%  2E5% Inactive Setup
Class Rule
Index MName Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit
After you click the Edit link, you will see the following page.
Bandwidth Management == Guality of Service
User Defined Service Type
WO Name Protocol Port

1 Empty = =

[Add | [ Edit | [Delete]

Cancel
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For adding a new service type, click Add to open the following page.

Bandwidth Management >> Quality of Service

Service Type Edit
Service Mame

Service Type
Paort Configuration
Type

Port Mumber

Service Name
Service Type

Port Configuration

Game

TCP v

® single O Range
a8 -

[ Ok ] [ Cancel ]

Type in a new service for your request.

Choose the type (TCP, UDP or TCP/UDP) for the new
service.

Click Single or Range. If you select Range, you have to type
in the starting port number and the end porting number on the
boxes below.

Port Number — Type in the starting port number and the end
porting number here if you choose Range as the type.

By the way, you can set up to 40 service types. If you want to edit/delete an existed service
type, please select the radio button of that one and click Edit/Edit for modification.
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3.9 Applications

Below shows the menu items for Applications.

Applications

B DOynarmic DNS

B Schedule

B READIUS § LDAP
B LPhP

B IGRP

B Yyake an LAN

3.9.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN [P address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to three accounts from three different
DDNS service providers. Basically, Vigor routers are compatible with the DDNS services
supplied by most popular DDNS service providers such as www.dyndns.org,
www.no-ip.com, www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com.
You should visit their websites to register your own domain name for the router.

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Inthe DDNS setup menu, check Enable Dynamic DNS Setup.

Applications == Dynamic DNS Setup

Dynamic DS Setup | Setto Factory Default |
Enable Dynamic DMS Setup ‘iewr Log ] [ Force Update ]
Accounts :
Index WaN Interface Domain Name Active

1. WANL First . ®

2. WANL First . P

3. WANL First . P

[ ok ] [ cCleara |
Set to Factory Default Clear all profiles and recover to factory settings.

Enable Dynamic DNS Setup Check this box to enable DDNS function.

Index Click the number below Index to access into the setting
page of DDNS setup to set account(s).

WAN Interface Display current WAN interface used for accessing
Internet.

DrGYTCk 138 VigorPro5510 Series User's Guide



Domain Name

Active
View Log
Force Update

Display the domain name that you set on the setting page
of DDNS setup.

Display if this account is active or inactive.
Display DDNS log status.
Force the router updates its information to DDNS server.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and

Password: test.

Applications => Dynamic DNS Setup == Dynamic DNS Account Setup

Index - 1

Enable Dynamic DNS Account

WAk Interface

Service Provider

Service Type
Domain Mame
Login Mame
Password

[0 wildcards
[ Backup Mx
Mail Extender

Enable Dynamic
DNS Account

WAN Interface
Service Provider
Service Type

Domain Name

Login Name
Password
Wildcards

Backup MX

Mail Extender
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WANT First v
dyndns.org fwww. dyndns. org) v
Dynarnic +
chronicERS3 . dyndns. infa v
chranicB653 {max. 23 characters)
sessssssens {max. 23 characters)

[ Ok ] [ Clear ] [ Cancel ]

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

Select the WAN interface order to apply settings here.
Select the service provider for the DDNS account.

Select a service type (Dynamic, Custom, Static). If you choose
Custom, you can modify the domain that is chosen in the
Domain Name field.

Type in the domain name that you applied previously. Use the
drop down list to choose the desired domain.

Type in the login name that you set for applying domain.
Type in the password that you set for applying domain.

It is not supported for all Dynamic DNS providers. Please get
more detailed information from its website.

It is not supported for all Dynamic DNS providers. Please get
more detailed information from its website.

It allows you to control the delivery of mails for a given
domain or subdomain. The entry you type here can be
specified as a secondary mail exchanger. It means that
delivery will be attempted to your host first, and then to the
host you specify here if that fails.
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4. Click OK button to activate the settings. You will see your setting has been saved.

The Wildcard and Backup MX features are not supported for all Dynamic DNS providers.
You could get more detailed information from their websites.

Disable the Function and Clear all Dynamic DNS Accounts

In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button
to disable the function and clear all accounts from the router.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear
All button to delete the account.

3.9.2 Schedule

The Vigor router has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet
access to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built
up.

Applications >> Schedule

Schedule: | Setto Factory Default |
Index Status Index Status
1. b 9. ®
2. ® 10. "
3. ® 11. B
4. % 12. %
i ¥ 13. ®
6. ® 14. ®
i. b 15. ®
8. b
Status: v --- Active, ® --- Inactive
Set to Factory Default Clear all profiles and recover to factory settings.
Index Click the number below Index to access into the setting page
of schedule.
Status Display if this schedule setting is active or inactive.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN
and Remote Access >> LAN-to-LAN settings.

To add a schedule, please click any index, say Index No. 1. The detailed settings of the call
schedule with index 1 are shown below.
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Applications == Schedule

Index No. 1

Enable Schedule Setup
Start Date {yyyy-mm-dd) 2000 w1 w1 =

Start Time (hh:mm) 0 »|;|0 »
Duration Time (hhmmd 0 w0 =
Action Force On v

Idle Timeout

rinutedsy. {max, 255, 0 for default)

Howe Often
O Once
® weekdays
[ sun Miah Tue wed Thu Fri [ sat
[ Ok ] [ Clear ] [ Cancel ]

Enable Schedule Setup
Start Date (yyyy-mm-dd)
Start Time (hh:mm)

Duration Time (hh:mm)

Action

Idle Timeout

Example

Check to enable the schedule.

Specify the starting date of the schedule.
Specify the starting time of the schedule.
Specify the duration (or period) for the schedule.

Specify which action Call Schedule should apply during the
period of the schedule.

Force On -Force the connection to be always on.

Force Down -Force the connection to be always down.
Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over
idle timeout, the connection will be down and never up again
during the schedule.

Specify the duration (or period) for the schedule.

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays -Specify which days in one week should perform
the schedule.

Suppose you want to control the PPPOE Internet access connection to be always on (Force
On) from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

11 TI 1
10 2
9 3

8 4
7 5

Office
Hour:

(Force On)

Mon - Sun

N
9:00 am

to 6:00 pm

1. Make sure the PPPoOE connection and Time Setup is working properly.

2. Configure the PPPoE always on from 9:00 to 18:00 for whole week.
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Configure the Force Down from 18:00 to next day 9:00 for whole week.

4.  Assign these two profiles to the PPPOE Internet access profile. Now, the PPPoE
Internet connection will follow the schedule order to perform Force On or Force
Down action according to the time plan that has been pre-defined in the schedule
profiles.

3.9.3 RADIUS/LDAP

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in
TCP/IP network. It defines the methods to access distributing directory server by clients,
work on directory and share the information in the directory by clients. The LDAP standard
is established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service
without the complexity of other directory service protocols. For LDAP is defined to perform ,
inquire and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.

Applications >> RADIUS / LDAP

RADIUS / LDAP Setup
RADIUS Setup
[JEnahkle
Server I[P Address

Destination Port

Shared Secret
Confirm Shared Secret

LDAP Setup
[JEnable
Server [P Address

Destination Port

Cormon Mame Identifier

Distinguished Mame

[ Ok l [ Clear ] [ Cancel l
Enable Check to enable RADIUS client feature
Server IP Address Enter the IP address of RADIUS server.
Destination Port The UDP port number that the RADIUS server is using. The

default value is 1812, based on RFC 2138.
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Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

Common Name ldentifier  Type or edit the common name identifier for the LDAP
server. The common name identifier for most LDAP server
is cn.

Distinguished Name Type or edit the distinguished name used to look up entries
on the LDAP server.
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3.9.4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPnP is available on Windows XP and the router provides the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

Applications >> UPnP

UpPnp

Enable UPRP Service
[ Enable Connection contral Service

[ Enable Connection Status Service

Mote: If yvou intend running UPAP service inside wour LAN, you should check the appropriate service
above to allow control, as well as the appropriate UPnP settings.

’ ]34 ] [ Clear ] ’ Cancel ]

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

After setting Enable UPNP Service setting, an icon of IP Broadband Connection on
Router on Windows XP/Network Connections will appear. The connection status and
control status will be able to be activated. The NAT Traversal of UPnP enables the
multimedia features of your applications to operate. This has to manually set up port
mappings or use other similar methods. The screenshots below show examples of this
facility.

—
Address wt:-, Metwork Cannections

“E IP Broadband Connection on Router Status EJE|

_Broadband

| Network Tasks =i ] R [General |
| - I ") himet .
\| Create anew connection 1 g Discornected
B B Setupahome or smal WPAN Miniport (FPPOE Intemet Gatevay
JJ office network Shatus: Connected
Ll Druration: 00:19:06
See Also - B Speed: 100.0 Mbps
i) Metwork Traubleshooter "_j“ Discannected
o DrayTek ISON PR i
R i . l" o Achivity
" — Internet Internet Gateway ty Computer
Other Places || Internet Gateway T =1
-
0" Cortrel Fare! t 1P Broadband Connection on e =
L8 . Router
__g My Mebwork Places Sy Packets:
(3 My Documents | — Sent; 404 T34
3 My Computer Received: 1115 EBE
LAN or High-Speed Internet
- [ Propeties | [ Dizable
. - Local Area Connection | |
Details - Fnabled L .
Netvsorl Eanmectinng T, Realtsk RTLS139(810x Family ..,
System Folder

The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP
address and configure port mappings on the router. Subsequently, such a facility forwards
packets from the external ports of the router to the internal ports used by the application.
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2]x]

General | Services L

- access.
\3 IP Broadband Connection on Bouter

Brvices ‘l
[ Ftp Example
msnmaar [192.168.29.11:13135) E0E54 UDP

msnmsgr [192.168,29.11:7824] 13251 UDP

This connection allows you to connect to the Intemet through a msnmear [192.168.29.11:8783) 63231 TCP
zhared connection on another computer.

[Connec:t to the Internet uzing: Select the services running on your network that Intemet users can

Seftings...

& e s
Shaow ican in notification area when connected R Edit.. I

ok | [ caneel | [ ok [ cance |

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You

should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware

applications. When the applications terminate abnormally, these mappings may not be
removed.
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3.9.5 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups. For invoking IGMP Snooping function, you have to check the Enable IGMP Proxy
box first for activating the IGMP proxy function.

Applications >> IGMP

IGMP

[JEnable IGMP Proxy

IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group, But this function take no affect when Bridge Mode is enabled.

OK ] [ Cancel
| Refresh |
wWaorking Multicast Groups
Index Group ID P1 p2 P3 P4
Enable IGMP Proxy Check this box to enable this function. The application of

multicast will be executed through WAN port.

Enable IGMP Snooping Check this box to enable this function. The application of
multicast will be executed for the clients in LAN.

Group ID This field displays the 1D port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1to P4 It indicates the LAN port used for the multicast group.
Refresh Click this link to renew the working multicast group status.

If you check Enable IGMP Proxy, you will get the following page. All the multicast groups
will be listed and all the LAN ports (P1 to P4) are available for use.

Applications == IGMP

IGMP

Enable IGMP Proxy

IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group, But this function take no affect when Bridge Mode is enabled.

Ok ] [ Cancel
| Refresh |
Warking Multicast Groups
Index Group ID P1 P2 P3 P4
1. 224.0.0.9 W W W W

3.9.6 Wake On LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake On LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.
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Application >> Wake on LAN

Wake on LAN

MNote: \Wake on LAM integrates with Bind IP to MAC function, only hinded PCs
can wake up through IP.

Wake by
IP Address:
MAC Address:

Result

Wake by

IP Address

MAC Address
Wake Up

Application >> Wake on LAN

Wake on LAN

MAC Address v

Wake Upl

Two types provide for you to wake up the binded IP. If you
choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct IP
address.

Wake by: MALC Address +

The IP addresses that have been configured in LAN>>Bind
IP to MAC will be shown in this drop down list. Choose the
IP address from the drop down list that you want to wake up.

Type any one of the MAC address of the binded PCs.

Click this button to wake up the selected IP. See the following
figure. The result will be shown on the box.

MNote: Wake on LAN integrates with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by
IP Address:
MAC address:

Result

MAC Address »

Wake Upl

Send command to client done.

VigorPro5510 Series User's Guide

147 DrayTek



3.10 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses
links across shared or public networks like the Internet. In short, by VPN technology, you
can send data between two computers across a shared or public network in a manner that
emulates the properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

k Femote Dial-in User
B AN to LAN
B P TRLUNE b

B Connectior

3.10.1 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
Enable PPTP VPN Service
Enable IPSec YPM Service
Enable L2TP ¥PN Service
Enable SSL WPN Service
il Enable ISDM Dial-In

Mote: If you intend running a %PM server inside your LAN, you should uncheck the appropriate protocal
above to allow pass-through, as well as the appropriate MAT settings.

[ (0]8 ] [ Clear l [ Cancel ]

The Vigor router will not accept the ISDN dial-in connection if the box of Enable ISDN
Dial-in is not checked.

DrGYTek 148 VigorPro5510 Series User's Guide



3.10.2 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP
over IPSec.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In a PAP or CHAR v (When DHCP Disable set)
Authentication Assigned IP range 192 168.1.200

Dial-In PPP Encryption
{MPPE)

Mutual Authentication (PAP) O ves @ MNo

Optional MPPE v

Username

Password
Dial-In PPP Select this option to force the router to authenticate dial-in
Authentication PAP Only users with the PAP protocol.
PAP or CHAP Selecting this option means the router will attempt to

authenticate dial-in users with the CHAP protocol first. If the
dial-in user does not support this protocol, it will fall back to
use the PAP protocol for authentication.

Dial-In PPP Encryption This option represents that the MPPE encryption method will

(MPPE Optional MPPE be optionally employed in the router for the remote dial-in
user. If the remote dial-in user does not support the MPPE
encryption algorithm, the router will transmit “no MPPE
encrypted packets”. Otherwise, the MPPE encryption scheme
will be used to encrypt the data.

Optional MPPE e

Require MPPE(40/128 hit)
Maximum MPPE(128 bit)
Require MPPE (40/128bits) - Selecting this option will force
the router to encrypt packets by using the MPPE encryption
algorithm. In addition, the remote dial-in user will use 40-bit
to perform encryption prior to using 128-bit for encryption.

In other words, if 128-bit MPPE encryption method is not
available, then 40-bit encryption scheme will be applied to
encrypt the data.

Maximum MPPE - This option indicates that the router will
use the MPPE encryption scheme with maximum bits
(128-bit) to encrypt the data.

Mutual Authentication The Mutual Authentication function is mainly used to

(PAP) communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
authentication. You should further specify the User Name
and Password of the mutual authentication peer.

Assigned IP Address Enter an IP address for the dial-in PPP connection. You
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should choose an IP address from the local private network.
For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose 192.168.1.200
as the Start IP Address. But, you have to notice that the first
two IP addresses of 192.168.1.200 and 192.168.1.201 are
reserved for ISDN remote dial-in user.

3.10.3 IPSec General Setup
In IPSec General Setup, there are two major parts of configuration.
There are two phases of IPSec.

»  Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

»  Phase 2: negotiation IPSec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPSec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data
payload only. It can just apply to local packet, e.g., L2TP over IPSec. The Tunnel mode will
not only add the AH/ESP payload but also use a new IP header (Tunneled IP header) to
encapsulate the whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data
confidentiality and protection with optional authentication and replay detection service.

VPN and Remote Access => IPSec General Setup

¥PMN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAMN to LAMNY.
IKE Authentication Method
Certificate for Dial-in Mone v
Pre-Shared Key
Pre-Shared Key

Confirm Pre-Shared Key
IPSec Security Method
Medium {AHY
Data will be authentic, but will not be encrypted.

High (ESP) Moes [#3pEs [ aES
Data will be encrypted and authentic.

[ Ok ] [ Cancel
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IKE Authentication

Method

IPSec Security Method

3.10.4 IPSec Peer Identity

This usually applies to those are remote dial-in user or node
(LAN-to-LAN) which uses dynamic IP address and
IPSec-related VPN connections such as L2TP over IPSec and
IPSec tunnel.

Certificate for Dial-in — Choose the local certificate that
generated or imported on Certificate Management>>Local
Certificate.

Pre-Shared Key -Currently only support Pre-Shared Key
authentication.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High - Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

To use digital certificate for peer authentication in either LAN-to-LAN connection or
Remote User Dial-In connection, here you may edit a table of peer certificate for selection.
As shown below, the router provides 200 entries of digital certificates for peer dial-in users.

VPN and Remote Access >> IPSec Peer ldentity

X509 Peer ID Accounts:

Index

"
.
‘ﬁ FoFRPREBEEER NP =@

o
M

MName
T
THE
7
T
FEF
7
G
TEF
7
THE
BT
T
T
7
T

TEF

| 3364 | 6596 | 97128 | 129160 | 161192 | 193200 ==

| Setto Factory Default |

Status Index Name Status

¥ 17. 77

S 18. TET #
® 19. 777 ><
® 20. 77 ®
" 21. TER bt
® 22. 777 ><
S 23. TTF bt
® 24. 777 ¥
® 25. 777 ><
S 26. TET #
® 271 777 ¥
® 28. 77 ®
S 29. TET *
® 30. 777 ><
¥ 31. 77 ®
b 32. TER bt

Next ===

Set to Factory Default

Index

Name
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Click it to clear all indexes.

Click the number below Index to access into the setting page
of IPSec Peer Identity.

Display the profile name of that index.
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Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.

VPN and Remote Access >> IPSec Peer ldentity

Profile Index : 1
Profile Name Set-1

Enable this account

@ Accept Any Peer ID

() Accept Subject Alternative Name

Type
P

) Accept Subject Name
Country (C)

State (ST)

Location (L)
Crginization {O)
Crginization Unit (O
Commaon Mame (CHN)

Email {E}

IP Address hd

Ok

)

Clear ] [ Cancel

Profile Name
Accept Any Peer ID

Accept Subject Alternative
Name

Accept Subject Name

DrayTek

Type in a name in this file.
Click to accept any peer regardless of its identity.

Click to check one specific field of digital signature to accept
the peer with matching value. The field can be IP Address,
Domain, or E-mail address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Click to check the specific fields of digital signature to accept
the peer with matching value. The field includes Country
(C), State (ST), Location (L), Organization (O),
Organization Unit (OU), Common Name (CN), and Email
(E).
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3.10.5 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users
can be authenticated to dial-in via ISDN or build the VPN connection. You may set
parameters including specified connection peer ID, connection type (VPN connection -
including PPTP, IPSec Tunnel, and L2TP by itself or over IPSec) and corresponding security
methods, etc.

The router provides 200 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

VPN and Remote Access >> Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index User Status Index User Status
1. i * 1. Y *
2. 7T kS 18. T kS
3. 777 3 19. 777 3
4, 7T kS 20. T kS
5. 777 ® 21, 777 ®
6. i * 22, Y *
i. 7T kS 23. T kS
8. 777 3 24, 777 3
9. 7T kS 25. T kS
10. 777 % 26. 777 %
11. i * 27, Y *
12. e ks 28. Y ks
13. 777 3 29. 777 3
14. 7T kS 30. T kS
15. 777 S 31 777 S
16. i * 32, Y *
<< 132 | 3364 | 6596 | 97128 | 129-160 | 161-192 | 193200 == Next ==
Set to Factory Default Click to clear all indexes.
Index Click the number below Index to access into the setting page
of Remote Dial-in User.
User Display the username for the specific dial-in user of the

LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Status Display the access state of the specific dial-in user. The
symbol V and X represent the specific dial-in user to be active
and inactive, respectively.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication

[ Enable this account
Idle Timeout 300

Allowed Dial-In Type
I1SDN

FRTP

IPSec Tunnel

L2TF with IPSec Policy | Mone

SSL Tunnel

O specify Remate MNode

Lsername 7Y
second(s) Password

Authentication Type Local User Database
[J eEnable Mohile One-Time Passwards(mOTR)
PIM Code

Secret

IKE Authentication Method
Pre-Shared Key

[ oigital signature (x.509)

Remote Client IP or Peer ISDN Mumber

or Peer [D

Methios Maming Packet @ Pass

SS8L VPN
* | SetSSL Web Proxy
Set SSL Application

Enable this account

ISDN

PPTP

IPSec Tunnel

L2TP

DrayTek

IPSec Security Method
Medium (AH)
High {ESP)
DES 3DES AES
Local ID

Oelock

{optional)

Callback Function
[ check to enable Callback function
[0 specify the callback number
Callback Number
Check to enable Callback Budget Control

Callback Budget 30 minutels)

(0]4 ] [ Clear ] [ Cancel ]

Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

Allow the remote ISDN dial-in connection. You can further
set up Callback function below. You should set the User
Name and Password of remote dial-in user below. This
feature is for i model only.

Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

Allow the remote dial-in user to make an IPSec VPN
connection through Internet.

Allow the remote dial-in user to make a L2TP VPN
connection through the Internet. You can select to use L2TP
alone or with IPSec. Select from below:

None - Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.
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Nice to Have - Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.

Must -Specify the IPSec policy to be definitely applied on the
L2TP connection.

SSL Tunnel It allows the remote dial-in user to make an SSL VPN
Tunnel connection through Internet, suitable for the
application through network accessing (e.g.,
PPTP/L2TP/IPSec)

If you check this box, the function of SSL Tunnel for this
account will be activated immediately.

VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication

[ Enable this account Username 77

Idle Timeout 300 second(s) Password

Allowed Dial-In Type IKE Authentication Method
ISDN pre-Shared Key

PPTR

IPSec Tunnel [ bigital Signature (%.509)
L2TP with IPSec Palicy | None 1

SSL Tunnel

IPSec Security Method
Medium {AH)

High {ESP)
DES 2DES AES

[ specify remote Node
Remate Client 1P or Peer ISDM Number

or Peer ID Local 1D (optionaly

To check if SSL Tunnel is activated or not, please open
Draytek SSL VPN portal interface. From the web page, you
will see the message to indicate the SSL Tunnel is activated.

DrayTek
Frovide SELVFN
[ logout ]
INFO
Use S5L Tunnel:
= SSL Tunnel
- Click "Connect" ta warning: Keep your browser open to maintain the connection. If you reload
establish an SsL your browser, vigar SSL Tunnel will disconnect.
Tunnel to the remote
netwark! M change default route to the remote gateway
Connect
Specify Remote Node Check the checkbox-You can specify the IP address of the

remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).

Uncheck the checkbox-This means the connection type you
select above will apply the authentication methods and
security methods in the general settings.

Netbios Naming Packet Pass — click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel while
connecting.

Block — When there is conflict occurred between the hosts on
both sides of VPN Tunnel in connecting, such function can
block data transmission of Netbios Naming Packet inside the
tunnel.
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SSL VPN

User Name

Password

DrayTek

Set SSL Web Proxy - It allows the remote dial-in user to
access internal web over SSL VPN, suitable for the
application through web only (e.g., HTTP). Click SSL
VPN>> SSL Web Proxy to set profiles.

If you haven’t set any SSL VPN web proxy profiles, you will
see a link here. Click this link to access into the configuration
page of SSL VPN.

Note: SSL VPN can be applied in browser (e.g., IE) which
supports ActivateX only.

If you have set several profiles beforehand, you can check
SSL Web Proxy and choose the one(s) you need as SSL VPN.

Methios Maming Packet @& pgss € Block
S55L ¥PN

™ s5L web Proxy
™ gforge (S5L)
™ web (550L)
I portal (5503
™ webadmin (S5L)
I™ portalmanager (SSL)
I huagai (5L

To check if SSL Web Proxy is activated or not, please open
Draytek SSL VPN portal interface. From the web page, you
will see the message to indicate that you have the privilege for
the SSL Web Proxy.

DrayTek

Provide $5L VPN

Home SSLWeb Proxy

s

INFO -
Main Page:

2 E“ll?k; 17.1.42) wou have successfully logaed in)
WE\:ﬁmle Eu DrayTek You are given the following privileges:
SSLARHY =SS Web Proxy

" SSI Tunnel

Timeout after 5 minutes.
[Reset)

Copyright @ 2006, DrayTek Corp, Al Rights Reserved,

Set SSL Application - If you've already set up SSL
application profiles, you'll see some check boxes here. Please
check the profiles that you want to enable for this account.

If you haven't set any SSL application yet, you'll see a
hyperlink here. Click the link, the system will lead you to
access SSL VPN > SSL Application for advanced
configuration.

This field is applicable when you select ISDN, PPTP or L2TP
with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or L2TP
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with or without IPSec policy above.

IKE Authentication This group of fields is applicable for IPSec Tunnels and L2TP

Method with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters (1-63)
as the pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and Select one predefined
Profiles set in the VPN and Remote Access >>I1PSec Peer
Identity.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node. Check
the Medium, DES, 3DES or AES box as the security method.
Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
invoked. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in
the LAN-to-LAN Profile setup. This item is optional and can
be used only in IKE aggressive mode.

Callback Function The callback function provides a callback service only for the
ISDN dial-in user (for i model only). The remote user will be
charged the connection fee by the telecom.

Check to enable Callback function-Enables the callback
function.

Specify the callback number-The option is for extra
security. Once enabled, the router will ONLY call back to the
specified Callback Number.

Check to enable callback budget control-By default, the
callback function has a time restriction. Once the callback
budget has been exhausted, the callback mechanism will be
disabled automatically.

Callback Budget (Unit: minutes)- Specify the time budget
for the dial-in user. The budget will be decreased
automatically per callback connection.
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3.10.6 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection
profiles. You may set parameters including specified connection direction (dial-in or
dial-out), connection peer ID, connection type (VPN connection - including PPTP, IPSec
Tunnel, and L2TP by itself or over IPSec) and corresponding security methods, etc.

The router provides up to 200 profiles, which also means supporting 200 VPN tunnels

simultaneously. The following figure shows the summary table.

VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles:

Set to Factory Default |

Index Name Status Index Name Status

1. T " 11. TEE "
2. TEF b 18. T8 #
3. 777 3 19. 777 ®
4. e " 20. T ®
3. T " 21. TEE "
6. TEF b 22, T8 #
i 777 3 23. 777 ®
8. e " 24. T ®
9. T " 25. TEE "
10. TEF b 26. T8 #
11 777 3 21. 777 ®
12. e " 28. T ®
13. T " 29. TEE "
14. TEF b 30, T8 #
15. 777 3 31. 777 ®
16. e " 32. T ®

<< 132 | 3364 | 6596 | 97-128 | 129-160 | 161-192 | 193-200 == Next ==

Set to Factory Default  Click to clear all indexes.

Name Indicate the name of the LAN-to-LAN profile. The

symbol ??? represents that the profile is empty.

Status Indicate the status of individual profiles. The symbol V and X
represent the profile to be active and inactive, respectively.

Click each index to edit each profile and you will get the following page. Each LAN-to-LAN
profile includes 4 subgroups. If the fields gray out, it means you may leave it untouched. The
following explanations will guide you to fill all the necessary fields.

For the web page is too long, we divide the page into several sections for explanation.

DrayTek
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VPN and Remote Access >> LAN to LAN

Profile Index : 1

1. Common Settings

Profile Mame raas Call Direction & Both O Dial-out O Dial-In
[ Enable this prafile [ always an
Idle Timeout 300 second(s)

WPN Dial-Out Through: |WAR1 First v [ Enable PING to keep alive

Metbios Maming Packet ®pPass OeBlack PING to the IP
2. Dial-Out Settings

Type of Server I am calling

Link Type
O 15DM Username 277
© peTP Passwaord
OE [PSec Tunnel PPP Authentication PAP/CHAP v
{L2TP with IPSec Palicy | Mone i V) Compression @ on O off

Dial Mumber for ISDN or . .
IKE Authentication Method
Server IP/Host Name for YPM.

{such as 5551234, draytek.com or 123.45.67.88) Pre-Shared Key

Digital Signature(x. 509}

Peer ID

Local ID
Alternative Subject Mame First
Subject Mame First

Local Certificate

IPSec Security Method
Medium{ AH)
High{ESF)

Index{1-15% in Schedule Setup:

1] 1] 1]

Callback Function {(CBCP)
Reqguire Remote to Callback

Prowvide ISDM Mumber to Remote

Profile Name Specify a name for the profile of the LAN-to-LAN
connection.
Enable this profile Check here to activate this profile.

VPN Connection Through Use the drop down menu to choose a proper WAN interface
for this profile. This setting is useful for dial-out only.

YPN Connection Through: WWANT First v

WWANT Only
YWANZ First
YWANZ Only

WANL1 First - While connecting, the router will use WAN1
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as the first channel for VPN connection. If WANL1 fails, the
router will use another WAN interface instead.

WANL1 Only - While connecting, the router will use WAN1
as the only channel for VPN connection.

WANZ2 First - While connecting, the router will use WAN2
as the first channel for VPN connection. If WAN2 fails, the
router will use another WAN interface instead.

WAN2 Only - While connecting, the router will use WAN2
as the only channel for VPN connection.

Netbios Naming Packet Pass — click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

Block — When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet
inside the tunnel.

Call Direction Specify the allowed call direction of this LAN-to-LAN
profile.

Both:-initiator/responder
Dial-Out- initiator only
Dial-In- responder only.

Always On or Idle Timeout Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will
drop the connection.

Enable PING to keep alive This function is to help the router to determine the status of
IPSec VPN connection, especially useful in the case of
abnormal VPN IPSec tunnel disruption. For details, please
refer to the note below. Check to enable the transmission of
PING packets to a specified IP address.

PING to the IP Enter the IP address of the remote host that located at the
other-end of the VPN tunnel.

Enable PING to Keep Alive is used to handle abnormal
IPSec VPN connection disruption. It will help to provide
the state of a VPN connection for router’s judgment of
redial.

Normally, if any one of VPN peers wants to disconnect
the connection, it should follow a serial of packet
exchange procedure to inform each other. However, if the
remote peer disconnect without notice, Vigor router will
by no where to know this situation. To resolve this
dilemma, by continuously sending PING packets to the
remote host, the Vigor router can know the true existence
of this VPN connection and react accordingly. This is
independent of DPD (dead peer detection).

ISDN Build ISDN LAN-to-LAN connection to remote network.
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PPTP

IPSec Tunnel

L2TP with IPSec Policy

Dial Number for ISDN or
Server IP/Host Name for.

Link Type

User Name

Password

PPP Authentication

VJ compression
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You should set up Link Type and identity like User Name
and Password for the authentication of remote server. You
can further set up Callback (CBCP) function below. This
feature is useful for i model only.

Build a PPTP VPN connection to the server through the
Internet. You should set the identity like User Name and
Password below for the authentication of remote server.

Build an IPSec VPN connection to the server through
Internet.

Build a L2TP VPN connection through the Internet. You
can select to use L2TP alone or with IPSec. Select from
below:

None: Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have: Apply the IPSec policy first, if it is
applicable during negotiation. Otherwise, the dial-out VPN
connection becomes one pure L2TP connection.

Must: Specify the IPSec policy to be definitely applied on
the L2TP connection.

You can specify the IP address of the remote dial-out user.

Link Type - There are three link types provided here
for different purpose. Disable disables the ISDN
connection function. 64Kbps allows you to use one ISDN
channel for Internet access. 128Kbps allows you to use both
ISDN B channels for Internet access. BOD stands for
bandwidth-on-demand. The router will use only one B
channel in low traffic situations. Once the single B channel
bandwidth is fully used, the other B channel will be
activated automatically through the dialup. For more
detailed BOD parameter settings, please refer to the section
of Call Control.

Bdk bps v

B4k bps

This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. PAP/CHAP is the
most common selection due to wild compatibility.

This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. VJ Compression
is used for TCP/IP protocol header compression. Normally
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set to Yes to improve bandwidth utilization.

IKE Authentication This group of fields is applicable for IPSec Tunnels and
Method L2TP with IPSec Policy.
Pre-Shared Key-Input 1-63 characters as pre-shared key.
Digital Signature (X.509) — This setting will be available
when IPSec Tunnel is selected. Click this radio button to
invoke this function and select one predefined profile in the
Peer ID (set from VPN and Remote Access>>1PSec Peer
Identity).
Peer ID - Display the IPSec Peer Identity profiles. Use the
drop down menu to choose any one desired.

Local ID — There are two selections offered here. Choose
Alternative Subject Name First or choose Subject Name
First based on the local certificate selected below.

Local Certificate - When the router (served as the client)
executes LAN to LAN dial out with IPSec mode, it will
transfer the certificate to the server based on the setting
selected here. Please use the drop down list to choose one of
the certificates configured in Certificate
Management>>Local Certificate.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy.

Medium (AH - Authentication Header) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated. Select
from below:

DES without Authentication -Use DES encryption
algorithm and not apply any authentication scheme.

DES with Authentication-Use DES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

3DES without Authentication-Use triple DES encryption
algorithm and not apply any authentication scheme.

3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

AES without Authentication-Use AES encryption
algorithm and not apply any authentication scheme.

AES with Authentication-Use AES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

Advanced - Specify mode, proposal and key life of each
IKE phase, Gateway etc. The window of advance setup is
shown as below:
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7} hitp:#/192 168 1 1 - IKE advanced settings - Microsoft Internet Explorex =]

IKE advanced settings

IKE phase 1 mode ® Main mode

IKE phase 1 key lifetime 23500

IKE phase 2 key lifetime |3500
Perfect Forward Secret & Disable
Local ID

IKE phase 1 proposal DES_MD&_G1/DES_SHA1_G1/3DES_MD5_G1/3DES_MDS_GHAES1ZE MDS_GXHAESZEE_SHAT GXAES2E6_SHAT_G14 v
IKE phase 2 proposal HMAC_SHATHMAC _MDS
{900 ~ 86400)

(600 ~ B6400)

O Aggressive mode

© Enable

Callback Function
(for i models only)
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IKE phase 1 mode -Select from Main mode and
Aggressive mode. The ultimate outcome is to exchange
security proposals to create a protected secure channel.
Main mode is more secure than Aggressive mode since
more exchanges are done in a secure channel to set up the
IPSec session. However, the Aggressive mode is faster. The
default value in Vigor router is Main mode.

IKE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to the
VPN peers, and get its feedback to find a match. Two
combinations are available for Aggressive mode and nine
for Main mode. We suggest you select the combination that
covers the most schemes.

IKE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to find a
match. Three combinations are available for both modes.
We suggest you select the combination that covers the most
algorithms.

IKE phase 1 key lifetime-For security reason, the lifetime
of key should be defined. The default value is 28800
seconds. You may specify a value in between 900 and
86400 seconds.

IKE phase 2 key lifetime-For security reason, the lifetime
of key should be defined. The default value is 3600 seconds.
You may specify a value in between 600 and 86400
seconds.

Perfect Forward Secret (PFS)-The IKE Phase 1 key will
be reused to avoid the computation complexity in phase 2.
The default value is inactive this function.

Local ID - In Aggressive mode, Local ID is on behalf of the
IP address while identity authenticating with remote VPN
server. The length of the ID is limited to 47 characters.

The callback function provides a callback service as a part of
PPP suite only for the ISDN dial-in user. The router owner
will be charged the connection fee by the telecom.

Require Remote to Callback-Enable this to let the router to
require the remote peer to callback for the connection
afterwards.

Provide ISDN Number to Remote-In the case that the
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remote peer requires the Vigor router to callback, the local
ISDN number will be provided to the remote peer. Check
here to allow the Vigor router to send the ISDN number to
the remote router. This feature is useful for i model only.

3. Dial-In Settings

Allowed Dial-In Type Usernarme aap

150N Password

FRTR Y1 Compression @ on O Off
IPSec Tunnel

L2TP with IPSec Policy | Mone v IKE Authentication Method

Pre-Shared Key
[ specify ISDN CLID or Remote YPN Gateway

Pear ISDMN Mumber or Pear YPN Server IP [Digital Signature(x.509)
Peer ID
or Peer ID Local ID

Alternative Subject Mame First

Subject Name First

IPSec Security Method
Medium (aAH)
High (ESP)
DES 3DES AES

Callback Function {CBCP)

[ Enahble callback Functian

[ use the Faollawing Mumber to Callhack
Callback Mumber

Callback Budget 0 minute(s)
4. GRE over IPSec Settings
[ Enable IPSec Dial-Out function GRE ower IPSec
[ Logical Traffic My GRE IP Peer GRE 1P
5. TCP/IP Network Settings
My AN TP 0.000 RIP Direction Disable hd
Remote Gateway [P 0000 dgrum first subnet to remote network, you have to
Remote Network IP n.ooao Route v

Remote Metwork Mask (2552552550

Change default route to this WPN tunnel { Only

single WAN supports this )

[ 8] l [ Clear l [ Cancel ]
Allowed Dial-In Type Determine the dial-in connection with different types.
ISDN Allow the remote ISDN LAN-to-LAN connection. You

should set the User Name and Password of remote dial-in
user below. This feature is useful for i model only. In
addition, you can further set up Callback function below.

PPTP Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.
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IPSec Tunnel

L2TP

Specify CLID or Remote
VPN Gateway

User Name

Password

VJ Compression

IKE Authentication
Method

IPSec Security Method
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Allow the remote dial-in user to trigger an IPSec VPN
connection through Internet.

Allow the remote dial-in user to make a L2TP VPN
connection through the Internet. You can select to use L2TP
alone or with IPSec. Select from below:

None- Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have- Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.

Must- Specify the IPSec policy to be definitely applied on
the L2TP connection.

You can specify the IP address of the remote dial-in user or
peer ID (should be the same with the ID setting in dial-in
type) by checking the box. Enter Peer ISDN number if you
select ISDN above (This feature is useful for i model only.).
Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

VJ Compression is used for TCP/IP protocol header
compression. This field is applicable when you select ISDN,
PPTP or L2TP with or without IPSec policy above.

This group of fields is applicable for IPSec Tunnels and
L2TP with IPSec Policy.

Pre-Shared Key-Input 1-63 characters as pre-shared key.

Digital Signature (X.509) — This setting will be available
when IPSec Tunnel is selected. Click this radio button to
invoke this function and select one predefined profile in the
Peer ID (set from VPN and Remote Access>>1PSec Peer
Identity).

Peer ID - Display the IPSec Peer Identity profiles. Use the
drop down menu to choose any one desired.

Local ID — There are two selections offered here. Choose
Alternative Subject Name First or choose Subject Name
First based on the local certificate selected below.

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node.

Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.
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Callback Function

GRE over IPSec Settings

My WAN IP

Remote Gateway IP

DrayTek

High- Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

The callback function provides a callback service only for
the ISDN LAN-to-LAN connection (this feature is useful for
i model only). The remote user will be charged the
connection fee by the telecom.

Enable Callback function-Enables the callback function.

Use the Following Number to Callback — Check this box to
use the number typed below for callback.

Callback Number -The option is for extra security. Once
enabled, the router will ONLY call back to the specified
Callback Number.

Callback Budget (Unit: minutes)- By default, the callback
function has limitation of callback period. Once the callback
budget is exhausted, the function will be disabled
automatically. Specify the time budget for the dial-in user.
The budget will be decreased automatically per callback
connection. The default value 0 means no limitation of
callback period.

Enable 1PSec Dial-Out function GRE over IPSec: Check
this box to verify data and transmit data in encryption with
GRE over IPSec packet after configuring IPSec Dial-Out
setting. Both ends must match for each other by setting same
virtual IP address for communication.

Logical Traffic: Such technique comes from RFC2890.
Define logical traffic for data transmission between both
sides of VPN tunnel by using the characteristic of GRE.
Even hacker can decipher IPSec encryption, he/she still
cannot ask LAN site to do data transmission with any
information. Such function can ensure the data transmitted
on VPN tunnel is really sent out from both sides. This is an
optional function. However, if one side wants to use it, the
peer must enable it, too.

My GRE IP: Type the virtual IP for router itself for verified
by peer.

Peer GRE IP: Type the virtual IP of peer host for verified
by router.

This field is only applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. The default value
is 0.0.0.0, which means the Vigor router will get a PPP IP
address from the remote router during the IPCP negotiation
phase. If the PPP IP address is fixed by remote side, specify
the fixed IP address here. Do not change the default value if
you do not select ISDN, PPTP or L2TP.

This field is only applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. The default value
is 0.0.0.0, which means the Vigor router will get a remote
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Remote Network IP/
Remote Network Mask

More

RIP Direction

From first subnet to
remote network, you have
to do

Change default route to
this VPN tunnel (Only
single WAN supports this)

Gateway PPP IP address from the remote router during the
IPCP negotiation phase. If the PPP IP address is fixed by
remote side, specify the fixed IP address here. Do not change
the default value if you do not select ISDN, PPTP or L2TP.

Add a static route to direct all traffic destined to this Remote
Network IP Address/Remote Network Mask through the
VPN connection. For IPSec, this is the destination clients IDs
of phase 2 quick mode.

Add a static route to direct all traffic destined to more
Remote Network IP Addresses/ Remote Network Mask
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

2 hitp:#/192.168.1.1 - LA-to-LAN Profile - Microsoft Infernet Explorer = || [1/(X]

Profile Index :1

Remote Metwark

MNetwork IP

Metrmask
2R 2ER2BR 256732 v

[ ok | [ Clse |

&l o

The option specifies the direction of RIP (Routing
Information Protocol) packets. You can enable/disable one of
direction here. Herein, we provide four options: TX/RX
Both, TX Only, RX Only, and Disable.

If the remote network only allows you to dial in with single
IP, please choose NAT, otherwise choose Route.

Check this box to change the default route with this VPN
tunnel. Be aware that this setting is available only for one
WAN interface is enabled. It is not available when both
WAN interfaces are enabled.

3.10.7 VPN TRUNK Management
VPN trunk includes four features - VPN Backup, VPN load balance, GRE over IPSec, and

Binding tunnel policy.

Features of VPN TRUNK — VPN Backup Mechanism

VPN TRUNK Management is a backup mechanism which can set multiple VPN tunnels as
backup tunnel. It can assure the network connection not to be cut off due to network
environment blocked by any reason.

» VPN TRUNK-VPN Backup mechanism can judge abnormal situation for the
environment of VPN server and correct it to complete the backup of VPN Tunnel in

real-time.

VigorPro5510 Series User's Guide
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» VPN TRUNK-VPN Backup mechanism is compliant with all WAN modes
(single/multi)

»  Dial-out connection types contain IPSec, PPTP, L2TP, L2TP over IPSec and ISDN
(depends on hardware specification)

»  The web page is simple to understand and easy to configure
»  Fully compliant with VPN Server LAN Side Single/Multi Network

»  Mail Alert support, please refer to System Maintenance >> SysL.og / Mail Alert for
detailed configuration

»  Syslog support, please refer to System Maintenance >> SysLog / Mail Alert for
detailed configuration

»  Specific ERD (Environment Recovery Detection) mechanism which can be operated by
using Telnet command

VPN TRUNK-VPN Backup mechanism profile will be activated when initial connection
of single VPN tunnel is off-line. Before setting VPN TRUNK -VPN Backup mechanism
backup profile, please configure at least two sets of LAN-to-LAN profiles (with fully
configured dial-out settings) first, otherwise you will not have selections for grouping
Memberl and Member2.

Features of VPN TRUNK — VPN Load Balance Mechanism

VPN Load Balance Mechanism can set multiple VPN tunnels for using as traffic load
balance tunnel. It can assist users to do effective load sharing for multiple VPN tunnels
according to real line bandwidth. Moreover, it offers three types of algorithms for load
balancing and binding tunnel policy mechanism to let the administrator manage the network
more flexibly.

»  Three types of load sharing algorithm offered, Round Robin, Weighted Round Robin
and Fastest

»  Binding Tunnel Policy mechanism allows users to encrypt the data in transmission or
specified service function in transmission and define specified VPN Tunnel for having
effective bandwidth management.

>  Dial-out connection types contain IPSec, PPTP, L2TP, L2TP over IPSec and
GRE over IPSec

»  The web page is simple to understand and easy to configure

»  The TCP Session transmitted by using VPN TRUNK-VPN Load Balance
mechanism will not be lost due to one of VPN Tunnels disconnected. Users do
not need to reconnect with setting TCP/UDP Service Port again. The VPN Load
Balance function can keep the transmission for internal data on tunnel stably.
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VPN and Remote Access >> VPN TRUNK Management

Backup profile list | Setto Factory Default |

Note: [Active:NO] The LAN-to-LAMN Profile is disable or under Dial-In{Call Direction) at present.
Ho. Status Hame Hemberl{ictive)Type HemberZ{ictive)Type

.

Load Balance Profile List | Setto Factory Default |

Note: [Active:NO] The LaAN-to-LAN Profile is disable or under Dial-In{Call Direction) at present.
Ho. Status Name HemberliictiveiType Hember?{Active)Type

.

General Setup
Status & Enable O Disable
Frofile Mame

Memberl Flea=ze choose the combination that vou want.

Memberz2 Flea=e choos=e the combination that wou want.

attribute Mode @ Backup O Load Balance

[ Add | [ Edit | [Delete]

Backup Profile List Set to Factory Default - Click to clear all VPN TRUNK-VPN
Backup mechanism profile.

No-The order of VPN TRUNK-VPN Backup mechanism
profile.

Status (on Backup Profile field) - “v” means such profile is
enabled; ”x” means such profile is disabled.

Name (on Backup Profile field) - Display the name of VPN
TRUNK-VPN Backup mechanism profile.

Memberl (on Backup Profile field) - Display the dial-out
profile selected from the Memberl drop down list below.

Active (on Backup Profile field) - “Yes” means normal
condition. ”No” means the state might be disabled or that
profile currently is set with Dial-in mode (for call direction) in
LAN-to-LAN.

Type (on Backup Profile field) - Display the connection type
for that profile, such as IPSec, PPTP, L2TP, L2TP over IPSec
(NICE), L2TP over IPSec(MUST) and so on.

Member2 (on Backup Profile field) - Display the dial-out
profile selected from the Member2 drop down list below.

Advanced — This button is only available when there is one
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profile (or more) created in this page

3 hiip:#/192.168.1.1 - VPN Backup Advance Settings - Miczosofl Internet Explorer =9
~

¥PN Backup Advance Settings
Profile Name; RO
ERD Mode: @ Normal
O racover Timar 3600 (0 or 60~2147483647)
O Resume
Detail Informatian:

Environment Recovers Detection(ERD) Status: MNormal Mode

< >

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

Load Balance Profile List Set to Factory Default - Click to clear all VPN TRUNK-VPN
Load Balance mechanism profile.

No - The order of VPN TRUNK-VPN Load Balance
mechanism profile.

Status - “v” means such profile is enabled; ”X” means such
profile is disabled.

Name - Display the name of VPN TRUNK-VPN Load
Balance mechanism profile.

Memberl - Display the dial-out profile selected from the
Memberl drop down list below.

Active - “Yes” means normal condition. "No” means the state
might be disabled or that profile currently is set with Dial-in
mode (for call direction) in LAN-to-LAN.

Type - Display the connection type for that profile, such as
IPSec, PPTP, L2TP, L2TP over IPSec (NICE), L2TP over
IPSec(MUST) and so on.

Member?2 - Display the dial-out profile selected from the
Member2 drop down list below.

Advanced — This button is only available when there is one or
more profiles created in this page.
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General Setup

Add
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2} hitp://192.168.1.1 - ¥ER| Load Balance Advance Seitings - Microsofi Internet Explorer

¥PN Load Balance Advance Settings
Profile Name: MET
Load Balance Algorithm: @ round Rabin
O wweighted Round Robin
@ auto weighted
O according to Speed Ratio (Memberl: Member2): | 50:50
O Fastest

¥PN Load Balance - Binding Tunnel Policy
@create O After insert

Tunnel Bind Table Index: (1~400)

Active: In-active/Delete

Binding Dial Out Index: 1%

Binding Src IP Start: 0.0.0.0 End; |0.0.00

Binding Dest IP Start: 0.0.0.0 End; |0.0.00

Binding Dest Port Start: End:

Binding Fragmented: NO & Binding Pratacal: | ANY b

Detail Information

[VFN Load Balance Profile name: MET ] ~
[Algorithm: Round Robin ]

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

Status- After choosing one of the profile listed above, please
click Enable to activate this profile. If you click Disable, the
selected or current used VPN TRUNK-Backup/Load Balance
mechanism profile will not have any effect for VPN tunnel.

Profile Name- Type a name for VPN TRUNK profile. Each
profile can group two VPN connections set in LAN-to-LAN.
The saved VPN profiles in LAN-to-LAN will be shown on
Memberl and Member2 fields.

Member 1/Member?2 - Display the selection for LAN-to-LAN
dial-out profiles (configured in VPN and Remote Access >>
LAN-to-LAN) for you to choose for grouping under certain
VPN TRUNK-VPN Backup/Load Balance mechanism profile.
No - Index number of LAN-to-LAN dial-out profile.

Name - Profile name of LAN-to-LAN dial-out profile.

Connection Type - Connection type of LAN-to-LAN dial-out
profile.

VPN ServerlP (Private Network) - VPN Server IP of
LAN-to-LAN dial-out profiles.

Attribute Mode - Display available mode for you to choose.
Choose Backup or Load Balance for your router.

Add and save new profile to the backup profile list. The
corresponding members (LAN-to-LAN profiles) grouped in
such new VPN TRUNK - VPN Backup mechanism profile
will be locked. The profiles in LAN-to-LAN will be displayed
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in red. VPN TRUNK - VPN Load Balance mechanism profile
will be locked. The profiles in LAN-to-LAN will be displayed

in blue.

Edit Click this button to save the changes to the Status (Enable or
Disable), profile name, memberl or member2.

Delete Click this button to delete the selected VPN TRUNK profile.

The corresponding members (LAN-to-LAN profiles) grouped
in the deleted VPN TRUNK profile will be released and that
profiles in LAN-to-LAN will be displayed in black.

Time for activating VPN TRUNK — VPN Backup mechanism profile

VPN TRUNK - VPN Backup mechanism will be activated automatically after the initial
connection of single VPN Tunnel off-line. The content in Member1/2 within VPN
TRUNK - VPN Backup mechanism backup profile is similar to dial-out profile configured
in LAN-to-LAN web page. VPN TRUNK — VPN Backup mechanism backup profile will
process and handle everything unless it is off-line once it is activated.

Time for activating VPN TRUNK — VPN Load Balance mechanism profile

After finishing the connection for one tunnel, the other tunnel will dial out automatically
within two seconds. Therefore, you can choose any one of members under VPN Load
Balance for dialing out.

Time for activating VPN TRUNK -Dial-out when VPN Load Balance
Disconnected

For there is one Tunnel created and connected successfully, to keep the load balance effect
between two tunnels, auto-dial will be executed within two seconds.

To close two tunnels of load balance after connecting, please click Disable for Status in
General Setup field.

How can you set a VPN TRUNK-VPN Backup/Load Balance mechanism

profile?

1. Firstofall, go to VPN and Remote Access>>LAN-to-LAN. Set two or more
LAN-to-LAN profiles first that will be used for Memberl and Member2. If you do not

set enough LAN-to-LAN profiles, you cannot operate VPN TRUNK — VPN Backup
/Load Balance mechanism profile management well.

2. Access into VPN and Remote Access>>VPN TRUNK Management.

3. Set one group of VPN TRUNK - VPN Backup/Load Balance mechanism backup
profile by choosing Enable radio button; type a name for such profile (e.g., 071023);
choose one of the LAN-to-LAN profiles from Memberl drop down list; choose one of
the LAN-to-LAN profiles from Member2 drop down list; and click Add at last.

DrQYTEk 172 VigorPro5510 Series User's Guide



General Setup

Status ® Enable O Disable
Profile Mame 071023

Memberl Flea=e choose the combination that you want.

Mermber2 . ¢Hame>» (Connection-Type: <VPH ServerIPi{Private Hetworl):
] 1 ¥l FETP (0.0.0.0)
attribute Mode 5 w3 pr (00 00
[ Add | [ Edit | [Delete |

4. Take a look for LAN-to-LAN profiles. Index 1 is chosen as Memberl; index 2 is chosen
as Member2. For such reason, LAN-to-LAN profiles of 1 and 2 will be expressed in red
to indicate that they are fixed. If you delete the VPN TRUNK - VPN Backup/Load
Balance mechanism profile, the selected LAN-to-LAN profiles will be released and

expressed in black.

VPN and Remote Access == LAN to LAN

LAMN-to-LAN Profiles:

Index Name Status
1. To-A place N
2. To-B site N
3. To-C place N
4. To-O site W

How can you set a GRE over IPSec profile?
1. Please goto LAN to LAN to set a profile with IPSec.

2. If the router will be used as the VPN Server (i.e., with virtual address 192.168.50.200).
Please type 192.168.50.200 in the field of My GRE IP. Type IP address (192.168.50.100)
of the client in the field of Peer GRE IP. See the following graphic for an example.

4. GRE over IPSec Settings
[ Enable 1PSec Dial-Out function GRE over IPSec

[J Logical Traffic [M\; GRE 1P |192.168.50.200 Feer GRE IP |192.168.50.100 ]
5. TCP/IP Network Settings

My WAN TP RIP Direction TARY Both v

Remote Gateway IR ljgrom first subnet to remate network, you have to

Rermote Metwork IP 192.168.10.0 Route

Femote Metwork Mask |255.255.255.0

Mare Change default route to this YPN tunnel { Only
single WaAN supports this )
[ ]2 ] [ Clear ] [ Cancel ]
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3. Later, on peer side (as

VPN Client): please type 192.168.50.100 in the field of My

GRE IP and type IP address of the server (192.168.50.200) in the field of Peer GRE

IP.

4. GRE over IPSec Settings

Enable IPSec Dial-Cut function GRE over IPSec
[T Cogical Traffc [M\,r GRE 1P |192.168.50.100 Peer GRE 1P |192.168 50,200 ]

5. TCP/IP Network Settings

My W AN IP RIP Direction TH/RX Both v
Remote Gateway IP dlErom first subnet to remote network, you hawve to
Remaote Metwork IP 192.168.1.0 Riaute v
Remote Metwork Mask |255.255.255.0
Mare Change default route to this ¥PH tunnel { Only

single WaMN supports this )

’ (8124 ] ’ Clear ] [ Cancel ]

Advanced Load Balance and Backup

After setting profiles for load balance, you can choose any one of them and click Advance
for more detailed configuration. The windows for advanced load balance and backup are
different. Refer to the following explanation:

Advanced Load Balance

VPN Load Balance Advance Settings

Profile Name: MKT
Load Balance aAlgorithm: ® Round Robin

OFastest

¥PN Load Balance - Binding Tunnel Policy

Tunnel Bind Table Index: (1~400)
Active: In-active/Delete
Binding Dial Out Index: 1+

Binding Src 1P Start: 0.0.00

Binding Dest IP Start: 0.0.0.0

Binding Dest Port Start:
Binding Fragmented: MO v

Detail Information

[VPN Losd Bzlance Profile name: MET ]
[Algorichm: Round Robin ]

O weighted Round Robin
@ auto Weighted
O according to Speed Ratio (Memberl:Memberz): |50:50 %

®create O After insert

) http:/1192.168.1.1 - YPN Load Balance Advance Setings - Microsoft Internet Explorer

End: (0000

End: |0.0.0.0

End:

Binding Protocol: [ANY v

Close

v

Profile Name
Load Balance Algorithm

DrayTek

List the load balance profile name.

Round Robin — Based on packet base, both tunnels will send
the packet alternatively. Such method can reach the balance
of packet transmission with fixed rate.

Weighted Round Robin —Such method can reach the
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VPN Load Balance —
Binding Tunnel Policy

VigorPro5510 Series User's Guide

balance of packet transmission with flexible rate. It can be
divided into Auto Weighted and According to Speed Ratio.
Auto Weighted can detect the device speed
(10Mbps/100Mbps) and switch with fixed value ratio (3:7)
for packet transmission. If the transmission rate for packets
on both sides of the tunnels is the same, the value of Auto
Weighted should be 5.5. According to Speed Ratio allows
user to adjust suitable rate manually. There are 100 groups of
rate ratio for Memberl:Member2 (range from 1:99 to 99:1).

Fastest — Based on available bandwidth that integrated and
considered by DrayOS system, the system can adjust
dynamically for bandwidth of both VPN tunnels. In most
cases, VPN Tunnel with high rate will use the WAN
interface which has more available bandwidth.

Below shows the algorithm for Load Balance.

Create — Click this radio button for assign a blank table for
configuring Binding Tunnel.

After insert — Click this radio button to adding a new
binding tunnel table.

Tunnel Bind Table Index- 400 binding tunnel tables are
provided by this device. Choose any one of them for such
Load Balance profile.

Active — In-active/Delete can delete this binding tunnel table.
Active can activate this binding tunnel table.

Binding Dial Out Index — Specify connection type for
transmission by choosing the index (LAN to LAN Profile
Index) for such binding tunnel table.

Binding Set IP Start /End- Specify source IP addresses as
starting point and ending point.

Binding Dest IP Start/End — Specify destination IP
addresses as starting point and ending point.

Binding Dest Port Start /End- Specify destination service
port as starting point and ending point.

Binding Fragmented — Non fragmented packets will be
bound with such tunnel table if you choose No. Fragmented
packets will be bound with such tunnel table if you choose
Yes.

Binding Protocol — Any means when the source IP,
destination IP, destination port and fragment conditions
match with the settings specified here, such binding tunnel
table can be established for TCP Service Port/UDP Service
Port/ICMP/IGMP specified here.

TCP means when the source IP, destination IP, destination
port and fragment conditions match with the settings
specified here and TCP Service Port also fits the number
here, such binding tunnel table can be established. UDP
means when the source IP, destination IP, destination port
and fragment conditions match with the settings specified
here and UDP Service Port also fits the number here, such
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Detail Information

DrayTek

binding tunnel table can be established. TCP/UPD means
when the source IP, destination IP, destination port and
fragment conditions match with the settings specified here
and TCP/UDP Service Port also fits the number here, such
binding tunnel table can be established. ICMP means when
the source IP, destination IP, destination port and fragment
conditions match with the settings specified here and ICMP
Service Port also fits the number here, such binding tunnel
table can be established. IGMP means when the source IP,
destination IP, destination port and fragment conditions
match with the settings specified here and IGMP Service
Port also fits the number here, such binding tunnel table can
be established. Other means when the source IP, destination
IP, destination port and fragment conditions match with the
settings specified here with different TCP Service Port/UDP
Service Port/ICMP/IGMP, such binding tunnel table can be
established.

This field will display detailed information for Binding
Tunnel Policy. Below shows a successful binding tunnel
policy for load balance:

3 hitp://192.168.1.1 - YPN Load Balance Advance Settings - Microsoft Internet Explorer

¥PN Load Balance Advance Settings
Profile Name: MKT
Load Balance Algorithm: & pound Robin
© weighted Round Robin
® auto weighted

O according to Speed Ratio (Memberl:Member2): |80:50 ¥

O Fastest

¥PN Load Balance - Binding Tunnel Policy
®create O after insert

Tunnel Bind Table Index: (1~400)
Active: In-active/Delete
Binding Dial Out Index: 1
Binding Src IP Start: 0.0.00 | End: |D.DDD ‘
Binding Dest IP Start: |DDDD | End: |DDDD ‘
Binding Dest Port Start: l:l End: l:l
Binding Fragmented: NO Binding Protocal: l:l
Finish setting up!!
Detail Information
[VPN Load Balance Profile name: MKT ] 9"
[Algorithm: Fastest 1
No. 1 ——-» Tunnel Bind Tahle Index ; 2
Binding Dial Out Index =1
Binding protocol =TCP Protocol 6
Binding Sre IP =192.168.10.24 =192.168.10.24
Binding Dst IP =192.168.1.20 ~ 19Z.168.1.20
Binding Dst Port =20 ~ 21
Binding Fracgented = NO
v

Note : To configure a successful binding tunnel, you have
to:

® Type Binding Src IP range (Start and End) and
Binding Des IP range (Start and End) Choose YES or
NO for Binding Fragmented. If you choose YES for
Binding Fragmented, you don’t need to choose
Binding Protocol.

® Type Binding Src IP range (Start and End) and
Binding Des IP range (Start and End). Choose YES or
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Advanced Backup

2 hitp://192.168.1.1 - YPN Backup Advance Settings - Microsoft Internet Explorer =3
e

Profile Mame:
ERD Mode:

¥PN Backup Advance Settings

@ Mormal
O Recover Timer 3600 (0 or 60~2147483647)
O Resurme

Detail Information:

NO for Binding Fragmented. If you choose NO for
Binding Fragmented, please choose TCP/UDP,
IGMP/ICMP or Other as Binding Protocol.

Environment Recowvers Detection(ERD) 3tatus: Normal Mode

<

[ ok | [ Close |

Profile Name
ERD Mode

Detail Information

VigorPro5510 Series User's Guide

List the backup profile name.
ERD means “Environment Recovers Detection”.

Normal — choose this mode to make all dial-out VPN
TRUNK backup profiles being activated alternatively.

Recover Timer — choose this mode to detect VPN
connection periodically and type the value for it (the unit is
second). If VPN server for Member 1 has completed the
network connection, current VPN Tunnel backup connection
will be off.

Resume — when VPN connection breaks down or
disconnects, Member 1 will be the top priority for the system
to do VPN connection.

This field will display detailed information for Environment
Recovers Detection.
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3.10.8 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out
Tool and clicking Dial button.

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds ;|10 %
General Mode: b
Backup Mode: b
Load Balance Mode: b
¥PN Connection Status
Current Page: 1 Page Mo,
VBN Type Remote IP Virtual T TxRate Rx Rx Rate upTime

Network Pkts (Bps) Pkts ({Bps)

wawsnnny - Data is encrypted.
wawsnnny - Data isn't encrypted.

Dial Click this button to execute dial out function with general
mode, backup mode or load balance mode.

Refresh Seconds Choose the time for refresh the dial information among 5, 10,
and 30.

Refresh Click this button to refresh the whole connection status.
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3.11 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and
the digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real. Here Vigor router support digital certificates conforming to standard
X.500.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

B Cerificate Backup

3.11.1 Local Certificate

This page allows users to adopt single certificate or mutliple certificates for certification
through generating or importing. Users can generate up to three local certificats or they can
import the third-party certificate(s) to fit different requests.

Certificate Management == Local Certificate

¥509 Local Gertificate Configuration

Name Subject Status Modify
| GENERATE | [ IMPORT | [ REFRESH |
GENERATE

Click this button to open Generate Certificate Signing Request window. Type in all the
information that the window request such as certifcate name (used for identifying different
certificate), subject alternative name type and relational settings for subject name. Then click
GENERATE again.
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Certificate Management >> Local Certificate

Generate Certificate Signing Request

Certificate Name

Subject Alternative Name

Type IP Address hd
P

Subject Name
Country {C)

State {ST)

Location (L)
Organization {0}
Crganization Unit (oL

Cammon Mame (CH)

Email (E)
Key Type
Key Size
Note: Please be noted that “Common Name” must be configured with rotuer’s WAN IP or
domain name.

After clicking GENERATE, the generated information will be displayed on the window
below:

Certificate Management >> Local Cenificate

X509 Local Certificate Configuration
Name Subject Status Modify

server AC=TW,/ST=Hsinchu/L=Hsinchu/0... Requesting View Delete

e Delete

— _— -— Wiew Delete

GENERATE | [ MPORT | [[THEFRESH ]

IMPORT

Vigor router allows you to generate a certificate request and submit it the CA server, then
import it as “Local Certificate”. If you have already gotten a certificate from a third party,
you may import it directly. The supported types are PKCS12 Certificate and Certificate with
a private key.

Click this button to import a saved file as the certification information. There are three types
of local certificate supported by Vigor router.
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Certificate Management >> Local Certificate

Import X509 Local Certificate

Upload Local Certificate

Select a local certificate file.

Certificate file:
Click Import to upload the local certificate.
Import ] [ Cancel
Upload PKGCS12 Certificate
Select a PKCS12 file,
PKCS12 file:
Password:

Click Impart to upload the PECS12 file.

Irmpart ] [ Cancel

Upload Certificate and Private Key
Select a certificate file and a matchable Private Key.

Certificate file:
Key file:

Password:

Click Impart to upload the local certificate and private key.

[ Irmport ] [ Cancel l

Upload Local Certificate

Upload PKCS12
Certificate

Upload Certificate and
Private Key

REFRESH

It allows users to import the certificate which is generated by
vigor router and signed by CA server.

If you have done well in certificate generation, the Status of
the certificate will be shown as “OK”.

It allows users to import the certificate whose extensions are
usually .pfx or .p12. And these certificates usually
need passwords.

Note: PKCS12 is a standard for storing private keys and
certificates securely. It is used in (among other things)
Netscape and Microsoft Internet Explorer with their import
and export options.

It is useful when users have separated certificates and private
keys. And the password is needed if the private key is
encrypted.

Click this button to refresh the information listed below.

View

Click this button to view the detailed settings for certificate request.
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hitp:/1192 168.1 1 - Cerfificate Signing Request Information - Microsoft Internet Explorer

Certificate Signing Request Information

Certificate Name ! 123

Issuer :

Subject : C=TW, ST=Hsinchu, L=Hsinchu, O=Draytek, QU=MKT, CN=DT,
Subject aAlternative Name : IP:192.168.1.25

Yalid From :

valid To @

PEM Format Content © |- BEGIN CERTIFICATE REQUEST-----
MITEezCESQIBAD AaMOswC QY DVOOGEwI TV eELNAKGLAIUE AxMCRFOwg ZEwD QY JEoZT
hwvecHAQEBEBQADGYOAMIGIAOGE AR g/ CINYD7AdIbCEen3 MunvivJAFfodFG1isF4sN
tFVet05knu¥sOe XY I6CAeGHLOSKVI9 100KPACLC IvIEwI E¥hsDOBYCqlkuliz iuVE
XEHN4SnRrvpDhDLod3Gos4Mz 2 EOKOEVscEqui8ata0dVyiuIp0¥+zrtulHiDE jwiT
nL¥r AgMBALGYT I AgBgkaghkiGOwlECQdxEz ARMASGAI UAEQOIMAHENC 0 ARKkwD QYT
FoZIlhveNAQEFBEQADGYEAIGecdl Py wvEShNHEMARTE +CkL Ui/ r AS+H1a0LTR2 i0JH
pNU72A05ZHWUMe LhaD T/ Uk x7LESCudkkiNHU 110D Woe e MLwKHEx M JEEC I IEml
¥FjOxPFU4et LZFx2Dx/ gEvTulnle iafrVIwVl/ v 1gIEK9an6 6RJw2 WEME S ImQRO=

Close

Note: You have to copy the certificate request information from above window. Next,
access your CA server and enter the page of certificate request, copy the information into
it and submit a request. A new certificate will be issued to you by the CA server. You can
save it.
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3.11.2 Trusted CA Certificate
Trusted CA certificate lists three sets of trusted CA certificate.

Certificate Management >> Trusted CA Certificate

X509 Trusted Ca Certificate Configuration

Name Subject Status Modify
Trusted CA-1 - -
Trusted CA-2 - -
Trusted Ca-3 - -

[ IMPORT | [ REFRESH |

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window. Then click Import to use the
pre-saved file.

Certificate Management >> Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted Ca certificate file,

| | Browse.

Click Import to upload the certification.
’ Import ] ’ Cancel ]

For viewing each trusted CA certificate, click View to open the certificate detail information
window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.

; hitp:ff/192.168.1_1 - Certificate Information - Microsoft Internet Explorexr |Z||Elg|
A~

Certificate Detail Information

Certificate Mame: Trusted CA-1

Iszuer:

Subject:

Subject Alternative Name:

Yalid From:
Yalid To:

Close
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3.11.3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file.
Please click Backup on the following screen to save them. If you want to set encryption
password for these certificates, please type characters in both fields of Encrypt password
and Retype password.

Also, you can use Restore to retrieve these two settings to the router whenever you want.

Certificate Management >> Certificate Backup

Certificate Backup / Restoration
Backup

Encrypt password:

Retype password:

Click to download certificates to your local PC as a file,

Restoration
Select a backup file to restare,

Decrypt password:

Click to upload the file.
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3.12 ISDN
3.12.1 Basic Concept

ISDN means integrated services digital network that is an international communications
standard for sending voice, video, and data over digital telephone lines or normal telephone
wires.
Below shows the menu items for ISDN.
IS0
P General Setup

* Dialing to a Single |13

* Dialing to Dual 1IS5Ps

B irtual TA

B Call Contral
3.12.2 General Setup

This web page allows you to enable ISDN function.

ISDN >> General Setup

ISDN Setup
Country Code International A
D-Channel Mode
ISDM1 O Paint-to-Paoint ' Paint-to-Multipoint
ISDNZ2 O Point-to-Paint O Point-to-Multipoint
[ Ok ] [ Cancel ]
Country Code For proper operation on your local ISDN network, you
should choose the correct country code.
International ,V_
International ~
Argentina
Australia
Austria o
Bangladesh
Belgium
Brasil o
D-Channel Mode It allows you to configure ISDN layer2 protocol as:

Point-to-Point - Configure ISDN port to use static TEI
(Terminal Endpoint Identifier).

Point-to-Multipoint - Configure ISDN port to use Dynamic
TEI.

3.12.3 Dial to a Single ISP/Dial to Dual ISPs

Select Dialing to a Single ISP if you access the Internet via a single ISP.
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ISDN == Dialing to a Single ISP

Single ISP
ISP Access Setup
ISP Mame

Dial Mumber
Username
Password

[ require ISP callback (CBECP)
Index(1-15) in Schedule Setup:

== 1] 1]

ISP Access Setup

PPP/MP Setup

IP Address Assignment

DrayTek

PPP/MP Setup
Link Type Dialup BOD v
PAP or CHAP

180 second(s)
IP Address Assignment Method (IPCP)
Fised IP O ves @& Mo (Dynamic IP)

PFP Authentication

Idle Timeout

Fixed IP Address

ISP Name - Enter your ISP name such as Seednet, Hinet and
so on.

Dial Number -Enter the ISDN access humber provided by
your ISP.

Username - Enter the username provided by your ISP.
Password - Enter the password provided by your ISP.

Require ISP Callback (CBCP) -If your ISP supports the
callback function, check this box to activate the Callback
Control Protocol during the PPP negotiation.

Scheduler (1-15) - Enter the index of schedule profiles to
control the Internet access according to the preconfigured
schedules. Refer to section 3.9.2 Schedule for detailed
configuration.

Link Type - There are three link types provided here for
different purpose. Link Disable disables the ISDN dial-out
function. Dialup 64Kbps allows you to use one ISDN B
channel for Internet access. Dialup 128Kbps allows you to
use both ISDN B channels for Internet access. Dialup BOD
stands for bandwidth-on-demand. The router will use only
one B channel in low traffic situations. Once the single B
channel bandwidth is fully used, the other B channel will be
activated automatically through the dialup. For more detailed
BOD parameter settings, please refer to the section of Call
Control.

PPP Authentication - PAP only allows you to configure the
PPP session to use the PAP protocol to negotiate the
username and password with the ISP. PAP or CHAP is to
configure the PPP session to use the PAP or CHAP protocols
to negotiate the username and password with the ISP.

Idle Timeout - Idle timeout means the router will be
disconnect after being idle for a preset amount of time. The
default is 180 seconds. If you set the time to 0, the ISDN
connection to the ISP will always remain on.

In most environments, you should not change these settings as
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Method (IPCP)

most ISPs provide a dynamic IP address for the router when it
connects to the ISP. If your ISP provides a fixed IP address,
check Yes and enter the IP address in the field of Fixed IP
Address.

Select Dialing to Dual ISPs if you have more than one ISP. You will be able to dial to both
ISPs at the same time. This is mainly for those ISPs that do not support Multiple-Link PPP
(ML-PPP). In such cases, dialing to two ISPs can increase the bandwidth utilization of the
ISDN channels to 128kbps data speed.

ISDN == Dialing to Dual ISPs

Dual ISP

Common Settings
1. [ Enable Dual ISPs Function

2. [ require 1P callback (CBCP)

Primary ISP Setup
ISP Mame

Dial Murmber
Usarname

FPassword

IP Address Assignment Method (IPCP)
O ves ® No (Dynamic IP)

Fized IP
Fized IP Address

Common Settings

PPP/MP Setup

VigorPro5510 Series User's Guide

PPP/MP Setup

Link Type Dialup BOD b
PPP authentication |PAP or CHAP +
Idle Timeout 180 second(s)

Secondary ISP Setup
ISP Mame

Dial Murmber

Usermnarne 84005755 hinet. nat

Password [TITTTIYT)

IP Address Assignment Method {IPCP)
Fixed IP O ves & Mo (Dynamic IP)
Fixed IP Address

Enable Dual ISPs Function - Check to enable the Dual ISPs
function. Require ISP Callback (CBCP) -If your ISP
supports the callback function, check this box to activate the
Callback Control Protocol during the PPP negotiation.

Link Type - There are three link types provided here for
different purpose. Link Disable disables the ISDN dial-out
function. Dialup 128Kbps allows you to use both ISDN B
channels for Internet access. Dialup BOD (for detailed
information of configuration, please refer to section 3.10.5)
stands for bandwidth-on-demand. The router will use only one
B channel in low traffic situations. Once the single B channel
bandwidth is fully used, the other B channel will be activated
automatically through the dialup.

PPP Authentication - PAP only allows you to configure the
PPP session to use the PAP protocol to negotiate the
username and password with the ISP. PAP or CHAP can
configure the PPP session to use the PAP or CHAP protocols
to negotiate the username and password with the ISP.

Idle Timeout - Idle timeout means the router will be
disconnect after being idle for a preset amount of time. The
default is 180 seconds. If you set the time to 0, the ISDN
connection to the ISP will always remain on.
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Primary ISP Setup

IP Address Assignment
Method (IPCP) for
primary ISP setup

Secondary ISP Setup

IP Address Assignment
Method (IPCP) for
secondary ISP setup

ISP Name - Enter your ISP name.

Dial Number -Enter the ISDN access number provided by
your ISP.

Username - Enter the username provided by your ISP.
Password - Enter the password provided by your ISP.

In most environments, you should not change these settings as
most ISPs provide a dynamic IP address for the router when it
connects to the ISP. If your ISP provides a fixed IP address,
check Yes and enter the IP address in the field of Fixed IP
Address.

ISP Name - Enter the secondary ISP name.

Dial Number -Enter the ISDN access number provided by the
ISP.

Username - Enter the username provided by your ISP.
Password - Enter the password provided by your ISP.

In most environments, you should not change these settings
as most I1SPs provide a dynamic IP address for the router
when it connects to the ISP. If your ISP provides a fixed IP
address, check Yes and enter the IP address in the field of
Fixed IP Address.

After entering the necessary settings and clicking OK, you will see Goto ISDN Diagnostic
link appears on the bottom of the webpage. To have an ISDN connection, please click this

link.

ISDN => Dialing to a Single ISP

Active Configuration

ISP Access Setup

ISP Mame

Dial Humber 30
Username wivian
Password sssene

Require ISP callback

Index({1-15% in Schedule Setup:

==

== f(Goto ISDN Diagnostic

PPP/MP Setup

Link Type

PPP Authentication

Idle Timeout 180 second(s)

IP Address Assignment Method {IPCP)

Fized IP Yes Mo {Dynamic IP)
Fized IP Address

Now, the system will guide you to click Dial ISDN. Wait for a moment after clicking the
dial link. Then, a successful ISDN connection will be shown as the following.

DrayTek
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Online Status

System Status System Uptime: 2:33:16
LAN Status Primary DNS: 194,109.5.66 Secondary DNS: 165.95.1.1
IP Address TX Packets RX Packets
192.168.1.1 12160 1nz217y
WAN 1 Status
Enable Line Name Mode Up Time
Yes Ethernet Static IP 2:33:06
P GW IP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
172.16.3.229 172.16.3.4 2694 27 18977 490
WAN 2 Status
Enable Line Name Mode Up Time
Yes Ethernet == 00:00:00
1P GW IP TX Packets TX Rate{Bps) RX Packets RX Rate(Bps)
--- --- u] u] u] u]
ISDN Status =% Dial ISDN == Drop B1 == Drop B2
Channel Active Connection TX Pkts 1% Rate RX Pkts 1X Rate Up Time  AOC
(Bps) (Bps)
ISDN1- [192,165.225,200] 19 4 15 4 0:0:46 ul
Bl
ISDN1- [192.168.225.200] 13 3 14 3 0:0:43 D
B2

3.12.4 Virtual TA

Virtual TA means the local hosts or PCs in the network that uses popular CAPI-based
software such as RVS-COM or BVRP to access the router as a local ISDN TA for sending or
receiving FAX messages over the ISDN line. Basically, it is a client/server network model.
The built-in Virtual TA server handles the establishment and release of connections. The
Virtual TA client, which is installed on the local hosts or PCs, creates a CAPI-based driver to
relay all CAPI messages between the applications and the router CAPI module. Before
describing the configuration of Virtual TA in the Vigor routers, please notice the following

limitations.
DSL/Cable Modem
r ISP Internet
| 85
.\I al B aad® and poce
’ phorm |
Ew . /—l
: e « y |

\:figor Router

PC within CAPI-based FAX Machine

application ISDN
Network PSTN
Virtual Virtual "‘-I-' w
Client Sarver NT-1
ISDN TA PC

As depicted in the above application scenario, the Virtual TA client can make an outgoing
call or accept an incoming call to/from a peer FAX machine or ISDN TA, etc. Click the
Virtual TA(Remote CAPI) Setup tab in the Quick Setup field to configure the Virtual TA
features.
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Before describing the configuration of Virtual TA in the Vigor routers, please heed the
following limitations.

® The Virtual TA client only supports Microsoft™ Windows 98/SE/2000/XP platforms.

® The Virtual TA client only supports the CAPI 2.0 protocol and has no built-in FAX
engine.

® One ISDN BRI interface has two B channels. The maximum number of active clients is
also 2.

Before you configure the Virtual TA, you must set the correct country code in ISDN Setup.

ISDN == Virtual TA

Virtual TA Setup
wirtual Ta Server : & Enable O Disable

Yirtual TA Users Profiles

Username Password MSM1 MSM2 MSM3 Active
1 O
2. O
3. O
4. O
5. O
Virtual TA Server Enable - Select it to activate the server.

Disable - Select it to deactivate the server. All Virtual TA
applications will be terminated.

Virtual TA User Profiles  Username - Enter the username of a specific client.
Password - Enter the password of a specific client.

MSN 1/2/3 - MSN stands for Multiple Subscriber Number.
It means you can apply to more than one ISDN lines number
over a single subscribed line. Note that the service must be
acquired from your telecom. Specify the MSN numbers for a
specific client. If you have no MSN services, leave this field
blank.

Active - Check it to enable the client to access the server.

Install a Virtual TA Client

1. Insert the CD-ROM bundled with your Vigor router. Find VTA Client tool in the
Utility menu and click on the Install button.

2. Follow the on-screen instructions of the installer. The last step will ask you to restart
your computer. Click OK to restart your computer.

3. After the computer restarts, you will see a VT icon in the taskbar (usually in the
bottom-right of the screen, near the clock) as shown below.

When the icon text is GREEN, the Virtual TA client is connected to the Virtual TA server and
you can launch your CAPI-based software to use the client to access the router. If the icon

DrQYTEk 190 VigorPro5510 Series User's Guide



text is RED, it means the client has lost the connection to the server. This time, please check
the physical Ethernet connection.

MBI 253 P ||ﬁ'¢|5. 251 Ph

Configure a Virtual TA Client/ Server

Since the Virtual TA application is a client/server network model, you must configure it on
both ends to run properly your Virtual TA application.

By default, the Virtual TA server is enabled and the Username/Password fields are left blank.
Any Virtual TA client may login to the server. Once a single Username/Password field has
been filled in, the Virtual TA server will only allow clients with a valid Username/Password
to login. The screen of Virtual TA configuration is presented below.

User Profile

Note that creating a single user access account will limit the access to the Virtual TA server
to only the specified account holders.

Assume you did not acquire any MSN service from your ISDN network provider.

On the server - Click Virtual TA (Remote CAPI) Setup link, and fill in the Username and
Password fields. Check the Active box to enable the account.

ISDN == Virtual TA
Yirtual TA Setup
virtual Ta Server . ® Enable O Disable

Virtual TA Users Profiles
Username Password MSM1 WSMHZ MSMI Active

1. |alan ssss

On the client - Right-click the mouse on the VT icon. The following pop-up menu will be
shown.

Auta Hun
Monauto Bun

irtual T4 Login
Search Server

Exit
IO0F. E FOTE I ||
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Click the Virtual TA Login tab to launch the login box.

¥irtual TA Login |

Usger Mame: [alan

B

Pazsword

Cancel |

Enter the Username/Password and then click OK. After a short time, the VT icon text will
turn green.

MSN Configuration

If you have applied to an MSN number service, the Virtual TA server can assign which client
has the specified MSN number. When an incoming call arrives, the server will inform the
appropriate client. Now we set an example to describe the configuration of the MSN number.

Suppose that you could assign the MSN number 123 to the client “alan”.

ISDN >> Virtual TA

Virtual TA Setup
virtual Ta Server . @ Enable O Disable

¥irtual Ta Users Profiles
Username Password MSM1 MSMN2 MSM3 Active

1. |alan sene 123

Type the specified MSN number in the CAPI-based software. When the Virtual TA server
sends an alert signal to the specified Virtual TA client, the CAPI-based software will also
receive the action, the software will not accept the incoming call.

3.12.5 Call Control

Some applications require that the router (only for the ISDN models) be remotely activated,
or be able to dial up to the ISP via the ISDN interface. Vigor routers provide this feature by
allowing user to make a phone call to the router and then ask it to dial up to the ISP.
Accordingly, a teleworker can access the remote network to retrieve resources. Of course, a
fixed IP address is required for WAN connection and some internal network resource has to
be exposed for remote users, such as FTP, WWW.
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ISDN >= Call Control

Call Control Setup
Dial Retry

Dial Delay Interval

PPP/MP Dial-Out Setup
Basic Setup

Link Type

PPP Authentication

TCP Header Compression

Idle Timeout

Call Control Setup

Basic Setup

VigorPro5510 Series User's Guide

times Remote Activation

second(s)

Bandwidth On Demand (BOD) Setup

Dialup BOD - High Water Mark 7000 cps
FPAP or CHARP High Water Time a0 secand(s)
Mone b Low Yater Mark BO00 cps
180 second(s) | Low Water Time 30 second(s)

Dial Retry - It specifies the dial retry counts per triggered
packet. A triggered packet is the packet whose destination is
outside the local network. The default setting is no dial retry.
If set to 5, for each triggered packet, the router will dial 5
times until it is connected to the ISP or remote access router.

Dial Delay Interval - It specifies the interval between dialup
retries. By default, the interval is O second.

Remote Activation — It can help users who would like to
access the server which is off the Internet in the head office.
To remotely make the server to be available on the Internet,
i.e. make the router in the head office activating its Internet
access either by dialing-up or starting broadband connection,
users can make a regular phone call (the number is set in the
Remote Activation field) to the router as signaling it for
activation. The phone call will be soon disconnected once the
router is on line.

Note that Dialing to a Single ISP should be
pre-configured properly.

Link Type - Because ISDN has two B channels (64Kbps/per
channel), you can specify whether you would like to have
single B channel, two B channels or BOD (Bandwidth on
Demand). Four options are available: Link Disable, Dialup
64Kbps, Dialup 128Kbps, Dialup BOD.

Link Type Dialup BOD v

Link Disahle
Dialup Bdkbps
Dialup 128kbps
Dialup BOD

PPP Authentication - It specifies the PPP authentication
method for PPP/MP connections. Normally you can set it to
PAP/CHAP for better compatibility.

TCP Header Compression - VJ Compression: It is used
for TCP/IP protocol header compression. Normally it is set
to Yes to improve bandwidth utilization.
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Idle Timeout - Because our IDSN link type is Dial On
Demand, the connection will be initiated only when needed.

Bandwidth-On-Demand Bandwidth-On-Demand is for Multiple-Link PPP \(ML-PPP

(BOD) Setup or MP). The parameters are only applied when you set the
Link Type to Dialup BOD. The ISDN usually use one B
channel to access the Internet or remote network when you
choose the Dialup BOD link type. The router will use the
parameters here to decide on when you activate/drop the
additional B channel. Note that cps (characters-per-second)
measures the total link utilization.

High Water Mark and High Water Time - These
parameters specify the situation in which the second channel
will be activated. With the first connected channel, if its
utilization exceeds the High Water Mark and such a channel
is being used over the High Water Time, the additional
channel will be activated. Thus, the total link speed will be
128kbps (two B channels).

Low Water Mark and Low Water Time - These parameters
specify the situation in which the second channel will be
dropped. In terms of the two B channels, if their utilization is
under the Low Water Mark and these two channels are being
used over the High Water Time, the additional channel will be
dropped. As a result, the total link speed will be 64kbps (one
B channel).

3.13 Wireless LAN

This function is used for G models only.

3.13.1 Basic Concepts

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor G model, a.k.a. Vigor wireless router, is
designed for maximum flexibility and efficiency of a small office/home. Any authorized
staff can bring a built-in WLAN client PDA or notebook into a meeting room for conference
without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN enables high
mobility so WLAN users can simultaneously access all LAN facilities just like on a wired
LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11g protocol. To boost its performance further, the Vigor Router is also
loaded with advanced wireless technology Super G ™ to lift up data rate up to 108 Mbps*.
Hence, you can finally smoothly enjoy stream music and video.

Note: * The actual data throughput will vary according to the network conditions
and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an
Access Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will
share the same Internet connection via Vigor wireless router. The General Settings will set
up the information of this wireless network, including its SSID as identification, located
channel etc.
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Internet

SSID: Draytek
Channel: 6
Mode: WEP only

192.168.1.2 192.168.1.1

Security Overview

Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES
encryption engine so it can apply the highest protection to your data without influencing user
experience.

Complete Security Standard Selection: To ensure the security and privacy of your wireless
communication, we provide several prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA(Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK),
and WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies
AES. The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very
flexible and can support multiple secure connections with both WEP and WPA at the same

time.
Example 1
Internet
S3ID: Draytek
Channel: &
Mode: WEP or WPA/PSK
t WPA only
PSK:cfgs0ai2

g’ . Key 1: AB312

= WA
Koy U:ABI12 TN PSK cigsial?

o O

WEF
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Example 2

Internet

ﬂ

WPAZ
PSK:cigsdal2

Q
™ 3

Example 3

Internet

O O

S5ID: Draytek

Channel: &

Mode: WPA/PSK only
WPAZ only

Pre-shared Key:cfgs0a12

SSID: Draytek
Channel: &
Mode: WPA+WPA2

-

RADIUS 182.168.1.1

192.168.1.2

Separate the Wireless and the Wired LAN- WLAN Isolation enables you to isolate your
wireless LAN from wired LAN for either quarantine or limit access reasons. To isolate
means neither of the parties can access each other. To elaborate an example for business use,
you may set up a wireless LAN for visitors only so they can connect to Internet without
hassle of the confidential information leakage. For a more flexible deployment, you may add
filters of MAC addresses to isolate users’ access from wired LAN.

Manage Wireless Stations - Station List will display all the station in your wireless
network and the status of their connection.

Below shows the menu items for Wireless LAN.

DrayTek

b AOS
b AP Dis
B Station List

b Station Rate Control
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3.13.2 General Setup

By clicking the General Settings, a new web page will appear so that you could configure
the SSID and the wireless channel. Please refer to the following figure for more information.

Wireless LAN >> General Setup

General Setting { IEEE 802.11 )

Enahle wWirslass LAN
Mode: Mixed(11b+11g) hd

Index{1-15% in Schedule Setup:

SSID: default

Channel : Channel 5, 2437MHz  »
Note: If SuperG mode is enabled, channel is fixed at 6.

] Hide ssID
[ Long Preamble

Hide SSID: prevent S51D from being scanned.
Long Preamble: necessary for some older 802.11b devices only (lowers performance).

[ [8]74 ] [ Cancel ]
Enable Wireless LAN Check the box to enable wireless function.
Mode Select an appropriate wireless mode.

Mixed (11b+11g+SuperG) - The radio can support
IEEE802.11b, IEEE802.11g and SuperG protocols
simultaneously.

Mixed (11b+11g) - The radio can support both
IEEE802.11b and IEEE802.11g protocols simultaneously.
SuperG - The radio only supports SuperG.

11g only - The radio only supports IEEE802.11g.

11b only - The radio only supports IEEE802.11b.

Mode hlixed(TTh+11g) A

Mixed(11b+11g+=uper(s)
Mixed(11b+11q)
SuperG Only
11g Only

11b Only

Index(1-15) Set the wireless LAN to work at certain time interval
only. You may choose up to 4 schedules out of the 15
schedules pre-defined in Applications >> Schedule
setup. The default setting of this field is blank and the
function will always work.

SSID The default SSID is "default". We suggest you change it
to a particular name. It is the identification of the wireless
LAN. SSID can be any text numbers or various special
characters.

Channel The channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the
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selected channel is under serious interference.
Channel : Channel 6, 2437 MHz

Channel 1, 2412MHz
Channel 2, 2417 MHz
Channel 3, 2422MHz
Channel 4, 2427 MHz
Channel &, 2432MHz
‘Channel B, 2437 MHz
Channel 7, 2442MHz
Channel 8, 2447 MHz
Channel 9, 2452MHz
Channel 10, 2457 hHz
Channel 11, 2462MHz
Channel 12, 2467 MHz
Channel 13, 247 2hHz

Hide SSID Check it to prevent from wireless sniffing and make it
harder for unauthorized clients or STAs to join your
wireless LAN. Depending on the wireless utility, the user
may only see the information except SSID or just cannot
see any thing about Vigor wireless router while site
surveying.

Long Preamble This option is to define the length of the sync field in an 802.11 packet.
Most modern wireless network uses short preamble with 56 bit sync field instead of long
preamble with 128 bit sync field. However, some original 11b wireless network devices only
support long preamble. Check it to use Long Preamble if needed to communicate with this
kind of devices.
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3.13.3 Security

By clicking the Security Settings, a new web page will appear so that you could configure
the settings of WEP and WPA.

Wireless LAN == Security Settings

Security Settings
Mode : WRAPSK Only v

Set up RADIUS Server if 502.1x% is enabled.
WPA:

Type: ® MizedfwPa+wraz) O wPa2 Only
Pre-Shared Key(PSK)

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs0laz..." or "Ox655abcd....".
WEP:
Encryption Mode:
Use WER Key
Key 1:
Key 2
Key 3

Key 4

For 64 bit WEP key
Type 5 ASCII character or 10 Hexadecimal digits leading by "0x", for example "4B312" or
"Dx4142333132",

For 128 bit WEP key
Type 13 ASCII character or 26 Hexadecimal digits leading by "0x", for example
"0123456789%abc" or "0x303132333435306373839414243",

[ QK ] [ Cancel ]
Mode There are several modes provided for you to choose.
Mode @ WWEF Oinly hd

WWEP/BOZ. 1 or WPAMBDZ 1%
WPAPSK Only
WYPAMBDZ 1 Only

Disable - Turn off the encryption mechanism.

WEP Only - Accepts only WEP clients and the
encryption key should be entered in WEP Key.
WEP/802.1x Only - Accept WEP clients with 802.1x
authentication. Since the key will be auto-negotiated
during authentication, the field of key setting below will
be not available for input.

WEP or WPA/PSK - Accepts WEP and WPA clients
with legal key accordingly. Only Mixed (WPA+WPAZ2)
is applicable if you select WPA/PSK.

WEP/802.1x or WPA/802.1x - Accept WEP or WPA
clients with 802.1x authentication. Only
Mixed(WPA+WPA2) is applicable if you select
WPA/PSK. Since the key will be auto-negotiated during
authentication, the field of key setting below will be not
available for input.
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WPA

WEP

DrayTek

WPA/PSK Only - Accepts WPA clients and the
encryption key should be entered in PSK. Remember to
select WPA type to define either Mixed or WPAZ2 only in
the field below.

WPA/802.1x Only - Accept WPA clients with 802.1x
authentication. Remember to select WPA type to define
either Mixed or WPA2 only in the field below. Since the
key will be auto-negotiated during authentication, the
field of key setting below will be not available for input.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK entered manually in this
field below or automatically negotiated via 802.1x
authentication.

Type - Select from Mixed (WPA+WPAZ2) or WPA2 only.
Pre-Shared Key (PSK) - Either 8~63 ASCII characters,
such as 012345678..(or 64 Hexadecimal digits leading by
0x, such as "0x321253abcde...").

64-Bit - For 64 bits WEP key, either 5 ASCII characters,
such as 12345 (or 10 hexadecimal digitals leading by 0x,
such as 0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCI|I
characters, such as ABCDEFGHIJKLM (or 26
hexadecimal digits leading by 0x, such as
0x4142434445464748494A4BACAD).

Encryption Mode: B4-Bit +

All wireless devices must support the same WEP
encryption bit size and have the same key. Four keys can
be entered here, but only one key can be selected at a
time. The keys can be entered in ASCII or Hexadecimal.
Check the key you wish to use.
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3.13.4 Access Control

For additional security of wireless access, the Access Control facility allows you to restrict
the network access right by controlling the wireless LAN MAC address of client. Only the
valid MAC address that has been configured can access the wireless LAN interface. By
clicking the Access Control, a new web page will appear, as depicted below, so that you
could edit the clients' MAC addresses to control their access rights.

Wireless LAN >> Access Control

Access Control | Setto Factory Default |
[“IEnahle access Control

Policy : Activate MAC address filter +

MAGC Address Filter

Index aAttribute MaC Address

Client's MAC Address
Attribute
[J s: Isolate the station from LaM

[ Add | [ Delete | [ Edit | [ Cancel
[ ok | [ ClearAl |
Enable Access Control Select to enable the MAC Address access control feature.
Policy Select to enable any one of the following policy. Choose

Activate MAC address filter to type in the MAC
addresses for other clients in the network manually.
Choose Isolate WLAN from LAN will separate all the
WLAN stations from LAN based on the MAC Address
list. Choose Blocked MAC address filter will block all
the WLAN stations from LAN based on the MAC
Address list.

Policy . Activate MAC address filter

[zolate WWLAN from LA

MAC Address Filter Display all MAC addresses that are edited before. Four
buttons (Add, Remove,
Client’s MAC Address - Manually enter the MAC
address of wireless client.

Attribute s - select to isolate the wireless connection of the wireless
client of the MAC address from LAN.
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Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.
3.13.5 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points
(AP) wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANSs through the air.
®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

LAN3
= -”""'--\.__\_ &P
¢§§ Y A i@g
L BRI
$06 \’\?.' ‘,.?"f Q‘&e
o A |

‘ { """""""""""""" } *-.
' WDS Bridge Link

L& &8

LAN1 LAN2
The application for the WDS-Repeater mode is depicted as below:
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WDS Link WDS Link
Host with Host with _ Host with
bridge Interface 1 repeater Interface bridge Interface 2
w-. .. -

-
....
..............

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.

T' ' l‘. | * i
S N =
T— T —~—
WDS Link WDS Link
Host with Host with ) Host with
bridge Interface 1 bridge Interface 2 bridge Interface 3

Click WDS from Wireless LAN menu. The following page will be shown.

VigorPro5510 Series User’s Guide 203 Dray Tek



DrayTek

Wireless LAN >> WDS Settings

WDS Settings

Mode: Repeater +
Security:

@ Disable O wer O Pre-shared Key
WEP:

Use the same WEP key set in Security
Settings.

Encryption Mode:
Key indes:

The key indesx is fized if the security mode is not
"WEP Only".

key:

The key format is the same as the one used in

Security Settings.

Pre-shared Key:
Type:
kKey:

TEIP

Type 8~63 4SCII characters or 64 hexadecimal
digits leading by "0x", for example "cfgs01a2..." or
"Ox655abcd....".

| Setto Factory Default |
Bridge

Enable Peer MAC Address

Mote: Disable unused links to get better
performance,

Repeater
Enable

|
O

Peer MAC addess

Access Point Function:
(® Enable (O Disable

Status:

[Osend "Hello" message to peers.

Mote: The status is valid only when the peer also
supports this function.

[ Cancel ]

Choose the mode for WDS setting. Disable mode will not

invoke any WDS setting. Bridge mode is designed to fulfill
the first type of application. Repeater mode is for the second

There are three types for security, Disable, WEP and

Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

Check this box to use the same key set in Security Settings

page. If you did not set any key in Security Settings page,
this check box will be dimmed.

[ ok |
Mode
one.
Disable w
i g
Bridge
Fepeater
Security
WEP
Settings

Encryption Mode - If you checked the box of Use the same

WEP key ..., you do not need to choose 64-bit or 128-bit as

the Encryption Mode. If you do not check that box, you can
set the WEP key now in this page.

Key Index - Choose the key that you want to use after
selecting the proper encryption mode.

Key - Type the content for the key.
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Pre-shared Key

Bridge

Repeater

Access Point Function

Status

VigorPro5510 Series User's Guide

Type 8 ~ 63 ASCII characters or 64 hexadecimal digits
leading by “0x”.

If you choose Bridge as the connecting mode, please type in
the peer MAC address in these fields. Six peer MAC
addresses are allowed to be entered in this page at one time.
Yet please disable the unused link to get better performance.
If you want to invoke the peer MAC address, remember to
check Enable box in the front of the MAC address after
typing.

If you choose Repeater as the connecting mode, please type in
the peer MAC address in these fields. Two peer MAC
addresses are allowed to be entered in this page at one time.
Similarly, if you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Click Enable to make this router serving as an access point;
click Disable to cancel this function.

It allows user to send “hello” message to peers. Yet, it is valid
only when the peer also supports this function.
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3.13.6 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood.
Based on the scanning result, users will know which channel is clean for usage. Also, it can
be used to facilitate finding an AP for a WDS link. Notice that during the scanning process
(about 5 seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP
which is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN == Access Point Discovery

Access Point List

BSS5ID Channel S5I0

Scan

Note: During the scanning process {~5 seconds), no station is allowed to
connect with the router.

See Statistics.

Add to WDS Settings

AP's MAC address

©erdge O repester

If you want the found AP applying the WDS settings, please type in the AP’s MAC address
on the bottom of the page and click Bridge or Repeater. Next, click Add to. Later, the MAC
address of the AP will be added to Bridge or Repeater field of WDS settings page.
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3.13.7 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN >> Station List

Station List
Status MAC Address Associated with
Status Codes :
C: Connected, Mo encryption.
E: Connected, WEP,
P: Connected, \WPA,
A Connected, WPAZ,
B: Blocked by Access Control,
N: Connecting.
F: Fail to pass WPA/PSK authentication.
Note: After a station connects to the router successfully, it may be
turned off without notice. In that case, it will still be on the list until the
connection expires.
Add to Access Control :
Client's MAC address
Add
Refresh Click this button to refresh the status of station list.
Add Click this button to add current selected MAC address
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3.13.8 Station Rate Control

This page allows you to control the upload and download rate of each wireless client (station)
and SSID1-4. Please check the box of Enable to invoke this setting. The range for the rate is
between 100 ~ 100,000 kbps.

Wireless LAN == Station Rate Control

Station Rate Control

[lEnable
Upload Rate : 1000 00 Kbps
Download Rate . 1000 00 Kbps
Mote:

1. Range: 100~100,000 Kbps, Increment: 100 Kbps.
2. The specified rates are applied to each associated wireless client.

[ Ok ] [ Cancel ]

SSID rate control controls the data transmission rate through wireless connection.

Enable Check Enable for typing upload and download rate.

Upload Type the transmitting rate for data upload. Default value
is 1,000 kbps.

Download Type the transmitting rate for data download. Default

value is 1,000 kbps.

3.14 VLAN

Virtual LAN function provides you a very convenient way to manage hosts by grouping
them based on the physical port. Such menu is available for Vigor5510Gi only.

* Wireless Rate Control
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3.14.1 Wired VLAN

PCs connected to Ethernet ports of the router can be divided into different groups and
formed VLAN. PCs under the same groups can share each other information through the
router and will not be peeked by other groups.

Internet

VLAN1

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10

The VLAN >> Wired VLAN allows you to configure VLAN settings through wired
connection to achieve the above intention. Simply check P1 and P2 boxes on the line of
VLANO; and check P3 and P4 boxes on the line of VLANI.

VLAN => Wired VLAN Configuration

Wired YLAN Configuration

[JEnable
P1 P2 P3 P4
VYLAMNOD
VLAMNL
YLAMNZ
YLAMNI
[ Ok ] [ Clear ] [ Cancel l

Enable Check this box to enable this function (for VLAN
Configuration).

P1-P4 Check the box to make the computer connecting to the port
being grouped in specified VLAN. Be aware that each port
can be grouped in different VLAN at the same time only if
you check the box. For example, if you check the boxes of
VLANO-P1 and VLAN1-P1, you can make P1 to be grouped
under VLANO and VLANL1 simultaneously.

VLANO-3 This router allows you to set 4 groups of virtual LAN.
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VLAN => Wired VLAN Configuration

Wired ¥YLAN Configuration

[¥]Enable
P1 P2 P3 P4
YLAND O L]
VLANL F ¥
YLANZ O ¥ O L
YLANZ ¥ i i L
[ Ok ] [ Clear l [ Cancel ]

3.14.2 Wireless VLAN

PCs (equipped with wireless network cards) connected to the router through wireless
interface can be divided into different groups and formed W_VLAN. PCs under the same
groups can share each other information through the router and will not be peeked by other
groups.

PCs under the same groups can use same Login ID and password to access into Internet. For
example, see the following graphic. Both A and B use the same login ID (City) and
password (1234). Therefore, they are grouped in the same W_VLAN.

Login ID: City LoginID: Home
Password:1234 Password:7890
W_VLANO W_VLAN1

o1 Oowr Do :
Gvem Qo
Swan L] f s a
e IMN LaNMzntor

The VLAN >> Wireless VALN allows you to configure Wireless VLAN settings through
wireless connection to achieve the above intention. Simply type Login ID and password with
City and 1234 in the boxes of W_VLANO. And type Login ID and password with Home and
7890 in the boxes of W_VLANL. Users can configure fifteen groups of wireless VLAN in
this page.
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VLAN >> Wireless VLAN Setup

wireless YLAMN Configuration
[ Enable

Yiew Online Station Table

W_¥LAN Login ID Password Attributes W_VLAN Login ID Password Attributes

0 city 1234
1 hame 7850
2

:
:
o
!
.
.
s
s

[0 Disable broadcast and multicast traffic,

Notes:

1. Login ID: 1~11 characters, Password: 1~11 characters.
2. Disable broadcast and multicast traffic to maximize wireless YLAN security; howewver, the WLAN

throughput will be reduced.

3. Login UEL for wireless clients:

http:/ fwww draytek.wlan/login.htm or http://{vigor IP Address)flogin.htm

Enable
Login ID

Password

Details

Disable broadcast and
multicast traffic

VigorPro5510 Series User's Guide

[ Ok ] [ Cancel ]

Check this box to invoke wireless VLAN function.

Type Login ID for different groups of W_VLAN with 1 to 11
characters.

Type password for different groups of W_VLAN with 1 to 11
characters.

Click this button to set additional attributes settings for
W_VLAN.

VLAN >> Wireless VLAN Setup

W_YLAND Attributes
Activated Date: 2000 v -1 w1«
Expired Date: 2020 |- 12 v - 31 ¢
[0 connect all WDS links with this WLAN group.
[0 1sclate each member in this ¥LAN group.

Activated Date — Use the drop down lists to set the activated
date for the wireless VLAN. The wireless VLAN function will
be available when the time is arrival.

Expired Date — Use the drop down lists to set the expired
date for the wireless VALN. This function will be invalid
when the time is arrival.

Connect all WDS links with this VALN group — Check this
box to activate this connection.

Isolate each member in this VLAN group — Check this box
to isolate all the members in this VLAN group and not allow
the information sharing among them.

Check this box to prevent broadcast and multicast traffic
forwarding to all W_VLAN.
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How can you (wireless client) access into Internet?

After finishing the configuration of wireless VLAN, the wireless clients connecting to this
router must do the following steps to access into Internet.

1. Open a browser and type http://www.draytek.vlan/login.htm or http://(vigor router’s IP
address)/login.htm on the address line.

2. The following screen will appear.

DrayTek Wireless VLARMN

Login ID City

Password T

3. Typein Login ID and Password that was configured in Wireless VLAN Setup page. In
this case, we choose the configuration set in first group of W_VLAN (City and 1234).

4. When the accessing is successful, the following screen will appear.

23 hiip://192.168.1.1 - DrayTek Wireless .. [ || 51][X])

Connection time: jneg

DrayTek Wireless YLAN

Link Status:Active

User login succeeds !!]

Copyright ®2005, DrayTek Corp. All Rights Reserved.

Note: The floating window with connection time will be shown on the screen
till you logout.
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5. You can go to Diagnostics>>Wireless VLAN Online Station for viewing the

connection status whenever you want.
Diagnostics == Wireless VLAN Online Station

Wireless ¥LAMN Online Station Tahle | Refresh |
IF iddress MAC Address Login ID A
192.168.1.15 00-14-85-2 6-00-8C Civy
192.168.1.16 00-0E-35-A8-A4~E7 Home B

3.14.3 VLAN Cross Setup
This function allows the router to integrate VLAN and W_VLAN for managing different
computers (notebooks). See the following picture for an example. With VLAN Cross Setup,
notebook A/B and PCs on VLANO can share resources without difficulty.

Login ID: Home

Login ID: City
Password:7890

Password:1234
W_VLANO W_VLAN1

LR

l e fow G

G Do

i

The VLAN >> VLAN Cross Setup allows you to set a communication bridge between
computers in Wireless VLAN and wired VLAN. To achieve the intention of the above
illustration, simply check the box under VLANO on the line of W_VLANO.

a3 DrayTek
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VLAN >> VLAN Cross Setup

YLAM Cross Configuration

[“lEnahle

W_WLAND
W_VLANT
W_WLANZ
W_VLANZ
W_VLANG
W_WLANS
W_VLANG
W_WLANT
W_VLANS
W_VLANG
W_VLANID
W_WLANTL
WOWLANLZ
W_WLANLG
W_WLAM14
W_WLANLE
WDS

Notes:

1

2
3
4

L W_WLANI wireless YLAN i, see Wireless YLAN Setup for details,

YLANO

OO0oOo0J0oOooooooooon

YLAMNL

OO0oOo0J0oOooooooooon

. &l WDS links belong to the same YLAN group.
. WLANI wired YLAN I, see Wired YLAN Setup for details.
. Both wired and wireless YLANS must be enabled for WLAN cross settings to be effective,

Enable
VLANO-3

W_VLANO-15

DrayTek

[

Ok ] [ Cancel ]

YLAN2

ooooJoooooooooooo

YLAN3

ooooJoooooooooooag

Check this box to invoke VLAN Cross Setup function.

It represents the groups of virtual LAN connected by Ethernet

interface.

It represents the groups of wireless VLAN communicated by

wireless interface.
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3.14.4 Wireless Rate Control

Rate Control manages the transmission rate of data in and out through the router. You can
also manage the in/out rate of each wireless VLAN. Go to VLAN menu and select Wireless
Rate Control. The following page will appear. Click Enable to invoke VLAN function.

For the rate control of wireless connection, please open VLAN menu and choose Wireless
Rate Control. The following page will be shown for you to adjust.

VLAN == Wireless VLAN Rate Control

Wireless ¥YLAMN Rate Control

[¥] Enable
W VLAN Upload Rate
- (Kbps)

u] 1000 oo
1 o0 oo
2 mod oo
3 1000 oo
4 o0 oo
£ mod oo
G 000 oo
7 1000 oo

Range : 100~ 100,000 Kbps, Increment @ 100 Kbps

DDWFIL%:dS)Rate W_VLAN Upl(cln(a;:'clljlslfte Duw?ll(lzlzds)llate
1000 oo 2 1000 oo 1000 oo
o0 oo Q a0 oo a0 oo
mod oo 10 N 3 Ti] N 3 Ti]
1000 oo 11 1000 oo 1000 oo
o0 oo 12 100 oo 100 oo
mod oo 13 N 3 Ti] N 3 Ti]
000 oo 14 1000 oo 1000 oo
1000 oo 15 1000 oo 1000 oo

MNote: Specified rate is an aggregate rate for the VLAN group.

Enable

Upload Rate

Download Rate

VigorPro5510 Series User's Guide

[ oK l [ Cancel l

Check this box to enable this function (for Rate Control). The
rate control will limit the transmission rate for upload and
download.

It decides the rate of data transmission for output. The default
setting is 300. The range must be between 100 kbps to
20,000kbps. Adjust the values according to your necessity.

It decides the rate of data transmission for input. The default
setting is 300. The range must be between 100 kbps to
20,000kbps. Adjust the values according to your necessity.
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3.15 SSL VPN

An SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be
used with a standard Web browser.

There are two benefits that SSL VPN provides:

» Itis not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

»  There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.

3.15.1 General Setup
This page determines the general configuration for SSL VPN Server and SSL Tunnel.

SSL VPN >> General Setup

S5L ¥PN General Setup

Port 443 (Default: 4433
Server Certificate self-signed v
Encryption Key Algorithm

O High - AES(128 bits) and 3DES

@ Default - RC4(128 hits)

O Low - DES

Note: The settings will act on all S5L applications.

[ Ok ] [ Cancel ]

Port Such port is set for SSL VPN server. It will not affect the
HTTPS Port configuration set in System
Maintenance>>Management. In general, the default
setting is 443.

Server Certificate When the client does not set any certificate, default
certificate will be used for HTTPS and SSL VPN server.
Choose any one of the user-defined certificates from the
drop down list if users set several certificates previously.
Otherwise, choose Self-signed to use the router’s built-in
default certificate. The default certificate can be used in SSL
VPN server and HTTPS Web Proxy.

Encryption Key Algorithm Choose the encryption level for the data connection in SSL
VPN server.
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3.15.2 SSL Web Proxy

SSL Web Proxy will allow the remote users to access the internal web sites over SSL.
It is used to access web servers on LAN side from browser. With such function, user(s) or
administrator (s) can register and access the specified web server on LAN behind the router
through any web browser.

Such page allows you to set interior web server profiles.

Web Access Control >> SSL Web Proxy

S5L Web Proxy Servers Profiles: | Setto Factory Default |
Index Mame URL Active

- - - - - - - - - o

PR ERRERE NP B R

Name Display the name of the profile that you create.
URL Display the URL.
Active Display current status (active or inactive) of such profile.

Click number link under Index field to set detailed configuration.

SSL VPN >> SSL Web Proxy

Profile Index : 1
Marrne

URL

Host IP Address

Access Method Digable hd

B

S urd Port Redirection

Note: URL format must be entered as htt p:f/Daomain_name/directory where

Domain_name is a FQDN. S5L
[ 4 ] [ Clear ] [ Cancel ]
Name Type name of the profile.
URL Type the address (function variation or IP address) or path

of the proxy server.
Host IP Address If you type function variation as URL, you have to type
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corresponding IP address in this field. Such field must match
with URL setting.

Access Method There are three modes for you to choose.

Disable — the profile will be inactive. If you choose Disable,
all the web proxy profile appeared under VPN remote dial-in
web page will disappear.

Secured Port Redirection — such technique applies private
port mapping to random WAN port. There are two
restrictions for proxy web server for such selection: 1) it is
only used for WAN to LAN access, the web server must be
configured behind vigor router; 2) web server gateway must
be indicated to vigor router. In addition, users must execute
“Connect” manually in SSL Client Portal page.

SSL - if you choose such selection, web proxy over SSL
will be applied for VPN.
3.15.3 SSL Application

It provides a secure and flexible solution for network resources, including VNC (Virtual
Network Computer) /RDP (Remote Desktop Protocol) /SAMBA, to any remote user with
access to Internet and a web browser.

SSL VPN == SSL Application

S8L Applications Profiles: | Setto Factory Default |
Index Name Host Address Service Active
1. P
2. b
3. ¥
4, %
5. P
6. P
7. P
g b
9. ¥
10. %
Name Display the application name of the profile that you create.
Host Address Display the IP address for VNC/RDP or SAMBA path.
Service Display the type of the service selected, e.g.,
VNC/RDP/SAMBA.
Active Display current status (active or inactive) of the selected
profile.

Click number link under Index field to make detailed configuration.
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SSL VPN == SSL Application

Profile Index : 1
[ Enable application Service

application Name

application —--Pleage Select-- v
[ 8124 ] [ Clear ] [ Cancel ]
Enable Application Check this box to enable this application.
Service
Application Name Type the profile name for the application.
Application Use the drop down list to choose an application applied to
this profile.
---Please Selact--- v

)

Femote Desktop Protocol (RDF)
Samba Application

Different application type will lead different web pages.
Refer to the following:

® Virtual Network Computing — Choose this item for accessing and controlling a
remote PC through VNC protocol.

SSL VPN == SSL Application

Profile Index : 1

[ Enable spplization Service

Application Mame

Application Yirtual Metwork Computing (WMNC) &
IP Address
Port 5900
Scaling 100% «
[ 8] ] [ Clear ] [ Cancel ]
IP Address Type the IP address for this protocol.
Port Specify the port used for this protocol. The default setting is
5900.
Scaling Chose the percentage (100%, 80%, 60%) for such
application.
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Remote Desktop Protocol - Choose this item for accessing and controlling a remote
PC through RDP protocol.

SSL VPN == SSL Application

Profile Index : 1

[ Enable spplication Service

Application Mame

Application Remote Desktop Protocol (RDF) »
IP Address
Port 3339
Screen Size 1024*7E8 »
[ Ok ] [ Clear ] [ Cancel ]
IP Address Type the IP address for this protocol.
Port Specify the port used for this protocol. The default setting is
3389.
Screen Size Chose the screen size for such application.

Samba Application - Any remote user can upload/download/delete certain files on a
local Samba server through web browser with this application.

SSL VPN == SSL Application

Profile Index : 1

[ Enable spplication Service
Application Mame

Application Samba Application hd
Samba Path

Mote: Samba Path format must be entered as “wiphdirectory or \WComputer Namehdirectory.,

[ Ok ] [ Clear ] [ Cancel ]

Samba Path Specify the path for this application.

3.15.4 User Account

For SSL VPN, identity authentication and power management are implemented through

deploying user accounts. Therefore, the user account for SSL VPN must be set together with
remote dial-in user web page. Such menu item will guide to access into VPN and Remote

Access>>Remote Dial-in user. For the detailed configuration of user account, please refer
to section of Remote Dial-in user.

DrayTek
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VPN and Remote Access >> Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index User Status Index User Status
1. T x 7. T X
2. 777 5 18. 777 %
3. 777 Y 19. 777 5
4. 777 P 20. 777 %
5. 777 Y 21. 777 5
6. T x 22, 7T X
i. 777 Y 23. 777 W
8. 77 % 24. P97 %
9. 777 ® 25. 777 b
10. T x 26. 7 X
11. 777 ® 27 777 b
12. T x 28. 7 X
13. 777 % 29, 777 ¥
14. T x 30. 7 X
15, 777 5 31. 777 %
16. 777 Y 32. 777 5
<< 132 | 3364 | 6596 | 97-128 | 129-160 | 161-192 | 193-200 == Next ==

You can find out the link of Set SSL Web Proxy on the profile setting page. If you haven’t
set any SSL Web Proxy Profile in SSL VPN>> SSL. Web Proxy web page, there is no
check box but a link appeared below.

ShrEEL A Local ID (optional)
Methios Maming Pagket ®pPass O Block

S5L ¥PN

Gallback Function
[ check to enable Callback function

Set SSL Web Proxy
O specify the callback number

Callback Mumber
Check to enable Callback Budget Control
Callback Budget 30 minutes)

[ QK ] I Clear I [ Cancel ]

However, if you have set several SSL Web Proxy Profiles in SSL VPN>> SSL. Web Proxy
web page:

SSL VPN == SSL Web Proxy

S5L Web Proxy Servers Profiles:

Index Mame URL
1. gforge http: /fswm. draytek.com
2. wih http: /fweww draytek.com.cn
3.
1

The SSL Web Proxy profile names will be displayed (together with check box) as shown
below.
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Metbios Maming Packet ®pass OBlock
SSL VPN Callback Function

[] check to enable C
[l sSpecify the cal

55L Web Proxy

[gfaorge (Secured Part Redirection)
CJweb (S5L)

Callhack Number

Check to enahbl
Callback Budget

Ol ] [ Clear ] [ Cancel

3.15.5 Online User Status

If you have finished the configuration of SSL Web Proxy (server), users can find out
corresponding settings when they access into Draytek SSL VPN portal interface.

DrayTek
Prowide S5LWFN [ HERET  SSL Web Proxy [ logout ]
INFO .
Main Page:
% ?1';',(23 i? 1.42) You have successfully logged in!
Welclumnle 1':0 DrayTek You are given the following privileges:
SELWPM! = SS| Web Proxy

= SS| Tunnel

Timeout after 5 minutes.
[Reset]

Copyright @ 2006, DrayTek Corp. All Rights Rezerved,

Next, users can open SSL VPN>> Online Status to view login status of SSL VPN.

Web Access Control == Online User Status

Refresh Seconds ; |10 ¥

Active User Host IP Time DuI_:(secun_ds) Action
caesar 172.17.1.42 202 _Drop | ‘
Active User Display current user who visit SSL VPN server.
Host IP Displays the IP address for the host.
Time out Display the time remaining for logging out.
Action You can click Drop to drop certain login user from the

router's SSL Portal Ul.
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3.16 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog, Time setup, Reboot System,

Firmware Upgrade.

Below shows the menu items for System Maintenance.

em Maintenanc

em Status

P Firrmweare Upgrade

3.16.1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or
firmware related information from this presentation.

System Status

Model Name
Firmware Version
Build Date/ Time
Signature Version
Signature Build Date

You logged in at 2010-6-8 01:55:52 |last time, from 192,168,111,

: VigorPro5510 series

1334

: Nov 25 2009 09:53:01

: basic

: Tue Bug 29 09:16:25.00 2006

System WaN 1
CPU Usage © 3% Link Status i Disconnected
Total Memory . 256M MAC Address . 00-50-7F-C4-CC-45
Memary usage 0 15 % Connection . Static IP
IP Address ©172.16.3.229
LAN Default Gateway c172.16.1.1
MAC Address . 00-50-7F-C4-CC-44 Mode P MAT
1st IP Address 1 192,168.1.1
1st Subnet Mask : 255, 2EE,2EE.0 WAN 2
DHCP Server T Yes Link Status . Connected
DNS : 168,95.1.1 MaC sddress ; OD-50-7F-C4-CC-46
Connection  Static 1P
IP Address ©172.16.3.102
Default Gateway C172.16.1.1
rMode L NAT
Model Name Display the model name of the router.
Firmware Version Display the firmware version of the router.
Build Date/Time Display the date and time of the current firmware build.
System ---
CPU Usage Display current usage of CPU.
Total Memory Display the total memory of your hard disk.
Memory Usage Display current usage of memory.
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LAN ---

MAC Address
1°' IP Address
1% Subnet Mask
DHCP Server

DNS
WAN1/WAN?2 ---
Link Status
MAC Address
Connection

IP Address
Default Gateway
Wireless LAN ---
MAC Address

Frequency Domain

Firmware Version

SSID

3.16.2 TR-069 Setting

Display the MAC address of the LAN Interface.
Display the IP address of the LAN interface.
Display the subnet mask address of the LAN interface.

Display the current status of DHCP server of the LAN
interface.

Display the assigned IP address of the primary DNS.

Display the connection status.

Display the MAC address of the WAN Interface.
Display the connection mode used currently.

Display the IP address of the WAN interface.

Display the assigned IP address of the default gateway.

Display the MAC address of the wireless LAN.

It can be Europe (13 usable channels), USA (11 usable
channels) etc. The available channels supported by the
wireless products in different countries are various.

Display information about equipped WLAN miniPCi
card. This also helps to provide availability of some
features that are bound with some WLAN miniPCi card.

Display the identification name for the WLAN.

Vigor router with TR-069 is available for matching with VigorACS server. Such page
provides VigorACS and CPE settings under TR-069 protocol. All the settings configured
here is for CPE to be controlled and managed with VigorACS server. Users need to type
URL, username and password for the VigorACS server that such device will be connected.
However URL, username and password under CPE client are fixed that users cannot change
it. The default CPE username and password are "vigor" and "password". You will
need it when you configure VigorACS server.

DrayTek
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System Maintenance >> TRA069 Setting

ACS and CPE Settings
ACS Server
URL

Username

Password

CPE Client
O Enable & Disable
URL

Port
Username

Password

Periodic Inform Settings

® Disahle
O Enable

Interval Time second(s)

STUN Settings

® Disable
O Enahble

Server IP
Server Port
Minimurn Keep alive Period second(s)

Maxirmum Keep Alive Period second(s)

ACS Server Such data must be typed according to the ACS (Auto
Configuration Server) you want to link. Please refer to
VigorACS user’s manual for detailed information.

URL - Type the URL for VigorACS server.

If the connected CPE needs to be authenticated, please
set URL as the following and type username and
password for VigorACS server:

http://{1P address of
VigorACS}:8080/ACSServer/services/ACSServlet

If the connected CPE does not need to be authenticated
please set URL as the following:

http://{1P address of
VigorACS}:8080/ACSServer/services/UnAuthACSServ
let

Username/Password - Type username and password for
ACS Server for authentication. For example, if you want
to use such CPE with VigorACS, you can type as the
following:

Username: acs
Password: password

CPE Client It is not necessary for you to type them. Such information
is useful for Auto Configuration Server.
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Enable/Disable — Sometimes, port conflict might be
occurred. To solve such problem, you might want to
change port number for CPE. Please click Enable and
change the port number.

Periodic Inform Settings Disable — The system will not send inform message to
ACS server.

Enable — The system will send inform message to ACS
server periodically (with the time set in the box of
interval time).

The default setting is Enable. Please set interval
time or schedule time for the router to send
notification to CPE. Or click Disable to close the
mechanism of notification.

STUN Settings Disable — The system will not send connection request
binding message to STUN server. The default setting is
Disable.

Enable —The system will send connection request
binding message to STUN server.

Server IP — Type the domain name or IP address of the
STUN server.

Server Port —Type the server port. The default setting is
3478.

Minimum Keep Alive Period — The default setting is 60
seconds. It determines the minimum period that the
STUN binding request must be sent by the CPE to
maintain the binding.

Maximum Keep Alive Period - It determines the
maximum period that the STUN binding request must be
sent by the CPE to maintain the binding.

3.16.3 Administrator Password

This page allows you to set new password.

System Maintenance >> Administrator Password Setup

Administrator Password
Old Password
New Password

Confirm Password

Old Password Type in the old password. The factory default setting for
password is blank.

New Password Type in new password in this field.

Confirm Password Type in the new password again.
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When you click OK, the login window will appear. Please use the new password to access
into the web configurator again.

3.16.4 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration.

1.  Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance >> Configuration Backup
Configuration Backup / Restoration

Restoration
Select a configuration file.

Click Restore to upload the file,

Backup
Click Backup to download current running configurations as a file.

[ Backup ] [ Cancel ]

2. Click Backup button to get into the following dialog. Click Save button to open

another dialog for saving configuration as a file.

|

2

2)

You are downloading the File:

config.cfg from 192.168.1.1

“wiould you like to open the file or gave it to your computer?

[ Open ] [ Save ] [ Cancel ] [ Mare [nfo

Always azk before opening thiz tppe of file

3. In Save As dialog, the default filename is config.cfg. You could give it another name
by yourself.
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Save in: @Desktop v: ¢ % E',

:DMy Docurnents

n
| ‘3 _é My Cormputer

My Recent ‘JMy Mebwoark Places
Document: | |BBIRYS-COM Lite

i — () Annex &
L% | mimm

Desktop (2 MwWSnap300
| i TeleDanmark.

[ Taols

.’_/' config

2] vekz_z32_canfig_1

My Documents
& [£] veke_250_config_1

ty Computer
.111 File name: | canfig W
Fdy Metwork, Save as type: Configuration file i

4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.

Note: Backup for Certification must be done independently. The Configuration
Backup does not include information of Certificate.

Restore Configuration

1. Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance == Configuration Backup

Configuration Backup / Restoration

Restoration
Select a configuration file.

Click Restore to upload the file,

Backup
Click Backup to download current running configurations as a file.

[ Backup ] [ Cancel ]

2. Click Browse button to choose the correct configuration file for uploading to the
router.

3. Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.

3.16.5 Syslog/Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get
into the Web Configurator of the router or borrow debug equipments.

DrGYTek 228 VigorPro5510 Series User's Guide



System Maintenance == SysLog / Mail Alert Setup

SysLog / Mail alert Setup

SyslLog Access Setup Mail Alert Setup
[“IEnable Enable Send a test e-mail
Router Mame SMTP Server
Server [P Address Mail To
Destination Port 514 Return-Path
Enable syslog message: authentication

Firewall Log User Narme

YR Log !

User Access Log Rasswor

call Log Enable E-Mail alert:

WAN Log DaS Attack

Router/DSL information IM'FZP _
AI/AV AlertLog Setup Anti-Intrusion
“lEnable Anti-Wirus
alertLog Port a14

a1/8Y attack Log
access Block Log

Ok | [ Clear | [ Cancel
SysLog Access Setup
Enable (Syslog Access...) Check “Enable” to activate function of syslog.
Router Name Assign a name for the router.
Server IP Address The IP address of the Syslog server.
Destination Port Assign a port for the Syslog protocol.
Enable syslog message Check the box listed on this web page to send the

corresponding message of firewall, VPN, User Access,
Call, WAN, Router/DSL information to Syslog.

Al/AV AlertLog Setup
Enable (Alert Setup...) Check “Enable” to activate function of AI/AV attack log.

AlertLog Port Type the port number for the alertlog and Check the box
to send the corresponding message of AlI/AV Attack Log,
Access Block Log to Syslog.

Mail Alert Setup
Enable (Alert Setup...) Check “Enable” to activate function of mail alert.

Send a test e-mail Make a simple test for the e-mail address specified in this
page. Please assign the mail address first and click this
button to execute a test for verify the mail address is
available or not

SMTP Server The IP address of the SMTP server.
Mail To Assign a mail address for sending mails out.

Specify an e-mail address of another mailbox to accept
all returned messages if some fatal problems occur at the
recipient mailbox. The e-mail address typed in this field
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also acts as Sender address while Vigor router sends out
the alert e-mails.

Authentication Check this box to activate this function while using
e-mail application.

User Name Type the user name for authentication.

Password Type the password for authentication.

Enable E-Mail Alert Check the box to send alert message to the e-mail box

while the router detecting the item(s) you specify here.

Click OK to save these settings.

For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the field of Server IP Address

2. Install the Router Tools in the Utility within provided CD. After installation, click on
the Router Tools>>Syslog from program menu.

fi Router Tonk V2.5 ¢ W About Router Tools
'*? Ez Configurator Vigor2100 Seres
B, Firmware Upzrade Utility

@l Tninstall Router Tools ¥2.5.4
@] Visit DrayTek Web Site

3. From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.
Otherwise, you won’t succeed in retrieving information from the router.

Hf DrayTek Syslog 3.7.0

Controls 19216811 | WA Status
- « | o8 Gateway IP (Fixed) Tx Packets T¥ Rate
Pan WigorProS510 series
[ 1721634 [ 108 [ 16
LAM Status
T# Packets R Packets ‘WAl IP (Fixed) R Packets R Rate
[ 198 [ 145 | 172.18.3.220 [ 752 [ 91

Firewall Log | VPN Log || User Access Log || Call Log | WAN Log || Others | Network Information | Net State || Traffic Graph

Host Mame ok-lcogjyiv07Su
NIC Description |Realtek RTL&132 Family PCI Fast Ethernet NIC - Packet Scheduler Minipork ‘
Cn Line Routers NIC Information
MAC Address 00-0E-A6-2A-D5-A1
1P Address Mask. MAC
192,168.1.1 255,255,255.0  00-50-7F-22-33-4 P iddress 192168110 3
Subnet Mask. 255,255.255.0
DNS Servers 168.95.1.1
Default Geteway 192.168.1.1
DHCP Server 192.168.1.1
Lease Obtained Fri Cck 12 04:07:40
< | > Lease Expires Maon Oct 15 04:07:40
2007

ADSL Skatus
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3.16.6 Time and Date
It allows you to specify where the time of the router should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time 2006 Sep 5 Tus 6: 441 17

Time Setup
O Use Browser Time

® Use Internet Time Client

Time Protocol NTP (RFC-1305)
Server IP Address pool.ntp.org
Time Zone (GMT) Greenwich Mean Time : Dublin hd
Enable Daylight Saving |
Automatically Update Interval 30 rin %
[ Ok l [ Cancel ]
Current System Time Click Inquire Time to get the current time.
Use Browser Time Select this option to use the browser time from the remote
administrator PC host as router’s system time.
Use Internet Time Select to inquire time information from Time Server on the
Internet using assigned protocol.
Time Protocol Select a time protocol.
Server IP Address Type the IP address of the time server.
Time Zone Select the time zone where the router is located.
Automatically Update Select a time interval for updating from the NTP server.
Interval

Click OK to save these settings.
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3.16.7 Management

This page allows you to manage the settings for access control, access list, port setup, and
SNMP setup. For example, as to management access control, the port number is used to
send/receive SIP message for building a session. The default value is 5060 and this must
match with the peer Registrar when making VolP calls.

System Maintenance >> Management

Management Setup

Management Access Control

Management Port Setup

[0 allow management fram the Internet & User Define Ports O Default Ports
FTP Server Telnet Port 23 {Default: 23)
HTTP Server HTTP Port &80 (Default: 50)
HTTRS S
Brver HTTPS Port 443 (Default: 443)
Telnet Server
FTP Port 21 :
Dizable PING from the Internet (Default: 21)
- . .
External Device Auto Discovery SNMP Setup

Access List
List IP

1
2

3

Allow management from
the Internet

Disable PING from the
Internet

External Device Auto
Discovery

Access List

User Define Ports
Default Ports

Enable SNMP Agent
Get Community

DrayTek

O Enahle SNMP sgent

Subnet Mask Get Community public

¥ | | Set Community private

v | |Manager Host IP

| | Trap Community public
Motification Haost IP

Trap Timeout 10 seconds

Enable the checkbox to allow system administrators to login
from the Internet. There are several servers provided by the
system to allow you managing the router from Internet. Check
the box(es) to specify.

Check the checkbox to reject all PING packets from the
Internet. For security issue, this function is enabled by default.

Check the checkbox to detect external devices connected to
current router automatically.

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the router.

Subnet Mask - Represent a subnet mask allowed to login to
the router.

Check to specify user-defined port numbers for the Telnet and
HTTP servers.

Check to use standard port numbers for the Telnet and HTTP
Servers.

Check it to enable this function.

Set the name for getting community by typing a proper
character. The default setting is public.
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Set Community Set community by typing a proper name. The default setting is

private.

Manager Host IP Set one host as the manager to execute SNMP function.
Please type in IP address to specify certain host.

Trap Community Set trap community by typing a proper name. The default
setting is public.

Notification Host IP Set the IP address of the host that will receive the trap
community.

Trap Timeout The default setting is 10 seconds.

3.16.8 Reboot System

The Web Configurator may be used to restart your router. Click Reboot System from
System Maintenance to open the following page.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

& Using current configuration
> Using factory default configuration

Auto Reboot Time Schedule

Index(1-15) in Schedule Setup:

Note: Action and Idle Timeout settings will be ignored.

QK ] [ Cancel

If you want to reboot the router using the current configuration, check Using current
configuration and click OK. To reset the router settings to default values, check Using
factory default configuration and click Reboot Now. The router will take 5 seconds to
reboot the system.

In addition, you can enter the index of schedule profiles to reboot your system according to
the preconfigured schedules. When you finish the reboot time schedule, please click OK to
save it. For detailed configuration of time schedule, please refer to section Schedule.
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3.16.9 Firmware Upgrade

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools. The following web page will guide you to upgrade
firmware by using an example. Note that this example is running over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site
is www.draytek.com (or local DrayTek's web site) and FTP site is ftp.draytek.com.

Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade

Web Firmware Upgrade

Select a firmware file,

Click Upgrade to upload the file, Upgrade

TFTP Firmware Upgrade from LAN

Erowse

Current Firmware Version: 3.3.4
Firmware Upgrade Procedures:

Click "OK" to start the TFTP server.

Open the Firmware Upgrade Utility or other 3-party TFTP client software,

Check that the firmware filename is correct.

Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.

after the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware 7

[ R NI

Click OK. The following screen will appear. Please execute the firmware upgrade utility
first.

System Maintenance => Firmware Upgrade

O TETP server is running. Please execute a Firmware Upgrade Utility
software to upgrade router's firmware. This server will be closed by
itself when the firmware upgrading finished.

For the detailed information about firmware update, please go to Chapter 4.
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3.17 Diagnostics
Diagnostic Tools provide a useful way to view or diagnose the status of your Vigor router.
Below shows the menu items for Diagnostics.
Diagnostics
B Dial-out Trigger
B Routing Table

a

P LAN Security Monitar

B Traffic Graph

B FPing Diagnosis

P Trace Route
Top 10

B YWeb Firewall S

3.17.1 Dial-out Trigger

Click Diagnostics and click Dial-out Trigger to open the web page. The internet connection
(e.g., ISDN, PPPoE, PPPOA, etc) is triggered by a package sending from the source IP
address.

Diagnostics == Dial-out Trigger

Dial-out Triggered Packet Header | Refresh |

HEX Format:
00 00 00 OO0 00 00-00 00 00 00 00 00-00 00

00 00 0000 0000 00 00-00 00 000000000000
00 00 00 00 00 00 00 00-00 00 00 00 00 00 0o oo
00 00 00 00 00 00 00 00-00 00 00 00 00 00 4o oo
00 00 0000 0000 00 00-0000 000000000000
00 00 00 00 00 00 00 00-00 00 00 00 00 00 0o oo

Decoded Format:

0.0.0.0 -z 0.0.0.0

Pr 0 len 00}
Decoded Format It shows the source IP address (local), destination IP (remote)
address, the protocol and length of the package.
Refresh Click it to reload the page.
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3.17.2 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Diagnostics >> View Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, B - RIP, * - default, ~ - priwvate -
* 0.0.0.0/ 0.0.0.0 via 172.16.3.1, WAN1
C~ 192.165.1.0/ 255.255.255.0 is directly connected, LAMN
C 172.16.3.0/ 255.255.255.0 is directly connected, WAN1
v
Refresh Click it to reload the page.

3.17.3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

Diagnostics >> View ARP Cache Table

Ethernet ARP Cache Table | Clear | Refresh |
IF Address MAC Address b
192.165.1.10 O0-0E-A6-ZA-D5-A1
172.16.3.19 O0-0D-60-6F-89-CA
172.16.3.163 00-50-7F-11-58-89
172.16.3.156 00-50-7F-14-56-0E
172.16.3.153 00-50-7F-14-57-07
172.16.3.131 00-07-40-82-14-EF
172.16.3.112 00-40-CA-5B-56-BA
172.16.3.114 0O0-DE-AG-4F-10-C4
172.16.3.8 00-11-25-22-66-22
172.16.3.181 00-50-7F-14-55-CF
172.16.3.195 00-50-7F-14-57-AE
172.16.3.174 O0-0C-gE-5E-C8-60
17z.16.3.160 O0-0E-AE-5C-E5C-D9
172.16.3.188 0O0-E0-18-72-2E-11
172.16.3.20 00-0D-60-6F-83-BC w

Refresh Click it to reload the page.
Clear Click it to clear the whole table.
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3.17.4 DHCP Table

The facility provides information on IP address assignments. This information is helpful in

diagnosing network problems, such as IP address conflicts, etc.
Click Diagnostics and click DHCP Table to open the web page.

Diagnostics >> View DHCP Assigned IP Addresses

DHCP IP Assignment Table

DHCP serwver: Running

Index IF Address

1 192.165.1.10

Index

IP Address

MAC Address

Leased Time
HOST ID

Refresh

3.17.5 NAT Sessions Table

HAC Address

00-0E-A6-ZA-D5-141

Leased Time
0:00:02. 630

HOST ID
ok-lecgiviy075u

| Refresh |

~

It displays the connection item number.

It displays the IP address assigned by this router for specified

PC.

It displays the MAC address for the specified PC that DHCP

assigned IP address for it.

It displays the leased time of the specified PC.

It displays the host ID name of the specified PC.

Click it to reload the page.

Click Diagnostics and click NAT Sessions Table to open the setup page.

Diagnostics == NAT Sessions Table

MAT Active Sessions Table

Private IP

19z2.168.1.10
192.165.1.10
122.1658.1.10
192.168.1.10
192 .165.1.10
19z2.168.1.10
192.165.1.10
19z.1658.1.10
192.168.1.10
192.165.1.10
19z2.168.1.10
192.165.1.10
19z2.165.1.10

Private IP:Port

#Pseudo Port
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:Port #Pzeudo Port

Sa29e7
62408
62403
62408
6z 403
52408
62408
62405
62408
62403
52408
62408
62405

207.46.106.104
124.102.258.72
124.39.5.85
84.123.128.129
§4.152.196.45
67.174.114.63
7Z.198.84.127
95.2353.151.47
7E8.137.8.174
201.234.159.9
24.197.127.19
78.131.23.114
§2.30.30.61

| Refresh |

It indicates the source IP address and port of local PC.

It indicates the temporary port of the router used for NAT.
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Peer IP :Port It indicates the destination IP address and port of remote host.
Interface It indicates the interface of the WAN connection.

Refresh Click it to reload the page.

3.17.6 Wireless VLAN Online Station Table

Click Diagnostics and click Wireless VLAN Online Station Table to open the web page. It
will display the IP address, MAC address and Login ID information for all the Wireless
VLAN stations.

Diagnostics >> Wireless VLAN Online Station

Wireless YLAN Online Station Table | Refresh |
IP iddress MAC Address Login ID ~
IP Address Display the IP address of the wireless station.
MAC Address Display the MAC address of the wireless station.
Login ID Display the login ID that the wireless station belongs to.

\ Note: Such feature is available for Vigor5510Gi only.

3.17.7 LAN Security Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoke Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Bandwidth Management >> Sessions Limit

Sessions Limit
) Enable @ Disable

Default Max Sessions; |100
Limitation List
Index Start IP End

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP
Address, TX rate, RX rate or Session link for arranging the data display.
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Diagnostics => LAN Security Monitor

] LAN Security Monitor

Refresh Seconds: [10 ¥ page: |1 ¥ | Refresh |
Index |P Address TX rate{Kbps) RX rate{Khps) Sessions Action

Current / Peak / Speed Current f Peak f Speed Current / Peak

WANL 172.16.2.102 1/ 223/ Auto 4 /790 / Auto 6/ 151
WAN2 - 0/0/Auto 0/0/ Auto /0
Total 1/ 223/ Auto 4 /790 / Auto &/ 151

Mote: 1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes,

2. The IP blocked by the router will be shown in red, and the session column will display the
remaining time that the specified IP will be blocked.

3. (Kbps): shared bandwidth
+ : residual bandwidth used
Current/Peak are average.

LAN Security Monitor Check this box to enable this function.

Refresh Seconds Use the drop down list to choose the time interval of
refreshing data flow that will be done by the system
automatically.

10 v

Refresh Click this link to refresh this page manually.

Index Display the number of the data flow.

IP Address Display the IP address of the monitored device.

TX rate (kbps) Display the transmission speed of the monitored device.
RX rate (kbps) Display the receiving speed of the monitored device.
Sessions Display the session number that you specified in Limit

Session web page.

Action Block - can prevent specified PC accessing into Internet
within 5 minutes.
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Current /Peak/Speed

3.17.8 Traffic Graph

Page: |1 ¥ | Refresh |

ps) Sessions Action
1/ 100 Block

Unblock - the device with the IP address will be blocked in
five minutes. The remaining time will be shown on the session
column.

Page: 1 |» | Refresh |

Sessions Action
blocked / 299 Unhlock

Current means current transmission rate and receiving rate
for WAN1/WANZ2.

Peak means the highest peak value detected by the router in
data transmission.

Speed means line speed specified in WAN>>General. If you
do not specify any rate at that page, here will display Auto for
instead.

Click Diagnostics and click Traffic Graph to pen the web page. Choose WAN1
Bandwidth/WANZ2 Bandwidth, Sessions, daily or weekly for viewing different traffic graph.
Click Refresh to renew the graph at any time. The following two figures display different

charts by daily and weekly.

Diagnostics == Traffic Graph

Sessions

DrayTek

Refresh Minisy: |1 ¥ | Refresh |
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Diagnostics >> Traffic Graph

Show Chart: | WANT Bandwidth v |'Weekly v Refrash Min(s): |1 ¥ | Refresh |
18

WETHY LHE Uoahgdy | 1ALy

The horizontal axis represents time. Yet the vertical axis has different meanings. For
WAN1/WAN2 Bandwidth chart, the numbers displayed on vertical axis represent the
numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.

3.17.9 Ping Diagnosis

Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnestics => Ping Diagnosis

Ping Diagnosis
Wote: If you want to ping a LAN PC or you don't want to specify
which WaN to ping through, please select "Unspecified".
Ping through: |Unspecified v
Ping to: [Host/IP 1+ 1P address:
Run

Result | Clear |

Ping through Use the drop down list to choose the WAN interface that you
want to ping through or choose Unspecified to be determined
by the router automatically.

Ping through; | Unspecified »
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Ping to Use the drop down list to choose the destination that you want
to ping.

Ring to: Host fIP w

GateWaﬂ

GateWay?
DN

IP Address Type in the IP address of the Host/IP that you want to ping.

Run Click this button to start the ping work. The result will be
displayed on the screen.

Clear Click this link to remove the result on the window.

3.17.10 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to
trace the routes from router to the host. Simply type the IP address of the host in the box and
click Run. The result of route trace will be shown on the screen.

Diagnostics >> Trace Route

Trace Route

Trace through: Unspecified +

Protocol: ICWIP »
Host / IP Address: Run
Result | Clear |
Trace through Use the drop down list to choose the WAN interface that you want

Protocol

Host/IP Address

DrayTek

to ping through or choose Unspecified to be determined by the
router automatically.

Trace through: Unspecified »

It indicates the IP address of the host.
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Run

Clear

3.17.11 AV/Al Top 10

This page provides information for the Top 10 of Anti-Virus and Anti-Intrusion signatures

used frequently.

Click this button to start route tracing work.

Click this link to remove the result on the window.

Diagnostics >> Top 10 Information

AY Top 10 List
No

L o' T I o I L O

iy
o

Al Top 10 List
Mo

L e o A LTE I i )

—
o
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SID
21593
22361
22417
341946
35493
35496
35497
35682
35636
35687

SID

1336

1467
432
433
434
431
=1
286
439
440

count

o

o o o o o o o o o

count

o

T e S e e o s Y o o |
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Name
Bagle.AC
Bagle AF
Bagle.AG
Bagle.BL

Bagle.BY-2
Bagle.BZ-1
Bagle.B7.2
Bagle.CB
Bagle.CD-1
Bagle.CD-2

Name
Eormat String %n%n%n%n

| Refresh |

SHELLCODE MIPS Ultrix NOOP

Trin00 attacker to master
Trin00 attacker to master2
Trin00 attacker to master3
shaft client login handler
CVS BSD heap overflow
CVS Solaris heap overflow

DNS named overflow ADMROCKS

DNS named overflow
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3.17.12 Web Firewall Syslog

This page displays the time and message for firewall settings. You can check Enable Web
Firewall Syslog and choose the display mode you want. Later, the event of firewall will be
shown for your reference.

Diagnostics == Web Firewall Syslog

[#] Enable web Firewall Syslog Display Mode Stop record when fulls -
| Refresh | Clear |
Time Message
2008-12-03 [FILTER][Pass][lan- >wan, 0:59:07.410][@5:R=2:2, 172.16.2.25:48430-
10:59:51 +139.175.55.244:53][UDP][HLen=20, TLen=78]
2008-12-03 [FILTER][Pass][lan- >wan, 0:59:07.370][@5:R=2:2, 172.16.2.25:48428-
10:59:51 >139.175.55.244:53][UDP][HLen=20, TLen=81]

[FILTER][Pass][lan- »wan, 0:59:07.370][@5:R=2:2, 172.16.2.25:60843-

2008-12-03  _508.83.137.114:2703][TCPI[HLen=20, TLen=60, Flag=S, Seq=2780745383, Ack=0,

10:59:51 ;
Win=5840]

2008-12-03 [FILTER][Pass][lan- >wan, 0:59:07.340][@5:R=2:2, 172.16.2.25:48427-
10:59:51 >139.175.55.244:53][UDP][HLen=20, TLen=78]

2008-12-03 [FILTER][Pass][lan- >wan, 0:59:07.330][@S:R=2:2, 172.16.2.25:48426-
10:59:51 >139.175.55.244:53][UDP][HLen=20, TLen=77]

2008-12-03 [FILTER][Pass][lan- >wan, 0:59:07.290][@S:R=2:2, 172.16.2.25:48425-
10:59:51 >139.175.55.244:53][UDP][HLen=20, TLen=80]

2008-12-03 [FILTER][Pass][lan- >wan, 0:59:07.250][@5:R=2:2, 172.16.2.25:48424-
10:59:51 =139.175.55.244:53][UDPI[HLen=20, TLen=76]

Display Maode | Ztop record when fulls w

Always record the new event
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4 Registration for the Router

To use the anti-intrusion, anti-virus, anti-spam and WCF features of VigorPro series router,
you have to create a new account, finish the registration for that account by using the router
and complete the registration for the Vigor router. After finishing the registration of the
router, you can download the newly update types and rules of anti-intrusion, anti-virus,
anti-spam and WCF during the valid time of the license key you purchased.

There are two ways to create and activate new account. One is created by accessing
http://myvigor.draytek.com (refer to section 4.1), the other is from router’s web configurator
(refer to section 4.2).

After activating the new account, you have to register your router from router’s web
configurator (refer to section 4.3). Follow the steps listed below to finish the registration and
activation.

Note: The website of MyVigor (a server located on http://myvigor.draytek.com) provides
several useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.)
to filtering the web pages for the sake of protecting your system.

4.1 Creating and Activating an Account from MyVigor Website

Follow the steps below to create an account for MyVigor.

1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then,
click the link Click here! to access into next page.

Dray Tek
/ I

MyVigor for you o

About Us

MyVigor website replaces the VigorPro site as DrayTek's portal site for I:I
Product the latest products and services in network security, including Anti- Userhame
My Information Wirus, Anti-Spam. Web Content Filter... efc. The products and functions Password
VigorPro that are supported In this site include: O :l
VigorPro Unified Security Firewall series
Qbk qVd
« Activation of Commtouch™ GlobalView Web Content Filter If you can't resd ths AuthCods , Click here
license key
« Activation of DT Anti-Virus license key I Login I
« Activation of Kaspersky Anti-Virus license key 4 — —
« Activation of Commtouch™ Anti-Spam license key and
membership

Not registered yet ? Click here !

Vigor routers (for models that support CDmmlDuchTM)

« Activation of Commtouch™ GlobalView Web Content Filter
license key

The MyVigor website contains a trail version of Commtouch ™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

Flease use |E 5.0 or sbove

{ resolution 1024 * 788 ) for best More customer-oriented services are planned for MyVigOl’ site for the
display. © DrayTek Corp. near future.

|
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2. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. Agresmert

eperso“m Information Draytek provides Myigor(myvigor dravtek com) service according to this agresment. When you use
Myigor service, it means that vou have read, understand and agree to accept the items listed in this
agreement. Draytek can modity or change the content of the tems without any reasons. s

| >

[

6Preferences suggested for you to natice the medications or changes at any time. If you still use MyVigor service
after knowing the modifications sand changes of this service, t means you have resd, understand and
agres to accept the modifications and changes. If you do not agree the content of this agreement,

] please stop using MyWigor service.
eCompletlon

2. Registration
To use this service, you have to agres the follovwing conditions:

(&) Provide your complete and correct information according to the registration steps of this service

ou provide any incorrect of fake information here. DravTek has the right to pause or terminale Y

have read and understand the abowve Agreement. (Use the seroll barto view the entire agreement)

[[=<Back | [ Accept>> |

3. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile.(Fields marked by (*) are required)

Account Information

0Aureemem Pt Mary | [_Check Account |
(3~ 20 characters )

Password:™ | sl I
_ (4~ 20 characters : Do not set the same as the usemame.)
Confirm Password:™ .. |

Personal Information

ePlefalences First Name:™ |Mary |
Last Name:* |‘I'sd |
Gcnmplerlon Company Name: |Tech Ltd. |
Email Address:™ |mary_te d@tech.com |

Pleasze note that a walid E-mail address is required to receive the Subsciiption Code. Vou will
need this code to activate your account.

Tel: o |-

Country:” [swirzerLAND |

[ <<Back | [ Continue>> |
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4.  Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
o,Agreement
What kind of anti-virus do you use? |Arm\u"ir v
. . . | . =
Personal I would like to subscribe to the MyVigor e-letter.
Information 1 would like to receive DrayTek product news.

Please select the mail server for receiving the

a a A Global Server | %

GCompletion

<<Elack] [ Continue == ]

5. Now you have created an account successfully. Click START.
Create an account - Please enter personal profile.
oAgreement
A confirmation email has been sent to mary_ted@tech.com
GP Please click on the activation link n the email
ersonal .
oo to activate your account
ePreferences sTART
6.

Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#HEFE Thiz 13 an automated message from mywvigor draytels com #4++*
Thank you (Mary) for creating an account.
FPleasze click on the actrvation link below to activate yvour account

Link : Activate my Account
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7. Click the Activate my Account link to enable the account that you created. The
following screen will be shown to verify the register process is finished. Please click
Login.

Register Search for this site
Register Confirm

The Confirm message of New Owner{Mary) maybe timeout
Please try again or contact to draytek.com

8. When you see the following page, please type in the account and password (that you
just created) in the fields of UserName and Password. Then type the code in the box
of Auth Code according to the value displayed on the right side of it.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

Lserarme : |M3-1‘5’ |
Passward : ‘iiii ‘
Auth Code : TdhelC "r4 h e 1 C

If wou cannot read the ward, click here

Forget password? Login

Don't have a MyVigor Account 7 Create an account now

If you are having difficulty logging in. contact our customer service.
Customer Service : (888) 2 597 2727 or
email to Webmaster@draytek com

9.  Now, click Login. Your account has been activated. You can access into MyVigor
server to activate the service (e.g., WCF) that you want.
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4.2 Creating and Activating an Account from Router Web
Configurator

You can also create and register a new account from the web configurator of the VigorPro
router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Do not type any word on the window and click
OK.
2. From the router’s web page, please open Defense Configuration >>Activation. Or,
Click CSM>> Web Content Filter Profile.
B Anti-Intrusion
B Anti-irus
to Block P APP Enforcement Profile
ature Upgrade P URL Content Filter Profile
Content Filter Profile I
3. You will get the following page. Click the Activate link from the Activation web page.
Defense Configuration == Activation Activate via interface - | WWAN 1 b
Anti-Intrusion/ Anti-V¥irus License Activate
[Status:Mot Activated]
Anti-Spam License Activate
[Status:Mot Activated]
Web-Filter License Activate
[Status:Mot Activated]
Authentication Message
Or

CSM => Web Content Filter Profile

Web-Filter License

Activate
[Status:CT-CF]

[Start Date: 2010-02-26 Expire Date:2010-03-29]

Setup Query Server auto-selected Find more
Setup Test Server [auto-selected Eind more

Test a site to verify whether it is categorized
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4.  Click the Activate link. A login page for MyVigor web site will pop up automatically.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

LUzertame | |

Password | |

Auth Cose [ AYi GXZ

If you cannot read the word, click here

Forget password? [ Login

Don't have a My\igor Account ? Create an account now

If you are having difficulty logging in, contact cur customer service.
Customer Servios : (BE8) 3 597 2727 or
email to ‘webmaster@draytek com

5.  Click the link of Create an account now.

6. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. Agresment

GPersonal Infermation Draytek provides hyiigor(myvigor draytek com) service according to this agresment. Yaben you use

Myigor service, it means that you have read, understand and agree to accept the tems listed in this

agreement. Draytek can modity or change the content of the tems without any reasons. it is

BP references suggested for you to notice the medications or changes at any time. If you still use MyYigor service
after knowing the modifications and changes of this service, it means you have read, understand and

agree to accept the modifications and changes. If you do not agree the contert of this agreement,
R please stop using MyWigar service.
eCOmpletlon

2. Registration

3

[

To use this service, you have to agree the following conditions:

(&) Provide your complete and correct information according to the registration steps of this service.

(1t wou provide sny incorrect or fake intormation here, DrayTek has the rioht to nause or terminate >

hawe read and understand the above Agreement. (Use the seroll barto wiew the entire agreement)

[<<Back ] l Accept == ]
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7. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile.(Fields marked by (*) are required)

Account Information

om_lleemem

Userlame:* |Mary

| l Check Account ]

(3 ~20 characters)

I....

Password:” e —— s J
_ 4~ 20 characters : Do not set the same as the username.)
Confirm Password:® |-... ‘

Personal Information

ePleielences

First Name:” |_Mary

Last Name:* |Ted

otompletion

Company Name: |Tech Ltd

Email Address:” |m_ary__ted@t5:h. com

Please nota that 4 valid E-mall address is required to receive the Subscription Code. You will

nead this code to activate your account.

Tel: o [®

Country.” [swirzerLaND

Career” Superviser >

v

[ <<Back | [ Continue>> |

8.  Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

cAg reement

How did you find out about this website?

What kind of antivirus do you use?

Personal

Information I would like to receive DrayTek product news.

Please select the mail server for receiving the

GComplelion
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9.  Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

GAg reement

A confirmation email has been sent to mary_tedi@tech.com
Please click on the activation link: in the email

Personal

Information

to actrvate your account
ePreferences ‘TART
eCumpletinn

10. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#AEEF Thiz 13 an avtotnated message from myvigor. draytel comm, e
Thank you (Mary) for creating an account.
Please chck on the activation ink below to activate your account

Link : Activate my Account

11. Click the Activate my Account link to enable the account that you created. The
following screen will be shown to verify the register process is finished. Please click
Login.

Register Search for this site |[60]

Register Confirm

Thanlk for your register in WigorPro Web Site
The Register process is completed
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12.  When you see the following page, please type in the account and password (that you
just created) in the fields of UserName and Password.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMame :

Pasgward :

Auth Code :

Don't have a MyWigor Account ?

=

Tahel
If you cannot read the ward, click here

Forget password? Login

T4hel1C

Create an account now

If you are having difficulty legging in, contact cur customer service.
Customer Service : (B86) 2 597 2727 or
email to :Webmaster@draytek.com

13. Now, click Login. Your account has been activated. You can access into MyVigor
server to activate the service (e.g., WCF) that you want.

——“ DrayTek will maintain a database of MAC address/serial number of shipped
E goods. Only products with shipping records can be registered. If your
VigorPro 5510 cannot hook up to your account, please contact your reseller

or DrayTek’s technical support.
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4.3 Registering Your Vigor Router

DrayTek

You have activated the new account for the router. Now, it is the time for you to register
your vigor router. Open Defense Configuration >>Activation. Registering Vigor router
should be done just for once. If the router has been registered previously, the system will
not allow you to register the router again. After finishing the router registration, you can
activate Anti-Virus, Anti-Intrusion, Anti-Spam and Web Content Filter respectively.

1.

3.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will

open to ask for username and password. Do not type any word on the window and click
OK.

From the router’s web page, please open Defense Configuration >>Activation.

Defense Configuration

P Anti-Intrusion

You will see the following web page. Click one of the Activate links from the
Activation web page.

Defense Configuration == Activation Activate via interface = | WAN 1 b

Anti-Intrusion/ Anti-¥irus License Activate
[Status:Mot Activated]

Anti-Spam License Activate
[Status:Mot Activated]

Web-Filter License Activate

[Status:Mot Activated]

suthentication Message
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4. A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMame :

Pasgward :

Auth Code : T4 h e C

If you cannot read the ward, click here

Forget password? Login

Don't have a MyWigor Account ? Create an account now

If you are having difficulty legging in, contact cur customer service.
Customer Servics : (B88) 3 897 2727 or
email to :Webmaster@draytek.com

5. The following page will be displayed after you logging in VigorPro server. From this
page, please click Add.

My Information

Welcome,Mary

Last Login Time : -

Last Login From : --

Current Login Time : 2010-03-29 12:09:34
Current Login From : 172.16.3.102

Rowo PageMo : E]

Your Device List

Serial Number | Host .
D Device Name
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6.  When the following page appears, please type in Nick Name (for the router) and choose
the right purchase date from the popup calendar (it appears when you click on the box
of Purchase Date).

M_],"' Product Search for this site

Registration Device

Serial number : 2010003140901
Nickname :* 2510ni1
Registration Date : *  |05-03-2010

DD H [ Cancel ] [ Subrnit ]

Wk Mon Tue Wed Thu Fri Sat Sun
17 1 2
1g k] 4 =1 = 7 a2 El
19 i0 11 12 13 14 15 1&
20 17 1= 19 20 21 22 I3
21 24 25 26 27 28 29 0
22 31

Today iz Mon, 3 May 2010

7. After adding the basic information for the router, please click Submit.

My Product Search far this site| |[ =0 ]

Registration Device

Serial number : 200709210001
Nickname :* |551D |
Registration Date : * 11-16-2008 |

[ Cancel ] Submit ]

8. Now, your router information has been added to the database. Click OK to leave this
web page and return to My Product web page.

Tour dewice has been successfully added to the database.
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9.  Now, you have finished the procedure for registering your router.

My Information

Welcome,sandyni

Last Login Time : 2010-05-03 14:23:.09
Last Legin From : 172.16.1.15

Current Login Time : 2010-05-03 14:258:31
Current Login From : 172.16.1.15

Fowlo PagelMo :

Serial Number [ Host ID Device Name Model MNote
201005031 40901 5510ni “igorPro5510

4.4 Activating Anti-Virus/Anti-Intrusion/Anti-Spam/WCF Service

After registering your vigor router, you have to follow the steps listed below to activate
anti-virus/anti-intrusion/anti-spam/web content filter (WCF) service to obtain full security
for your computer.

4.4.1 For Anti-Virus and Anti-Intrusion Service

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. From the router’s web page, please open Defense Configuration >>Activation. You
will see the following web page.

3. Click the Activate link from Anti-Intrusion/Anti-Virus License to activate
Anti-Intrusion/Anti-Virus service.

Defense Configuration == Activation Activate via interface = | WAN 1 b
Anti-Intrusion/ Anti-¥irus License Activate

[Status:Mot Activated]

Anti-Spam License Activate
[Status:Mot Activated]

Web-Filter License Activate
[Status:Mot Activated]

suthentication Message

MehFilter intrhentirate succes=fnl 20NN=-N1-01 NN:=N1:=75
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4. A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMName : |M315' |

Passward : |-l“ ‘

Auth Code : T4 h e 1 C

I you cannot read theword, click Here

Forget passjord?

Don't have a MyVigor Account ? Create an account now

If you are having difficulty legging in, contact our customer service.
Custorner Service : (B88) 3 897 2727 or
email to :webmaster@draytek.com

5. On the web page of My Product, you can find a list of the devices that you add with
the above steps. Currently, you just have added VigorPro 5510. Please click the serial
number link.

My Information

Welcome,sandyni

Last Login Time : 2010-05-03 14:23:09
Last Login From : 172.16.1.15

Current Login Time : 2010-05-03 14:28:31
Current Login From : 172.16.1.15

Rowha Fagelo :

Your Device List

20100503140901 5510ni “igorPra5510 -
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6. From the Device’s Service section, click the Trial button for AlI-AV (Anti-Intrusion &
Anti-Virus) service with provider DT-DT.

Device Information

Mickname : 5510ni
Serial : 20100503 140901
Madel : VigorPro5510

[ Rename H Delete H Transfer H Back

[Service | Provider | Acion | Status | St Date | Expired Date

A? AL pTDT ® o ] ]
,ﬂ\? A DTkL CIEL i i
¥ wWCE  CT-CF @ o ] _
® a5 cTCH ® o i i

Means such service iz inuse. Trial
. Allowws you to have the free trial for

. Means such service is not in use.

zervice.
. Means such service has not been activated yet.

Means such service is inuse and will be invalid soon Alloees you to renew service
(le=ss than one manth). licenze.
Allowes you to activate service,
Rename It allows you to change the account name.
Delete It allows you to delete account name used currently.
Transfer It allows you to transfer the VigorPro device together with

applied license to someone who has already registered another
account in www.vigorpro.com. Be sure to press this button to
transfer the product to whom you want to give. Otherwise
he/she might not be able to maintain the license hooked up to
the VigorPro device.

Back It allows you to return to the previous account.
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7. In the following page, check the box of “I have read and accept the above
Agreement”. The system will find out the date for you to activate this version of
service. Then, click Next.

Confirm Message

User Name : sandyni
Serial : 2010050314091
Model : “igorPros510

DrayTek VigorPro Series End-User License Agreement

[ 3 E

IMPORTANT:

DrayTek I3 WILLING To LICENIE THE ENCLOIED 3ICOFTWARE TO YoOU ONLY
OFCM THE CONDITION THAT YOU ACCEFT ALL OF THE TERMS CONTAINED

IN THIZ LICENSE AGREEMENT. PLEL3E EEAD THE TERM2 CAREFULLY

BEFORE COMFLETING THE IMNSTALLATION FPROCESS A% INSTALLING THE
SOFTWARE WILL INDICATE ¥YOUR AZSENT TO THEM. IF YoU DO NOT AGREE

T2 THESE TEEMZ, THEN DrayTek I3 UNWILLING TO LICEN3E THE A

| have read and acceptthe above Agreement. (Please chedk this bo:)

Note: DT-DT means you can acquire the anti-intrusion and anti-virus services
from DrayTek Corporation.

8. When this page appears, click Register.

Apply For A License Number

Service Mame:  Al-AV
STEP 2
Enable itll  Enable the VigerPro Statistical Reporting

|[ Register ]

Activation Date (MM-DD-Y Y YY) ||35-D3-2E|1U

9.  Next, the DrayTek Service Activation screen will be shown as the following:

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Anti-Virus Z010-05-03 2011-05-04 oDT-0T
Web Content filter --- --- Mot Activated
Anti-Spam - -—- Mot Activated

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Copyright © DrayTek Corp. All Rights Reserved.

Close
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(Above figure supposes you have not activated Anti-Spam and Web Content Filter
yet.)

10. Click Close.

11. Open Defense Configuration>>Activation page of the router’s web configurator. The
start date and expire date for the license are shown in this page.

Defense Configuration == Activation Activate via interface ;| YWAN 1 hd
Anti-Intrusion/Anti-Virus License Activate
(Status:OT-DT] [Start Date:2010-05-03 Expire Date:2011-05-04] I

Anti-Spam License Activate
[Status: Mot Activated]

web-Filter License Activate

[Status:Mot Activated]

Authentication Message

AV/LI, Get new license successful, 2010-05-03 06:31:09
Aetivated Wiz, Activated Wizard query license
06:07:27

WehFilter, serwvice not actiwvate Z010-04-28 05:43:24
Anti-3pam, sService not activate Z010-04-25 05:4353:24
AV/AT, service not activate 2010-04-28 05:43:24

status Successful, 2010-05-03

Mote: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
If vou change the service provider, the configuration of the function will be reset.

[ Ok ] ’ Cancel ]

12. Click Activate to access into VigorPro website again. Open the following page. You
will see the Al-AV (with provider DT-DT) service as been activated and in use.

Device Information

Nickname : 5510ni
Serial : 20100503 140901
Maodel : VigorPro5510

[ Rename ” Delete ” Transfer ” Back

Service | Provider Action Status | Start Date | Expired Date
OT-DT @ on] 2010:05-03  2011-05-04

Ak DTKL ® o : :

% wWoF  CT-CF @ on ] _

®ss T @ o i i

Now, you have finished Anti-Intrusion/Anti-Virus configuration.
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4.4.2 For Anti-Spam Service

Please follow the steps below to activate Anti-Spam Service for your system.

Getting 30 Days of Free Charge

1.  Open a web browser on your PC and type http://192.168.1.1. A pop-up window will

open to ask for username and password.

From the router’s web page, please open Defense Configuration >>Activation. You
will see the following web page.

B Anti-lntrusion

B Aty
B Anti

3. Click the Activate link from Anti-Spam License to activate Anti-Spam service.

Defense Configuration == Activation Activate via interface ;| YWARN 1 hd

Anti-Intrusion/Anti-Yirus License
[Status:DT-0T]  [Start Date:2010-05-03 Expire Date:2011-05-04]

Anti-Spam License
[Status:Mot Activated]

web-Filter License
[Status:Mot Activated]

Activate

Activate

authentication Message

AV/LI, Get new license successful, 2010-05-03 06:31:09

Letivated Wiz, Activated Wizard gquery license

status 3uccessful, Z010-05-03
Og:07:27

WebFilter, service not activate 2010-04-285 05:43:24
Anti-3pam, service not activate Z010-04-25 05:43:24
AV/AI, service not activate Z010-04-28 05:43:24

Note: If you want to use email alert or syslog, please configure the SyslLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

Ok ] ’ Cancel
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4. A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMName : |M315' |

Passward : |-l“ ‘

Auth Code : T4 h e 1 C

It you cannot read the ward, click here

Forget password? Login

Don't have a MyVigor Account ? Create an account now

If you are having difficulty legging in, contact our customer service.
Custorner Service : (B88) 3 897 2727 or
email to :webmaster@draytek.com

5. On the web page of My Product, click the Trial button for AS (Anti-Spam) service.

Device Information

Nickname : 5510ni
Serial : 20100503 140901
Model : VigorPro5510

[Rename H Delete H Transfer H Back J

f Expired License

e e o T =X P
DA pror ®[on] 2010-05-03 2011-05-04

A? - 1 . :
= wWeFE  CT-CF Trial On - _

®as  cTOH ® o : :
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6. Inthis page, check the box of “I have read and accept the above Agreement”. The

system will find out the date for you to activate this version of service. Then, click
Next.

Confirm Message

Cancel

User Name : sandyni
Serial : 20100503140901
Model : “igorProS510

End User License Agreement

[l 3 E

for Anti-3pam service on VigorPro router

Ver 1.0

FLEASE RELD THIZ 3OQOFTWARE LICENSE AGREEMENT (LICENMNSE) CAREFULLY
BEFORE DOWNLOADING OR OQOTHERWISE U3SING THE JO0FTWARE. BY
DOWNLOADING, INSTALLING OR U3IING THE SOFTWARE, YTOU ARE AGREEING
TCO BEE BOUND BEY THE TERM3 OF THIS LICEMNSE. IF ¥OU DO MNOT AGREE

W

\ Note: CTCH means you can acquire anti-spam service from Commtouch. |

I hawe read and acceptthe abowe Agreement. (Flease check this b,

7. When this page appears, click Register.

Apply For A License Number

Cancel

Service Name:  AS
STEP 2

Activation Date (M-DD-¥Y Y Y): |U5-D3-QD1U [ Register ]

8.  Next, the DrayTek Service Activation screen will be shown as the following.

DrayTek Service Activation

Service Mame Start Date Expire Date Status

Anti-Yirus 2010-05-03 Z011-05-04 oT-OT
Weh Content filter -— o

Mot Activated
Anti-Spam 2010-05-03 2010-06-02 CTCH

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Copyright @ DrayTek Corp. All Rights Reserwed.

Close
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9. Click Close.

10. Open Defense Configuration>>Activation page of the router’s web configurator

. The
start date and expire date for the license are shown in this page.

Defense Configuration >> Activation Activate via interface = | VAN 1 »

Anti-Intrusion/ Anti-¥irus License

Activate
[Status:DT-DT] [Start Date:2010-05-03 Expire Date:2011-05-04]
Anti-Snam license Activate
I[Status:CTCH] [Start Date:2010-05-03 Expire Date:2010-06-02]
web-Filter License Activate
[Status: Mot activated]

Authentication Message

Aetivated Wiz,
O0g:07:27

Anti-Spat,
AV/AI,

Aetivated Wizard gquery license status Successful, Z010-05-03

et new license successful, Z2010-05-03 O06:41:43
Get new license successful, 2010-05-03 06:31:09

Note: If you want to use email alert or syslog, please configure the SyslLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

[ Ok l [ Cancel ]

Now, you have finished all the procedure for activating Anti-Spam service for your router.

Note: You are allowed to use this version (with anti-spam feature) for 30 days after

registration for your router. In addition, you will be informed with an e-mail before expire
date of this version.
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4.4.3 For WCF (Web Content Filter) Service

Please follow the steps below to activate WCF Service for your system.

1. Open aweb browser on your PC and type http://192.168.1.1. A pop-up window will

open to ask for username and password.

From the router’s web page, please open Defense Configuration >>Activation. You
will see the following web page.

-anfiguration

Anti-Intrusion

1ature Upgrade

Status

3. Click the Activate link from Web-Filter License to activate WCF service.

Defense Configuration == Activation Activate via interface = | YWARN 1 v

Anti-Intrusion/ Anti-¥irus License

Activate
[Status:DT-DT]

[Start Date:2010-05-03 Expire Date:2011-05-04]

Anti-Spam License
[Status:CTCH]  [Start Date:2010-05-03 Expire Date:2010-06-02]

Web-Filter License
[Status:Mot Activated]

Authentication Message

Activate

hAetivated Wiz,
06:07:27
Anti-Spam,

Ietivated Wizard query license status Successful, 2010-05-03

Get new license successful, 2Z010-05-03 O06:41:43
AV/AL, Get new license successful, 2010-05-03 06:31:09

Mote: If you want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

8124 ] ’ Cancel
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4. A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMName : |M315' |

Passward : |-l“ ‘

Auth Code : T4 h e 1 C

It you cannot read the ward, click here

Forget password? Login

Don't have a MyVigor Account ? Create an account now

If you are having difficulty legging in, contact our customer service.
Custorner Service : (B88) 3 897 2727 or
email to :webmaster@draytek.com

5. On the web page of My Product, click the Trial button for WCF (Web Content Filter)
service.

Device Information

Nickname : 5510ni
Serial : 20100503 140901
Model : VigorPro5510

[ Rename H Delete J[ Transfer H Back ]

U A e B
DA pror ®[0n] 2010-05-03 2011-05-04

A? A DKL CYER i i
¥ wor  CT.CF ® o ] )
® as  CTCH 2010-05-03  2010-06-02

. leans such service iz in use. .
. Means such service i not in use. Allowys wou to have the free trial for

) . SEFYiceE.
. Means such service has not been activated yet.

lMeans such service iz in use and will be invalid s0on Alloves you to renew service
(le=zs than one month). license.

Alloves you to activate service.,
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6. Inthis page, check the box of “I have read and accept the above Agreement”. The
system will find out the date for you to activate this version of service. Then, click
Next.

Confirm Message

User Name : sandyni
Serial : 20100503140901
Model : “igorPro5510

End User License Agreement

(1 e E

for Anti-3pam Service oh VigorPro router

Wer 1.0

FPLEASE READ THIS 3JOFTWARE LICEMN3E AGREEMENT (LICEN3E) CAREFULLY
BEFORE DOWNLOADING OF CTHERWISE USING THE 3CFTWARE. BY
DOWNLOADING, INSTALLING OR T3IING THE 3JIOFTWARE, ¥OU ARE AGREEING

TCO BE BOUND BY THE TERMS OF THIS LICEN3E. IF YOU DO NOT AGREE W

| hawve read and acoept the abowe Agreement. (Please chedk this bos).

7. When this page appears, click Register.

Apply For A License Number

Serice Mame:  WCF
STEP 2

Activation Date (MM-DD-Y ¥ Y): |E|5-U3-2EI1D |[ Register l

8.  Next, the DrayTek Service Activation screen will be shown as the following.

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Anti-Yirus 2010-05-03 2011-05-04 DT-DT
Weh Content filter Z010-05-03 Z010-06-02 CT-CF
Anti-Spam 2010-05-03 2010-06-02 CTCH

Please check if the license fits with the service provider of your signature, To ensure
narmal operation for your router, update your signature again is recommended.

Copyright ® DrayTek Corp. All Rights Reserved.

Close
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9. Click Close.

10. Open Defense Configuration>>Activation page of the router’s web configurator. The
start date and expire date for the license are shown in this page.

Defense Configuration == Activation Activate via interface ;| YWAN 1 hd

Anti-Intrusion/Anti-Yirus License

Activate
[Status:DT-DT] [Start Date:2010-05-03 Expire Date:2011-05-04]
Anti-Spam License Activate
[Status:CTCH] [Start Date:2010-05-03 Expire Date:2010-05-02]
web-Filter License Activate

[Status:CT-CF]

[Start Date:2010-05-03 Expire Date:2010-06-02]

authentication Message

WehFilter,
Anti-Spam,
AV/LI,

Get new license successful, 2010-05-03 06:57:32
Get new license successful, 2010-05-03 06:41:43
Get new license successful, 2010-05-03 06:31:09

Mote: If wou want to use email alert or syslog, please configure the Sysl og/Mail Alert Setup page.
If you change the service prowvider, the configuration of the function will be reset.

[ Ok ] [ Cancel ]

Now, you have finished all the procedure for activating WCF service for your router.

Note: You are allowed to use this version (with WCF feature) for few days after

registration for your router. In addition, you will be informed with an e-mail before expire
date of this version.
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4.5 Backup and Upgrade Signature for Anti-Intrusion/Anti-Virus

You can get the most updated signature from DrayTek’s server if the license key of
anti-virus/anti-intrusion for the VigorPro 5510 is not expired. Before you upgrade the
signature, please check the validation information either from WEB user interface of
VigorPro 5510 or account information from www.vigorpro.com.

1. Open aweb browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Do not type any word on the window and click
OK.

2. From the router’s web page, please open Defense Configuration >>Signature
Upgrade. You will see the following web page.

Defense Configuration

B Anti-lntrusion

" Auto Block

3. On Signature Upgrade web page, locate Backup and Download Now!!!.

Defense Configuration == Signature Upgrade

Signature Upgrade Setting

Signature Yersion : DT-KL_2_46.0.0

Signature Build Date : Wed Jan 13 10:02:36.00 2010

Upgrade via interface : WAL 1 hd

Setup download server auto-selected find more
Setup query server auto-selected find more

Signature authentication/download message:

Upgrade Manually Import ] [ Backup ] [ Download Now 11

Upgrade Automatically

Time for Backup

Before changing other license, it is suggested for you to backup the original signature first.
To backup current signature with the filename vigorpro.sig, click Backup.

Time for Download

After changing other license, it is suggested for you to download newly update signature for
your router. To download newly update anti-intrusion and anti-virus from VigorPro website,
please click Download Now!!!.

DrGYTek 270 VigorPro5510 Series User's Guide



Time for Import

Backup files can be imported whenever you want. To use a saved signature information,

please click Import.

In addition, users can specify certain time for executing the upgrade automatically by the
router. Remember to check the Schedule Update box and click OK to activate the time

settings.

4.6 Enabling Anti-Virus/Anti-Intrusion/Anti-Spam/WCF

After applying an account, registering your account and router, you have to access into the
web page of Vigor router to enable Anti-Virus/Anti-Intrusion/Anti-Spam/Web Content Filter
(WCF) functions. There are two ways to enable it.

A. For the default rule of firewall, please open Firewall>>General Setup page. Check the
box of Enable for Anti-Intrusion and choose proper action (profile) from the drop down
list of Anti-Virus. Next, click OK to finish the procedure of activation.

Firewall >> General Setup

General Setup

call Filter & Enable
O Disable
Data Filter @ Enable
O Disable

Actions for default rule:

Start Filter Set

Start Filter Set

Application Action/Profile

Filter Pass v

IM/P2P Filter Mone +

URL Content Filter Mone #

Web Content Filter Mone hd

Anti-\Virus MNaone v

Anti-Intrusion [ Enable
~Anii-Spam Mane 7.

Advance Setting

Set#l v

Setf2 v

Syslog

Ooooooood

Accept large incoming fragmented UDP or ICMP packets { for some games, ex, C5 )

[ Enable Transparent mode
Strict Security Checking

[ anti-virus

VigorPro5510 Series User's Guide
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B. For specified filter rule (there are twelve filter sets in Firewall, and each set is allowed to
set seven filter rules), please check the box of Enable for Anti-Intrusion and choose
proper action (profile) from the drop down list of Anti-Virus/Anti-Spam/Web Content
Filter. Next, click OK to finish the procedure of activation.

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Check to enable the Filter Rule
Comments:

Index{1-158% in Schedule Setup:

Block NetBios

1l 1l 1l

Direction: LAN -2 WWAN v
Source IF: Ay
Destination IP: Any
Service Type: TCRADP, Port: from 137~139 to undefined
Fragments: Dan't Care v
Application Action/Profile Syslog
Filter: Paszs If Mo Further Match » O
Branch to Other Filter Set: Mone %
IM/P2P Filter: MNone » O
URL Content Filter MNone + O

ilter Llone s O
Anti -Virus: None O
AntiIntrusion: [ Enable O
Anti-Spam: MNane v O
Asdvance Setting

[ Ok ] [ Clear ] [ Cancel ]

If you did not check the Anti-Intrusion box and choose a proper profile for
Anti-Virus/Anti-Spam/Web Content Filter, you still cannot use the
Anti-Intrusion/Anti-Virus/Anti-Spam/Web Content Filter function even if you finished all

the relational profiles.

DrayTek
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C5/ Application and Examples

5.1 Create a LAN-to-LAN Connection Between Remote Office
and Headquarter

The most common case is that you may want to connect to network securely, such as the
remote branch office and headquarter. According to the network structure as shown in the
below illustration, you may follow the steps to create a LAN-to-LAN profile. These two
networks (LANSs) should NOT have the same network address.

Router B
220.135.240.210

Router A
220.135.240.208

Headquarter

192.168.1.0 192.168.2.0

Mail Server

Settings in Router A in headquarter:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then,

For using PPP based services, such as PPTP, L2TP, you have to set general settings in
PPP General Setup.
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VPN and Remote Access == PPP General Setup

PPP General Setup

PPP/MP Protocol IP address Assignment for Dial-In Users
jal- When DHCP Disable set

Dial-In PPP AP or CHAP ( . )

Authentication sssigned IP range 1592.168.1.200

Dial-In PPP Encryption ;

(MPPE} Optional MPPE v

Mutual suthentication (PaPY O ves @ No

Username

Password

For using 1PSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IPSec General Setup, such as the pre-shared key that both
parties have known.

VPN and Remote Access >> IPSec General Setup

¥PN IKE/IPSec General Setup
Dial-in Set up for Remate Dial-in users and Dynamic [P Client {LAN to LAN],
IKE Authentication Method

Pre-Shared Key ssene

Confirm Pre-Shared Key [TYTY)
IPSec Security Method
Mediurm {AH)
Data will be authentic, but will not be encrypted.

High (ESPY DES 3DES AES
Data will be encrypted and authentic,

[ [0]24 ] [ Cancel ]

Go to LAN-to-LAN. Click on one index number to edit a profile.

Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mare Branch1 Call Direction @ poth © Dial-out O Dial-In
Enable this profile O always an
Idle Timeout 300 second(s)

VPN Connection Through: [¥VANT First | [ Enable PING to keep alive

Metbios Maming Packet ®Pass OBlock PING to the IP

Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with
the selected Dial-Out method.
If an IPSec-based service is selected, you should further specify the remote peer IP

Address, IKE Authentication Method and IPSec Security Method for this Dial-Out
connection.

274 VigorPro5510 Series User's Guide



2. Dial-Out Settings
Type of Server I am calling
O 130N
O PRTP
@ IPSec Tunnel
O L2TP with IPSec Palicy

Dial Mumber for ISOM or
Server IP/Host Mame for WPN.
(such as 5551234, draytek.com or 123.45.67.89)

220.135.240.210

Link Type

Username

Password

PPP Authentication

on

W] Compression Off

IKE Authentication Method
® Pre-Shared key
IKE Pre-Shared Key

O Digital Signature{.5093

IPSec Security Method
® Medium{aH)
O High(ESP)

Index(1-15) in Schedule Setup:

Callback Function {CBCP)
[0 require Remata to Callback
[] Provide ISDM Humber to Remote

If a PPP-based service is selected, you should further specify the remote peer IP

Address, Username, Password,

Dial-Out connection.

2. Dial-Out Settings
Type of Server I am calling
O 10N
@ PPTP
O 1psec Tunnel
O L2TP with IPSec Policy

Dial Mumber for ISDM or
Server IP/Host Name for WP,
{such as 8551234, draytek.com or 123.45.67.83)

220.135.240.210

connection.

PPP Authentication and VVJ Compression for this

Link Type

Usernarne draytek
Password LITIT]

PPP Authentication PAPICHAP ~
W] Compression ® on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(,509)

IPSec Security Method
@ Medium{AH)
O HightESP)

Index{1-15) in Schedule Setup:

Gallback Function {CBGP)
[0 Require Remate to Callback
[ Provide ISDN Number to Remote

Set Dial-In settings to as shown below to allow Router B dial-in to build VPN

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.
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3. Dial-In Settings
Allowed Dial-In Type

O 1som Username
O prTR Password
IPSec Tunnel W1 Compression on Off

[ L2TP with IPSec Palicy
IKE Authentication Method

Pre-Shared K
Specify 1SDN CLID or Remote YPN Gateway | SOPTe Shared Key
Peer ISDN Number or Peer ¥Ph Server IP IKE Pre-Shared Key

220.135.240.210 [pigital Signatura(®.509)
or Peer ID
IPSec Security Method
Medium (AH)
High (ESP}
DES 3DES AES

Callback Function (CBCP)
Enable Callback Function
Use the Following Number to Callback

Callback Number

Callback Budget minuteds)

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-1In Settings
allowed Dial-In Type

7 1504 Username draytek
PRTP Passward soned|
O 1rsec Tunnel W] Compression ® on O Off

[] L2TP with IPSec Policy
IKE Authentication Method

Pre-Shared K
Specify ISOM CLID or Remote VPN Gateway " ared KBy

Peer ISDN Mumber or Pear YPN Server IP
220.135.240.210 Digital Signature(x.509)

or Peer ID
IPSec Security Method
Medium (AH)
High (ESP)
DES 3DES AES

Callback Function {CBCP)
Enable Callback Function
Use the Following NMumber to Callback
Callback Mumber

Callback Budgst minutels)

7. At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router
A can direct the packets destined to the remote network to Router B via the VPN

connection.
Iy AN TP nooo RIP Direction Disable hd
Remaote Gataway IP 0000 From first subnet to remote network, you have to
0.0 do
Remote Metwork IP 192.168.2.0

Route
Remote Metwork Mask 2552552650

Change default route to this YPN tunnel { Only

single Wal supports this )

[ Ok ] [ Clear ] [ Cancel ]

Settings in Router B in the remote office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.
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2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

VPN and Remote Access == PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
ial- When DHCP Disable set

Dial-In PPP PAP or CHAP v i )

Authentication Assigned IP range 192.168.2.200

Dial-In PPP Encryption :

(MPPE) Ciptional MPPE hd

Mutual Authentication (PaPy O ves ® Mo

Username

Password

For using 1PSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IPSec General Setup, such as the pre-shared key that both
parties have known.

VPN and Remote Access >> IPSec General Setup

¥PN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN to LAND,
IKE Authentication Method

Pre-Shared Key [TYTY)
Confirm Pre-Shared Key [TYTY)
IPSec Security Method

Medium ¢AH)

Data will be authentic, but will not be encrypted.

High (ESP) DES 3DES AES
Data will be encrypted and authentic.

[ Ok ] [ Cancel ]

Go to LAN-to-LAN. Click on one index number to edit a profile.

4.  Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame Branch1 Call Direction ® poth © Dial-out O Dial-In
Enable this profile O always an
Idle Timeout 300 second(s)

YPN Connection Through: [ YWANT First [J Enable PING to keep alive

Metbios Maming Packet ®pass Qelock PING ta the IP

5.  Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with
the selected Dial-Out method.

If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out
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connection.

2. Dial-Out Settings

Type of Server I am calling Link Type
) 1SDN Usermame
O PPTP

Password

® 1PSec Tunnel PPP Authentication

) L2TP with [PSec Policy V1 Comprassion on off

Dial Number for ISDM ar P
Server IP/Host Name far VPN, IKE Authentication Method

(such as 5551234, draytek.com or 123.45.67.85) @ Pre-Shared key

220.135.240.208 IKE Pre-Shared Key

> Digital Signature(x,503)

IPSec Security Method
@ Medium{4H)
& High(ESP)

Index(1-15) in Schedule Setup:

Gallback Function (CBGP)
[ require Remote to Callback
[0 Provide ISDN Mumber to Remote

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, PPP Authentication and VVJ Compression for this
Dial-Out connection.

2. Dial-Out Settings

Type of Server 1 am calling

Link Type
O 150N Username draytek
® PRTR Password [TITT]
© IPSec Tunnel PPP Authentication PAPICHAR v
O L2TP with IPSec Paolicy 43 Compression @ on O off

Dial Mumber for ISDN or
Server IP/Host Mame for WPH.
(such as 5551234, draytek.com or 123.45.67.89) Pre-Shared Key

220.135.240.208

IKE Authentication Method

Digital Signature(x.509)

IPSec Security Method
@ Medium{aH)
QO High(ESP)

Index(1-15) in Schedule Setup:

Callback Function (CBCP})
[ reguire Remote to Callback
[ provide ISDN Number to Remote

6. Set Dial-In settings to as shown below to allow Router A dial-in to build VPN
connection.

If an IPSec-based service is selected, you may further specify the remote peer IP

Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.
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3. Dial-In Settings
Allowed Dial-In Type
[ 1sDM
O ppTP
IPSec Tunnel
[0 L2TP with IPSec Policy

Specify ISON CLID or Remote ¥PN Gateway
Peer ISDN Mumber ar Peer YPN Server IP
220.135.240.208

or Peer ID

Usernarme
Passwaord

W] Compression an Off

IKE Authentication Method
Pre-Shared Key

IKE Pre-Shared Key

[ bigital Signature(x.509%

IPSec Security Method
Mediurm (4H)
High (ESP)

DES 30ES AES

Callback Function {CBCP)
Enable Callback Function
Use the Following Number to Callback
Callback Number

Callback Budget minute(s)

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-In Settings
Allowed Dial-In Type
[ 1s0M
PPTP
[ 1psec Tunnel
[ L2TP with IPSec Policy

Specify [SDN CLID or Remote VPN Gateway
Peer ISDN Mumber or Peer ¥PN Server IP
220.135.240.208

or Pear ID

Username draytek
Password sssns
Y1 Compression ® on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(x, 509}

IPSec Security Method
Medium (AH)
High (ESP)
DES 3DES AES

Callback Function {(CBCP)
Enable Callback Function
Use the Following Mumber to Callback

Callback Number

Callback Budget minute(s)

7. At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router
B can direct the packets destined to the remote network to Router A via the VPN

connection.
My WAN IP 0.0.0.0
Remote Gateway IP 0.0oo
Rermote Metwork IP 192.168.1.0

Rermote Metwork Mask

Mare

RIP Direction Digable v

From first subnet to remote network, you have to
do

Route

2552552550

Change default route to this WPN tunnel { Only
single WaAMN supports this )

oK ||

Clear l [ Cancel ]
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5.2 Create a Remote Dial-in User Connection Between the
Teleworker and Headquarter

The other common case is that you, as a teleworker, may want to connect to the enterprise
network securely. According to the network structure as shown in the below illustration, you

may follow the steps to create a Remote User Profile and install Smart VPN Client on the
remote host.

VPN Router
210.135.240.208

Remote Network
192.168.1.0

<——Dialln

192.168.1.6 for IPSec
210.135.240.210 for
PPTP or L2TP

192.168.1.2 192.168.1.3

Settings in VPN Router in the enterprise office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In PRP PAP 0r CHAP Start IP address 192.168.1.200
authentication

Dial-In PPP Encryption :

(MPPE) | Optional MPPE v

Mutual Authentication (PP O Yes @ Mo

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IKE/IPSec General Setup, such as the pre-shared key that both
parties have known.
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VPN and Remote Access >> IPSec General Setup

¥PN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN to LAND,

IKE Authentication Method
Pre-Shared Key

Confirm Pre-Shared Key [TYTY)
IPSec Security Method
Mediurm {AH)

Data will be authentic, but will not be encrypted.

High (ESP) DES 3DES AES
Data will be encrypted and authentic.

[ ok

] [ Cancel ]

Go to Remote Dial-In Users. Click on one index number to edit a profile.

4.  Set Dial-In settings to as shown below to allow the remote user dial-in to build VPN

connection.

If an IPSec service is selected, you may further specify the remote peer IP Address,
IKE Authentication Method and IPSec Security Method for this Dial-In connection.
Otherwise, it will apply the settings defined in IPSec General Setup above.

VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication
Enable this account
Idle Timeout

300 second(s)

Allowed Dial-In Type

[ 1soM

O rrTR

IPSec Tunnel

[ L2TP with IPSec Palicy
[ s5L Tunnel

Specify Remote Node
Remote Client IP or Peer ISDN Mumber
210.135.240.210

Username 299

Password

IKE Authentication Method
Pre-Shared Key

[ Digital Signature (%.509)

IPSec Security Method

Medium (AH)
High (ESP3
DES 3DES AES
Local ID {optional)

Callback Function
Check to enable Callback function
Specify the callback number
Callback Mumber
Check to enable Callback Budget Control

Callback Budget minutels)

or Peer ID
Methios Maming Packet ®Pass QBlock
S55L ¥PN
Set SSL Web Prox
Lok ]|

Clear ] [ Cancel ]

If a PPTP service is selected, you should further specify the remote peer IP Address,
Username, Password, and VVJ Compression for this Dial-In connection.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication
Enable this account Username 77
Idle Timeout secondis) Password l:l
allowed Dial-In Type IKE Authentication Method
] 1sDM Pre-Shared Key
[ 1psec Tunnel [ pigital Signature (+.509)

[ L2TP with 1PSec Policy

[0 ssL Tunnel
IPSec Security Method
- )
Specify Remote Node Medium ¢4H)

Remate Client IP or Peer ISDM Mumber High (ESP)

210.135.240.210 DES 30DES AES
orpeero| | esio [ | (optionaiy

Mathios Maming Packet @ pass QBlock

SSL YPN Callback Function
Set SSL Web Proxy Check to enable Callback function

Specify the callback number

Check to enable Callback Budget Control

Callback Budget I:I minutels)

[ Ok ] [ Clear ] [ Cancel ]

Settings in the remote host:

1. For Win98/ME, you may use "Dial-up Networking" to create the PPTP tunnel to Vigor
router. For Win2000/XP, please use "Network and Dial-up connections™ or “Smart
VPN Client”, complimentary software to help you create PPTP, L2TP, and L2TP over
IPSec tunnel. You can find it in CD-ROM in the package or go to www.draytek.com
download center. Install as instructed.

2. After successful installation, for the first time user, you should click on the Step 0.
Configure button. Reboot the host.

. Smart YPH Client 3.2.2 (WinEP) Al=.3]

Step 0.

This step will add the ProhibitIpSec registry value to computer in
order to configure a L2TPIPSec connection using a pre-shared key
or a L2TP connection. For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base,

Step 1, Dial to ISP
IF wou have already gotten a public IP, vou can skip this step.

- V
Step 2. Connect to YPM Server
2=
’ Insert l [ Remove ]
Skakus: Mo connection PPTP ISP & VPN @

3. In Step 2. Connect to VPN Server, click Insert button to add a new entry.
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If an IPSec-based service is selected as shown below,

Dial To VPN X

Session MName: |E)fFice |

YPM Server IPJHOST Mamefsuch as 123.45,67.69 or draytek.com)

192.168.1.1 |

User Mame : | |

Passward ! | g i |

Twpe of YPH
COPPTP CiLatp

(I LZTP over IPSec

PPTP Encryption

[ Use default gateway on remote network

You may further specify the method you use to get IP, the security method, and
authentication method. If the Pre-Shared Key is selected, it should be consistent with
the one set in VPN router.

IPSec Policy Sethng

My IP : |172.16.3.100 |
Type of IPSec

() standard IPSec Tunnel

Remate Subnet : | 3 ¥ |

Remate Subret Mask ! [ i : 25 |

(&) Virkure 1P | DrayTek Virture Interface R i
(%) Obtain an IP address automatically (DHCP over IPSec)

() Specify an IP address }

IP Address: | i : ; |

Subnet Mask: | o= EER d !

Security Method
) Medium{aH)

authority Method
() Pre-shared Key ! |*"""** |

() Certification Authority:

If a PPP-based service is selected, you should further specify the remote VPN server IP
address, Username, Password, and encryption method. The User Name and Password
should be consistent with the one set up in the VPN router. To use default gateway on
remote network means that all the packets of remote host will be directed to VPN
server then forwarded to Internet. This will make the remote host seem to be working
in the enterprise network.
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Dial To YEN

Session Mame: office

WPM Server IPMHOST Mamefsuch as 123.45.67.89 or dravtek.com)

192.168.1,1
User Mame : ﬂraytek_userl
Password | btk
Type of VPR
(I FPTP CiLete
() IPSec Turnel (IL2TP aver IPSec

PPTP Encrypkion
O Mo encryption
@k

Ch TMaximum strength encryption

Use default gateway on remate netwark

4.  Click Connect button to build connection. When the connection is successful, you will
find a green light on the right down corner.

5.3 QoS Setting Example

Assume a teleworker sometimes works at home and takes care of children. When working
time, he would use Vigor router at home to connect to the server in the headquarter office
downtown via either HTTPS or VPN to check email and access internal database.
Meanwhile, children may chat on Skype in the restroom.

1. Go to Bandwidth Management>>Quality of Service.

Bandwidth Management >> Quality of Service

General Setup

Class Class Class upp
Index Status Bandwidth Directon 1 2 a Others Bandwidth
Control
WaMN1 Disable 10000Kbps/10000Kbps 2E%  2E% 25% EE% Inactive Setup
WANZ Disable 10000kbps/10000Kbps 25% 25% 25%  25% Inactive Setup

Class Rule

Index Name Rule Service Type
Class 1 Edit

Class 2 Edit Edit
Class 3 Edit

2. Click Setup link for WAN1. Make sure the QoS Control on the left corner is checked.
And select BOTH as the Direction.

WAN1 General Setup
[*]Enable the QoS Control |OUT v

WARMN Inboun

3.  Set Inbound/Outbound bandwidth.
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Bandwidth Management >> Quality of Service

WAN1 General Setup
Enable the QoS Control |BOTH

WAk Inbound Bandwidth 10000 Khps

Wal Outbound Bandwidth 10000 Khps

Note: The rate of outbound/inbound must be smaller than the real bandwidth to
ensure correct calculation of QoS. It is suggested to set the bandwidth value for
inbound/outbound as 80% - 85% of physical network speed provided by ISP to
maximize the QoS performance.

4.  Return to previous page. Enter the Name of Index Class 1 by clicking Edit link. Type
the name “E-mail” for Class 1.

Bandwidth Management >> Quality of Service

Class Index #1

Marme Ernail

NO Status Local Address Remote Address lefSer_v Service Type
CodePoint
1® Active Any Any IP precedence 2 SMTP(TCP:25)

[Add | [Edit | [Delete]

[ Ok ] [ Cancel ]

5. For this index, the user will set reserved bandwidth (e.g., 25%) for Email using
protocol POP3 and SMTP.

Bandwidth Management == Quality of Service

WAN1 General Setup
Enable the QoS Control [OUT +

war Inbound Bandwidth 10000 Kbps
WaN Outbound Bandwidth 10000 Khps
Index Class Name Reserved_bandwidth Ratio
Class 1 25 95
Class 2 25 95
Class 3 25 95
Others 95
[ Enable UDP Bandwidth Contral Limited_bandwidth Ratio %

[ outhound TCP ACK Prioritize

[ Qe ] [ Clear ] [ Cancel ]

6. Return to previous page. Enter the Name of Index Class 2 by clicking Edit link. In this
index, the user will set reserved bandwidth (e.g., 25%) for HTTP.

7. Click Setup link for WANL.
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Bandwidth Management >> Quality of Service

General Setup

. . GClass Class Class UDF:
Index Status Bandwidth Directon 1 2 3 Others Bandwidth
Control

IWANl Disable 10000Kbps/10000Kbps 289% 25% 25% 259% Inactive Setup I
waMz Disable 10000Kbps/10000Kbps 25%  25%  25% 25% Inactive Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 2 Edit

8.  Check Enable UDP Bandwidth Control on the bottom to prevent enormous UDP
traffic of VoIP influent other application, and click OK.

Bandwidth Management > Quality of Service

WAN1 General Setup

Enable the Qo8 Control |BOTH v

Wal Inbound Bandwidth 10000 Khps
W sl Outhound Bandwidth 10000 Khps
Index Cclass Name Reserved_bandwidth Ratio

Class 1 E-mail %
Class 2 HTTPS "
Class 3 %

Others I:I%

Enable UDP Bandwidth Contrg Limited_bandwidth Ratio g
LI Outbound TCP ACK Priorntize

’ Ok ] [ Clear ] [ Cancel ]

9. If the worker has connected to the headquarter using host to host VPN tunnel. (Please
refer to Chapter 3 VPN for detail instruction), he may set up an index for it. Enter the
Class Name of Index 3. In this index, he will set reserve bandwidth for 1 VPN tunnel.

VPN Router
w, 210.135.240.208

E . Ty
A VPN Tunnel
) .-_: I|
Private Netwoark Cooperate Netwoark
192.168.1.0 182.168.2.0

10. Click edit to open a new window.
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Bandwidth Management == Quality of Service

Class Index #1

Mame Test

NO Status Local Address Remote Address C[;TESPE;;:lt Service Type
1 Empty - = - -

[Add | [ Edit | [Delete |

[ Ok ] ’ Cancel ]

11. First, check the ACT box. Then click Edit of Local Address to set a worker’s subnet
address. Click Edit of Remote Address to set headquarter’s subnet address. Leave
other fields and click OK.

Bandwidth Management == Quality of Service

Rule Edit
O acT
Local Address
Remote address
DiffServ CodePaint ANY hd
Service Type ANY v

Mote: Please choose/setup the Service Type first,

[ Ok ] [ Cancel

5.4 LAN - Created by Using NAT

An example of default setting and the corresponding deployment are shown below. The
default Vigor router private IP address/Subnet Mask is 192.168.1.1/255.255.255.0. The
built-in DHCP server is enabled so it assigns every local NATed host an IP address of
192.168.1.x starting from 192.168.1.10.

Internet

m DHCP Server
Public IP Address =

—— e e = o o

Private Subnet
Router IP Address:192.168.1.1

L BE

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

You can just set the settings wrapped inside the red rectangles to fit the request of NAT
usage.
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LAN => General Setup

Ethernet TCP / IP and DHCP Setup

LAN IP Wetwork Configuration DHCP Server Configuration

For NAT Usage ®Enahle Server O Disable Server
1st IP Address relay agent: O 1st Subnet 2nd Subnet
1st Subnet Mask Start 1P Address 192.168.1.10

For IP Routing Usage O Enable & Disable IP Pool Counts

2nd IP Address Gateway IP address

i
|

2nd Subnet Mask 2552552550 DHCP Server IP Address

for Relay Agent
[ 2l ST (P St ] DNS Server IP Address

[J Force DMS manual setting

i w
RIP Protocol Control Disable Primary IP Address  [168.95.1.1

Secondary IP Address

|
|

To use another DHCP server in the network rather than the built-in one of Vigor Router, you
have to change the settings as show below.

Internet

Public IF Address m

220.135.240.207

.

Private Subnet 5l R
Router IP Address:192.168.1.1 I

192 188.1.22 192 168.1.11
DHCP Server

182.188.3.22 192.16&.3.11

You can just set the settings wrapped inside the red rectangles to fit the request of NAT
usage.

LAN >> General Setup

Ethernet TCP / IP and DHCP Setup
LAN IP Network Configuration DHGP Server Configuration
For NAT Usage (OEnable Server & Disable Server

1st IP Address 192.168.1.1 Relay agent: O 1st Subnet  2nd Subnet
1st Subnet Mask 255 255 2551 Start IP Address [lozree110 ]
For IP Routing Usage O Enable @ Disable IP Pool Counts |:|

znd IP Address 52.168.2.1 Gateway IP Address  [19215811 |
2nd Subnet Mask 2552052850 DHCF Server IP Address |:|
for Relay agent

[ 2nd Subnet DHCP Senver ] DNS Server IP Address

[ Force DMS manual setting

RIP Protocol Control Disable v Primary IF Address 1689511
Secondary IP Address |:|
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5.5 Upgrade Firmware for Your Router

Before upgrading your router firmware, you need to install the Router Tools. The Firmware

Upgrade Utility is included in the tools.
1. Go to www.draytek.com.

2. Access into Support >> Downloads. Please find out Firmware menu and click it.
Search the model you have and click on it to download the newly update firmware for

your router.

About DrayTek Products Support Education
Home > Support > Downloads

Downloads - Firmware

Model Hame Firmware Version Release Date
Vigor120 series 3.2.21 26/06/2009
Vigor2100 series 2.6.2 26/02/2008
Vigor2104 series 2573 1310212008
Vigor2110 series 3.3.0 2510612009
Vigor2200/XKNW/E 231 22/09/2004
Vigor2200Eplus 2.57 18/02/2009
Vigor2200USB 2.3.10 16/03/2005

Partners Contact Us

Downloads

Firmware
Driver
Utility
Utility Introduction
Datasheet

R&TTE Certification

3. Access into Support >> Downloads. Please find out Utility menu and click it.

Home > Support > Utility

About DrayTek

Products

Support Education

Partners Contact Us

Downloads
Tools Hame Release Date Version 0s Support Model B
Router Tools 2009/06/18 4.2.0 MS-Windows All Modules
Driver
Syslog Tools 2009/06/18 4.2.0 MS-Windows XP All Modules
MS-Vista Utility
VigorPro Alert Notice 2009/06/03 1.1.0 MS-Windows XP VigorPro 100 series Utility Introduction
Tools { Multi- MS-Vista VigorPro 5500 series
language ) VigorPro 5510 series Datasheet
NIQOr 1D DI Seties R&TTE Certification
Smart VPN Client 2009/05/25 3.6.3 MS-Windows XP All Modules
{ Multi- MS-Vista
language )
Smart Monitor 2009/03/25 2.0 MS-Windows XP Vigor2950 series

4. Click on the link of Router Tools to download the file. After downloading the files,
please decompressed the file onto your host.
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5. Double click on the icon of router tool. The setup wizard will appear.

{5 Setup - DrayTek Router Tools ¥4.2.0 E]|E|E|

Welcome to the DrayTek Router
Tools ¥4.2.0 Setup Wizard
Thiz will install DirayT ek Router Toals %4.2.0 on your computer.

It iz recommended that pou close &l other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

] r1svazn
TSy [y Tek Ronter Tools ¥4 2.0 Betop
I ‘e Dra}rTek com.
6. Follow the onscreen instructions to install the tool. Finally, click Finish to end the
installation.

7. From the Start menu, open Programs and choose Router Tools XXX >> Firmware
Upgrade Utility.

%, Firmware Upgrade Utility 3.5 1 A=l
Time Cuk{Sec, ) Router IP;
5 | [.]
Part Firrnware file;
69 [..]
Password:

8. Type in your router IP, usually 192.168.1.1.

9. Click the button to the right side of Firmware file typing box. Locate the files that you
download from the company web sites. You will find out two files with different
extension names, xxxx.all (keep the old custom settings) and xxxx.rst (reset all the
custom settings to default settings). Choose any one of them that you need.

. Firmware Opgrade Thility 3.5.1

Time Quk{Sec, ) Router IP;

5 192.168.1.1 [..]
Part Firrnware File:

a9 |C:'|,D|:u:uments and Settings'l,CarriE| E]
Password:

Send
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10. Click Send.

5. Firmware Upgrade Dtility 2.5.1

Time Quk{Sec, ) Router IP;

s | |192.168.1.1 (]
Port Firrmmare file:

|6'9 | |C:'|,D|:u:ument5 and Settings'l,CarriE| E]
Password:

| | &bort Zend
Sending. ..

IO |

Now the firmware update is finished.
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5.6 Request a certificate from a CA server on Windows CA
Server

CA ServerA CAServerB

Internet

9 User imports the certificate
as local certificate to Vigor
Router via Web GUI

o Userrequests a certificate
issued by CA ServerAand

Saves it.

1. Go to Certificate Management and choose Local Certificate.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration
Name Subject Status Modify

e Delete

—— — e Wiew Delete

GENERATE | [ IMPORT | [ REFRESH |
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2.

You can click GENERATE button to start to edit a certificate request. Enter the

information in the certificate request.

Certificate Management >> Local Certificate

Generate Certificate Signing Request

Certificate Name |Local 1

Subject Alternative Name

Type

Domain Mame

I Doemain MName VI

Idra\ﬁek.com

Subject Name
Country (C)

State (ST)

Location (L}
Organization (O]
Organization Unit (OU)
Common Mame (TN}

Email (E)

TV

IDraytek

IVigor

[press@draytek com

Key Type
Key Size

RSAF®

I 1024 Bit 'I

3.

Generate

Certificate Management >> Local Certificate

Copy and save the X509 Local Certificate Requet as a text file and save it for later use.

X509 Local Certificate Configuration

] htp 1992631 1MoeELACH?il Stn

[Z Cerhficate Sigming Heruest Informahon - Wmndows Internet Explorer

Name Subject Status Modify
Local 1 JC=TW/O=Draytek/CN=Vigor/ema... Requesting Delete
77 e =it View Delete
= === s View Delete
GENERATE MPORT | REFRESH/'

Certificate Signing Request Information

Certificate Name :

Issuer :

Subject @

Subject Allzmative Nare :
valid From :

Vahd Ta @

Local 1

C=TW, O=Draytek, CM-Vigo~, emailAdcress —press@dr.
DNS:diay lek.com

tek.com

PEM Format Contant :

B -ua Qo

AN ZNaxTIAM
CODNERYS050
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DrayTek

Connect to CA server via web browser. Follow the instruction to submit the request.
Below we take a Windows 2000 CA server for example. Select Request a Certificate.

Microsoft Cettific ate

Welcome

You use this web site to request a certificate for your wieb browser, e-mail client, or other secure program. Once you acquire a cerificate, you

will be able to securaly identify yourself to other peaple over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select a task:
O Retrieve the CA certificate or certificate revocation list
®Request a certificate
O Check on a pending certificate

Select Advanced request.

Microsoft Certificat

Choose Request Type

Please select the type of request you would like to make

O User certificate request

® Advanced request

Select Submit a certificate request a base64 encoded PKCS #10 file or a renewal
request using a base64 encoded PKCS #7 file

Microsoft Certificate Services - vigor

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification
authority (CA) will determine the certificates that you can obtain

© Submit a certificate request to this CA using a form
@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a baset4 encoded PKCS #7 file,

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must have an enroliment agent centificate to submn & request for another user.

Import the X509 Local Certificate Requet text file. Select Router (Offline request) or
IPSec (Offline request) below.
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Microsoft Certi

Submit A Saved Request

Faste a basefd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web
server) into the request field to submit the request to the certification authority (CA)

Saved Request:

77777 BEGIN CERTIFICATE REQUEST---—-- |
MIIBgiCCARMCAQAWQTELMAKGAIUEERNCVFCXEDLO
BaseB4 Encoded |BokghkiGOwOBCOEWEXEYIXNzQGRYTI10ZVSuYZ9t |
Certificate Request | A4GNADCEiQKBgQDQYBT7umZF£FhNG/ Te(nG03 Zk++
(PKCS #10 or #7).  hX4bpaocUF9dloACGGiN/ teBOckde ZAPFFVIZCFS
®x¢ GOATCTwO/ £QzpxroCwlITILE 130/ BnovE0951G v
£ | >

Browse for a file to insert

Certificate Template:

Adrministrator v

Administrator
Additional Attribul Authenticated Session
Basic EFS =l
. |EFS Recovery Agent |
Attributes: ||oo

IPSEC (Offline reguest ||

guest)
Subordinate Certification Authority
Web Server

Then you have done the request and the server now issues you a certificate. Select Base
64 encoded certificate and Download CA certificate. Now you should get a certificate
(.cer file) and save it.

Back to Vigor router, go to Local Certificate. Click IMPORT button to open next
page.

Certificate Management == Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
Local 1 /C=TW/0O=Draytek/CN=Vigor/ema... Requesting Viewl Delete |

s, i --- Viewl Deletel
et 5 == Viewl Deletel

GENERATE |

REFRESH |

Browse the file to import the certificate (.cer file) into Vigor router.

Certificate Management »> Local Certificate

Import X509 Local Certificate

Upload Local Certificate
Select a local certificate file.

Certificate file: ID:icerlnew.cer

Click Import to upload the local certificate.

Upload PKCS12 Certificate
Select a PKCS12 file.

PKCS12 file: |

Password:

Click Import to upload the PKCS12 file.

Import Cancel

Upload Certificate and Private Key
Select a certificate file and a matchable Private Key.

Certificate file: |

Key ﬁle:l

Passwaord:

Click Import to upload the local certificate and private key.

Import Cancel
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7. When the file is imported successfully, the following dialog will appear.

Certificate Management == Local Certificate

Import X509 Local Certificate

Congratulation!
Local Certificate has been imported successfully.

Please click Back | to wiew the certificate.

8. You may review the detail information of the certificate by clicking View button.

Certificate Management => Local Certificate

X509 Local Certificate Configuration

Name

Local 1

Jemailaddress=press@draytek....

Status Modify

Delete
e Wiew Delete
--- View Delete

{= Certificate Information - Windows Internet Explorer

£] e M216E 1 IMuHLOC VL] L

=10l x

Certificate Infarmation

=

Certificate name : Loczl 1

Issuer : C=TW, O=vigor, OU=kd5, CN=radiusCA

Suoject enaildddress=press@draytek.com, GETW, C=Draytek, CN=Vigor
Suoject Alternative Name : DNS:draytsk.com

Vaid From : Apr 19 03:32:22 2010 GMT

Vaid To : Apr 18 03:32:22 2012 GMT

PEM Format Content :

eMAABARIAVZANIg

DrayTek
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5.7 Request a CA Certificate and Set as Trusted on Windows
CA Server

CA ServerA CAServerB

Interhet
9 User imports the certificate
as local certificate to Vigor
Router via Web GUI

o User requests a certificate
issued by CAServerAand
Savesiit.

Use web browser connecting to the CA server that you would like to retrieve its CA
certificate. Click Retrive the CA certificate or certificate recoring list.

7} Microsoft Certificate Services - Microsoft Internet Explorer

BRE #HO BAD FHEFW TAD HEOD w
Qt=- 0 [¥[@ o Lus Josmez @we @ 1- 12 F- 3

D) |@ http172 16 2 17 sartard

Y|B6E EE
msa - | v| pus - smesm | (EE X HERERE G5 - o Homal S Messazer (B HEMIN

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people aver the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request
Select a task:

@Retrieve the CA certificate or certificate revocation list

O Request a certificate

O Check on a pending certificate
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2. In Choose file to download, click CA Certificate Current and Base 64 encoded, and
Download CA certificate to save the .cer. file.

A Microsoft Cerlificate Services - Microsoft Internet Explorer ==X
EEE #EER BRO FHSFW ITAD HEO N

QtE- QO ¥ RFAG P Jranez @ue @ -2 5- 5%

AT | ] hitpa172.16.2.1 70hcertsrvicertcare asp

v| BBz EE >

msa" - | v Pis - JEERT (BB XOHEMERE 019 - o Hotei G Mesenger [ Bl Man

Microsoft Cettificate

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cedification path to allow your computer to trust certificates issued from this certification authority.

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically

Choose file to download:

CA Certificate: [f
Previous [vigor]

ODER encoded or @ Base 64 encoded
Download CA certificate

Download CA certification path

Download latest certificate revocation list

3. Back to Vigor router, go to Trusted CA Certificate. Click IMPORT button and
browse the file to import the certificate (.cer file) into Vigor router. When finished,
click refresh and you will find the below illustration.

Certificate Management == Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Trusted CA-1 /C=TW/O=vigor/OU=kd5/CM=radi... oK Viewl Delete |

Trusted CA-2 EEE men Viewl Delete |
Trusted CA-3 = e Viewl Delete |

IMPORT |  REFRESH |

4. You may review the detail information of the certificate by clicking View button.

p’—_; Certificate Information - Windows Internet Explozer v = |E||£|

& | hitp: 41921681 TidociCaCHV il Fm

Certificate Detail Information

Certificate Name: Trusted Ca-1

JC=TW/C0=vigoxr/0U=kd5/CH=radiusCL
Issuer:

= S C=TH/C=vigor/0U=kd5/CN=radiusCh
Subject: =

Subject Alternative Name:

EE| Hi|

Walid From: Jul 15 09:04:29 2009 GMT
Valid To: Jul 15 09:14:11 2019 GMT s

Close | j

Note: Before setting certificate configuration, please go to System Maintenance >>
Time and Date to reset current time of the router first.
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Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
® Pinging the router from your computer.

®  Checking if the ISP settings are OK or not.

® Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

6.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “1.3 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

ay Tek
RPRO SE10G| Gact  EEwe SWsiter
SCOURITY FIRCWALL Choe Suse DicaM

Crans (Dwan (Sistu L

3. If not, it means that there is something wrong with the hardware status. Simply back to
*“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.

6.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.
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For Windows

The example is based on Windows XP. As to the examples for other operation
systems, please refer to the similar steps or find support notes in
www.draytek.com.

DrayTek

Go to Control Panel and then double-click on Network Connections.

g Webwork Conneckions

Right-click on Local Area Connection and click on Properties.

Disable
Status
Repair

Bridge Connections

. )
B .

Create Shortcut

Rename

Properties

Select Internet Protocol (TCP/IP) and then click Properties.

- ethQ Properties

General IAuthentication Advanced-i

Cottect using:

Im ASUSTeK /Broadeom 440¢ 10100 Ir ‘

Thiz connection uzes the fallowing items:
% Clignt for Microsaft Metwarks
Q File and Printer Sharing for Microsoft Wetwarks
.@ o5 Packet Scheduler
L \nternet Frotocol [TCRAR)

Description

Tranzmizzion Control Protocol/ntermet Protocol. The default
wide area network protocol that provides communication
acrost diverse interconnected networks,

Show icon in notification area when connected
Matify me when thiz connection has limited or ho connectivity

[ ok ” Cancel ]
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4.  Select Obtain an IP address automatically and Obtain DNS server address

automatically.
Internet Protocol (TCP/IP) Properties E|E|

General | Alternate Eonfiguratioﬁ

Y'ou can get IP settings assigned automatically if your network, supports
thiz capability. Otherwize, you need to ask your network administrator for
the appropriate |F zettings.

(%) Obtain an IP address automatically
() Uze the Fallawing IP address:

() Use the fallowing DNS server addresses:

[ 0K H Cancel ]

For MacOs

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Network.

3. Onthe Network screen, select Using DHCP from the drop down list of Configure

IPv4.
868N Network =)
16 | @ & T
Show All Di‘spla",'rs Sound  Metwork Startup Disk
Location: | Automatic v ]
Show: | Built-in Ethernet v ]
f TCP/IP | PPPoE = AppleTalk Proxies Ethernet '
Configure IPv4:  Using DHCP 4
ﬁ Address: 192.168.1.10 | Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains {Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4
(" Configure IPv6... | @
I Click the lock to prevent further changes. | Assistme.. | [ Apply Now |
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6.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the router. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 6.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

mmand Prompt

soft Windows XP [Version 5.1.2608]
(C) GCopyright 1985-2001 Microszoft Corp.

D:\Documents and Settings\fae>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: hytes=32 time<{lms TTL=255
Reply from 192.168.1.1: hy 2 time{ims TTL=255
Reply from 192_168.1.1: hytes=32 time{imsz TIL=255
Reply from 192.168.1.1: hytes=32 time<{ims TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4. Received = 4, Lost = @ <Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms. Average = Bms

D:“\Documents and Settings:fae>_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<ims TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For MacOs (Terminal)

1.  Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttlI=255 time=xxxx ms” will appear.

8eee Terminal — bash — 80x24

Lazt login: Sat Jan 3 B2:24:15 on ttvpl 5
Welcome to Darwin!

Yigarif:~ draytekd ping 192.168.1.1

PING 192.168.1.1 {192,168.1.17%: K& dota bytes

64 bytes from 192.165.1.1: icmp_zeq=8 ttl=256 Lime=B.7EE ms
54 bytes from 192.168.1.1: icmp_zeq=1 ttl=266 Lime=0.097 ns
&4 bytes from 192.168.1.1: icmp_zeq=2 ttl=255 Lime=0.716 ns
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=256 Lime=B.73l ms
f4 bytes from 192.168.1.1: icmp_seq=4 ttl=255 Lime=B.72 ms
A

-— 1%92,1658.1.1 ping statistics ——

B packets tranzmitted, & pocketz received, 8% packet loss
round-trip mindovg/mox = B.697/8.723/8.755 ms

Yigorl@:~ draytek$ ]
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6.4 Checking If the ISP Settings are OK or Not

Click WAN>> Internet Access and then check whether the ISP settings are set correctly.
Click Details Page of WAN1/WANZ2 to review the settings that you configured previously.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
W AN Ethernet Static or Dynamic [P+ Details Page
W AMND Ethernet Mane w

Static or Dynamic 1P

Mone
\PPPoE
Static ar Dynamic [P

For PPPoE Users
1.  Check if the Enable option is selected.

2. Check if Username and Password are entered with correct values that you got from
your ISP.

WAN == Internet Access

WAN 1
PPPoE Client Mode PPP/MP Setup

nable O Disable PPP Authentication PAP or CHAP

Idle Timeout second(s)
ISP Access Setup

IP Address Assignment Method (IPCP)
Username WAN IP Alias
Password Fixed IP: O ves & Mo {Dynamic IP)

Index{1-15% in Schedule Setup: Fived 1P Address

==

1 ) 1

ISDN Dial Backup Setup @ Default MAC Address

Dial Backup Mode Mane W O Specify a MAC Address
MAC Address:
WAN Connection Detection 0o |50 | J|FF |4 | CC |45
Mode ARP Detect v
Ping IP
TTL: 255
MTU 1442 {Max: 1492)
l ik ] [ Cancel
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For Static/Dynamic IP Users

1.
2.

Check if the Enable option is selected.

Check if IP address, Subnet Mask and Gateway are entered with correct values that

you got from your ISP.

WAN =>> Internet Access

WAN 1
Static or Dynamic IP
@ Enable O Disable

ISDN Dial Backup Setup
Dial Backup Mode MNane v

Keep wWaAN Connection
[ Enable PING to keep alive
PING to the IP

WAN IP Network Settings | YWAN IP Alias

(O Obtain an IP address automatically
{DHCP Client)

Router Mame *

Comain Mame *
* . Required for some ISPs

& Specify an IP address

IP address 172.16.3.102
Subnet Mask 255.255.0.0
Gateway IP Address 172.16.1.1

DMS Server IP Address
Primary IP Address

Secondary IP address

& Default MAC Address
O Specify a MAC Address
MaC Address:

PING Interval ] minute(s)
WAMN Connection Detection

Mode ARF Detect v

Ping IP

TTL: 255
MTU 1442 {Max: 15007
RIP Protocol
[Enable rIP

[ oK

] [ Cancel

For PPTP Users
Check if the Enable option for PPTP Link is selected.

1.

DrayTek

WAN == Internet Access

WAMN 1
PPTP Client Mode
@ Enable O Disable

PPTP Server |10.0.0.133

ISP Access Setup
Uzername
Password

Index(1-15% in Schedule Setup:

PPP Setup

PPP Authentication PAFP or CHARP |+
Idle Timeout secondis)

IP Address Assignment Method (IPCP)
Fixed IP: O ¥es @& Mo (Dynamic IP)
Fixed IP Address

WaAN IP Network Settings

O Obtain an IP address automatically

@ Specify an IP address

IP address 10.0.0.150

Subnet Mask 255000

] [ Cancel

== 1 1 1
ISDMN Dial Backup Setup
Dial Backup Mode MNone v
MTU 1442 (Max: 1460}
[ oK
304
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2. Check if PPTP Server, Username, Password and WAN IP address are set correctly
(must identify with the values from your ISP).

6.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will loose all
settings you did before. Make sure you have recorded all useful settings
before you pressing. The password of factory default is null.

L5

Software Reset
You can reset the router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click OK. After few
seconds, the router will return all the settings to the factory settings.

System Maintenance >> Reboot System

Reboot System

Do You want to reboot your router ?

® Using current configuration
O using factory default configuration
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Hardware Reset

While the router is running (ACT LED blinking), press the RST button and hold for more
than 5 seconds. When you see the ACT LED blinks rapidly, please release the button. Then,
the router will restart with the default configuration.

ia

1m 1000
= =

Left  Hight
a4
Wenitar
T
s 1 5 3
L on ik Lo miasiter

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

6.6 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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