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1 Introduction

The Wireless SOHO Router operates seamlessly in the 2.4 GHz frequency spectrum
supporting the 802.11b (2.4GHz, 11Mbps) and the newer, faster 802.11g (2.4GHz,
54Mbpswireless standard.

High output power and high sensitivity can extend range and coverage to reduce the
roaming between APs to get more stability wireless connection. It also can reduce the
expense of equipment in the same environment.

To protect your wireless connectivity, this device can encrypt all wireless transmissions
through 64/128-bit WEP data encryption and also supports WPA2/WPA/802.1x for
powerful security authentication. The MAC addresses filter lets you select exactly which
stations should have access to your network.

This chapter describes the features & benefits, package contents, applications, and

network configuration.

Features & Benefits

Features Benefits

High Speed Data Rate Up to 54Mbps

Capable of handling heavy data payloads such as
MPEG video streaming

IEEE 802.11b/g Compliant

Fully Interoperable with IEEE
802.11b/IEEE802.11g compliant devices with
legacy protection

NAT Router

Multiple computer Internet Access, also act as
natural firewall

WEP/WPA/WPA2/ IEEE 802.1x support

Securing network from malicious access

Hide SSID

Avoid free-rider stealing your bandwidth

DHCP

Simplify network configuration and management

MAC address filtering

Ensures secure network connection

UPnP(Universal Plug and Play)

Friendly to special application e.g. instant
messenger, VolP

Port forwarding

Set up application server (FTP, Web, Email, ...) on
LAN

Access control

WLAN/LAN-to-WAN access control (allow/disallow),
prevent users from access unwanted content

Firewall with SPI (Stateful Packet Inspection)

Prevent malicious access from Internet

DoS (Denial of Service) protection

Prevent from well-known DoS attack

Built-in 4-port Switch automatically detects
cable type

Easy local connectivity

Web-based configuration

Simple and intuitive network management

Firmware change via the Web-based
configuration screen

Allow easy upgrade/restore/dump system
configuration via web interface

System log

Logging critical event according to network
manager’s criteria
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Package Contents

Open the package carefully, and make sure that none of the items listed below are
missing. Do not discard the packing materials, in case of return; the unit must be shipped
in its original package.

One Wireless SOHO Router

One Power Adapter

One CAT5 UTP Cable

One CD-ROM with User’s Manual and Install Wizard
One Quick Guide

YVYVYVYY

Wireless SOHO Router Description

Top Panel
EnGenius’
- RriiTriTAT
Rear Panel

Dﬂ‘:‘l“ - - - - W::.,H i Antenna
12via 3 3 2 1 (Internet) Reset
e o)
Step | Label Description
1 LAN Ports (1 —4) Use an Ethernet cable to connect each port to a computer
on your Local Area Network (LAN).
2 WAN Port Use an Ethernet cable to connect this port to your WAN
router.
3 DC Connector Use the power cable and connect the adapter to the power
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socket on the wall, and the DC inlet into the DC connector.

Connection / Activity | This LED will light up once an Ethernet cable is connected

LED to one of the LAN ports or the WAN port.

WAN LED This LED will light up once an Ethernet cable is connected
to WAN (Internet) port.

WLAN LED This LED will light up once the RF (wireless LAN) feature is
enabled

Power LED This LED will light up once the power cable is connected to

the DC connector.

System Requirements

The following are the minimum system requirements in order configure the device.
>» PC/AT compatible computer with a Ethernet interface.
» Operating system that supports HTTP web-browser

Applications

The wireless LAN products are easy to install and highly efficient. The following list
describes some of the many applications made possible through the power and flexibility
of wireless LANs:

a)

b)

c)

d)

e)

g)

h)

Difficult-to-wire environments

There are many situations where wires cannot be laid easily. Historic
buildings, older buildings, open areas and across busy streets make the
installation of LANs either impossible or very expensive.

Temporary workgroups

Consider situations in parks, athletic arenas, exhibition centers, disaster-
recovery, temporary offices and construction sites where one wants a
temporary WLAN established and removed.

The ability to access real-time information

Doctors/nurses, point-of-sale employees, and warehouse workers can
access real-time information while dealing with patients, serving customers
and processing information.

Frequently changed environments

Show rooms, meeting rooms, retail stores, and manufacturing sites where
frequently rearrange the workplace.

Small Office and Home Office (SOHO) networks

SOHO users need a cost-effective, easy and quick installation of a small
network.

Wireless extensions to Ethernet networks

Network managers in dynamic environments can minimize the overhead
caused by moves, extensions to networks, and other changes with wireless
LANs.

Wired LAN backup

Network managers implement wireless LANs to provide backup for mission-
critical applications running on wired networks.

Training/Educational facilities

Training sites at corporations and students at universities use wireless
connectivity to ease access to information, information exchanges, and
learning.
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Network Configuration

To better understand how the wireless LAN products work together to create a
wireless network, it might be helpful to depict a few of the possible wireless LAN PC
card network configurations. The wireless LAN products can be configured as:

a)
b)

a)

b)

Ad-hoc (or peer-to-peer) for departmental or SOHO LANSs.
Infrastructure for enterprise LANs.

Ad-hoc (peer-to-peer) Mode

This is the simplest network configuration with several computers
equipped with the PC Cards that form a wireless network whenever they
are within range of one another. In ad-hoc mode, each client is peer-to-
peer, would only have access to the resources of the other client and
does not require an access point. This is the easiest and least expensive
way for the SOHO to set up a wireless network. The image below depicts
a network in ad-hoc mode.

Infrastructure Mode

The infrastructure mode requires the use of an access point (AP). In this
mode, all wireless communication between two computers has to be via
the AP. It doesn’t matter if the AP is stand-alone or wired to an Ethernet
network. If used in stand-alone, the AP can extend the range of
independent wireless LANs by acting as a repeater, which effectively
doubles the distance between wireless stations. The image below
depicts a network in infrastructure mode.

Wrrloe LAk Do
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2 Understanding the Hardware

Hardware Installation

1. Place the unit in an appropriate location after conducting a site survey.

2. Plug one end of the Ethernet cable into the LAN port of the device and another end
into your PC/Notebook.

3. Plug one end of another Ethernet cable to WAN port of the device and the other end
into you cable/DSL modem (Internet)

4. Insert the DC-inlet of the power adapter into the port labeled “DC-IN” and the other
end into the power socket on the wall.

This diagram depicts the hardware configuration

Ethernet [
IE | WLAN Router IiEthemet Cable / DSL

Mod
AC/DC cable odem

Power Outlet

IP Address Configuration

This device can be configured as a Bridge/Router or Access Point. The default IP
address of the device is 192.168.1.1 In order to log into this device, you must first
configure the TCP/IP settings of your PC/Notebook.

1. In the control panel, double click Network Connections and then double click on the
connection of your Network Interface Card (NIC). You will then see the following
screen.

& L ogal Arew Demongfisn Propesties

Derandl | by dheniradon | Advanced

Coreat! umng

B ke STichned PI Eerei i | | [.:..E* |

This fonweoiin i b iooring ieve
- [Bartt Foa bhaooall Hebaarkz

51 B Pl e Prindsr 5 by b M el Rlsimetdy
o B 0c5 Packet 3 chackie
P

[ i | [ Propatar
D esriphcn

Trarerwzaon Lol Prossod e Promood The dels
s e et end protoerd Had peradar comerscston
Bk e e fesead

|4 howveoon minatScaton e vhen commacksd
Ft | Pty e s b Gl Rt Wil 04 1o Oucrmressl el
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2. Select Internet Protocol (TCP/IP) and then click on the Properties button. This will
allow you to configure the TCP/IP settings of your PC/Notebook.

Imiernes Brasaced {TEPAF] Preger|ies

oucan pul P s sxngred sstcersbcsl f voo rebaark nppods
e Dby [0 s res. yodi ] W Beki pone restws Soninellaty ke
tha sppropaste P oeting:

£ Dby wn | P ks s dadomastio ol
O B e

P adder kPR L R | il
Sabved rmatk |
Dinlmal gotumip

30 Usa e ollonsing DHE wesved byt
Piesnsd NG saved

Sl DRG jetps

Lot J[ Ceed |

3. Select Use the following IP Address radio button and then enter the IP address
and subnet mask. Ensure that the IP address and subnet mask are on the same
subnet as the device.

For Example: Device IP address: 192.168.1.1
PC IP address: 192.168.1.10
PC subnet mask: 255.255.255.0

4. Click on the OK button to close this window, and once again to close LAN properties
window.

3 Web Configuration

Logging In

= To configure the device through the web-browser, enter the IP address of the Bridge
(default: 192.168.1.1) into the address bar of the web-browser and press Enter.

= Make sure that the device and your computers are configured on the same subnet.
Refer to Chapter 2 in order to configure the IP address of your computer.

= After connecting to the IP address, the web-browser will display the login page.
Specify the User Name and Password. The User name and password are set to
admin by default, click on the Login or OK button.

EnGenius
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rablem loading page - Mozilla Firefox

File Edit Yew Go Bookmarks Tools  Help

'@ http:ff192,1658.1.1/

Enter username and password For "Wireless Access Point” at
http: 192, 166.1.1

User Marne:

i adrmin |

Paszsword:

i L B |

(a4 ] [ Cancel

After logging in you will graphical user interface (GUI) of the device. The navigation

drop-down menu on left is divided into four main sections:

1. Management: This menu includes the administrator settings, advanced wireless
settings such as wireless MAC clone and RTS/fragmentation threshold. Also
included are other system related settings such as firmware upgrade, reset to
factory defaults, and system date/time configuration.

2. TCIP/IP: This menu includes the configuration of the LAN port and settings for the
LAN IP, subnet mask, default gateway and DHCP client. Also, included are the
settings for the WAN connection

3.  Wireless: This menu includes the settings such as network type (infrastructure/ad-
hoc), data rate, and security.

4.  Firewall: This menu displays the security settings such as MAC filter, content filter,

port blocking and DoS protection.

Management

" Management

o

= Click on the Management link on the navigation
drop-down menu. You will then see nine options:
Status, Statistics, DDNS, Time Zone Setting,
Denial-of-Service, Log, Upgrade Firmware,
Save/Reload Settings and Password. Each option
is described below.

 Eassword
TCPI!IP Settings
" Wireless

" Firewall
LA gout

ar
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Status

= Click on the Status link under the Management menu. The device status page is
also displayed once you have logged in. This includes details about the system
uptime and firmware, LAN |IP address and MAC address and the wireless settings
such as the radio status, MAC address, SSID, RF channel, as well as WAN settings.

Access Point Gateway Status

This page shows the current statos and some basic settings of the device.

Tphme Oz Oh: 5 dm: 5

Firmware Yersion w. 10505

Mode AP+WDE

Band 2.4 GHz (B+()

SSID Engenius

Channel Number 1

Encryption Dizabled (4T}, Disbled (WD)
BEEID 00:0a:79:db:0f be
Associated Clients 1]

Attain IF Protocol Fived [P

IP Addzess 192.168.1.1

Subnet Maszk 2552552550

Defaunlt Gateway 192.108.1.1

DHCP Server Enabled

MAC Address 000793 b:0f be

Attain IF Frotocol Getting I[P from DHCP server.
IP Addzess 0000

Subnet Maszk noo0o

Defaunlt Gateway 00o0o

MAC Address 00:0a:79:db:0f bf
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Statistics

Click on the Statistics link on the navigation drop-down menu. This page displays
the transmitted and received packet statistics of the wired and wireless interface.
Click on the Refresh button to refresh the statistics.

Statistics

This page shows the packet counters for transmission and reception regarding to wireless and Ethernet networks.

\Sent Packets L1
Wireless LAN ; |
ERece:'ved Fackets Il
|Sent Packets [2244
Ethernet LAN : - ——
|Received Fackets {1665
|Bent Packets 3
Ethernet WAN : I
{Received Packets 0

Dynamic DNS

Click on the DDNS link on the navigation drop-down menu. This feature allows you to
maintain your Internet domain name even if you IP address supplied by your ISP is a
dynamic one.

[vnamic DMNS Setting

Drvviasde DT 8 4 senin e, thik poorniker wom widh o walil, weohiarggin g bobern el o oom i roastes Can WRLY b0 g wirkhs Thest s il erveni e gl
[F-aibdivss

=l Emanle DOONS

Sarviry Provior CumiChey =
Demasn Mumn - hostckrene om
ner Mare Emasd

PasswardKey:

P

Rzr TESQ poti caw kares o 30 dap: Fee ot bure or macape pour TI0 svcosed i comined s
For DynlHE rou cancroate pour LynliNE acocwt bere

[t Charge | [ Femrt |

Enable DDNS: Place a check in this box to enable the DDNS feature.

Service Provider: Select a DDNS service provider from the drop-down list. DynDNS
is a free service while TZO offers a 30 day free trial.

Domain Name: Specify the website URL.

User Name: Specify the user name for the DDNS service.

Password: Specify the password for the DDNS service.

Click on the Apply Change to save the changes or the Reset button to clear the
fields.

EnGenius
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Time Zone Setting

Click on the Time Zone Setting link in the navigation menu. This feature allows you
to configure, update, and maintain the correct time on the device’s internal system
clock as well as configure the time zone. The date and time of the device can be
configured manually or by synchronizing with a time server.

Note: If the device losses power for any reason, it will not be able to keep its clock
running, and will not display the correct time once the device has been restarted.
Therefore, you must re-enter the correct date and time.

Time Zone Setting

Vou cat maintain the system time by synchronizing with a public time server over the Internet.

Current Time : Yri-EHDDE” Mon'l'l ;Day;-ﬂ-j Hr'll] M.n'|5 :Seci:q-é
Time Zane Select [ {15 0 Taipe 5

Enable NTP client update

TP server: ® i§2D3.11?.18D.35-A5_ia Facific i%
O | | (Manual IF Setting)
[ Apply Change l [ Reset ] [ Fefresh ]

Current Time: You may specify the date and time manually, if you choose not to use
the Network Timing Protocol (NTP)

Time Zone: Select a time zone from the drop-down list

Enable NTP client update: Place a check in this box if you choose to enable the
NTP client service.

NTP Server: Select a service IP address from the drop-down list or manually assign
the IP address of the NTP server.

Click on the Apply Change to save the changes or the Reset button to clear the
fields.
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Denial of Service (DoS)

Click on the Denial of Service link in the navigation menu. This is a security feature
that blocks intrusions from the Internet that may disrupt the network service.

Enable Do$§ Prevention

] Whole System Flood: SYN | Packets/Second
[ Whele System Flood: FIIN | PacketsiSecond
] Whole System Flood: UDP | Packeis/Second
[ Whele System Flood: ICMP :PackeisfSecoml
] Per-Source IP Flood: SYN | Packets/Second
[ Per-Source IP Flood: FI I Packeis/Second
[ Per-Source IP Flood: UDP | Packets/Second
[ Per-Source IF Flood: ICMP Packeis/Second

TCP/UDP PoriScan v Sensitivity
[ 1CMP Smurf ﬁ

[ IP Land

[ 1P Spoof

[ 1P TearDrop

Ping OfDeath

] TCP Scan

[ TCP SynWiihData

[ UDP Bomh

[] UDP EchoChargen

[ SelectAll | [ ClearalL |
[] Enahle Source IP Blocking E | Block time (sec)

Apply Changes

Enable DoS protection: Place a check in this box to enable the DoS features. You
may also enable the other DoS protection features listed below. If you are not sure
what the DoS protection feature is used for, it is recommend keeping the feature
disabled.

Click on the Apply Change to save the changes or the Reset button to clear the
fields.
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Log

= Click on the Log link on the navigation drop-down menu. Logs display a list of events
that are triggered on the Ethernet and Wireless interface. This log can be referred
when an unknown error occurs on the system or when a report needs to be sent to
the technical support department for debugging purposes.

Bvstem Laog

Thas puge carn b wsad ba wet remeais log rereer end shaw fhe sy log,

[ Ewmahle Log
[ systeman wirslens Do
7] Emobls Frwsds Lag Leg Server IF Addrreus
[Apphs Crongee |
Oday 00102150 klogd scarced) BusyBox vi,00-peed (200,00, 146-0217+00005 =

Oday 00103150 Linus yeesion &,9.18-HIP8-01, 00 fcoocBlocelbose, looaldoealin) (goo l
VEEALOR 33,30 814 Hon Hep 11 12151116 CAT Z00day 00003150 sacly princk ensnled
Oday 00103150 Decerminsd phyaioal BAN wap)

Odey 00103150  wewary Q0800000 B 00000000 fuselkle)

Oday 00103150 on pode 0 cocelpages) 2048

Oday 00103150 sonecD) 1 048 pages,

Oday 00103150 gone(l)) O pagea,

Oday DO 03150 qonscdil 0 pages.,

Oday 00103150 Bepnel cowmand Linel rooo=Sdeyssodn Logkl console=n single

Odey 00103150 Calinracing delay loop..., 178,95 BoguHIPA

Oday 00103150 Hemory) &192kSAL82K availehle (1537 kecoel oode, 000k cesecved,
i44k dace, 48k .inlc, 0k higlosen

Oday 00105150 Depccy-oeche hash ceble encries) 1029 cordec) 1, BLO9E Dynen)

Oday 0003150 Inode-oache haah canle epceiear 513 foedep) 0, 4096 hyces)

Oday 00102150 Hounc-osole hash caole sncelesl 612 fordec) 0, 4095 hynead -

= Enable Log: Place a check in this box to enable the system logging feature. You
may also click on system all, which will log wireless and DoS events.

= Enable Remote Log: You may also enable remote logging by placing a check in this
box and then specifying the IP address of the log server.

= Click on the Apply Changesto save the changes. You may also use the Refresh
and Clear button.
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Upgrade Firmware

= Click on the Upgrade Firmware link on the navigation drop-down menu. This page
allows you to upgrade the firmware of the device in order to improve the functionality
and performance.

Upgrade Firmware

Thran page alowrs you upgmuds tha Accoe P ook fimesesrs Ao raow vernan. Pieses reaie. da nok pasar off ke devos dumng thaoplasd ko i
miy crach tha rpwiamn

et File [ Browsa |

= Ensure that you have downloaded the appropriate firmware from the vendor’s
website. Connect the device to your PC using an Ethernet cable, as the firmware
cannot be upgraded using the wireless interface.

= (Click on the Browse button to select the firmware and then click on the Upload
button.

Note: Do not un-plug the device during this process. Some firmware upgrades may

restore the configuration back to the factory default settings. Therefore you may need to

restore a configuration from a file. Refer to the next two sections for details on saving

and restoring configurations.

Save Configuration to a File

= Click on the Save / Reload Settings link on the navigation drop-down menu. This
option allows you to save the current configuration of the device into a file. Click on
the Save button to begin.
Save/Reloard Settings

This prage aloang fodl eyve oudrend §eihinge 10 ok orrekiad The setimps Froe this Mk wduoh wog savred peeviously. Bispkep, gooa oomdil qegei this
Fomnrt ool e 1o farl ooy d el

Sanr i Flla: | f,.\;ug

Lo Sattinge S Fele | Erowem. | [Uipioad |
Brert Sptsapy tn Defyekt |_E-E.I_.¢-I._.!
Bestart dhe Sromoc Il:ier_]uﬁ II

= Save the file on your local disk by using the Save or Save to Disk button in the
dialog box.
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dlpnning centig. des i'i'l

ferd hawvm chosen fo opan

= canfrgrat
whichi: 51 DAT Ale
P | ke 151880 1.1

it nhowkd Mirafa: do vith t file?

13 S b Dk

Restore the Configuration from a File
= Click on the Save / Reload Settings link on the navigation drop-down menu. This
option allows you to restore a backup configuration from a file to the device. Click on
the Browse button to select the file and then click on Upload button.

Save/Reloard Settings

Thas pape dlors o caae ouarend s eHa geo o ke or ekl ihe seitin gs from. thie e wiooh was e d peeviousty. Besdibes, oo ooald resei s
morrr o Ui 10 Tani oo defachi

Hawen Hedings i Fil: =

Load Seittngs Sreem Filez  Chconiic dit | Bt LIEIm-cl |
Benel Sessngy n Defasde | Flaest |

Besorigu Spoems | Fesiar |

A page indicating the reloading process will be displayed. Please wait while the
system restarts and load the configuration page based on the pervious IP address.

Restore Settings to Factory Defaults
= Click on the Save / Reload Settings link on the navigation drop-down menu. This

option allows you to restore the configuration back to the factory default settings.
= Click on the Reset button to restore the configuration.

Click on the Restart button to reboot the device using the current settings.

EnGenius

18



Administrator Settings

= Click on the Password link on the navigation drop-down menu. This page allows you
to configure the password to access this device from the web-browser.
Note: The default user name and password of the device is admin

Password Setup

This pexge 18 ugel do sl bae sooomeil bo s the wedy garw e o docesss Pl Ersply o8 e nasme woed passwoond il decslde the pooie riegg
ner Huama: i
Firw Paerward: e

Ceafirmed Fasmrerd: e

| Apghy Cheroas | | Fasa

= User Name: Specify a user name that will be used to connect to the device.
= New Password: Specify a password.

= Confirmed Password: Re-type the password.

= Click on the Apply Changesto save the changes.

TCP/ IP Settings

- = Click on the TCP/IP Settings link on the
. Management navigation drop-down menu. You will then

TC see two options. Usijng this menu you may
configure the LAN IP address, DHCP, Static
or Dynamic WAN I[P and PPPoE. Each
option is described below.

" Firewall
L ot
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LAN Settings — Static IP

Click on the LAN Interface link on the navigation drop-down menu. This feature
allows you to configure the LAN interface using a static IP address or as a DHCP
server/client. This IP address is also used to access the web-based interface.

LAN Interface Setup

This page 15 vsed +o configure the parammeters for local area network which connects 4o the LAN port of
wour Arcess Point, Here von may change the setting for [P addesss, subnet mazk, DHCF, et

IP Address: [eziesii
Subnet Mask: EEEsEss
Default Gateway: [fziestis
DHCP: Disabled =
DHCP Client Range: [ezienie -
[fe2168 1200 Ml
Domain Name: 7

802.1d Spanning Tree: |Disable:l vl
I Clone MAC Address: |rmm:cccm

Apply Changes | Rasetl

IP Address: Enter an IP address for this device.

Subnet Mask: Enter the subnet mask for this IP address.

Default Gateway: Enter the IP address of the default gateway.

DHCP: Since you have specified a static IP address, select Disabled from the drop-
down list.

802.1d: You may enable this option if you would like to use the spanning tree feature
for bridging. (optional)

Clone MAC Address: Specify a MAC address if you would like to use a different
MAC address on this device. (optional)

Click on the Apply Changes to save the changes.

Note: If you change the IP address here, you may need to adjust your PC’s network
settings to access the network again.
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LAN Settings — DHCP Client

= Click on the LAN link on the navigation drop-down menu. This feature allows you to
configure the LAN interface using a static IP address or as a DHCP server/client.
This IP address is also used to access the web-based interface.

LAN Interface Setup

This page is used o condigure the parosters for local ares netwaors which connects 10 the LAN poct of
your Ao0ess Point, Here vou may change the setting for [P addresss, subnet mask, DHCE, et

IP Address: [ziesit |

Subnet Mask: [Eassasso |

Default Gateway: W

DHCP: Clemt =

DHCP Client Range: [ieslio -
[f52188.1.300 Sheow Client

Domain Name: —

£02.1d Spanning Tree: ID]’sabled vl
I Clone MAC Address: |axmm:cm

Apply Changes | Rmetl

= DHCP: If you select DHCP, you are not required to enter the rest of the fields, as the
IP address will be provided to the device by the AP or DHCP server

= 802.1d: You may enable this option if you would like to use the spanning tree feature
for bridging. (optional)

= Clone MAC Address: Specify a MAC address if you would like to use a different
MAC address on this device. (optional)

= Click on the Apply Changes to save the changes.

= Note: If you change the IP address here, you may need to adjust your PC’s network
settings to access the network again. The computers (and other devices) connected
to your LAN also need to have their TCP/IP configuration set to DHCP or Obtain an
IP address automatically.
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LAN Settings — DHCP Server

Click on the LAN link on the navigation drop-down menu. This feature allows you to
configure the LAN interface using a static IP address or as a DHCP server/client.
DHCP stands for Dynamic Host Configuration Protocol. The DHCP section is where
you configure the built-in DHCP Server to assign IP addresses to the computers and
other devices on your local area network (LAN). In most situations, the router
provides DHCP services, and you can leave this option disabled. However, if for any
reason the router does not provide DHCP services, enable this option. The device’s
DHCP Server will then manage the IP addresses and other network configuration
information for wireless clients associated with the AP. The computers (and other
devices) connected to your LAN also need to have their TCP/IP configuration set to
DHCP or Obtain an IP address automatically.

LAN Interface Setup

This page is nz=d to configure the parameters for local area network which connects to the LAN port of
your Access Pomt, Here you meay change the setting for IP addresss, subnet mask, DHCP, etc..

IP Address: AV

Subnet Mask: [EEEEEEs

Default Gateway: IW

DHCP: [Server =]

DHCF Client Range: |19@.168.1.1t20 - |1%.168.1.2C0 Show Client |
Domain Name: I—

802.1d Spanning Tree: Dizakled -

I~ Clone MAC Address: |C¢0‘300‘3‘3‘3‘3‘3IO

Apply Changes | Raset|

IP Address: Enter an IP address for this device.

Subnet Mask: Enter the subnet mask for this IP address.

Default Gateway: Enter the IP address of the default gateway.

DHCP: Select Server from the drop-down list. This device will act as a DHCP server
and assign IP address to it clients.

DHCP Client Range: You may limit the number of IP addresses that are distributed
on the network. Specify a starting and ending range that is part of the same subnet.
Domain Name: Specify a domain name for this device/network.

802.1d: You may enable this option if you would like to use the spanning tree feature
for bridging. (optional)

Clone MAC Address: Specify a MAC address if you would like to use a different
MAC address on this device. (optional)

Click on the Apply Changesto save the changes.

Note: If you change the IP address here, you may need to adjust your PC’s network
settings to access the network again. The computers (and other devices) connected
to your LAN also need to have their TCP/IP configuration set to DHCP or Obtain an
IP address automatically.
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WAN Settings — Static IP

Click on the WAN link on the navigation drop-down menu. This feature allows you to
configure the WAN interface using a static IP address, DHCP Client, PPoE, or PPTP.

WAN Interface Setup

Thiz page iz vsed o configure the parameters for Internet network which connects to the WAN port of wour Access
Point. Here you may change the access method to static IF, DHCE, PPPoE or FPTP by click the item valve of WAN

Abeeess type.

WAN Access Type: DHCF Client -

Host Name: I

MTU Size: [t500 {1400-1492 bytes)

% Attain DNS Automatically
" Set DNS Manually

DNS 1: |—

DNS 2: |—

DNS 3: |—
[~ Clone MAC Address: |C‘C‘3‘3‘3‘3‘3‘3‘3‘3‘30

Enable uFNF

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable IPsec pass through on ¥PN connection
Enable FPTP pass through on ¥PN connection
Enable L2TP pass through on YFN

Apply Changes | R&etl

U I i

WAN Access Type: Select Static IP from the drop-down list. This type of connection
is used when your ISP has provided you a dedicated IP address.

IP Address: Enter an IP address for this device, which is assigned by your ISP.
Subnet Mask: Enter the subnet mask for this IP address, which is assigned by your
ISP.

Default Gateway: Enter the IP address of the default gateway, which is assigned by
your ISP.

MTU: You may adjust the Maximum Transmit Unit (MTU), however it is recommend
that this value is set to the default: 1500 bytes

DNS 1-3: Specify the IP address of the DNS server

Clone MAC Address: Specify a MAC address if you would like to use a different
MAC address on this device. (optional)

Enable uPNP: Place a check in this box to enable UPnP. It is recommended to
enable this feature as it's used by several applications.

Enable PING Access on WAN: Place a check in this box if you would like the device
to be pinged from the WAN side (ISP).

Enable Web Sever Access on WAN: Place a check in this box if the static IP
address if used for a web-server.

Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of IPsec packets on a VPN connection.
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Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of PPTP packets on a VPN connection.

Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of L2TP packets on a VPN connection.

Click on the Apply Changesto save the changes.

WAN Settings — DHCP Client

Click on the WAN link on the navigation drop-down menu. This feature allows you to
configure the WAN interface using a static IP address, DHCP Client, PPoE, or PPTP.
The DHCP Client feature allows the ISP to provide an IP address to the device. This
is also known as Dynamic IP.

WAN Access Type: -DHCP Client v
Host Name: [DHCPdlient
MTU Size: 1492 (1400-1492 bytes)
(& Attain DNS Automatically
) Set DNS Manually
DNS I:
DNS 2:
DNS 3:

Clone MAC Address: 000000000000

Enable uPNP

[] Enable Ping Access on WAN

[ Enahle Weh Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on YPN connection
Enable L2TF pass through on VPN connection

[ Apply Changes ] [ Feset ]

WAN Access Type: Select DHCP Client from the drop-down list. This type of
connection is usually used when the ISP will supply the IP address and DNS settings.
This is also known as Dynamic IP.

Host Name: Specify a host name for this device.

DNS: The ISP usually automatically assigns the DNS IP address, in case you need
to assign it manually then click on the Set DNS Manually and fill in the fields.

MTU: You may adjust the Maximum Transmit Unit (MTU), however it is recommend
that this value is set to the default: 1500 bytes

DNS 1-3: Specify the IP address of the DNS server

Clone MAC Address: Specify a MAC address if you would like to use a different
MAC address on this device. (optional)
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= Enable uPNP: Place a check in this box to enable UPnP. It is recommended to
enable this feature as it's used by several applications.

= Enable PING Access on WAN: Place a check in this box if you would like the device
to be pinged from the WAN side (ISP).

= Enable Web Sever Access on WAN: Place a check in this box if the static IP
address if used for a web-server.

= Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of IPsec packets on a VPN connection.

= Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of PPTP packets on a VPN connection.

= Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of L2TP packets on a VPN connection.

= Click on the Apply Changesto save the changes.

WAN Settings — PPPoE

= Click on the WAN link on the navigation drop-down menu. This feature allows you to
configure the WAN interface using a static IP address, DHCP Client, PPoE, or PPTP.
A PPPoE service requires a user name and password to log into the Internet and is
usually a DSL service.

WAN Access Type: IPPPOE vl

User Name: I

Password : I

Service Name: I

Connection Type: W Connect | Disconnect
Idle Time: |5— (1-1000 minutes)

MTU Size: lr (1360-1492 bytes)

* Attain DNS Automatically
' Set DNS Manually WA A [

DHS 1: l— P Fiaam
Freermd .
DNS 2: I S b Pha I
DNS 3- | ] i Ty r—p
e T T —
[T Clone MAC Address: |UCCCCCCC‘3U?0 TV B : =prerry

Enable uPNP

Enable Fing Access on WAN

Enable Web Sexrver Access on WAN

Enable IPsec pass through on YPH connection
Enable FPTP pas: through on YPN connection

EURICURRC YR B I

Enable L2TP pass through on YPN connection

Apply Changes | Rmt|

= WAN Access Type: Select PPPoE from the drop-down list. This type of connection
is usually used for a DSL service and requires a username and password to connect.

= User Name: Specify the user name which is provided by your ISP.

= Password: Specify the password which is provided by your ISP.

= Service Name: Specify the name of the ISP.
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Connection Type: Select Continuous (always online), Connect on Demand
(connect to the ISP only when you click on a website), or Manual (connect to the ISP
only when you click on a ‘Connect’ button) from the drop-down list.

Idle Time: The PPPoE service can automatically disconnect if the connection is idle.
Specify the number of minutes after between 1 and 100.

DNS: The ISP usually automatically assigns the DNS IP address, in case you need
to assign it manually then click on the Set DNS Manually and fill in the fields.

MTU: You may adjust the Maximum Transmit Unit (MTU), however it is recommend
that this value is set to the default: 1500 bytes

DNS 1-3: Specify the IP address of the DNS server

Clone MAC Address: Specify a MAC address if you would like to use a different
MAC address on this device. (optional)

Enable uPNP: Place a check in this box to enable UPnP. It is recommended to
enable this feature as it's used by several applications.

Enable PING Access on WAN: Place a check in this box if you would like the device
to be pinged from the WAN side (ISP).

Enable Web Sever Access on WAN: Place a check in this box if the static IP
address if used for a web-server.

Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of IPsec packets on a VPN connection.

Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of PPTP packets on a VPN connection.

Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of L2TP packets on a VPN connection.

Click on the Apply Changesto save the changes.

WAN Settings — PPTP

Click on the WAN link on the navigation drop-down menu. This feature allows you to
configure the WAN interface using a static IP address, DHCP Client, PPoE, or PPTP.

EnGenius

26



WAN Access Type: IW vl

IP Address: I0.0.0.0
Subnet Mask: I0.0.0.0
Server IP Address: I0.0.0.0

TUser Name: I
Password: I
MTU Size: [rac0 {1400-1460 bytes)

- Request MPPE Encryption

& Attain DNS Automatically
" Set DNS Manually

DNS 1: |—

DNS 2: |—

DNS 3: |—
7 Clone MAC Address: |’3‘3‘3‘3'3‘3‘3‘3‘1?‘30

Enable uPNF

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable IPsec pass through on YPN connection
Enable PPTP pass through on ¥PN connection
Enable L2TF pass through on ¥PN connection

UV B

WAN Access Type: Select PPTP from the drop-down list. This type of connection is
used when your ISP has provided you a dedicated IP address.

IP Address: Enter an IP address for this device, which is assigned by your ISP.
Subnet Mask: Enter the subnet mask for this IP address, which is assigned by your
ISP.

Default Gateway: Enter the IP address of the default gateway, which is assigned by
your ISP.

MTU: You may adjust the Maximum Transmit Unit (MTU), however it is recommend
that this value is set to the default: 1500 bytes

DNS 1-3: Specify the IP address of the DNS server

Clone MAC Address: Specify a MAC address if you would like to use a different
MAC address on this device. (optional)

Enable uPNP: Place a check in this box to enable UPnP. It is recommended to
enable this feature as it's used by several applications.

Enable PING Access on WAN: Place a check in this box if you would like the device
to be pinged from the WAN side (ISP).

Enable Web Sever Access on WAN: Place a check in this box if the static IP
address if used for a web-server.

Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of IPsec packets on a VPN connection.

Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of PPTP packets on a VPN connection.

Enable IPsec pass through on VPN connection: Place a check in this box to
enable the pass through of L2TP packets on a VPN connection.

Click on the Apply Changesto save the changes.
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Wireless

’ = Click on the TCP/IP Settings link on the

Ma"ageme“t navigation drop-down menu. You will then
= see five options. Basic Settings, Advanced
' Settings, Security, Access Control, and
WDS Settings. Each option is described
below.

b
b
i
B
B

: ettings
" Firewall
B Logout

Wireless Basic Settings

Click on the Basic Settings link on the navigation drop-down menu. These options
allow you to enable/disable the wireless interface, switch between the 11b/g and 11b
radio band and channel frequency

Wireless Basic Settings

This page 15 nsed to configure the pammoeters for wirsless LAM clients which may conmest to sour
Aecess Point, Here vou may change wieless encryption settings a5 well 25 wirsless netwronk pocioneters,

"' Disable Wireless LAN Interface

Band: m

SSID: [Engenivs

Channel Number: [T =]

Associated Clients: Show Active Clisnts |

[”  Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface: |

Apgly Changes | Rasetl

Wireless Interface: Place a check in this box to disable the wireless interface, it is
enabled by default.

Band: Select the IEEE 802.11 mode from the drop-down list. For example, if you are
sure that the wireless network will be using only IEEE 802.11g clients, then it is
recommended to select 802.11g only instead of 2.4 GHz B+G which will reduce the
performance of the wireless network. You may also select 2.4GHz B or 2.4GHz G
SSID: The SSID is a unique named shared amongst all the points of the wireless
network. The SSID must be identical on all points of the wireless network and cannot
exceed 32 characters.

Channel: Select a channel from the drop-down list. The channels available are
based on the country’s regulation.
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= Show Active Clients: Click on this button to view a list of clients that are associated
with this device.

= Click on the Apply Changesto save the changes.

Wireless Advanced Settings

= Click on the Advanced Settings link on the navigation drop-down menu. These

options allow you to configure the authentication type, fragment threshold, RTS
threshold, beacon interval, and RF output power.

Wireless Advanced Settings

These settings are only for more technically advanced vsers who have a sufficient knowledge about
wireless LAM, These settings should not be changed unless you lnow what effect the changes will have

on your Acress Point,

Authentication Type: O Open Systern © Shared Koy & Ao
Fragment Threshold: 2346 (256-2346)

Beacon Interval: 100 1024 rs)

Data Rate: IAuto vl

Preamble Type: & Long Preamble O Short Presmble
Broadcast SSID- % Enabled ¢ Disabled

802.11g Protection: @ Enabled " Disahled

User Lsolation: " Enakled  Disabled

RF Output Power: s Cs Cus Clon Oy
QoS (WMM): " Enabled  Disabled

Apply Changes | Resetl

= Authentication Type: Select Open System, Shared Key or Auto as an
authentication type. An open system allows any client to authenticate as long as it
conforms to any MAC address filter policies that may have been set. All
authentication packets are transmitted without encryption. Shared Key sends an
unencrypted challenge text string to any device attempting to communicate with the
AP. The device requesting authentication encrypts the challenge text and sends it
back to the access point. If the challenge text is encrypted correctly, the access point
allows the requesting device to authenticate. It is recommended to select Auto if you
are not sure which authentication type is used.

Fragment Threshold: Packets over the specified size will be fragmented in order to
improve performance on noisy networks. Specify a value between 256 and 65535.
The default value is 2346.

RTS Threshold: Packets over the specified size will use the RTS/CTS mechanism to
maintain performance in noisy networks and preventing hidden nodes from

degrading the performance. Specify a value between 1 and 2347. The default value
is 2347.
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Beacon Interval: Beacons are packets sent by a wireless Access Point to
synchronize wireless devices. Specify a Beacon Period value between 20 and 1024.
The default value is set to 100 milliseconds.

Data Rate: Select a transmission rate from the drop-down list. It is recommended to
use the auto option.

Preamble Type: Select a long or short preamble type. For best performance, it is
recommended that the preamble type of the AP matches that of the client.
Broadcast SSID: Select Enable or Disable. This is the SSID broadcast feature. If
you set this value to Visible, then the clients will be able to find this SSID on a site
survey.

802.11g protection: If your network includes 11g and 11b clients, it's recommended
to enable the feature as this will enhance the throughput rate in a mixed mode.

User Isolation: Select Enable or Disable. This is a security feature that will isolate
every client device that is associated with the device. One client device will not be
able to view the other client device in a network neighborhood. If used in a public
area such as a coffee shop, it is recommended to enable this feature in order to
protect the privacy of the client devices.

RF Output Power: You may control the output power of the device by selecting a
value. This feature can be helpful in restricting the coverage area of the wireless
network.

QoS WMM: If you are using VolP, it is recommended to enable WMM. Wi-Fi
Multimedia (WMM) is a Wi-Fi Alliance interpretability certification, based on the IEEE
802.11e draft standard. It provides basic Quality of service (QoS) features to IEEE
802.11 networks. WMM prioritizes traffic according to 4 AC (Access Categories),
however it does not provide guaranteed throughput. It is suitable for simple
applications that require QoS, such as Wi-Fi Voice over IP (VolP) phone

Click on the Apply Changesto save the changes.
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Wireless Security

To protect your privacy this mode supports several types of wireless security: WEP
WPA, WPA2, and WPA-Mixed. WEP is the original wireless encryption standard.
WPA provides a higher level of security. The following section describes the security
configuration in detail.

Wireless Security - Disabled

Wireless Security Setup

This page aloers poadabiep il whirks senoniy, T o WEF of WFA Ty using Fnempiion Fegs ool porvend aog iyl areegs
0 W Wt b TP

Encrgilae: | Fions b
| w882 13 Acwsdion itrainn WWEPddtals  TWEF [ 2baln
WA A pdheniraten Made: Enlerpras {RADTIE) Parrerrod [Pre-Shwd Kay
WEA Cipher Sutinc TEIF . AER
WAL Cypher Sulin: TEIF -~ AES
Pie. Shared Fer o [Fesrpivmss
Pis- Shased Kesy

Ensile Fen- e rniradon

Por IF nddingn Pusemard

funibeatiestan RADE Serwr:

Ptz R arerption WEF (5 Rl o S0t sor WEF Bgr vilhad

[ApphChenges | [Fean |

Encryption: Select None from the drop-down list in order to disable wireless security.
Click on the Apply Changesto save the changes.

Wireless Security - WEP

Select WEP from the drop-down list if your wireless network uses WEP encryption.
WEP is an acronym for Wired Equivalent Privacy, and is a security protocol that
provides the same level of security for wireless networks as for a wired network.
WEP is not as secure as WPA encryption. To gain access to a WEP network, you
must know the key. The key is a string of characters that you create. When using
WEP, you must determine the level of encryption. The type of encryption determines
the key length. 128-bit encryption requires a longer key than 64-bit encryption. Keys
are defined by entering in a string in HEX (hexadecimal - using characters 0-9, A-F)
or ASCIlI (American Standard Code for Information Interchange - alphanumeric
characters) format. ASCII format is provided so you can enter a string that is easier
to remember. The ASCII string is converted to HEX for use over the network. Four
keys can be defined so that you can change keys easily. A default key is selected for
use on the network.
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Wireless Security Setup

Thir pagge sllawer yau satup the wralegs swcunty. Tom on WEF or WEA by uang Ercryption Eaye ¢ ould prevand sy onrmth srosd, sccans
o yrurwralees netwark

Encwypiin) | WEF L SH_“E_F'E

[ise B 2 Asibestication WEF fsluke  WEP 138iks

TPA Aaikentication Mide Enbspess (RADIED  * Prrsoid (Fos Shaesd K
TP Al i | TEIP | AB3

WEAZ Clpleew Fube: TKIP - AES

Few-Shured Koy Farmai:

Fer-Shared Key:

Erslde Pre-foilkentioarian

Aol s “ Pl _IP-a-d-im Feriawod

Rpe: Wl ocrypiion BFEF i calecred, pou oead el BFEF by roiue

| Apply Chamss | | F-ns.-af_!

= Encryption: Select WEP from the drop-down list in order to enable WEP security
and then click on the Set WEP key button.

Wireless WEF Key Setup

Thes pags allowrs gou sedup fhe TWEF Ty value Fiou coatki chimose s e Gk bl on 13350 o e eroegpdion
Ty, sl skt AT o Hoooc ok thet Toimn o bk wloe,

Eary Long da: Baoi #

By Farmuai: Heo (1] characiens] [
Dabanhi Ts Bay:
Errrypson Ky |:
Errrypsan Kav 3:
Ercrypsan Kay 3
Ercaypion By 4:

RN
T

| ApptyChanges | [ Close | [ Peant |

= Key Length: Select a 64-bit or 128-bit WEP key length from the drop-down list.

= Key Format: Select a key format such as HEX or ASCII from the drop-down list.

= Encryption Key: You may use up to four different keys for four different networks.
Select the current key that will be used.

= Click on the Apply Changes to save the changes.
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Wireless Security - WPA / WPA2-Mixed

Select WPA or WPA2-Mixed from the drop-down list if your wireless network uses
WPA encryption. WPA (Wi-Fi Protected Access) was designed to improve upon the
security features of WEP (Wired Equivalent Privacy). The technology is designed to
work with existing Wi-Fi products that have been enabled with WEP. WPA provides
improved data encryption through the Temporal Integrity Protocol (TKIP), which
scrambles the keys using a hashing algorithm and by adding an integrity checking
feature which makes sure that keys haven’'t been tampered with.

Wireless Security Setup

This pugs alows pousebup e sackos s oy, Tum oo WEF ar APA by usng Encrypiian Kags could prevent ang unsuibamd sccans
{0 s wers s meberork:

Enersption | WP b
hee BB Ly Aowler wilioaslen WWEF #Hbits WEF LI3k4ds
WA Al wiivadion Bade) = Enterptise (RADTUT) T Petsinad (Frs-Ruarmid Ko
WA Cigher Hulte Fler Tl A
WIFAT Clpher Suiis| TEIF ~AET
Pro-Shased Koy Fromat |
Pru.Skased Eny=
Esialls Fire- S it it sl

11912 mibdiE Py i
PR i Pus LA IF L] Passwol

Fode - e eocrpfvon R 2 aekecied poc sk 2uf WEF kep raka

Encryption: Select WPA or WPA2-Mixed from the drop-down list in order to enable
WPA security.

WPA Authentication Mode: Select Enterprise (Radius) or Personal (Pre-Shared
Key). If you select Enterprise (radius) then the pass key is located on the RADIUS
server, however, if you select Personal (Pre-Shared Key) then you may assign a
key on this configuration page.

WPA /| WPA2 Cipher Suite: Select TKIP or AES as the cipher suite. The encryption
algorithm used to secure the data communication. TKIP (Temporal Key Integrity
Protocol) provides per-packet key generation and is based on WEP. AES (Advanced
Encryption Standard) is a very secure block based encryption. Note that, if the bridge
uses the AES option, the bridge can associate with the access point only if the
access point is also set to use only AES. The device negotiates the cipher type with
the access point, and uses AES when available.

Pre-Shared Key: The key is entered as a pass-phrase of up to 63 alphanumeric
characters in ASCIl (American Standard Code for Information Interchange) format at
both ends of the wireless connection. It cannot be shorter than eight characters,
although for proper security it needs to be of ample length and should not be a
commonly known phrase. This phrase is used to generate session keys that are
unique for each wireless client.

Authentication Radius Sever: If you have selected Enterprise (Radius) as the
authentication type then you must specify the RADIUS port number, IP address, and
password.
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= Click on the Apply Changes to save the changes.

Wireless Access Control

Click on the Access Control link on the navigation drop-down menu. The MAC
address filter section can be used to filter network access by machines based on the
uniqgue MAC addresses of their network adapter(s). It is most useful to prevent
unauthorized wireless devices from connecting to your network. A MAC address is a
unique ID assigned by the manufacturer of the network adapter.

Wireless Access Coniraol
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Do saadd
AL Addraas:
Dty Lisind

Corweai dccens Candred Lixi:
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112235805500 ug#ld L]
| Dsbdn Sakeceed | | Dodabaddl | | Feasi |

Wireless Access Control Mode: You may use this feature to filter the wireless
clients. Select a filter setting from the drop-down list. When allow listed is selected;
only computers with MAC addresses listed in the MAC Address List are granted
network access. When deny listed is selected, any computer with a MAC address
listed in the MAC Address List is refused access to the network.

MAC Address: Specify the MAC address of the node which you would like to filter.
Click on the Apply Changes to save the changes.
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WDS (Wireless Distribution System)

Click on the WDS link on the navigation drop-down menu. The Wireless Distribution
System feature configures this device as a repeater and therefore extends the
range/coverage area of the wireless network.

WD Seitings
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= Enable WDS: When WDS is enabled, this access point functions as a wireless
repeater and is able to wirelessly communicate with other APs via WDS links.
A WDS link is bidirectional; so this AP must know the MAC Address (creates the
WDS link) of the other AP, and the other AP must have a WDS link back to this AP.
Make sure the APs are configured with same channel number.

= Add WDS AP: Specify one-half of the WDS link. The other AP must also have the
MAC address of this AP to create the WDS link back to this AP.

= Click on the Apply Changes to save the changes.

EnGenius

35



WDS Security

Click on the Set Security button to configure one of the security options for the WDS.
Options available are WEP, WPA and WPA2, and you must configure the same
security setting on each Access Point linked with this one.

WDS Security - None

WDS Security Setup

This page allows wou setup the wireless security for W3, When enabled, you must make sure
each W3 device has adopted the same encryption algorithm and Key.

WEP Eey Formait: I E characian:

WEFP Eey:

Pre-Shared Key Format: I BasihE

Pre-Shared Key:

[ Apply Changes ] [ Close ] [ Feset ]

Encryption: Select None from the drop-down list in order to disable wireless security.
Click on the Apply Changes to save the changes.

WDS Security — WEP 64/128

Select WEP from the drop-down list if your wireless network uses WEP encryption.
WEP is an acronym for Wired Equivalent Privacy, and is a security protocol that
provides the same level of security for wireless networks as for a wired network.
WEP is not as secure as WPA encryption. To gain access to a WEP network, you
must know the key. The key is a string of characters that you create. When using
WEP, you must determine the level of encryption. The type of encryption determines
the key length. 128-bit encryption requires a longer key than 64-bit encryption. Keys
are defined by entering in a string in HEX (hexadecimal - using characters 0-9, A-F)
or ASCIlI (American Standard Code for Information Interchange - alphanumeric
characters) format. ASCII format is provided so you can enter a string that is easier
to remember. The ASCII string is converted to HEX for use over the network. Four

keys can be defined so that you can change keys easily. A default key is selected for
use on the network.
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WDS Security Setup

This page allows ywou setup the wireless secutity for WDE. When enabled, wou must make sure
each WG device has adopted the same encryption algorithm and Key.

Encryption: | WEP Babits |+
WEP Key Format: ASCI (5 characters) » i
-

Pre-Shared Key Format: I assanra

Pre-Shared Key:

Apply Changes ] I Close J [ Feset ]

Encryption: Select a 64-bit or 128-bit WEP encryption from the drop-down list.
Key Format: Select a key format such as HEX or ASCII from the drop-down list.

WEP Key: Specify the WEP key

Click on the Apply Changes to save the changes and then click on the Close button.

WDS Security - WPA (TKIP), WPA2 (AES)

Select WPA or WPA2-Mixed from the drop-down list if your wireless network uses
WPA encryption. WPA (Wi-Fi Protected Access) was designed to improve upon the
security features of WEP (Wired Equivalent Privacy). The technology is designed to
work with existing Wi-Fi products that have been enabled with WEP. WPA provides
improved data encryption through the Temporal Integrity Protocol (TKIP), which
scrambles the keys using a hashing algorithm and by adding an integrity checking

feature which makes sure that keys haven’'t been tampered with.
WDS Security Setup

Thiz page allows you setup the wireless security for W3, When enabled, you must make sure
each WIS device has adopted the same encryption algorthm and Key.

Encryption: [wPATKP) ¥
WEP Key Format: I L

WEP Key:

Pre-Shared Key Format: | Passphrase “|
Pre-Shared Key: [

Apply Changes ] I Close ] [ Fieset ]
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Encryption: Select a WPA or WPA2 encryption from the drop-down list. The
encryption algorithm used to secure the data communication. TKIP (Temporal Key
Integrity Protocol) provides per-packet key generation and is based on WEP. AES
(Advanced Encryption Standard) is a very secure block based encryption. Note that,
if the bridge uses the AES option, the bridge can associate with the access point only
if the access point is also set to use only AES. The device negotiates the cipher type
with the access point, and uses AES when available.

Pre-Shared Key: The key is entered as a pass-phrase of up to 63 alphanumeric
characters in ASCIl (American Standard Code for Information Interchange) format at
both ends of the wireless connection. It cannot be shorter than eight characters,
although for proper security it needs to be of ample length and should not be a
commonly known phrase. This phrase is used to generate session keys that are
unique for each wireless client.
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Firewall

"M t = Click on the Firewall link on the navigation
. anagemer_‘ drop-down menu. You will then see six options.

TCP/IP Settings Port filtering, IP filtering, MAC filtering, Port
" Wireless filtering, URL filtering, DMZ. Each option is
* Firewall described below.

¥ Port Filtering

¥ Logout

Port Filtering

= Select Port Filtering from the drop-down list This feature is used to restrict certain
types of data packets on certain port numbers from your local network and the
Internet. These filters can be used for securing and restricting your network.

Port Filtering

Entries in this table are used to restrict certain types of data packets from vour local network
to Internet through the Gateway. Use of such filters can be helpfial in securing or restricting
wout local network.

Enable Port Filtering
Port Ra.nge:i |— i i Pmmcnl:i Both '+ I Comment:

[ Apply Changes ] [ Fiaset J

Current Filier Tahle:
25 TCP+UDF 0
z TEPHIDE =
1015 TCE L]

[ Delete Selected ] [ Delete All ] [ Feset ]

= Enable Port Filtering: Place a check in this box to enable this feature.

= Port Range: Enter the starting and ending port number. You may also enter a single
port number if necessary.

= Protocol: Select a protocol from the drop-down list: TCP, UDP, or Both.

= Comment: You may add a comment to define the filter. (optional)

= Click on the Apply Changes button to add the filter to the table.
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= You may place a check in the box on under the Select column and then click on
Delete Selected to remove the selected entry. You may also click on Delete All to
delete all the filtering entries.

IP Filtering

= Select IP Filtering from the drop-down list. This feature is used to restrict certain IP
address from using certain protocols over the Internet. These filters can be used for
securing and restricting your network.

IP Filtering

Entries in this table are used to restrict certain types of data packets from yout local network
to Interniet through the Gateway. Use of such filters can be helpfial in securing or restricting
wout local networlk.

Enable IP Filtering
Loal IP Address: | : anwnl:i Both |+ Comment:i

[ Apply Changes ] [ Resat ]

Current Filter Tahle:

192 162.1.50 TCP+UDF ]

1921681 51 UDP susan O

192.168.1.52 TCF aridrew F |
Delete Selected ] [ Delete All ] [ Feset ]

Enable IP Filtering: Place a check in this box to enable this feature.

Local IP Address: Enter the IP address of the device on the local network.
Protocol: Select a protocol from the drop-down list: TCP, UDP, or Both.

Comment: You may add a comment to define the filter. (optional)

Click on the Apply Changes button to add the filter to the table.

You may place a check in the box on under the Select column and then click on
Delete Selected to remove the selected entry. You may also click on Delete All to
delete all the filtering entries.
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MAC Filtering

Select MAC Filtering from the drop-down list. This feature is used to restrict certain
MAC address from accessing the Internet. These filters can be used for securing and
restricting your network.

MAC Filtering

Entries it this table are wsed to restrict certain types of data packets from your local network
to Internet through the Gateway. Use of such filters can be helpful in securing or restricting
wour local network.

Enable MAC Filtering
MAC mss:éaa??aalﬂmaa | Comment: hwired 4

[ Apply Changes ] [ Reset ]

Current Filter Tahle:

4455.66.77 8200 wited |

L
G677 2899:00:11 wited 2 |:|
88:90:00:11:22:33 wited 3 ]

[ Delete Selected ] [ Delete All ] [ Feset ]

Enable MAC Filtering: Place a check in this box to enable this feature.

MAC Address: Enter the MAC address of the device on the local network.
Comment: You may add a comment to define the filter. (optional)

Click on the Apply Changes button to add the filter to the table.

You may place a check in the box on under the Select column and then click on
Delete Selected to remove the selected entry. You may also click on Delete All to
delete all the filtering entries.
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Port Forwarding

Select Port Forwarding from the drop-down list. This feature is used to
automatically redirect common network services to a specific machine behind the
NAT firewall. These settings are only necessary if you wish to host some sort of

server like a web server or email server on the private local network behind the NAT
firewall.

Port Forwarding

Entries it this table allow ywou to awtomatically redirect common network services to a specific
machine behind the NAT firewall. These settings are only necessary if wou wish to host some sott of

server like a web setver of mail server on the private local network behind your Gateway's NAT
firewrall

Ensble Port Forwarding

IP Addvess: | [ Protocol: | Bath % %Pnrl Range: | - Comment:

[ Apply Changes ] [ Reset ]

t Port Forwarding Tahle:

1921681 56 TCP+UDF 456-458 testd

[ Delete Selected ] [ Delete All ] [ Reset ]

Enable MAC Filtering: Place a check in this box to enable this feature.
Local IP Address: Enter the IP address of the device on the local network.
Protocol: Select a protocol from the drop-down list: TCP, UDP, or Both.

Port Range: Enter the starting and ending port number. You may also enter a single
port number if necessary.

Comment: You may add a comment to define the filter. (optional)
Click on the Apply Changes button to add the filter to the table.
You may place a check in the box on under the Select column and then click on

Delete Selected to remove the selected entry. You may also click on Delete All to
delete all the filtering entries.
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URL Filtering

Select URL Filtering from the drop-down list. This is a type of parental control
feature used to restrict certain websites form being accessed through your network.

These filters can be used for securing and restricting your network.
URL Filtering

UEL filter is used to deny LAN users from accessing the internet. Block those URLs which
contain keywords listed below,

Enahle URL Filiering

[ Apply Changes ] [ Feszet ]

Current Filter Tahle:

hittp=ffenee google comifviden |

[ Delete Selected ] [ Delete All ] [ Feset ]

Enable URL Filtering: Place a check in this box to enable this feature.

URL Address: Enter the URL of the website.
Click on the Apply Changes button to add the filter to the table.

You may place a check in the box on under the Select column and then click on
Delete Selected to remove the selected entry. You may also click on Delete All to

delete all the filtering entries.
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DMZ

= Select DMZ from the drop-down list. A demilitarized zone is used to provide Internet
services without sacrificing unauthorized access to its local private network.
Typically, the DMZ host contains devices accessible to Internet traffic, such as web,
FTP, email and DNS servers.

DMZ

& Demalitatized Zone is used to provide Intemnet services without sacrificing unauthornzed
access toits local private network. Typically, the DMWZ host containg devices accessible to
Internet traffic, such as Web (HTTP ) servers, FTP gservers, SMTP (e-mail) servers and DN3

SELIVELS,

Enahle DMZ,
DMZ Host IP Address: (1921681 32

| Apply Changes | | Reset |

= Enable DMZ: Place a check in this box to enable this feature.
= DMZ Host IP Address: Enter the IP address of the DMZ host.
= Click on the Apply Changes button to add the filter to the table.
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Appendix A — Specifications

Standards

IEEE802.11b/g, IEEE802.1x, IEEE802.3,
IEEE802.3u
Wi-Fi data speed
IEEE 802.11b: 11/5.5/2/1Mbps
IEEE 802.11g: 54/48/36/24/18/12/9/6Mbps

Compatibility
IEEE 802.11g/ IEEE 802.11b
Power Requirements

Power Supply: 90 to 240 VDC +10

(depends on different countries)
Device: 12 V/ 1.3A

Status LEDs

4*LAN : Link/Activity

WLAN : Link/Activity

Power : On/Off

Internet : On/Off/Activity
Regulation Certifications

FCC Part 15/UL, ETSI 300/328/CE

RF Information
Frequency Band

2.400-2.497GHz (Japan Band)
2.400-2.483GHz (North America, Europe
Band)

2.455-2.475GHz (Spand Band)

2.446-2.483GHz (France Band
Media Access Protocol

Carrier Sense Multiple Access with
Collision Avoidance (CSMA/CA)

Modulation Technology

Orthogonal Frequency Division

Multiplexing (OFDM)

DBPSK @ 1Mbps

DQPSK @2Mbps

CCK @ 5.5 & 11Mbps

BPSK @ 6 and 9 Mbps

QPSK @ 12 and 18 Mbps

16-QAM @ 24 and 36 Mbps

64-QAM @ 48 and 54 Mbps
Operating Channels

11 for North America, 14 for Japan, 13 for

Europe,

Receive Sensitivity (Typical)

-88dBm @ 1Mbps
-70dBm @ 54Mbps

Available transmit power
(Typical)

2.412~2.472G(IEEE802.11g)
6+-1 dBm min. @6 ~ 54Mbps

2.412~2.472G(IEEE802.11b)
7+-1 dBm. @1~11Mbps

Antenna Connector

Dipole antenna with reverse SMA
connector

Networking
Topology

Ad-Hoc, Infrastructure
Operation Mode
AP/Router
Interface

LAN: Four 10/100Mbps Ethernet (RJ-45);
WAN: One 10/100Mbps Ethernet (RJ-45);
WLAN: 802.11b/g air interface

Security

IEEE802.1x Authenticator /RADIUS Client
(EAPMDS5/TLS/TTLS) Support in AP Mode
MAC address filtering
Hide SSID in beacons
Network Protocol
NAT/PAT
Internet connection management:
FixedIP/DHCP/PPPoE/PPTP
DHCP (server/client)
Static route, RIP1/2
HTTP
UPnP
DDNS (Dynamic DNS)

PPTP/L2TP/IPsec (pass-thru)
Management

Web-based configuration (HTTP)
Firmware Upgrade

Upgrade firmware via web-browser
Physical
Dimensions (HxWxD)

16x10x4cm
Environmental
Temperature Range

Operating: -10T to 50T (14F to 122F)
Storage: -40Cto 70T (-40F to 158F)

Humidity (non-condensing)
5%~95% Typical
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Appendix B — FCC Interference Statement

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

The availability of some specific channels and/or operational frequency bands are

country dependent and are firmware programmed at the factory to match the intended
destination. The firmware setting is not accessible by the end user.
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Industry Canada statement:

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to
the following two conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This device has been designed to operate with an antenna having a maximum gain of 2

dB. Antenna having a higher gain is strictly prohibited per regulations of Industry Canada.
The required antenna impedance is 50 ohms.
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