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Federal Communication Commission Interference Staid

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate radio frequency energy and, if
not installed and used in accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference will
not occur in a particular installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful interference, and (2) this
device must accept any interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate this equipment.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and operated with minimum

distance 20cm between the radiator & your body.
This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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Safety Precautions

Follow the following instructions to prevent the device from risks and damage caused by fire or electric power:
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Use volume labels to mark the type of power.

Use the power adapter packed within the device package.

Pay attention to the power load of the outlet or prolonged lines. An overburden power outlet or damaged lines and plugs may cause electric shock or fire accident.
Check the power cords regularly. If you find any damage, replace it at once.

Proper space left for heat dissipation is necessary to avoid damage caused by overheating to the device. The long and thin holes on the device are designed for
heat dissipation to ensure that the device works normally. Do not cover these heat dissipation holes.

Do not put this device close to a place where a heat source exists or high temperature occurs. Avoid the device from direct sunshine.

Do not put this device close to a place where it is over damp or watery. Do not spill any fluid on this device.

Do not connect this device to any PCs or electronic products, unless our customer engineer or your broadband provider instructs you to do this, because any wrong
connection may cause power or fire risk.

Do not place this device on an unstable surface or support.

Introduction

The DSL-2730U is a highly integrated ADSL2/2+ Integrated Access Device. It provides DSL uplink, Ethernet LAN and wireless LAN services. The wireless LAN is
complied with the IEEE802.11b/g /n standards. It is usually prefered to provide high access performance applications for the individual users, the SOHO, the small
enterprise and so on.
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2.1 LEDs and Interfaces

Front Panel
LED Color. Status Description
Off The power is off.
Green The power is on and the initialization is
On normal.
Power o
Fhe-geviee-ts-initiating:
On The-ficmware-is-unarading
Red Blink " PY S
inks No LAN link
Ot Data is being transmitted through the LAN
] interface.
LAN 1/2/3/4 Green Blinks The connection of LAN interface is normal.
Dataistransmitted-throughthe- WAN
Oon itk
Blinks The connection of WLAN interface is normal.
The WLAN connection is not established.
WLAN Green o)
n
off
Off Initial self-test is failed.
DSL Green | BIinks The device is detecting itsell.
T LLL = .
Fhe-devicersorderthe BridgemodebBSE
off connection is not present, or the power is off.
Green 1P is connected and no traffic is detected.
Internet Oon The device is attempted to become IP
connected, but failed.
Red On WPS negotiation is enabled, waiting for the
WPS( Liiclllb.
on i Device is ready for new WPS to setup.
theside Green Blinks y P
panel) Off
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Rear Panel

Interface/Button Description
RJ-11 interface that connects to the telephone set through
DSL the telephone cable.
Ethernet RJ-45 interfaces that connect to the Ethernet |
LAN4/3/2/1 interfaces of computers or Ethernet devices.
Button to blo o dienhl ML AR
WLAN Reset to the factory defaults. To restore factory defaults,
keep the device powered on and push a paper clip into
the hole. Press down the button for one second, and then
RESET release.
Power on or off.
Interface th
ON/OFF adapter output is: 12 V DC, A.
POWER
z\i/dzspgj:etl?e WPS button to setup connection to client.
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2.2 System Requirements

Recommended system requirements are as follows:

An 10 baseT/100BaseT Ethernet card is installed on your PC

A hub or switch (attached to several PCs through one of Ethernet interfaces on the device)

Operating system: Windows 98SE, Windows 2000, Windows ME, Windows XP, Windows Vista or Windows 7
Internet Explorer V5.0 or higher, Netscape V4.0 or higher, or Firefox 1.5 or higher

2.3 Features

The device supports the following features:

User-friendly GUI for web configuration

Several pre-configured popular games. Just enable the game and the port settings are automatically configured.
Compatible with all standard Internet applications

Industry standard and interoperable DSL interface

Simple web-based status page displays a snapshot of system configuration, and links to the configuration pages
Downloadable flash software updates

Support for up to 8 permanent virtual circuits (PVC)

Support for up to 8 PPPoE sessions

Support RIP v1 & RIP v2

WLAN with high-speed data transfer rates of up to 130 Mbps, compatible with IEEE 802.11b/g/n, 2.4GHz compliant equipment
Optimized Linux 2.6 Operating System

IP routing and bridging

Asynchronous transfer mode (ATM) and digital subscriber line (DSL) support

Point-to-point protocol (PPP)

Network/port address translation (NAT/PAT)

Quality of service (QoS)

Wireless LAN security: WPA, 802.1x, RADIUS client

Universal plug-and-play(UPnP)

File server for network attached storage (NAS) devices

Print server

Web filtering

Management and control

-Web-based management (WBM)
-Command line interface (CLI)
-TR-069 WAN management protocol

Remote update
System statistics and monitoring
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2.4 Standards Compatibility and Compliance

Support application level gateway (ALG)
ITU G.992.1 (G.dmt)
ITU G.992.2 (G.lite)
ITU G.994.1 (G.hs)
ITU G.992.3 (ADSL2)
ITU G.992.5 (ADSL2+)
ANSI T1.413 Issue 2
IEEE 802.3
IEEE 802.3u
IEEE 802.11b
IEEE 802.11g

IEEE 802.11n

3 Hardware Installation

3.1 Choosing the Best Location for Wireless Operati

Many environmental factors may affect the effective wireless function of the DSL Router. If this is the first time that you set up a wireless network device, read the
following information:

The access point can be placed on a shelf or desktop, ideally you should be able to see the LED indicators in the front, as you may need to view them for
troubleshooting.

Designed to go up to 100 meters indoors and up to 300 meters outdoors, wireless LAN lets you access your network from anywhere you want. However, the numbers
of walls, ceilings, or other objects that the wireless signals must pass through limit signal range. Typical ranges vary depending on types of materials and background
RF noise in your home or business.
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3.2 Connecting the Router

(1)  Connect the DSL port of the router and the Modem port of the splitter
with a telephone cable; connect the phone to the phone port of the
splitter through a cable; and connect the incoming line to the Line port of
the splitter.

The spliiter has three ports:
® LINE: Connect to a wall phone jack (RJ-11 jack)
® Modem:Connect to the Line interface of the router
® PHONE:Connect to a telephone set

(2)Connect the LAN port of the router to the network interface card (NIC) of
the PC through an Ethernet cable (MDI/MDIX).

(3)Plug the power adapter to the wall outlet and then connect the other end
of it to the Powerport of the router.
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4 About the Web Configuration

The first time you setup the Router. It is recommended that you configure the WAN connection using a single computer, to ensure that both the computer and the
Router are not connected to the LAN. Once the WAN connection operates properly, you may continue to make changes to Router configuration, including IP settings
and DHCP setup. This chapter is concerned with using your computer to configure the WAN connection. The following chapter describes the various menus used to
configure and monitor the Router, including how to change IP settings and DHCP server setup.

4.1 Preparation Before Login

Before accessing the Routerre the communication between PC and Router is normal. Check the communication as follows.
Configure the IP address of the PC as 192.168.1.X (2~254), net mask as WINDOWS s ystom3 Zicmd.ane
255.255.255.0, gateway address as 192.168.1.1 (for customized version,
configure them according to the actual version).

Enter arp -ain the DOS window to check whether the PC can read the MAC
address of the Router.

Ping the MAINTENANCE IP address (192.168.1.1 by default) of the Router.
If the PC can read the MAC address of the Router and can ping through the
MAINTENANCE IP address of the Router, that means the communication of
the PC and the Router is normal.

AR — el A0

Note
When you manage the Router through Web, you must keep the Router
power on. Otherwise, the Router may be damaged.
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4.2 Logging In to the Router
The following description is a detail “How-To" user guide and is prepared for first time users.

4.2.1 First-Time Login

When you log in to the DSL Router for the first time, the login wizard appears.
Step 10pen a Web browser on your computer.

2l DSL. Router - Microsoft Internet Explorer

address bar. The login page appears. File Edit ‘Wiew Fawvorites Tools Help

|\=e) Biack ‘@) B @ !i':] ":3 Search

Step 2 Enter http://192.168.1.1DSL router default IP address) in the

Hddress @http:ﬁl?&lﬁﬁ.l.l}'

Step 3 Enter a user name and the password. The default username and
password of the super user are adminand admin.The username
and password of the common user are userand user.You need not

enter the username and password again if you select the option
Remember my passwortl.is recommended to change these e 7
default values after logging in to the DSL router for the first time. bbb S

Usarmame : | =don ¥

Password & | ssess
Validate Codes | WiRKG

i i

Step4  Click Loginto log in.
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4.3 Setup

4.3.1 Wizard

Wizardenables fast and accurate configuration of Internet connection and other important parameters. The following sections describe these various configuration

parameters.

When subscribing to a broadband service, you should be aware of the method, by which you are connected to the Internet. Your physical WAN device can be Ethernet,
DSL, or both. Technical information about the properties of your Internet connection is provided by your Internet service provider (ISP). For example, your ISP should
inform you whether you are connected to the Internet using a static or dynamic IP address, or the protocol, such as PPPoA or PPPOE, that you use to communicate

over the Internet.
Choose Setup> Wizard. The page shown in the figure appears.

Click Setup WizardThe page shown in the right figure appears.
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MAINTENANCE STATUS

DSLJ?MH. SETUP

There are two ways to sebup your Internat connaciizn: You can use e WebDasad Inkemat
Connectidn Satip Wizt or you c2n manialy configure the connection.

Plzzss ke =i yau have your 150 s conndction settings fret Fyau choose manuzlsstup

TNTERNET CONNECTION WIZARD

2 of your naw 0-Link Router to the

thie wirzrd for 2ssistznea and quick connig
i tions in erder ko get your Intamat

| be prasentad 2p-br
i and minning, Gick the butn

Satin 1 |

2 lsunching the weard,
in tha Quick Instalktion

piEeze ensurz you have corecty folowed the steps outlned
with The

Gildg ing ar

This wizerd wil guide you through 2 skep-by-shep process to configure your new D-Lnk mutsr and conrect to the
[rbarmat,

+ stepl: Crange Deyice Login Password
e Skep2: SaT Time and Oats

Skep3: Seup Intemat Connectian
Stepd: Confgure Wirskess Hetwore
step5: Completed and Apoly

Next Cancet |




There are four steps to configure the device. Click Nextto continue.

Change the password for logging in to the device.

The default password is admin.To secure your network, modify the password
timely.

Note
Confirm password must be the same as the new password.

To ignore the step, click Skip.
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T0 NEp sacure vour neswark, O-Link recormmands that you s10uld chioosa a new password, T vou do not wish to
choosa g e password now, Just clok "Skp” £o contnue. Chok Tewt” to procesd 1o next soap.

Current Password ;
Mew Password &
Confaem Password @

Back'| n(énl 5lnp| _[zncell
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Set the time and date.
First NTP time serveiSelect the domain of the time server to which system
time will be synchronized.

Configure the Internet connection.

Select the country and ISP. Set the VPI and VCI. If you fail to find the country

and ISP from the drop-down lists, select Others.

® Protocol:The protocol connection type of the interface. You can select
PPPoE, PPPoA, Dynamic IP, Static IP, or Bridge.

® Connection TypeYou can select it from the drop-down list according to the
uplink equipment. You can select LLC or VC-Mux.

® VPI: The virtual path identifier of the WAN interface (provided by your ISP).

The range is 0 to 255.

® VCI: The virtual channel identifier for the WAN interface. The range is 32 to

65535 (1 to 31 are reserved for known protocols).
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Thie Tiire ConRgUranon 0p0on Shkbes you b Configure, Undans, ard Mo the Comect tine on the Ftermsl gerem
hode. From this section you cn sat the tme 20ne that vou are i and set the HTP [Hetwork Trne Protocoly Berver,
Dayight Seving can 250 be configuied to automatialy adjust the time when needed.

TIME SETTINGS

T Automatically synchronize with Tntemat Gme servers

TSt NTP oma sevar ool o

Socomd NTP

DuayBofiE Savisy Daies b ﬂ W ﬂ ]—j
w4 [FEEEEEE

Batk um] Gancel |

Plzase sslect your Canntry and [SP {Intemet Sendce Provider) from che kst below. ¥ your Country or ISP s not n the
Ist. please salect "Others ',

Country 2 [(Ciecto Caece) =]
InEumakSu'vbaPluv'ﬁhl:I!’Cls‘mse'sc'_'- -I
PIO:‘MB‘_I ko e + vI

Conmuetion Tyw =

VPT: | (Enter a numoss)

VL | [Enkei 3 murbar) ErE- i)

Back i [ Cancel |
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If the Protocolis PPPoEor PPPoA the page shown in either of the two figures
appears.

Pleass select your Country and ISP [Intemet S=rice F;IIWNE[] from the st gsfaw. If your Country or ISF & not n the
et plagse-salact “Othars’.

country ! [osen 7]
Internst Servica Provider | [05=rs =]
Protocal: [FRecE 7
Connecbon Type | [[Tidk = 5e=ct) =]

v [(Enmra e (o255

NEE | (Ertaranumber) | (32-65535)

PPPOE

Plegse entar your Lsarrame and Pasword 3z
nfommetion ex=cty as shown kg note

privvidad Ly your TSP (e anca Providar), Plhase entar the
uppar and ower cases. Dick "Hewt”™ to contnue:

Usemame ; I
Password : |
Confinm Password ; |
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Set the user name and password as provided by your ISP. Please salect yiour Covntry and ISP (Intaimet Service Prosidsr] frm the 16t bk 1 your Country o 15 & net ihe
lists, plaase sele o "Oters’.

=43

¢ your Usemane and
N SXECTT 25 EN0wr [ing

ard @5 provided by your 15P (Iiceinet
te of uppar and Dwar cses. Ok "Mt T

Username :
Password ©
Confirm Password =
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If the Protocolis Static IPthe page shown in the figure appears. [P S e nrsmer pane e L0

Enter the IP Address' Subnet MaSk' Default Gateway‘ and Primary DNS Server. Plaase- galers voir Gourery. and 157 {Incamat Seruce Providar from the kst below, IF your Courtrr ar 159 s nat in the

kst, plegze s=lact "Othars’,
Country: [omes =]
Inteenat Servie Prowder | [Cies =]
Potocol ! [Sitc? =]
b e
e [(Ener 2 numeen)  (o-assh
ver: [(Entera nuroen 3265535

STATIC I

“fipd baie selectad StEtc 1P Itemat connection. Flaass entar e 3p0i0piats N7omanon Deiow &8 proviced Dy you

The Aun PYC S feamwing wil nOE WOk 2l Cages w0 please 2nter e VPLVCD furmbers f ofeded by The [P,
Cck NEst oo contiue

IF Address I"_‘ 0.0.0

Subnet Mask : |0.0.0.0

Default Gateway | [
Prisnasy DNS Sarves | I

[me | e | gmenl |
[0 sweaisewpmmaneroonsiecnon

If the Protocolis Dynamic IPor Bridge,the page shown in the figure appears. Piazza sakas your Cacntry nd 160 (Inksmak Sanviea Prowdar) fram sha 5= b, F paur Conrtny o 150 &rot n the
I, phesse sl "Dshars”.

Conmitry : [Srers -
AINERMMET Serdoe Provider : | Cmers -

Protocal: [Cireme®. 7]
Conmection Type : [0 o 5= =
e {0255}

{32-55535)
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After proper configuration, click Next.
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Configure the wireless network, or keep the default settings. Enter the
information and click Next.

Enable Your Wireless NetworEnable wireless settings on LAN interface.

Wireless Network Name (SSID$SID is the name of your wireless
network. All wireless-equipped devices share the same SSID to
communicate with each other. It must be unique to identify separated
wireless network. For security, you should change the default SSID to a
special ID.

Visibility Status:You can select visible or invisible.

Security Levelin order to protect your network from hackers and
unauthorized users, it is highly recommended you choose one of the
following wireless network security settings.

WPA Pre-Shared Keylease set it. Then you will need to enter the same
key here into your wireless clients in order to enable proper wireless
connection.

DSL-2730U User Manual

T : 55 NE S5

Your wirelass natwork & enablad by defaul. ¥ou can amply unchadk © o dissble i and chick "Mext” to sk
configuration of wialess natwaork:

M Enable Your Wireless Hetwork
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highty racommendac to changs the pre-configured network nama,

Wireless Hatwork Hame (SSID) - Idin'( {1~32 charactars)

Belect "Visible" ko publsh your wireless netweork and SSID can be Found by wireless disrts, or select "Invs
your wireless network so that Lsers need to manually enter SSI2 in order to connect to your wireless net

Visibility Status : # vyehle © Invishble

In order to protect your network from hackers ard unauthorized users. it 5 highly recommended vou cho
the fallowirg wireless nebwark securty setbngs,

. Nona WP . WPAPSK & wWpazs

Sacurity Mode: VWPA-PSK
Select ths opbon F your wireless adepters support WPA-PSK.

Mow, Dlease enter pour wialess security kew,

WPAZ Pre-Shared Key
| 3sForressaag

(8-63 characrars, such € 3~z A~Z, Or 0~0, |.e. "MoFOrtressIdIn’)
Note: You will need to enter the same key h=re into your wireless ciznts n order £o =ngbe proper wirels
CORNEcoan,

E:{'ctl Hextl Cancel I
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The page shown in the right figure appears. In this page, you can view the
configuration information. You can check weather the configurations match the
information provided by your ISP.
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4.3.2 Internet Setup

Choose Setup> Internet SetupThe page as shown in the right figure
appears. In this page, you can configure the WAN interface of the device.
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Click Add in “INTERNET SETUP".The page shown in the following figure

appears.
Description
Eield
® The virtual path between two points in an ATM
network and its valid value is from 0 to 255.
PVC ® The virtual channel between two points in an ATM
Settings network, ranging from 32 to 65535 (0 to 31 is
reserved for local management of ATM traffic).
You can select from the drop-down list.
Service
Category
CBR.
Nem Realtime VBR
Realtime VER
You can select from the drop-down list.
Bridging w
PPP over ATM (PPPoA)
Protocol PPP over Ethernet {PPPE]
MAC Encapsulation Routing {MER)
P over ATM (TPaA)
Bridging .
QoS You can select one of the item between Strict Priority
scheduler and Weighted Fair Queuing.
Select the method of encapsulation provided by your
ISP. You can select from the drop-down list.
Encapsulati T —— |
on Mode
VCMUX
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ATHM PVC CONFIGURATION

O o [0-255)

WCL 35 ({32-65535)
Sarvice Categony. | LER WihoutFCR

st S6

IF QOS5 SCHEDULER ALGORITHM

@ Strict Priority

Precadence of quene: [ 8 {hrwast)

2 weaghted Farr Quauing

CONNECTION TYPE
-

Encapsulation Mode: |ULCsIaFBRIIGING W

Protocol:; [

Enable Muitiple Vian Over One Connection: 7]

BRIDGE SETTINGS

Service Name: | br 1 0 35

(o]

Newt
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Click Next, the page shown in the following figure appears.

Make sire that the settings belw match the ssthings provided by your ISP

Ciick “Apoi” to sava these setongs. Cick "Back” to make 30y modifistions,
FIOTE: You nezd to rahaot o actvate this WAN interface and furthar configure sapares over
this nterface.

SETUP - SHMMARY

Vel [ vEen a3
Connection Type: Bridgs
Sarvice Nama: bro o 35
Service Category: LER

1P Addrass: fét Appicabie
Service State: Enablzd
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If you select the PPP over Ethernet (PPPo&)PPP over ATM (PPPoAgs
the connection protocol, the following page appears.

PPP Usernam&he correct user name that your ISP provides to you.

PPP Passwordhe correct password that your ISP provides to you.

Authentication MethodThe value can be AUTO, PAP, CHAP, or
MSCHAP. Usually, you can select AUTO.

Dial on demand (with idle timeout timefj:this function is enabled,
you need to enter the idle timeout time. Within the preset minutes, if the
router does not detect the flow of the user continuously, the router
automatically stops the PPPoE connection. Once it detects the flow (like
access to a webpage), the router restarts the PPPoE dialup.

If this function is disabled, the router performs PPPoE dial-up all the
time. The PPPoE connnection does not stop, unless the router is
powered off and DSLAM or uplink equipment is abnormal.

MTU Size:Maximum Transmission Unit. Sometimes, you must modify
this function to access network successfully.

PPP IP extensiorif this function is enabled, the WAN IP address
obtained by the router through built-in dial-up can be directly assigned to
the PC being attached to the router (at this time, the router connects to
only one PC). From the aspect of the PC user, the PC dials up to obtain
an IP addres. But actually, the dial-up is done by the router. If this
function is disabled, the router itself obtains the WAN IP address.

Use Static IP Addres#: this function is disabled, the router obtains an
IP address assigned by an uplink equipment such as BAS, through
PPPoE dial-up.

If this function is enabled, the router uses this IP address as the WAN IP
address.

Enable NAT:Select it to enable the NAT functions of the router. If you do
not want to enable NAT and wish the router user to access the Internet
normally, you must add a route on the uplink equipment. Otherwise, the
access to the Internet fails. Normally, NAT should be enabled.

Enable FirewallEnable or disable IP filtering.

Enable IGMP MulticasttGMP proxy. For example, if you wish that the
PPPoE mode supports IPTV, enable this function.
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Protocol; |Fpe arer £
Encapsulation Mode: :LL-:..S'-A-‘-BR:I:GE'IG ;_
Enable Multiple Vlan Ouer One Connection: [7]

PPP USERNAME AND PASSWORD

PPP Usornami:

PPP Passward:
Confirm PPP Password: -
Authenticatbon Method: |ALUTD &
ial on Demand (With Idie Timeout Timer): [

Dial Om Mamual: [
MTU Size [ 1492 ] [1270-1452 )

PPP IP Extension: [ |

IPV4 Setting
[0 use Static IP Addres.

1P Address: | 0.0.0.0

HETWORK ADDRESS TRANSLATION SETTINGS

Enable NAT: [4]
Enable Arewall:

[<]

Enable I6MP Multicast: ||

Service Rame:

[t ] (Lo
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If you select the MAC Encapsulation Routing(MER)s the connection
protocol, the following page appears.
® Obtain an IP address automaticallyile modem obtains a WAN IP EnrhjankrdanTnder | [1ERUR
address automatically and at this time it enables DHCP client functions. Enable Multiphe Vian Over Gne Connections [
The WAN [P address is obtained from the uplink equipment like BAS and
the uplink equipment is required to enable the DHCP server functions.
® Use the following IP addresK:you want to manually enter the WAN IP
address, select this check box and enter the information in the field.

® WAN IP AddressEnter the IP address of the WAN interface provided by
your ISP. =

® WAN Subnet MaskEnter the subnet mask concerned to the IP address

Protocok | MAC Encepmuist

of the WAN interface provided by your ISP. IPV4 Setting
o Default GatewayEnter the default gateway. - . -
@ Obtain DNS info automatically from WAN interfacéou can get DNS O Dlstam 1P walthgts ki tically

server information from the selected WAN interface 5 use the following IP address:

® Use the following Static DNS IP addre#fsyou want to manually enter r
the IP address of the DNS server, select this check box and enter the
information in the fields.

® Primary DNS serveiEnter the IP address of the primary DNS server.

® Secondary DNS serveEnter the IP address of the secondary DNS
server provided by your ISP.

Obtain DHS info automaticalfy from WAN intesface
Usz tha following Static DNS [P address;

HETWORK ADDRESS TRANSLATION SETTINGS

Enable HAT: [
Enable Firewalk: 7]
Enable IGMP Multicast: 7]

Service Hame: | mer_0_0_35

| Text | Cancal
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rerpropersetines, cieert E—

Make sura that the setiings beow rratch the settings provided by your ISP,
Click "apol" to save these settings. Click "Back” to meke army modificetions.
NOTE: You need to reboot to activace this WAN nterfzce and further configure sarvices ovar
this interface.

VPI [ VCL: 0/35

Connection Type: PoE

Service Name: mer_0_0_35

Service Category: LUER.

IP Address: Autormaticaly Assaned
Service Stata: Erabled

MNAT: Erabled

Firewall: Erabled

IGMP Multicast: Disabled

Duazlity Of Sarvice: Erahled

Eack Apply
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4.3.3 Wireless Connection

This section includes the wireless connection setup wizard and WPS setup
wizard. There are two ways to setup your wireless connection. You can use the
Wireless Connection Setup Wizasdyou can manually configure the

connection.

Choose Setup> Wireless Connectiorthe Wireless Connectiopage

shown in the following figure appears.
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Thiare 28 W0, waes to setup your witgkes connactin, You Gn wsa the Wirgls Connacton Setun Weard.or you can
rranually configura the connaction.

Flease note that changes make on this sectoon will also need to duplicated to your wireless clients and PC.

WIRELES: NNECTION SETUP WIZA

use Web-based Wizsnd to assist vou n connecting you new D-Link Systerms
tar to the Internet,ciick on the button baiow.

I you would ke to utlze our ezsy
Wieles:

| Vraless Connacion Satup YWiErd

J

Hote: Before aunching the wizard, please ensure you have folowed all stepe autined in the Quick Instalzton Guide
nchideo the package.

ADD WIRELESS DEVICE WITH W WI-FI PROTECTED SETUP) WIZARD

Thi wiard & designed to assst you in conmecting vour wreless device to vour rout
steg nstruchons on how to oet wour wielsss device connecied, Jick the button b

il guide you thiough step-oy-
, to beqin,

| Add Wire ess Device with WPS |

MANUAL WTR $ ON DPTIONS

1 you would ike toconfigure the ternat sattings of vou new D-Link Router manwall,chen cics on the button beliow,

[ MarLia! VWreiess COnrecton Secup ]

WPS RESET TO

HCONF

s Lnen iU red, v defaul, other seTongs wil rermain
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4.3.3.1 Wireless Wizard
In Wireless Connectiopage, Click “Wireless Connection Setup Wizard”,
the page shown in the following figure appears.

If you select “Use WPA encryption instead of WERInd “Manually assign a
network key” click “Next”, the page shown in the following figure appears.
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Give your nebwork 2 name, weing wo b 22 charecters,
Hetwork Mame (S50

& starnaticadly 250 3 network kay (Recammendsd )
Ta oravent outsiders from accessing your retwork, the routse wil sitomaticely assion 3 security kew - {dso cdec
WER o VPR ke o your network

O Manuzly sssoranetwork key

ke this option if vou prefer bo oeale your own kgg‘

2] Use W encrvption instead of WER (WP b strorger than WER ancd al CrUnk wirslss chant adepters suppoet

wea)
(P ] [woa ][ carcal |

THa WA LRI Protactad fcess) ke must et one of fkwing gudalnes.
- Betwizen 8 and 63 chatacters [& Iongen WiRA ke & more sscure than & short ore)
- Exactly 64 characters g 042 and &-F

Hetwerk Kei

(o) (e | (|
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If you only select “Manually assign a network keytlick “Next”, the page
shown in the following figure appears.

After you enter the network key, the page shown in the following figure appears,
you can confirm the wireless settings in this page.
Click Saveto save the settings.
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The wER (or Wired Equiaksrt Prwacy] key st mest ore of fikbowing guid=ines.

- Bxactly 5o 13 chaackes
- Exacty 100 or 26 charachers usng 0-9 and AF

& |minges WER kay 1z oare sacurs than 2 short onz.

Nebork Ky | | |

[rev | [ et ][ crcel |

Please enter the following settngs in the wirdess device that vou ars-adding to vour wirsless netwrk and keeo
a nota of it for it raferencs ' ' '

Mty Mama (S510) - dlink
‘Wirgless Seority Made | WEA-PSE TKID

Metwom ke 123456789
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4.3.3.2 Wireless Device Add

In Wireless Connectiopage, Click Add Wireless Device with WP$he
page shown in the following figure appears.

Select Auto, click Next, the page shown in the following figure appears.
When PIN is used, users are only allowed to enter no more than eight digits in
the field.

Select Manual,click Next, the page shown in the following figure appears.
It displays the current wireless settings and you can manually enter the settings
in the wireless device that's to be added in the wireless network.

DSL-2730U User Manual

Plaage cobect one of Tha following con figuratinn mathaods and dick nest to contime,

&) o — Salect this cption I pour wialess cevice dpports WRS | WER Protactad Setupn |

) Mareladl — celect tis cption wil display the curent wieless setting far yoo to configure the wieles device manadly

oo s oevce i wes (s e sy

There aewo ways bo sdd wiekss cerice to vour wiveless natwork

- PIN [Parsond Tcentification Number )
- PBC {Push Button Confourstion)
& PV
Hleass ertar the PIN frorn your wirsless devics #nc clict the bellbow *Connect” butioa

) PBC:

Fleas= press doe pudh buttor an gour wireless dewce and press the "Connect® Button baliow within 120 s=conds

Fladze enter tha Ilowing setteas in the wheks desice thal w26 adding 10y wisess networl o keen
atoreaf it for fiumes refernce

Hetwiotk Name (25100 | 2aaa
“Wirsless GECUITY Moce - WRA-FSK TEIP +m

Hetwitk Key,  PNHEDICFFORAVOS

[ (5]
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4.3.3.3 Manual Wireless Setup
If you want to configure the Internet settings of you new D-Link Router manually, click Manual Wireless Connection Setupwill redirect to 4.4.1 Wireless Settings.

4.3.3.4 WPS Reset to Unconfigured

In Wireless Connectiopage, Click Reset to Unconfiguredhe page shown
in the following figure appears.

Once the “Reset to Unconfigured'button is clicked, the “wireless settings” SECURICRE S seelxics: o facohnr Lt s Cock I DIt o e e [Leak el hURs O En B EHR
will be reset to factory default, other settings will remain unchanged. ssm dlink
Crannal Aubo

Wiralase Secunity Moda:  Mone
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4.3.4 Local Network

You can configure the LAN IP address according to the actual application. The preset IP address is 192.168.1.1. You can use the default settings and DHCP service to
manage the IP settings for the private network. The IP address of the device is the base address used for DHCP. To use the device for DHCP on your LAN, the IP
address pool used for DHCP must be compatible with the IP address of the device. The IP address available in the DHCP IP address pool changes automatically if you
change the IP address of the device.

You can also enable the secondary LAN IP address. The two LAN IP addresses must be in different networks.
Choose Setup> Local Network.The Local Networkpage shown in the

This section allows you to configure the local network settings of yvour router. Please note that
this section is optional and you should not need to change any of the settings here to get your
netwaork up and running.

ROUTER SETTINGS

Use this section to configure the local netwaork settings of your router. The Router IP Address
that 15 configurad here is the IP Address that you use To access the Web-based management
interfzce. If you changs the IP Address here, you may need to adjust your PC's network
settings to zccass the network again.

Router IP Address : |122.168.1.1

Subnet Mask : | 235.255.255.1

0 Configure the second IP Address and Subnet Mask for
LAN interface
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By default, Enable DHCP Serves selected for the Ethernet LAN

interface of the device. DHCP service supplys IP settings to workstations
configured to automatically obtain IP settings that are connected to the
device through the Ethernet port. When the device is used for DHCP, it
becomes the default gateway for DHCP client connected to it. If you
change the IP address of the device, you must also change the range of IP
addresses in the pool used for DHCP on the LAN. The IP address pool
can contain up to 253 IP addresses.

Click Apply to save the settings.

In the Local Networkpage, you can assign IP addresses on the LAN to
specific individual computers based on their MAC addresses.

Click Add to add static DHCP (optional). The page shown in the following
figure appears.

Select Enableto reserve the IP address for the designated PC with the
configured MAC address.

The Computer Naméelps you to recognize the PC with the MAC
address. For example, Father’s Laptop.

Click Apply to save the settings.

After the DHCP reservation is saved, the DHCP reservations list displays
the configuration.

If the DHCP reservations list table is not empty, you can select one or
more items and click Edit or Delete.
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DHCP SERVER SETTINGS (OPTIONAL)

Uge thic raction to configure the built-in DHCP Sarvar to accign IP addrezces fo the computars
an your rnetwark.

() Disable DHCP Server

(+ Enable DHCP Server

DHCP IP Address Range: | 152.108.1.2 | o] 1520081254

DHCP Leasa Tima : 5-2—1 ] [hourc)

Apply

DHCP RESERVATIONS LIST

Status Computer Name MAC Address IP Address

[ Aca | [ edrc ][ Deece |

Enable :

Computer Name :
1P Addrese :

MAC Address :
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4.3.5 Time and Date

Choose Setup> Time and DateThe page shown in the following figure

appears.

In the Time and Datgage, you can configure, update, and maintain the correct
time on the internal system clock. You can set the time zone that you are in and
the network time protocol (NTP) server. You can also configure daylight saving
to automatically adjust the time when needed.

Select Automatically synchronize with Internet time servers.

Select the specific time server and the time zone from the corresponding
drop-down lists.

Select Enable manual Daylight Saving,overwrite automatic rule if necessary.
Set the daylight as you want.

Click Apply to save the settings.
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The Time Canfiguration option alows you to configure, update, and mzintain the correct Tmea
on the nternal system clock. Fom this saction you. can set the Cire zone that you are in and
sat the NTP (Network Time Protocol) Server. Daylight Saving can also be configured to
automaticaly acjust the time whan needed.

TIME SETTINGS

[¥] Aautomatically synchronize with Internet time sarvess
First NTP kime server :  ripldink cm e

Second NTP time server: | Mone w

TIME CONFIGURATION

Current Router Time: Thy Jan 1 00:33:57 1870
Tima Zone : |{c|krr-os:c | Pacfic Time, THuanz u|

Davlight saving Trme rule of US have sutomaticaly been analed to
this tme zona

[T Ermabie manuzl Daylgnt Sawing, ovarwrte automatic e

ApDh Cancel
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4.3.6 Logout

Choose Setup> Logout. The page shown in the following figure appears. In
this page, you can log out of the configuration page.
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Logging out wil cose tha prowser,
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4.4 Advanced

This section includes advanced features used for network management, security and administrative tools to manage the device. You can view status and other

information that are used to examine performance and troubleshoot.

4.4.1 Wireless Settings

This function is used to modify the standard 802.11 wireless radio settings. It is recommended not to change the default settings, because incorrect settings may impair

the performance of your wireless radio. The default settings provide the best wireless radio performance in most environments.

Choose ADVANCED > Wireless SettingsThe page shown in the following
figure appears.
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SETUR ADVANC

Confapire your wreless hasic =

g5

HAINTENARCE STATUS

[ worales Bascs

NELR

WIRELESS SETTINGS — WIRELESS RASICS

ADVARCED WIREEESS

Al youta corfigu

ADVANTED SETTINGS

sncec faatyres oF the wreless LAN interface.

ADVANCED WIRELESS — MAC FILTERING

raied MAC addresses,

Alavs v to configu

ADVANCED WIRELESS — SECURITY SETTINGS

g mrekss L o

_——_—e
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4.4.1.1 Wireless Basics

In the Wireless Settingpage, click Wireless Basicthe page shown in
the following figure appears. In this page, you can configure the
parameters of wireless LAN clients that may connect to the device.
® Enable WirelessSelect this to turn Wi-Fi on and off.
® Wireless Network Name (SSIDyhe Wireless Network Name is a
unique name that identifies a network. All devices on a network
must share the same wireless network name in order to
communicate on the network. If you decide to change the wireless
network name from the default setting, enter your new wireless
network name in this field.
Visibility Status:You can select Visible or Invisible.
Country:Select the country from the drop-down list.
Wireless ChanneBelect the wireless channel from the pull-down
menu. It is different for different countries.
® 802.11 ModeSelect the appropriate 802.11 mode based on the
wireless clients in your network. The drop-down menu options are
802.11n auto, 802.11g only, Mixed 802.11g and 802.11b, or 802.11b
only.
® Bandwidth:You can select it from the drop-down list:

Bandwidth : |—1<IIMHz Lower band [

20MHz
40MHz Upper band

40MHz Lower band

Click Apply to save the settings.
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changes made in this section will also nead to be duplicated to your

Use this section to configure the wireless settings for vour D-Link router, Pleasa note that

wiralass clents and PC.

WIRELESS NETWORK SETTINGS

Enable Wireless

Wireless Network Name (SSID) : | dink _|

Visibility Status: @& vighle (O Invisile

Country : |SINGAPORE

Wireless Channal : |Auto v| {Current: CH &)

802.11 Mode : |30z 11n auto v
Bartihuidyly | 802.11n only
02.11g only

Mixed 802,110 and 802, 11k
Please take note of your S5I0 35 you wil802.11b only
devices and PC,

ettings toyour wirelass
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4.4.1.2 Advanced Settings

In the Wireless Settingpage, click Advanced settingshe page shown in
the following figure appears.

® Multicast RateSelect the multicast transmission rate for the network.
The rate of data transmission should be set depending on the speed of
your wireless network. You can select from a range of transmission
speeds, or you can select Auto to have the Router automatically use the
fastest possible data rate and enable the Auto-Fallback feature.
Auto-Fallback will negotiate the best possible connection speed between
the Router and a wireless client. The default value is Auto.

® Fragmentation Threshol@ackets that are larger than this threshold
are fragmented into multiple packets. Try to increase the fragmentation
threshold if you encounter high packet error rates. Do not set the
threshold too low, since this can result in reducing networking
performance.

® RTS ThresholdThis value should remain at its default setting of
2347.Should you encounter inconsistent data flow, only minor reductions
are recommended. Should you encounter inconsistent data flow, only
minor reduction of the default value, 2347 is recommended. If a network
packet is smaller than the preset RTS threshold size, the RTS/CTS
mechanism will not be enabled. The Router sends Request to Send
(RTS) frames to a particular receiving station and negotiates the sending
of a data frame. After receiving an RTS, the wireless station responds
with a Clear to Send (CTS) frame to acknowledge the right to begin
transmission. The RTS Threshold value should remain at its default
value of 2347.

® DTIM Interval: (Delivery Traffic Indication Message) Enter a value
between 1 and 255 for the Delivery Traffic Indication Message (DTIM.) A
DTIM is a countdown informing clients of the next window for listening to
broadcast and multicast messages.

® Beacon IntervalA beacon is a packet of information that is sent from a
connected device to all other devices where it announces its availability
and readiness. A beacon interval is a period of time (sent with the
beacon) before sending the beacon again. The beacon interval may be
adjusted in milliseconds (ms). Default (100) is recommended.

® Global Max ClientsSpecifies maximum wireless client stations to be
enble to link with AP. Once the clients exceed the max vlaue, all other
clients will be refused.
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Thesa aptiens are far users that wish to change the bebaviour of ther 802,110 wireless mdin
from the s@ndard setting. D-Link does not recammend chianging these settings fiom the factony
default. Incorrect s2ttngs may mpar the performance of your wirekess mdio. The default
settings should provide the best wireless radio performence in mast environments.

ADVANCED WIRELESS SETTINGS

Multicast Rate:
Fragmentation Threshold:
RTS Threshold:

DTIM Intervak

Baacon Intervak

Giobal Max Clients: | 16

Transmit Power: | 100% ¥

WIFMOWi-Fi Multimedia): [Ensbied v

SSI1D

Enable Wireless
Wireless Network Hame (SSID) : | clink

Visibility Status 1 @ vidble O Invisible

User Isolation : |

Disable WMM Advertise : |

Enabla Wirelass Multicast Forwarding |Cn—v|
(wMp) : ——=

Max Clients: | 16 (L~ 128)




Transmit PowerAdjust the transmission range here. This tool can be
helpful for security purposes if you wish to limit the transmission range.
WMM (Wi-Fi Multimedia): Select whether WMM is enable or disabled.
Before you disable WMM, you should understand that all QoS queues or
traffic classes related to wireless do not take effect.

Enable WirelessSelect this to turn Wi-Fi on and off.

Wireless Network Name (SSIDyhe Wireless Network Name is a
unique name that identifies a network. All devices on a network must
share the same wireless network name in order to communicate on the
network. If you decide to change the wireless network name from the
default setting, enter your new wireless network name in this field.
Visibility Status:You can select Visible or Invisible.

User IsolationWhen many clients connect to the same access point,
they can access each other. If you want to disable the access between
clients which connect the same access point, you can select Onto
enable this service.

Disable WMM Advertiseou can select On or Off from the drop-down
list.

Enable Wireless Multicast Forwarding (WMR)ou can select Onor

Off from the drop-down list.

Max Clients:Specifies maximum wireless client stations to be enble to
link with AP.

GUEST/VIRTUAL ACCESS POINTIf you want to make Guest/Virtual
network function be available, you can set the parameters below.

These settings are only for more technically advanced users who have
sufficient knowledge about wireless LAN. Do not change these settings
unless you know the effect of changes on the device.

Click Apply to save the settings.

DSL-2730U User Manual

GUEST/VIRTUAL ACCESS POINT-1

Enable Wiraless Guest Network : []

GUEST/VIRTUAL ACCESS POINT-2

Enable Wireless Guest Network : [

GUEST/VIRTUAL ACCESS POINT-2

Enable Wireless Guest Network @ [7]

Appk Cancel
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4.4.1.3 MAC Filtering

In the Wireless Settingpage, click MAC Filtering, the page shown in the
following figure appears.

In this page, you can allow or deny users access the wireless router based on
their MAC address.

Click Add, the page shown in the following figure appears.
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Enter the MAC address and dick "Apply” to-add the MAC address e the wireless MAC adcress
filters.

Wireless MAC Filtering Policy:

Enabks Wireless MAC Fikerng

@ only ALLOW computers lsted to accass wieless network

O Only DERY computers isted wil be blickad to 3ccess wireless natwork

Cancel

WIRELESS MAC FILTERING LIST

MAC Address S5ID

MAC Addrass: | SSID: [ome v
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4.4.1.4 Security Settings

In the Wireless Settingpage, click Security SettingsThe page shown in the
following figure appears.

Select the SSID that you want to configure from the drop-down list.
Select the encryption type from the Security Modedrop-down list.You can
select None, WEP, WPA-Personahd WPA-Enterprise.
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This page allows you to configure secunty features of the wirekss LAN intarface, You can sec
the network authentication methed, select data encrypton, spechy whethar 2 network key is
required to authenticate to this wireless network znd soecify the encrypkion strength.

Click "Apply" to configura the wiralass sacurity options.

WIRELESS S5ID

Select SSID : [DlIwk ~ |

WIRELESS SECURITY MODE

To protect your privecy you c@n configure wireless securizy features, This davice suppaorts thres
wireless security moces incuding: WEP, WPA znd WPA2. WEP is the origingl wireless encryption
soancarc. WRA and WRAZ Diovides 2 nigher leval of security.

Security Mode ; ﬁm-wersunal v
WIRELESS SECURITY MODE

WPA Mode;;

WPAZ Only v

WPA passphrase: | ssrsussrssnan |

WPA Group Rekey Interval: | 0 |

te of your 551D and secury Ky as you |
2vices and PLL

| need to cupic@te tha same settngs

apiy/save | | Cerncal |
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If you select WEP, the page shown in the following figure appears.

WEP (Wireless Encryption Protoc@hcryption can be enabled for security

and privacy. WEP encrypts the data portion of each frame transmitted from the
wireless adapter using one of the predefined keys.

The router offers 64 or 128 bit encryption with four keys available.

Select Encryption Strengtfrom the drop-down menu. (128 bit is stronger

than 64 bit)

Enter the key into the Network Key field 1~4. (Key length is outlined at the
bottom of the window.)

Click Apply/Saveto save the settings.
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WIRELESS SECURITY MODE

To orotact your orivecy you cen configurs wireless securfoy feztures, This cevice supoarts three
wirelass sacunty modes incuding: YWEP, ¥WPA and WPAZ. WEF I the arginal wreless encryption
standard. WRA and WRAZ orovides & bigher keel of securby.

Security Moda @ | JiEP -

WIRELESS SECURITY MODE

Encryption Strength:
Current Nebwork Hey: | [+

Metwork Key 1: 008754321

oosres43al |
Network Key 2: | ro87654321 |
Network Key 3: 0587554321 |

Hatwork Key 40 | 0287554321 |

Enter 12 ASCIT charactare of 26 haxadecimal digits For
128-bic encryption Keys

Enter 5 ASCIH characters or 10 hexadecimel digits for 64-
b encryption kays

ate of your S5 anc
rices and PC

mie settings to

] [ ]
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If you select WPA-Personalthe page shown in the following figure appears.

If you select WPA- Enterprisethe page shown in the following figure appears.
You can only use WPA-enterprise if you have set up RADIUS server. This is the
WPA/WPA2 authentication with RADIUS server instead of pre-shared key.
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Ta Prozect your privedy yal o atures
less sscunty modes ncudi

WIRELESS SECURITY MODE

Wi

Security Mode : [WPATersons (v

WIRELESS SECURITY MODE

WPA Mode;: |.\p:h aniy

WPA passphrase: | raee
WPA Group Rekey Interval: | 1]

2 eni securty Kay 25 vou w

Anply/Save | Cancel
WIRELESS SECURITY MODE

uT prvacy vou can configure wireless secunty features, This :Ie"ce :dbDGr‘:S three
] ncudng: WEP, WPA and WPA2. WEP is the ol E
orovides a higher level of securizy.

Secunty Mode: | WPA-Enterorize %

WIRELESS SECURITY MODE

weA Mode;:

v
WPA Group Rekey Interval: | 0
RADIUS Server IF Address: o

RADTUS Port: 1212

|

00,0 |

|

RADIUS Key: |

and s2curky Kay 25 you wil need to duplcate Ere same settngs to

2polyfSaus | | Cancal
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4.4.2 Port Forwarding

This function is used to open ports in your device and re-direct data through
those ports to a single PC on your network (WAN-to-LAN traffic). It allows
remote users to access services on your LAN, such as FTP for file transfers or
SMTP and POP3 for e-mail. The device accepts remote requests for these
services at your global IP address. It uses the specified TCP or UDP protocol
and port number, and redirects these requests to the server on your LAN with
the LAN IP address you specify. Note that the specified private IP address must
be within the available range of the subnet where the device is in.

Choose ADVANCED > Port ForwardingThe page shown in the following

figure appears.
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Port Forwarding 2liows you ta direct in coming traffic from the WAN side (identified by protocal
=nd extermzl port) to the intamsz! serder with 2 prvata [P 2ddress on tha LAMN sde. The intarmzl
nort s requred only if the extemal nort needs to be corverted to 3 different port numher usad
by Ehe server on the LAN side, A rmaxmum of 32 &nfries can be configured.

Galact tha saraca name, and antar tha carvar 10 address and clice "Apply™ £o fanwvard 1P packats
for this serwce ta the specfed servar. NOTE: The "Intemal Port End” cannot be changed.
It is the same as "External Port End"” normally and will be the same as the "Internal
Port Start” or "Bxtarnal Port End” if aither one is modified.

PORT FORWARDING SETUP

Extarnal Internal
Server Port Poitacal B Server IP lise: Schedule
Hame Address  Interface Rule
Start End Start End
Add
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Click Add to add a virtual server.

Select a service for a preset application, or enter a name in the Custom Server
field.

Enter an IP address in the Server IP AddresBeld, to appoint the

corresponding PC to receive forwarded packets.

The Ports show the ports that you want to open on the device. The TCP/UDP
means the protocol type of the opened ports.
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PORT FHORWARDING SETUP

Remaining number of entries that can be configured: 32

Use Interface - |M5FDDDT|
& ih‘:{: -4 ;;'clr_<|359r_a:tj. "I
0 Custom Server : | |
Schedule : [Always (¥ vien aualaie Soheriies

Server P Address = [10.00. |

ExtesrnmaltPnrt Exber;:ﬂl 0 S e— Inte;nlt;:tl’urt Inter;.;l] Port
| | Jilmee o) | |
| | | el | |
| | Jo = @l | |
| | Jo = mill] | |
| | ) 1 | |
| | [ [ee )] | |
| | | = o) | | |
| | ] | | |
| l ) | |
| | | R 1| | |
| | ) R | | |
| | ) 1 | |
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Click Apply to save the settings. The page shown in the following figure
appears. A virtual server is added.

4.4.3 Port Triggering

Some applications require that specific ports in the firewall of the device are
open for the remote parties to access. Application rules dynamically open the
firewall ports when an application on the LAN initiates a TCP/UDP connection to
a remote party using the trigger ports. The device allows the remote party from
the WAN side to establish new connections back to the application on the LAN
side using the firewall ports. A maximum of 32 entries can be configured.
Choose ADVANCED > Port TriggeringThe page shown in the following figure
appears.
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= ‘Extarnal Intarnzl = & P Scheilide

RV Port Port i i

Hame Frogocoi Address  Interface Rule
Start End Start End

il AUTH 13 ‘113 TCR 113 113 1000.0.78 PRpo Aluays

) (&) (o)

Some gppications require that spedfic poits in the Router's firewell be opaned for access by the
remote parties. Port Tngger dynamically ooens up the "Open Ports' n the frewal when an
2pplication on tha LAN initiates = TCP/UDP. conmaction to @ ramote party using the "Triggering
Ports®. The Router alows the remote party from tha \WAN sida to astahlish new cornactions
back to the appication on tha LAN sde Using the "Open Pors’,

some applications such 2s games, wideo conferencng, remots access epplications and others
require that specific ports in the Router's firewal be opened for access by tha apploabons. You
can configure the port settings from this screen by selecting an existing apolication or creating
your pwn [ Custam application) and cick "Apph” to add .

A maximum of 32 entries can be configurad.

PORT TRIGGERING

Application Trigger Open Usa Intarfaca Schedule Rule
Hame Protocol Eoit Protocol Port Range
Range
Start End Start End
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Click Add to add a new Port Trigger.

Click the Select an applicatiodrop-down menu to choose the application you
want to setup for port triggering. When you have chosen an application the
default Trigger settings will populate the table below.

If the application you want to setup isn't listed, click the Custom application

radio button and type in a name for the trigger in the Custom application field.

Configure the Trigger Port Start, Trigger Port End, Trigger Protocgle®
Port Start, Open Port Erathd Open Protoca$ettings for the port trigger you
want to configure.

When you have finished click the Apply button.
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PORT TRIGGERING

Remaining number of entries that can be configured :32

Use Interface : [ prpce_0_8_35/00m0

Application Name @
@ Select an application

) Custom application £ |

inie Schedules

Trigger Port  Trigger Port Trigger Open Port  Open Port Open

Start End Protocol Start End Protocol
| | [ il T
| | [ 5] | i =
| | e & | il I
| | e & | ||l I
| | [=_ S8 (==&
| I [ S| L] = |
| I [ S| I = |
| I [7= @[] |l ECl |

Aophy Cancal
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4.4.4 DMZ

Since some applications are not compatible with NAT, the device supports the _

use of a DMZ IP address for a single host on the LAN. This IP address is not

protected by NAT and it is visible to agents on the Internet with the correct type The DSL Router wil forward TP packets from the \WAN that oo not belong o any of the
of software. Note that any client PC in the DMZ is exposed to various types of applicatiore confgured In the Port Forwarding tabla to the DMZ host computar,
security risks. If you use the DMZ, take measures (such as client-based virus

protection) to protect the remaining client PCs on your LAN from possible Eqrarthe computar's 1P 3ddrass 2nd choc "Apoly” £2 3cohate tha DME host,
contamination through DMZ.

Choose ADVANCED > DMZ. The page shown in the following figure appears. Cezrhe P acarecs flad and cioe "Apay" to deacmwara tha DMZ host.

Click Apply to save the settings.

DMI Host IF Addrass :

| canca

4.4.5 Parental Control

Choose ADVANCED > Parental ContrlThe Parent Contiopage shown i
the. fOHOWing ﬂg.ure appears. P Uses URL (i.z. wwwivahoo.com) to mplement fitenng,
This page provides two useful tools for restricting the Internet access. Block

Websitesallows you to quickly create a list of all websites that you wish to stop [ bk webske |
users from accessing. Block MAC Addressallows you to control when clients
or PCs connected to the device are allowed to access the Internet. PARENTAL CONTROL — BLOCK MAC ADDRESS

Lizes MAC address to implement fleenng.

| Biock MAC Addras
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4.4.5.1 Block Website

In the Parent Contropage, click Block Website The page shown in the
following figure appears.

Click Add. The page shown in the following page appears.
Enter the website in the URL field. Select the Schedulérom drop-down list, or
select Manual Scheduland select the corresponding time and days.
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This page allows you T block weostes, I¥ enabled, the webstes Isted here wil be denied
sccess to clents trying to browse that website.
Choose "Add", "Edi", or "Delete” to configure block wehstes.

BLOCK WEBSITE

URL Schedule Rule
Add
BLOCK WEBSITE
URL : [t | | |
& Schedule 2| Ak iz Avalable Scheduls

(& Manual Schedule
Day(s) : O pllwiask (0 Select Dayis)
Oeun Cwon [ Tue [ wed
07 CIEn 1 sat
AllDay - 24tws : []

Start Time (hourminute, 24 hour time)

End Time : | ({hourminute, 24 hour tima)

Aoply Cancel

46



Click Apply to add the website to the BLOCK WEBSITEtable.The page shown
in the following figure appears.

4.4.5.2 Block MAC Address

In the Parent Contropage, click Block MAC AddressThe page shown in the
following figure appears.

DSL-2730U User Manual

ADYANCED

This paga allws you to block wehsites, If enablad, the wetsites listed hars wil be danisd
acozes to dients trying to browse that wabsite:
Choose "Add", "Edit”, or 'Delete’ to configure block websites.

BLDCK WEESITE

URL Schedule Rule
[ wewe yahoo,com Mor, Tue, Weel, Thu,Fri,5at Sun Time; 3, 0-23:59

)

Time of Day Restricoons — & maxmum of 15 entries can ba confgured

This page 2dos 3 Time of day resTicton to 2 speck! LAN device connected o the router, The
"Cumrent PC's MAC Address” automaticaly deplays Che MAC zddress of The LAN device whare te
browser is rurning. Ta restrict another LAN device, cics the "Cther MAC Address" button and
érter the MAC address of the other LAN device, To find cut the MAC zddress of a Windaws-
baced PC, opan 2 command prompt window and tyoe "ipconfig fal”

BLOCK MAC ADDRESS

Username HAC Schedule

Aad
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Click Add. The page shown in the following figure appears.
Enter the use name and MAC address and select the corresponding time and
days.

Click Apply to add the MAC address to the BLOCK MAC ADDRESStable. The
page shown in the following figure appears.

DSL-2730U User Manual

user Name : |
() Current PCs MAC Address 1 | 00: 1a:a ba .00

) Dther MAC Address L]
Manual Schedule 3
Davle) : O ol wesk 3 Select Deyis)
O s [ tan O Tue [ wved
T I Fa [ sat

Al Day - 24 hes «

Start Time : | L] | Thourminute, 24 hour tme)

Ered Times = | 1 :| | (hourminute, 24 hour trme)

ADYANCED

Trme of Day Restrichons - & maimun af 16 antries can be confgured

This page acds a time of day restrction 1o & special LaM device conrected to the router. The
“Current PO MAC Addhess” autematicaly disslays the MAC address of the LAN deite where the
Drowser Is iuving, To restrict another LA devioe, dick the "Other MaC Addrecs™ button and
erter the MAC address of the other LAN devicz. To A out the MAC soldress of 2 Wirdows-
Basad P2, coen 3 command procnpt windaw and type Cipoonfi el

BLOCK MAC ADDRESS

Usernarme MAC Schedule
[] a3 DO EC:2EEE D4 Man, Tue, Wed, Thu, Fri, Sat, Sun Trme: 000 - 23,50

add | [Eat | [ Dab
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4.4.6 Filtering Options

Choose ADVANCED > Filtering OptionsThe Filtering Optionspage shown
in the following figure appears.

4.4.6.1 Inbound IP Filtering

In the Filtering Optiongpage, click Inbound IP FilteringThe page shown in
the following figure appears.

DSL-2730U User Manual

FILTERING DPTIONS IHBOUND 1P FILTERING

Manage mcaming trsffic,

[ tnhounc [P Fitenrg

FILTERING OPTIONS DUTROUND IP FILTERING

[HEnags ouTgoIng TETIC.
| Duthaund 1P Fiterng
FILTERING GPTIONS BRIDGE FILTERING

Uis=s MAC 2oress to implement fterng. Lssfull only in onoge mode.

Brige FEemg

Tha screen allows you to ceate 2 filtar rule to dertiy incoming IP traffic by specifyng a naw
fiter mame and 3t least one conditien below. All of the spedfied condtions in ths filer rule must
be satsfiad for the rule to taka offect. Cidk "Apphy" to sva and activata the fitar.

By default, all incomng LP traffic from WAN & blocked when the firewall is enabled, but some [P
traffic en be ACCEPTED by setting up filbars.

ACTIVE INBOUND FILTER

Source Source Dest. pest.  Schedule
Waiws Intectace BRaboon: | b reed Port  Address  Port Rula
Add
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Click Add to add an inbound IP filter. The page shown in the following figure
appears.

Enter the Filter Nameand specify at least one of the following criteria: protocol,
source/destination IP address, subnet mask, and source/destination port.

Click Apply to save the settings.

The ACTIVE INBOUND FILTER shows detailed information about each created
inbound IP filter.

Note
The settings only apply when the firewall is enabled.
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INCOMING IP FILTERING

Filter Name : | |
Protocel: [a 1l
Source IF Type

Source Port Type : !-;1'1\' v.

Destination IP Type :

Destination Port Type :

Schedule :

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least one or multple WAN interfaces dsplayed below to apply this uke.

[0 select al

[0 mer_0_0_35/atm0
I bri/bro

appy || cancal
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4.4.6.2 Outbound IP Filtering

By default, all outgoing IP traffic from the LAN is allowed. The outbound filter
allows you to create a filter rule to block outgoing IP traffic by specifying a filter
name and at least one condition.

In the Filtering Optiongpage, click Outbound IP FilteringThe page shown in

the following figure appears.

Click Add to add an outbound IP filter. The page shown in the following figure
appears.

Enter the Filter Nameand specify at least one of the following criteria: protocol,
source/destination IP address, subnet mask, and source/destination port. Click
Apply to save the settings.

The ACTIVE OUTGOING IP FILTERshows detailed information about each
created outbound IP filter.
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Thiz ceraen allowe you to create 2 filker rule to identify outgoing [P traffic by cpeciying 2 naw
fiter name and zt least one condition below. &l of tha specfied conditions in this fitter rule muss
be satsfied for the rule to take effect, Click "Apply” to seve and activate the fiter,

WARNING : Changing from one global policy to anotiver will cause all defined rules to
be REMOVED AUTOMATICALLY! You will need to create naw rules for the new policy.

By dafault, al outgoing IP traffic from LAN & albwed, but some IP traffic an ba BLOCKED by
sefting up fiiters,

Source Source Dest. Dest. Schedule
M Protacdl | ki Port Address Port Rule
Acd

OUTGOING TP FILTERING

Source Port Type: | Any e

Destination 1P Typa:

Destinal Su
Drestination Port Type :

Schedule :

Apply Cancal |
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4.4.6.3 Bridge Filtering

In the Filtering Optiongpage, click Bridge Filtering.The page shown in the
following figure appears. This page is used to configure bridge parameters. In
this page, you can change the settings or view some information of the bridge
and its attached ports.
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Bridge Fitarng i only affective on ATM PWCe configured in Bridge moda. ALLOVA means that all
MAC layer frames will be ALLOWED except those rmatching wih any of the specfied rules in the
following tablz. DEMY mmeans that all MAC leyer frames wil be DEMIED except those matching
with any of the spacfied rules in the folowing table.

Create a filtar to identify the MAC layer frames by specifiing at lzast one conditon below. If
multiole conditions are spedfiad, al of them take effect. Clck "2pply” to sava and acthate the
fiter.

WARNING ; Changing from one global policy to ancther will cause all defined rules to
ba REMOVED AUTOMATICALLY! You will naad to craata new rulas for the naw policy.

Bridge Filtering Global Policy:
(3 ALLOW all packats but DENY those ratching any of spacific rules listed
(C DENY 2l packets but ALLOW these matching any of specific rules listed

Apphy Cancel

BRIDGE FILTER SETUP

Service oo Destination Source Frame Schedule

Add
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Click Add to add a bridge filter. The page shown in the following figure appears.
Click Apply to save the settings.

4.4.7 DNS

Domain name system (DNS) is an Internet service that translates domain
names into IP addresses. Because domain names are alphabetic, they are
easier to remember. The Internet, however, is actually based on IP addresses.
Each time you use a domain name, a DNS service must translate the name into
the corresponding IP address. For example, the domain name
www.example.com might be translated to 198.105.232.4.

The DNS system is, in fact, its own network. If one DNS server does not know
how to translate a particular domain name, it asks another one, and so on, until
the correct IP address is returned.

Choose ADVANCED > DNS. The page shown in the folllowin g figure appears.
DNS SERVER CONFIGURATION

If you are using the device for DHCP service on the LAN or if you are using DNS
servers on the ISP network, select Obtain DNS Info from a WAN interface.

If you have DNS IP addresses provided by your ISP, enter these IP addresses
in the available entry fields for the preferred DNS server and the alternate DNS
server.

Click Apply to save the settings.
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ADD BRIDGE FILTER

Protocol Typa @ | {Tid ta Selact] -

Destination MAC Address :

Source MAC Address ; |

Frame Direction : |Lar

Schedule : [Alwayz W ey Avallsoie Schedues
WaAN Interfaces (Configured in Bridge mode only)

O Select Al
[ bro_n_32/atmd

Cick "Apply" button to save the new configusation, You must reboot the rmouter to make the
naw configuration effactiva.

DNS SERVER CONFIGURATION

(& obtain PAS info from a WAN interface:
WAN Interface seiected: |;r|:poe_E'_U_35f|:p|:|0 &

(% Use the following DNS server addresses
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4.4.8 Dynamic DNS

The device supports dynamic domain name service (DDNS). The dynamic DNS
service allows a dynamic public IP address to be associated with a static host
name in any of the many domains, and allows access to a specified host from
various locations on the Internet. Click a hyperlinked URL in the form of
hostname.dyndns.org and allow remote access to a host. Many ISPs assign
public IP addresses using DHCP, so locating a specific host on the LAN using
the standard DNS is difficult. For example, if you are running a public web
server or VPN server on your LAN, DDNS ensures that the host can be located
from the Internet even if the public IP address changes. DDNS requires that an
account be set up with one of the supported DDNS service providers
(DyndDNS.org or dlinkddns.com).

Choose ADVANCED > Dynamic DNS.The page shown in the following page
appears.

Click Add to add dynamic DNS. The page shown in the following figure
appears.
® DDNS provider:Select one of the DDNS registration organizations from
the down-list drop.

DDNS provider : |diinkddns.com(Free) |+

DynDNS. org{Custom)
DynDNS.org{Fres)
[DynDNS.org{Static) |
o Host NameEnter the host name that you registered with your DDNS
service provider.

e Interface:Select the interface you want to use.

® UsernameEnter the user name for your DDNS account.

® PasswordEnter the password for your DDNS account.

Click Apply to save the settings.
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The Dynamic DMS feature allbws you to host 3 server (Web, FTP, Game Server, etc_.) using a
domain nzme that you have purchased (www.whateveryournameis.com) with your dynamicaly
assgned IP address. Most broadband Intemet Service Providers assign dynamic (changing) IP
addrocges. Using 3 DDMS service providar, your friends can enter your host name to connect ta
YOUr game server ne matter what your P address &.

Sign up for D-Link's Frae DDNS servica 3t www.DLInkDDMS.com

DYNAMIC DNS

Hostname

Username Service Interface

| add

DDHS provider : |-r:|m:|ns wcom{Free) _Vl
Hostname : | |

Interfaca : |pppoe_0_0_35/pppl. »

Usermame :

Password :

54



4.4.9 Multicast

Choose ADVANCED > Multicast. The page shown in the following figure
appears.

o Default Version:IGMPversion

® Query Interval(s):Thguery interval is the amount of time in seconds

Entar IGMP protocel configuracion fields if you want modfy default values shown below.

between IGMP General Query messages sent by the router (if the router
is the querier on this subnet)

Query Response Interval (1/10%he query response interval is the
maximum amount of time in seconds that the IGMP router waits to
receive a response to a General Query message. The query response
interval is the Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default query response
interval is 10 seconds and must be less than the query interval

Last Member Query Interval (1/10)he last member query interval is
the amount of time in seconds that the IGMP router waits to receive a
response to a Group-Specific Query message. The last member query
interval is also the amount of time in seconds between successive
Group-Specific Query messages.

Robustness Valu&he robustness variable is a way of indicating how
susceptible the subnet is to lost packets. IGMP can recover from
robustness variable minus 1 lost IGMP packets.

Maximum Multicast Groups:mamulticast groups

Maximum Multicast Data Sources (for IGMPv3)ax group data
sources that want to receive.

Maximum Multicast Group Members:Marember in one group

Fast Leave Enabl&nable or disable fast leave feature.

LAN to LAN (Intra LAN) Multicast EnableEnable or disable Lan to
Lan msulticast.
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MULTICAST CONFIGURATION

pefault Version:

Query Interval (s): | 125

Query Response Interval [ID'J
{1/1Ds):
Last Member Query BT
Intarval {1/10g): |
Robustness Value: |

Maximum Multicast Groups: | 25

Maximum Multicast Data
Sourcas [for IGMPvZ):

Maximum Multicast Group [_Z
Mambars: | <

Fast Leave Enable: [¥]

LAN to LAN (Intra LAN) =
Multicast Enable: -
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4.4.10 Network Toolt

Choose ADVANCED > Network Tools.The page shown in the
following figure appears.
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HETWORK TOOLS -- PORT MAPPTING

Part Maopirg suooorts multiole port to PYC end bridging groups. Ezch group wil perform as an indzoerdent natwark.

Port Mapping
HETWORK TODLS —- IGMP

Trangvission of idertical conmtant, such 3¢ mukimedia, from 2 source to 3 number of ragpiente.

IGMP

HETWORK TOOLS — QUALITY OF SERVICE

Alows you to enzble or dsabie QoS function.

[a] of Senice

NETWORK TOOLS -- QUEUE CONHIG

Alows you to edd Clessfication Queve precedence for Qo3.
Qusue Config

NETWORK TOOLS -- QDS CLASSIFICATION

ent prianty to different imterfzces.

QoS5 Classification

Allows you to edit configure difer

HETWORK TOODLS

-- UPNP

Aliows you to enzhle or dsabe UPAP.
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In the NETWORK TOOLSpage, you can configure port mapping,
IGMP, quality of service, queue, QoS classification, UPnP, ADSL
settings, SNMP, TR-069, and certificates through clicking the
navigation.
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NETWORK TOOLS — ADSL

Alows you to configure advanced settihgs for ADSL

T ADSL Settn IE]

HETWORK TOOLS — SHMP

Alows you to corfigure SHMP (Simole Network Management Profocol).

SHMP
NETWORK TOOLS - TR-069

Alows you to configure TR-068 orotocal,

TR-06G |

HETWORK TOOLS — CERTIFICATES

Alows you to manage ceroficazes ucad with TR-065.

Certficatas
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4.4.10.1 Port Mapping

Choose ADVANCED > Network Toolsand click Port MappingThe page
shown in the following figure appears. In this page, you can bind the WAN

interface and the LAN interface to the same group.
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Part Mapping — & maemum 16 entrias can be configurad

Intarface Groupng supports multpla ports to PUC and oncging groups. Each group will perform
3% a0 indepandent network. To support thie faature, you must create mapping proups wWich
apprepriate LAN end VWAN Interfaces usng the Add button. The Remove button wil remove the
grouping and edd the ungrouped interfaces to the Default group. Only the defauk group has 1P
nterface:

PORT MAPPING SETUP

Group Mame Remaove WAN Interface LAN Interfaces DHCP Vendar IDs
popd athid
ppo3gl ethi

Defauit
whno
wil_Guastl
wiD_Guest2
wil_Guest3
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Click Add to add port mapping. The page shown in the following figure appears.
The procedure for creating a mapping group is as follows:
Step 1Enter the group name.
Step 2Select the WAN interface for your new group.
Step 3Select LAN interfaces from the Available Interfacdist and click the
<- arrow button to add them to the grouped interface list, in order to
create the required mapping of the ports. The group name must be
unique.
Step 4Enter the option information of DHCP vendor IDs.
Step 5Click Apply to save the settings.
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ADD PORT MAPPING

LAN cients ta 3
g & DHCP wa
vril be da

AR Enterface in the !
[0 guing any DHCP cha
¢ an P address fior

nterfaca list and ad

4 £ the grauped &
that thess dients may

&, Cick SavefAook button to make the changas e immedistely

TMPORTANT IF a vendor 1D is configurad for a speafic dient device, please REBOOT the
client device attached to the modem to aflow it to obtain an appropriate TP address,

Group Name:

WAN Interface usad in the grouping | ppoos

Grouped LAN Interfaces Availabla LAN Interfaces

Automaticlly Add
Clients With the
Following DHCP Vendor
IDs

i
|
i
| |
App/Seve
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4.4.10.2 IGMP

Choose ADVANCED > Network Toolsand click IGMP. The page shown in the
following figure appears. When enable IGMP Snooping, the multicast data

transmits through the specific LAN port which has received the request report.

4.4.10.3 Quality of Service

Choose ADVANCED > Network Toolsand click Quality of ServiceThe page
shown in the following figure appears.

In this page, you can enable/disable the QoS. Click Save/Applyto take the
setting effect.
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Transmission of idenbcal content; such as multimedsa, from & source to & nuroer of reapients,

[0 Enabla 16MP Snooping

T Enable Qo3 checkbion & Seiected, choose a defaut DSCR mak.
L0 aUTOmaticaiy mark Incomin g traffic WEnout refarence taa paricilar
chsstfier, Chok ‘Save/anply' button to s

Hiote: T Enabile Gos chedkbox ts not selected, all QoS will be
disabiled lor all interfaces,

Hote: The default DSCP mark is used bo mark all egress packets that
do not match any dassilication nules,

[] Emable QoS

Save/Anply Cancal
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4.4.10.4 Queue Config

Choose ADVANCED > Network Toolsand click Queue ConfigThe page
shown in the following figure appears.

Click Add. The page shown in the following figure appears.
Click Save/Applyto save the settings.
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005 Quene Setup — A maxdimum 16 entries can be configured.

If you disable WHM function in Wireless Page, queues relatad to wireless will not rake effects.
SP and WFQ can not be enabled at the same time.
The Qos functon has been disabled. Quenss would not take affacts.

MName Key Interface Precedance  Algosithm = Enable
Default quese 33 G ] SP T

Remays

This screan alows you to corfigure 2 QoS queue and assign £ o 2 spectfic byer? hoarface.
The scheculer agorthm s defined by the layerd intedaca,
Click ‘SavefApply’ 1o save and dcthate ta qusue:

Mote: For SP scheduling, queves assigned to the same layer2 mizrface shall have unigue precedence,
Lower precedence value imphes higher prionty for this gueve miative to others,

Queewse Hame: |
Enabile; E’br ¥

Interface | w

Pren
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4.4.10.5 QoS Classification

Choose ADVANCED > Network Tools,and click QoS Classificationthe page

shown in the following figure appears.This page allows you to config various
classification.
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QoS Chssification Setup — A maximum 32 entries can be configured,

hone Add or Remove to configure neswark traff cases.
T you dissble WMM function in Viireless Page, dessfcaton mated to wiskss wil not take effecs.

The QoS function has been disabled. Classification rules would not take effects.

0O5 CLASSIFICATION SETUP

CLASSIFICATION CRITERTA CLASSIFICATION RESULTS
Rate
=114 Chss Ether DSCP BOZIP Queus DSCP BOZ.1P VianlD
fame "9 ot Type PO Check Check Kev  Mark Mark Tag ooy LoDl Remove
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Click Add. The page shown in the following figure appears.
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Add wetwaork Traffic Class Rule

The scraan creates 3 Tremic ORss rule T0 CEIERy T2 UDsIeEm TETIC ESgn quens which atnes
the pracedence and the inteface and opbonaly ovarwrt= the [P hazder DSCP byte. A 1ule
conssE of @ chss mame and &t least ona condition telow. Al of the specified condibons n ths
camfiaton ke must be sabsfad for the ruke to mke effect. Ok 'Save/Aoply’ to save and
Fethgte the nis.

NETWORK TRAFFIC CLASS RULE

Traffic Class Hame:
Rule Order: l.as—ul
Riils Statis:  Dazbe |

SPECIFY CLASSIFIGATION CRITERIA
WA Dlank critesion mdicates it is not used for dassification.

Class Interface; | La |
Ether Type: |

Source MAC Address:
Source MAC Mask:
Destmation MAC Address:
Destination MAC Mask:

Must sellect a classification quese. & blank mark or tag value means no change.

Assign Classification Queus: vl
Mark Differentiated Service Code Pont (DSCP): -
Mark B02.1p prioriny: |

Tag VLAN ID [0-40947:

Aply Save | —
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4.4.10.6 UPnP

Choose ADVANCED > Network Toolsand click UPnP.The page shown in the _
following figure appears.

In this page, you can configure universal plug and play (UPnP). The system Uniersal Blug 3nc Play (UPAP) suoporte osar-co-peer Blug 3nd Blay functionzlmy far metworc
acts as a daemon after you enable UPnP. cevicas.

UPNP is used for popular audio visual software. It allows automatic discovery of
your device in the network. If you are concerned about UPnP security, you can
disable it. Block ICMP ping should be enabled so that the device does not
respond to malicious Internet requests.

Click Apply to save the settings. [¥] Enable UPnP
4.4.10.7 ADSL
shown in the following figure appears.
In this page, you can select the DSL modulation. Normally, you can keep the Thie page 2lows you to configure the modem's ADSL modukition.
factory default setting. The device negotiates the modulation mode with

DSLAM. salert the modulation Defow-

Click Apply to save the settings.

G.0mt Enabled
iG.Lite Enabled
T1.413 Enabled
ADSL2 Enzbled
AnnexL Enabled
ADSL2+ Enabled
AnnexM Enabled

OEEERREE

Capability
Bitswap Enable
1 srA Enable
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4.4.10.8 SNMP

Choose ADVANCED > Network Toolsand click SNMP.The page shown in the
right figure appears. In this page, you can set SNMP parameters.
® Read CommunityThe network administrator must use this password to
read the information of this device.
® Set CommunityThe network administrator must use this password to
configure the information of this device.
® Trap Manager IPThe trap information is sent to this host.
Click Apply to save the settings.

DSL-2730U User Manual

Simole Network Manzgemant Protocol (SHMEP) allows 2 management applcation o retrisve
statiszics and status from the SMMP agant in this dewica.

Select the desred values and click "Apol" to configure the SHNMP opsions.
SHMP CONFIGURATION

[ Enable SHMP Agent
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4.4.10.9 TR-069

Choose ADVANCED > Network Toolsand click TR-069.The page shown in
the following figure appears. In this page, you can configure the TR-069 CPE.
WAN Management Protocol (TR-069) allows a Auto-Configuration Server
(ACS) to perform auto-configuration, provision, collection, and diagnostics to
this device.

In this page, you may configure the parameters such as the ACS URL, ACS
password, and connection request user name.

After finishing setting, click Apply to save and apply the settings.

4.4.10.10  Certificates

Choose ADVANCED > Network Toolsand click CertificatesThe Certificates
page shown in the following figure appears. In this page, you can configure local
certificate and trusted certificate.
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VWAN Management Protocol { TR-069) alows a Aute-Configuration Server (ACS) to perform auto-
configuration, proveion, colection, and degnostics to this device.

Select the desired values and click "Apply” to configurs the TR-089 clent optaons.

TR-069 CLIENT -- CONFIGURATION

Infarm @® Dezble (O Enable
Infarm Intervat: 300
ACS URL:

ACS Usar Mama: " zdrmim
ACS Pessword: sense

Connection Request Authentication

Connzcton Reguest User Name: zdmin
Connaction Request Password: sanns
’ GetRPCMethocs ] [ Apnly J | Cancel ]

CERTIFICATES — LOCAL

Locz| cartiitateas are used by peers to vanfy vour dentiy.

| Loelger
CERTIFICATES TRUSTED CA

Trusted CA cartficate: are used by you ta varfy pears’ certfleanss.

Trusted CA
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4411 Routing

Choose ADVANCED > Routing.The page shown in the following page
appears.

4.4.11.1 Static Route
Choose ADVANCED > Routingand click Static RouteThe page shown in the

following figure appears. This page is used to configure the routing information.

In this page, you can add or delete IP routes.
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ROUTING - STATIC ROUTE

Slows you to manually configure specs! reutes Ehat you

Static Route
ROUTING — DEFAULT GATEWAY

Alows vou o corfigure Defauk Bateway usad by WAN Interfaca.

ok maghs neec.

|  Default Gateway |

ROUTING POLICY ROUTING

Alows vou to configure Palicy Routing,

ROUTING Rip

Alows you to corfgura RIF {(Rauting [farmation Pratacot,

| mp |

Enter Che destinzbion network addness, subrat mask, gatewsy AND/OR available WAN nterface
then click "Apoy" Lo #dd the entry to the routhg table.

A maximum 22 entries can be configurad,
ROUTING - STATIC ROUTE
Destination

Subnat Mask Gatoway Intarface
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Click Add to add a static route. The page shown in the following figure appears.
® Destination Network Addres3he destination IP address of the router.
® Subnet MaskThe subnet mask of the destination IP address.
® Use Gateway IP Addres$he gateway IP address of the router.
® Use InterfaceThe interface name of the router output port.
You can click Use Gateway IP Address Use Interface.
Click Apply to save the settings.

4.4.11.2 Default Gateway

Choose ADVANCED > Routingand click Default GatewayThe page shown
in the following figure appears.

Select the WAN interface as your default gateway. Click Apply to save the
settings.
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STATIC ROUTE ADD

Destination Network Address : |

Subnat Magk |

) Use Gateway IP Address . |

O

Use Interface . Lahgford) s |

[roay | [[cancel

Thie router will accept tha first taceived default gatewsy astignmant from one of the PEPoA,
PPFOE or MER/DHCP enablac PVC(s). Cick "Apph" button to sava it

DEFAULT GATEWAY

IPv4 Gateway Setting
Select a preferred wan interface as the system default IPv4 gateway.
Salected WAN Interfaca : ! v
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4.4.11.3 Policy Routing

Choose ADVANCED > Rouingand click polcy Routing The page shown i eouerrowme
the following figure appears.

) X ) . Py Rettng Gertma — & 82 Faured.
The policy route binds one WAN connection and one LAN interface. ki i A i

Policy Hame Source 1P LAN Port WAN Default GW Framove

Add

Enter the policy nama, polices, and WAN interface then dick "Save/Apphy” to add tha entry to the policy
routing table.

Hote: If selected “MER™ as WAN intarface, default gateway must be configured.

Policy Hame: |
FPhysical LAN Port:

&=

Source IP; |
Use Interface | |~

Default Gateviay: |

Apny cancel
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4.4.12 RIP

Choose ADVANCED > Routingand click RIP. The page shown in the following
figure appears. This page is used to select the interfaces on your device that
use RIP and the version of the protocol used.

If you are using this device as a RIP-enabled device to communicate with others
using the routing information protocol, enable RIP and click Apply to save the
settings.

4.4.13 MultiNat

Network address translation (NAT) is the process of modifying network address
information in IP packet headers while in transit across a traffic routing device
for the purpose of remapping a given address space into another. The packets
which source IP address match between “internalStart” and “internalEnd” in the
NAT table come to the router, the router changes source IP of this packet by the
IP address that set between “externalStart” and “externalEnd”, then transmit the
packet into Internet.

Choose ADVANCED > MultiNat. The page shown in the following figure
appears.
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To activate RIP for the WAN Interface; selack tha daesired RIP version and operstion and phoa a
chack in the 'Enzbled’ checkbox. To ccop RIP on tha WAl Intarface, uncheck the 'Enabled
checkbox. Click the "Apphy button to star/stop RIP anc save the configuration.

NOTE: RP CANNOT BE CONFIGURED on the WWAN interface which fas NAT enzbled(such as
IFOA, MER ), and it only support POAMER.

RIP CONFIGURATION

QOperation Enabled

Fassivs w Fl

Interface Version

atmi 2 |

Muki Mat alows customar defime MAT rules, contain One20na, OneiMany, Many20ng,
Many2Many mode.

MULTI HAT RULES

mode internalStart internalEnd externalStart externalEnd

Acd
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Click Add, the page shown in the following figure appears.

In this page, please select the proper type; select the proper Use interfaceand
configure the other parameters in this page.

After finishing setting, click Apply to save the settings.

4.4.14 Schedules

Choose ADVANCED > SchedulesThe page shown in the following figure
appears.
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ADD MULTI HAT RULE

Rule Type:  Pesssselecr (v
Use interfaces | oopoe_n_5_35/00p0 V|

mternalAddrs tart mternaldddrend axternalAddrStart externalAddrEnd

Schedule allows you to creste scheduing rules to be applied for your firawall

Maximum number of schedule rules: 20

SCHEDULE RULES

Rule Nama Sun Mon Tue Wed Thu Fri Sat  Start Time Stop Tima

Add
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Click Add to add schedule rule. The page shown in the following figure appears.

Click Apply to save the settings.

4415  Logout

Choose ADVANCED > Logout. The page shown in the following figure
appears. In this page, you can log out of the configuration page.
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ADD SCHEDULE RULE
HName © |

Day(s): O Alwvieek ® Seect Day(s)
Oson Ewan O 7ue O wed O 1o O
Fi [ sat
All Day - 34 hrs = [7]
Start Time : | | ;| | (hourminute, 24 hour time)
End Time ; | -,| | thourminute, 24 hour time)

| Carce!

Loggng out wil cose the browser,

Logout
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4.5 Maintenance

4.5.1 System

Choose MAINTENANCE > System.The Systempage shown in the following
figure appears.
In this page, you can reboot device, back up the current settings to a file, restore
the settings from the file saved previously, and restore the factory default
settings.
The buttons in this page are described as follows:
® Reboot:Reboot the device.
® Backup SettingsSave the settings to the local hard drive. Select a
location on your computer to back up the file. You can name the
configuration file.
® Update setting<Click Browseto select the configuration file of device
and click Update Setting® begin restoring the device configuration..
® Restore Default SettingReset the device to default settings.
Notice: Do not turn off your device or press the Reset butttle an
operation in this page is in progress.
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DSL-27500 MAINTENANCE

SYSTEM -- RERODOT

Clck the butmon below to reboat the router,
| Reboot ]

SYSTEM - BACKUP SETTINGS

ar co\ﬁ'-.‘rb'; to & 7l an your PC.
ng i

Bachup Settings
SYSTEM — UPDATE SETTINGS

Updats DSL Rauter setongs. You may update vour roumar s8TEngs using your savasd fas,

Settings File Rame ; | |(Browse. ]
| Update Settinos

SYSTEM RESTORE DEFAULT §

Restore D51 Router settngs o the factary defuts

[ Restora Defauk Sztings ]
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4.5.2 Firmware Update

Choose MAINTENANCE > Firmware UpdateThe page shown in the following
figure appears. In this page, you can upgrade the firmware of the device.
The procedure for updating the firmware is as follows:

Step 1Click Browse...tosearch the file.

Step 2Click Update Firmwaré¢o update the configuration file.
The device loads the file and reboots automatically.
Notice: Do not turn off your device or press the reset button whige
procedure is in progress.

4.5.3 Access Controls

Choose MAINTENANCE > Access ControlsThe Access Controlpage
shown in the following figure appears. The page contains Account Password,
Services.
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Stap 1: Obrain an updated firmwara image fila from your ISE.

Stap 2: Enter the path to the image file location in the box balow or dick tha "Browsa® button
o bcata the imazge file.

Step 3: Clcc the “Update Frmware” button once to upbad the new image file.

NOTE: The uodate process takes shout 2 minutes to complete, and your D5L Router will
reboot. Flease DO NOT power off your rouzer befors the updete 5 complete.

FIRMWARE UPDATE

Current Firmware Version : GE_1.00
Currant Firmware Data : Mar 7 2011

Firmware Fila Nama : | (Biowse

rmwans

ACCESS CONTROLS URT PASSWORD

Managa D3l Router user accounts,

ACCESS CONTROLS SERV

& Sarvice Control Lst (*5CL") enables or dissbles services from baing wsad.

Services




4.5.3.1 Account Password

In the Access Controlpage, click Account Passwordlhe page shown in

the following figure appears. In this page, you can change the password of the
user and set time for automatic logout.

You should change the default password to secure your network. Ensure that
you remember the new password or write it down and keep it in a safe and
separate location for future reference. If you forget the password, you need to
reset the device to the factory default settings and all configuration settings of
the device are lost.

Select the Usernamdrom the drop-down list. You can select admin, support,
or user.

Enter the current and new passwords and confirm the new password, to change
the password.

Click Apply to apply the settings.
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Accass T your DSL Router s contrelled through Bhies user accounts: adimin, suppart, and user.

The usar name "support’ is-used to zllow an ISP technican to access your DSL Rauter for
meintenznca and o rwn diggnostics.

The user name "user” cen access the DSL Router, view configuration settings and stafistics. as
wall 3 update the router's firmvara,

Uza the fialde below to entar up to 16 characters and cick "Apph" £o changa or craata
passworde: Mate: Password cannof contain 3 space.

ADMINISTRATOR SETTINGS

o Seect) |

Username :

Current Password :
Hew Bassword : | |

Confirm Password : | |

Web Idle Time Out : |3 | (5~ 30 minuzes)

Apply Cancel
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4.5.3.2 Services

In the Access Controlpage, click ServicesThe page shown in the following
figure appears.

In this page, you can enable or disable the services that are used by the remote 4 Servca Contral List ("SEL"} enables or disables sanicas from beng used.
host. For example, if telnet service is enabled and port is 23, the remote host
can access the device by telnet through port 23. Normally, you need not change LOCAL ACCESE CONTROL — SCRVICES

the settings.
Select the management services that you want to enable or disable on the LAN

or WAN interface. Service Enahle Source Network Saurce Mask Protocol Port
Click Apply to apply the setings. HTTP Ensbled | 0.0.0.0 | [o.0.0.0 TP 0
TELMET [#] Enabled | 0.0.0.0 | |oooo TCP 23
Note . o ssH [ nsbled | 00.00 | [o.000 TP 2
If you disable HTTP service, you cannot access the configuration page of
the device any more. FTP [ enzbled | 0.0.0.0 | |00 TCP 21
TFTE [ Ensbled | 0.0.0.0 | [#0.00 uop &
b3 Enchled | 0.0.0.0 | [ooen Mp a
SNMP [ Enzbled | 0.0.00 | [ooao P 161

REMOTE ACCESS CONTROL -- SERVICES

Service Enabla Source Network Source Mask Protocol  Port
HTTP [0 Ersbkd | 0.0.0.0 | |o.c.00 TCF B |
TELHET ™ Eraded | 0.0.0.0 | [o.0.00 TCF 732

ssH [ Erapld | 0.0.0.0 | |ocoa TCP [22 ]
FTP ] Erabled | 0.0.0.0 | |oo.oo TCF 21 |
TET? O] Erablad | 0.0.0.0 | |o.0.0.0 Lpp s |
P [F] Erebkd | 0.0.0.0 | |o.0.0.0 o [ |

SHMP

g

Eranled | 0.0.0.0 | [0.0.00 upp 61|
Aoply | Cancel
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4.5.4 Diagnostics

Choose MAINTENANCE > Diagnostic.The page shown in the following figure
appears. In this page, you can test the device.

This page is used to test the connection to your local network, the connection to
your DSL service provider, and the connection to your Internet service provider.
Click Rerun Diagnostics Tesb run diagnostics.
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Your modem s cepable of testing your DSL connecton, The ndnidual tests are isted helow. If 3
test displays & fall status, chck “Rerun Dizgnostic Tests™ at the bottom of ths page Lo make sule
the fail skatus s consstent.

WAN Connection : | PPat/opr0 v| [ Rarun Dizgnostc Tests ]

TEST THE CONNECTION TO YOUR LDCAL NETWORK

Test your eth() Connaction: kAl
Test your ethi Connection: PASS
Test your eth2 Connection: FAIL
Tast your eth? Connaction: FAIL
Test your Wireless Connection: PASSFAILFAILFATL
TEST THE CONNECTION TO YOUR DSL SERVICE PROVIDER

Test ADSL Synchronization: FAIL
Tect ATHM ODAM F5 sagmant ping:

Test ATHM OAM F5 end-to-end ping: DI
TEST THE CONNECTION TO YOUR INTERMET SERVICE PROVIDER
Ping default gateway: FAIL
Fing primary Domain Name Server: FAIL

Test Win OAMFS | [ Test With Q&M 4
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4.5.5 System Log

following figure appears.
This page displays event log data in the chronological manner. You can read the If the g mode is enabled, the system wil negin ta Ing all tha selacted avents. For tha Log
event log from the local host or send it to a system log server. Available event Level 3ll evants above or equal to the sslcted level will be Iogged. Far the Denfey Level, &l
severity levels are as follows: Emergency, Alert, Critical, Error, Warning, Notice, logged events above or equal to the sekectzd level wil be displayed. If the selected mode 5
Informational and Debugging. In this page, you can enable or disable the "Rerrote” or "Both', svents wil be sent to the specified IP address and UDP port of the remoce
system log function. tyclog sarver. T tha calactad mode ic "Local” or "Both”, avents wil ba recordad in tha locl
The procedure for logging the events is as follows: THEMoryY.

Step 1Select Enable Logcheck box.

Step 2Select the display mode from the Mode drop-down list. Seloct the desrad valuas and click "Apaly" to configure the syctam log options,

Step 3Enter the Server IP Addresand Server UDP Poiif the Modeis set

to Both or Remote. Mota: Thie wil not work correctly if madam tme is not properly setl Plazes cet it n "Satup/Time
Step 4Click Apply to apply the settings. and Date”
Step 5Click View System Logo view the detail information of system log.
[] Enmable Log
M
G
[ Aol ] ’ Cancel ] [ VEew System Log ]
4.5.6 Logout

Choose MAINTENANCE > Logout. The page shown in the following figure
appears. In this page, you can log out of the configuration page.

Loogng out wil chse the browsar,

Logait
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4.6 Status

You can view the system information and monitor performance.

4.6.1 Device Info

Choose STATUS> Device Info.The page shown in the following figure

appears.

The page displays the summary of the device status, including the system
information, Internet information, wireless information and local network

information.
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SETUR ADVANCED

MAINTERANCE

STATUS

The rfarrston rafiacts the aurant status af your OSL cennecoon

SYSTEM INFO

Madei Kame:

Time and Datar
Fmiware Versinn:
Hardware Varson:

DSL-Z7300

Thu Jan 1011411 1970
GE_1.a0

mn

Internet Comnection; P

Inbarnat Connactson Status:
Default Gateway:

Preferad DS Servar:
Alternate WS Server
Connaction Up Tims:
owistream Lne Rate (Khsk
upstieam Line Rata (Kbps):

Enalilod WAN Cannections:
VREVCT Saryica Name
012 PRPoS 0_0_32

Pratocal
WPaE

INFERMET IHFO

Unéorgurad

0,500

L8 )

0 gay,0 noard man,0sec
[}

o

TGP s
Dbl | Piablad

Py Address
IR

Selert SST0 ;I b

MAC Address:
Status;

Betwork Hame [SSID):
isitriELy:

Security Mode:

FU-?DiEBF35ERC
Engbied

dink

Wibe

WRAD Oty

MAL fddress:
TP hekdrass:

Sl bt Mask:
MHOP Secvar;

LOCAL NETWORK ENFO

FIETR:G8F5ERE
192.168:1.1
2552552550
Eratied
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4.6.2 Wireless Clients
Choose STATUS> Wireless ClientsThe page shown in the following figure

appears. The page displays authenticated wireless stations and their statuses.

4.6.3 DHCP Clients

Choose STATUS> DHCP ClientsThe page shown in the following page
appears.

This page displays all client devices that obtain IP addresses from the device.
You can view the host name, IP address, MAC address and time expired(s).
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This page shows authenticeted wreless stations and their stztus,

WIRELESS — AUTHENTICATED STATIONS

MAC Associatad Authorized SSID

00:26:5A:08:65:0C i

0 BremAPD

Interface
wid

Refresh

Thiz information reflacts the current DHCP clent of vour modam.

1P Address

Expires In
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4.6.4 Logs

Choose STATUS> Logs.The page shown in the following figure appears.

This page lists the system log. Click Refreshto refresh the system log shown in _
the table.

This page alowe you oo yiew systam loga.

SYSTEM LOG

Date/Time Facility Severity Message
ilﬁr‘-ll?zz sysog  emerg BCM963435 startad: BusyBox wL.00 (201012 14-

11:20+0000]

Refrash
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4.6.5 Statistics

Choose STATUS> Statistics.The page shown in the following figure appears.
This page displays the statistics of the network and data transfer. This
information helps technicians to identify if the device is functioning properly. The
information does not affect the function of the device.
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This mformation Teflacts tha cumrent s=tas of your DSL cormaction.

LOCAL NETWORK & WIRELESS

Interface Received Transmithed
Bytes  Pkis  Ems Drops  Bytes Pits  Ems Drops
athl) L] i} L] a a o (1] 0
athl B37052 4952 D a 11762848 61 0 i}
ath? 1] L} L] '} 2] o ] e
athy 0 a a a 1] (] a
wi o o L} o 1] 1 o

TNTERNET

Seryice VRIVCT Protocol Rucaived Transmitterd
Byies Phis Ers Drops Bytes Phis Ens Drops
PPPoE 00-33° /32 a B o ] oo U]
Hode:
Type:
Status; Daw
Duvinstrea Upstreari

Line: CodingTrellis):

SHR Margin (dR}:
Abtenuathon [dB):
Outpul Poower (dBam):
Attainalie Rate {Kbps):
Rate (Kbps):

[ {mterleaver dapth):
Delay (msech

HEC Ervors:
OCD Errors:

LCD Ervors:

Total ES:

ADSLBER Test | [ Resat Sestitic
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4.6.6 Route info
Choose STATUS> Route Info.The page shown in the following figure appears.

The table shows a list of destination routes commonly accessed by the network.

4.6.7 Logout

Choose STATUS> Logout. The page shown in the following figure appears. In
this page, you can log out of the configuration page.
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Flags: U - up, | - reject, & - gateway, H - host, R - rahstate
D - dynamic (redirect], M - modified {redirect].

DEVICE INFO — ROUTE

Destination Gateway Subnet Mask  Flags Mebric Service Interface
192 168.1.0 0.0.0.0 255.255.255.00 u a bro

Logging out will close the Growser,
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5 FAQs

Question

Answe

Why are all the indicators off?

Why is the LAN indicator not on?

\I\Ihy is-the DSL indicatornoton2Checkthe conne:

'™ Xe)

Check the connection between the power adapter and the power socket.

o Check whether the power switch is turned on

heck the following:
The connection between the device and the PC, the hub, or the switch.
The running status of the computer, hub, or switch.

The cables that connects the device and other devices:
—If the device connects to a computer, use the cross over cable.
—If the device connects to a hub or a switch, use the straight-through cable.

tiopn-bet: nthe DS interface of the device-and the socket

DSL indicator is on? @ User name and password

C

| that the following information is entered carrectly:

hoose start> Runfrom the desktop. Enter Ping 192.168.1.{the default IP address of the device) in the DOS

Why does the web configuration page of

the device fail to be accessed?

W{TTUOwW.

If

he web configuration page still cannot be accessed, check the following configuration:
The type of the network cable
The connection between the device and the computer

The TCP/IP properties of the network card of the computer
pep the device powered on and press the RESETbutton for 1 second. Then, the device automatically reboots

after incorrect configuration?

How to restore the default configuration® IP ad|

o

o
K
al
T
dr

d is restored to the factory default configuration.
e default configuration of the device is as follows:
pss: 192.168.1.1

Subnet mask: 255.255.255.0.
User name and password of super account: admin/admin
User name and password of common account: admin/admin

DSL-2730U User Manual
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Part 68 Statement

This equipment complies with Part 68 of the FCC rules and the

requirements adopted by the ACTA. On the bottom of this equipment is a
label that contains, among other information, a product identifier in the format
US:3P7DL01BSL2730BT1 .If requested, this number must be provided to the
telephone company.

The REN is used to determine the number of devices that may be

connected to a telephone line. Excessive RENs on a telephone line may
result in the devices not ringing in response to an incoming call. In most but
not all areas, the sum of RENs should not exceed five (5.0). To be certain of
the number of devices that may be connected to a line, as determined by the
total RENSs, contact the local telephone company. For products approved
after July 23, 2001, the REN for this product is part of the product identifier
that has the format US:3P7DL01BSL2730BT1. The digits represented by 01 are the
REN without a decimal point (e.g., 03 is a REN of 0.3). For earlier products,
the REN is separately shown on the label.

If your equipment causes harm to the telephone network, the telephone
company may discontinue your service temporarily. If possible, they will
notify you in advance. But if advance notice is not practical, you will be
notified as soon as possible. You will be informed of your right to file a
complaint with the FCC. Your telephone company may make changes in its
facilities, equipment, operations or procedures that could affect the proper
functioning of your equipment. If they do, you will be notified in advance to
give you an opportunity to maintain uninterrupted telephone service.

If you experience trouble with this telephone equipment, please contact

the following address and phone number for information on obtaining service
or repairs.

The telephone company may ask that you disconnect this equipment from
the network until the problem has been corrected or until you are sure that
the equipment is not malfunctioning.

This equipment may not be used on coin service provided by the telephone company.
Connection to party lines is subject to state tariffs.

Company: D-Link Corporation
Address: 17595 Mt. Herrmann, Fountain Valley, CA 92708 U.S.A
Tel no.: 1.877.943.5465
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.
Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

Note:The country selection mode is for non-US modes only and is not available
to the US mode(s).
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Europe — EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive 1999/5/EC.
The following test methods have been applied in order to prove presumption of
conformity with the essential requirements of the R&TTE Directive 1999/5/EC:

EN60950-1:2006+A11: 2009
Safety of Information Technology Equipment

- EN 300328 V1.7.1: 2006

- Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband
Transmission systems; Data transmission equipment operating in the 2,4 GHz ISM
band and using spread spectrum modulation techniques; Harmonized EN covering
essential requirements under article 3.2 of the R&TTE Directive

EN 301 489-1 V1.8.1: 2008

Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic
Compatibility (EMC) standard for radio equipment and services; Part 1. Common
technical requirements

- EN 301 489-17 V2.1.1: 2009
Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic
Compatibility (EMC) standard for radio equipment and services; Part 17: Specific
conditions for 2,4 GHz wideband transmission systems and 5 GHz high performance
RLAN equipment

- EN50385 : 2002

- Product standard to demonstrate the compliance of radio base stations and fixed
terminal stations for wireless telecommunication systems with the basic restrictions
or the reference levels related to human exposure to radio frequency
electromagnetic fields (110MHz - 40 GHz) - General public

This device is a 2.4 GHz wideband transmission system (transceiver), intended for use
in all EU member states and EFTA countries, except in France and Italy where
restrictive use applies.

In Italy the end-user should apply for a license at the national spectrum authorities in
order to obtain authorization to use the device for setting up outdoor radio links and/or
for supplying public access to telecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some
areas the RF output power may be limited to 10 mW EIRP in the frequency range of
2454 — 2483.5 MHz. For detailed information the end-user should contact the national
spectrum authority in France.
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[=lCesky
[Czech]
[4dlDansk
[Danish]

[de[Deutsch
[German]

[etlEesti
[Estonian]

[erlEnglish

[es]Espaiiol
[Spanish]

EAANVIKNA
[Greek]

[frlFrancais
[French]
[it]Italiano
[Italian]
Latviski
[Latvian]

Lietuviy,
[Lithuanian]

[rNederlands
[Dutch]
[ut] Malti
[Maltese]
[ Magyar
[Hungarian]
(ellPolski
[Polish]
[etlPortugués
[Portuguese]
[]Slovensko
[Slovenian]
Slovensky
[Slovak]

[filSuomi
[Finnish]

[=]Svenska
[Swedish]

[Jméno vyrobce] timto prohlaSuje, Ze tento [typ zafizeni] je ve shodé se z&kladnimi pozadavky a
dalSimi pfisluSnymi ustanovenimi smérnice 1999/5/ES.

Undertegnede [fabrikantens navn] erkleerer herved, at fglgende udstyr [udstyrets
typebetegnelse] overholder de vaesentlige krav og gvrige relevante krav i direktiv 1999/5/EF.

Hiermit erklart [Name des Herstellers], dass sich das Gerat [Geratetyp] in Ubereinstimmung mit
den grundlegenden Anforderungen und den Ubrigen einschlagigen Bestimmungen der Richtlinie
1999/5/EG befindet.

Kaesolevaga kinnitab [tootja nimi = name of manufacturer] seadme [seadme tlup = type of
equipment] vastavust direktiivi 1999/5/EU pdhinduetele ja nimetatud direktiivist tulenevatele
teistele asjakohastele satetele.

Hereby, [name of manufacturer], declares that this [type of equipment] is in compliance with the
essential requirements and other relevant provisions of Directive 1999/5/EC.

Por medio de la presente [nombre del fabricante] declara que el [clase de equipo] cumple con
los requisitos esenciales y cualesquiera otras disposiciones aplicables o exigibles de la
Directiva 1999/5/CE.

ME THN NAPOYZA [name of manufacturer] AHAQNEI OTI [type of equipment]
SYMMOPOQNETAI MPOX TIZ OYZIQAEIZ ATMAITHZEIZ KAI TIZ AOINEX XXETIKEX
AIATA=EIZ THX OAHTIAZ 1999/5/EK.

Par la présente [nom du fabricant] déclare que l'appareil [type d'appareil] est conforme aux
exigences essentielles et aux autres dispositions pertinentes de la directive 1999/5/CE.

Con la presente [nome del costruttore] dichiara che questo [tipo di apparecchio] & conforme ai
requisiti essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Ar 8o [name of manufacturer /izgatavotgja nosaukums] deklaré, ka [type of equipment /
iekartas tips] atbilst Direktivas 1999/5/EK batiskajam prasibam un citiem ar to saistitajiem
noteikumiem.

Siuo [manufacturer name] deklaruoja, kad 3is [equipment type] atitinka esminius reikalavimus ir
kitas 1999/5/EB Direktyvos nuostatas.

Hierbij verklaart [naam van de fabrikant] dat het toestel [type van toestel] in overeenstemming is
met de essentiéle eisen en de andere relevante bepalingen van richtlijn 1999/5/EG.

Hawnhekk, [isem tal-manifattur], jiddikjara li dan [il-mudel tal-prodott] jikkonforma mal-htigijiet
essenzjali u ma provvedimenti ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Alulirott, [gyart6é neve] nyilatkozom, hogy a [... tipus] megfelel a vonatkozé alapvetd
kovetelményeknek és az 1999/5/EC iranyelv egyéb eldirasainak.

Niniejszym [nazwa producenta] oswiadcza, ze [nazwa wyrobu] jest zgodny z zasadniczymi
wymogami oraz pozostatymi stosownymi postanowieniami Dyrektywy 1999/5/EC.

[Nome do fabricante] declara que este [tipo de equipamento] esta conforme com os requisitos
essenciais e outras disposi¢des da Directiva 1999/5/CE.

[Ime proizvajalca] izjavlja, da je ta [tip opreme] v skladu z bistvenimi zahtevami in ostalimi
relevantnimi dologili direktive 1999/5/ES.

[Meno vyrobcu] tymto vyhlasuije, Ze [typ zariadenia] spifia zakladné poZiadavky a vietky
prislusné ustanovenia Smernice 1999/5/ES.

[Valmistaja = manufacturer] vakuuttaa taten etta [type of equipment = laitteen tyyppimerkinta]
tyyppinen laite on direktiivin 1999/5/EY oleellisten vaatimusten ja sité4 koskevien direktiivin
muiden ehtojen mukainen.

Harmed intygar [foretag] att denna [utrustningstyp] star | éverensstammelse med de véasentliga
egenskapskrav och 6vriga relevanta bestammelser som framgér av direktiv 1999/5/EG.





