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1 Introduction

Congratulations on becoming the owner of the Wireless
Gateway. You will now be able to access the Internet using your
high-speed xDSL/Cable modem connection.

This User Guide will show you how to connect your Wireless
Gateway, and how to customize its configuration to get the most
out of your new product.

Features

The list below contains the main features of the device and may
be useful to users with knowledge of networking protocols. If
you are not an experienced user, the chapters throughout this
guide will provide you with enough information to get the most
out of your device.

Features include:
i 10/100Base-T Ethernet Wireless APto provide Internet
connectivity to all computers on your LAN

i Network address translation (NAT) functions to provide
security for your LAN

T Network configuration through DHCP Server and DHCP
Client

1 Services including IP route and DNS configuration, RIP,
and IP

i Supports remote software upgrades

i User-friendly configuration program accessed via a web
browser

i User-friendly configuration program accessed via
EasySetup program

The Wireless Gateway has the internal Ethernet switch
allows for a direct connection to a 10/100BASE-T Ethernet
network via an RJ-45 interface, with LAN connectivity for
both the Wireless Gateway and a co-located PC or other
Ethernet-based device.

Device Requirements

In order to use the Wireless Gateway, you must have the
following:

9 One RJ-45 Broadband Internet connection via cable
modem or XDSL modem

1 Instructions from your ISP on what type of Internet access
you will be using, and the addresses needed to set up access

1 One or more computers each containing an Ethernet card
(10Base-T/100Base-T network interface card (NIC))

1 TCP/IP protocol for each PC



Definition

A\

WARNING

1 For system configuration using the supplied

a. web-based program: a web browser such as Internet
Explorer v4 or later, or Netscape v4 or later. Note that
version 4 of each browser is the minimum version
requirement i for optimum display quality, use Internet
Explorer v5, or Netscape v6.1

b. EasySetup program: Graphical User Interface

You do not need to use a hub or switch in order to connect more
than one Ethernet PC to your device. Instead, you can connect
up to four Ethernet PCs directly to your device using the ports
labeled Ethernet on the rear panel.

Using this Document

Notational conventions

1 Acronyms are defined the first time they appear in the text
and also in the glossary.

1 For brevity, the Wireless Gatewayi s r ef err ed

1 The term LAN refers to a group of Ethernet-connected
computers at one site.

Typographical conventions
9 Italic text is used for items you select from menus and drop-
down lists and the names of displayed web pages.

1 Bold text is used for text strings that you type when prompted
by the program, and to emphasize important points.

Special messages
This document uses the following icons to draw your attention to
specific instructions or explanations.

Provides clarifying or non-essential information on the current
topic.

Explains terms or acronyms that may be unfamiliar to many
readers. These terms are also included in the Glossary.

Provides messages of high importance, including messages
relating to personal safety or system integrity.

t
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2 Getting to know the device

Computer / System requirements

1
1

1. Pentium 200MHZ processor or above

2. Windows 98SE, Windows Me, Windows 2000, Windows
XP, Windows Vista, Windows 7 and Windows 8

3. 64MB of RAM or above
4. 25MB free disk space

Package Contents

1. WAP-6110

2. CD-ROM With User Manual
3. Quick Installation Guide

4. Ethernet Cable (RJ-45)

5. Power Adapter

6. Detachable Antenna
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LED meanings & activations

Front Panel

The front panel contains lights called Light Emitting Diodes
(LEDs) that indicate the status of the unit.

@ @
R

powER WA

LA

R

* Actual Front Panel and ANTENNA may vary depending on model.

Figure 1: Front Panel and LEDs

Label Color Function
POWER green On: device is powered on
Off: device is powered off
WLAN green On: WLAN link established and active
Blink: Valid Wireless packet being transferred
WPS green of f: WPS Ilink isnbdt e
Blink: Valid WPS packet being transferred
LAN green On: LAN link established and active

Off: No LAN link
Blink: Valid Ethernet packet being transferred




Rear and Right Panel and bottom Side

The rear and right panel and bottom side contains a Restore
Defaults button, the ports for the unit's data and power
connections.

L Jle®

LAN 12Vde=:0.5A = On
O—€—® M off

* Actual Rear Panel and ANTENNA may vary depending on model.

Figure 2: Rear Panel Connections

* Actual button may vary depending on model.

Figure 3: Right Panel Connections
= R
=(o)
RESET: —

@
>

* Actual button may vary depending on model.



Label Function

ANTENNA 2 detachable ANTENNA

ON/OFF Power on/off the device

SWITCH

POWER Connects to the supplied power adaptor

LAN Connects the device via LAN Ethernet

WPS Press this button for at least 3 full seconds and
the WPS LED will flash to start WPS.
Now go to the wireless adapter or device and
press its WPS button. Make sure to press the
button within 120 seconds (2 minutes) after
pressing the AP's WPS button.

RESET Reset button. RESET the 802.11n WLAN AP to its

default settings.

Press this button for at least 6 full seconds to RESET
device to its default settings.

10



3 Computer configurations under different OS,
to obtain IP address automatically

Before starting the 802.11n WLAN AP configuration, please
kindly configure the PC computer as below, to have automatic
IP address / DNS Server.

For Windows 98SE / ME / 2000 / XP

1. Click on "Start" ->"Control Panel" (in Classic View). In
the Control Panel, double click on "Network Connections"
to continue.

B- Control Panel

Edit  View Favorites  Tools  Help ﬂF

€ cact - | (Dsearch [ Folders -
(€ Q-7 7 = HH
F

Address [ Contral Panel
& = w 9 X =

Accessibility  Add Hardware Add or Administrative  Aotomatic  Date and Time Display

File:

&t

ﬂ’- Control Panel A

E} Switch to Category Yiew COptions Remow,., Tools Updates
v B3 e B 9 = T
¥ | ™
See Also L-"/ ,__é-‘ E I |
Folder Options Fonts Game Intel{R) GMA Internet Kevboard Mouse
ﬁ Windows Update Controllers Dwiver Cptions

(7)) Help and Suppart

™

% L 49 e

Phorne and  Power Options  Printers and  Realkek HD  Regional and

Modem ... Faxes Sound EFF...  Language ...

O @ & ¥ &
Scanners and  Scheduled Security Sounds and Speech Swskem Taskbar and
Cameras Tasks Center audio Devices Statt Manu

@2 e <
User Accounks  Windows Wireless
Firewal Metwark Set..

11



2. Single RIGHT click on "Local Area connection”, then click

"Properties”.
s Network Connections tS
File  Edit View Fawvorites Tools Advanced Help 4"’
- Y @) -
eBack </ l.ﬁ /- Search 0= Folders
Address ﬁ__,Netw-:-rkConnectiu:-ns V| & e

#| LAN or High-Speed Internet
Metwork Tasks

Create a new
conneckion

= Local &rea Conneckion
_'!3 Limited ar no connectivity, Fir...
T I Atheros ARS131 PCI-E Gigabit...
Disable

Yiew Available Wireless Networks

%3 Set up a home or small
© office netwark

Change wWindows
Firewall sektings

g View available wireless
networks

@ Disable this network
device Create Shorkout

% Repair this connection

Repair

Bridge Connections

®fj Rename this connection Rename

Change settings of this
conneckion

3. Double click on "Internet Protocol (TCP/IP)".

-+ Wireless Network Connection Properties |E”E|

General | YWireless Metworks || .ﬁ.dvanced|

Connect using:

BS WildPacketz 802110 USE “Wireleszs

Thiz connection uges the following tems:

g Clierit for Microzoft Metworks
Q File and Printer Sharing for Microsoft Metworks
Q. Qa5 Packet 5cheduler

Internet Protocal [TCRAF)

[nztall... [rinztall Properties

Drezcription

Tranzmizzion Control Protocal/nternet Protocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected netwarks.

Show ican in notification area when connected
M atify me when this connection haz limited ar no connectivity

ak. ] [ Cancel

12



4. Check "Use the following IP address", configure IP
address to "192.168.1.100", Subnet mask to
"255.255.255.0" and Usatbefdlowing DNS
server addressesd0 t h e n Q@KI'to cotinue.n "

Internet Protocol (TCP/IP) Properties

General |

Y'ou can get |P zettings azsigned autoratically if your netwaork, suppaorts
thiz capability. Qthenwize, you need to azk your network, adminiztrator for
the appropriate [P settings.

() Obtain an IP address autamatically
%) Uze the following IF address:

IP address: | 132.168. 1 . 100 |

Subnet mask: | 255255255 . 0 |

Default gateway: | ) ) ) |

| ® Use the following DNS server addresses: |
Freferred DMS server: | . . . |

Alternate DMS zerver | . . . |

)4 [ Cancel ]

5. Click "Show icon in notification area when connected"
(see screen image in 3. above) then Click on "OK" to
complete the setup procedures.

13



For Windows Vista-32/64

1. Cl i c Btarw Cibintrol Panelo-> Vieéw network

status and taskso .

v Control Panel »

GO

- 4]|

o

» Control Panel Home

Classic View

Recent Tasks
View network status and tasks

System and Maintenance
Get started with Windows
Back up your computer

Security

Check for updates

Check this computer's security status

@ Allow a program through Windows
Firewall

Network and Internet
View network status and tasks
Set up file sharing

Hardware and Sound
Play CDs or other media automatically

Programs
Uninstall a proegram
Change startup programs

8

Printer
Mouse @

User Accounts and Family
Safety

@ Set up parental controls for any user
@Add OF rEMOoVE USer accounts

Appearance and
Personalization

Change desktop background
Change the color scheme
Adjust screen reselution

Clock, Language, and Region
Change keyboards or other input
methods

Change display language
Ease of Access

Let Windows suggest settings
Optimize visual display

Additional Options

14



2 Il n the Manage net wor Manage
network connectionsd t o conti nue.

nnections,

%vﬂﬁ =« Network and Sharing Center - | +3 | | Search

Pl

Tasks .
Network and Sharing Center

View computers and devices

~ View full map
Connect to a network

n

et up a connection or network @ Eﬂ!ﬁ * 0
T s S,

Mana

GA-G31M-ES2L-PC Metwork Internet
Diagnose and repair (This computer)
E}" Metwork (Public network) Customize
Access Local only
Connection Wiew

Local &rea Connection

|3 Sharing and Discovery

Metwork discovery @ Off @
File sharing @ Off @
Public folder sharing @ Off @
Printer sharing @ Off (no printers installed) @
Password protected sharing @ On @
Seealso Media sharing @ Off @

Internet Options

Show me all the files and folders [ am sharing

P¥igiows Firewsl) Show me all the shared network folders on this computer

15



3. Single RIGHT click on "Wireless Network Connection”,
then click "Properties”.

[=fE s
C)—C}ﬂ@ <« Metwork and Internet » Metwork Connections » - | +y | |Seun:h P |
‘ Organize ¥ g Views = _.j‘_ Connect To “Disable this network device | Diagnose this connection >
Name Status Device Mame Connectivity Network Category Owner Type Phone # or Host Addre...
LAM or High-Speed Internet (2) ~
g'g Logal Ar.e_a Connection “'. Wireless Network Connection
B Unidentified network Mot connected
ET Atheros ARB131 PCI-E Gigab... *x E:dﬂ WildPackets 802.11n USB Wi...
Disable
Connect / Disconnect
Status
Diagnose

Bridge Cennections

Create Shortcut
Delete

Rename

Properties

4. The screen will display the information "User Account
Control" and click "Continue" to continue.

5. Double click on "Internet Protocol Version 4 (TCP/IPv4)".

P "

[',_J}] Wireless Metwork Connection Properties

Metworking | Sharing

Connect using:
¥ WildPackets 802.11n USB Wireless LAN Card

This connection uses the following tems:

0% Client for Microsoft Netwarks

4Bl (105 Packet Scheduler

E_,I File and Printer Sharing for Microsoft Networks

i |ntemet Protocal Version 6 (TCP/IPvE

B8 Intemet Protocol Version 4 (TCP/IPvd)

i Link-Layer Topology Discovery Mapper [0 Driver
<& link-Layer Topology Discoveny Responder

[ Install ... ] Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K || Cancel

16



6. Check "Use the following IP address", configure IP
address to "192.168.1.100", Subnet mask to
"255.255.255.0" and Usatbefdlowing DNS
server addressesd0 t h e n QKI'tb coltinue. n

Internet Protocol Version 4 (TCP/TPv4) Properties

General

(2 s

for the appropriate IF settings.

{7 Obtain an IP address automatically

¥ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

@ Use the following IF address:

Subnet mask:

Default gateway:

IF address: 192 . 168 .

255,255 .255. 0

1 100

Obtain DNS server address automatically

i@ Use the following DNS server addresses

Preferred DMS server;

Alternate DMS server:

Ok

] [ Cancel

)

17




For Windows 7-32/64

1. Cli
iVi

c k
ew

o-h

net wor k and

i Sbat t (i CateBayrView) &
status

|2 [© o]

taskso.

= |5 » Control Panel »
I M e

I - s

|Search Coﬂtm:'i!e:‘ Lo )

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

View by:  Category ~

User Accounts and Family Safety
'@'Add OF FEMOVE USEr accounts
'@'Set up parental contrels for any user

Network and Internet
View network status and tasks
Choose homegroup and sharing opticns

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

18



2 Il n the Contr ol P@hamgkadépteme ,

settingsO t o continue.

i - - —

ESEER ™)

mvl i+ <« Network and Internet » Network and Sharing Center - |5 | Search Control Panel
—  — -

P

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Seealso
HemeGroup
Internet Options

Windows Firewall

® -

View your basic network information and set up connections

&; E x Q See full map

GA-G31M-ES2L-PC Metwork Internet
(This computer)

View your active networks Connect or disconnect

Network Access type: Mo Internet access
Public network Connections: [ Local Area Connection

Change your networking settings

ﬁ- Set up a new connection or network

Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router
or access point.

§ Connectto a network
Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection,

m
=

—

19
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3. Singl e RI GHdcal Area Corknectiano fi

fPropertiesa

t hen

-——.j. - =

= | B [ |

@uv| @ <« Network and Internet » Metwork Connections » - | g | | Search Metwork Connections Fe) |
Organize » Connect To Disable this network device Diagnose this connection 5=~ i @
"'-. Local Area Connection "'-.' Wireless Network Connection
%‘j Unidentified network %{‘f Mot connected
@D Atheros AR8131 PCI-E Gigabit Eth... 802.11n USE Wireless LAMN Card
%) Disable
Connect / Disconnect
Status
Diagnose

Delete

@ Rename

'@' Bridge Connections

Create Shertcut

Properties

4. Double click on "Internet Protocol Version 4 (TCP/IPv4)".

-
U Wireless Network Connection Properties

==

MNetworking | Sharing

Connect using:
L 802.11n USE Wireless LAN Card

This connection uses the following tems:

[v| " Cligrt for Microsoft Networks

v Q@us Packet Scheduler

v Q File: and Printer Sharing for Microsoft Networks
- |ntemet Protocol Version 6 (TCP/IPvE
e Irrtemet Protocal Version 4 (TCP/IPv4)
opalogy Discovery Mapper /0 Driver
W -« Link-Layer Topology Discovery Responder

Imstall... ] Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

OK || Cancel

20
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5. Check "Use the following IP address", configure IP
address to "192.168.1.100", Subnet mask to
"255.255.255.0" and Usataefdlowing DNS
server addressesd0 t h e n @KI'to ecohtinue.n "

-

-
Internet Protocol Version 4 (TCP/IPvd) Properties M

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask vour network administrator
for the appropriate IF settings.

(71 Obtain an IP address automatically

@) Use the following IP address:

IP address: 192 .168 . 1 . 100
Subnet mask: 255 .255.255. 0
Default gateway:

Obtain DNS server address automatically

I{a- Use the following DNS server addresses: I

Preferred DMS server;

Alternate DMS server:

[ validate settings upon exit

[ K ][ Cancel ]

21



For Windows 8-32/64

1. Move the mouse or tap to the upper right corner and click
0 nSeflingso .

Jo

Search

<

22



2. Cl i c Kontral Pafielo .

Settings

Control Panel
Personalisation

PC info

=

Unavailable Unavailable

Motifications Power Keyboard

Change PC settings

23



3. Cl i c Niewonetwdrk status and taskso .

1 + Contrel Panel v | O Search Control Panel

Adjust your computer’s settings View by: Category ~

Review your computer's status @ Change account type

Save backup copies of your files with File @ Set up Family Safety for any user
History

Find and fix problems ) Appearance and Personalisation
Change the theme

Network and Internet ' Change desktop backgreund
Cennect to the Internet Adjust screen resolution

View network status and tasks

Choose homegroup and sharing opticns Clock, Language and Region
2 Add a language

Hardware and Sound & Change input methods

View devices and printers Change date, time or number formats
Add a device

System and Security a User Accounts and Family Safety

Ease of Access
Programs Let Windows suggest settings

Uninstall a program Optimise visual display

4 I n the Control P@&hamgkadépteme, c |
settingsb t o continue.

- 4 iﬁ_ <« Metwork and Internet » MNetwork and Sharing Center v & Search Control Panel

Wiew your basic network information and set up connections
Control Panel Home

Wiew your active networks

Change adapter setting
2N A0apLer sEings You are not currently connected to any networks,

settings Change your networking settings

Set up a new connection or network

Set up a broadband, dial-up er VPN connection, or set up a reuter or access point.

Troubleshoot problems

Diagnose and repair network problems or get troubleshooting infermation.

See also
HomeGroup
Internet Options

Windows Firewall
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5. SingleRI GHT c IEtherret", then clitk "Properties".

T I:Q« Metwork and Internet » Metwork Connections AN Search Metwork Connections @

Organise * Connect To Disable this network device Diagnose this connection » a:: -

II Ethernet I WiFi
Unidentified network Not connected

- Qualcomm Atheros ARS131 PCI-E... x.' -Eﬂ 802.17n USB Wireless LAN Card

m @

¥ Disable
Connect / Disconnect
Status

Diagnose
@ Bridge Connections

Create Shortcut
| Delete
@ Rename

@ Properties I

2items 1 item selected

= e

6. Double click on "Internet Protocol Version 4 (TCP/IPv4)".

Metworking | Sharing

Connect using:
E 802 11n USE Wireless LAN Card

This connection uses the following tems:

.@ File and Printer Sharing for Microsoft Networks

[ & Microsoft Network Adapter Muttiplexor Protocol
] - Microsoft LLDP Protocol Driver

it |ink-Layer Topology Discovery Mapper 140 Driver

<& |ink-Layer Topology Discovery Responder

Lninstall

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.
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7. Check "Use the following IP address", configure IP
address to "192.168.1.100", Subnet mask to
"255.255.255.0" and Usataefdlowing DNS
server addressesd t h e n QKI'to eahtinue. n

General

¥ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IF address:
IP address: | 192.168. 1 .100

subnet mask: | 255.255.255. 0

Default gateway: |

Obtain DMS server address automatically
|® Use the following DNS server addresses:|

Preferred DMS server: |

Alternative DNS server: |

[ ] validate settings upon exit
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4 Connecting your device

A\

WARNING

This chapter provides basic instructions for connecting the
Wireless Gateway to a computer or LAN and to the Internet.

In addition to configuring the device, you need to configure the
Internet properties of your computer(s). For more details, see
the following sections:

1 Configuring Ethernet PCs

This chapter assumes that you have already established a
DSL/Cable service with your Internet service provider (ISP).
These instructions provide a basic configuration that should be
compatible with your home or small office network setup. Refer
to the subsequent chapters for additional configuration
instructions.

Connecting the Hardware

This section describes how to connect the device to the wall
phone port, the power outlet and your computer(s) or network.

Before you begin, turn the power off for all devices. These
include your computer(s), your LAN hub/switch (if applicable),
and the Wireless Gateway.

The diagram below illustrates the hardware connections. The
layout of the ports on your device may vary from the layout
shown. Refer to the steps that follow for specific instructions.
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Using WISP (Wireless ISP)

The Wireless Access Point supports WISP (Wireless ISP). To

use WISP:
Ao

) WLAN xDSL
Cable Modem

e

Q
\>
Figure 4: Overview of Hardware Connections

Step 1. Connect the Ethernet cable to LAN Port

Connect the supplied RJ45 Ethernet cable from your PC's

Ethernet port to the 802.11n WLAN AP's LAN Port.
Step 2. Attach the power connector

Connect the power adapter

t o

the 802.11In WLANAPand turn the power
SWI TCHO of your AP6r2. 11n WLAN

* Actual ANTENNA may vary depending on model

28
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Using PoE (Power over Ethernet)

The Wireless Access Point supports PoE (Power over Ethernet).
To use PoE:

PoE Adapter

| Ethemet / T Hub

_ Powerad Unpowered
Access Point

Step 1. Do not connect the supplied power adapter to the
Wireless Access Point.

Step 2. Connect one end of a standard (category 5) LAN
cable to the Ethernet port on the Wireless Access Point.

Step 3. Connect the other end of the LAN cable to the
powered Ethernet port on a suitable POE Adapter.

Step 4. Connect the unpowered Ethernet port on the POE
adapter to your Hub or switch.

Step 5. Connect the power supply to the PoE adapter and
power up.

Step 6. Check the LEDs on the Wireless Access Point to
see it is drawing power via the Ethernet connection.
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Using AP (Access Point)

The Wireless Access Point supports AP (Access Point). To use
AP:

b |

i

| o
> P

xDSL / Cable

Step 1. Connect the Ethernet cable to LAN Port

Connect the supplied RJ45 Ethernet cable from
xDSL/ Cable Modemdés LAN port to the 80
LAN Port.

Step 2. Attach the power connector

Connect the power adapter to the powe
the 802.11n WLAN AP and turn the powe
SWI TCHO of your 802.11n WLAN AP on.

* Actual ANTENNA may vary depending on model
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Wireless Connection

For easy installation it is saved to keep the settings. You can
later change the wireless settings via the wireless configuration
menu. (see user manual on the CD 7 Chapter 8).

1. Double click on the wireless icon on your computer and
search for the wireless network that you enter SSID name.

91 Wireless networks detected b

Cne or more wireless networks are in range of this computer,
To see the list and connect, click this message

e A R g Eiz e

2. Click on the wireless network that you enter SSID name
(the default setting SSID = LevelOne) to connect.

i Wireless Metwork Connection 3

Network Tasks Choose a wireless network

@ Refresh netwark: list Click an item in the list below to connect to a wireless netwark in range or ko get more

Set up a wireless nebwork LevelOne

for & home or small office

Related Tasks

@ Learn about wirgless
niebwiorking

'],i' Change the arder of
preferred netbworks

ﬁ Change advanced
settings
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3.1 f the wireless net woCGoknedt snot

Anyway" to connect.

Wireless Network Connection [‘5—(|

Wou are connecting o the unsecured network "Leveldne”. InfFormation
I_\ sent over this netwark is nok encrypted and might be visible ko okher
— people,

Cancel

Connect Anvyway ]

4. If the wireless network is encrypted, enter the network key
that belongs to your authentication type and key. You can
later change this network key via the wireless configuration

menu. (see user manual on the CD i Chapter 8).

WWireless Network Connection [‘5—<|

The network LevelOne' requires a network key (also called a WEP key or WPA key], A
netwark key helps prevent unknown intruders From connecting to this netwark,

Tvpe the key, and then click Connect,

Mebwork key: | |

Conneck l [ Cancel ]

5. Click on "Connect" or "Apply".

Wireless Metwork Connection

The network LevelOne' requires a network key (also called a WEP key or WPA key], A
netwark key helps prevent unknown intruders From connecting to this netwark,

Tvpe the key, and then click Connect,

Metwark key: | T |

Confirm netwark key: | sassnnee |

Connect | [ Cancel ]

X

6. Now, the 802.11n WLAN AP has been connected, and able

to be configured.
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5 What the Internet/\WAN access of your own
Network now is

Now you could check what the Internet/WAN access of your
network is to know how to configure the WAN port of Wireless
Gateway.

Please follow steps below to check what the Internet/WAN
access if your own Network is DHCP Client, Static IP or PPPoE
Client.

1. Click Start -> Control Panel

g GA-8566

[ Internet _) My Documents
Internet Explorer
" @ My Recent Documents
f vl E-mail

Cuitlook E
utlack Express —9 My Pictures

n iZommand Prompt =} My Music

e T
ﬁ Hypersnap-Di 4

E—-‘ Control Panel
Motepad
Set Program Access and

Defaults

)
‘! MSM Explorer };\__‘é Printers and Faxes

Windows Media Plaver @ Help and Suppart
I{
-13 Windows Messenger )) search

Eﬂun...

All Programs D

CFF | 0] | Turm OFf Computer

'y Start
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2. Double click Network Connections

B Control Panel

File Edit ‘“iew Favaorites Tools  Help

0 Back o @ p Search @* Folders v

Iv'l Go

Address |3 Contral Panel

Accessibility  Add Hardware

Options
5

Folder Options

14

Metwork Setup
Wizard

R./ Control Panel A

B- Switch bo Cakegary Yiew

See Also

B

Display

% windows Update
@) Help and Support

Scheduled Security

Tasks Center

Windows Wireless
Firewall Metwork Set. .,

add or Administr ative
Remov, Tools
4
Faonts Game
Controllers

L %

Phone and  Power Options
Modem ...

Speech

Soiiie g

Aukamatic CMI audio  Date and Time
Updates Config
P = T
Internet Keyvboard IMouse
Options

v e

Printers and  Regional and  Scanners and
Faxes Language ... Cameras

S © 9 & W @A W

Sounds and
Audio Devices

Taskbar and  User Accounts
Start Menu

System
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Internet/\WAN access is the DHCP client

If you cannot see any Broadband Adapter in the Network
Connections, your Internet/WAN access is DHCP Client or
Static IP.

3. Click Local Area Connection in LAN or High-Speed
Internet and you could see string Assigned by DHCP in
Details.

‘.‘5 Metwork Connections

File Edit Miew Favorites Tools  Advanced Help

@Back - \‘_.;J l.@ pSearch [{ Folders v

Address

V|G-:|

# | LAN or High-Speed Internet

!}, Metwork Connections

Details

i ocal Area Conneckion

Local Area Connection
LAM or High-Speed Internet
Connected

5i5 900 PCI Fast Ekhernet
Adapter

IP Address: 192, 168,10,32
Subret Mask: 255,255, 255,0
Assigned by DHCP
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Internet\WAN access is the Static IP

If you cannot see any Broadband Adapter in the Network
Connections, your Internet/WAN access is DHCP Client or
Static IP.

4. Click Local Area Connection in LAN or High-Speed
Internet and you could see string Manually Configured in
Details.

‘.‘5 Metwork Connections

File Edit Miew Favorites Tools  Advanced Help

@Back - \‘_.;J l.@ pSearch [{ Folders v

Address

V|G-:|

# | LAN or High-Speed Internet

!}, Metwork Connections

Details

Local Area Connection i ocal Area Conneckion
LAM or High-Speed Internet
Connected

5i5 900 PCI Fast Ekhernet

IP Address: 192,165,10,110
Subnet Mask: 255,255.255.0
Marually Configured
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5. Right click Local Area Connection and click Properties
and then you could get the IP settings in detail and write

down the IP settings as follow:

IP Address: 192.168.10.110

Subnet mask: 255.255.255.0

Default gateway: 192.168.10.100
Preferred DNS server: 192.168.10.100

Alternate DNS Server: If you have it, please also write it

down.

Internet Protocol (TCP/IP) Properties

General |
You can get [P zettingz assigned automatically if your nebwork, supports
thiz capability. Othenwize, you need to agk your network, adminiztrator for
the appropriate [P settings.
{3 Obtain an IP address autarmatically
{(®) Use the follawing IP address:
IP address: | 192.168. 10 . 110 |
Subriet mask: | 255.255.255 . O |
Default gateway: | 132168 . 10 . 100 |
() Use the follawing DMS server addresses:
Prefened DNS server: | 192 .168. 10 . 100 |
Alternate DWNS server: | |
Ok, i [ Cancel ]
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Internet/\WAN access is the PPPoE client

If you can see any Broadband Adapter in the Network
Connections, your Internet/WAN access is PPPoE Client.

1. Click Broadband Adapter in Broadband and you could
see string Assigned by Service Provider in Details.

For PPPOE configuration on Wireless Gateway, youdl | need
following information that you could get from your Telecom, or
by your Internet Service Provider.

Username of PPPoE: 1234 for example

Password of PPPoE: 1234 for example

‘5 Metwork Connections

=3
File Edit \Miew Favarites Toaols  Advanced  Help 4"
e Back - \‘_/)l l.@ ;j Search f Folders v

t; Metwork Connections b | G0
#| Broadband

Address

Details

1234 ﬂ 1234
EBroadband —

Connected

LAN or High-Speed Internet

Wi Miniport (PPPOE)

IP Address: 192, 163,10,209

Subnet Mask:

205,255,255,255 Local Area Conneckion
Assigned by Service Provider I_I_-J:ln
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6 Getting Started with the Web pages

The Wireless Gateway includes a series of Web pages that
provide an interface to the software installed on the device. It
enables you to configure the device settings to meet the needs
of your network. You can access it through your web browser
from any PC connected to the device via the LAN ports.

Accessing the Web pages

To access the Web pages, you need the following:

1 APC or laptop connected to the LAN port on the device.

1 A web browser installed on the PC. The minimum browser
version requirement is Internet Explorer v4 or Netscape v4.
For the best display quality, use latest version of Internet
Explorer, Netscape or Mozilla Fire fox. From any of the LAN
computers, launch your web browser, type the following
URL in the web address (or location) box, and press [Enter]

on your keyboard:
http://192.168.1.1

The Status homepage for the web pages is displayed:

Status

This page shows the current status and some basic settings of the device.

Uptime

Firmware Yersion
Customer Yersion
Build Time

Oday: Oh:Om: 49s

w325

FEE1P_E_ w325 2TZE_LEY_03_ 1306132
Thu Jun 13 04:25:31 EDT 2013

Wireless Configuration

S5ID

Channel Number
Encryption

BSS5ID

Associated Clients

AP

2.4 GHz (B+G+M)
Levellne

1

Disabled
00;12:33:5a:04: 25
Q

TCP/IP Confiquration

Attain IP Protocol
IP Address
Subnet Mask
Default Gateway
DHCP Server
MAC Address

Fixed IP
192.168.1.1
255,255 .255.0
0.0.0,0

Disabled

00;12:33: 5a:04: 23

Figure 5: Homepage



The first time that you click on an entry from the left-
hand menu, alogin box is displayed. You must enter
your username and password to access the pages.

A login screen is displayed:

Connect to 192.168.1.1

The server 192,168,1.1 at 300Mbps \Wireless PoE Access
Point requires a username and passward,

wWarning: This server is requesking that your username and
password be sent in an insecure manner (basic authentication
withauk a secure conneckion),

Lser name: | L%, w |

Password; | |

[ 1remember my passward

| [o]'4 | [ Cancel

Figure 6: Login screen

1. Enter your user name and password. The first time you log
into the program, use these defaults:

User Name: admin
Password: admin

You can change the password at any time or you can configure your
device so that you do not need to enter a password. See Password.

2. Click on OK. You are now ready to configure your device.

This is the first page displayed each time you log in to the Web
pages.

| If you receive an error message or the Welcome page is not
Note displayed, see Troubleshooting Suggestions.

40



Testing your Setup

Once you have connected your hardware and configured your
PCs, any computer on your LAN should be able to use the DSL
/Cable connection to access the Internet.

To test the connection, turn on the device, wait for 30 seconds
and then verify that the LEDs are illuminated as follows:

Table 1. LED Indicators

Label Color Function
POWER green On: device is powered on
Off: device is powered off
WLAN green On: WLAN link established and active
Blink: Valid Wireless packet being transferred
WPS green off: WPS link isndt e
Blink: Valid WPS packet being transferred
WAN green On: WAN link established and active
Off: No LAN link
Blink: Valid Ethernet packet being transferred
LAN green On: LAN link established and active
1/2/3/4 Off: No LAN link

Blink: Valid Ethernet packet being transferred

If the LEDs illuminate as expected, test your Internet connection
from a LAN computer. To do this, open your web browser, and
type the URL of any external website (such as
http://www.yahoo.com). The LED labeled WAN should blink
rapidly and then appear solid as the device connects to the site.

If the LEDs do not illuminate as expected, you may need to
configure your Internet access settings using the information
provided by your ISP. For details, see Internet Access. If the
LEDs still do not illuminate as expected or the web page is not
displayed, see Troubleshooting Suggestions or contact your
ISP for assistance.

Default device settings

In addition to handling the xDSL / Cable modem connection to
your ISP, the Wireless Gateway can provide a variety of
services to your network. The device is preconfigured with
default settings for use with a typical home or small office
network.

The table below lists some of the most important default settings;
these and other features are described fully in the subsequent
chapters. If you are familiar with network configuration, review
these settings to verify that they meet the needs of your network.
Follow the instructions to change them if necessary. If you are
unfamiliar with these settings, try using the device without
maodification, or contact your ISP for assistance.

A We strongly recommend that you contact your ISP prior to
changing the default configuration.
WARNING
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Option

Default Setting

Explanation/Instructions

WAN Port IP DHCP Client This is the temporary public IP address of the WAN
Address port on the device. It is an unnumbered interface that
isreplaced assoonasyourlSPassi gns a
address. See Network Settings -> WAN Interface.
LAN Port Assigned static IP address: This is the IP address of the LAN port on the device.
IP Address 192.168.1.1 The LAN port connects the device to your Ethernet
network. Typically, you will not need to change this
Subnet mask: address. See Network Settings -> LAN Interface.
255.255.255.0
DHCP (Dynamic DHCP server disabled The Wireless Gateway maintains a pool of private IP

Host Configuration
Protocol)

addresses for dynamic assignment to your LAN
computers. To use this service, you must have set up
your computers to accept IP information dynamically,
as described in Configuring Ethernet PCs.

42



7 Wireless Network

Wireless Basic Settings

This chapter assumes that you have already set up your
Wireless PCs and installed a compatible Wireless card on your
device. See Configuring Wireless PCs.

Basic Settings

The Wireless Network page allows you to configure the
Wireless features of your device. To access the Wireless
Network Basic Settings page:

From the left-hand Wireless menu, click on Basic Settings. The
following page is displayed:

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Paoint. Here you may change wireless encryption settings
as well as wireless network parameters,

[] pisable Wireless LAM Interface

Band:
Mode:
Network Type:
S5ID:

Channel Width:

Control Sideband:

Channel Number:

Broadcast SSID:
WM :

Data Rate:

TX restrict:

R¥ restrict:

Associated Clients: [ Show Active Clients ]

2.4 GHz (B+G+M) ¥

AP W Multiple AP
LevelOne

40MHz

AUto v

Enabled

Auto (v

0 Mbps (0:no restrict)

0 Mbps (0:no restrict)

Enable Mac Clone {Single Ethernet Client)

Enable Universal Repeater Mode {Acting as AP and client simultaneouly)

SS5I1D of Extended Interface:

Apply Changes ] [ Feset ]

Figure 7:

Wireless Network page
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Field

Description

Disable Enable/Disable the Wireless LAN Interface.

Wireless LAN .

Interface Default: Disable

Band Specify the WLAN Mode to 802.11b/g Mixed mode, 802.11b mode or
802.11g mode

Mode Configure the Wireless LAN Interface to AP, Client, WDS, AP + WDS or
WISP mode

Network Type Configure the Network Type to Infrastructure or Ad hoc.

SSID Specify the network name.

Each Wireless LAN network uses a unique Network Name to identify the
network. This name is called the Service Set Identifier (SSID). When you
set up your wireless adapter, you specify the SSID. If you want to
connect to an existing network, you must use the name for that
network. If you are setting up your own network you can make up your
own name and use it on each computer. The name can be up to 20
characters long and contain letters and numbers.

Channel Width

Choose a Channel Width from the pull-down menu.

Control Choose a Control Sideband from the pull-down menu.
Sideband

Channel Choose a Channel Number from the pull-down menu.
Number

Broadcast SSID

Broadcast or Hide SSID to your Network.
Default: Enabled

WMM

Enable/disable the Wi-Fi Multimedia (WMM) support.

Data Rate

Select the Data Rate from the drop-down list

TX restrict / RX
restrict

Configure the TX restrict / RX restrict

Associated Show Active Wireless Client Table

Clients This table shows the MAC address, transmission, receiption packet
counters and encrypted status for each associated wireless client.

Enable Mac Enable Mac Clone (Single Ethernet Client)

Clone (Single

Ethernet Client)

Enable Acting as AP and client simultaneously

Universal

Repeater Mode

SSID of
Extended
Interface

When mode is set to AAPO and URM (
enabl ed, user should input SSID of
Extended Interfaceo. Pl ease not e,

the one, used by another AP because 8186 will share the same channel
between AP and URM interface (called as extended interface hereafter).

[
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Wireless

Advanced Settings

These settings are only for more technically advanced users
who have a sufficient knowledge about wireless LAN. These
settings should not be changed unless you know what effect the
changes will have on your Access Point. To access the
Wireless Network Advanced Settings page:

From the left-hand Wireless menu, click on Advanced Settings.
The following page is displayed:

Advanced Settings

These settings are only for more technically advanced users who have a sufficient

knowledge about

wireless LAN, These settings should not be changed unless you know

what effect the changes will have on your Access Point.

Fragment Threshold: 2346 (256-2348)
RTS Threshold: 2347 (0-2347)
Beacon Interval: 100 (20-1024 ms)

Preamble Type:
IAPP:
Protection:

Aggregation:

@ Long Preamble O Shart Preamble
® Enabled O Disabled
OEnabled @ Disabled
®Enabled O Dizsabled

short GI: ®Enabled O Disabled

WLAN Partition: OEnabled @ Disabled

STBC: OEnabled @ Disabled

LDPC: OEnabled @ Disabled

20/40MHz Coexist: CEnabled @ Disabled

RF Output Power: ®1o00% O7ox Osow Os5% O15%
[ Apply Changes ] [ Feset ]

Field Description

Fragment When transmitting a packet over a network medium, sometimes the
Threshold packet is broken into several segments, if the size of packet exceeds

that allowed by the network medium.

The Fragmentation Threshold defines the number of bytes used for the
fragmentation boundary for directed messages.

RTS Threshold

RTS stands for fiRequest to Sendo.
data packet the low level RF protocol issues to an RTS packet. The
default is 2347.

Beacon Interval

Choosing beacon period for improved response time for wireless http
clients.

Preamble Type

Specify the Preamble type is short preamble or long preamble
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IAPP

Disable or Enable IAPP

Protection

A protection mechanism prevents collisions among 802.11g nodes.

Aggregation

Disable or Enable Aggregation

Short Gl

Disable or Enable Short Gl

WLAN Partition

Disable or Enable WLAN Partition

STBC Disable or Enable STBC

20/40MHz Disable or Enable 20/40MHz Coexist
Coexist

RF Output TX Power measurement.

Power

Security

This page allows you setup the wireless security. Turn on WEP
or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network. To access the
Wireless Network Security page:

From the left-hand Wireless menu, click on Security. The
following page is displayed:
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Wireless Security Setup

This page allows yvou setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless netwaork,

Select SSID: |Root AP - LevelTne % Apply Changes ] [ Reset ]
Encryption: Disable e
802.1x
O

Authentication:

Field Description
Select SSID Select the SSID
Encryption Configure the Encryption to Disable, WEP, WPA , WPA2 or WPA-Mixed
Use 802.1x Use 802.1x Authentication by WEP 64bits or WEP 128bits

Authentication

Authentication Configure the Authentication Mode to Open System, Shared Key or

Auto
Key Length Select the Key Length 64-bit or 128-bit
Key Format Select the Key Format ASCII (5 characters), Hex (10 characters), ASCII

(13 characters) or Hex (26 characters)

Encryption Key | Enter the Encryption Key

WPA Configure the WPA Authentication Mode to Enterprise (RADIUS) or
Authentication Personal (Pre-Shared Key)
Mode
WPA Cipher Configure the WPA Cipher Suite to AES
Suite
Field Description

WPAZ2 Cipher Configure the WPA2 Cipher Suite to AES
Suite

Pre-Shared Key | Configure the Pre-Shared Key Format to Passphrase or HEX (64
Format characters)

Pre-Shared Key | Type the Pre-Shared Key

Enable Pre- According to some of the preferred embodiments, a method for
Authentication proactively establishing a security association between a mobile node
in avisiting network and an authentication agent in another network to
which the mobile node can move includes: negotiating pre-
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authentication using a flag in a message header that indicates whether
the communication is for establishing a pre-authentication security
association; and one of the mobile node and the authentication agent
initiating pre-authentication by transmitting a message with the flag set
in its message header, and the other of the mobile node and the
authentication agent responding with the flag set in its message header
only if it supports the pre-authentication. Enable/disable pre-
authentication support. Default: disable.

Authentication
RADIUS Server

Port: Type the port number of RADIUS Server
IP address: Type the IP address of RADIUS Server
Password: Type the Password of RADIUS Server
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WEP + Encryption Key

WEP aims to provide security by encrypting data over radio
waves so that it is protected as it is transmitted from one end
point to another. However, it has been found that WEP is not as
secure as once believed.

1. From the Encryption drop-down list, select WEP setting.

2. From the Key Length drop-down list, select 64-bit or 128-bit
setting.

3. From the Key Format drop-down list, select ASCII (5
characters), Hex (10 characters), ASCII (13 characters) or
Hex (26 characters) setting.

4. Enter the Encryption Key value depending on selected
ASCII or Hexadecimal.

5. Click Apply Changes button.

Wirelesé Security Setup

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless netwaork,

Select SSID: |Root AP - 11n_AP_Router

apply Changes ] [ Reset ]
Encryption: WEP b
802.1x Authentication: ]
Authentication: O open system O shared Key & auta
Key Length: G64-hit %
Key Format: Hex {10 characters)

dok ok ok ok ok ok R Rk

Encryption Key:

6. Click OK button.

it WEP iz turn on WWPS2 .10 will be dizabled

Ok l [ Cancel ]
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7. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehboot Mow ] [ Feboot Later
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WEP + Use 802.1x Authentication

WEP aims to provide security by encrypting data over radio
waves so that it is protected as it is transmitted from one end
point to another. However, it has been found that WEP is not as
secure as once believed.

1. From the Encryption drop-down list, select WEP setting.

2. Check the option of Use 802.1x Authentication.

3. Click on the ratio of WEP 64bits or WEP 128bits.
4

Enter the Port, IP Address and Password of RADIUS
Server:

5. Click Apply Changes button.
Wireless Security Setup

This page allows you setup the wireless security, Turn on WEP ar WPA by using
Encryption Keys could prevent any unauthorized access to yvour wireless network,

Select S5ID: |Root AP - LevelOne Apply Changes ] [ Reset ]
Encryption: WEP hd
802.1x
v
Authentication:
Authentication: Open System  Shared Key © Auto
Key Length: @ &4 pits O 128 Bits

RADIUS Server IP Address:
RADIUS Server Port: 1312
RADIUS Server Password:

6. Click OK button.

if WEP iz turn on WWPS2 0 will be dizabled

Ok, l [ Cancel ]
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7. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehboot Mow ] [ Feboot Later
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WPA/WPA2/WPA2 Mixed + Personal (Pre-Shared Key)

Wi-Fi Protected Access (WPA and WPA?2) is a class of systems
to secure wireless (Wi-Fi)

computer networks. WPA is designed to work with all wireless
network interface cards, but not necessarily with first generation
wireless access points. WPA2 implements the full standard, but
will not work with some older network cards. Both provide good
security, with two significant issues:

1 Either WPA or WPA2 must be enabled and chosen in
preference to WEP. WEP is usually presented as the first
security choice in most installation instructions.

1 Inthe "Personal" mode, the most likely choice for homes
and small offices, a pass phrase is required that, for full
security, must be longer than the typical 6 to 8 character
passwords users are taught to employ.

1. From the Encryption drop-down list, select WPA, WPA2 or
WPA2 Mixed setting.

Encryption: |WPA b
Encryption: |\WPAZ e

Encryption: |WPAZ Mixed +

2. Click on the ratio of Personal (Pre-Shared Key).
WPA Authentication Mode: O Enterprise (RaDIUSY & Personal (Pre-Shared Key)

3. Check the option of TKIP and/or AES in WPA Cipher Suite
if your Encryption is WPA:

WPA Cipher Suite: TKIP [¥laEs

4. Check the option of TKIP and/or AES in WPA2 Cipher Suite
if your Encryption is WPA2:

WPAZ2 Cipher Suite: COteir Maes

5. Check the option of TKIP and/or AES in WPA/WPA2
Cipher Suite if your Encryption is WPA2 Mixed:

WPA Cipher Suite: Otkip [ aes
WPAZ2 Cipher Suite: Ctrip [laes

6. From the Pre-Shared Key Format drop-down list, select
Passphrase or Hex (64 characters) setting.

Pre-Shared Key Format: Passphrase A

Pre-Shared Key Format: Hex (64 characters)

7. Enter the Pre-Shared Key depending on selected
Passphrase or Hex (64 characters).
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Pre-Shared Key: 0123455789

8. Click on Apply Changes button to confirm and return.

Apply Changes

9. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been zaved, The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehoot Mow ] [ Reboot Later

WPA/WPA2/WPA2 Mixed + Enterprise (RADIUS)

Wi-Fi Protected Access (WPA and WPA?2) is a class of systems
to secure wireless (Wi-Fi) computer networks. WPA is designed
to work with all wireless network interface cards, but not
necessarily with first generation wireless access points. WPA2
implements the full standard, but will not work with some older
network cards. Both provide good security, with two significant
issues:

1 Either WPA or WPA2 must be enabled and chosen in
preference to WEP. WEP is usually presented as the first
security choice in most installation instructions.

1 Inthe "Personal" mode, the most likely choice for homes
and small offices, a pass phrase is required that, for full
security, must be longer than the typical 6 to 8 character
passwords users are taught to employ.

1. From the Encryption drop-down list, select WPA, WPA2 or
WPA2 Mixed setting.

Encryption: |\WPA w
Encryption: |WPAZ w

Encryption: |[YWPAZ Mixed +

2. Click on the ratio of Enterprise (RADIUS).
WPA Authentication Mode: ® Enterprise (RaDIUSY O Personal (Pre-Shared Key)

3. Check the option of TKIP and/or AES in WPA Cipher Suite
if your Encryption is WPA:

WPA Cipher Suite: TKIP [ aEs
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4. Check the option of TKIP and/or AES in WPA2 Cipher Suite
if your Encryption is WPA2:

WPAZ2 Cipher Suite: Clteir M aes

5. Check the option of TKIP and/or AES in WPA/WPA2
Cipher Suite if your Encryption is WPA2 Mixed:

WPA Cipher Suite: Ll TKIP AES
WPAZ2 Cipher Suite: Cltkip [ ags

6. Enter the Port, IP Address and Password of RADIUS
Server:

RADIUS Server IP Address:
RADIUS Server Port: 1212
RADIUS Server Password:

7. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehoot Mow ] [ Feboot Later
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Access Control

For security reason, using MAC ACL's (MAC Address Access
List) creates another level of difficulty to hacking a network. A
MAC ACL is created and distributed to AP so that only
authorized NIC's can connect to the network. While MAC
address spoofing is a proven means to hacking a network this
can be used in conjunction with additional security measures to
increase the level of complexity of the network security
decreasing the chance of a breach.

MAC addresses can be add/delete/edit from the ACL list
depending on the MAC Access Palicy.

If you choose 'Allowed Listed', only those clients whose wireless
MAC addresses are in the access control list will be able to
connect to your Access Point. When 'Deny Listed' is selected,
these wireless clients on the list will not be able to connect the
Access Point. To access the Wireless Network Access Control
page:

From the left-hand Wireless menu, click on Access Control. The
following page is displayed:

Wireless Access Control

If vou choose 'Allowed Listed', only those clients whose wireless MAC
addresses are in the access control list will be able to connect to your
Access Point, When 'Deny Listed' is selected, these wireless clients on
the list will not be able to connect the Access Point,

Wireless Access Control Mode: Disahle “
MAC Address: Comment:
[ apply Changes ] [ Reset ]

Current Access Control List:

MAC Address

Allow Listed

If you choose 'Allowed Listed', only those clients whose wireless
MAC addresses are in the access control list will be able to
connect to your Access Point.

1. From the Wireless Access Control Mode drop-down list,
select Allowed Listed setting.

2. Enter the MAC Address.

Enter the Comment.

4. Click Apply Changes button.

w
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Wireless Access Control Mode: |ﬁ|l|:|w Listed V|

MAC Address: 001122334455 | Gomment: Testl

apply Changes ] [ Reset ]

5. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been zaved, The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehoot Mow ] [ Reboot Later

6. The MAC Address that you created has been added in the
Current Access Control List.

Current Access Control List:

MAC Address

00:11:22:33:44: 55 Testl ]

[ Delete Selected ] [ Delete All ] [ Reset ]
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Deny Listed

When 'Deny Listed' is selected, these wireless clients on the list
will not be able to connect the Access Point.

1. From the Wireless Access Control Mode drop-down list,
select Deny Listed setting.

2. Enter the MAC Address.

3. Enter the Comment.

4. Click Apply Changes button.

Wireless Access Control Mode: Deny Listed
MAC Address: 001122334455 Comment: |Testl
Apply Changes ] [ Reset ]

5. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehoot Mow ] [ Reboot Later

6. The MAC Address that you created has been added in the
Current Access Control List.

Current Access Control List:

MAC Address

00:11:22:33:44: 55 Testl ]

[ Delete Selected ] [ Delete All ] [ Reset ]
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WDS settings

Wireless Distribution System uses wireless media to
communicate with other APs, like the Ethernet does. To do this,
you must set these APs in the same channel and set MAC
address of other APs which you want to communicate with in
the table and then enable the WDS. To access the Wireless
Network WDS settings page:

From the left-hand Wireless menu, click on WDS settings. The
following page is displayed:

WDS Settings

Wireless Distribution System uses wireless media to communicate with other
&Ps, like the Ethernet does,

To do this, you must set these APs in the same channel and set MAC
address of other APs which you

want to communicate with in the table and then enable the WDS, After
"enable WDS", you must select

"set security" as first step,

Enable WDS

MAC Address: | |

Data Rate: I:I

Comment: | |

Current WDS AP List:
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Configure WDS (Wireless Distribution System) only

1. From the left-hand Wireless menu, click on Basic Settings.

2. From the Mode drop-down list, select WDS.

3. From the Channel Number drop-down list, select a Channel.
4. Click Apply Changes button.

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings
as well as wireless network parameters,

[l pisable Wireless LAN Interface

Band: 2.4 GHz (B+G+N) +
Mode: WhS bt
Network Type:

SS5ID:

Channel Width: 40MHz

Control Sideband: Upper +

Channel Number: 5 bt

Broadcast S5ID: Enabled +

WWI -

Data Rate: Auto v

TX restrict: 0 Mbps {0:no restrict)
R¥ restrict: 0 Mbps {0:no restrict)

Associated Clients:

Enable Mac Clone {Single Ethernet Client)
Enable Universal Repeater Mode {Acting as AP and client simultaneouly)

SSID of Extended Interface:

Apply Changes ] [ Reset ]

5. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehboot Mow ] [ Feboot Later
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From the left-hand Wireless menu, click on WDS settings.
Check on the option Enable WDS.

Enter the MAC Address.

Enter the Comment.

10. Click the Set Security.

WDS Settings

© 0 N o

Wireless Distribution System uses wireless media to communicate with other
&Pz, like the Ethernet does,

To do this, you must set these APs in the same channel and set MAC
address of other APs which you

want to communicate with in the table and then enable the WDS. After
"enable WDS", you must select

"set security" as first step.

Enable WDS

[ Set Security ]

MAC Address: 001122334455 |

Data Rate:

Comment: 001122334455 |

[ Apply Changes ] [ Reset ] [ Show Statistics ]

Current WDS AP List:
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11. This page allows you setup the wireless security for WDS.
When enabled, you must make sure each WDS device has
adopted the same encryption algorithm and Key.

12. Configure each field with the Encryption that you selected.
13. Click Apply Changes button.

WDS Security Setup

This page allows you setup the wireless security for WDS, When enabled,
vou must make sure each WDS device has adopted the same encryption
algorithm and Key,

Encryption:
WEP K F t: .
ey rorma WEP G4bits
WEP Key: WEP 128hits
WPAZ (AES)

Pre-Shared Key Format:

Pre-Shared Key:

apply Changes ] [ Reset ]

14. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehoot Mow ] [ Feboot Later
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15. Click Close button to close and exit the WDS Security
Setup.

WDS Security Setup

This page allows you setup the wireless security for WDS, When enabled,
vou must make sure each WDS device has adopted the same encryption
algorithm and Key,

Encryption: Mone A
WEP Key Format:

WEP Key:

Pre-Shared Key Format:

Pre-Shared Key:

Apply Changes ] [ Reset ]

16. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been zaved, The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehoot Mow ] [ Reboot Later
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17. Click Apply Changes button.

WDS Settings

Wireless Distribution System uses wireless media to communicate with other
APs, like the Ethernet does,

To do this, vou must set these APs in the same channel and set MAC
address of ather APs which vou

want to communicate with in the table and then enable the WDS. After
"enable WDS", vou must select

"set security" as first step,

Enable WDS

[ Set Security ]

MAC Address: 001122334455 |

Data Rate:

Comment: 001122334455 |

[ apply Changes ] [ Reset ] [ Show Statistics ]

Current WDS AP List:

18. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehoot Mow ] [ Reboot Later

19. The MAC Address that you created has been added in the
Current Access Control List.

Current WDS AP List:

Tx Rate
wnc s | G223 | oo b

00:11:22:33:44: 55 ALto Testl

[ Delete Selected ] [ Delete all ] [ RFeset ]
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Configure AP (Access Point) + WDS (Wireless Distribution
System)

1. From the left-hand Wireless menu, click on Basic Settings.

2. From the Mode drop-down list, select AP+WDS.

3. Enter SSID for example LevelOne.

4. From the Channel Number drop-down list, select a Channel.
5. Click Apply Changes button.

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point, Here you may change wireless encryption settings
as well as wireless network parameters,

[ | pisable Wireless LAN Interface

Band: 2.4 GHz (B+G+N) *

Mode: AP+HWOS w
Network Type:

S51D: LevelOne

Channel Width: 40MHz +

GControl Sideband: |Upper +

Channel Number: 5 W

Broadcast S5ID: Enabled

W :

Data Rate: auto W

TX restrict: 0 Mbps (0:no restrict)
RX restrict: 0 Mbps (0:no restrict)

Associated Clients: [ Show Active Clients ]

Enable Mac Clone (Single Ethernet Client)
[l Enable Universal Repeater Mode {Acting as AP and client simultaneouly)

SSID of Extended Interface:

Apply Changes ] [ Feset ]
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6. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehboot Mow ] [ Feboot Later

7. From the left-hand Wireless menu, click on WDS settings.
8. Check on the option Enable WDS.

9. Enter the MAC Address.

10. Enter the Comment.

11. Click the Set Security.

WDS Settings

Wireless Distribution System uses wireless media to communicate with other
&Pz, like the Ethernet does,

To do this, you must set these APs in the same channel and set MAC
address of other APs which you

want to communicate with in the table and then enable the WDS. After
"enable WDS", you must select

"set security" as first step.

Enable WDS

[ Set Security ]

MAC Address: 001122334455 |

Data Rate:

Comment: 001122334455 |

[ Apply Changes ] [ Reset ] [ Show Statistics ]

Current WDS AP List:
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12. This page allows you setup the wireless security for WDS.
When enabled, you must make sure each WDS device has
adopted the same encryption algorithm and Key.

13. Configure each field with the Encryption that you selected.
14. Click Apply Changes button.

WDS Security Setup

This page allows you setup the wireless security for WDS, When enabled,
vou must make sure each WDS device has adopted the same encryption
algorithm and Key,

Encryption:
WEP K F t: .
ey rorma WEP G4bits
WEP Key: WEP 128hits
WPAZ (AES)

Pre-Shared Key Format:

Pre-Shared Key:

apply Changes ] [ Reset ]

15. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehoot Mow ] [ Feboot Later
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16. Click Close button to close and exit the WDS Security
Setup.

WDS Security Setup

This page allows you setup the wireless security for WDS, When enabled,
vou must make sure each WDS device has adopted the same encryption
algorithm and Key,

Encryption: | Mone A

WEP key Format: | |

WEP Key:

Pre-Shared Key Format: | |
Pre-Shared Key: |

[ Apply Changes ] [ Feset ]

17. Click Apply Changes button.

WDS Settings

Wireless Distribution System uses wireless media to communicate with other
&Pz, like the Ethernet does,

To do this, you must set these APs in the same channel and set MAC
address of other APs which you

want to communicate with in the table and then enable the WDS. After
"enable WDS", you must select

"set security" as first step.

Enable WDS

[ Set Security ]

MAC Address: 001122334455 |

Data Rate:

Comment: 001122334455 |

[ Apply Changes ] [ Reset ] [ Show Statistics ]

Current WDS AP List:
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18. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehboot Mow ] [ Feboot Later

19. The MAC Address that you created has been added in the
Current Access Control List.

Current WDS AP List:

Tx Rate
T e e

00:11:22:33:44: 55 ALto Testl

[ Delete Selected ] [ Delete all ] [ Feset ]
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Site Survey

This page provides tool to scan the wireless network. If any
Access Point or IBSS is found, you could choose to connect it
manually when client mode is enabled. To access the Wireless
Network WDS settings page:

From the left-hand Wireless menu, click on Site Survey. The
following page is displayed:

Wireless Site Survey

This page provides toal to scan the wireless netwark, If any Access
Point or IBSS is found, you could choose to connect it manually when
client mode is enabled.

[ Site Survey ]

EWM‘
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Configure Wireless client + Site Survey

1. From the left-hand Wireless menu, click on Basic Settings.
2. From the Mode drop-down list, select Client.

3. Enter SSID of the AP that you want to connect to for
example LevelOne. | f you don &3$IDditheow what th
AP that you want to connect to, please skip this step.

4. Click Apply Changes button.
Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Paoint. Here vou may change wireless encryption settings
as well as wireless network parameters.

[] pisable Wireless LAN Interface

Band: 2.4 GHz (B+G+MN) +

Mode: Client b

Metwork Type: Infrastructure #

SSID: LevelOne Add to Profile

Channel Width:
Control Sideband:

Channel Number:

Broadcast S5ID: Enabled +

WV

Data Rate: Auto W

TX restrict: 0 Mbps (0:no restrict)
R¥ restrict: 0 Mbps (0:no restrict)

Associated Clients:
] Enable Mac Clone (Single Ethernet Client)
Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

SS5ID of Extended Interface:

[l Enable Wireless Profile
Wireless Profile List:

____ssiD | Encrypt

[ Delete Selected ] [ Deleteall ]

[ Apply Changes ] [ Reset ]
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5. Change setting successfully! Click on Reboot Now button to
confirm.

Change setting successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect,
You can reboot now, or you can continue to make other changes and reboot later,

Fehboot Mow ] [ Feboot Later

6. Please wait 20 seconds ...

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 9 seconds ...

7. From the left-hand Wireless menu, click on Site Survey.
8. Click Site Survey button.

Wireless Site Survey

This page provides tool to scan the wireless netwaork, If any Access
Point or IBSS is found, you could choose to connect it manually when
client mode is enabled.

[ Site Survey ]
___ssip___| Bssip_[channel] Type |Encrypt|signallselect
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9. Now you could see the APs that scanned by the Wireless
Gateway were listed below.

10. Cl i ck on t h8SIDunderithe item Seleét Bdi s
you want the Wireless Gateway to connect to.
11. Click Next button.

Wireless Site Survey

This page provides tool to scan the wireless network. If any Access Paint
or IBSS is found, you could choose to connect it manually when client
mode is enabled.

[ Site Survey ]

|___BssiD___|channelltype]  Encrypt

WRT 1200 e g _
68: 7f: 74 fb: fo: 16 (BHGHN) ap WA Z-PSK ={u @®

i

12. Click Next button.
Wireless Site Survey

This page provides tool to scan the wireless network, If any Access Point or IBSS is found,
you could choose to connect it manually when client mode is enabled,

Encryption:

< <Back ” Connect ]

13. Please wait...

Wireless Site Survey

This page provides tool to scan the wireless netwark, If any Access Point or [BSS
is found, you could choose to connect it manually when client mode is enabled,

Please wait...



14. Check on Add to Wireless Profile.
15. Click Reboot Now button.

Connect successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect.
You can reboot now, or you can continue to make other changes and reboot later,

Add to Wireless Profile

[ Fehoot Mow ] [ Feboot Later

16. Change setting successfully! Please

Change setting successfully!
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...
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Configure Wireless ISP + Site Survey

1. From the left-hand Wireless menu, click on Basic Settings.

2. From the Mode drop-down list, select WISP.
3. Enter SSID for example LevelOne.
4. Click Apply Changes button.

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point, Here you may change wireless encryption settings
as well as wireless network parameters,

[] pisable Wireless LAN Interface

Band:
Mode:
Network Type:
S5ID:

Channel Width:

Control Sideband:

Channel Mumber:

Broadcast S51ID:
WIMM

Data Rate:

TX restrict:

RX restrict:

2.4 GHz (B+G+RY +

WISP v Multiple AP

LevelOne

40MHz

Auto ¥

Enabled

Auto v
0 Mbps (0:no restrict)

0 Mbps {0:no restrict)

Associated Clients: [ Show Active Clients ]

Enable Mac Clone (Single Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface:

[ Add to Profile ]

[] Enable wireless Profile

wWireless Profile List:

____ssiD | Encrypt

[ Delete Selected ] [ Deleteall ]

[ Apply Changes ] [ Reset ]
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5, Change setting successfully!

Change setting successfully!

Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...

6. From the left-hand Wireless menu, click on Site Survey.

7. Click Site Survey button.

Wireless Site Survey

This page provides tool to scan the wireless netwaork, If any Access
Point or IBSS is found, you could choose to connect it manually when
client mode is enabled.

[ Site Survey ]

|__ssio_| BssiD [channell Type [Encrypt|signalfselect

v L L
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8. Now you could see the APs that scanned by the Wireless
Gateway were listed below.

9. Click on the ratio oSeletthdis SSI D und
you want the Wireless Gateway to connect to.

10. Click Next button.

Wireless Site Sur\}ey

This page provides tool to scan the wireless network. If any Access Paint
or IBSS is found, you could choose to connect it manually when client
mode is enabled.

[ Site Survey ]

|___BssiD___|channelltype]  Encrypt

WRT 1200 e g _
68: 7f: 74 fb: fo: 16 (BHGHN) ap WA Z-PSK ={u @®

i

11. Click Next button.
Wireless Site Survey

This page provides tool to scan the wireless network, If any Access Point or IBSS is found,
you could choose to connect it manually when client mode is enabled,

Encryption:

< <Back ” Connect ]

12. Please wait...

Wireless Site Survey

This page provides tool to scan the wireless netwark, If any Access Point or [BSS
is found, you could choose to connect it manually when client mode is enabled,

Please wait...



13. Check on Add to Wireless Profile.
14. Click Reboot Now button.

Connect successfully!

Your changes have been saved. The router must be rebooted for the changes to take effect.
You can reboot now, or you can continue to make other changes and reboot later,

Add to Wireless Profile

[ Fehoot Mow ] [ Feboot Later

15.Change setting successfully! Please

Change setting successfully!
Do not turn off or reboot the Device during this time.

Please wait 17 seconds ...
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WPS

This page allows you to change the setting for WPS (Wi-Fi
Protected Setup). Using this feature could let your wireless
client automatically syncronize its setting and connect to the
Access Point in a minute without any hassle. To access the
Wireless Network WPS page:

From the left-hand Wireless menu, click on WPS. The following
page is displayed:

Wi-Fi Protected Setup

This page allows wou to change the setting for WPS {\Wi-Fi Protected Setup). Using this
feature could let your wireless client automically syncronize its setting and connect tao
the Access Paint in a minute without any hassle.

[] pisable wpPs

[ apply Changes ] [ Reset ]

WPS Status: Configured UnCanfigured

Auto-lock-down state: unlocked

Self-PIN Number: 80856542

Push Button Configuration: Start PBC

STOP WSC Stop WSC
Client PIN Number: Start PIM

Field Description
Disable WPS Checking this box and cl i cki ng-Fifi 4
Protected Setup. WPS is turned on by default.
WPS Status When APO6s settings are factory dg
security and un-configur ed st at e. It will be
Statuso. I f it already shows ACon

Vista WCN will not configure AP. Users will need to go to the
iSave/ Rel oad Settingso0 page and d
default settings.

Self-PIN Number iSeRIfN Numbero i s APO6s PI N. Whene

AP6s PIN, they could click ARegenrm
Changeso. Moreover, if users want
could enter four digit PIN without checksum andthenc | i ¢ k #
Changeso. However, this would not

registrar side needs to be supported with four digit PIN.
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Field

Description

Push Button
Configuration

Clicking this button will invoke the PBC method of WPS. It is only
used when AP acts as a registrar.

Apply Changes Whenever users want to enabl e/ di g
they need to apply this button to commit changes.
Reset It restores the orRIgN nNMUmbrearl & easn d

Number 0.

Client PIN Number

I't is only used when users want
The length of PIN is limited to four or eight numeric digits. If users
enter eight digit PIN with checksum error, there will be a warning
message popping up.

If users insist on this PIN, AP will take it.

t

Introduction of WPS

Although home Wi-Fi networks have become more and more
popular, users still have trouble with the initial set up of network.
This obstacle forces users to use the open security and
increases the risk of eavesdropping. Therefore, WPS is
designed to ease set up of security-enabled Wi-Fi networks and
subsequently network management (Wi-Fi Protected Setup
Specification 1.0h.pdf, p. 8).

The largest difference between WPS-enabled devices and
legacy devices is that users do not need the knowledge about
SSID, channel and security settings, but they could still surfin a
security-enabled Wi-Fi network. For examples, in the initial
network set up, if users want to use the PIN configuration, the
only thing they need to do is entering the device PIN into
registrar, starting the PIN method on that device and simply wait
until the device joins the network. After the PIN method is
started on both sides, a registration protocol will be initiated
between the registrar and the enrollee. Typically, a registrar
could be an access point or other device that is capable of
managing the network. An enrollee could be an access point or
a station that will join the network. After the registration protocol
has been done, the enrollee will receive SSID and security
settings from the registrar and then join the network. In other
words; if a station attempts to join a network managed by an
access point with built-in internal registrar, users will need to
enter stationdés PI N i esgpointtfthe
device PIN is correct and valid and users start PIN on station,
the access point and the station will automatically exchange the
encrypted information of the network settings under the
management of APO&s i nt eenuses
this information to perform authentication algorithm, join the
secure network, and transmit data with the encryption algorithm.
More details will be demonstrated in the following sections.
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