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FCC STATEMENT

S

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e  Consult the dealer or an experienced radio/ TV technician for help.
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with
any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only
Mobile Configurations. The antennas used for this transmitter must be installed to provide a
separation distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.”

CE Mark Warning

C€15880

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.



National Restrictions

2400.0-2483.5 MHz

Country Restriction

Reason/remark

Bulgaria

General authorization required for outdoor use and

public service

Outdoor use limited to 10
France mW e.i.r.p. within the band
2454-2483.5 MHz

Military Radiolocation use. Refarming of the 2.4 GHz band
has been ongoing in recent years to allow current relaxed

regulation. Full implementation planned 2012

If used outside of own premises, general authorization is

Italy

required

General authorization required for network and service
Luxembourg None

supply(not for spectrum)

This subsection does not apply for the geographical area
Norway Implemented o )

within a radius of 20 km from the centre of Ny-Alesund
Russi . s

ussian Only for indoor applications

Federation




Package contents
The following contents should be found in your box:

One TD-W8920G 108M Wireless ADSL2+ Router

One DC power Adapter for TD-W8920G 108M Wireless ADSL2+ Router
Quick Installation Guide

One RJ45 cable

Two RJ11 cables

One ADSL splitter

One Resource CD for TD-W8920G 108M Wireless ADSL2+ Router, including:
e This User Guide

e  Other Helpful Information

YV V.V V V V V

Note:
If any of the listed contents are damaged or missing, please contact the retailer from whom you
purchased the TD-W8920G 108M Wireless ADSL2+ Router for assistance.
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Chapter 1. About This User Guide

1.1 Purpose

For helping user know about TD-W8920G 108M Wireless ADSL2+ Router better, use it accurately
and adequately, maintain it expediently, we write this User Guide. This Guide introduces the
product comprehensively, including the product’s functions, parameters and specifications. It also
explains how to configure and use these functions accurately.

1.2 Conventions

The Router or TD-W8920G mentioned in this User guide stands for TD-W8920G 108M Wireless
ADSL2+ Router without any explanations.

Parameters provided in the pictures are just references for setting up the product, which may
differ from the actual situation.

You can set the parameters according to your demand.

1.3 Overview of this User Guide

Chapter 1:  About This User Guide
Chapter 2:  Product Overview

Chapter 3: Hardware Installation Guide
Chapter 4:  Quick Installation Guide
Chapter 5:  Basic Router Configuration
Chapter 6:  Appendix
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Chapter 2. Product Overview

2.1 Overview of the Router

Thank you for choosing the TD-W8920G 108M Wireless ADSL2+ Router. The Router is
designed to provide a simple and cost-effective ADSL Internet connection for a private Ethernet or
802.11g, 802.11b wireless network.

The Router is easy to use. The TD-W8920G connects to an Ethernet LAN or computers via
standard Ethernet ports. The ADSL connection is made using ordinary telephone line with
standard connectors. Multiple workstations can be networked and connected to the Internet using
a single Wide Area Network (WAN) interface and single global IP address. The advanced security
enhancements, IP Filtering and MAC Filtering can help protect your network from potentially
devastating intrusions by malicious agents from the outside of your network. Parental Control
provides flexible access control so that parents or network administrators can establish restricted
access policies for children or staff.

The Router is easy to install and manage. Quick Setup of the Web-based Utility is supplied and
friendly help messages are provided for every step. Network and Router management is done
through the Web-based Utility which can be accessed through local Ethernet using any web
browser. Remote management is provided so that you may configure the Router through WAN
port by the use of any Web browser.

ADSL

The TD- W8920G 108M Wireless ADSL2+ Router utilizes integrated ADSL2+ transceiver and
high speed MIPS CPU. The Router supports full-rate ADSL2+ connectivity conforming to the ITU
and ANSI specifications.

In addition to the basic DMT physical layer functions, the ADSL2+ PHY supports dual latency
ADSL2+ framing (fast and interleaved) and the 1.432 ATM Physical Layer.

The TD- W8920G 108M Wireless ADSL2+ Router is a complete plug-and-play solution. The
Router integrates 4-port switch, firewall and NAT-Router. Its design is dedicated to Small
Office/Home Office (SOHO) wireless network solutions.

Wireless

In the most attentive wireless security, the Router provides multiple protection measures. It can be
set to turn off the wireless network name (SSID) broadcast so that only stations that have the
SSID can be connected. The Router provides wireless LAN 64/128/152-bit WEP encryption
security, WPA/WPA2 and WPA-PSK/WPA2-PSK authentication, as well as TKIP/AES encryption
security.

The router adopts 2x to 3x eXtended Range" WLAN transmission technology so that
transmission distance is 2-3 times of traditional IEEE 802.11g/b solutions. It is compatible with all
|IEEE 802.11g and IEEE 802.11b products. In addition, it also adopts 108M Super G WLAN
Transmission Technology, which offers the highest throughput performance available on the

8
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market today, and data rates of up to 108Mbps. In dynamic 108M mode, the router can attach
IEEE 802.11b, 802.11g and 108Mbps Super G devices at the same time in an integrated
environment.

2.2 Main Features

4 10/200Mbps Auto-Negotiation RJ45 LAN ports (Auto MDI/MDIX), 1 RJ11 port.

Quick response semi-conductive surge protect circuit, reliable surge-protect function.

AFE to support Annex A/B/C/1/J/K/M, and L deployments.

Provides external splitter.

Multi-user sharing a high-speed Internet connection

Connecting the internet on demand and disconnecting from the Internet when idle for PPPoE.

Provides WPA/WPA2, WPA-PSK/WPA2-PSK data security, TKIP/AES encryption security.

YV vV VY V VYV V VYV V

Provides 64/128/152-bit WEP encryption security and wireless LAN ACL (Access Control
List).

Adopts 2x to 3x eXtended Range™ wireless LAN transmission technology.
Adopts Advanced DMT modulation and demodulation technology.

Adopts 108M Super G™ wireless LAN transmission technology.

YV V VYV VY

Supports access control, parents and network administrators can establish restricted access
policies based on time of day for children or staff.

Supports Virtual Server, Port Triggering and DMZ host.
Supports UPnP, Dynamic DNS, Static Routing.
Supports bridge mode and Router function.

Supports Web management.

Supports firmware upgrade.

Supports Flow Statistics.

Supports SIP ALG.

Built-in firewall supporting IP address filtering, MAC address filtering and parental control.

YV V V VYV ¥V ¥V V VY VY

Built-in DHCP server.

2.3 Supporting Protocol

» - Complies with ANSI T1.413

» - Complies with ITU G.992.1 (G.DMT) - Annex A/B/C

» - Complies with ITU G.992.2 (G.Lite) - Annex A/B/C

» - Complies with ITU G.992.3 (ADSL 2) - Annex A/B/C/M and Annex L (RE-DSL)
9
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» - Complies with ITU G.992.5 (ADSL 2+) - Annex A/B/C and Annex L (RE-DSL)
» - Complies with IEEE 802.11b

» - Complies with IEEE 802.11g

» - Complies with IEEE 802.3, IEEE 802.3u

» - Supports RFC 2684 (EoA)(Bridged* and Router)

» - Supports RFC1577: IPoA (IP over ATM)

> - Supports RFC2364: PPPoA (PPP over ATM)

>

- Supports RFC2516: PPPoE (PPP over Ethernet)

Note:
“*” Needs third-party software.

2.4 Transmit Data-rate

» Maximum Download Speed: 24Mbps ADSL2+), 8Mbps ADSL).
» Maximum Upload Speed: 1Mbps.
»  Supports 108/54/48/36/24/18/12/9/6Mbps and 11/5.5/2/1Mbps data transfer rates.

10
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Chapter 3. Hardware Installation Guide

3.1 The Front Panel

The Router’'s LEDs are located on the front panel.

TP-LINK
TO-WHGEING
T0EM Wirekas ADS Froafgsr

Figure 3-1
The LED indicators on the front panel include the Power, System, ADSL, WLAN and 1-4 (LAN).
The ADSL, WLAN and 1-4 (LAN) indicators monitor link status and activity (Link/Act).

3.2 LED Explanation

Name Status Description
Power off No Power
On Power on
Off The Router has an error
System On The Router is initializing
Flashing | The Router is working properly
Off Disconnected the LINE port
On Connected the LINE port to ISP network

ADSL :
Slow flash | Connecting to the ISP network

Quick flash | Sending or receiving data

11
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Off The Wireless function is disabled
WLAN Slow flash | The Wireless function is enabled
Quick flash | Sending or receiving data over wireless network

Off There is no device linked to the corresponding port

(1-4) LAN On Connected to a device through the corresponding port

Flashing | Sending or receiving data over corresponding port

3.3 The Back Panel

The Router's ports, where the cables are connected, and RESET button are located on the back
panel.

4
POWER

'] 2 L
LIKRE

Figure 3-2

Line: Connect to the Modem Port of Splitter or to the telephone line.

» Reset Button: There are two ways to reset the Router's factory defaults. Press the reset
button of the Router, and then power on the Router, hold reset button pressed down for about
five seconds, or restore the default setting from “Management - Settings - Restore Default “of
the Router's Web-based Utility.

> 1, 2,3, 4 (LAN): Through these ports, you can connect the Router to your PCs and the other

Ethernet network devices.

Power: The Power plug is where you will connect the power adapter.

» Antenna: Used for wireless operation and data transmit.

A\

A\

3.4 System Requirements

» Make sure your computer has a Networking Interface Card (either wired or wireless is ok)
12
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before connecting the Router to your computer.
» An operating system supporting the TCP/IP protocol.
» Broadband Internet Access (ADSL).
» Web browser, such as Microsoft Internet Explorer 5.0 or later, Netscape Navigator 6.0 or later.

3.5 Installation Environment Requirements

A\

The Router should not be located where it will be exposed to moisture or excessive heat.

» Place the Router in a location where it can be connected to the various devices as well as to a
power source.

» Make sure the cables and power cord are placed safely out of the way so they do not create a
tripping hazard.

» Designed to go up to 100 meters indoors and up to 300 meters outdoors for wireless
connection.

» The Router can be placed on a shelf or desktop.

Operating temperature: 0 ~40 (32 ~104 ).

Operating Humidity: 10% ~ 90% RH Non-congealing.

Y VvV

3.6 Connecting the Router

Before installing the Router, please make sure your broadband service provided by your ISP is
available. If there is any problem, please contact with your ISP. After that, please install the
Router according to the following steps. Don't forget to pull out the power plug and keep your
hands dry.

1. Locate an optimum location for the Router. The best place is usually near the center of the
area in which your PC will be wirelessly connected. The place had better accord with the
Installation Environment Requirements.

2. Adjust the direction of the antenna. Normally, upright is a good direction.

3. Connect your PC and Switch/Hub in your LAN to the LAN Ports of the Router. (If you have a
wireless NIC and want to have wireless connection, please skip this step.)

4. Connect the telephone line to the Line port on the Router.

5. Connect the DC power adapter to the DC power plug of the Router, and the other end into an
electrical outlet. The Router will start to work automatically.

3.6.1 The Best Location for Wireless Network Connection

The operating distance or range of your wireless connection varies significantly based on the
physical placement of the Router. For best results, place your Router.

e Near the center of the area in which your wireless stations will operate.

¢ In an elevated location such as a high shelf.

¢ Away from the potential sources of interference, such as PCs, microwaves, and cordless
phones.

¢ Have the Antenna in the upright position.

e Away from large metal surfaces.

13
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Note:

If do not follow these guidelines, there may be significant performance degradation and you may
not be able to connect to the Router wirelessly.

3.6.2 Wired network connection

Wired network connections are provided through the Line port and LAN ports which are on the
back of the Router. See the Back Panel picture above and the illustrations below for examples.

3.6.2.1. Connect ADSL Line

Use the ADSL cable included with the Router to connect it to a telephone wall socket or
receptacle. Plug one end of the cable into the Line port (RJ11 receptacle) on the rear panel of the
Router and insert the other end into the RJ11 wall socket. If you are using a low pass filter device,
follow the instructions included with the device or given to you by your service provider. The ADSL
connection represents the WAN interface, the connection to the Internet. It is the physical link to
the service provider’'s network backbone and ultimately to the Internet.

3.6.2.2. Hub or Switch to Router Connection

Connect the Router to an uplink port (MDI-Il) on an Ethernet hub or switch with a straight-through
cable If you wish to reserve the uplink port on the switch or hub for another device, connect to
other MDI-X ports (1x, 2x, etc.) with a crossed cable.

3.6.2.3. Computer to Router Connection

You can connect the Router directly to a 10/100BASE-TX Ethernet adapter installed on a PC
using the Ethernet cable-10/100BASE-TX.

The illustration below shows the Router connected to Ethernet LAN devices, Wireless LAN
devices and the Internet. You can connect the Router directly to a 10/100BASE-TX Ethernet
adapter installed on a PC using the Ethernet cable provided as shown in this diagram.

14
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J)))

Deskiop PC or Laptop

* . .-\.\_-..-i‘l P.-l:"IL
| IHI'EHEI' |
ADSL LINE |

T T
1 e . n
I - 8 meww : @ |
- I """ | -"'HEHE LIKE
RJ45 | I I |
ADSL SPLITTER *
0C POWER ADAFTER i '_-'_—__,' N

Deskiop PC or Laplop

Figure 3-3
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Chapter 4. Quick Installation Guide

After connecting the Router to your network, you should configure it. This chapter describes how
to quickly configure the basic functions of your Router. These procedures only take you a few
minutes. You can access the Internet via the Router immediately after successfully configuring.

4.1 Configure the Router

1. Login to Home Page

To use the web-based utility, launch a suitable web browser and direct it to the IP address of the
Router. Type http://192.168.1.1 in the address bar of the browser.

A dialog box prompts for User name and Password. Type in the default User name admin as well
as Password admin and then click the OK button to access the Quick Setup screen.

FEEEA| 192.168.1.1

105M Wireless ADNSLE+ Router

APEWw: (€ adnin =
D (P [ ]
™ 2 EHAIEN E)

fiRE HiH

Figure 4-1

Note:
Do not mix up the user name and password with your ADSL account user name and password
which needed for PPP connections.

2. The default screen shows as below. Change the VPI or VCI values which are used to define
a unique path for your connection. If you have been given specific settings for this to
configuration, type in the correct values assigned by your ISP. Click “Next”.

16
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108

Wirshers ADSLY Router | QQUICK Setup
Mol Mo - TO-WESETDE

T G iich Sariags vel Il Qo b 0 L TR g i SR e b by 10 il re woae DSL B oaster
AT PYE Configuratien

The Yru sl Path idenhfier W26 and Vidual Chennel identifer (V0T aes rdedead forasling op the
ATH G Lin nid ehan e W o WU nombsds ool BEa youe 15 rdings yoeg DEher e

WL 0] [0
vee(ahassas) 35

Enakle Quality OF Service

Eriahbng QoS for @ P impioyvee porfarmance for sekecied clas ses of applicafions . Howersar,
tinge QoS also consumes syiemoresows e, the rember of FYCs well be educad consegueniy
e iwanc pd Selup Cuslity of Senice (0 sesign pricedie s for the seplcatons

| Enable Gus iy O Semvice

Figure 4-2

3. On the Connection Type screen, you can select a connection type (PPPoA, PPPoE, MER,
IPoA or Bridging), which is provided by your ISP. We select PPPoE mode (For example), and
then click “Next “to continue.

Connection Type

Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP
has instructed vou to use. Mote that 8021 YLAN tagging is only availakle for PFPoE, MER
and Bridging.

= PPP over ATM (FPFo&)

{* PPF over Ethernet (PPPoE)

= MAC Encapsulation Routing (MERS

P over AT {IFoA)

= Bridging

Encapsulation Mode: ILLC;-" SHAP-BEIDGING j

[T Enable 302.1q

Back | Next |

Figure 4-3
4. Enter the PPP Username and PPP Password provided by your ISP. If PPPoOE Service

17
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Name was provided by your ISP, enter the Service Name. Click “Next” to continue.

PPP Username and Password

PPP usualty raquires that vou hawe a usarname and passeaord bo esiablish vour connecion inthe boxes balos,
arilir Ihit LUS@F name and passaard hak wour ISP has provided ealeyullt

PPE Uger pamse! |p|::ll.15e':

PPP Passwond: |IIIIII

Burherrtic atkon Kethodl: |a.1.‘r-:- v|

[ Chial on diésmand (il sdl@ mgoun Brmir)

Inisctiedty Thnesoin fmimmesy [ 1-4320F | 30
[T PPP ® gxansion
[T Usa Btatc P Address

[T Enable FFP Detiug Moda

Figure 4-4

Use the default setting of this screen click “Next” to continue.

Enable IGMP Multicast, and WAN Service

[T Enable IGMP Multicast
¥ Enable WAkl Service

Service Name | pppoe_ 0 36 1

Back | Next |

Figure 4-5

Use the default IP Address 192.168.1.1 and Subnet Mask 255.255.255.0. Use the default
setting of “Enable DHCP Server”, and click “Next” to continue.

18
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Device Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface.

IP Address: |192. 168, 1.1

Subnet Mask: |255. 2558, 2585.0

{~ Disable DHCP Server
{* Enable DHCP Server

Start IP Address: |192. 168, 1.2
End IP Address: | 192, 168, 1. 254
Leased Time {hour): | 24

[T Configure the second IP Address and Subnet Mask for LAN interface

Back | Next |

Figure 4-6
Use the default setting “Enable Wireless”. Default SSID is “TP-LINK”, then click “Next".

Wireless -- Setup

[+ Enable \Wireless

Enter the wireless network name {alsa known as S5100.

ssID: | TP-LINE

Baclk | Next |

Figure 4-7
You will see the WAN Setup-Summary screen below, click "Save/Reboot" to save these
settings and reboot the Router.

19
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WAN Setup - Summary

Make sure that the settings helow match the settinos provided by yvouor 15P.

| VPI / VC: 0135

| Connection Type: |F'F'F'|:|E

| Senvice Name: |pp poe_0_35_1

| Semnvice Category: |UEIR

| IP Adiress: |Autc|matically Assighed
| Service State: |Enab|ed

| NAT: [Enahled

| Firewall: |Ena bled

| IGMP Multicast: Disabled

| Quality Of Service: Disabled

Click "SavelReboot' {0 save these settings and reboot router. Click"Back to make any
modifications.

FOTE: The configuration process takes about 1 minute to complete and vour DSL Router will
reboot.

Back Save/Feboot

Figure 4-8

Note:
The reboot process will take a while to complete, please wait before reopening your web browser.

4.2 Configure PC

Your PC needs a network adapter. You may directly connect your adapter to the Router, or you
may connect your adapter to a Hub/Switch, and then connect the Hub/Switch to the Router.

Follow the instructions below to configure a computer running Windows XP to be a DHCP client.

1. From the Start menu on your desktop, go to Settings, and then click on Network
Connections.

20
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LTy N
Figure 4-9

2. Inthe Network Connections window, right-click on LAN (Local Area Connection), then click

Properties.
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Figure 4-10

3. Inthe General tab of Internet Protocol (TCP/IP) Properties menu, highlight Internet
Protocol (TCP/IP) under “This connection uses the following items:” by clicking on it once.
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Click on the Properties button.

L Local Area Connection Properties |

Genetal | satherticabion | Advanced|

Cornesct using
|q Foeabes, A TLET 23 Farvdy PO Fat Eth | Comfign . |
Tihis conmechon uses e Aollovang deme

¥ Charid bon Whirccpol! Malwork 5
o File s Printer 5 hawing Ior Micsosol! Blahwod ;
QoS Facksl Skl

~ Diesoription
Tranartison Control Prolocolniemet Palocol The delad
WAk i ok, ol ocaol [hak ceachs conimvisrecalon
Bchirks ctvistsis Phsconchid nevaol:

[ Showy icon in nolificalion siss when connecied
¥ Micliiy me when thit connection g Imitsd or no conrecivie

O Cancsl

Figure 4-11

4. Select “Obtain an IP address automatically” by clicking the radio-button. Click OK

Liileriet Prolocal | TCPJTP) Prégsrbies _TJEI

Garal | Abeiras Confipaston |

“rinscan gl P oolirgs actigreesd sotorrticsls | wo niteorh, supeoii:
Fhiy capabily Direnece, wou ressd bossk, pour resswork schvnishalon foe
Tres sppropasts P ssfngs.

& Dibdgars &0 |F ddbeas ol oraadaly
g the bdlossng P sddeesx

S
——

% (iptwin DHE pareer srkiiess aulomsically
7 Lnz e bdossng [5G server sddissses:

Figure 4-12
» Configure the IP address manually

Open TCP/IP Properties of the LAN card in your PC, enter the IP address as 192.168.1.* (* is any
value between 2 to 254, Subnet mask is 255.255.255.0, Gateway is 192.168.1.1, DNS address is

the value provided by ISP).
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» Now, you can run the Ping command in the command prompt to verify the network
connection between your PC and the Router. The following example is in Windows XP
Operating System.

Open a command prompt, From the Start menu on your desktop, select run tab, type cmd in the
field, and type ping 192.168.1.1 on the screen that appears, and then press Enter.

If the result displayed is similar to that shown in figure below, the connection between your PC
and the Router has been established.

on 5.1.26008 ]
[

v 192 _1bH.1.1

Fingandg 194 H.1.1 & L F of data:

ply [rom . 1.1: hyte lms

4, Lozt
d trElp time n omilli
%, Maximam t e s page

Figure 4-13

If the result displayed is similar to that shown in figure below, it means that your PC has not
connected to the Router.

Lo ) JAdd M iI.J'I.:.II::
FisDoowmenta and Settingssusersping 192 16H.1.1

2. 16 . 1.1 with 32X hytes of data:

FiwDocuments and S

Figure 4-14

Please check it following these steps:
1. If the connection between your PC and the Router is correct?
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Note:

The 1/2/3/4 LEDs of LAN port which you link to on the Router and LEDs on your PC's adapter
should be lit.

2. If the TCP/IP configuration for your PC is correct?

Note:

If the Router's IP address is 192.168.1.1, your PC's IP address must be within the range of
192.168.1.2 ~ 192.168.1.254, the gateway must be 192.168.1.1.

For more details of configuring the Router, please refer to Chapter 5
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Chapter 5. Basic Router Configuration

This User Guide recommends using the “Quick Installation Guide” for first-time installation of the
TD-W8920G 108M Wireless ADSL2+ Router. For advanced users, if you want to know more
about the TD-W8920G and make use of its functions adequately, you need to read this chapter
and configure the Router’s advanced settings though the Web-based Utility.

This chapter will describe each web page on the Utility and each page’s key functions. The Utility
can be accessed via your web browser though the use of a computer connected to the Router.
You may configure the TD-W8920G 108M Wireless ADSL2+ Router’'s settings though the
Web-based Utility.

5.1 Login

After your successful login, you will see the Login screen (shown in Figure 5-1).

108M
wirsless ADSL2+ Router | GQIUICK Setup

Wodel Blo.: TD-WeS2NG

This Quick Salup il guids: you though e shops necessany o cordgurs pour DEL Routar

ATH PYC Configuration

Thie Wrdusl P aih issndfiar 90 and Vidual Chanesd idenifier 0G0 are nesded for sefing up the
AT P Do redd Change VP ard W01 pambe rs e ywur BBF insiruelE you oferge

WL [0-255] {0

VL [32.85535] [35

Enable ﬂuﬂll‘y OF B&rvice

Enabling QoS fou & PYC imgnived periemans e Tor selecied Cassps T sopicabons. However,
nce Q05 alsd consumnBe Frelem resoui-es, e numnber of PSCE will D nediusad congagusniy
Ligg Aivancal SelupCuality of Sendce o assign protias B e aopbcations

I Enable Qualily OF Sandce

ot |

Figure 5-1

There are six main menus shown on the screen, they are Device Info, Quick Setup, Advanced
Setup, Wireless, Diaghostics and Management. Additional menus will be available after you
click one of the main menus. Click one of the main menus, and you will be able to configure the
corresponding function.

5.2 Device Info

Choose “Device Info” menu, there are six submenus under the main menu: Summary, WAN,
Statistics, Route, ARP and DHCP. This Device Info section mainly introduces the elementary
information about the Router and its current settings in use. Click any of them, and you will be
able to view the corresponding information.

Choose “Device Info”">“Summary”, you will see the Summary screen (shown in Figure 5-2)
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The first table indicates the information about the version including Software and Hardware, the
second table displays the current status of the TD-W8920G connection, this information will vary
depending on the settings of the Router configured on the Advanced Setup screen.

108M
Wirsiess ADSL2+ Router Device Info

Mol Mo TD-AYER20G

Sl weais Ve s 1.1.0 Build 070312 Rel.21 204n
Har dweaie o s TO-¥R0 00T 00002200

Thi= informalson reflecls the curmer sislus ol your DEL cormechan

Line Fate . Ugrsirearn (Khps):
Line Rais - Doserineam (Hlps):

LALK 1P futholr st 192 1601 1
Delatill Gataisg
Prifmary DMNS Ser 192 1681 1
Secoidary DNS Serer: 192 168.1.1
Figure 5-3

Note:
Click the other submenus under the main menu Device Info, you will be able to view the
corresponding information about WAN, Statistics, Route, ARP and DHCP.

5.3 Quick Setup

Please refer to the Chapter 4 to get the detailed information.

5.4 Advanced Setup

Choose “Advanced Setup”, there are many submenus under the main menu. Among the
submenus, WAN, LAN, Routing, DSL and Port Mapping are default menus, while NAT,
Security, Quality of Service and DNS will appear only when you select some corresponding
functions, click any one of them, and you will be able to configure the corresponding function.
This Advanced Setup section mainly introduces how to configure the Router for adequate use.
The detailed explanations for each subsection are provided below.

5.4.1 WAN

Choose “Advanced Setup”2>“WAN", and you will see the WAN screen (shown in Figure 5-4), the
section shows the configuration information of WAN port.
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Figure 5-4

» WAN Port Information Table: This table describes the WAN port settings and the relevant
manipulation to each interface.

» Remove: Select the check box in the table (shown in Figure 5-4) and then click the Remove
tab, the corresponding interface will be deleted in the table.

» Add: Click the Add button, you can add a new interface in the next screen (shown in Figure
5-5).

» Save/Reboot: If you are sure of the settings, choose Save/Reboot to apply the changes and
reboot the system.

Note:

You have to reboot to activate the WAN interface and further configuration services over this
interface. Click the Save/Reboot button to implement it.

Follow the instructions below to Add or Edit an ATM PVC

1. Click the Add button on the screen above (shown in Figure 5-4), then you will see the next
screen as follows (Figure 5-5):
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WAN Configuration

To condgurs Fie WAN Inlaface, ener e anprogeials ATH PYT or use e check ho 0 sedect WAk serdca ovar deihil) imsate
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ATM PVC Configuration
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Enable Quality Of Service
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otk | Bext |
Figure 5-5

1. Follow the instructions below to configure the ATM PVC on the screen (shown in Figure 5-5).
Make sure you have the necessary information before you configure it.
1) Enter the VPI and VCI values provided by your ISP, they should not be changed unless
you have been instructed to change it by your ISP.
2) Select the type of the service assigned by your ISP in the drop-down list. The default type
is UBR Without PCR.
3) If you want to adopt QoS (Quality of Service) for the connection, please select the
Enable Quality Of Service check box.
4) Click the Next button for the further configuration in the next screen (shown in Figure
5-6), or else click the Back button to go to the previous screen.
Note:
Enabling packet level QoS for PVC improves performance for selected classes of applications.
While QoS consumes system resources; therefore the number of PVC(s) will be reduced. Besides
this, it cannot be set for the connection type of CBR and Real-time VBR. If you select the QoS
service, the Quality of Service menu will be added to the Web-based Utility, the detailed
configuration will be described in 5.4.5 Quality of Service.

2. Select the Connection Type in the next screen (shown in Figure 5-6).
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Connection Type

Salacttha trps of nebsork profocnl and ancapsuiaion mode owver tha ATH PYC that your ISP has instruchsd you o
use Male that 807 10 VIAK tagaing |s anly icailable Tor PPPGE, MER and Bridging

i~ PPP tver ATM PRPOA)

" PPF ower Ethernel [PPPOE)

" MAC Encapsudation Roulng (MER)

{7 IP over AT {IP o8

f= Bridgmg

Emcapsulation Mode: | LLC/SNAP-BRIDGING =)
W Enable B0X1g

WLAN ID[D-2095k | B

Figure 5-6

1) Select the Connection Type and Encapsulation Mode your ISP has instructed you to
use, the default connection type is Bridging.

2) If you want to add to an assigned VLAN, please select the Enable 802.1q check box,
and enter the VLAN ID.

3) Click the Next button to go to the next screen to make further configurations for the WAN
Port, or else click the Back button to go to the previous screen to make modifications.

Note:

802.1g VLAN tagging is only available for the connection type of PPPoE, MER and Bridging.

After you select the Connection Type, please follow the instructions below to complete the
further configuration of WAN Interface. There are five different configurations for the connection
types, which are PPPoA, PPPoE, MER, IPOA and Bridge. You can select the corresponding
types according to your needs. Note that this User Guide adopts different VPI, VCI and QoS to
introduce further configuration for the different connection types below, if you need to change the
configuration of ATM PVC (VPI, VCI and QoS), you should go to the previous screen (shown in
Figure 5-5) to configure them again.

1. PPPoOA

If you choose connection type PPPoA on the screen above (shown in Figure 5-6), you will
see the screen below (shown in Figure 5-7). Follow the instructions to configure the WAN
Interface.
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PPP Username and Password

PFPP usually requires thatyou have a user name and password to establish your connection. In the hoxes below,
entarthe uzer name and password thatyour ISP has provided to you,

PPP Username: | Dppuser

PPP Passworil: | ssssss

Awthentication Method: I ATTTO - I

[+ Dial on demand (with idle timeout timer)

Inactivity Timeout (minutes) [1-4320]: | 30

[T PPP IP extension
[T Use Static IP Address

[~ Enable PPF Debug Mode

Back | Hext |

Figure 5-7

1) Enter the PPP Username and PPP Password provided by your ISP exactly, select the
Authentication Method in the drop-down list, the default method is AUTO, you can
leave it as a default setting.

2) If you wish to active the “Connect on Demand” function, click the Dial on the demand
radio-button, and enter the Inactivity timeout value, the range is from 1 to 4320 minutes.
Then the Router will cut off the Internet connection after it has been inactive for a specific
period of time (Inactivity Timeout). If your Internet connection is terminated due to
inactivity, Connect on Demand enables the Router to automatically re-establish your
connection as soon as you attempt to access the Internet again.

3) If you are required to use a permanent IP address, select the option Static IP Address
and enter the value in the text box.

4) Click the Next button to go to the next screen below (shown in Figure 5-8), or else click
the Back button to return to the previous screen to make modifications.

Note:

If you are not sure about the PPP IP extension and PPP Debug Mode, please don’t select this
option.
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Enable IGMP Multicast, and WAN Service

[ Enable IGMP Multicast
[¥ Enable YWak Service

Service Mame | pppoa 735 1

Baclk | Next |

Figure 5-8

5) Enable the IGMP Multicast and WAN Service on the screen above, if you are not sure
about the IGMP, just leave the default setting. Note that if you want to adopt the PPPoA
service, you have to select the Enable WAN Service option in the screen above, or else
the service will not take effect.

6) Click the Next button, and you will see the next screen which displays the detailed
settings you've made (shown in Figure 5-9).

WAN Setup - Summary

Make sure that the settings helow match the setiings provided by your 1SP.

VPLIVCE  [7135
Connection Type: |F'F'F'|:|A
Senvice Name: \pppoa_7_35_1

Sepvice Category: |UEIR

|
|
|
|
| IP Address: |Autumatica|l3r Assigned
|
|
|
|
|

Service State: [Enabled
NAT:  |Enabled

Firewall: |Enah|ed

IGMP Multicast: | Disahled
Quality Of Service:  |Disabled

Click "Save" to save these settings. Click "Back” to make any modifications.

MOTE: ¥ou need to rebont to activate this Wan interface and further canfigure serices over this interface.

Back | Save |

Figure 5-9

7) If you are sure about the configuration, click the Save button to save these settings,
otherwise click the Back button to return to the previous screen to make modifications.
The information is same as the information in Figure 5-4.

PPPOE

If you choose PPPOE in the previous screen (shown in Figure 5-6), the configuration is
similar to PPPoA, the only difference is that you should set the PPPOE Service Name on
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the corresponding screen. You can refer to Chapter 4 to achieve the configuration for the
connection type.

MER

If you choose MER in the previous screen (shown in Figure 5-6), you can see the screen
(shown in Figure 5-10). Follow the instructions to configure the connection.

WAN IP Settings

Enter infarmation provided to vou by your ISP to configure the WAN IP settings.

Motice: DHCP can he enabled for PYC in MER mode or IP over Ethernet as WAN interface if"Obtain an IP address
automatically” is chosen.Changing the default gateway or the DMS effects the whole system. Configuring them with
static values will disable the automatic assignment frorm DHCP or other YWaAR connection.

Ifyou configure static default gateway over this PYC in MER mode, yvou must enter the IP address ofthe remote
gateway inthe "Use IP address". The "Use WAN interface” is optional.

&
I

o)

)

Cbtain an IP address automatically

Use the following IP address:

WAN IP Address: |

WAN Subnet Mask: |

Cbtain default gateweay autarmatically

Use the following default gatewsay:

[T Use P Address:

IP Address |

[ Use'WAN Interface:

WAN Interface  |mer_3_35/nas 335 |

Chtain DMS server addresses automatically

Use the following DMNE server addresses:

Primary DNS server: |2I]2. 96, 134, 133

Secondary DNS server: |

Bacl | Next |

Figure 5-10

1) Configure the WAN IP Address. If you are provided a dynamic IP Address, please select

obtain an IP address automatically, and then the Router will automatically get IP
parameters from your ISP. If you are provided with a static IP Address, please select Use
the following IP Address, and then enter the WAN IP Address and WAN Subnet
Mask.

2) Configure the default gateway. If you are provided a dynamic gateway address, please

select obtain default gateway automatically, and then the Router will automatically get
gateway parameters from your ISP. If you are provided with a static gateway, please
select Use the following default gateway, and then enter the gateway address.

3) Configure the DNS. If you are provided dynamic DNS server addresses, please select

obtain DNS server addresses automatically, then the Router will automatically get
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DNS server addresses from your ISP. If you are provided static DNS server addresses,
please select Use the following DNS server addresses, then enter the DNS Server
addresses. In this case, you will be provided at least one DNS server address.

4) Click the Next button, and you will see the screen (shown in Figure 5-11). You can also
click the Back button to return to the previous screen to make maodifications. On the
screen below, you can Enable the NAT, Firewall, IGMP Multicast and WAN Service, if
you are not sure about the settings, just leave the default settings.

Network Address Translation Settings

Metwork Address Translation (NATY allows yvou to share one Wide Area Metwork O%ARN) IP address for
multiple computers anyour Local Area Metwark (LAR).

[+ Enable WAT

[+ Enahble Firewall

Enabkle IGMP Multicast, and WAN Service

[~ Enable IGMP Multicast
[+ Enable WaM Service

Service Name: | mer_3_36

Back | Next |

Figure 5-11

Enable NAT: This technology translates the IP addresses of a local area network to a
different IP address for the Internet. If this Router is hosting your network’s connection to the
Internet, please select the check box. If another Router exists in your network, you don’t need
to select the option.

Enable Firewall: A firewall enhances network’s security. Select the option to use a firewall,
or else without a firewall.

Enable IGMP Multicast: This is disabled by default. This setting will not allow IGMP (Internet
Group Management Protocol) packets to be forwarded to the LAN. IGMP is used to manage
multicasting on TCP/IP networks. Most users will not need to enable this. Some ISPs use
IGMP to perform remote configuration for client devices, such as the Router. If you are
unsure, check with your ISP.

Enable WAN Service: If you want to adopt the MER service, you have to select the option in
the screen above, or else the service will not take effect.

service name: You can enter the service name in the text box or leave the default name.

Note:

If you select the NAT and Security check box on the screen (shown in Figure 5-11), the NAT and
Security menu will be added to the Web-based Utility. We will describe the detailed configuration
in 5.4.3 NAT and 5.4.4 Security.

5) Click the Next button, and you will see the next screen which displays the detailed
settings you've made (shown in Figure 5-12). Or else click the Back button to return to
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the previous screen to make modifications.

WAN Setup - Summary

hMake sure thatthe settings below match the settings provided by your ISP,

| VPI { VC: 13135

| Connection Type: |w| ER

| Senvice Name: |mer_3_35

| Service Category: |LJ BR

| IP Adiress: |Autnmatica|l'g.r Assigned
| Senvice State: |Enab|ed

| NAT:  |Enabled

| Firewall: |E nabled

| IGMP Multicast: | Disahled

| Quality Of Service:  |Disahled

Click "Save" to save these settings. Click "Back to make any modifications.

ROTE: ¥ou need to reboot to activate this WAR interface and further configure services over this
interface.

Back | Save |

Figure 5-12

6) If you are sure about the configuration, click the Save button to save these settings,
otherwise click the Back button to return to the previous screen to make modifications.
The information of the figure shows above is same as the information in the Figure 5-4.

IPOA

If you choose IPoOA in the previous screen (shown in Figure 5-6), the configuration is similar
to MER.

Bridge

If you choose Bridging in the previous screen (shown in Figure 5-6), a screen will be
displayed as shown below (shown in Figure 5-13).

Unselect the check box below to disable this WAN service

[+ Enahle Bridge Service

Senvice Name: br_5_35

Baclk I Next I

Figure 5-13
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1) If you want to adopt the Bridge service, you have to select the Enable Bridge Service
option in the screen above, or else the service will not take effect

2) Enter the service name in this screen, otherwise leave the default setting.

3) Click the Next button, and you will see the next screen which displays the detailed
settings you've made (shown in Figure 5-14). Or else click the Back button to return to
the previous screen to make modifications.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

| VPLIVCE  [5135

| Connection Type: |Elridge

| Senvice Name: |hr_5_35

| Service Categorny: |UEI R

| IP Address: |N|:|t Applicahle
| Sernvice State: |Enah|ed

| NAT:  |Disahled

| Firewall:  |Disabled

| IGMP Multicast: ~ |Mot Applicable
| Quality OF Service: |Enah|ed

Click"Save" to zave these settings. Click "Back” to make any modifications.

MOTE: You need to reboot to activate this WAM interface and further canfigure services aver this
interface.

Back I Save |

Figure 5-14

4) If you are sure about the configuration, click the Save button to save these settings,
otherwise click the Back button to return to the previous screen to make modifications.
The information of the figure shows above is same as the information in the Figure 5-4.

5.4.2 LAN

Choose “Advanced Setup”>“LAN”, and you will see the LAN screen (shown in Figure 5-15) the
section allows you to configure the Router’'s LAN ports settings.
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Local Area Network (LAN) Setup

Configure the DSL Router IP Address and Subnet Mask forLAMN interface. Save botton anly saves
the LAN configurationdata. Save/Reboot button saves the LAR configuration data and reboots
therouter to make the new configuration effective.

IP Address: |192. 188.1.1

Subnet Mask: |255. 266, 2656.0

[T Enahle UPHP

[T Enable IGMP Snooping
f* Standard Mode
= Blocking Mode

= Disable DHCP Server
{* Enable DHCP Server

Start IP Address: |192. 168. 1.2
End IP Address: | 192, 168, 1. 254
Leased Time (hour): | 24

¥ Configure the second IP Address and Subnet Mask for LAN interface

IP Address: |192. 168, 3.1
Subnet Mask: |255. 266, 2656.0
Save Sawve/FEeboot
Figure 5-15

IP Address: You can configure the Router’s IP Address and Subnet Mask for LAN Interface.

B |P Address: Enter the Router’s local IP Address, then you can access to the Web-based
Utility via the IP Address, the default value is 192.168.1.1.

B Subnet Mask: Enter the Router’'s Subnet Mask, the default value is 255.255.255.0.
Enable UPnP: If you need the UPnP function, select the check box to enable it.

Enable IGMP Snooping: If you select the option, please choose the IGMP Mode:: Standard
Mode or Blocking Mode.

DHCP Server: These settings allow you to configure the Router's Dynamic Host
Configuration Protocol (DHCP) server function. The DHCP server is enabled by default for
the Router’s Ethernet LAN interface. DHCP service will supply IP settings to computers which
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are configured to automatically obtain IP settings that are connected to the Router though the
Ethernet port. When the Router is set for DHCP, it becomes the default gateway for DHCP
client connected to it. Keep in mind that if you change the IP address of the Router, you must
change the range of IP addresses in the pool used for DHCP on the LAN.

B Start IP Address: Enter a value for the DHCP server to start with when issuing IP
addresses. Because the default IP address for the Router is 192.168.1.1, the default
Start IP Address is 192.168.1.2, and the Start IP Address must be 192.168.1.2 or greater,
but smaller than 192.168.1.254.

B End IP Address: Enter a value for the DHCP server to end with when issuing IP
addresses. The End IP Address must be smaller than 192.168.1.254. The default End IP
Address is 192.168.1.254.

B Leased Time (hour): The Leased Time is the amount of time in which a network user
will be allowed connection to the Router with their current dynamic IP address. Enter the
amount of time, in hours, then the user will be “leased” this dynamic IP address. After the
dynamic IP address has expired, the user will be automatically assigned a new dynamic
IP address. The default is 24 hours.

» Configure the second IP Address and Subnet Mask: You can configure the Router’s
second IP Address and Subnet Mask for LAN Interface though which you can also access to
the Web-based Utility as the default IP Address and Subnet Mask.

Note:

UPnP, DHCP Server and the second IP Address are not available for the connection type of
Bridge here, they won't display on the screen above since only Bridge is selected.

5.4.3 NAT

When you select PPPoA or PPPoE for the WAN Setup, or when you select Enable NAT (shown
in Figure 5-11) for the type of MER or IPOA connection, you will see the NAT menu in the
Web-based Utility (shown in Figure 5-16).

Wirshens ADELE Route | AT = Wirlual Servers EIHIJFI

Koo Fio : Tk SRET

A B ERRRT M AR R0 RR B e (T R e i B e Gy Peoda ol e S asTisl pork 10 e i 1 BRE Al prass P e o
B LAMN s T el por B requiss] sely P el pad rescs i b rormadad i o ofererd o rombser e by e sersr on e LAY sk &

wdd Eemee |

Surver Hame | Extamal Part Stan | Exteanl Pod Esd | Prosecol | njamad Pert Stat inssmal Pan Erd  Sanos 0 Addime | lenos

Figure 5-16

Choose “Advanced Setup”>“NAT”, there are four submenus under the main menu: Virtual
Servers, Port Triggering, DMZ Host and ALG. Click any of them, and you will be able to
configure the corresponding function.
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5.4.3.1. Virtual Servers

Choose “Advanced Setup”>“NAT"->“Virtual Servers”, you can set up virtual servers on the
screen below (shown in Figure 5-17).

Virtual servers can be used for setting up public services on your LAN, such as DNS, Email and
FTP. A virtual server is defined as a service port, and all requests from the Internet to this service
port will be redirected to the computer specified by the server IP. Any PC that was used for a
virtual server must have a static or reserved IP Address because its IP Address may change
when using the DHCP function.

NAT -- Virtual Servers Setup

Yirtual Server allows you to direct incoming traffic from WAk side {identified by Protocol and External port) to the
Internal server with private IP address an the LAMN side. The Internal port is required only if the external port
needs to he converted to a different port number used by the server on the LARM side. A maximum 32 entries
can be configured.

Add Eemowe

Server External External Protocol Internal Internal Server IP Remove
Name Port Start | Port End Port Start |Port End | Address
MEY) 75 75 TCR 75 75 1821681 222
(SMTF) ' o
mHethech | 211454 211586 LIDOP 21154 211586 1892.168.1.210
Figure 5-17

> Virtual Server Table: The table indicates the information about the Virtual Server entries.

B Server Name: This is the name of the Virtual Server. It is exclusive and must be filled
in.

B External Port Start: The base number of External Ports. You can type a service port or
leave it blank.

B External Port End: The end number of External Ports. You can type a service port or
leave it blank.

B Protocol: The protocol used for this application, TCP, UDP, or TCP/UDP.

B Internal Port Start: The base number of Internal Ports. You can type a service port or
leave it blank.

B Internal Port End: The end number of Internal Ports. You can type a service port or
leave it blank.

B Server IP Address: The IP Address of the PC providing the service application.
» Add: Click the Add button to add a new entry.

» Remove: Select the check box in the table (shown in Figure 5-17) and then click the Remove
button, then the corresponding entry will be deleted in the table.
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To setup a virtual server entry:
1. Click the Add button on the screen above (pop-up Figure 5-17), and then you will set the
new Virtual Server in the next screen (shown in Figure 5-18).

NAT -- Virtual Servers

Selectthe service name, and enter the server IP address and click "Savelfpphy” to forward IP packets for
this service to the specified server.

NOTE: The “Internal Port End” cannot be changed. It is the same as “External Port End” normally and
will be the same as the “Internal Port Start™ or "External Port End™ if either one is modified.

Femaining number of entries that can be configured:32

Server Name:
* Select a Service: [Mail (SMTF) |
" Custom Server: |
Server IP Adidress: | 192, 168, 1. 222
External Port Start [External Port End  [Protocol Internal Port Start |Internal Port End
25 25 P =] |25 25
CF =]
P ~|
P«
P =]
P+
CF |
P =
P =]
P+
P«
P =]
Sawe/Lpply |
Figure 5-18

2. Select the service which you want to use from the drop-down list. If the list does not have the
service you need, type the name of the custom service in the text box.

3. Type the IP Address of the computer in the Server IP Address text box.

4. Enter the External Port Start, External Port End, Internal Port Start and Internal Port End in
the table, and then select the protocol used for this Virtual Server, TCP, UDP or All.

5. Click the Save/Apply button to enable virtual server.

Note:

If you select the service from the drop-down list, the External Port Start, External Port End,
Internal Port Start, Internal Port End and the Protocol will be added in the table automatically.
You only need to enter the Server IP Address for the Virtual Server.
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5.4.3.2. Port Triggering

Choose “Advanced Setup”>“NAT"->“Port Triggering”, you can set Port Triggering on the
screen (shown in Figure 5-19).

Some applications require that specific ports in the Router's firewall should be opened for access
by remote devices. Port Trigger dynamically opens up the 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote device using the triggering
ports. The Router allows the remote party from the WAN side to establish new connections back
to the application on the LAN side using the open ports. A maximum 32 entries can be configured.

NAT -- Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by the
retnaote parties. Part Trigger dynamically opens up the 'Open Parts' in the fireweall when an
application on the LAN initiates a TCR/UJDP connection to a remote party using the Triggering
Forts'. The Router allowes the remote party from the WAR side to establish nesy connections back
to the application an the LAN side using the 'Open Pors' A maximum 32 entries can be

configured.
4dd Eemowe

Application Trigger Open Remove
Name Protocel |Port Range |Protocol |Port Range

Start | End Start | End
{48 LDP 4000 0o | TGP 20000 | 20059 O
QuickTime 4 Cli TCP 554 554 LIDP gaY0 32000 | T
QuickTime 4 Cli TCP 554 554 TCRUJDP | B370 roan |

Figure 5-19

» Port Triggering Table: The table indicates the information about the Port Triggering entries.

B Application (Name): This is the name of the Port Triggering. It is exclusive and must
be filled.

B Trigger: Itincludes the Protocol and the Start and End value of the Trigger Ports.
B Open: Itincludes the Protocol and the Start and End value of the Open Ports
Add: Click the button to add a new entry.

Remove: Select the check box in the table (shown in Figure 5-19) and then click the Remove
button, then the corresponding entry will be deleted in the table.

To add a new Port Triggering:
1. Click the Add button (pop-up Figure 5-19), and then you will set the new Port Triggering in
the next screen (shown in Figure 5-20).
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NAT -- Port Triggering

Some applications such as gamas, vidao conferancng, ramale access spplicabons and othars requing Ihat 2paciic
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" Select an application | IC% =l
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[ ! = I e H
| ] |7cP =] I | | TCP =
|7 ]7 N | S
. I [e 3 | [ =
_— ﬁ iT-:P | | frce =]
— ]— .IT:P B | jrce =]
=3 | [
Sawe/ Apply |
Figure 5-20

2. Select the application from the drop-down list. If the list does not have the application that
you want, select the Custom application radio-button, and type the name of the custom
application in the text box.

3. Enterthe Trigger Port Start, Trigger Port End, Open Port Start and Open Port End in the
table, and then select the Trigger protocol and Open protocol, TCP, UDP or All.

4. Click the Save/Apply button to enable the settings.

Note:
If you select the application from the drop-down list, the External Port Start, External Port End,
Internal Port Start, Internal Port End and the Protocol will be added in the table automatically.

5.4.3.3. DMZ Host

Choose “Advanced Setup”2>“NAT"->“DMZ Host”, you can set up DMZ Host on the screen
(shown in Figure 5-21).

The DMZ host feature can make a local host be exposed to the Internet for a special-purpose
service, such as online gaming or video conferencing.
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NAT -- DMZ Host

The D5L router will forward P packets from the WAR that do not belong to any of the applications
configured in the Wirtual Senvers table to the DM host computer.

Enter the computer's IP address and click "Apph" to activate the DMZ host,

Clearthe IP address field and click "Apph" to deactivate the DMZ host.

[Z Host IP Adidress: 192, 168, 1. 222

Save/dpply

Figure 5-21

To add a new DMZ Host:
You can enter the computer's IP address and then click Save/Apply to activate the DMZ host you
set on this page.

Note:

DMZ host forwards all the ports at the same time. Any PC whose port is being forwarded must
have its DHCP client function disabled and should have a new static IP Address assigned to it
because its IP Address may change while using the DHCP function.

543.4. ALG

Choose “Advanced Setup”>*NAT">"“ALG”, you can Enable SIP (Session Initiation Protocol) on
the ALG (Application Level Gateway) screen (shown in Figure 5-22).

ALG

Selectthe ALG below.
[+ SIP Enabled

Sawe/Apply

Figure 5-22

5.4.4 Security

When you select the Enable Security function (shown in Figure 5-11) for the connection type of
MER or IPoA for the WAN Setup, or when you setup Bridge, PPPoA or PPPoE mode for WAN
interface, you will see the Security menu in the Web-based Utility (shown in Figure 5-23). It
includes IP Filtering, MAC Filtering (only effective in Bridge mode) and Parental Control
submenus.
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Figure 5-23

5.4.4.1. IP Filtering

The IP address filtering feature makes it possible for administrators to control user's access to the
Internet, which is based on user's IP. The IP address filtering includes Outgoing and Incoming,
the detailed descriptions are provided below.

IP Filtering - Outgoing

Choose “Advanced Setup”->“Security”>“IP Filtering”>"Outgoing”, you can configure
Outgoing Filtering rules on the screen (shown in Figure 5-24).

The Outgoing IP Filtering feature allows you to control some IP traffic from LAN to access to
some specifically addresses. By default, all outgoing IP traffic from LAN is allowed, but some IP
traffic can be BLOCKED by setting up filters.

Outgoing IP Filtering Setup

Sy dafaull all cafpoirg IP rafic frorm LEN e aflowed but some P Safic can be BLOCKED by 2efing up Tiers

Chooae Add or Femgve 10 Eamfguns subpoing IF fiksrs

Filtgi Nanve Fiotocsl Sowjce Adiliess | Mask 3::’:“ Desa, Milaliess  Mask E:r:: Raanows
sandrmal = = | 1HCL1BE . 222 21017.188.204 1 F =,
fiter TERUDE | 165 265 785 255 AL 355,165,365 155 L
Ackd | Famgwrs |
Figure 5-24

Setup an Outgoing IP Filtering rule:
1. Click the Add button (pop-up Figure 5-24), then you will set the new rule in the next screen
(shown in Figure 5-25).

43



JIDRWEI{s[lem 108M Wireless ADSL2+ Router User Guide

Add IP Filter — Outgoing
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Figure 5-25

2. Enter the Filter name for the rule, it is exclusive and must be filled.

3. Select the protocol: TCP/UDP, TCP, UDP or ICMP in the drop-down list for the connection
between the Source IP address and Destination IP address.

4. Enter a Source IP Address in dotted-decimal notation format and then type the Source
Subnet Mask and Source Port (port or port: port) in the text boxes separately.

5. Enter a Destination IP Address in dotted-decimal notation format and then type the
Destination Subnet Mask and Destination Port (port or port: port) in the text boxes
separately.

6. Click the Save/Apply button to save this entry.

Note:

When you add an Outgoing IP Filtering entry, you must configure at least one condition on the
screen above except the Filter name. If you leave the Protocol blank, it means that the rule is
effective to all protocols, if you leave the Source IP Address and/or Destination IP Address blank,
it suggests that all Source IP Addresses and/or Destination IP Addresses are controlled by the
rule, if you leave the Source Port and/or Destination Port blank, it suggests that all Source Ports
and/or Destination Ports are controlled by the rule.

IP Filtering - Incoming

Choose “Advanced Setup”->“Security”>"“IP Filtering”>“Incoming”, you can configure
Incoming Filtering rules on the screen (shown in Figure 5-26).

The Incoming IP Filtering feature allows some IP traffic from WAN to access some local
addresses. By default, all incoming IP traffic from the WAN is blocked when the firewall is
enabled. However, some IP traffic can be ACCEPTED by setting up filters.
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Incoming IP Filtering Setup
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Figure 5-26

Setup an Incoming IP Filtering rule:

1. Click the Add button (pop-up Figure 5-26), and then you will set the new rule in the next

screen (shown in Figure 5-27).

Add IP Filter -- Incoming
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Figure 5-27

2. Enter the Filter name for the rule, it is exclusive and must be filled in.

3. Select Protocol in the drop-down list, enter Source IP address, Source Subnet Mask,
Source Port, Destination IP address, Destination Subnet Mask, and Destination Port for

the rule.
4. Select at least one WAN interfaces displayed below to apply this rule.
5. Click the Save/Apply button to save this entry.
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Note:

When you add a Incoming IP Filtering entry, you must configure at least one condition on the
screen above except the Filter name. If you leave Protocol blank, it means that the rule is
effective to all protocols, if you leave the Source IP address and/or Destination IP address blank,
it suggests that all Source IP addresses and/or Destination IP addresses are controlled by the
rule, if you leave the Source Port and/or Destination Port blank, it suggests that all Source Ports
and/or Destination Ports are controlled by the rule.

5.4.4.2. MAC Filtering

Choose “Advanced Setup”>“Security”>“MAC Filtering”, you can configure MAC Filtering rules
on the screen (shown in Figure 5-28). The section allows you to control access to the Internet by
users on your local network based on their MAC Address.

MAC Filtering Setup

MAC Filtering Glohal Policy: FORWARDED

Change Policw

MAC Filtering is only effective on ATM PYCs canfigured in Bridge mode. FORWARDED means that
all MAC layver frames will be FORWARDED except those matching with any of the specified rules
in the followving tahle. BLOCKED means that all MAC layver frames will be BLOCKED exceptthose
rmatching with any of the specified rules in the following tahle.

Choose Add or Remove to configure MAC filtering rules.

VPIVCI | Protocol | Destination MAC | Source MAC Frame Direction | Remove

ALL IGMP 001 3eftadetcs N1 38Ta%each | LAMN===YWAN [
4Add Eemowe
Figure 5-28

» Change Policy: There are two policies for the MAC filters: FORWARDED and BLOCKED.
Click the button to change from one policy to another. When you select FORWARDED, it
means that all MAC layer frames will be forwarded except those matching with any of the
specified rules in the table (shown in Figure 5-28). While BLOCKED means that all MAC
layer frames will be blocked except those matching with any of the specified rules in the table
above.

» Add: Click the Add button, and then you can add a new MAC Filter in the next screen (shown
in Figure 5-28).

» Remove: Select the check box in the table (shown in Figure 5-28) and then click the Remove
button, and then the corresponding entry will be deleted in the table.
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To setup a MAC Filtering rule:

1. Click the Add button (pop-up Figure 5-28), then you will set the new rule in the next screen
(shown in Figure 5-29).

Add MAC Filter

Create afilter to identify the MAC laver frames by specifying at least one condition helow. If multiple
conditions are specified, all ofthem take effect. Click"Apply" to save and activate the filter.

Protocol Type: | IGHE |
Destination MAC Address: | 00:13:8F:L0:E6:CA
Source MAC Address: | 00:13:8F:A0:EA:CH

Frame Direction: ILM-I <=>WAN vl

VAR Interfaces (Configured in Bridge mode only)
¥ SelectAll

W hr_5_35Mmas_5_35

Sawve/ Apply

Figure 5-29

Select Protocol Type in the drop-down list for the rule.

Enter Destination MAC Address and Source MAC Address in the text box.
Select Frame Direction in the drop-down list for the rule.

Select the WAN interfaces, you can leave the default settings also.

Click the Save/Apply button to save this entry.

o0~ WD

Note:
MAC Filtering is only effective on ATM PVC(s) configured in Bridge mode.

5.4.4.3. Parental Control

Choose “Advanced Setup’->“Security”>“Parental Control”. You can configure the Parental
Control rules on the screen (shown in Figure 5-30). This section allows you add time of day
restriction to a special LAN device connected to the Router.

Time of Day Restrictions -- A maximum 16 entries can be configured.

Iepimanie AR Mon T Wed Tha Frl Sa0  Sun | Sean Srep | Raaeye

adminiglrator [ILISIEE [ R R ] K K L L1 R L R [

ﬂ.d.ntl Eemoue |

Figure 5-30
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To setup a Parental Control rule:

Click the Add button (pop-up Figure 5-30), and then you will set the new rule in the next
screen (shown in Figure 5-31).

Time of Day Restriction
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Eszed PC, oo lo cammand winddw and ke “ipconig falr
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Figure 5-31

Enter the User Name of the LAN device connected to the Router.

To restrict the device where the browser is running, select the Browser's MAC Address
radio-button, its MAC Address has automatically displayed in the text box. To restrict other
LAN devices, click the Other MAC Address radio-button and enter the MAC address of the
other LAN device.

Select the day when the rule will take effect in the table.

Enter the Start Blocking Time and End Blocking Time in the text box separately, and then
the device controlled will then be unable to connect to the internet during that time.

Click the Save/Apply button to save this entry.

5.4.5 Quality of Service

When you select Enable Quality Of Service check box (shown in Figure 5-5) for the WAN
configuration, the Quality Of Service menu will be added to the Web-based Utility. Choose
“Advanced Setup”->“Quality Of Service”, you can configure QoS (Quality of Service) on the

screen (shown in Figure 5-32).
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Quality of Service Setup
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Figure 5-32

Click the Add button, and you can configure the QoS on the next screen (shown in Figure 5-33).

Add Network Traffic Class Rule
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Figure 5-33
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After you specify the condition, click the Save/Apply button to save the entry.

Note:
A rule must be consisting of a class name and at least one condition above. All of the specified
conditions in this classification rule must be satisfied with the rule to take effect.

5.4.6 Routing

Choose “Advanced Setup”>“Routing”, it includes three menus: Default Gateway, Static
Route and RIP (shown in Figure 5-34). The detailed descriptions are provided below.
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Figure 5-34

5.4.6.1. Default Gateway

Choose “Advanced Setup”>“Routing”>“Default Gateway”, you can see the Default Gateway
screen, this screen allows you to configure the default gateway (shown in Figure 5-35).

Routing -- Default Gateway

If Enahle Automatic Assigned Default Gatewsay checkbox is selected, this router will accept the first received
default gateway assignment fram one of the PPFPoA, PPPOE or MERIDHCP enahled PVC{s). [fthe checkhox
is not selected, enter the static default gateweay ARNDIOR & WAN interface. Click 'Savelfpphy' button to save it

FROTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboot
the router to get the automatic assigned default gateway.

[T Enahle Automatic Assigned Default Gateway

[T Use Default Gatewsay [P
Address

Default Gateway IP: |

¥ Use Interface

Interface: | pppoe_8_35_1/ppp_8_1 7|

Sawve dpply I

Figure 5-35
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If the Enable automatic Assigned Default Gateway check-box is selected, this Router will
accept the first received default gateway assignment from one of PPPoA, PPPoE or MER/DHCP
enabled PVC(s). If the check-box is not selected, enter the static Default Gateway IP and/or a
WAN Interface, you can leave the WAN Interface default. Then click Save/Apply button to save
it.

Note:

If changing the Automatic Assigned Default Gateway from unselected to selected, you have to
reboot the Router to get the automatically assigned default gateway.

Default Gateway IP address should be specified since MER Interface is selected when you
select the Enable automatic Assigned Default Gateway check box.

5.4.6.2. Static Route

Choose “Advanced Setup”>“Routing”>*“Static Route”. You can see the Static Route screen,
this screen allows you to configure the static routes (shown in Figure 5-36). A static route is a
pre-determined path that network information must travel to reach a specific host or network.

Routing -- Static Route (A maximum 32 entries can be configured)

[hestination Subnet Mask Gatew.ay Interface Remove

A0AT 188.203 255255, 155 155 ppp_B_35_1 [

Add | Remove |

Figure 5-36

To add static routing entries:
1. Click the Add button (pop-up Figure 5-37), and you will see the screen below (shown in
Figure 5-37).
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3.

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AMDIOR available WAN interface then click
"SavelApph' to add the entry to the routing table.

Destination Metwork
Aidress:

Subnet Mask: |255. 2bh, 2bh, 2B5

|21n. 17. 188. 203

[T Use Gateway IP Address

Gateway IP Address: |

¥ Use Interface

Interface: |pppos_8_35_1/ppp_8_1 7|

Save/ Ahpply |

Figure 5-37

Enter the following data:

Destination Network Address: The Destination Network Address is the address of the
network or host that you want to assign to a static route.

Subnet Mask: The Subnet Mask determines which portion of an IP Address is the network
portion, and which portion is the host portion.

Gateway IP Address: If the Use Gateway IP Address checkbox is selected, you should
type the Gateway address exactly in the text box, or else, the default Gateway address will be
adopted for the Static Route.

Use Interface: If the Use Interface checkbox is selected, you should select the Interface
name in the text box, or else, the default Use Interface will be adopted for the Static Route.
Click the Save/Apply button to save it.

To remove a static routing entry:

1. Select the Remove check box according to the entry in the Figure 5-36.
2. Click the Remove button, and the entry will be deleted.
Note:

Default Gateway IP address should be specified since MER Interface is selected

54.6.3. RIP

Choose “Advanced Setup”=>“Routing”>“RIP”, you can see the RIP (Routing Information
Protocol) screen, this screen allows you to configure the RIP (shown in Figure 5-38).
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Routing -- RIP Configuration

To activate RIP for the device, select the 'Enabled' radio hutton for Global RIP Mode. To configure an
individual interface, selectthe desired RIP version and operation, followed by placing a check in the
‘Enabled' checkhox far the interface. Click the 'SavefApply' button to save the configuration, and to start or
stop RIP based on the Glohal RIP mode selected.

Global RIP Mode " Disabled
&+ Enahbled
Interface VPLVCI Version COperation Enabled
br0 (LAMN) 2 | |[dctive =] r
pRp_B_35_1 Bi35 2 = |Passive =] r
pRp_T_35_1 7i35 2 = |Passive »| r
nas_3_35 3135 2 = |Passive 7] r
ipa_fi_35 i35 2 = |Passive »| r

Save/Apply |

Figure 5-38

To activate RIP for the device, select the Enabled radio-button for Global RIP Mode. To
configure an individual interface, select the desired RIP version and operation, followed by placing
a check in the Enabled checkbox for the interface.

If you are sure about the settings, click the Save/Apply button to save the configuration.

5.4.7 DNS

When you select the connection type PPPoE, PPPoA, MER or IPoA for WAN configuration, you
will see the DNS menu in the Web-based Utility (shown in Figure 5-39). It includes DNS Server
and Dynamic DNS submenus.

108mM
Wiralsss ADSL2+ Roulsr DNS Server Configuration

Blodal Mo TD-WRenG

¥ E=abla Aricmaic kssigned DN crackbio is seleckad, e ksl accept e est recansad DHE as3ignm el
o o ol the FPP DA, FRPOE or MERDHCP enablad FYC [5) durisg tho cannection esishls manl 1 hie
checkbios fa pol s eacled, antar e primany and apional secondang DME sereer IP addresses. Click Sewa’ Bulan o
sawe the new configurrion Yau muss retan ha rodler o mese Pa rers confgueation effectie

R Enabis Buinnagli dsqiprad OME

Fve |

Figure 5-39
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5.4.7.1. DNS Server

Choose “Advanced Setup”2>“DNS"->“DNS Server”. You can see the DNS Server screen, this
screen allows you to configure the DNS Server Addresses (shown in Figure 5-40).

DNS Server Configuration

[f 'Enable Automatic Assigned DRE' checkbox is selected, this router will accept the first received
DMS assignment from one of the PPPoA, PPPOE or MERIDHCF enabled PYVC{=) during the
connection estahlishment. Ifthe checkhox is not selected, enter the primary and optional secaondary
DrE semver IP addresses. Click 'Save' button to save the new configuration. You must reboot the
rauter to make the new configuration effective.

[T Enable Automatic Assigned DS

Primary DNS server: |2IZIE. 96, 134. 133

Secondary DNS server: |

Save |

Figure 5-40

If you select Enable Automatic Assigned DNS, this Router will accept automatically the first
received DNS assignment from one of PPPoA, PPPoE or MER/DHCP enabled PVC(s) during the
connection establishment. If the checkbox is not selected, please enter the primary and /or
optional secondary DNS server IP addresses provided by your ISP. Then click the Save button to
save the new configuration.

Note:
You have to reboot the Router to make the new configuration take effect.

5.4.7.2. Dynamic DNS

Choose “Advanced Setup”>“DNS”->“Dynamic DNS”, you can see the Dynamic DNS screen,
this screen allows you to configure the Dynamic DNS (shown in Figure 5-41).

The Router offers a Dynamic Domain Name System (DDNS) feature. DDNS lets you assign a
fixed host and domain name to a dynamic Internet IP Address. The Dynamic DNS service allows
you to alias a dynamic IP address to a static hostname in any of the many domains, allowing your
Router to be more easily accessed from various locations on the Internet.
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Dynamic DNS

The Dynamic DS service alloves you to alias g dynamic IF address to a static hosthame in any ofthe
many domains, allowing your DSL router to be more easily accessed from various locations on the
Internet.

Choose Add ar Remave to configure Dynatmic DRE.

Hosthame Username Service Interface Remove
Alstlog hameunixnet Allisa dyndns ppp_8_35_1 |
Add Remotwre
Figure 5-41

To setup DDNS, follow these instructions:

1.

Click the Add button (pop-up Figure 5-41), then you will set the DDNS in the next screen
(shown in Figure 5-42).

Add dynamic DNS

This page alloes vou fo add a Cynamic DME address from CpmDNE ong or TAD

D185 provilien Iyrd/HG. org j

Higesd reyi Al =5 log. horeunix, net

rerface pppoe_S_ 05 _ 1 ppe_8_ j

ChnDHS Selings

Lk remme Riliza

Paksword | wwnnnn

SamidApply |

Figure 5-42

Select D-DNS provider in the drop-down list.

Enter the Hostname of the DNS Server, and select the corresponding Interface for the
DDNS, you can leave it default.

Type the User Name and Password for your DDNS account.

Click the Save/Apply button to save the entry.

5.4.8 DSL

Choose “Advanced Setup”>“DSL”, you can see the DSL Settings screen, this screen allows you

to configure the DSL (shown in Figure 5-43).
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DSL Settings

Select the modulation below.
v G.OmtEnabled

v Glite Enabled
v T1.413 Enahled
¥ ADSLZ Enabled
v Annexl Enabled
v ADSL2+ Enabled
[~ Annexh Enabled

Select the phane line pair below.
% |nner pair
= Quter pair

Capability
[+ Bitswap Enable

[T SRAEnable

Save/Apply Advanced Settings

Figure 5-43

You can select the modulation type, phone line pair and the capability of Bitswap or SRA. After
you set them up, click the Save/Apply button to save the configurations.

5.4.9 Port Mapping

Choose “Advanced Setup”->“Port Mapping”, you can see the Port Mapping screen, this screen
allows you to configure the Dynamic DNS (shown in Figure 5-44).
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Port Mapping -- A maximum 16 entries can be configured

FPort Mapping supports multiple ports to PYC and bridging groups. Each group will perform as an
independent network. To support this feature, you must create mapping groups with appropriate LAK and
WaR interfaces using the Add button. The Bemave button will remaove the grouping and add the
ungrouped interfaces to the Default group. Only the default group has IP interface.

[¥ Enablevirtual ports on |EI-1ET(1—&1]'

Group Name Interfaces Remove Edit

Default EMETZ, EMETT, nas_5_35

software EMET4, EMNET3, Wireless |l Edit |

Add Remowve |

Figure 5-44

Click the Add/Edit button, and then you can configure the Port Mapping in the next screen
(shown in Figure 5-45). After you configure the settings, click the Save/Apply button to save it.
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Port Mapping Configuration

To create a newy mapping group:

1. Enter the Group name and select interfaces from the available interface list and add it to the
agrouped interface list using the arrow buttons to create the required mapping of the parts. The
Qroup name must be unigue.

2. Ifyou like to automatically add LAM clients to a PYC in the new group add the DHCP wendor (D
string. By configuring a DHCP vendar 1D string any DHCP client request with the specified vendor
IO {DHCF option 600 will be denied an IP address fram the local DHCP server.

Mote that these clients may obtain public IP addresses
3. Click Saveitpply button to make the changes effective immediately

Mote that the selected iterfaces will be removed from their existing groups and added to the
New group.

IMPORTANT I a vendor ID is configured for a specific cliemt device, please REBOOT the client
device attached to the modem to allow it to obtain an appropriate IP address.

Group Name: zoftware
Grouped Imerfaces Available Interfaces
ENET4 ENETZ
ENET3 ENET1
Wirelezz naz_h_356
-
<_

Automatically Add Clients With the following DHCP Vendor IDs:

|53

Sawe/ Apply

Figure 5-45
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5.5 Wireless LAN Configuration

The menus used to configure Wireless LAN settings available in the Wireless directory including
Basic, Security, MAC Filter, Advanced, and Statistics menus. The Wireless Basic, Security, MAC
Filter, Advanced, and Statistics are described below.

5.5.1 Wireless — Basic

Choose “Wireless”">"Basic”, you will see the screen of Wireless-Basic settings shown as below.
The basic settings for wireless networking are set on this screen.

108M |
Wirslaas ADSLI+ Route
Model No.! TD-WER20G |

Wireless - Basic

Thes (g A B a1 o |l|'r_:|;|r i Mapiss of e wdrabess LaM inisais Vioip tan ercbile of disskis
e wiiEless LAM imerface, Ride the rebenrk om sCTe scand, et ha wansie 55 nabwmrk nEme (350 known
A% 3610 sl ragticl the channel salbasad on cauniey requirsments. CHok"Apph” o confgure s Basic
=R DTS

¥ Enabie Wireless

¥ Enaie E5I0 Brpes: asl

S8k |TP-LINE
BS5i: OrI3adza13:ad
Aagion: |United Stater =]
‘war g Brl 1
Sevas Apply |
Figure 5-46

This page allows you to configure basic features of the wireless LAN interface. You can enable or
disable the wireless LAN interface, hide the network from active scans, set the wireless network
name (also known as SSID) and restrict the channel set based on Region requirements.

» Enable Wireless: If you want to use wireless features, you must select “Enable Wireless”. If
you deselect “Enable Wireless” option, all the Wireless settings below will be disabled.

» Enable SSID Broadcast: When wireless clients survey the local area for wireless networks to
associate with, they will detect the SSID broadcast by the Router. To broadcast the Router’s
SSID, keep the default setting, if you don’t want to broadcast the Router’s SSID, unselect this
option.

» SSID: Wireless network name shared among all points in a wireless network. The SSID must
be identical for all devices in the wireless network. It is case-sensitive and must not exceed 32
characters (use any of the characters on the keyboard). Make sure this setting is the same for
all stations in your wireless network. Type the desired SSID in the space provided.

» BSSID: Show the MAC address of the Router.

» Region: Restrict the channel set and transmit power.

Click "Apply" to configure the basic wireless options.
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5.5.2 Wireless — Security

Choose “Wireless”->"Security”, you will see the screen of Wireless-Security settings shown as
below.

Wireless -- Security

This page allows you to configure security features ofthe wireless LAN interface. You can
sets the network authentication method, selecting data encryption, specify whether a network
kevy is required to authenticate ta this wireless network and specify the encryption strength.
Click "Apply' to canfigure the wireless security options.

Network Authentication: | Open j

WEFP Encryption; IDisabled vI

Save/Lpply

Figure 5-47
This page allows you to configure security features of the wireless LAN interface. You can set the
network authentication method, selecting data encryption, specify whether a network key is
required to authenticate to this wireless network and specify the encryption strength.

» Network Authentication: Select an authentication type from the drop-down list. Options
available are: Open, Shared, WPA, WPA-PSK, WPA2, WPA2-PSK, Mixed WPA2/WPA, and
Mixed WPA2/WPA-PSK.

Note:

For most users, it is recommended to use the default Wireless LAN Performance settings. Any
changes made to these settings may adversely affect your wireless network. Under certain
circumstances, changes may benefit performance. Carefully consider and evaluate any changes
to these wireless settings.

5.5.2.1. WEP Encryption

WEP is a basic encryption method offering three levels of encryption, 152-bit is stronger than
64-bit and 128-bit encryption. If you select enable from the drop-down list of WEP Encryption,
you will see the screen shown as below.
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Wireless — Security

This page aflows wou 1o cordgura securly faaheres of e wirsless LAN imaface vou can 58k ha netwnrk
auhenicaon method, selecing dabs ancmglion, speciy wissther 8 nedsork By iz nequired by sulhenticaia 10 this
windless ritwark and specify the encriplion skenglh

Clck apphy %o ronfigure tha wirnless secuity opions

Bt b Al isaiic b {Open =]
WEP Enecaygilion: m
Encrgption Sirengti: iE'I'I:-'.r =
Current NetworkKey:  [I =]
Hetwinil Koy 1 |
NetwoikHey 2 |
Matwoirk Hey 3: {

Hatwionk Hey 4; |

Eniler § ASCH charactsns or 10 hesadetimal Sgis B Gd-b encnpbon keys
Entar 13 AZC1 characters or 20 hemadecemal digils Tor 128-bit encrphon keys
Enter 16 ASCI characters or 32 heeadacknal digile for 152-bit enceplion keys

Sawas Apply |

Figure 5-48
» Encryption strength: Select the appropriate level of encryption, 64-bit, 128-bit or 152-bit.
» Current Network Key: To indicate which WEP key to use, select a transmission key number.
» Network Key 1-4: If you want to manually enter the WEP keys, then enter them in the network
Key 1-4 fields.

Configure WEP Encryption

WEP can use different methods of Authentication. Choose the Authentication Type from
drop-down list Open or Shared.
e  Select Open to allow any wireless station to associate with the access point.
e Select Shared to only allow stations using a shared key encryption to associate with it.
Shared key requires additional configuration of the keys to be used. Follow the
instructions below to configure the Shared Keys.

WEP Encryption is disabled by default. To enable WEP, select the Enable option. Configure the
Encryption Keys as below:

1. Encryption strength: Select 64-bit (enter 5 ASCII characters or 10 hexadecimal digits in
the Network Key list), 128-bit (enter 13 ASCII characters or 26 hexadecimal digits in the
Network Key list), or 152-bit (enter 16 ASCII characters or 32 hexadecimal digits in the
Network Key list).

2. Current Network Key: Select 1.

3. In Network key 1 list, enter 5 ASCII characters or 10 hexadecimal digits for 64-bit
encryption keys, enter 13 ASCII characters or 26 hexadecimal digits for 128-bit
encryption keys, enter 16 ASCIl characters or 32 hexadecimal digits for 152-bit
encryption keys.

4. Click the Save/Apply button to save the new configuration.
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Wireless — Security

This page allows you i configure secutly faatures of e winlass LAN imerfface. You can sels e nebsor
authenhcaiion method, selechng data encreplion, speciy whefer a nebseork key is mowred 1o authenbcade o this
wineless neherk and speciy e encrypban strengh

Click "Apphy” o confligurs the wrgless aecunty oplions

Hetwark Rimlenficatione | Dpen =

WEF Encrygiione Erishlad =
Encrygiion Stengle [64-tar =]
Canr el Metwork Hey: ﬂ
Matwinrk Hey 10 | [SBI00=E]1
Matwilh Koy & [
Metwionk Hey 3 |

Metwork ey 4: |
Enler & AECH charatlers or 10 hessoscimal @gils for 64-bi et o keiye
Enler 13 ABCH charstlers ar 26 hesadecimal dagbd far 1 Z8-bil ancryplion keys
Enler 186 &SN charstlers or 12 hexsdacimal dagbs far 1 52-bil encerplion keye

Sawe ipply

Figure 5-49

Note:
We use Encryption Strength 64-bit, Current Network Key selected “1” and enter 10

hexadecimal digits"1908300919” in the Network Key 1 for example, Configure the settings as
Figure 5-49 shown above.

5.5.2.2. WPA

WPA security for wireless communication has been developed to overcome some of the
shortcomings of WEP. WPA combines the key generation with the authentication services of a
RADIUS server.

Wireless -- Security

This page allows you o conflgure sacunty faatures of tha wireiess LAN inteface. You can s&ls e natwork
autherticatan method, selecting dats encreplion, specify whethar a netwark key is requined fo suthenbcate fa
this wirgless netwaork and spacify fe encrypdon sirength

Click “A&poh® o configure e wireless sacurnty oplions

Hotwork Authentication: [ WEA =]

WA Group Rebey Witervak (1

HADIUS Sarver I Akdress: (0.00.0
RADILS Post; (1812
RADILIS Hey:

WA Emcrypiion: TEIP 'rl

Sawe/ kpply |

Figure 5-50
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» WPA Group ReKey Interval: Enter the Key Renewal period, which tells the Router how often
it should change encryption keys.

RADIUS Server IP Address: The IP address of the RADIUS server.

RADIUS Port: The port of the RADIUS server. The default number is 1812.

RADIUS key: The password of the RADIUS Server.

WPA Encryption: Select the encryption you want to use: Automatic, TKIP or AES (AES is an
encryption method stronger than TKIP).

YV V V VYV

Configure WPA settings

1. Select the WPA option from the Network Authentication drop-down list. The menu will
change to offer the appropriate settings.

2. Change the WPA Group Rekey Interval as desired.

Type in the IP address of the RADIUS server used in the RADIUS Server IP Address

field.

Change the RADIUS Port if necessary.

Type in the password in the RADIUS Key field.

Use the default setting TKIP of WPA Encryption.

Click the Save/Apply button to save the new configuration.

w

N o o ks

Wireless -- Security

This page allows you to configure secunty features of the wiraless LAN misdace. Youw can sets tha network
authenlicabon melhod, selecling daks encrlion, specify wheer & netaark iy s requined b sulhenbcale o
Wi wirehass network and specity the encrgplon strangth

Chck"8pphy o condguee he wirelass sacurty ophons

Metwork Mithentication: | WA =

WL Group Rekey interal | an
HADILIS Servar I Address: [192. 168, 1. 1D
RAGILS Part: | 1512

FLUDILIS Kiens ITTTERT TS

WHA Encrygrison IEIF -I

Save/Apply |

Figure 5-51

5.5.2.3. WPA-PSK

WPA-PSK requires a shared key and does not use a separate server for authentication. PSK keys
can be ASCII or Hex type.
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Wireless -- Security

This page allows you to configure security features ofthe wireless LAN interface. You can sets the network
authentication method, selecting data encryption, specify whether a network key is required to authenticate to
this wireless network and specify the encryption strength.

Click "Apply* to canfigure the wireless security options.

Network Authentication; |‘|'|'PA—P 3K j
WPA Pre-Shared Key: | Click here to display
WPA Group Rekey Interval: | 0

WPA Encryption: I TEIP vI

Save/ dpply |

Figure 5-52

» WPA Pre-Shared Key: Enter the key shared by the Router and your other network devices. It
must have 8-63 ASCII characters or 64 Hexadecimal digits.
» Click here to display: Click it to show you the WPA Pre-Shared Key.

Configure WPA-PSK settings

1.

Select the WPA-PSK option. The menu will change to offer the appropriate settings as
the picture show above.

WPA-PSK requires a shared key. Type the key in the space provided. PSK keys can be
ASCII or Hex type.

Change the Group Key Interval as desired or use the default setting.

Click the Save/Apply button to save the new configuration.

Wireless - Security

This page allows vou fo configura secundy featues of ihe wirslass LAN mleface. You can sels Se natwork
authentication melhad, selectng dala encrplian, specily whedhar a neteark ko is requined 1o aulenticale ko
|Fiig wirededs rndbaork and spetif the enciplion afnenglh

Click"Appi® B configure tha wireless secunly oplieas

Hetwork Bailyentic atione [wars =]

WA Pra-Shared Ky |sesasssass Cliek R b dispdan

WA Group Rekey Intenvat [0

WA Encryplion: jTXIF '|

Note:

Save/Apoly E

Figure 5-53

If you click the option “Click here to display”, the Figure 5-54 will pop-up, and it shows the
password you have set.
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a http://192.168.1.1 /'wisecrefresh.wl?wiRefresh=0 - Microso - | I:Ilﬁl

The WEA Pre-Shared Eeyiz 1905300912

|€| Cone I_ I_ I_ I_ I_ |ﬂ Inkernet 4

Figure 5-54

5.5.2.4. WPA2

To configure WPA2 settings, select the WPA2 option from the drop-down list. The menu will
change to offer the appropriate settings. The steps of these settings are similar to WPA settings.

Wireless -- Security

This page alovs you b configure securly fasiures of the wireless LA interace. You can s&1s fe natwvosk
authantication method, selacting dala encryglion, spaoiy whether a nebwork Ray 15 requiad 0 authenbcale i
iz wanaless nabwork and spacify the ancrypbon strenglh

Chick “Apph” o configura the wiredass security opiions

Metwini k Aubeatication: |'|"|"'P.E j

WA Grotgs Felkey itenal: |:|

FADHS Server 1P Mildress; (0. 0.0
HADRIS Port; | 1512
RADUS Hey: |
WEE Encrygition: HES -
Save/ Apply |
Figure 5-55

5.5.2.5. WPA2-PSK

To configure WPA2-PSK settings, select the WPA2-PSK option from the drop-down list. The
menu will change to offer the appropriate settings. WPA2-PSK requires a shared key and does
not use a separate server for authentication. PSK keys can be ASCII or Hex type.
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Wireless -- Security

This page algws wou i condigura security fastures of the wirsless LAN imerface. You can sats iha netsark
aushenicaton meinod, saleching data encryphon, Spaciy whather 3 natwork kay 15 requirad 1o authardicaia o
this- weraless natwork and specdy the ancryphon sirength

Click“Apph” to cordigure tha wiraless sequrity options

Metwork Authetication: ~ [VFAZ-P3E =
WA Pre-Shan ed Heys |l-lll-|ll-ll- Click hege 1o display
WA Gisinp Fonkoy Biterak |0
WL Encrypian: LES -
Sawe/Apply |
Figure 5-56

5.5.2.6. Mixed WPA2/WPA

To configure Mixed WPA2/WPA settings, select the Mixed WPA2/WPA option from the drop-down
list. The menu will change to offer the appropriate settings. The steps to these settings are similar
to those for WPA-PSK.

Wireless - Security

This pape allwes vau 1o corfipure Secuiby fealenes af e wenkless LAN inlemace You can sels the netwark
aulbenlicatan melhod, salecling data encnalion, Specifswhalher & nebeon key is requined 1o auibenlicate (o
His wirdless nesaork snd specife Ihe ancrpBon stnknglh

Chek “apoh® 10 configune he wireless secuili aplions

Metwork Authemtication:  |Muxed WEAZ/WFA =
WA Group Rebey iferal: |:|
RADUS Server P Adiless: |:|. 0 0.0
RADILS Part: | 1512
FLALHLES Keye |

W Bt yplio: |.‘u.|'. amal L "'i

Save/Hpply |

Figure 5-57

5.5.2.7. Mixed WPA2/WPA-PSK

To configure Mixed WPA2/WPA-PSK settings, select the Mixed WPA2/WPA-PSK option from the
drop-down list. The menu will change to offer the appropriate settings. The steps of this setting
are the same with WPA-PSK.

66



JIDRWEI{s[lem 108M Wireless ADSL2+ Router User Guide

Wireless -- Security

U'his page afiows you 0 configune securty ratures of the wireless LAN Imerace. You can sats tha netsark
aushenhcaton mednod, s8leciing data encryphon, Spaciy wnather & natwork kay 15 requinad 1o autharficaia o
thig wemaless nabwork and specsy the ancryphon strength

Click“Apph™ 1o cordigure ine wirglass securly ophons

Metwork Authentication: ~ [Mix=d WPAZ/WPA-PSE =]

WP Pre-Shared Ky | Click here 1o display
W G ol Fekey lilerat [0

WIEA Encrypian |.'.|:t omati w|

SaweSipply |

Figure 5-58

5.5.3 Wireless -- MAC Filter

Choose “Wireless">"MAC Filter”, you will see the screen of Wireless-MAC Filter settings
shown as below.

Wireless -- MAC Filter

MAC Restrict Mode: v Disabled T Allow = Deny
MAC Adidress FRemove
00130855 FF09 I

&dd Remowe

Figure 5-59
Wireless access can be filtered by using the MAC addresses of the wireless devices transmitting
within your network’s RADIUS. To filter wireless users by MAC Address, either permitting or
blocking access. If you do not wish to filter users by MAC Address, select Disabled.
» Allow: Click this button to allow wireless access by the devices listed on this screen.
» Deny: Click this button to block wireless access from the devices listed on this screen.
» Add: Click this button to add the MAC Address.
» Remove: Click this button to remove the item of the MAC Address.

When you click the Add button, the pop-up picture shown below, and then you can type the MAC
Address in the MAC Address field.
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Note:

The form of MAC Address must be “Xx:xx:xx:xx:xx:xx", like “00:13:0A:55:FF:09".

Wireless -- MAC Filter

Enter the MAC address and click "Apph" to add the MAC address to the wireless MAC address filters.

MAC Address: II:IEI: 13:04:55:FF:09

Save/Apply

Figure 5-60
When you finished making changes to the MAC Filter List screen, click the Save/Apply button to
save the changes.

5.5.4 Wireless — Advanced

Choose “Wireless”>"Advanced”, you will see the screen of Wireless-Advanced settings shown
as below.

Wireless -- Advanced

This page allaws you lo canfigure advanced feslures of e wirginss LA mileface. Wou can selecl a padicutar
channel an which 1o aperate el lhe ragmentalion threshold, el ihe RTE ihreshold, S&1 ihe wakeup inleral for
clignls in povwer-save mode, 22t 1he beacon inkzrsad fof he access phind zel ¥Pness mode

ERAppl 1o configure the advancad wirelass oplons

Chainsk |I.i l] Cusrenl B
Fragmentation Threshold | 236
RTS Thie<hal: | 2347
DT Infervak | I
Beacon [mMerat | Lao
Mlnain: | |0ENEbp s (Dynanic) j
Save/Apply |
Figure 5-61

» Channel: Select the channel you want to use from the drop-down List of Channel. This field
determines which operating frequency will be used. It is not necessary to change the
wireless channel unless you notice interference problems with another nearby access point.

» Fragmentation Threshold: This value specifies the maximum size for a packet before data
is fragmented into multiple packets. If you experience a high packet error rate, you may
slightly increase the Fragmentation Threshold. Setting the Fragmentation Threshold too low
may result in poor network performance. Only minor reduction of the default value is
recommended. In most cases, it should remain at its default value of 2346.

» RTS Threshold: Should you encounter inconsistent data flow, only minor reduction of the
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default value 2347 is recommended. If a network packet is smaller than the preset RTS
threshold size, the RTS/CTS mechanism will not be enabled. The Router sends Request to
Send (RTS) frames to a particular receiving station and negotiates the sending of a data
frame. After receiving an RTS, the wireless station responds with a Clear to Send (CTS)
frame to acknowledge the right to begin transmission. In most cases, keep its default value
of 2347.

DTIM Interval: This value, between 1 and 255, indicates the interval of the Delivery Traffic
Indication Message (DTIM). A DTIM field is a countdown field informing clients of the next
window for listening to broadcast and multicast messages. When the Router has buffered
broadcast or multicast messages for associated clients, it sends the next DTIM with a DTIM
Interval value. Its clients hear the beacons and awaken to receive the broadcast and
multicast messages. The default value is 1.

Beacon Interval: Enter a value between 20-1000 milliseconds. The Beacon Interval value
indicates the frequency interval of the beacon. A beacon is a packet broadcast by the Router
to synchronize the wireless network. The default value is 100.

Mode: In the drop-down list you can select “11Mbps (802.11b)”, “54Mbps (802.11g)", and
“108Mbps (Dynamic)”. "54Mbps (802.11g)", which allows both 802.11g and 802.11b
wireless stations to connect to the Router, “108Mbps (Dynamic)” allows Super G™, 802.11g
and 802.11b wireless stations connect to the router.

5.5.5 Wireless — Statistics

Choose “Wireless”->"Statistics”, you will see the screen of Wireless-Statistics setting shown as
below.

Wireless - Statistics

Thiz page Shives aulenlicaled winses s sbalions and their slalug
BSSID Associnted Folvsriz wil
0003 T b e i TEd

Fi=f rmzh |

Figure 5-62

This page shows authenticated wireless stations and their status.

» BSSID: Displays the connected wireless station's MAC address.

» Associated: Displays whether the wireless station has associated with the access point.
» Authorized: Displays the information of Authentication.
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5.6 Diagnostics

Choose “Diagnostics”, you will see the Diagnostics screen. This section describes the result of
the test for the ENET (Ethernet) Connection, Wireless Connection and ADSL Synchronization.
You can refer to the Help menu to get more information about the corresponding test.

pppoe_EB_35_1 Diagnostics

vy madeem iz cagable ol teshineg goir DEL connacion Tre madraduat iesis am isked baioe Fa oot diapleys & fel sk, cAck "Rann D4
apFals Tees™ ul e bodoem af this pags i maks sura ha Sl sleus i oona s ©e sl coninues o M, ditk"Ha " and ol o e i
Dl & Tl g e Eedijia s

Te=l ihe connechon be your locsl nebaork

Tast yoisr ENET{1 A} Copnactian: PASS Hezlp
Test your Wireless Connechon PASS Hzlp
Tesl iha connechion i@ your D51 serdoe prossda)

Tl RIS Symcisr oniraiian: PASS Haln
Fovsd BT CIRM % segrmand o HARS Haip
T AT DKM F5 faell-00-ital piiii) Fan =]

Tkl T Cofificlion be youi [Tl s B ol ier
Tas PP sdivai cofifreciini; PASS il 1]
Tes mEhenlicaan wih 159 FASS Helo
Tl Nl asigmia IP aahilisas; FARS H=lp
Ping defsih paawmy PASS =i}
P e iniany Doenan Mame Seivei LLL 1] Help

Tert | Tert With AN Fd
Figure 5-63

5.7 Management

Choose “Management”, there are six submenus under the main menu. They are Settings,
System Log, TR-069 client, Internet Time, Access Control, Update Software and Reboot.
Click any of them, and you will be able to configure the corresponding function.

5.7.1 Settings

This section provides three important functions for managing the Router; they are Backup,
Update and Restore Default (shown in Figure 5-64). The detailed manipulations are described
below.
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108BM
Wirtiass ADELI+ Rosrer Settings - Backup

Mizdial B T -VERG0G

Eackup OEL rouder configuralions. Yo may s3ee wous rouder configuraiions to a e on vour PO

Dackup SEtTings |

Figure 5-64

5.7.1.1. Backup

Choose “Management”’>"“Settings”>"“Backup”, you can see the Backup screen, this screen
(shown in Figure 5-65) allows you to save the current configuration of the Router as a backup file.

Settings - Backup

Backup DSL router canfigurations. You may save your router configurations to a file onyour PC.

Backup Settings

Figure 5-65

To back up the Router’s current settings:
1. Click the Backup Settings button on the screen above (pop-up Figure 5-65), the following
screen will then appear (shown in Figure 5-66).

File Download x|

Do you want to save thiz hle?

] Mame: backupsettings.conf

Type: Unknown File Type
From: 192.168.1.1

Save |

Figure 5-66

2. Click the Save button, and save the file as the appointed file (shown in Figure 5-67).
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savens 21|
Savein |3 TD-WeS20G = Q F -

ty Documents

™

My Computer

File name: Ibackupsettings j Save
Saveastype:  |.conf Document | Cancel |
A
Figure 5-67

5.7.1.2. Update

Choose “Management”>“Settings”>“Update”, you can see the Update screen, this screen
(shown in Figure 5-68) allows you to update the Router’s settings.

Tools -- Update Settings

Update DSL router settings. You may update your router settings using your saved files.,

Settings File Name: |D:RTF"—LINKHTD—WB Browse... |

Ipdate Settings |

Figure 5-68

To update the Router’s settings:

1. Click the Browse button to locate the update file for the device, and you can also enter the
exact path to the Setting file in the text box.

2. After you have selected the file for updating the settings, click the Update Settings button.

Note:

The Router will reboot upon completion. This process will take a while, don’t turn off the Router or
press the Reset button while processing.
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5.7.1.3. Restore Default

Choose “Management’->“Settings”">"“Restore Default”, you can see the Restore Default
screen, this screen (shown in Figure 5-69) allows you to restore the Router’s configuration to the
factory defaults on the screen.

Tools -- Restore Default Settings

Realor DEL rowudes sEfngs 1o e Belony delauns

Restore Defmalt Settimg rl

Figure 5-69

» Restore Default Settings: Click this button to restore the Router’s configuration to the
factory defaults, and then follow the on-screen instructions to complete it.

» Account and Password: The default account name and its password are both admin.
» The default IP Address: 192.168.1.1.
» The default Subnet Mask: 255.255.255.0.

5.7.2 System Log

Choose “Management”>“System Log”, you can see the System Log screen, this screen
(shown in Figure 5-70) allows you to view the system log and configure the system log options.

System Log

The Systern Log dialog allows yau to view the System Log and canfigure the System Log options.
Click "iew Systern Log" to view the Systermn Loag.
Click "Configure Systerm Log" to canfigure the System Log options.

Wiew System Log Configure Svztem Log

Figure 5-70

To View the System Log:

Click the View System Log button, you will see the screen (shown in Figure 5-71) which displays
the Router’s recent logs.
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System Log

Date/Time |Facility|SeverityMessaqge
Jan 1 00:48:13 |svslog  [emeryd ([TD-W8920G started: BusyBox w1 .00 (2007.03.12-00:42+0000)

Refresh Close

Figure 5-71
» Refresh: Click the button, the information in the table will be updated.
» Close: Click the button, the screen will be closed.
To Configure the System Log Settings:

Click the Configure System Log button (shown in Figure 5-70), you will see the screen below
(shown in Figure 5-72).

System Log -- Configuration

[fthe log mode is enahbled, the system will heagin to log all the selected events. Faor the Log Lewvel, all
events above or equal to the selected level will be logoed. Forthe Display Level, all logged events abowve
or equal to the selected level will be displayed. Ifthe selected mode is 'Remote’ or 'Both,' events will he
sentto the specified IP address and UDP port ofthe remote syslog server. Ifthe selected made is 'Local’
or 'Both,' events will be recorded in the local memaory.

Selectthe desired values and click 'Saveffpph’ to configure the system log options.

Log: " Disable ¥ Enable

Log Level: IEerr vI
Display Level: Error - I
Maodle: Local - I

Server IP Address: |

Server UDP Port: |

Sawve/Apply

Figure 5-72

» Disable/Enable: Select the Enable to log the events, if you don’t want to log these events,
please select Disable.

» Log Level: Select the Log level in the drop-down list, for the Log level, all events above or
equal to the selected level will be logged.

» Display Level: Select the Display level in the drop-down list, for the Display Level, all logged
events above or equal to the selected level will be displayed.

» Mode: Select the mode to record the events. If the selected mode is Local, events will be
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>
>

5.

recorded in the local memory. If the selected mode is Remote, events will be sent to the
specified IP address and UDP port of the remote system log server. If the selected mode is
Both, events will be sent to the local memory and the remote system log server.

Server IP Address: Type the address of the server you want to record the events.

Server UDP Port: Type the UDP Port of the server.

7.3 TR-069 client

Choose “Management”’>"“TR-069 client”, you can see the TR-069 client - Configuration screen,
this screen (shown in Figure 5-73).

TR-069 WAN Management Protocol allows a Auto-Configuration Server (ACS) to perform
auto-configuration, provision, collection, and diagnostics to this device.

TR-069 client - Configuration

WAl Management Protocol (TR-069) allows a Auto-Configuration Server (ACS) to perform auto-configuration,
provision, collection, and diagnostics to this device.

Selectthe desired walues and click "Apph" to configure the TR-064 client options.

Inform: @ Digahle " Enable
Inform Interval: | 300
ACS URL: |
ACS User Name: | admin
ACS Password: | sssse
Connection Regquest User Name: | admin
Connection Request Password: | 'TTIT]
Save/Apply GetRPCMethods
Figure 5-73

» Inform: You can select the checkbox to disable or enable the Inform Interval.

» Inform Interval: Type the interval time of your Router contact with the ACS.

» ACS URL: Please accept this information from your ISP. And through ACS
(Auto-Configuration Server) you can perform auto-configuration, provision, collection, and
diagnostics to this router.

» ACS User Name: Please accept this User Name information from your ISP.

» ACS Password: Please accept the Password information from your ISP.

Note:

If
»
>

you want to log on the ACS, you must owned the ACS User Name and ACS Password.
Connection Request User Name: Type the Connection Request User Name, set it yourself.
Connection Request Password: Type the Connection Request Password, set it yourself.
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Note:

The Connection Request User Name and Connection Request Password used for ACS log on the
Router and manage it.

» GetRPCMethods: Click this button to contact with ACS.

Note:
RPC- Remote Procedure Calls
Select the desired values and click "Save/Apply" to configure the TR-069 client options.

5.7.4 Internet Time

Choose “Management”>“Internet Time”, you can see the Time settings screen, this screen
(shown in Figure 5-74) allows you to set the time for the Router.

Time settings

This page allows you to the modem's time configuratian.

v Automatically synchronize with Internet time servers

First NTP time server: [ clock. fmt. he.net =]
Second NTP time server: II'Iu:une j
Time zone offset: I (GMT-12:00) International Date Line Wej
Save/Apply |
Figure 5-74

To set the Router’s time:

1. Select automatically synchronize with Internet time servers.

2. Select the First NTP time server and/or the Second NTP time server in the drop-down list
severally.

3. Select your local time zone.

4. Click Save/Apply button.

Note:

This setting will be used for some time-based functions such as firewall. You must specify your
time zone once you login to the Router successfully, if not, the time limited on these functions will
not take effect.

The time will be lost if the Router is turned off.

The Router will obtain the time automatically from Internet if it has already connected to Internet.

5.7.5 Access Control

This section provides three submenus including Services, Addresses and Password (shown in
Figure 5-75), the detailed descriptions are provided below.
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108M
Wirelass ADSL2+ Routsr Access Control -- Services

Model Na,! TD-VWEI2DGE

A Serace Contl List FECL enables o digables sepices from being w=ed

Sandces LAM WiAN
HTTE ¥ Enalile I~ Enahie
ICK= Enabie I~ Enabis

Savn/dpnly |

Figure 5-75

5.7.5.1. Services

Choose “Management”’>"“Access Control”>“Services”, you can see the Services screen, this
screen (shown in Figure 5-76) allows you to select the services for LAN Ports and WAN Port.
After you have completed, click the Save/Apply button to make sure your selection.

Access Control — Services

A Senite Conlral List CSCLT) enables or disables Senstas fom baing used

Seivices LAaM AN
HTTF [# Ermable ¥ Enable
IGHP * Enahle I Enable
Saves Apply |
Figure 5-76
Note:

WAN are not available for the connection type of Bridge here, they won’t display on the screen

above since only Bridge is selected.

5.7.5.2. IP Addresses

Choose “Management”>“Access Control”>“IP Addresses”, you can see the IP Address
screen, this screen (shown in Figure 5-77) allows you to configure the IP Address for managing
the Router.
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Access Control -- IP Address

The IP Address Access Control mode, if enahbled, permits access to local management services from
IP addresses contained inthe Access Contral List. Ifthe Access Control mode is disahled, the system
will not validate IP addresses for incoming packets. The senices are the systerm applications listed in
the Service Contral List

Access Control Mode: = Dizable {* Enable
IP Address Remove
192.168.1.222 [

Add Eemowe |

Figure 5-77

To add the IP Address:
1. Click the Add button. You can add a new IP Address in the next screen (shown in Figure
5-78).

Access Control

Enter the IP address of the management station permitted to access the local management services,
and click "Savelfpphy.'

IP Address: 182, 168, 1. 222

Save, Apply

Figure 5-78

2. Enter the IP address of the management station permitted to access the local management
services.

3. Click the Save/Apply button to save the IP Address.

4. Enable the Access Control Mode (shown in Figure 5-77).

Note:

If Enabled, the Router will permit access to local management services from IP addresses
contained in the Access Control List. If the Access Control mode is Disabled, the function will not
validate, and all IP addresses can access to local management services. The services are the
system applications listed in the Service Control List.

5.7.5.3. Passwords

Choose “Management”>“Access Control”>“Password”, you can see the screen (shown in
Figure 5-79) which allows you to change the factory default password of the Router.
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Access Control -- Password

Access toyour DSL router is controlled through anly one user accounts: admin.

The user name "admin" has unrestricted access to change and view configuration of your DSL Rao
Uter.

lse the fields below to enter up to 16 characters and click "Apply' to change ar create passwoards.
Maote: Passward cannot contain a space.

Old Password: | sssss
New Passwori: | ssssss
Confirm Password: | (TTTIT]

Sawve/ Apply

Figure 5-79

To change the password:

1. Enter the Old Password in the text box.

2. Enter the New Password and Confirm Password. The Confirm Password should be the
same as the New Password.

3. Click the Save/Apply button to make your change take effect.

Note:
The password cannot contain a space, and its maximum length is 16 characters.

5.7.6 Update Software

Choose “Management”>“Update Software”, you can see the screen (shown in Figure 5-80)
which allows you to upgrade the latest version software to keep the Router up to date.

Tools -- Update Software

Step 1: Obtain an updated software imaage file fram yaur ISP,

Step 2: Enter the path to the imaae file location in the hox helow ar click the "Browse" button to locate the
image file.

Step 3: Click the "Update Software" button once to upload the new image file.

MOTE: The update process takes ahout 2 minutes to complete, and your DSL Router will reboot.

Software File Name: ICZ"-.TF"'UNK"- Browse. .. |

Update Software |

Figure 5-80
» Browse: Click the button to locate the latest software for the device.

» Update Software: After you have selected the latest software, click the button.
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To update the Router's software:

1. Download the latest software upgrade file from the TP-LINK website (www.tp-link.com).

2. Click Browse to view the folders and select the image file or enter the exact path to the
image file location in the text box.

3. Click the Update Software button.

Note:

Do not turn off the Router or press the Reset button while the software is being updated.
The Router will reboot after the Upgrading is finished.

5.7.7 Reboot

Choose “Management”>"“Reboot”, you can see the screen (shown in Figure 5-81) which allows
you to reboot the Router.

Reboot router

Click the button below to reboot the router.

Eeboot |

Figure 5-81

Note:

After you clicked the Reboot button, please wait for a while before reopening your web browser.
Do not turn off the Router or press the Reset button while the Router is rebooting.

If necessary, reconfigure your PC's IP address to match your new configuration.
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Chapter 6. Appendix

Appendix A: Glossary

108M Super G WLAN Transmission Technology - 108M Super G WLAN Transmission
Technology employs multiple performance-enhancing techniques including packet bursting, fast
frames, data compression, and dynamic turbo mode that combine to improve the throughput and
range of wireless networking products. Users can experience link rates of up to 108Mbps, twice
the industry-standard maximum data link rate of 54Mbps, while preserving full compatibility with
traditional 802.11g or 802.11b networks. 108M Super G products offer the highest throughput
performance available on the market today. In dynamic 108M mode, the device can attach
802.11b, 802.11g and 108Mbps Super G devices at the same time in an integrated environment.

2x to 3x eXtended Range™ WLAN Transmission Technology - The WLAN device with 2x to
3x eXtended Range™ WLAN transmission technology make its sensitivity up to 105 dB, which
gives users the ability to have robust, longer-range wireless connections. With this
range-enhancing technology, a 2x to 3x eXtended Range™ based client and access point can
maintain a connection at as much as three times the transmission distance of traditional 802.11b
and 802.11g products, for a coverage area that is up to nine times greater. A traditional 802.11b
and 802.11g product transmission distance is about 300m, a 2x to 3x eXtended Range™ based
client and access point can maintain a connection transmission distance may be up to 830m.

Access Point - A device that allows wireless-equipped computers and other devices to
communicate with a wired network. Also used to expand the range of a wireless network.

Ad-hoc Network - An ad-hoc network is a group of computers, each with a wireless adapter,
connected as an independent IEEE 802.11 wireless LAN. Ad-hoc wireless computers operate on
a peer-to-peer basis, communicating directly with each other without the use of an access point.
Ad-hoc mode is also referred to as an Independent Basic Service Set (IBSS) or as peer-to-peer
mode, and is useful at a departmental scale or SOHO operation.

AES (Advanced Encryption Standard) - A security method that uses symmetric 128-bit block data
encryption.

ACS (Auto-Configuration Server) - Through ACS (Auto-Configuration Server) you can perform
auto-configuration, provision, collection, and diagnostics to the device.

ATM (Asynchronous Transfer Mode) - ATM is a cell based transfer mode that requires variable
length user information to be segmented and reassembled to/from short, fixed length cells. It uses
two different methods for carrying connectionless network interconnect traffic, routed and bridged
Protocol Data Units (PDUs), over an ATM network.

Bridging - A device that connects different networks.

Browser - An application program that provides a way to look at and interact with all the
information on the World Wide Web.

DDNS (Dynamic Domain Name System) - Allows the hosting of a website, FTP server, or e-mail
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server with a fixed domain name (e.g., www.xyz.com) and a dynamic IP address.

Default Gateway - A device that forwards Internet traffic from your local area network.

DHCP - A networking protocol that allows administrators to assign temporary IP addresses to
network computers by “leasing” an IP address to a user for a limited amount of time, instead of
assigning permanent IP addresses.

DMZ (Demilitarized Zone) - Removes the Router's firewall protection from one PC, allowing it to
be “seen” from the Internet.

DNS (Domain Name Server) - The IP address of your ISP's server, which translates the names of
websites into IP addresses.

Domain - A specific name for a network of computers.
DSL (Digital Subscriber Line) - An always-on broadband connection over traditional phone lines.
Dynamic IP Address - A temporary IP address assigned by a DHCP server.

EAP (Extensible Authentication Protocol) - A general authentication protocol used to control
network access. Many specific authentication methods work within this framework.

Encryption - Encoding data transmitted in a network.

Ethernet - IEEE standard network protocol that specifies how data is placed on and retrieved
from a common transmission medium.

Firewall - A set of related programs located at a network gateway server that protects the
resources of a network from users from other networks.

Gateway - A device that interconnects networks with different, incompatible communications
protocols.

IEEE 802.11b - The IEEE 802.11b standard specifies a wireless networking at 11 Mbps using
direct-sequence spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.4GHz, and WEP encryption for security. IEEE 802.11b networks are also referred
to as Wi-Fi networks.

IEEE 802.11g - Specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the unlicensed
radio spectrum at 2.4GHz, and backward compatibility with IEEE 8021b devices, and WEP
encryption for security.

Infrastructure Network - An infrastructure network is a group of computers or other devices,
each with a wireless adapter, connected as an IEEE 802.11 wireless LAN. In infrastructure mode,
the wireless devices communicate with each other and to a wired network by first going through
an access point. An infrastructure wireless network connected to a wired network is referred to as
a Basic Service Set (BSS). A set of two or more BSS in a single network is referred to as an
Extended Service Set (ESS). Infrastructure mode is useful at a corporation scale, or when it is
necessary to connect the wired and wireless networks.

IP Address - The address used to identify a computer or device on a network.
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IPoA (IP and ARP over ATM) - A protocol that provides extensions to the IP Group for handling IP
over ATM flows.

ISP (Internet Service Provider) - A company that provides access to the Internet.
LAN - The computers and networking products that make up your local network.

MAC (Media Access Control) Address - The unique address that a manufacturer assigns to each
networking device.

NAT (Network Address Translation) - NAT technology translates IP addresses of a local area
network to a different IP address for the Internet.

MER (MAC Encapsulation Routing) - MER allows IP packet to be carried as bridged frames.
There are many applications, such as IPoA, DSL networks and other frame-based network.
Depending on your equipment, they can be either bridged or routed within the network.

Network - A series of computers or devices connected for the purpose of data sharing, storage,
and/or transmission between users.

Ping (Packet Internet Groper) - An Internet utility used to determine whether a particular IP
address is online.

Port - The connection point on a computer or networking device used for plugging in cables or
adapters.

PPPoE (Point to Point Protocol over Ethernet) - PPPoE stands for Point to Point protocol over
Ethernet, this protocol is used as a type of broadband connection that provides authentication
(username and password) in addition to data transport.

PPPoA (Point to Point Protocol over ATM) - PPPoA stands for Point to Point protocol over ATM,
this protocol is also used as a type of broadband connection that provides authentication
(username and password) in addition to data transport.

RADIUS (Remote Authentication Dial-In User Service) - A protocol that uses an authentication
server to control network access.

RJ45 (Registered Jack-45) - An Ethernet connector that holds up to eight wires.
Router - A networking device that connects multiple networks together.

RPC (Remote Procedure Calls) - RPC is a powerful technique for constructing distributed,
client-server based applications. It is based on extending the notion of convention, or local
procedure calling, so that the called procedure need not exist in the same address space as the
calling procedure. The two processes may be on the same system, or they may be on different
systems with a network connecting them. By using RPC, programmers of distributed applications
avoid the details of the interface with the network. The transport independence of RPC isolates
the application from the physical and logical elements of the data communications mechanism
and allows the application to use a variety of transports.

Server - Any computer whose function in a network is to provide user access to files, printing,
communications, and other services.

SOHO (Small Office/Home Office) - Market segment of professionals who work at home or in
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small offices.

SSID - A Service Set Identification is a thirty-two character (maximum) alphanumeric key
identifying a wireless local area network. For the wireless devices in a network to communicate
with each other, all devices must be configured with the same SSID. This is typically the
configuration parameter for a wireless PC card. It corresponds to the ESSID in the wireless
Access Point and to the wireless network name.

Static IP Address - A fixed address assigned to a computer or device that is connected to a
network.

Static Routing - Forwarding data in a network via a fixed path.
Subnet Mask - An address code that determines the size of the network.

TCP (Transmission Control Protocol) - A network protocol for transmitting data that requires
acknowledgement from the recipient of data sent.

TCP/IP (Transmission Control Protocol/Internet Protocol) - A set of instructions PCs use to
communicate over a network.

TKIP (Temporal Key Integrity Protocol) - a wireless encryption protocol that provides dynamic
encryption keys for each packet transmitted.

UDP (User Datagram Protocol) - A network protocol for transmitting data that does not require
acknowledgement from the recipient of the data that is sent.

VCI (Virtual Channel Identifier) - The identifier of the VC contained in the ATM cell header.
VPI (Virtual Path Identifier) - The identifier of the VP contained in the ATM cell header.
Update - To replace existing software or firmware with a newer version.

VLAN (Virtual Local Air Network) - Logical subgroups that constitute a Local Area Network (LAN).
This is done in software rather than defining a hardware solution.

VLAN ID (0-4095) - Indicates the ID number of the VLAN being configured. Up to 256 VLANSs can
be created.

WAN (Wide Area Network) - Networks that cover a large geographical area.
Web-based Utility - The web page that allows you to manage the Router.

WEP (Wired Equivalent Privacy) - A data privacy mechanism based on a 64-bit or 128-bit or 152-
bit shared key algorithm, as described in the IEEE 802.11g standard.

Wi-Fi - A trade name for the IEEE 802.11b wireless networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards group
promoting interoperability among IEEE 802.11b devices.

WLAN (Wireless Local Area Network) - A group of computers and associated devices
communicate with each other wirelessly, which network serving users are limited in a local area.

WPA (Wi-Fi Protected Access) - A wireless security protocol use TKIP (Temporal Key Integrity
Protocol) encryption, which can be used in conjunction with a RADIUS server.

84



JIDRWEI{s[lem 108M Wireless ADSL2+ Router User Guide

Appendix B: Specifications

ANSI T1.413, ITU G.992.1, ITU G.992.2, ITU G.992.3, ITU G.992.5,
IEEE 802.11b , IEEE 802.11g , IEEE 802.3, IEEE 802.3u, TCP/IP,
IPoA , PPPoOA , PPPoE, SNTP, HTTP, DHCP, ICMP, NAT

Supporting  Standards

and Protocols

LAN Ports | 4 10/100M Auto-Negotiation RJ45 ports  Auto MDI/MDIX)

Ports
Line Ports | 1 RJ11 port

10Base-T: UTP category 3, 4, 5 cable

Network Medium
100Base-TX: UTP category-5

LAN/WAN 1,2,3,4(LAN), WLAN, ADSL

LED

Others Power, System

Dimensions (L X W X H) 186x146x44 mm), 7.32x5.75x1.73 (|nCh)

Working Temperature: 0 ~ 40

Storage Temperature: -40 ~ 70

Working Environment
Working Humidity: 10% ~ 90% RH (non-condensing)

Storage Humidity: 10% ~ 90% RH (non-condensing)

Appendix C: Contact Information

For help with the installation or operation of the TP-LINK TL-W8920G 108M Wireless ADSL2+
Router, please visit our website.
http://www.tp-link.com
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