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English
Hereby, Philips Consumer Electronics, BLC P&A CC, declares that this CPVWBS054 is in compliance
with the essential requirements and other relevant provisions of Directive 1999/5/EC.

Finnish
Philips Consumer Electronics, BLC P&A CC vakuuttaa titen ettdi CPVWBS054 tyyppinen laite on
direktiivin 1999/5/EY oleellisten vaatimusten ja sitd koskevien direktiivin muiden ehtojen mukainen.

Dutch

Hierbij verklaart, Philips Consumer Electronics, BLC P&A CC dat het toestel CPWBS054 in
overeenstemming is met de essentiéle eisen en de andere relevante bepalingen van richtlijn
1999/5/EG.

French

Par la présente, Philips Consumer Electronics, BLC P&A CC, déclare que I'appareil CPWBS054 est
conforme aux exigences essentielles et aux autres dispositions pertinentes de la directive
1999/5/CE

Swedish

Harmed intygar, Philips Consumer Electronics, BLC P&A CC, att denna CPWBS054 star |
overensstimmelse med de visentliga egenskapskrav och 6vriga relevanta bestimmelser som
framgar av direktiv 1999/5/EG.

Danish
Undertegnede Philips Consumer Electronics, BLC P&A CC erklerer herved, at falgende udstyr
CPWBS054 overholder de vaesentlige krav og @vrige relevante krav i direktiv 1999/5/EF

German

Hiermit erklirt Philips Consumer Electronics, BLC P&A CC die Ubereinstimmung des Gerites
CPWBS054 mit den grundlegenden Anforderungen und den anderen relevanten Festlegungen der
Richtlinie 1999/5/EG.

Greek

ME THN MAPOYZA Moyunt MNo&rdvec Epeyucoliyt, B.®. Meoimbecaput & Ayyettooier THA
YNEI OTI IMMW®»A054 SYMMOP® YNETAI MPOX TIZ OYZI YTEIZ AMAITHZEIZ KAI TIZ
AOITMEX IXETIKEXZ TIATAZEIX THX OTHIIAX 1999/5/

Italian
Con la presente Philips Consumer Electronics, BLC P&A CC dichiara che questo CPWBS054 e
conforme ai requisiti essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Spanish

Por medio de la presente, Philips Consumer Electronics, BLC P&A CC, declara que el CPVWBS054
cumple con los requisitos esenciales y cualesquiera otras disposiciones aplicables o exigibles de la
Directiva 1999/5/CE

Portuguese
Philips Consumer Electronics, BLC P&A CC declara que este CPWBS054 esta conforme com os
requisitos essenciais e outras disposi¢des da Directiva 1999/5/CE.
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Wireless Base Station 11g

CPWBS054

Thank you for purchasing the Philips Wireless Base Station 11g.

This Wireless Base Station 11g is a 54 Mbps wireless residential gateway,
especially designed to provide a simple and cost effective wireless Internet
sharing solution for both home and small office users.

Besides flexibility on home network connectivity, the Wireless Base Station
11g also provides network security and management features for users like
Network Address Translation (NAT), Dynamic Host Configuration Protocol
(DHCP), advanced packet filtering with hacker attack monitor, logging and
stateful packet inspection (Firewall-SPI). Also, Universal Plug and Play
(UPnP), Dynamic DNS (DDNS),WiFi Protected Access (WPA), 802.1x +
TKIE and wireless to wired Ethernet bridging are all supported.

Packaging contents

Please check whether all of the following items are present in the box of
the Wireless Base Station 11g. These are provided to help you set up and
use your Wireless Base Station 11g. Contact your Philips retailer if any items
are missing.

* Wireless Base Station 11g
» Power adapter

* Ethernet cable class RJ-45
* Installation CD

* "How To...?"-booklet
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Your Wireless Base Station 11g

1 Antennas

For connecting to your Wireless Network Adapters
(also called WLAN or WiFi).

2 Reset button

* Press it for 2 seconds to reboot the wireless base station 11g.
* Keep it pressed for more than 5 seconds to restore the factory

default settings.
3 Ethernet ports

RJ-45 sockets for Broadband Modem and Ethernet network cables.

4 Power

Socket for connecting the power adapter to the Wireless Base Station 11g.

5 Indicator LEDs

Display the network status.

LED LED colour Meaning
Power Blue Off when power is disconnected
On when receiving power:
Blinking when rebooting
Wireless Off when wireless is disabled.
(Wireless Blue On when wireless enabled and client active.
home network) Blinking when transmitting.
Modem Blue Off when not connected

(Internet modem)

On when a link is established.
Blinking when transmitting.

1/2/3/4 LAN Yellow (10 Mbps)
(Wired home network) Blue (100 Mbps)

Off when not connected
On when a link is established.
Blinking when transmitting.

6 Label with MAC address
The MAC address consists of 12 characters (e.g. 00:30:F1:AT:F4:A5 or, in
general, xxixxixx:xxxxixx) and is the unique hardware address of this
network device. Some safety features or network identification purposes
need this MAC address.
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Important information
* Please install and connect the product in the order as described in the
"How to..." booklet only. This assures best installation results with the least
technical hassles.
Please read this manual and the “How To...?"-booklet carefully before using
the Wireless Base Station 11g; and keep these documents for future
reference.
The most recent downloads and information on this product will be
available through our web site www.philips.com/support
During set-up and installation, it may be helpful to have the instructions for
your PC and other network components at hand.

Safety Precautions

Check if the voltage indicated on the type plate of the adapter corresponds

to the local mains voltage before connecting to the mains power supply.

Radio equipment for wireless applications is not protected against

disturbance from other radio services.

* Do not expose the product to excessive moisture, rain, sand or heat sources.

* The product should not be exposed to dripping or splashing. No object
filled with liquids, such as vases, should be placed on the product.

* Keep the product away from domestic heating equipment and direct sunlight.

* Allow a sufficient amount of free space all around the product for adequate

ventilation.

Do not open this product. Contact your Philips retailer if you experience

technical difficulties.

Environmental information

All redundant packing material has been omitted. We have done our utmost
to make the packaging easily separable into three mono materials:
cardboard (box), polystyrene foam (buffer) and polyethylene (bags,
protective foam sheet). Your set consists of materials that can be recycled if
disassembled by a specialised company. Please observe the local regulations
regarding the disposal of packing materials, exhausted batteries and old
equipment.

Disclaimer

This product is provided by "Philips" "as is" and without any express or implied warranty of any
kind of warranties, including, but not limited to, the implied warranties of merchantability and
fitness for a particular purpose are disclaimed.

In no event shall Philips be liable for any direct, indirect, incidental, special, exemplary, or
consequential damages (including, but not limited to, procurement of substitute goods or services;
loss of information, data, or profits; or business interruption) howsoever caused and on any theory
of liability, whether in contract, strict liability, or tort (including negligence or otherwise) arising in
any way out of the use of inability to use this product, even if advised of the possibility of such
damages.

Philips further does not warrant the accuracy or completeness of the information, text, graphics,
links or other items transmitted by this product.
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Installing the Wireless Base Station

Install the Wireless Base Station 11g software from the Installation CD and
use the "How to.?" booklet to help you install and configure the Wireless
Base Station 11g. Please, do not make any hardware connections before the
Setup Wizard asks you to do so.

1 Place the CD included in the box in your computer's drive and
start installing the software.
>The CD should start automatically. If it does not, please double-click "My
Computer”, then the drive icon and finally "Setup.exe" to start the CD.

TS

_——f

o\Q

.

2 Follow the on-screen instructions for setting up your Wireless
Base Station 11g.

PHILIPS

Click to continue

3 In the installation program, look for the picture of the Wireless
Base Station 11g on the screen and click on it to continue the
installation procedure.
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How to use the Setup program

The Setup program will assist you in making the hardware connections for
your Wireless Base Station 11g in the correct order: It will also attempt to
detect your existing network and Internet settings and apply them to the
new situation.

For easy installation of your Wireless Base Station 11g, please follow the
on-screen instructions.

1 Graphical representation of your network, the network connections, and
their status. Unavailable components will be 'blue' and only the available

connections will be indicated in green.

2 Text window that provides you with information on status and on what to
do next.

3 Control buttons for navigating the Setup program

PHILIPS

o

Thank you for buying the Philips Wireless Base Station

Check Network Settings welcome.

Checking av f network settings..
Network setti d.

Please follow ns to install and configure
the Philips Wireless Base Station.

006666660

Click "Newt" to continue.

This concludes the installation procedure. Please see the
following sections on connecting, configuring and using the
Wireless Base Station 11g.

Should there appear any error messages or requests for additional
information on the screen, then please read the manual and the
"Troubleshooting" section.With the information given in this manual, you
should be able to solve many problems with installing and using the
Wireless Base Station 11g.

Please visit our web site www.philips.com/support if you need further
assistance. Or, call our help desk for assistance. The help desk telephone
numbers can be found on the opening pages of this manual.
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How to create a wired network using Ethernet
cables

The Ethernet ports will adapt automatically to the connected cable type.
This means you can use either type of Ethernet cable, straight-through or
crossover, provided it is Category 5 or higher quality. The four Local
Network ports 1,2, 3 and 4 on the Wireless Base Station 11g will
automatically negotiate the connection speed to 10 Mbps Ethernet or
100 Mbps Fast Ethernet, and the transmission mode to half duplex or full
duplex.

Use twisted-pair cable to connect any of the four Local Network ports 1, 2,
3,and 4 on the Wireless Base Station 11g to an Ethernet adapter on your
PC. Otherwise, you can cascade any of the Local Network ports 1, 2, 3, and
4 on the Wireless Base Station 11g to an Ethernet hub or switch, and then
connect your PC or other network equipment to the hub or switch.

When inserting an RJ-45 plug, be sure the tab on the plug clicks into
position to ensure that it is properly seated.

Do not plug a phone jack connector into any R-45 port. This may damage
the Wireless Base Station 11g. Instead, use only twisted-pair cables with
RJ-45 connectors.

How to create a wireless network

For an example, see the chapter on "How to set-up a computer network™
at the end of this manual.

Install a wireless network adapter in each computer that will be connected
to the Internet or your local network via radio signals. Philips currently
offers several wireless network adapters, including the Philips Wireless USB
Adapter and the Philips Wireless Notebook Adapter.

Rotate both antennas on the back of the Wireless Base Station 11g to the
desired position. For more effective coverage, position antennas along
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different axes; for example around 45 to 90 degrees apart. Try to place the
Wireless Base Station 11g in a position that is located in the center of your
wireless network. Normally, the higher you place the antenna, the better the
performance. Ensure that the Wireless Base Station’s location provides
optimal reception throughout your home or office.

Computers equipped with a wireless adapter can communicate with each
other as an independent wireless Local Network by configuring each
computer to the same radio channel. However, the Wireless Base Station
11g can provide access to your wired/wireless Local Network or to the
Internet for all wireless workstations. Each wireless PC in this network
infrastructure can talk to any computer in the wireless group via a radio link,
or access other computers or network resources in the wired Local
Network infrastructure or over the Internet via the Wireless Base

Station 11g.

The wireless infrastructure configuration not only extends the accessibility
of wireless PCs to the wired Local Network, but also increases the effective
wireless transmission range for wireless PCs by retransmitting incoming
radio signals through the Wireless Base Station 11g.

A wireless infrastructure can be used for access to a central database, or for
connection between mobile workers, as shown in the following figure:

Making the Wireless Local Network Connections
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Instaling and Configuring TCP/IP

If you have not previously used Internet or installed a computer network on
your PC, refer to the following section.

Installing TCP/IP

Windows 98SE/Me/2000 and XP

Click Start/Help, and seach for the text "TCP/IP". Select the subject on
"Installing Network Protocols" and follow the instructions the Windows
Help function gives you.

Set the TCP/IP protocol you are installing to DHCP for dynamically
allocating IP-addresses within the network. Use the Windows Help function
if you need more information.

Re-run the Setup program from the Installation CD after installing the
TCP/IP-protocol.

Configuring a Macintosh Computer

DHCEP IP Configuration

1. Pull down the Apple Menu. Click Control Panel and select TCP/IP

2. In the TCP/IP dialog box, make sure that Ethernet is selected in the
Connect via: field.

3. Select Using DHCP Server in the Configure field.

4. Close the TCP/IP dialog box.
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Configuring the Wireless Base Station 11g

The Wireless Base Station 11g can be configured using Internet Explorer
(version 5.5 or higher or Netscape (version 4.7 or higher). Using the web
management interface, you can configure the Wireless Base Station 11g and
view statistics to monitor network activity.

Note: Before you attempt to configure your Wireless Base Station 11g, if you have
access to the Internet please visit www.philips.com/support and download
the latest firmware update to ensure your Wireless Base Station 11g is
running the latest firmware version.

Before you attempt to log into the Wireless Base Station’s web-based
Settings, please verify that you have disabled any firewall or security software
that may be running.

Disable Proxy Connection

You will also need to verify that the HT TP Proxy feature of your web
browser is disabled. This is so that your web browser will be able to view
the Wireless Base Station 11g configuration pages. The following steps are
for Internet Explorer. Determine which browser you use and follow the
appropriate steps.

Adapting your browser configuration for: Internet
Explorer (5 or above)

Open Internet Explorer. Click Tools, and then select Internet Options.
In the Internet Options window, click the Connections tab.

Click the LAN Settings button.

Clear all the check boxes and click OK to save these Local Area
Network settings.

Click OK again to close the Internet Options window.

6. Restart Internet Explorer for the changes to take effect.

AN =

v
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Adapting your browser configuration for: Internet

Explorer (for Macintosh)

1. Open Internet Explorer. Click Explorer/Preferences.

2. In the Internet Explorer Preferences window, under Network, select
Proxies.

3. Uncheck all check boxes and click OK.

Accessing the Wireless Base Station setting menus
To access the Wireless Base Station's management interface, enter the
Wireless Base Station IP address in your web browser http://192.168.2.1.
Then click LOGIN. (By default, there is no password.)

The home page displays the Setup Wizard and Advanced Setup options.

PHILIPS

oo S veons T wes T o o TR]

PHILIPS
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Note:

Navigating the Web Browser Interface

The Wireless Base Station's management interface features a Setup Wizard
and an Advanced Setup section. Use the Setup Wizard if you want to
quickly set up the Wireless Base Station 11g for use with a cable modem or
DSL modem.

Advanced setup supports more advanced functions like hacker attack
detection, IP and MAC address filtering, intrusion detection, virtual server
setup, virtual DMZ hosts, and other advanced functions.

Making Configuration Changes

Configurable parameters have a dialog box or a drop-down list. Once a
configuration change has been made on a page, be sure to click the APPLY
or NEXT button at the bottom of the page to enable the new setting.

To ensure proper screen refresh after a command entry, ensure that
Internet Explorer 5.0 is configured as follows: Under the menu Tools/
Internet Options/General/Temporary Internet Files/Settings, the setting for
"“Check for newer versions of stored pages” should be “Every visit to the
page.
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Setup Wizard

If you completed the Setup Wizard from the Installation CD, you do not
need to change any of these settings. Go to 'Advanced Setup' for managing
the Wireless Base Station 11g.

Time Zone

Click on the Setup Wizard picture. The first item in the Setup Wizard is
Time Zone setup.

For accurate timing of client filtering and log events, you need to set the
time zone. Select your time zone from the drop-down list, and click NEXT.

Broadband Type
Select the type of broadband connection you have, Cable Modem or ADSL.

See the following pages for details on the connection type.
PHILIPS Wigtess bose scol

Cable Modem
Your Internet Service Provider may have given you a host name. If so, enter
it into the field.

Enter or clone the MAC address of your modem for identifying your
hardware to your ISP

Click Finish to complete the setup. The Status page will open to allow you
to view the connection status, as well as other information. See "Status’ for
details.
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Fixed-IP xDSL

Some xDSL Internet Service Providers may assign a fixed (static) IP address.
If you have been provided with this information, choose this option and
enter the assigned IP address, gateway IP address, DNS [P addresses, and

subnet mask. Click FINISH to complete the setup.
.

PPPoE xDSL

Enter the PPPoE User Name and Password assigned by your Service
Provider: The Service Name is normally optional, but may be required by
some service providers.

Leave the Maximum Transmission Unit (MTU) at the default value unless
you have a particular reason to change it.

Enter a Maximum Idle Time (in minutes) to define a maximum period of
time for which the Internet connection is maintained during inactivity.

If the connection is inactive for longer than the Maximum Idle Time, it will
be dropped. (Default: 10)

Enable the Auto-reconnect option to automatically re-establish the

connection as soon as you attempt to access the Internet again.

Click FINISH to complete the setup.
PHILIPS w .. =

5
1. Tima zone.
2. Broadbana
3U1P Address.
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PPTP (Point-to-Point Tunneling Protocol)

Point-to-Point Tunneling Protocol is a common connection method used for
xDSL connections in Europe. It can be used to join different physical
networks using the Internet as an intermediary.

If you have been provided with the information as shown on the screen,
enter the assigned IP address, subnet mask, default gateway IP address, user
ID and password, and PPTP Gateway.

The MTU (Maximum Transmission Unit) governs the maximum size of the
data packets. Leave this on the default value (1460) unless you have a
particular reason to change it.

Enter a Maximum Idle Time (in minutes) to define a maximum period of
time for which the Internet connection is maintained during inactivity.

If the connection is inactive for longer than the Maximum Idle Time, it will
be dropped. (Default: 0)

Enable the Auto-reconnect option to automatically re-establish the
connection as soon as you attempt to access the Internet again.

Click FINISH to complete the setup.
PHILIPS
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Advanced Setup

Use the web management interface to define system parameters, manage
and control the Wireless Base Station 11g and its ports, or monitor
network conditions.

The following table outlines the selections available from this program.

Menu Description

System Sets the local time zone, the password for administrator access, and the IP
address of a PC that will be allowed to manage the Wireless Base
Station 11g remotely.

Internet Settings Specifies the Internet connection type:
* Dynamic IP host configuration and the physical MAC address of each
media interface
* PPPoE configuration
* PPTP
» Static IP and ISP gateway address
» Specifies DNS servers to use for domain name resolution.

Local network Sets the TCP/IP configuration of the Wireless Base Station's Local Network
interface and all DHCP clients.

Wireless Configures the radio frequency, Network Name (SSID), and encryption for
wireless communications.

NAT Shares a single ISP account with multiple users, sets up virtual servers.

Firewall Configures a variety of security and specialized functions, including: Access
Control, Intrusion Detection, and DMZ.

DDNS Dynamic DNS provides users on the Internet with a method to tie their
domain name(s) to computers or servers.

Tools Contains options to backup & restore the current configuration, restore all
configuration settings to the factory defaults, upgrade system firmware, or
reset the system.

Status Provides Internet connection type and status, firmware and hardware
version numbers, system [P settings, as well as DHCP, NAT, and Firewall
information.

Displays the number of attached clients, the firmware versions, the physical
MAC address for each media interface, and the hardware version and serial
number.

Shows the security and DHCP client log.
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System
Time Zone
PHILIPS

Internet Settings
Local Network
Wireless

NAT
Firewal
DDNS
Tools
Status

Logout (GMT-0520) Contal T

Select your time zone and time server from the drop-down list for the
Wireless Base Station 11g. This information is used for log entries and client
access control.

Password Settings
PHILIPS

Intermet Settings

Use this menu to restrict access based on a password. By default, there is
no password. For security you should assign one before exposing the
Wireless Base Station 11g to the Internet.

Passwords can contain from 3—12 alphanumeric characters and are not case
sensitive.

If your password is lost, or you cannot gain access to the user interface,
press the Reset button (holding it down for at least five seconds) to restore
the factory defaults. (The default is no password.)

Enter a maximum Idle Time Out (in minutes) to define a maximum period
of time for which the login session is maintained during inactivity. If the
connection is inactive for longer than the maximum idle time, it will perform
system logout, and you have to login to the web management system again.
(Default: 9 minutes)
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Note:

Remote Management
PHILIPS - T

0 O

Remote Management allows a remote PC to configure, manage, and
monitor the Wireless Base Station 11g using a standard web browser.
Check Enable and enter the IP address of the remote host. Click APPLY.

If you specify 0.0.0.0 as this IP address, any host can manage the Wireless
Base Station 11g.

Internet Settings

Specify the Internet connection type provided by your Internet Service
Provider, then click More Configuration to enter detailed configuration
parameters for the selected connection type.

Dynamic IP

PHILIPS

System

The Host Name is optional, but may be required by some ISPs. The default
MAC address is set to the Internet’s physical interface on the Wireless Base
Station 11g. Use this address when registering for Internet service, and do
not change it unless required by your ISP If your ISP used the MAC address
of an Ethernet card as an identifier when first setting up your broadband
account, only connect the PC with the registered MAC address to the
Wireless Base Station 11g and click the Clone MAC Address button.

This will replace the current Wireless Base Station MAC address with the
already registered Ethernet card MAC address. If you are unsure of which
PC was originally set up by the broadband technician, call your ISP and
request that they register a new MAC address for your account.

Register the default MAC address of the Wireless Base Station 11g.
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Point-to-Point Over Ethernet (PPPoE)
PHILIPS

Enter the PPPoE User Name and Password assigned by your Service
Provider. The Service Name is normally optional, but may be required by
some service providers.

The MTU (Maximum Transmission Unit) governs the maximum size of the
data packets. Leave this on the default value (1492) unless you have a
particular reason to change it.

Enter a Maximum Idle Time (in minutes) to define a maximum period of
time for which the Internet connection is maintained during inactivity.

If the connection is inactive for longer than the Maximum Idle Time, it will
be dropped. (Defautt: 10 minutes)

Enable the Auto-reconnect option to automatically re-establish the
connection as soon as you attempt to access the Internet again.

Point-to-Point Tunneling Protocol (PPTP)
PHILIPS - _ il

Point-to-Point Tunneling Protocol (PPTP) can be used to join different
physical networks using the Internet as an intermediary. Using the above
screen allows client PCs to establish a normal PPTP session and provides
hassle-free configuration of the PPTP client on each client PC.

Enter the assigned IP address, subnet mask and default gateway IP address
(usually supplied by your ISP), and then the PPTP User ID, Password and
PPPTP Gateway IP address.

The MTU (Maximum Transmission Unit) governs the maximum size of the
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data packets. Leave this on the default value (1460) unless you have a
particular reason to change it.

Enter a maximum Idle Time Out (in minutes) to define a maximum period
of time for which the PPTP connection is maintained during inactivity.

If the connection is inactive for longer than the Maximum Idle Time, it will
be dropped. (Default: 0 minutes)

Enable the Auto-reconnect option to automatically re-establish the
connection as soon as you attempt to access the Internet again.

Static IP
PHILIPS

System

If your Internet Service Provider has assigned a fixed IP address, enter the
assigned address and subnet mask for the Wireless Base Station 11g, then
enter the gateway address of your ISP

DNS
PHILIPS

Domain Name Servers map numerical IP addresses to the equivalent
domain name (e.g, www.philips.com).Your ISP should provide the IP address
of one or more domain name servers. Enter those addresses in this screen.
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Local netwerk - LAN

PHILIPS

* Local Network IP — Use the Local Network menu to configure the
Local Network IP address for the Wireless Base Station 11g and to
enable the DHCP server for dynamic client address allocation.

* Lease Time — Set a period for the lease time if required. For home
networks this may be set to Forever, which means there is no time limit
on the IP address lease.

* |P Address Pool — A dynamic IP start address may be specified, e.g.
192.168.2.100 (default value). Once this start IP address has been
assigned, IP addresses running from 192.168.2.100 to 192.168.2.199 will
be part of the dynamic IP address pool. IP addresses from 192.168.2.2
t0 192168299, and 192.168.2.200 to 192.168.2.254 will be available as
static IP addresses.

Remember not to include the address of the Wireless Base Station 11g in
the client address pool. Also remember to configure your client PCs for
dynamic IP address allocation.
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Note:

Note:

Wireless

To configure the Wireless Base Station 11g as a wireless access point for
wireless clients (either stationary or roaming), all you need to do is define
the radio channel, the Network Name (or Service Set identifier/SSID)
(Default: philips), and encryption options.

Channel and SSID

PHILIPS ... 2

System
Intermet Settings
Local Network

prifns |

[Long Renge Moed (11b+119)
o5

e

 Enatie

You must specify a common radio channel and Network Name (SSID) to
be used by the Wireless Base Station 11g and all of your wireless clients.
Be sure you configure all of your clients to the same values. Network name
(SSID).This should be set to the same value as other wireless devices in
your network. (Default: philips.)

The Network Name (SSID) is case sensitive and can consist of up to
32 alphanumeric characters.

Transmission Rate: Set the data rate transmitted from the Wireless Base
Station 11g. The lower the data rate, the longer the transmission distance.
(Default: Fully Automatic.)

Basic Rate: The highest rate specified is the rate the Wireless Base
Station 11g will use when transmitting broadcast/multicast and management
frames. (Default: All.)

Channel: The radio channel through which the Wireless Base Station 11g
communicates with PCs in its service range. (Default: Auto).

The available channel settings are limited by local regulations.
Broadcast Network Name: Broadcasting the SSID on the wireless network

for easy connection with client PCs.
(Default: Enable)
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Encryption

If you are transmitting sensitive data across wireless channels, you should
enable Wired Equivalent Privacy (WEP) and/or WiFi Protected Access
(WPA) encryption. Encryption requires you to use the same set of
encryption/decryption keys for the Wireless Base Station 11g and all of your
wireless clients. You can choose between standard 64-bit or the more
robust 128-bit encryption.

PHILIPS

Internet Setings

You may automatically generate encryption keys or manually enter the keys.
For automatic 64-bit security, enter a passphrase and click Generate.
Fourkeys will be generated (as shown below). Choose a key from the
drop-down list or accept the default key. Automatic 128-bit security
generates a single key.

If you use encryption, configure the same keys used for the Wireless Base
Station 11g on each of your wireless clients. Note that the encryption
protects data transmitted between wireless nodes, but does not protect any
transmissions over your wired network or over the Internet.
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Network Address Translation (NAT)

From this section you can configure the Address Mapping,Virtual Server, and
Special Application features that provide control over the port openings in
the Wireless Base Station's firewall. This section can be used to support
several Internet based applications such as VPN

Address Mapping

PHILIPS B

=
= ; Wireless Base Station_

System
Intermet Settings
Local Network
Wireless

|
o |
oo |
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Allows one or more public IP addresses to be shared by muttiple internal
users. Enter the Public IP address you wish to share into the Global IP field.
Enter a range of internal IPs that will share the global IP

Virtual Server
PHILIPS

Intermet Setings
Local Network
Wireless

CICICI I

If you configure the Wireless Base Station 11g as a virtual server, remote
users accessing services such as web or FTP at your local site via public IP
addresses can be automatically redirected to local servers configured with
private IP addresses. In other words, depending on the requested service
(TCP/UDP port number), the Wireless Base Station 11g redirects the
external service request to the appropriate server (located at another
internal IP address).

For example, if you set Public Port to TCP/80 (HTTP or web) and the
Private IP/Port to 192.168.2.2/80, then all HT TP requests from outside
users will be transferred to 192.168.2.2 on port 80.Therefore, by just
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entering the IP Address provided by the ISP Internet users can access the
service they need at the local address to which you redirect them.

The more common TCP service ports include: HTTP: 80, FTP: 21, Telnet: 23,
and POP3: 110

Special Applications

Some applications, such as Internet gaming, videoconferencing, Internet
telephony and others, require multiple connections. These applications
cannot work with Network Address Translation (NAT) enabled. If you need
to run applications that require multiple connections, use the following
screen to specify the additional public ports to be opened for each
application.

PHILIPS [

W m W R

Specify the public port number normally associated with an application in
the Trigger Port field. Set the protocol type to TCP or UDP then enter the
ports that the application requires.

Special application connections can also be achieved by selecting the
application type and item number in the Popular applications field, and
clicking the Copy to button to easily specify the port numbers. Then set the
protocol type to TCP or UDP

ID Trigger Port Trigger Type Public Port PublicType Comment

1 6112 UDP 6112 UDP Battle.net
2 28800 TCP 2300-2400, TCP MSN Game
47624 Zone

For a full list of ports and the services that run on them, see
www.iana.org/assignments/port-numbers.
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Firewall

PHILIPS

The Wireless Base Station 11g firewall can provide access control of
connected client PCs, block common hacker attacks, including IP Spoofing,
Land Attack, Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding. The firewall
does not significantly affect system performance, so we advise leaving it
enabled to protect your network users.

Access Control
PHILIPS '

System

sssss

Using this option allows you to specify different privileges based on IP
address for the client PCs.

Click on Add PC and define the appropriate settings for client PC services
(as shown in the following screen).
PHILIPS )
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MAC Filtering Table
PHILIPS

System
Internet Setings

Logout

- - -
- - -
- - -
| -
- - -
- - -
- - -
- - -

The MAC Filtering feature of the Wireless Base Station 11g allows you to
control access to your network to up to 32 clients based on the MAC
(Media Access Control) address of the client machine. This ID is unique to
each network adapter. If the MAC address is listed in the table, that client
machine will have access to the network.

Parental Control
To configure the Parental Control feature, use the table below to specify the
web sites (www.somesite.com) and/or keywords you want to filter on your
network.

To complete this configuration, you will need to create or modify an access
rule in “Access Control”. To modify an existing rule, click the Edit option
next to the rule you want to modify. To create a new rule, click on the Add
PC option.

From the Access Control Add PC section check the option for WWW with
Parental Control in the Client PC Service table to filter out the web sites
and keywords specified below.

PHILIPS -

System
Internet Settings

Use the above screen to block access to web sites or to web URLs
containing the keyword specified in the table.containing the keyword
specified in the table.
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Schedule Rule

The Schedule Rule feature allows you to configure specific rules based on
Time and Date. These rules can then be used to configure more specific
Access Control.

System
Intermet Setings
Local Network
Wireless

NAT

Enables Schedule-based Internet access control.

1. Click Add Schedule Rule.

2. Define the settings for the schedule rule (as shown on the following
screen).

3. Click OK and then click the APPLY button to save your settings.
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Use this section to create your network schedule rules.

The times you set below are the times periods that you want the Access
Control Rule to be active. For example, if you want to block Internet access
(block WWW) from 9AM to 9PM during the week, simply configure

9:00 AM as “Start Time" and 9:00 PM as “End Time” for each weekday.
During that time period the user will be unable to access the internet.

Once the schedule rule is set up, you will need to configure or edit an
Access Control rule, and select the Schedule Rule that you want to apply to
that Access Control rule.You can set the schedule rule at the bottom of the
Access Control Configuration page in the “Scheduling Rule” drop-down
option.

Intrusion Detection

PHILIPS T |

System

Internet Settings

Local Network
reless

NAT

DDNS.
Tools.
Status

Logout

Firewall Configuration

* SPI (Stateful Packet Inspection) and Anti-DoS firewall protection —
The Wireless Base Station's Intrusion Detection feature limits access for
incoming traffic at the Internet portWhen the SPI feature is turned on,
all incoming packets will be blocked.

* Discard Ping from INTERNET - Prevents any response to
ping commands on the Wireless Base Station’s Internet port.

E-Mail Alert Configuration

*  When hackers attempt to enter your network, we can alert you by
e-mail — Enter your E-mail address. Specify your SMTP and POP3
servers, user name, and password.
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DMZ (Demilitarized Zone)
PHILIPS -~

If you have a client PC that cannot run an Internet application properly
from behind the firewall, then you can open the client up to unrestricted
two-way Internet access. Enter the IP address of a DMZ host to this screen.
Adding a client to the DMZ may expose your local network to a variety of
security risks, so only use this option as a last resort.
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DDNS (Dynamic DNS - Settings)
< F

PHILIPS e

_ Wireless Base Station.

System
Intermet Settings
Local Network
Wieless

NAT

Firewall

Tools
Status

Logout

Domain Name is a series of alphanumeric strings separated by periods that
maps to the address of a network connection and identifies the owner of
the address.

Dynamic DNS provides users on the Internet with a method to tie their
domain name to a computer or server. DDNS allows your domain name to
follow your IP address automatically by having your DNS records changed
when your IP address changes.

The Server Configuration section automatically opens the TCP port options
checked in the Virtual Server section. Simply enter in the IP Address of your
server, such as a web server, and then click on the port option HTTP

Port 80 so users can access your web server from the Internet connection.

This DNS feature is powered by a DDNS service provider. With a DDNS
connection you can host your own web site, email server, FTP site, and
more at your own location even if you have a dynamic IP address.
(Default: Disable)
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Tools

Use the Tools menu to backup the current configuration, restore a
previously saved configuration, restore factory settings, update firmware, and
reset the Wireless Base Station.

Tools — Configuration Tools
PHILIPS —

Internet Setings
Local Network
Wireless

NAT

Firewall
DDNS

* Backup — Saves the Wireless Base Station's configuration to a file.

* Restore — Restores settings from a saved backup configuration file.

* Restore to factory defaults — Restores the Wireless Base Station settings
back to the factory defaults.

Tools — Firmware Upgrade
PHILIPS —

Internet Setings
Local Network
Wireless

NAT

Firewall
DDNS

Use this screen to update the firmware or user interface to the latest
versions. Download the upgrade file from the Philips web site
(www.philips.com/support) and save it to your hard drive. In the Upgrade
Target field, choose Firmware. Then click Browse to look for the previously
downloaded file. Click APPLY. Check the Status page Information section to
confirm that the upgrade process was successful.
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Tools — Reboot
PHILIPS

Click APPLY to reboot the Wireless Base Station. The reboot will be
complete when the power LED stops blinking.

If you use the Reset button on the Wireless Base Station it will perform a
power reset. If the button is held depressed for over five seconds, all the
LEDs will illuminate and the factory settings will be restored.
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Section
INTERNET

Wireless Base Station

INFORMATION

Security Log
Save
Clear
Refresh

DHCP Client Log

Status
The Status screen displays Internet/Local Network connection status,
firmware, and hardware version numbers, illegal attempts to access your
network, as well as information on DHCP clients connected to your
network.

PHILIPS

Intermet Setings

Wireless

NAT
Firewall
DDNS

Tools.

The following items are included on this screen:
Description
Displays Internet connection type and status.

Displays system IP settings, as well as DHCP, Firewall, UPnP and Wireless
status.

Displays the number of attached clients, the firmware versions, the physical
MAC address for each media interface, as well as the hardware version and
serial number.

Displays illegal attempts to access your network.

Click on this button to save the security log file.

Click on this button to delete the security log.

Click on this button to refresh the screen.

Displays information on all DHCP clients on your network.
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How to secure the Wireless Base Station 11g?

The next pages will show you how to secure the Philips Wireless Base

Station 11g in two ways:

1. choosing a password for restricting access to the Wireless Base Station's
configuration menu.

2. setting an encryption for your wireless network.

Note: Philips strongly recommends that you secure your Wireless Base Station 11g
as described in this chapter.

1 — Choosing a password for restricting access to the
Wireless Base Station’s configuration menu.

e 6o a1 45 [

€ . D ol G 3 ‘@' 5
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PHILIPS
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sl | 271 €8 55 | TP wasiess Base. .. |REETzo0m

Go to configuration menu of the Wireless Base Station 11g by entering its
IP address (default 192.168.2.1 into the Address Bar of your Internet
browser program).

Click ‘Enter’ to continue.

Enter a password first if you have set one in the ‘System | Password Settings’

PHILIPS

Enlarge the window of your browser program. (E.g., press the F11 key for
Internet Explorer)

Click on the text “Advanced Setup”.
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PHILIPS

Internet Settings
Lacal Netwark
Wireless

NAT

Firewall
DDNS

Tools

Status

Logout

Click ‘System'.

PHILIPS

Internet Seftings
Local Network
Wireless

NAT

Firewall

Tools
Status

Logout

Apply || Cance

Click 'Password Settings'.
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PHILIPS

Intemet Settings
Local Netwark
Wireless

Enter (and re-enter) a new password to restrict login access to your
Wireless Base Station 11g.

Click ‘Apply' to continue.
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2 - Setting an encryption for your wireless network.

PHILIPS aar-a® ... 2

System
Internet Settings
Local Netwaork

NAT
Firgwall
DDNS
Tools
Status

Logout

[Long Range Mixed (11b+115)
[Ato ]
ls M

Apply || Cancel

Click 'Wireless'.

PHILIPS

~ Wireless Base Station

Systern
Internet Settings
Local Netwark

NAT
Firewall
DDONS
Tools
Status
Logout

Disabled g

Disabled Bl

Apply || Cancel

Click ‘Security’ to continue.

Please, do not change any of the other wireless settings at this time.
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PHILIPS

~ Wireless Bas

System
Intenet Settings
Local Netwark

NAT
Firewall
DDNS
Toals
Status

Logout

Disabled =

Disabled =

Disabled
40bit/B4 bit encryption

.

Choose the security mode that you want to use. In this example, click
"WEP".

PHILIPS —— 1

System
Internet Settings
Local Netwark

NAT
Firewall

Disabled [

Tools
Status

Logout 128bitencryption 7|
[Fosspnizse
MySecretCode

Select the encryption strength you want to use (e.g. 128-bit WEP), and
enter a passphrase that will be hard to guess.

1. You need to make a difference between upper case and lower case
characters. l.e: “SecretCode” is not the same as “secretcode”.

2. 'Passphrase’ is not the same as ASCII input.

3. Always use exactly the same key settings on all wireless devices.

43
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Important:

Note:

Note:

PHILIPS

System
Internet Settings
Local Netwaork

NAT
Firgwall

boNs -

Tools
Status

Logout 126hitencryption 7]
[Feospase
\ySecretCode

1. Take note of your passphrase and encryption settings.
2. Click ‘Generate’ to transform your passphrase into an encryption key.
3. Click ‘Apply’ to start using the encryption.

Configure all your other wireless devices to match the encryption settings
of the Wireless Base Station 11g.

You will now lose the connection with the Wireless Base Station 11g if you
connected to it wirelessly. Re-connect after adapting the encryption settings
of your wireless network adapter.

1 If you have forgotten your encryption settings, you will need to re-enter
new encryption settings for all of your wireless network devices. If you
cannot connect to the Wireless Base Station 11g anymore, please read
“How to reset the Wireless Base Station 11g to its default settings?”

2 If you have forgotten your password for the configuration menu, you will
need to reset the Wireless Base Station 11g in order to remove the
password setting. Go to “How to reset the Wireless Base Station 11g to
its default settings?”
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How to reset the Wireless Base Station 11g to its default settings?

The next pages will show you how to reset the Philips Wireless Base
Station 11g.

Take an object with a pointed end and push it firmly into the hole marked
‘Reset’ on the back of the Wireless Base Station 11g.

Observe the ‘power’, ‘wireless', and ‘modem’ LEDs on the front of the
Wireless Base Station 11g lighting up constantly while keeping the reset
button pressed for at least five seconds.

Release the reset button and observe the LEDs on the front of the
Wireless Base Station 11g.

After about five seconds, the ‘power’ LED should blink several times before
the Base Station re-starts.

If it did not blink first, please repeat the reset procedure.

After resetting, the default Wireless Base Station settings will be:

Wireless network name (SSID): philips
Wireless channel: 6

Wireless encryption: disabled

IP Address for configuration: 192.168.21

You will need to run the Setup program on the CD again.
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How to set-up a computer network?

The next pages will show you an example of how to set-up a computer
network using the Philips Wireless Base Station 11g.

Warning: The Wireless Base Station 11g only establishes a connection between your
wireless network devices. How you use this connection is up to you.

Setting-up a computer network is to be seen as an independent application
that requires networking software from other manufacturers.

For example, the networking software that has been incorporated in the
Windows Operating System by Microsoft.

Therefore, the description below is to be seen as an example only.
WHAT IS YOUR WINDOWS VERSION?

1. Start setting-up your network with the computer that has the latest
operating system. The order of preference being: Windows XP,
Windows 2000, Windows Me, and finally Windows 98SE.

2. Use its Networking Setup Wizard and allow it to make a networking
setup diskette.

3. With this diskette, set-up your remaining computers.

For Windows XP and Windows 2000.
See further on in this chapter for Windows Me and Windows 98SE.

(B e [ My Documents
Set Program Access and @ LIREIcEes)
Defauks
12 My pusic
\3 SN Explorer
S8y computer
Windows Media Player Fi P —
&& Windows Messenger
b
(B) Tou vindows xp

atprograms [>

T2 stari| W

Click the Windows Start button, and click “Control Panel” from the list.
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B Control Panel

Fle Edt View Favoies Tools Hel At
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{0 oo ~{ Pick a category

%

See Also

Appearance and Themes,
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Click in the list to the left on “Setting-up a home network or small business

network”,
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® Network and Internet Connections

B Network Setup Wizard

Welcome to the Network Setup
wizard

This wizard il help you set up this computer o 1un on your
network, Wil a netiork you can

« Share an Inemet connection
Set up nternet Connection Firswl
Share fles and foldess

+ Share a pinter

To continue, click Next

The Wizard Network Setup appears. Click ‘Next' to continue.
Wizard Network Settings

1. Please, carefully read the instructions the Wizard gives you, and adapt
your choices to the type of network you want to set-up. Use the Help
feature within the Wizard if you need more information while using the
Wizard.

2. In each window, click ‘Next' to go to the next step.

3. Below, we will describe some of the crucial steps of this Wizard.

Network Setup Wizard

The wizard found di: d network hard

The network connections listed below are disconnected, Plug in your network cables ar
othersize conmect your netwark hardware, and then click Next.

Connections:
2k Local &rea Connection  Realtek RTLE139 Family PCI Fast Etheinet NIC

[“]ignate disconnected network hardwars

[ < Back ]ﬁ Mest > J[ Cancel ]

Place a check mark to ignore any broken network connections before
clicking ‘Next' to continue.
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Network Setup Wizard

Give this computer a description and name.

Computer descriptior | My Camputer 2t Honmel |

Examples: Family A oom Computer or Monica's Computer

Computer name: i MY_LAPTOF |
Examples: FAMILY or MOMICA

The current computer name is TIARKO_LAPTOP.

Some |ntemet Service Providers [I5Ps] requite that vou use a specific computer name. This is
aften true tor computers with a cable modem

If thiz is the caze for your computer, do not change the computer name provided by vour ISP

Leam more about computer names and desenphons

[ < Back J[ Hext > ][ Cancel J

1. Enter a description that helps you recognize the computer:
2. Enter a name that is different for each computer.
3. Click ‘Next' to continue.

Network Setup Wizard

Mame your network.

Name your nehsiork by specifying a workgroup narme below, All computers o your retwork
should have the same warkagroup name.

‘wiorkgioup name; MYHNETWORE | h

Examples: HOME or OFFICE

[ < Back ][ Hest ][ Cancel ]

Enter the same workgroup name for all computers in the network, then
click ‘Next' to continue.
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You're almost done... %

= ou need to win the Metwark Setup Wizard once on each of the computers on your
._!-) network: To un the wizard on computers that are not unning Windows <P, you can use
the “wWindows =P CD or a Metwork Setup Digk.

\what do you want to da?

() Lise the Netwerk Setup Disk | sheady have
() Uze my Windaows =P CD

(1 dust finish the wizard; | don't heed ta run the wizard on other computers

Choose to make a networking setup disk. Then click 'Next'.

Network Setup Wizard

Completing the Network Setup
Wizard

“r'ou have successfully set up thiz computer for home or small
office networking.

Far help with home or small office netwarking, ses the
following topics in Help and Support Center:

To see other computers on your netwark, click Start, and then
click My Network Places

To close this wizard, click Finish

< Back: Cancs|

Click ‘Finish’ to close the Wizard, and then use the disk you made to set-up
your other computers.
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Expand A
"~ MyPictures Properties
-

General| Shaiing

Local shaing and secuity

=T Tashare this folder with cther users of this computer
orly, drag itto the Shared D ocumeris folde.

Explore
open

Browse wth ACDSee
Search

Tomake this folder and s subfokders private so that
ol you have access. select the following check hos

E] - Make this folder prvate
Network sharing and secuity
¥ To share this felder with both network users and other
. users of this computer, select the first check box below
andtype & share name.

Share this folder en the network

= [ lows retwerk users to change my fles
U Unused Desktop Shortcuts

(P wercues
J Leath more sbout shaiing and secuiy.

& Recydle B

To share folders with the network: Start Windows Explorer and right-click
the folder you wish to share with the network. Click the ‘Sharing’ tab and
adapt the settings.

To explore the network: Double-click the Network Environment icon on
the desktop.
If you need more information, consutt Windows Help.
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For Windows 98SE and Windows Me.
See earlier on in this chapter for Windows XP and Windows 2000.

‘Windaws Update

] Brograms
Favoiites
Documents
(2] Printers
P S Taskbar b Start Menu..
[3) Folde Oplions...
% Active Desktop
R Windows Update. .
Log Off Philips...

Shut Down...

\CE% 327 PM
Click the Windows Start button, click “Settings”, and click “Control Panel”
from the list.

| Aiddiess |5 Control Panel

@ Add/Remove  Date/Time

Contl‘0| 0 Programs

el g A G e

Inteinet Keyboard Modems
Network Opliens

Configures netwark
hardware and €
software, Y

ODBCData  Passwords

Microsoft Home Sources (32bit)

Technical Suppart - e (=]
i Regional Sounds System
Seltings .ﬂ
 [Eonfioues network her | =) My Canpter 7

] BB [emmrant L

Double-click the “Network” icon.

Display
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Click the ‘Identification’ tab.

KN =

etwa k

My Home Computer |

Enter a name that is different for each computer.

Enter the same workgroup name for all computers in the network.
Enter a description that helps you recognize the computer.

Click on the ‘Configuration’ tab to continue.
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'Windows Logan

' Windows Logan

Click ‘OK' to accept the changes.
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i Ehee A
Shaie Name: |MY DOCUMENTS

Tope
‘ReadOnly

i

[ Gy i Fioppy () bemme ¥z
-3 Harddisk_c (C) |Pragetis € Depends on Passwoid
ey — T Passwords:
6] Program Files (53] Control F o
1 (1 Windows & DitUn Figad Oy Possword: | |
| B ‘g D) —— 51 Schedu " 1
2} Wing! E::
(@ Printers Beh il

[
I . [l s
To share folders with the network: Start Windows Explorer and right-click
the folder you wish to share with the network. Click the ‘Sharing’ tab and
adapt the settings.

ster [ A @ 5 [ [ zmsr |
To explore the network: Double-click the Network Environment icon on
the desktop.

If you need more information, consult Windows Help.
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Troubleshooting

The information outlined in this section describes some useful steps for
getting your computer and the Wireless Base Station 11g online.

A.Verify your connection to the Wireless Base Station 11g

If you are unable to access the Wireless Base Station's web-based
administration pages then you may not be properly connected or
configured. The screen shots in this section were taken on a Windows 2000
machine, but the same steps will apply to Windows 95/98/Me/XP,

To determine your TCP/IP configuration status please follow the steps
below:

1. Click Start then choose Run.

2. Type cmd or command to open a DOS prompt.

3. In the DOS window, type ipconfig and verify the information that is
displayed.

4. If your computer is setup for DHCP then your TCP/IP configuration
should be similar to the information displayed:
* |P Address: 192.168.2.X (x is number between 100 and 199)
* Subnet: 255.255.255.0
* Gateway: 192.168.2.1

If you have any other IP address information listed see below.

If you have an IP address that starts with 169.254. XXX XXX then see the
next section.

If you have another IP address configured, then see section C.

B. 1 am getting an IP Address that starts with

169.254. XXX. XXX
If you are getting this IP Address, then you need to check that you are
properly connected to the Wireless Base Station 11g.

Confirm that you have a good link light on the Wireless Base Station 11g
for the corresponding port. If not, please try another cable.

If you have a good link light, please open up a DOS window as described in
the previous section and type ipconfig/renew.

If you are still unable to get an IP Address from the Wireless Base Station
11g, reinstall your network adapter: Please refer to your adapter manual for
information on how to do this.
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I have another IP Address displayed

If you have another IP address listed then the PC may not be configured for
a DHCP connection. Please refer to “Configuring Client TCP/IP” for
information.

Once you have confirmed your computer is configured for DHCP then
please follow the steps below.

1.
2.
3.

-0

oUW

E.

Open a DOS window as described above.
Type ipconfig/release.
Then type ipconfig/renew.

. The 10/100 LED does not light after a connection is made.

Check that the host computer and the Wireless Base Station 11g are
both powered on.

Be sure the network cable is connected to both devices.

Verify that Category 5 cable is used if you are operating at 100 Mbps.
Verify that the length of any cable does not exceed 100 m (328 ft).
Check the network card connections.

The RJ-45 port on the Wireless Base Station 11g, network card, or cable
may be defective.

Browser Configuration

Confirm your browser is configured for a direct connection to the Internet
using the Ethernet cable that is attached to the computer. This is configured
through the options/preference section of your browser.
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Below is an outline of the technical specifications for the Philips Wireless
Base Station

Standards * |[EEEB02.11g
* |EEE 802.3 10BASE-T Ethernet
e |EEE 802.3u 100BASE-TX Fast Ethernet

Data Rate * Auto Fallback: 54/48/36/24/18/12/11/9/6/5.5/2/1"
Security * Wired Equivalent Privacy (WEP) 64/128-Bit
Media Access * CSMA/CA with ACK

Control

Operating Range * Indoor: Up to 150 meters

Outdoors: Up to 400 meters

Internet Sharing * Static IP
Methods * Dynamic IP
* PPPoE

Protocols * TCP/IP
* PPTP/L2TP/IPSec Pass-through (VPN)
* DNS
* SNTP
* NAT
* DHCP
* HTTP
* HTML
* PPP Internet Control Protocol
* PPP Authentication Protocol
* Point-to-Point Protocol

LED Indicators * Power/Status
* Wireless Activity
* Modem Activity
* Local Network Activity

Interface * 4 x 10/100 Base-T RJ-45 Local Network Port with Automatic MDI/MDIX
feature)
* 1 x 10/100 Base-T RJ-45 Broadband Internet port

RF Specification * Emission Type
* Direct Sequence Spread Spectrum (DSSS)

RF Frequency * 2400MHz — 2483.5MHz — Europe
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* 13 Channels (Europe)

* 16-18 dBm

* 11Mbps PBCC — 85 dBm
* 11Mbps CCK — 82 dBm

* BPSK (1Mbps)

» QPSK (2Mpbs)

» CCK (5.5/11Mbps)

» PBCC (5.5/11/22 Mbps)

* Dual Dipole Antenna with Diversity

= 2 dBi (Typically).

e Under 600 mA




Guarantuee certificate Certificat de garantie

Garantiebewijs Certificado de garantia
Certificado de garantia Eyyunon
Garantibevis Garantibevis

year warranty
année garantie
Jahr Garantie
jaar garantie
afio garantia
anno garanzia

Garantieschein
Certificato di garanzia
Garanticertifikat
Takuutodistus

XPovag yyunon
ar garanti

ar garanti

ar garanti

vuosi takuu

afio garantia

Type: CPWBSO054

Serial nr:

Date of purchase — Date de la vente — Verkaufsdatum — Aankoopdatum — Fecha de compra — Date d’acquisito —
Data da adquirigio — Huepounvia ayopdg — Inképsdatum — Anskaffelsesdato — Kjepedato — Oatopaiva

Dealer’s name, address and signature Ovoparemwvpo, g 1ebBuvon kat utroypadr] Tou eptr. mpoundeutn
Nom, adresse et signature du revendeur Aterforsiljarens namn, adress och signatur

Name, Anschrift und Unterschrift des Hindlers Forhandlerens navn, adresse og unterskrift

Naam, adres en handtekening v.d. handelaar Forhandlerens navn, adresse og unterskrift

Nombre, direccion y firma del distribudor Jalleenmyyjan nimi, osoite ja allekirjoitus

Nome, indirizzo e firma del fornitore Nome, morada e assinature da loja

www.philips.com/support

9082 100 03006

C€06820 09
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